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Chapter 2: Footprinting & Reconnaissance
Technology Brief

Footprinting phase allows the attacker to gather the information regarding
internal and external security architecture; he has to face a target. Collection
of information also helps to identify the wvulnerabilities within a system,
which exploits, to gain access. Getting deep information about target reduces
the focus area & bring attacker closer to the target. The attacker focuses the
target by mean of the range of IP address he has to go through, to hack target
or regarding domain information or else.

Certified Ethical Hacker v10 https://www.ethicalhackx.com fb.com/ethicalhackx



Certified Ethical Hacker v10 https://www.ethicalhackx.com fb.com/ethicalhackx

Footprinting Concepts

The first step to ethical hacking is Footprinting. Footprinting is the collection
of every possible information regarding the target and target network. This
collection of information helps in identifying different possible ways to enter
into the target network. This collection of information may have gathered
through publicly- available personal information and sensitive information
from any secret source. Typically, footprinting & reconnaissance is
performing social engineering attacks, system or network attack, or through
any other technique. Active and passive methods of reconnaissance are also
popular for gaining information of target directly or indirectly. The overall
purpose of this phase is to keep interaction with the target to gain information
without any detection or alerting.

Pseudonymous Footprinting

Pseudonymous footprinting includes footprinting through online sources. In
Pseudonymous footprinting, information about a target is shared by posting
with an assumed name. This type information is shared with the real
credential to avoid trace to an actual source of information.

Internet Footprinting

Internet Footprinting includes the Footprinting and reconnaissance methods
for gaining information through the internet. In Internet Footprinting,
processes such as Google Hacking, Google Search, Google Application
including search engines other than Google as well.

Objectives of Footprinting
The major objectives of Footprinting are: -

1. To know security posture
2. To reduce focus area

3. Identify vulnerabilities
4. Draw network map
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Footprinting Methodology

It is not a big deal to get information regarding anyone as the internet, social
media, official websites and other resources have much information about
their users which are not sensitive, but a collection of information may fulfill
the requirements of an attacker and attacker can gather enough information
by a little effort. Below are more often techniques used by hackers: -

Footprinting through Search Engines

Footprinting through Advance Google Hacking Techniques
Footprinting through Social Networking Sites

Footprinting through Websites

Footprinting through Email

Footprinting through Competitive Intelligence

Footprinting through WHOIS

Footprinting through DNS

Footprinting through Network

Footprinting through Social Engineering

inting Using

Website

Footprinting

Document All

Findings

Figure 2-01 Footprinting Methodology

Footprinting through Search Engines

The most basic option that is very responsive as well is Footprinting through
search engines. Search engines extract the information about an entity you
have searched for from internet. You can open a web browser and through
any search engine like Google or Bing, search for any organization. The
result collects every available information on the internet.
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For example, Search for google shows the information about the world’s
most popular search engine itself. This information includes headquartering
location, the date on which the organization founded, names of founders,
number of employees, parent organization, and its official website. You can
scroll to its official website to get more information or any other websites to
get information about it.

Apart from this publically available information, websites and search engines
caches can also serve the information that is not available, updated or
modified on the official website.

Finding Company’s Public and Restricted Websites

During the collection of information, the attacker also collects organization's
official Website information including its public and restricted URLs.
Official Website can search through a search engine like Google, Bing, and
others. To find restricted URL of an organization, using trial and error
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method, using different services which can fetch the information from Web
sites such as www.netcraft.com.
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Figure 2-03 Netcraft Webpage

Collect Location Information
After collection of basic information through search engines and different
services like Netcraft and Shodan. You can collect local information like the
physical location of headquarters with the surrounding, the location of branch
offices and other related information from online location and map services.
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Some of these most popular online services are: -

Google Earth

Google Map

Bing Map

Wikimapia

Yahoo Map

Other Map and Location services

People Search Online Services

There are some online services, popularly used to identify the Phones
numbers, Addresses, and People.
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Figure 2-05 Online People Search Service
Some of these websites include: -

® www.privateeye.com
www.peoplesearchnow.com
www.publicbackgroundchecks.com
www.anywho.com
www.intelius.com

e www.4111l.com

e www.peoplefinders.com

Gather Information from Financial Services
There are some Financial Services powered by different search engines which
provide financial information of International known organizations. By just
searching for your targeted organization, you can get financial information of
these organizations. Google and Yahoo are the most popular Online Financial
Services.

e www.google.com/finance

e finance.yahoo.com
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Figure 2-06 Financial Services

Footprinting through Job Sites

In Job Sites, Company’s offering the vacancies to people provide their
organization’s information and portfolio as well is job post. This information
includes Company location, Industry information, Contact Information,
number of employees, Job requirement, hardware, and software information.
Similarly, on these job sites, by a fake job posting, personal information can
be collected from a targeted individual. Some of the popular job sites are: -

o www.linkedIn.com

e www.monster.com

e www.indeed.com

e www.careerbuilder.com

Monitoring Target Using Alerts

Google, Yahoo, and other Alert services offer Content monitoring services
with an alert feature that notifies the subscriber with the latest and up-to-date
information related to the subscribed topic.
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Figure 2-07 Alert Service by Google

Information Gathering Using Groups, Forums, and Blogs

Groups, Forums, Blogs, and Communities can be a great source of sensitive
information. Joining with fake ID on these platforms and reaching closest to
the target organization's group is not a big deal for anyone. Any official and
non-official group can leak sensitive information.

Footprinting using Advanced Google Hacking Techniques

Google Advanced Search Operators

Some advanced options can be used to search for a specific topic using search
engines. These Advance search operators made the searching more
appropriate and focused on a certain topic. Advanced search operators by
google are: -

site : Search for the result in the given domain
related : Search for Similar web pages
cache : Display the web pages stored in Cache
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link : List the websites having a link to a specific web page

allintext : Search for websites containing a specific keyword

intext : Search for documents containing a specific keyword

allintitle : Search for websites containing a specific keyword in
the title

intitle : Search for documents containing a specific keyword
in the title

allinurl : Search for websites containing a specific keyword in
URL

inurl : Search for documents containing a specific keyword
in URL

Table 2-01 Google Advanced Search Operators

For Google Advanced Search, you can also go to the following URL.:
https://www.google.com/advanced_search
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Figure 2-08 Footprinting with Google Advanced Search

Google Hacking Database (GHDB)

Google hacking, Google Dorking is a combination of computer hacking
techniques that find the security holes within an organization's network and
systems using Google search and other applications powered by Google.
Google Hacking popularized by Johnny Long. He categorized the queries in a
database known as Google Hacking Database (GHDB). This categorized
database of queries is designed to uncover the information. This information
might be sensitive and not publically available. Google hacking is used to
speed up searches. As shown in the figure, through www.exploit-db.com, you
can search GHDB or browse the category of GHDB. Similarly,
www.hackersforcharity.org is also an online platform for GHDB.

Enter the following URL.:
https://www.exploit-db.com/google-hacking-database/
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Figure 2-09 Google Hacking Database

Google hacking database provide the updated information that is useful for
exploitation such as footholds, sensitive directories, vulnerable files, error
messages and much more.

Footprinting through Social Networking Sites

Social Engineering

Social Engineering in Information Security refers to the technique of
psychological manipulation. This trick is used to gather information from
different social networking and other platforms from people for fraud,
hacking and getting information for being close to the target.

Footprinting using Social Engineering on Social Networking Sites

Social Networking is one of the best information sources among other
sources. Different popular and most widely used social networking site has
made quite easy to find someone, get to know about someone, including its
basic personal information as well as some sensitive information as well.
Advanced features on these social networking sites also provide up-to-date
information. An Example of footprinting through social networking sites can
be finding someone on Facebook, Twitter, LinkedIn, Instagram and much
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Figure 2-10 Social Networking Sites

maore.

Social Networking is not only a source of joy, but it also connects people
personally, professionally and traditionally. Social Networking platform can
provide sufficient information of an individual by searching the target.
Searching for Social Networking for People or an organization brings much
information such as Photo of the target, personal information and contact
details, etc.

Personal Information about a
target including personal
information, photo, etc.
Social engineering

People maintain
their profile

» Photo of the target p
o Contact numbers
e Email Addresses
e Date of birth 3
o Location

o Work details

People updates their
status

Most recent personal information
Most recent location

Family & Friends information
Activities & Interest

Technology related information
Upcoming events information

Platform & Technology related
information.

Target Location.

List of Employees / Friends /
Family.

Nature of business
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Figure 2-11 Collection of Information from Social Networking

Profile picture can identify the target; the profile can gather personal
information. By using this personal information, an attacker can create a fake
profile with the same information. Posts have location links, pictures and
other location information helps to identify target location. Timelines and
stories can also reveal sensitive information. By gathering information of
interest and activities, an attacker can join several groups and forums for
more footprinting. Furthermore, skills, employment history, current
employment and much more. These are the information that can be gathered
to easily and used for determining the type of business of an organization,
technology, and platforms used by an organization. In the posts, people are
posting on these platforms, never think that what they are posting. Their post
may contain enough information for an attacker, or a piece of required
information for an attacker to gain access to their systems.
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Website Footprinting

Website Footprinting includes monitoring and investigating about the target
organization's official website for gaining information such as Software
running, versions of these software’s, operating systems, Sub-directories,
database, scripting information, and other details. This information can be
gathered by online service as defined earlier like netcraft.com or by using
software such as Burp Suite, Zaproxy, Website Informer, Firebug, and others.
These tools can bring information like connection type and status and last
modification information. By getting these type of information, an attacker
can examine source code, developer’s details, file system structure and
scripting.

Determining the Operating System

Using websites such as Netcraft.com can also help in searching for Operating
systems that are in use by the targeted organizations. Go to the website
www.netcraft.com and enter the target organization’s official URL. Results in
the figure below are hidden to avoid legal issues.
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Figure 2-12 Determination of Website Information

The result brings all websites related to the domain of that organization
including operating system information and other information. If you enter a
complete URL, it shows the in-depth detail of that particular website.
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Figure 2-13 Determination of Operating System information

Another popular website for searching the detailed information regarding
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websites is Shodan, i.e. www.shodan.io. SHODAN search engine lets you

find connected devices such as router, servers, IoT & other devices by using a
variety of filters.

Go to the following URL

www.shodan.io

Crowls o bood ALl

‘ Explore the Internet of Things i Sea the Big Picture

@ Monitor Network Security - Gel a Competitive Advantage

Figure 2-14 Determination of Website information

Now, a search of any device such as CSR1000v as shown in the figure next
page:
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Figure 2-15 Shodan Search Engine

A search of the CSR1000v device brings 416 results along with IP addresses,
Cisco IOS software version information, location information and others
details.

Website Footprinting using Web Spiders

Web Spiders or Web Crawlers are the internet bots that are used to perform
systematic, automated browsing on World Wide Web. This browsing is
targeted to a website to gather specific information such as names, email
addresses.
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Figure 2-16 Web Data Extractor Application (Web Spider)

Mirroring Entire Website

Mirroring a website is the process to mirror the entire website in the local
system. Downloading entire website onto the system enables the attacker to
use, inspect the website, directories, structure and to find other vulnerabilities
from this downloaded mirrored website copy in an offline environment.
Instead of sending multiple copies to a web server, this is a way to find
vulnerabilities on a website. Mirroring tools are available which can
download a website. Additionally, they are capable of building all directories,

HTML and other files from the server to a local directory.
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Figure 2-17 WinHTTrack Website Copier

Website Mirroring Tools

Website mirroring tools includes some applications that offer Website
mirroring. Some of these tools include: -

fb.com/ethicalhackx

Win HTTrack Website Copier

https://www.httrack.com/page/2/

Surf offline Professional

http://www.surfoffline.com/

Black Widow http://softbytelabs.com
NCollector Studio http://www.calluna-software.com
Website Ripper Copier http://www.tensons.com
Teleport Pro http://www.tenmax.com

Portable Offline Browser http://www.metaproducts.com
PageNest http://www.pagenest.com

Backstreet Browser

http://www.spadixbd.com

Offline Explorer Enterprise

http://www.metaproducts.com

GNU Wget

http://www.gnu.org.com

Hooeey Webprint

http://www.hooeeywebprint.com

Table 2-03 Website Mirroring Tools
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Figure 2-18 Surf Offline Professional Application
Extract Website Information

Archive.com is an online service that provides an archived version of
websites. The result consists of a summary of the website including Summary
on MIME-type Count, Summary for TLD/HOST/Domain, a sitemap of
website and dates, Calendar view and other information.

Extracting Information using the Wayback machine
I. Go to the following URL:
https://web.archive.org

P. Search for a target website.
3. Select Year from the calendar.
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Figure 2-20 Select Date

5. The following is the snapshot of the website on 2" October 2016.
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Figure 2-21 Archived Snapshot of Website

Monitoring Web Updates

Website-Watcher and other available tools offer website monitoring. These
tools automatically check for updates and changes made to target websites.
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Figure 2-22 Website-Watcher Application

Some other Website Monitoring Tools are: -

Change Detection http://www.changedetection.com
Follow That Page http://www.followthatpage.com
Page2RSS http://page2rss.com

Watch That Page http://www.watchthatpage.com
Check4Change https://addons.mozilla.org
OnWebChange http://onwebchange.com
Infominder http://www.infominder.com
TrackedContent http://trackedcontent.com
Websnitcher https://websnitcher.com

Update Scanner https://addons.mozilla.org

Table 2-04 Website Monitoring Tools

Email Footprinting

Email plays an important role in running an organization’s business. Email is
one of the most popular, widely used professional ways of communication
which is used by every organization. Communicating with the partners,
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employees, competitor, contractors and other types of people which are
involved in running an organization. Content or body of Email is hence
important, extremely valuable to attackers. This content may include
hardware and software information, user credentials, network and security
devices information, financial information which is valuable for penetration
testers and attackers.

Polite Mail is a very useful tool for Email footprinting. Polite Mail tracks
email communication with Microsoft Outlook. Using this tool, with a list of
email addresses of a targeted organization, the malicious link can be sent and
trace the individual event. Tracing an email using email header can reveal the
following information:

e Destination address

e Sender's IP address

e Sender's Mail server

e Time & Date information

e Authentication system information of sender's mail server

Tracking Email from Email Header

Tracing Email from Email header offer hop by hop trace of an email along
with IP addresses, Hop Name, and location. Several online and software
applications offer Email header tracing. Email Tracker Pro is one of the
popular tools.
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Figure 2-23 Email Tracker Pro
Email Tracking Tools

Popular Email Tracking tools are as follows:
e Polite Mail
e Email Tracker Pro
e Email Lookup
e Yesware
e Who Read Me
e Contact Monkey
e Read Notify
e Did They Read It
e Get Notify
e Point of Mail
e Trace Email
e G-Lock Analytics

Competitive Intelligence

Competitive Intelligence gathering is a method of collecting information,
analyzing and gathering statistics regarding the competitors. Competitive
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Intelligence gathering process is non-interfering as it is the process of
collection of information through the different resources. Some basic sources
of competitive intelligence are:

Official Websites

Job Advertisements

Press releases

Annual reports

Product catalogs

Analysis reports

Regulatory reports

Agents, distributors & Suppliers

Competitive Intelligence Gathering

To get competitive information, you should visit websites like EDGAR,
LexisNexis, Business Wire & CNBC. These websites gather information and
reports of companies including legal news, press releases, financial
information, analysis reports, and upcoming projects and plans as well. For
more information, visit these websites: -

EDGAR https://www.sec.gov/edgar.shtml
LexisNexis https://risk.lexisnexis.com

Business Wire www.businesswire.com/portal/site/home/
CNBC www.cnbc.com

Hoovers www.hoovers.com

Table 2-05 Competitive Intelligence Sources

Gathering information from these resources, Penetration testers and attacker
can identify: -

When did the company begin?

Evolution of the company

Authority of the company

Background of an organization

Strategies and planning

Financial Statistics

Other information

Monitoring Website Traffic of Target Company
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There are some website monitoring tools, which are being widely used by
developers, attackers, and penetration tester to check the statistics of
websites. These tools include Web-stat & Alexa and other tools showing
information of ranking of the targeted website, geographical view to the user
from all over the world, number of worldwide users, users from different
countries, daily pages viewed, Daily time on site, the total number of the site
linked, and much more.
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Website Traffic Monitoring Tools

Monitis http://www.monitis.com/
Web-stat https://www.web-stat.com/
Alexa https://www.alexa.com/
Table 2-06 Website Traffic Monitoring Tools
_ - o x
_. @ i com Traffic, Den X
- c "ml wwnw.alexa.com/ siteinfo/ mmm—com Q& o

A"
BRLES. o

I How popular |s amsssms.com? L]

Alexa Traffic Ranks
How i this Site ranked nelative o other stes?
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¢ 1050
Raeni on Uil Soamed 1LY

=5

Figure 2-24 Website Statistics using Alexa
In the figure above, the most popular site, Amazon.com is searching by
Alexa. The result shows Alexa Traffic Ranking, Global Rank of Website,
Rank in the United States. Scrolling down the page shows further results such
as a Geographical view of the audience, percentage, and ranking in every
country and much more.
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Figure 2-25 Website Statistics using Alexa

Similarly, another tool like Web-stat and Monitis monitor website traffic for
collecting bounce rate, live visitors map, and other information.
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and start monitoring your visitors in minutes!
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Create your free trial below, install 1t on your pages (all 1t takes 15 a copy/paste operation) and
start observing vizitars interacting with your site immediately You will get 30 days of detailed
live traffic analysis there are no obligations whatsoever. If you don't use Web-5tat, or don't like it,
do nothing and we'll delete the account automatically. If vou do decide to keep monitoring your
traffic with us, all you'll need to dois upgrade to make your account permanent
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Figure 2-26 Web-stat (Website Monitoring Tool)
Tracking Online Reputation of the Target
The reputation of an organization can be monitored as well through online
services. Online Reputation Management (ORM) offers to monitor an
organization's reputation. These tools are used to track the reputation,
ranking, setting up a notification when an organization known over the
internet and much more.
Tools for Tracking Online Reputation

Google Alerts https://www.google.com
WhosTalkin http://www.whostalkin.com
Rankur http://rankur.com

PR Software http://www.cision.com

Social Mention http://www.socialmention.com
Reputation Defender https://www.reputation.com

Table 2-07 Reputation Monitoring Tools

One of the popular monitoring tools is Trackur (www.trackur.com). Here you
can search any keyword such as those shown in the figure showing the result
for Microsoft. Their icons separate results from different sources; you can
review the result by selecting an entry.
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F iguré 2-27 Trackur (Reputation Monitoring Tool)
WHOIS Footprinting

WHOIS Lookup

"WHOIS" helps to gain information regarding domain name, ownership
information. IP Address, Netblock data, Domain Name Servers and other
information’s. Regional Internet Registries (RIR) maintain WHOIS database.
WHOIS lookup helps to find out who is behind the target domain name.

The Regional Internet Registry system evolved, eventually dividing the world
into five RIRs: -

African Network AFRINIC | Africa

Information Center

American Registry for ARIN United States, Canada, several

Internet Numbers parts of the Caribbean region,
and Antarctica

Asia-Pacific Network APNIC Asia, Australia, New Zealand,
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Information Centre and neighboring countries

Latin America and LACNIC | Latin America and parts of the
Caribbean Network Caribbean region

Information Centre

Réseaux IP Européens RIPE Europe, Russia, the Middle East,
Network Coordination NCC and Central Asia

Centre

Table 2-08 Regional Internet Registry System

1. Go to the URL https:// www.whois.com/

# Whois.com - Domain ba X

=
DOMAING HOSTING CLOURD WERSITES ErAIL SECURITY WHOS SUPPORT
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+ Enhanced Performance

WORDPRESS i

Figure 2-28 WHOIS footb-rinfing Engine

2. A search of Target Domain
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Figure 2-29 WHOIS Footprinting

WHOIS Lookup Result Analysis
Lookup Result shows complete domain profile, including

Registrant information
Registrant Organization
Registrant Country

Domain name server information
IP Address

IP location

ASN

Domain Status

WHOIS history
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e [P history,
e Registrar history,
e Hosting history
It also includes other information such as Email and postal address of

registrar & admin along with contact details. You can go to
https://whois.domaintools.com can enter the targeted URL for whois lookup

information.
" = O =
/B Whai Lookup, Domain ©
< c (@ whols.domaintoals.com a | o i

E’ PROFILE = CONNETT = MONITOR = ATOQUIRE = suUpRponT WHOIS = LOoTIN m

VW hois [ookup

Get better, more in-depth data when you become a member

Learn how Domainlools takes indicators from your network, including domains
and IP=s, and connects them with nearly every active domain an the internet.
These connections help security professionals profile attackers, gulde online

fraud investigations, and map cyber activity to attacker infrastructure.

BT T

Figure 2-30 whois.domaintools.com
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You can download software “SmartWhois” from www.tamos.com for Whois
lookup as shown in the figure below: -

& SmartWhois - Evaluation Version =5 O x

File Query Edit View Settings Help

Ge-%-0 tEEE5E

IP, host or domain: |ﬂ_.cnn" v | = Query

e I ——
by A

g-m.-

38
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U e e
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= ]
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Unded Statey
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1 Tan R
—
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T ETS T
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1 Beas oSy
CA
=k
United States
Chone ol
Fan: kil
L B

Done

Figure 2-31 SmartWhois Lookup Application

WHOIS Lookup Tools
Tools powered by different developers on WHOIS lookup are listed below: -

http://lantricks.com
http://www.networkmost.com
http://tialsoft.com
http://www.johnru.com
https://www.callerippro.com
http://www.nirsoft.net
http://www.sobolsoft.com
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e http://www.softfuse.com
WHOIS Lookup Tools for Mobile

“DNS Tools” Application by www.dnssniffers.com is available on google
play store. It includes other features as well including DNS Report, Blacklist
Check, Email Validation, WHOIS, ping and reverses DNS.

Bd 15| W 4 1:51
0. snifien,

& d W &
o ) -

Domain
o DNS Tools DHE REPORT BLACKLIST CHECK :
DMNESnTar

a

et 'Wihaia
= B

- EBLAIL VALIDATION WS
. b Domain Nase . e OO0
[ 0]
a0 4 Registry Demain ID: 2022203 220010 3
AT &g 4 I

Registrar WHMOIS Server! -t.o:

% Reglatrar URL: weea:ive ssakmead e
? A

OMS Check, Blackis! Check, DNS =, Updated Date: 2011-07-20T06:55:11Z
Tools, the DNS App from DNSSniffer _— - Creation Date: 1997-09-15704:00:002
has f al Registry Expiry Date: 2020-09-14T04;
% Beglatrar: - ol tIT oI
READ MORE CDMSSniffer

Figure 2-32 DNS tool Application

whois® by www.whois.com.au application on google play store for lookup.
There are several lookup tools powered by www.whois.com.au such as: -

WHOIS Lookup

DNS Lookup

RBL Lookup
Traceroute

IP Lookup

API/Bulk Data Access
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Figure 2-33 Whois Application

www.ultratools.com offers ultra Tools Mobile. This application offers
multiple features like Domain health report, DNS Speed test, DNS lookup,

Whois Lookup, ping, and other options.
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Figure 2-34 Ultra Tool Mobile Application
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DNS lookup information is helpful to identify a host within a targeted
network. There are several tools available on internet which perform DNS
lookup. Before proceeding to the DNS lookup tools and the result overview
of these DNS tools, you must know DNS record type symbols and there

mean: -
|Record Type |Description |
A The host's IP address
MX Domain's Mail Server
NS Host Name Server
CNAME Canonical naming allows aliases to a host
SDA Indicate authority for the domain
SRV Service records
PTR IP-Host Mapping
RP Responsible Person
HINFO Host Information
TXT Unstructured Records

Table 2-09 DNS Record Type
Extracting DNS Information using DNSStuff
Go to the URL: https://www.dnsstuff.com

fl Toolbon | DNSstuff DR X

! = | & Secure | hitpa/Swavw.dnsstufLoom toolsedns Reporttype = dommnfifivalue s example.cor b A Ch D@ :

DMSreport Results for example.com

— I B B
FAIL

WLRMING PASS INFO

b DNSSEC
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Figure 2-35 DNSStuff.com

Above figure is the output For example.com. You can expand fields to
extract information.

As shown in the following output, you can expand the desired fields to gain
detailed information as shown below:

T - ] x
A Tocksas | DiSchd DR x
4 II:.' B Secure | hitpe!‘'wwadnsstuff.com tonisfdnsReportitype = domain & fovalus xgmple.com i .ﬁ ‘_h v | a
DNSreport Results for example.com S Export - Shamw &
o [ B2 [BE] [ 2
FAIL WARNING PASS INFO

Tasi Name Intormaticn

Parect zore easty and provides WS records. This 15 good becausse some domaing, wuslly third or Towrth level domaing, mach: s 'example. oo’
de rak Bave & Jinect panknt pore, This i legal ol can cnde confusien, Thi NS Records provided ane (samasensy | 8 address | TTL):

Purent zone prorides WS

b.bbnb-servers, net, | 199,43,135.53
ek b.fane.servers,net, | 139,43,133,53
A lanE-SErvErs net. F B H IR R
b. Land-ErviErs . T, Fe a8 EE

AL fenst 2 (BFCI1E] section § recommends ol beaat 3, ul Tewer Thas B NS records ek BFCIFI] section 1.8 recommends thall you hase no
more tham Tl This meets the RFC minmimum reguinements, but is Lower than the upper fimits that some domain registrars fawve on the rumier
of nirfeserverd. A lirper fuimber of nimeisceen riduds 1Be 1o8d &8 elch Bnd, Since they Bhiuld be lacabed i SEMeneml SCibiond, prevest &
siegie paint of fadure. The MS Records provided ane:

- LR - RETYETE, T 19,43, 135, 68 | TTLalTIN09

[]

b ra.nety | 139,43,133,53 | TTL-171588
p.lang-serversonet, | DE0S88I8TII53 | TTL-171084
b lang-Seryers . net. Fo Bk B TILml 72000

Stats Test Name information
i All nemeierees sdareiiat bee unique. The amesenari Drovided Ane nmetersen thal fupply Beawen for your Done, includieg thes
responsible for your MafsEriers OF nameservers & reconds. IT any ane missing a name (Ho Kame Provided). & is because they oid not send an A
. record witen acked for data or were not spectically asked for that datac
M’ Lirigue mameserver 19
[ B.lang-servers.net, | 199,.43,13%5, 53
— .;I b.lane-servers.net, [ 13%.43,133.80
[ — All nameserveTs responded. We wene able to jet a timely resporse for S reconds from pour Bamesenvers, which indicates Ehall they ane
i ruonning comectly and your zone [domain] 15 watid. The Namesensers provided are nameserven; that supply anwers for your zone, including
e rEpaniile Tor peur MAlliervirs oF ANMERFATE A Fecardi. T By We AaTing & Aese (Mo Mame Priviaed), It o becikas 18ay did mat
Al pgaservar] reypend sevd mn & record when adeed for data o were nod specifically asied for that dats:

Figure 2-36 DNS Footprinting

Extracting DNS Information using Domain Dossier

Go to website https://centralops.net/co/ and enter the IP address of Domain
you like to search.
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Figure 2-37 Domain Dossier tool

The result brings the canonical name, aliases, IP address, Domain whois
records, Network whois records and DNS Records. Consider the figure

O X
I Free crfine network toc: %
i+ C @ entralops net &
2 =2l [
Litilities
s i At Hmae 1o lve
| Mot (00:0%:08]
ik e — Fi0s {00:09:00)
L Ino 148 Ba00n (1.00:00:00)
harpretation 8 @ 2L 4% @
e il g
Py frg
13 bvten
N srifeiers g, 100 106050
LT —
Y WS ——— MSe00s {4.00:00:00
H WS e PSE00s |[4,00:00:00)
™ prederince: 1 #00s {00:10:00]
Erfangs
e J45600s {4.00:00:00)
e 3e00s (01:00:00]
prefwrenoy” 30 600s {D0: 10:00)
AT |

Figure 2-38 Domain Dossier Search Results

DNS Interrogation Tools

There are a lot of online tools available for DNS lookup information, some of
them are listed below: -

e http://www.dnsstuff.com
e http://network-tools.com
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e http://www.kloth.net

e http://www.mydnstools.info

e http://www.nirsoft.net

e http://www.dnswatch.info

e http://www.domaintools.com

e http://www.dnsqueries.com

e http://www.ultratools.com

e http://www.webmaster-toolkit.com

Network Footprinting

One of the important types of footprinting is network footprinting.
Fortunately, there are several tools available which can be used for network
footprinting to gain information about the target network. Using these tools,
an information seeker can create a map of the targeted network. Using these
tools, you can extract information such as: -

e Network address ranges

e Hostnames

e Exposed hosts

e OS and application version information

e Patch state of the host and the applications

e Structure of the applications and back-end servers

Tools for this purpose are listed below: -

Whois
Ping
Nslookup
Tracert
Traceroute

Tracert options are available in all operating system as a command line
feature. Visual traceroute, graphical and other GUI based traceroute
applications are also available. Traceroute or Tracert command results in the
path information from source to destination in the hop by hop manner. The
result includes all hops in between source to destination. The result also
includes latency between these hops.

Traceroute Analysis

Consider an example, in which an attacker is trying to get network
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information by using tracert. After observing the following result, you can
identify the network map.

B Command Prompt — | b4

Figure 2-39 Tracert

10.0.0.1 is the first hop, which means it is the gateway. Tracert result of
200.100.50.3 shows, 200.100.50.3 is another interface of first hop device
whereas connected IP includes 200.100.50.2 & 200.100.50.1.

B Command Prompt — 0O b

C:\>tracert 192.168.0.254

Tracing route to 1%2_168.0.254 over a mawimum of 30 hopa:

0 ms 10.0.0.1

0 ma 152 _.168.0.25

Figure 2-40 Tracert

192.168.0.254 is next to last hop 10.0.0.1. It can either connected to
200.100.50.1 or 200.100.50.2. To verity, trace next route.
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B Command Prompt = b4

race complets.

Figure 2-41 Tracert

192.168.0.254 is another interface of the network device, i.e. 200.100.50.1
connected next to 10.0.0.1. 192.168.0.1, 192.168.0.2 & 192.168.0.3 are
connected directly to 192.168.0.254.
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B Command Prompt = 0 by

2 ma
0 ma

0 ma

Trace completes

Figure 2-42 Tracert

192.168.10.254 is another interface of the network device i.e. 200.100.50.2
connected next to 10.0.0.1. 192.168.10.1, 192.168.10.2 & 192.168.10.3 are
connected directly to 192.168.10.254.

Traceroute Tools
Traceroute tools are listed below: -

Traceroute Tools Website

Path Analyzer Pro www.pathanalyzer.com
Visual Route www.visualroute.com
Troute www.mcafee.com

3D Traceroute www.d3tr.de

Table 2-10 Traceroute tools

The following figure shows graphical view and other trace information using
Visual Route tool.
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Your database is out of date. Click here to instal update. (|

Figure 2-43 Visual Route Application
Footprinting through Social Engineering
In footprinting, the one of the easiest component to hack is human being
itself. We can collect information from a human quite easily than fetching
information from systems. Using Social Engineering, some basic social
engineering techniques are: -

e Eavesdropping
e Shoulder Surfing
e Dumpster Diving
e Impersonation

Social Engineering

You can understand the social engineering as an art of extracting sensitive
information from peoples. Social Engineers keep themselves undetected,
people are unaware and careless and share their valuable information. This
information is related to the type of social engineering. In Information
Security aspects, Footprinting through Social engineering gathers information
such as: -
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e (Credit card information.

e Username & Passwords.

e Security devices & Technology information.
e Operating System information.

e Software information.

e Network information.

e ]P address & name server’s information.

Eavesdropping

Eavesdropping is a type of Social Engineering footprinting in which the
Social Engineer is gathers information by listening to the conversation
covertly. Listening conversations includes listening, reading or accessing any
source of information without being notified.

Phishing

In the Phishing process, Emails sent to a targeted group contains email
message body which looks legitimate. The recipient clicks the link mentioned
in the email assuming it as a legitimate link. Once the reader clicks the link,
enticed for providing information. It redirects users to the fake webpage that
looks like an official website. For example, Recipient is redirected to a fake
bank webpage, asking for sensitive information. Similarly, the redirected link
may download any malicious script onto the recipient’s system to fetch
information.

Shoulder Surfing

Shoulder Surfing is another method of gathering information by standing
behind a target when he is interacting with sensitive information. By
Shoulder surfing, passwords, account numbers, or other secret information
can be gathered depending upon the carelessness of the target.

Dumpster Diving

Dumpster Diving is the process of looking for treasure in trash. This
technique is older but still effective. It includes accessing the target's trash
such as printer trash, user desk, company's trash for finding phone bills,
contact information’s, financial information, source codes, and other helpful
material.

Footprinting Tool
Maltego
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Maltego is a data mining tools that are powered by Paterva. This interactive
tool gathers data and represents graphs for analysis. The measure purpose of
this Data mining tools is an online investigation of relationships among
different pieces of information obtained from various sources lies over the
internet. Using Transform, Maltego automate the process of gathering
information from different data sources. Nodes based graph represents this
information. There is 3 version of Maltego Client software: -

e Maltego CE
e Maltego Classic
e Maltego XL
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Lab 02-1: Maltego Tool Overview

Procedure:

You can download Maltego from Paterva website (i.e.,
https://www.paterva.com). Registration is required to download the
software. After Download, Installation needs a license key to run the

application with full features.

@ B < = Banego Community o 4.1.0
fl nvwahgais e S Calechms Tt L] CriTwEy Tt Bt i

PATERVA CTAS CE

Patwres
Tansded Smwray Trazafyrrey

Figure 2-44 Maltego Home Page

Above is the Home page of Maltego Community Edition (CE). On the

topmost, Click create new graph Icon [E]
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Maliego Commumity Edition 4.1.0

W 5o e A
Quet e £ b E

Enifty
Bewben =

Figure 2-45 Maltego

You can select the Entity Palette according to your type of query. In our
case, For example, Domain is Selected.

Certified Ethical Hacker v10 https://www.ethicalhackx.com fb.com/ethicalhackx



Certified Ethical Hacker v10 https://lwww.ethicalhackx.com fb.com/ethicalhackx

|+:-'|-=~1|:|le-h' g Comims
Ml nrengis Ve DS Colces Tamimm sne Coloraie bedifoe

Rk ; w| Bk | w1 = s4nnm L
—_——— llm. I* HH I o1 B
1 1 1§ | Dusck d in Eristy

=

Pl  fies | Sewoems o 1S o s T

=]

Figure 2-46 Maltego

Edit the Domain and Right Click on the Domain Icon to Select Run
Transform Option. Select the option and observed the results shown.
Available options are: -

All Transform

DNS from Domain

Domain Owner details

Email Addresses from Domain

Files and Documents from Domain
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Figure 2-47 Maltego |

Recon-ng

Recong0-ng is a full feature Web Reconnaissance framework used for
information gathering purpose as well as network detection. This tool is
written in python, having independent modules, database interaction and
other features. You can download the software from www.bitbucket.org. This
Open Source Web Reconnaissance tool requires kali Linux Operating system.
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Lab 02-2: Recon-ng Overview

Procedure:
Open Kali Linux and run Recong-ng

. meunt-

shared

Terminal
Filte. Edit View Search Terminal Help

Figure 2-48 Recon-ng

Run the Application Recon-ng or open the terminal of Kali-Linux and type

recon-ng and hit enter.

Terminal

File Edit WView Search Terminal Help

import/Scsw
import/L1st

ReCon

reconSromoanies -contacts Ahine
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Figure 2-49 Recon-ng (Show module command)

Enter the command “show modules” to show all independent modules
available.

Terminal

File Edit WView 5Search Terminal Help

gl [default] > search netcraftt
ching for '‘netcraft’...

con/domains-hos

[recon-ng] [default] = I

Figure 2-50 Recon-ng (Search command)

You can search for any entity within a module. For example, in above
figure, the command “Search Netcraft” is used.
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Terminal

Terminal Help

recon- mn ult] > se ch metcraft

recaon/domalns -ho

Figure 2-51 Using Netcraft through Recon-ng

To use the Netcraft module, use the command syntax “use recon/domain-
hosts/Netcraft’ and hit enter.

File Edt WView Search Terminal

reporting/xmil

econ-ng) [default
Searchinmg for

Recon
recon/domains-ho

[recon-ng ] [default)
[recon-ng) [default ] [netcr

Name Current v

SOURCE default source of input see ‘show Info' fTor

details)

[recon -|.r=1§ [default]]

S0 CE ==

Figure 2-52 Searching for Target Domain
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Set the source by the command “set source [domain].” Press enter to
continue. Type Run to execute and press enter.

Terminal

File Edit View Search Terminal Help

¥
com (= 1
zbhlank>
i
chlank=)
il =D lLank>
I Nk
om (<blank:
-
cCom L] 1K= )
Tl

Figure 2-53 Search Result of Target Domain

Recon-ng is gathering the information of target domain.

Additional Footprinting Tools

FOCA stands for Fingerprinting Organizations with Collected Archives.
FOCA tool finds Metadata, and other hidden information within a document
may locate on web pages. Scanned searches can be downloaded and
Analyzed. FOCA is a powerful tool which can support various types of
documents including Open Office, Microsoft Office, Adobe InDesign, PDF,
SVG, and others. Search uses three search engines, Google, Bing, and
DuckDuckGo.
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& FOCA (final version) 3.4 - | *
[=lPmject  [ElRmport [T Tooh LhOptions o) Teskdos @S Plugies 57 Abeut

5 Mo projent

e T
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I_{'- Wit il

FOCA final version

Compiled flags [ PRO SOUL LA TypeConversion SpecialChars Pluging BackUps Leak

[ Cant | |G Deacsvate Ausascnn | [ Cieer | [ Save log wa File |

Figure 2-54 FOCA Dashboard
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Lab 02-3: FOCA Tool Overview

Download the software FOCA from https://www.elevenpaths.com. Now,
Go to Project > New Project.

A POCA Pinal vercn] 14
|5 Projmce | [5| Bapori 4% Tool 8 Optione. o5 Teckl s S Plogine. 5 Adu
B M project
| i T
Il Sewe pragec
Mo Seve propect fs .

Project confrguratssn

L
= e

FOCA final version

Compiled Mags | PRO SO0 LA TypeConversion SpecialChars Plugins BackUps Leaks |

Figure 2-55 Creating New Project using FOCA

Now, Enter the Project Name, Domain Website, Alternate Website (if
required), Directory to save the results, Project Date. Click Create

|7 Create
—= _Ito proceed.
B FOCA (Tenal version) 3.4 = ] e
I= oregect | Mapest 'Tock LFOpbom (5 Teddes @5 Ploges 5 Abous
=il Mo progesct
¥ o hhebwork
Oiremsara
HE FEOLA
v gl Vidrarshliis
i Wit il
B |
Lheearor so—me |
Foii mifiels L0 QT
Pagyer e |
Faomet |
Ldiei s i) i 5 B T =
[ Croome & Cancal
Tinw = Sarvarity Fgrragr
o Conl el Doactivain SoasSoegll o Clamr = Sme log in Fis
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Figure 2-56 Creating New Project using FOCA

Select the Search Engines, Extensions, and other parameters as required.
Click on Search All Button, |2 S=<h Al

2 Project] - POCA (final wersisn) 3.4 [m] H
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Figure 2-57 Search using FOCA

Once Search completes, the search box shows multiple files. You can select
the file, download it, Extract Metadata, and gather other information like
username, File creation date, and Modification.
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Figure 2-58 Analysing Options with FOCA

Additional Footprinting Tools
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Some other footprinting tools are: -
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Prefix Whols http://pwhois.org

Netmask http://www.phenoelit.org
DNS-Digger http://www.dnsdigger.com
Email Tracking Tool http://www.filley.com
Ping-Probe http://www.ping-probe.com
Google Hacks http://code.google.com

Countermeasures of Footprinting

Table 2-11 Additional Footprinting tools

Footprinting countermeasure includes the following measures to mitigate

footprinting:

e Employees on an organization must be restricted to access social
networking sites from the corporate network.

e Devices and Servers are configured to avoid data leakage.

e Provide education, training, and awareness of footprinting, impact,
methodologies, and countermeasures to the employees of an

organization.

e Avoid revealing sensitive information in Annual reports, Press releases,

etc.

e Prevent search engines to cache web pages.

Mind Map
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Enforcement of Security Policies

Configuring Securily Zones

= Disable Directory Listing
Using Foot-printing, Discover
Availability of Sensitive Information

Limit Information in : Limit information in
— o e
Press Releuses Foot-printing Countermeasuras Annual Reports

Strong Encryption
Password Protection

Training About Social Engineering
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Lab 2-4: Gathering information using Windows Command
Line Utilities

Case Study: Consider a network where you have access to a Windows PC
connected to the Internet. Using Windows-based tools, let's gather some

information about the target. You can assume any target domain or IP
address, in our case, we are using example.com as a target.

Topology Diagram:
/.--" e __.
- 3
Windows-PC Internet Example.com
Figure 2-59: Topology Diagram
Procedure:
Open Windows Command Line (cmd) from Windows PC.

Bl Command Prompt = O 4

Figure 2-60: Windows Command Prompt
Enter the command “ Ping example.com ” to ping.
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B Command Prompt = O 4

Figure 2-61: Ping example.com
From the output, you can observe and extract the following information:
Example.com is live
IP address of example.com.
Round Trip Time
TTL value
Packet loss statistics

Ul =" W N =

Now, Enter the command “ Ping example.com —f —1 1500 ” to check the
value of fragmentation.

Bl Command Prompt = O 4

Figure 2-62: Ping example.com with DF bit set

The output shows “ Packet needs to be fragmented but DF set ” which
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means 1500 bits will require being fragmented. Let’s try again with smaller
value:

B Command Prompt — O »

Figure 2-63: Ping example.com with DF bit set

Output again shows “ Packet needs to be fragmented but DF set ” which
means 1400 bits will require being fragmented. Let’s try again with smaller
value:

BN Command Prompt - O X

Figure 2-64: Ping example.com with DF bit set

Output again shows “ Packet needs to be fragmented but DF set ” which
means 1300 bits will require being fragmented. Let’s try again with smaller
value:
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B Command Prompt = O b4

Figure 2-65: Ping example.com with DF bit set

The output shows the reply now, which means 1200 bits will not require

being fragmented. You can try again to get the more appropriate fragment
value.

Now, Enter the command “ Tracert example.com ” to trace the target.
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B8 Command Prompt == O X

Figure 2-66: Ping example.com with DF bit set

From the output, you can get the information about hops between the source
(your PC) and the destination (example.com), response times and other
information.
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Lab 2-5: Downloading a Website using Website Copier tool
(HT'Track)

Case Study: We are using Windows Server 2016 for this lab. You can check
the compatibility of HTTrack Website copier tool on different platforms such
as Windows, Linux, and Android from the website http://www.httrack.com.
Download and install HTTrack tool. In this lab, we are going to copy a
website into our local directory and browse it from there in an offline
environment.

Download and Install the WinHT Track Website Copier Tool.

“ Setup - WinHT Track Website Copier — b

Welcome to the WinHT Track
Website Copier Setup Wizard

This will install WinHT Track Website Copier 3.49-2 (x64) on
YOUr Computer,

1t is recommended that you dose all other applications before
conbinung.

Chck Next to conbirue, or Cancel to exit Setup.

| Next> | | Cancel

Figure 2-67: WinHTTrack Website Copier

HTTrack Website Copier tool installation.
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. WinHT Track Website Copier - [Mew Project 1] - O b 4
File Preferences Muror Log Window Help
#- B Floppy Disk Drive <> ~
- Local Disk <Co» Welcome to WinHT Track Websile Copier!
-8 DVD Drive <Ds>
: Please chck on the NEXT button to

- start @ new project Open Source offline browser

- Of resuEma a partial download

T Heb
W
Ready
Figure 2-68: WinHTTrack Website Copier
Click Next
. WinHTTrack Website Copier - [Testing_Project.whit] o o bt
File Preferences Miror Log Window Help
B8 Floppy Disk Drive <A:> -
B-ia Local Disk <C:» Maw project name: |
=] My Web Sites
= | Testing Project Prossct categany =
%! backblue.gif vo
w| fade.gif
& index.html New projact
=+ Perflogs
- Program Files
=+ Program Files (x85)
# Users
I Windows
-8 DVD Drive <0x>
[C:\My Web Stes J
[ ™ I Cancel Help
W
Ready

Figure 2-69: Creating a new project
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Enter a Project name, as in our case, Testing_Project.
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Ready

. WinHT Track Website Copaer - [Testing_Project.whit] O x
File Preferences Mirror Log Windew Help
#- .8 Floppy Disk Drive <> -
= G Local Digk <Ci» « Wroeng Mode -
=B My Web Sites Bt Jin URL box
= Testing_Pregect
) hts-cache
% backblue.gif P
% fade.gif * IDu‘MiD!d weh steiz) ﬂ
2 | indexhtml
* PerflLogs Web Addresses: (LIRL) Add URL I
[+ Program Files
[+ Program Files (x85)
e Users
[+ Windows
a8 DVD Drive <D:>
I -

« Back rﬂm:_]

Cancel |
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Figure 2-70: Setting Target

Click on Set Options button.
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Hoo .
File Preferences "-"|r':'|. WinHTTrack X
H Fl Disk Dri i
r_:? L::::E“:tcf:‘“ MMEtyes | BowserlD |  log.index.Cache |  EpetsOnly | o
= - : Scan Fules i i
et Proy | mts | FowCotml | Liks | Buld | Spider |
= Testing_Proj Lise wildcards 1o exciuds or include URLs or bnks.
- | his-cach You can put several scan strings on the same line
¥ Use spaces as separators.
% backblue.gif
w fade.gif Exampla: +" 2ip weww.” com www. " adu/egibin™ cgl ﬂ
2 indechtm J
8- | Perflogs W of.ipg.peg.pro. i ¥ zip tar. gz gr.rer. ¥ mov, mpg. mpeg. avi. asf. mp3
M Program Files -
; »"c33 +~ i ad doublechick net/™ mime applcation. foobar
3] Program Files [x 4= gf +”jpg +* jpag +" png +* Hf +* bp
[« Users " Tp +"1ar +"1gE +7.gr 4" rar +" 2 4" el
il Windows +° mov " mpg +" mpeg + & +" sl + mpl +"mp2 +"m +°
@88 DVD Drive <D:> M_J
Inchide brkis) £ b
Tip: To have ALL GIF files inchuded. use something ke +www somewel com.™ gf
{+ g / -~ gif wall include/exchude ALL GIFs from ALL sites) ]
ok | e | b |[ "> |
W
[esc
Figure 2-71: Configuring Options
Go to Scan Rules Tab and Select options as required.
. WinHTTrack Website Copier - [Testing_Project.whit] O X
File Preferences Miror Log Windew Help
#- 3 Floppy Disk Dnve <A -
B-am Local Dask <C:> - Mirronng Mode -
= My Web Sites
& Tesking Preject Erter addressies)in URL bax
il hts-cache
¥ backblue.gif :
¥ fade.gif i Diowenioad web steis) l[
£ indexhiml
[ Perflogs Web Addresses: (URL) Add URL.. |
22} Program Files Example com|
[+ Program Files (xB8)
® Uzers
B Windows
&8 DVD Drive <D:»
] -
chock [ Hea> |  caes | Heo
L
Feady P
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Figure 2-72: Configuring Options

Enter the Web Address in the field and Click Next.

https://www.ethicalhackx.com

fb.com/ethicalhackx



Certified Ethical Hacker v10 https://www.ethicalhackx.com fb.com/ethicalhackx

. WinHTTrack Website Copier - [Testing_Project.whit] - O b4
File Preferences Marror | og Window Hu,-lp
o Floppy Disk Drive <A ~
= e Local Disk <C:»
= My Web Sites & Please adjusi connection parameters f necessary,
= Testing_Progect then press FINISH to launch the minoeing operation.
= hts-cache Ramote cornscl
¥ backblue.gif r I
vl fade.gi i ———
2| indexchtrl y
" Perflogs [T Disconnect when finished
o Program Files [T Shitdown PC when firished
2} Pragearm Files (xBE)
[0} Users
[+ Windows Cnhuid !
@ B DVD Drive <D:» T
" Save seftings only, do not launch download now.
cpck [ Fsh | cance | heto
w
Ready
Figure 2-73: Configuring Options
Click Next.
. Sibe mirroring finished! - [Testing_Project.whit] - [m] W
File Preferences Mior Log Window Help
E- 8 Floppy Disk Drive <f:> -
Bl Local Disk <C:» Mimoning operation complete.
= My Web Sites Chck Extt o quit WinHT Track
= Testing_Project Sea log filefs) ¥ necessany to ensure that evenything = DK
# hts-cache Thanks for using WinH T Track!
| backblue.gif .
2 Tip: Chck [View log file] to see waming or emor measages
% fade.gif
£ index.html
® Perflogs
= Prugrum Files
- P‘tugr]m Files (x88)
. Users
= Windows
w88 DVD Drive <>
Vewlogfie |
Browse Mirored Webste |

Ready

Figure 2-74: Copying complete
Click Browse Mirrored Website.
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How do you want to open this file?

Keep using this app

<, Internet Explorer

f A

Other options

Google Chrome
Mew

More apps

Always use this app to open .htmi files

oK

Figure 2-75: Browsing Copied Website

Select your favorite web browser.

D n:rm‘ *
(T fibes/ /(T My%20Web %2 0Sites/ Testing_Project/www.examplie.com/index htmi | 3
& Google Chrome isn't your default browser m \ X

Example Domain

This domain is established fo be used for illustrative examples in documents. You
may use this domain in examples without prior coordination or asking for permission

Mare information

Figure 2-76: Website browse from a local directory
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Observed the above output. Example.com website is copied into a local
directory and browsed from there. Now you can explore the website in an

offline environment for the structure of the website and other parameters.
a = O o

" Example Domain *

A ] | () example.com

Example Domain

This domain is established to be used for illustrative examples in documents. You
may use this domain in examples without prior coordination or asking for permission

Maore information

Figure 2-77: Original Website

To make sure, compare the website to the original example.com website.
Open a new tab and go to URL example.com.
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Lab 2-6: Gathering information using Metasploit

Case Study: In this lab, we are using Metasploit Framework, default
application in Kali Linux for gathering more information about the host in a
network. A Metasploit Framework is a powerful tool, popularly used for
scanning & gathering information in the hacking environment. Metasploit
Pro enables you to automate the process of discovery and exploitation and
provides you with the necessary tools to perform the manual testing phase of
a penetration test. You can use Metasploit Pro to scan for open ports and
services, exploit vulnerabilities, pivot further into a network, collect
evidence, and create a report of the test results.

Topology Information: In this lab, we are running Metasploit Framework on
a private network 10.10.50.0/24 where different hosts are live including
Windows 7, Kali Linux, Windows Server 2016 and others.

Open Kali Linux and Run Metasploit Framework.
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Figure 2-78: Kali Linux Desktop

Metasploit Framework initialization as shown below in the figure.
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Applications -

File Edit View Search Terminal Help

Creating

Enter pa

Enter 1t ag

Creating databases ‘msf' and 'msf test'

Creating configuratio le in fusr/share/metasploit-framework/config/database.y
ml

Creating initial database schema

[]*l Starting the Metasploit FrameworkK console... |

Figure 2-79: Metasploit Framework

msf > db_status
[*] postgresql connected to msf

// 1f your database is not connected, it means your database is not initiated. You will need to exit
msfconsole & restart the postgresqgl service.

// Performing nmap Scan for ping sweep on the subnet 10.10.50.0/24

msf > nmap -Pn -sS -A -0X Test 10.10.50.0/24

[*] exec: nmap -Pn -sS -A -oX Test 10.10.50.0/24

Starting Nmap 7.60 ( https://nmap.org ) at 2018-04-26 01:49 EDT

Stats: 0:04:31 elapsed; 247 hosts completed (8 up), 8 undergoing Script Scan
NSE Timing: About 99.77% done; ETC: 01:53 (0:00:00 remaining)

Stats: 0:05:04 elapsed; 247 hosts completed (8 up), 8 undergoing Script Scan
NSE Timing: About 99.79% done; ETC: 01:54 (0:00:00 remaining)

Stats: 0:06:21 elapsed; 247 hosts completed (8 up), 8 undergoing Script Scan
NSE Timing: About 99.93% done; ETC: 01:55 (0:00:00 remaining)

Nmap scan report for 10.10.50.1

Host is up (0.0012s latency).

Not shown: 996 closed ports

PORT STATE SERVICE VERSION
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22/tcp open ssh Cisco SSH 1.25 (protocol 1.5)

| ssh-hostkey:

|_ 512 ca:9c:c7:d2:d4:b0:78:82:3e:34:8f:cf:00:9d:75:db (RSA1)

|_sshv1: Server supports SSHv1

23/tcp open telnet Cisco router telnetd

5060/tcp open sip-proxy Cisco SIP Gateway (IOS 15.2.4.M4)

|_sip-methods: INVITE, OPTIONS, BYE, CANCEL, ACK, PRACK, UPDATE, REFER,
SUBSCRIBE, NOTIFY, INFO, REGISTER

5061/tcp open tcpwrapped

MAC Address: C0:67:AF:C7:D9:80 (Cisco Systems)

OS details: Cisco 836, 890, 1751, 1841, 2800, or 2900 router (IOS 12.4 - 15.1), Cisco Aironet 1141N
(IOS 12.4) or 36021 (IOS 15.3) WAP, Cisco Aironet 2600-series WAP (IOS 15.2(2))
Network Distance: 1 hop

Service Info: OS: I0S; Device: router; CPE: cpe:/o:cisco:ios

TRACEROUTE
HOP RTT ADDRESS
1 1.15ms 10.10.50.1

Nmap scan report for 10.10.50.10

Host is up (0.00030s latency).

Not shown: 990 filtered ports

PORT STATE SERVICE VERSION

22/tcp open ssh OpenSSH 5.6 (protocol 2.0)

| ssh-hostkey:

| 1024 e3:93:64:12:9¢:c0:70:72:35:e1:ac:61:af:cc:49:ec (DSA)

|_ 2048 2a:0b:42:38:f4:ca:d6:07:95:aa:87:ed:52:de:d1:14 (RSA)

80/tcp open http VMware ESXi Server httpd

|_http-title: Did not follow redirect to https://10.10.50.10/

427/tcp open svrloc?

443/tcp open ssl/http VMware ESXi Server httpd

|_http-title: " + ID_EESX_Welcome + "

| ssl-cert: Subject: commonName=localhost.localdomain/organizationName=VMware,
Inc/stateOrProvinceName=California/countryName=US

| Subject Alternative Name: DNS:localhost.localdomain

| Not valid before: 2014-01-15T03:42:31

|_Not valid after: 2025-07-16T03:42:31

|_ssl-date: 2018-04-25T19:58:24+00:00; -9h53m36s from scanner time.
| vimware-version:

| Server version: VMware ESXi 5.1.0

| Build: 1065491

| Locale version: INTL 000

| OS type: vimnix-x86

|_ Product Line ID: embeddedEsx

902/tcp open ssl/'vmware-auth VMware Authentication Daemon 1.10 (Uses VNC, SOAP)
5988/tcp closed wbem-http

5989/tcp open ssl/wbem SBLIM Small Footprint CIM Broker

| ssl-cert: Subject: commonName=localhost.localdomain/organizationName=VMware,
Inc/stateOrProvinceName=California/countryName=US

| Subject Alternative Name: DNS:localhost.localdomain
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| Not valid before: 2014-01-15T03:42:31

|_Not valid after: 2025-07-16T03:42:31

|_ssl-date: 2018-04-25T19:58:23+00:00; -9h53m36s from scanner time.

8000/tcp open http-alt?

8100/tcp open tcpwrapped

8300/tcp closed tmi

MAC Address: F8:72:EA:A4:A1:CC (Cisco Systems)

Aggressive OS guesses: VMware ESXi 5.0 - 5.5 (96%), VMware ESXi 5.5 (96%), VMware ESXi
4.1 (95%), VMware ESXi 6.0.0 (93%), FreeBSD 7.0-RELEASE-p1 - 10.0-CURRENT (93%),
VMware ESXi 4.1.0 (93%), VMware ESX Server 4.0.1 (91%), FreeBSD 5.2.1-RELEASE (91%),
FreeBSD 8.0-BETAZ2 - 10.1-RELEASE (90%), FreeBSD 5.3 - 5.5 (90%)

No exact OS matches for host (test conditions non-ideal).

Network Distance: 1 hop

Service Info: Host: localhost.localdomain; CPE: cpe:/o:vmware:esxi, cpe:/o:vmware:ESXi:5.1.0

Host script results:
|_clock-skew: mean: -9h53m36s, deviation: 0s, median: -9h53m36s

TRACEROUTE
HOP RTT ADDRESS
1 0.30 ms 10.10.50.10

Nmap scan report for 10.10.50.11

Host is up (0.00058s latency).

Not shown: 990 filtered ports

PORT STATE SERVICE VERSION

22/tcp open ssh OpenSSH 5.6 (protocol 2.0)

| ssh-hostkey:

| 1024 6f:d3:3d:cb:54:0b:83:3e:bd:25:1c:da:67:b6:92:fb (DSA)

|_ 2048 £9:bc:20:c5:6e:db:6a:86:ea:f5:24:06:57:¢6:d9:6f (RSA)

80/tcp open http VMware ESXi Server httpd

|_http-title: Did not follow redirect to https://10.10.50.11/

427/tcp open svrloc?

443/tcp open ssl/http VMware ESXi Server httpd

|_http-title: " + ID_EESX_Welcome + "

| ssl-cert: Subject: commonName=localhost.localdomain/organizationName=VMware,
Inc/stateOrProvinceName=California/countryName=US

| Subject Alternative Name: DNS:localhost.localdomain

| Not valid before: 2014-01-18T05:33:03

|_Not valid after: 2025-07-19T05:33:03

|_ssl-date: 2018-04-25T19:50:12+00:00; -10h01m33s from scanner time.
| vimware-version:

| Server version: VMware ESXi 5.1.0

| Build: 1065491

| Locale version: INTL 000

| OS type: vimnix-x86

|_ Product Line ID: embeddedEsx

902/tcp open ssl/vmware-auth VMware Authentication Daemon 1.10 (Uses VNC, SOAP)
5988/tcp closed wbem-http

5989/tcp open ssl/wbem SBLIM Small Footprint CIM Broker
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| ssl-cert: Subject: commonName=localhost.localdomain/organizationName=VMware,
Inc/stateOrProvinceName=California/countryName=US

| Subject Alternative Name: DNS:localhost.localdomain

| Not valid before: 2014-01-18T05:33:03

|_Not valid after: 2025-07-19T05:33:03

|_ssl-date: 2018-04-25T19:50:25+00:00; -10h01m35s from scanner time.

8000/tcp open http-alt?

8100/tcp open tcpwrapped

8300/tcp closed tmi

MAC Address: F8:72:EA:A4:A1:2C (Cisco Systems)

Device type: specialized

Running: VMware ESXi 5.X

OS CPE: cpe:/o:vmware:esxi:5

OS details: VMware ESXi 5.0 - 5.5

Network Distance: 1 hop

Service Info: Host: localhost.localdomain; CPE: cpe:/o:vmware:esxi, cpe:/o:vmware:ESXi:5.1.0

Host script results:
|_clock-skew: mean: -10h01m34s, deviation: 1s, median: -10h01m35s

TRACEROUTE
HOP RTT ADDRESS
1 0.58 ms 10.10.50.11

Nmap scan report for vc.ooredoocloud.qga (10.10.50.20)

Host is up (0.00065s latency).

Not shown: 998 closed ports

PORT STATE SERVICE VERSION

22/tcp open ssh  OpenSSH 7.2p2 Ubuntu 4ubuntu?.4 (Ubuntu Linux; protocol 2.0)
| ssh-hostkey:

| 2048 8d:b4:b0:01:63:84:eb:c7:bf:cf:f7:b0:c3:12:0e:13 (RSA)

| 256 02:31:3e:d3:75:97:£2:10:88:30:6a:c1:ca:a4:82:bf (ECDSA)
|_ 256 c5:21:3a:a7:81:f5:a6:00:ee:5e:76:94:88:68:03:1d (EdDSA)
80/tcp open http Apache httpd 2.4.18 ((Ubuntu))
|_http-server-header: Apache/2.4.18 (Ubuntu)

|_http-title: Site doesn't have a title (text/html).

MAC Address: 00:0C:29:72:4A:C1 (VMware)

Device type: general purpose

Running: Linux 3.X|4.X

OS CPE: cpe:/o:linux:linux_kernel:3 cpe:/o:linux:linux_kernel:4
OS details: Linux 3.2 - 4.8

Network Distance: 1 hop

Service Info: OS: Linux; CPE: cpe:/o:linux:linux_kernel

TRACEROUTE
HOP RTT ADDRESS
1 0.65ms 10.10.50.20

Nmap scan report for 10.10.50.100
Host is up (0.00078s latency).
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Not shown: 983 closed ports

PORT STATE SERVICE VERSION

135/tcp open msrpc Microsoft Windows RPC

139/tcp open netbios-ssn  Microsoft Windows netbios-ssn

443/tcp open ssl/http VMware VirtualCenter Web service

|_http-title: Site doesn't have a title (text; charset=plain).

| ssl-cert: Subject: commonName=VMware/countryName=US

| Not valid before: 2017-12-19T17:36:01

|_Not valid after: 2018-12-19T17:36:01

|_ssl-date: TLS randomness does not represent time

| vmware-version:

Server version: VMware Workstation 12.5.6

Build: 5528349

Locale version: INTL

OS type: win32-x86

|_ Product Line ID: ws

445/tcp open microsoft-ds Windows 7 Professional 7601 Service Pack 1 microsoft-ds
(workgroup: WORKGROUP)

554/tcp open rtsp?

902/tcp open ssl/'vmware-auth VMware Authentication Daemon 1.10 (Uses VNC, SOAP)
912/tcp open vmware-auth VMware Authentication Daemon 1.0 (Uses VNC, SOAP)

1025/tcp open msrpc Microsoft Windows RPC
1026/tcp open msrpc Microsoft Windows RPC
1027/tcp open msrpc Microsoft Windows RPC
1028/tcp open msrpc Microsoft Windows RPC
1030/tcp open msrpc Microsoft Windows RPC
1031/tcp open msrpc Microsoft Windows RPC
2869/tcp open http Microsoft HTTPAPI httpd 2.0 (SSDP/UPnP)

3389/tcp open ms-wbt-server Microsoft Terminal Service

| ssl-cert: Subject: commonName=Win7-PC

| Not valid before: 2017-12-12T19:55:25

|_Not valid after: 2018-06-13T19:55:25

|_ssl-date: 2018-04-26T05:47:49+00:00; -3m54s from scanner time.

5357/tcp open http Microsoft HTTPAPI httpd 2.0 (SSDP/UPnP)
|_http-server-header: Microsoft-HTTPAPI1/2.0

|_http-title: Service Unavailable

10243/tcp open http Microsoft HTTPAPI httpd 2.0 (SSDP/UPnP)
|_http-server-header: Microsoft-HTTPAPI1/2.0

|_http-title: Not Found

MAC Address: 00:0C:29:95:04:33 (VMware)

Device type: general purpose

Running: Microsoft Windows 7|2008)8.1

OS CPE: cpe:/o:microsoft:windows_7::- cpe:/o:microsoft:windows_7::sp1
cpe:/o:microsoft:windows_server_2008::sp1 cpe:/o:microsoft:windows_server_2008:r2
cpe:/o:microsoft:windows_8 cpe:/o:microsoft:windows_8.1

OS details: Microsoft Windows 7 SPO - SP1, Windows Server 2008 SP1, Windows Server 2008 R2,
Windows 8, or Windows 8.1 Update 1

Network Distance: 1 hop

Service Info: Host: WIN7-PC; OS: Windows; CPE: cpe:/o:microsoft:windows,
cpe:/o:vmware:Workstation:12.5.6
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Host script results:

|_clock-skew: mean: -3m54s, deviation: 0s, median: -3m54s

|_nbstat: NetBIOS name: WIN7-PC, NetBIOS user: <unknown>, NetBIOS MAC: 00:0c:29:95:04:33
(VMware)

| smb-os-discovery:

| OS: Windows 7 Professional 7601 Service Pack 1 (Windows 7 Professional 6.1)

| OS CPE: cpe:/o:microsoft:windows_7::sp1:professional
| Computer name: Win7-PC

| NetBIOS computer name: WIN7-PC\x00

| Workgroup: WORKGROUP\x00

|_ System time: 2018-04-26T10:47:56+05:00

| smb-security-mode:

| account_used: guest

| authentication_level: user

| challenge_response: supported

|_ message_signing: disabled (dangerous, but default)
| smb2-security-mode:

| 2.02:

|_  Message signing enabled but not required

| smb2-time:

| date: 2018-04-26 01:48:04

|_ start_date: 2018-03-27 07:26:43

TRACEROUTE

HOP RTT ADDRESS

1 0.78 ms 10.10.50.100

Nmap scan report for 10.10.50.202

Host is up (0.00096s latency).

Not shown: 986 closed ports

PORT STATE SERVICE  VERSION

135/tcp open msrpc Microsoft Windows RPC

139/tcp open netbios-ssn Microsoft Windows netbios-ssn

445/tcp open microsoft-ds Windows 7 Professional 7601 Service Pack 1 microsoft-ds (workgroup:
WORKGROUP)

554/tcp open rtsp?

2869/tcp open http Microsoft HTTPAPI httpd 2.0 (SSDP/UPnP)
3389/tcp open ms-wbt-server Microsoft Terminal Service

| ssl-cert: Subject: commonName=Win7-1-PC

| Not valid before: 2018-03-05T06:10:47

|_Not valid after: 2018-09-04T06:10:47

|_ssl-date: 2018-04-26T05:51:38+00:00; -28s from scanner time.
5357/tcp open http Microsoft HTTPAPI httpd 2.0 (SSDP/UPnP)
|_http-server-header: Microsoft-HTTPAPI1/2.0

|_http-title: Service Unavailable

10243/tcp open http Microsoft HTTPAPI httpd 2.0 (SSDP/UPnP)
|_http-server-header: Microsoft-HTTPAPI/2.0

|_http-title: Not Found

49152/tcp open msrpc Microsoft Windows RPC
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49153/tcp open msrpc Microsoft Windows RPC

49154/tcp open msrpc Microsoft Windows RPC

49156/tcp open msrpc Microsoft Windows RPC

49157/tcp open msrpc Microsoft Windows RPC

49160/tcp open msrpc Microsoft Windows RPC

MAC Address: 00:0C:29:20:C4:A9 (VMware)

Device type: general purpose

Running: Microsoft Windows 7|2008|8.1

OS CPE: cpe:/o:microsoft:windows_7::- cpe:/o:microsoft:windows_7::sp1
cpe:/o:microsoft:windows_server_2008::sp1 cpe:/o:microsoft:windows_server_2008:r2
cpe:/o:microsoft:windows_8 cpe:/o:microsoft:windows_8.1

OS details: Microsoft Windows 7 SPO - SP1, Windows Server 2008 SP1, Windows Server 2008 R2,
Windows 8, or Windows 8.1 Update 1

Network Distance: 1 hop

Service Info: Host: WIN7-1-PC; OS: Windows; CPE: cpe:/o:microsoft:windows

Host script results:

|_clock-skew: mean: -28s, deviation: 0s, median: -28s

|_nbstat: NetBIOS name: WIN7-1-PC, NetBIOS user: <unknown>, NetBIOS MAC:
00:0c:29:20:c4:a9 (VMware)

| smb-os-discovery:

| OS: Windows 7 Professional 7601 Service Pack 1 (Windows 7 Professional 6.1)
| OS CPE: cpe:/o:microsoft:windows_7::sp1:professional

| Computer name: Win7-1-PC

| NetBIOS computer name: WIN7-1-PC\x00

| Workgroup: WORKGROUP\x00

|_ System time: 2018-04-25T22:51:33-07:00

| smb-security-mode:

| account_used: <blank>

| authentication_level: user

| challenge_response: supported

|_ message_signing: disabled (dangerous, but default)
| smb2-security-mode:

| 2.02:

|_  Message signing enabled but not required

| smb2-time:

| date: 2018-04-26 01:51:33

|_ start_date: 2018-03-29 05:57:42

TRACEROUTE

HOP RTT ADDRESS

1 0.96 ms 10.10.50.202

Nmap scan report for 10.10.50.210

Host is up (0.00065s latency).

Not shown: 998 closed ports

PORT STATE SERVICE VERSION

22/tcp open ssh  OpenSSH 7.2p2 Ubuntu 4ubuntu2.1 (Ubuntu Linux; protocol 2.0)
| ssh-hostkey:

| 2048 3c:9c:fb:cb:58:35:f9:d7:d7:32:6f:ad:6a:f8:c7:9b (RSA)
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| 256 70:e7:d9:a2:6a:54:92:e6:07:¢9:89:58:b5:99:7d:0d (ECDSA)
|_ 256 bl:be:a6:62:96:69:76:64:aa:23:bb:ad:54:cc:c0:db (EADSA)
80/tcp open http Apache httpd 2.4.18 ((Ubuntu))
|_http-server-header: Apache/2.4.18 (Ubuntu)

|_http-title: Site doesn't have a title (text/html).

MAC Address: 00:0C:29:EA:BD:DF (VMware)

Device type: general purpose

Running: Linux 3.X|4.X

OS CPE: cpe:/o:linux:linux_kernel:3 cpe:/o:linux:linux_kernel:4
OS details: Linux 3.2 - 4.8

Network Distance: 1 hop

Service Info: OS: Linux; CPE: cpe:/o:linux:linux_kernel

TRACEROUTE
HOP RTT ADDRESS
1 0.65ms 10.10.50.210

Nmap scan report for 10.10.50.211

Host is up (0.00037s latency).

Not shown: 999 filtered ports

PORT STATE SERVICE  VERSION

3389/tcp open ms-wbt-server Microsoft Terminal Services

| ssl-cert: Subject: commonName=WIN-2HMGPM3UAD?7

| Not valid before: 2018-03-28T12:23:16

|_Not valid after: 2018-09-27T12:23:16

|_ssl-date: 2018-04-26T05:51:41+00:00; -5s from scanner time.
MAC Address: 00:0C:29:BA:AC:AA (VMware)

Warning: OSScan results may be unreliable because we could not find at least 1 open and 1 closed
port

Device type: general purpose

Running (JUST GUESSING): FreeBSD 6.X (85%)

OS CPE: cpe:/o:FreeBSD:FreeBSD:6.2

Aggressive OS guesses: FreeBSD 6.2-RELEASE (85%)

No exact OS matches for host (test conditions non-ideal).
Network Distance: 1 hop

Service Info: OS: Windows; CPE: cpe:/o:Microsoft:windows

Host script results:
|_clock-skew: mean: -5s, deviation: 0s, median: -5s

TRACEROUTE
HOP RTT ADDRESS
1 0.37ms 10.10.50.211

Nmap scan report for 10.10.50.200

Host is up (0.000042s latency).

All 1000 scanned ports on 10.10.50.200 are closed

Too many fingerprints match this host to give specific OS details
Network Distance: 0 hops
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OS and Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 256 TP addresses (9 hosts up) scanned in 384.48 seconds

/Tmporting Nmap XML file

msf > db_import Test
[*] Importing 'Nmap XML' data
[*] Import: Parsing with 'Nokogiri v1.8.1'
[*] Importing host 10.10.50.1

[*] Importing host 10.10.50.10

[*] Importing host 10.10.50.11

[*] Importing host 10.10.50.20

[*] Importing host 10.10.50.100

[*] Importing host 10.10.50.202

[*] Importing host 10.10.50.210

[*] Importing host 10.10.50.211

[*] Importing host 10.10.50.200

[*] Successfully imported /root/Test

B Terminal =

Terminal

File Edit View Search Terminal Help

1y fingerprints match this host to give specific 05 details
yrk Distance: @ hops

d Service detection performed. Please report any incorrect results at httips
fsubmit/ .
e: 256 IP addresses (9 hosts up) scanned in 384.48 seconds
5f = db_import Test
| Importing ‘Mmap XML'
[ Import: Parsing with ‘Nokogiri v1.8.1°
*] Importing host .18.58
] Importing host ;

*] Importing
| Importing
*] Importing
] Importing
] Importing
*] Importing
| Importing

host
host
host
host
host
host
host

5sTully imported /root/Test

msf > hosts
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//Performing Services scan
Applications «

File

sf = db nmap -s5 -4
*] Nmap: Starti

Nmap scan report

- TE

3389/tcp open m:
| ssl-cert:
Not valid
Hot valid

and 1 closed port

*! Nmap: Devlice type:
: Running
: 05 CPE: cpe:
y: Aggressive
1: No ex 5
: Network Distance:
: Service Info: 05:

| K-Skew:
: TRACERDUTE
3 HOP RTT

1 8.31 ms 18.1¢
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Hosts

Address mac name os_name os_flavor os_sp purpose info comments
10.10.50.1 c0:67:af:c7:d9:80 I0S 12.X device
10.10.50.10 £8:72:ea:a4:al:cc ESXi 5.X device
10.10.50.11 f8:72:ea:a4:al:2c ESXi 5.X device
10.10.50.20 00:0c:29:72:4a:c1 Linux 3.X server
10.10.50.100 00:0c:29:95:04:33 Windows 7 client
10.10.50.200 Unknown device

10.10.50.202 00:0c:29:20:c4:a9 Windows 7 client
10.10.50.210 00:0c:29:ea:bd:df Linux 3.X server
10.10.50.211 00:0c:29:ba:ac:aa FreeBSD 6.X device

msf > db_nmap -sS -A 10.10.50.211
E Terminal «

Edit View Search Terminal

16.18.58.211
g Nmap 7.68 |
for

8325 latency).
filtered ports
ICE

SERV

S5can results may be unreliable because we could not find at Lleas

general purpo
{JUST GUESSING):
Jo:freebsd: free

): Host script results:
1 mean: -4s,
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Terminal

Help

https://nmap.org ) at 2018-84-26 82:81 EDT

18.18.58.211

VERSION
ver Microsoft Terminal
=WIN-2HMGPM3UADT
28T12:23:16
89-27T12:23:16
11 :38+00:00;
:AC: AA (VMware)

services

4s from scanner time,

2-RELEASE (85%)
t conditions non-1ideal}).
1 hop

Windows: CPE: cpe:/o:microsoft:windows

deviation: @85, median: -4s

ADDRESS

5.211

tion performed. Please report any incorrect results at hl:_l

Figure 2-81: Service Scan
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msf > services

Fite Edit WVew Search
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Applications = Places =
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[ Terminal =

Terminal

proto

tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp

tcp
tcp
tep
tcp
tcp
cp
tcp
tcp
tcp
tcp

ten

Terminal

Help

name state

ssh open
telnet open
sip-proxy open
open
open
open
open
open
open

whem-http
551 fwhem
http-alt
tcpwrapped
tmi
s5h
http
svrloc
g http

Suvmware-auth

wham-httn

Observe the scan result showing different services, open and closed port
information of live hosts.

info

SSH 1.25 protocol 1.5
router telnetd
SIP Gateway I0S 15.2.4.M4

OpenSSH 5.6 protocol 2.8
VYMware ESXi Server httpd

VMware ESXi Server httpd

VMware Authentication Daemon 1.18@

SBLIM Small Footprint CIM Broker

pl 2.8
erver httpd

VMware ESX1 Server httpd
VMware Authentication Daemon 1.18

Figure 2-82: Service Scan results

msf > use scanner/smb/smb_version
msf auxiliary(scanner/smb/smb_version) > show options

Module options (auxiliary/scanner/smb/smb_version):

Name Current Setting Required Description

RHOSTS
SMBDomain.
SMBPass
SMBUser
THREADS 1

Certified Ethical Hacker v10

yes
no

no

no

yes

The target address range or CIDR identifier

The Windows domain to use for authentication
The password for the specified username
The username to authenticate as

The number of concurrent threads
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msf auxiliary(scanner/smb/smb_version) > set RHOSTS 10.10.50.100-211
RHOSTS => 10.10.50.100-211

msf auxiliary(scanner/smb/smb_version) > set THREADS 100
THREADS => 100

msf auxiliary(scanner/smb/smb_version) > show options

Module options (auxiliary/scanner/smb/smb_version):

Name Current Setting Required Description

RHOSTS 10.10.50.100-211 yes  The target address range or CIDR identifier

SMBDomain. no The Windows domain to use for authentication
SMBPass no The password for the specified username
SMBUser no The username to authenticate as
THREADS 100 yes  The number of concurrent threads
Terminal e ® e

File Edit View Search Terminal Help

scanner/smb/smb version
uxiliary( ) = show options

fsmb version):

Name Current Settimg Description

RHOSTS YES The target address range or CIDR identifier

SMBDomain . ¥ The Windows domain to use for authentication
Thae sword for the specified username

G er 10 The name to

THREADS The number of concurrent threads

auxiliaryl( ) = set RHOSTS 16.18.58.188-211
== 18.18.58.188-211
set THREADS 1880

) > show options
Module options (auxiliary/scanner/smb/smb version):

Name Current Setting Required Description
The target address ra: or CIDR identifier
no The Wir omain to for authentication
55 no The pas 1 for the s fied username
SMBUser no The use me to authenticate as
THREADS 188 yEes The number of concurrent threads

| - I
Figure 2-83: SMB Scan results

msf auxiliary(
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msf auxiliary(scanner/smb/smb_version) > run
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msf auxiliary(

L ELS PC)
| d 24
28

76

SCi 79
canned 81
anned 183

116

111

112

auxiliary(

of
of
of
of
of
of
of
of
of

[+] 10.10.50.100:445
{name: WIN3 C) {workgroup:wWORKGROUP )
[+] 10.16.50.202:445

112
112
112
112
112
112
112
112
112

hos

Terminal

File Edit View Search Terminal Help

) = run

=

- Host 1s running Windows 7 Professional SP1

=IO -

(build:7681)

Host is running Windows 7 Professional SP1 (build:7601)
{workgroup: OUP )

% complete)
ts (25% complete)

hosts complete)
hosts

hos
hos
hos
hos

hos
liary module execution

complete)

5 omplete)
ts (99% complete)
ts | complete)

Figure 2-84: Running SMB Scan

msf auxiliary(scanner/smb/smb_version) > hosts

File Edit WView Search

Terminal

Help

Terminal

name

il 7 rafessional

Un'known

Professional

Figure 2-85: SMB Scan results

Observe the OS_Flavor field. SMB scanning scans for Operating System
Flavor for the RHOST range configured.

Certified Ethical Hacker v10

https:/lwww.ethicalhackx.com

fb.com/ethicalhackx



