Ethical Hacking and
Countermeasures

Version 6

Module LXV

Patch Management

Certified § Ethical Hacker




c EH Module Objective

Certified = Ethical Hacker

This module will familiarize you with:

N

e Hotfixes and Patches
e Patch management
e Patch Testing

» Understanding Patch Monitoring and Management

» Types of Patches Defined by Microsoft

e Opsware Server Automation System (SAS)
e Patch Management Checklist

» Best Practices for Patch Management

e Patch Management Tools

EC-Council

Copyright © by EC-Council All Rights Reserved.
Reproduction is Strictly Prohibited




CIEH ™Module Flow
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Hotfixes and Patches — Patch Management — Patch Testing
Patch Monitoring Types of Patches Opsware Server
and Management Defined by Microsoft Automation System
v
Patch Management Best Practices for Patch Management
- —_ —_
Checklist Patch Management Tools
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C E H Hotfixes and Patches
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A hotfix is a code that fixes a bug in a product. The
users may be notified through emails or through the
vendor’s website

Hotfixes are sometimes packaged as a set of fixes
known as combined hotfix or service pack

A patch can be considered as a repair job in a piece
of programming problem. A patch is the immediate
solution provided to users
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C EH Whatis Patch Management
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“Patch management is a process to ensure that the appropriate

patches are installed on a system?”

It iInvolves:

e Choosing, verifying, testing, and applying patches
e Updating previously applied patches with current
patches

e Listing patches applied previously to the current
software

e Recording repositories, or depots, of patches for
easy selection

» Assigning and deploying applied patches
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CIEH Patch Testing
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The first step in patch testing is the verification of patch source and
integrity which helps you to ensure that update is valid and it is not altered

The major components of patch
testing include:

 Digital signatures
* Checksums
 Integrity verification

Patch testing process takes place in
three different categories:

e Testing Patch Installation
e Testing Application Patches

e Testing Service Patches
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Understanding Patch
CEH

Monitoring

o e ANA Management

Steps in the Patch Management framework are as follows:

N
{  |dentify the patch location
 Identify new patches and verify the patch’s authenticity by installing
2 each patch on an isolated system, and determine the time frame
» Ensure that both patch testing and risk assessment of patch
3 deployment are processed at one place
N
e Deploy the patch
4 J
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c E H Understanding Patch Monitoring

& ¥ and Management (cont’'d)

Create a Change Process: W

)

e Creating a change management process is like updating software that is
required for a system

» Before starting the change management process, switch off the server, and
start the process from a small log

Monitor the Patch Process: W

)

e Microsoft suggested a four phase approach that monitors the software
updates designed for the management control:
e Assess
* Identify
 Evaluate and Plan
* Deploy

EC-Council
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c EH Types of Patches Defined by
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Microsoft releases patches to facilitate updates to the Windows OS and
Microsoft applications

» Such patches fix known problems, or bugs, in an OS or application and are shipped
in three formats:

—[ Hotfixes

* A code that fixes a bug in a product
* Also referred as security fixes or Quick Fix Engineering (QFE) Fixes

—[ Roll-ups }

» Merges updates of several Hotfixes into a single update file

—[ Service packs

* An update to a software version that fixes a bug
« Include fixes not previously released and introduces new functionality

.y

.y
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c E H Opsware Server Automation System

(SAS)
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Opsware Server Automation System (SAS) is the data center automation
product of choice for heterogeneous IT environments

It gives administrators the ability to monitor systems and apply configuration
changes across many servers in a uniform fashion

Servers can be provisioned from the same pre-defined baseline from the start

Configuration tracking is used to detect changes that are made and
administrators are notified of the changes

The administrator can then use Opsware to rollback the change or propagate
the change throughout the server environment
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c E H Opsware Server Automation System

(SAS) (cont’'d)
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Opsware Server Automation System

Automated
Onsovary

= batnary
» Lot s

Feporting &
Data Repotitory
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c EH Tool: UpdateExpert
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UpdateExpert is a Windows administration
program that helps you to secure your
systems by remotely managing service packs
and hotfixes

Microsoft constantly releases updates for the
OS and mission critical applications, which
fix security vulnerabilities and system
stability problems

UpdateExpert enhances security, keeps
systems up-to-date, eliminates sneaker-net,

iImproves system’s reliability and QoS

EC-Council
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C EH UpdateExpert: Screenshot
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C/IEH Tool: Ofecheck
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G:~CEH~Hajaspatch>gfecheck ~v

Qfecheck allows customers to diagnose and Windows 2088 Hotfix Ualidation Report for \\SYSTEMS

Report Date: 51772085 2:23pm

eliminate the effects of anomalies in the Cuprent Service Pack Level: Service Pack 4
packaging of hotfixes for Microsoft Hotfixes Identified:

) 3327124: Current on systemn.
Current on system.

WIndOWS Current on system.
Current on system.
Current on system.
Current on system.
Current on system.
Current on system.
: . . i Current on system.

Qfecheck.exe determines which hotfixes Cumment on Syetem:
Current on system.

are installed by reading the information : Current on system.

Current on system.

Stored in the fO”OWing reglstry key Current on system.

Current on system.
Current on system.

Current on system.
Current on system.

e HKEY_LOCAL_MACHINE\SOFTWARE\Micr : Carront o Sustem:

Current on system.
OSOft\U pdates i Current on system.
Current on system.
Current on system.
Current on system.
Current on system.
Current on system.
Current on system.
Current on system.
Current on system.
Current on system.
Current on system.
Current on system.
Current on system.
Current on system.
Current on system.
Current on system.
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CIEH Tool: HFNetChk
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HFNetChk is a command-line tool that enables the administrator to check the
patch status of all the machines in a network remotely

It does this function by referring to an XML database that Microsoft constantly
updates

CA\WINNT System32' cmd.exe

WINDOWS 2888 SP2

Patch HNOT MsSa8a-a77 Q299776
Patch HOT Found MS@B-@7% Q27641
Patch NOT Found M581-887 Q285851
Patch NOT Found MS#81-813 Q285156
LUARNING MEA1-@22 Q296441
Patch HOT Found MS381-825 0276185
Patch NOT Found ME81-B37 Q382755
Patrh HOT Faond HMEA1-A4 Q29RA1 2

Internet Information Services 5.8

Patch HOT Found MS81-825 276185

Internet Explorer 5.5 SP2

INFORMATION

All necesszary hotfixes have heen applied
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C EH cacls.exe Utility
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Built-in Windows 2000 utility (cacls.exe) can set access
control list (ACLs) permissions globally

To change permissions on all executable files to
System:Full, Administrators:Full:

eC:\>cacls.exe c:\myfolder\*.exe /T /G System:F
Administrators:F

=+ Command Prompt -0l x|

C:“Snorticacls.exe *.exe /T /G System:F Administrators:F
Are you sure <Y/N)7y
processed file: C:»Snortsnort.exe

C:sSnort
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C/EH Tool: Shavlik NetChk Protect
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Shavlik NetChk protect is a tool that automates the management of critical
security patches, spyware, malware, and unwanted software applications from
one console

It offers a solution for detecting, removing, and managing critical threats and
vulnerabilities with active vulnerability management

Maintain secure, policy-compliant networks through automatic and
continuous assessment, remediation, and management

Features:

e Patch Scanning

Extensive Reporting

Patch development

Spyware Management
Desktop Application Control
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dl: H Shavlik NetChk Protect:
e Screenshot 1

%, Shavlik NetChk Protect
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dl: H Shavlik NetChk Protect:
oy Screenshot 2

% Shavlik NetChk Protect
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2 Patches Missing:
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-
]
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Sprware
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=
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4 >
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%, Shavlik NetChk Protect

File \Mjew Patches

@ - -

Signatures

X O® DD

Machines Tools Help

RO |

Shavlik NetChk Protect:
Screenshot 3
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C EH To0l: Kaseya Patch Management
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Kaseya Patch Management is used to keep your servers, workstations,
and remote computers up-to-date with the latest security patches and
updates

It provides the automatic discovery of all missing patches and updates

Features:

e Complete automation for patch discovery and deployment patch

e Location, deployment method, and parameter control reliable
and up to date patch data base

e Complete rollback
e Comprehensive history and reporting
» Rapid deployment
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c EH Kaseya Patch Management:

Certified | Ethical Hacker S C re e n S h Ot 1

Home | Audit | Scripts | Monitor Ti-:Hetinu| |\ g @ Remote Cntl | Backup | Reports | Agent | System | Log O MNick

Notes ﬁ Status Maching ID _E] Rows Select Machine Group Select Wiew
[P tetn < SelectPage > sovew: v Jedt.

ﬂlltﬂllh’ltltﬂ"j’ apply all new patches ’m{I upthtes at the scheduled time of day.

Setautn || Everyday |w Jat|3am || 00 |v| Stagger by |5 min.

Function List

Setup

[l Scah Maching Skip if machine offline

[-] Patch Status oelect All W Skip if machine offling

[-] Initial Update Unzelect Al Machine.Group 1D Auto update time

[-] Patch Histary 2 []  KServer

Schedule Update @ [0 kcheckdl .sme.sme

] Machine Update oK [] kcheckDZ. smc.smc

[] Patch Update

[-] Rollback

[7] Automatic Update Fowered by f;f' Kaseya - Copyright @ 2000-2006 Kaseya. All rights reserved.

[ Cancel Updates

Configure

[] Patch Approval

[[] Rehoot Action

[-] File Source

[-] Patch Alert

[ Windows Auto Llpdat] s

4 >
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c EH Kaseya Patch Management:

Certified | Ethical Hacker S C re e n S h Ot 2

Home | Awdit | Scripts | Monitor Ti-:l-ietinu| B8 Remote Cintl | Backup | Reports | Agent | System | Lo Of: Nick

Notes [‘g Status achre ":,_E] Rowves Select Machineg Graup Select W
P et o EETTETN e (17 ETNT BTN

Verify each machine’s coenfiguration successfully downloads and installs patches.

Situns | Test | [ Cancel | Auto Refresh Table  WARNING: Test cancels any pending patch in
-] Scan Machine The system resets test results every time File Source or Set Credential changes.

[-] Patch Status oelect All Installed Missing MissingPending User Not Failed  Test
(-] Initial Lipdate Unzelect Al Machine.Group ID Patches ApprovedDenied PatchesLogged InPatches Results

[] Patch Histary 2 [  kcheckDl.smec.sme 41 52 : : ; ; Passed
Schedule Update . ¢ O kcheckD2. sme.smc 41 ¥ - - - ; Untested
(] Machire Update

Function List

(] Patch Update

[-] Rollback

L] Automatic Update
L] Cancel Updates

Fowered by (;'f Kaseya - Copyright @ 2000-2006 kaseya. All rights reserved.

Configure

(-] Patch Approval

] Reboot Action

[-] File Source

-] Patch Alert

1 Windows Auto Updat] s

4 b
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c EH Kaseya Patch Management:

& =8 Screenshot 3

Scripts | Monitor Ti-:ketinu| | hy® Remote Citl | Backup | Reports | Agemt | System | Log Off Mick

[ status Machine |[-_E] R Select Maching Graup Select Wiew
s Tl

Home | Audit

Function List . Specify how to reboot after applying new patches and updates.
Setup O Reboot immediately after update. _ _

[-] Scan Machine O Reboot | everyday v at|12am s || 00 %] after install,

[] Patch Status O Warn user that machine will reboot in |5 | minutes fwithout asking permission).

] Initial Update

[ Patch History i Skip reboot if user logged in.

O Ifuser logged in ask to rebaot every |5 | minutes until the reboot occurs. Reboot if user not logg
Schedule Update

@ _ P : LT : ;
[ Machine Update *) Ifuser logged in ask permission. Reboot if no respanse in minutes. Reboot if user not logge

[ Patch Update (0 Ifuser logged in ask permission. Do nothing if no response in |5 | minutes. Reboot if user not Ig
[] Rollback 0 Do not reboot after update. [ Email when reboot required.
2 Select Al
SEEiERE RS Unzelect Al Machine.Group 1D Reboot action
Configure < ] K=erver Do not reboot. Send email to bsni@@bellcpa. com after update
[] Patch Approval D [0 kcheckOl sme. sme Ask - Reboat if user does not respond in 5 minutes
[-] Reboot Action &, - : :
. = ] koheckD2 sme.smc Ask - Reboot if user does not respond in & minutes
] File Source
[] Patch Alert
L1 wWindows Auto Updat Powered by f;f Kaseya - Copyright © 2000-2006 Kaseya. All rights reserved.
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c EH Tool: IBM Tivoli Configuration
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IBM's configuration manager provides Microsoft client and server software
patch automation capabilities in distributed environments

Obtains, packages, distributes, and installs Microsoft software patches needed
by client systems in distributed customer environments

Features:

Gathers software patch signature files and distributes them to client machines
Scans clients

Determines missing patches

Packages patches

Builds patch deployment plans

Distributes required patches to clients
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a2 IBM Tivoli Configuration Manager, ¥ersion 4.2.1

Select the components to install or uparade.

vl 1. Web Gateway database
vl 2. "Weh Gateway sener
vl 3. Web Infrastructure

IBM Tivoli Configuration Manager:
Screenshot 1

=10l x|

= Back

[ et = Zancel
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a2 IBM Tivoli Configuration Manager, ¥ersion 4.2.1

14

A Tivoli endpoint is not installed an your machine. Specify the endpoint configuration
options on this screen. Inthe Endpoint options field, specify additional lefd command
aptions, as documented in the Tivali Management Framewark Reference Manual.

Destination directary

IBM Tivoli Configuration Manager:
Screenshot 2

=10 |

|C:1F‘rngram Filest\Tivalilct

Gateway port
|a4a4 |

Endpoint port
|a4as |

Endpaint options

Browse. ..

= Back

et =

Zancel
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C EH Tool: LANDesk Patch Manager
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LANDesk's Patch Manager includes a subscription service that collects and
analyzes patches for heterogeneous environments

It scans managed devices to identify application and operating system
vulnerabilities

It monitors the status of each install and provides bandwidth throttling, staging,
and detailed policy and compliance reporting across a broad range of operating

systems

It increases productivity by evaluating systems with active vulnerability scanning

It is used to gain control with a single tool to research, review, and download
available patches
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c E Tool: ConfigureSoft Enterprise

Configuration Manager (ECM)
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ECM centralizes and automates the monitoring, managing and auditing of
hardware and software configurations across Windows, UNIX, and Linux
platforms

It automatically discovers new systems and tracks configuration changes at
scheduled intervals to ensure the availability of the latest patch information is
available

Features:

* Vulnerabilities assessment and remediation
e Regulatory & operational compliance

« Configuration management & control

e Change management

» Risk prevention and security management
e System optimization
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c E H ConfigureSoft Enterprise Configuration

Manager (ECM): Screenshot
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c EH Tool: BladeLogic Configuration
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BladeLogic Configuration Manager is a component of the BladeLogic
Operations Manager suite of data center automation products

It features a cross-platform command line interface that supports a single-sign
on using a range of authentication protocols

It supports a policy-based approach whereby changes are applied to a policy,
and then synchronized with the target servers

All user communication is encrypted, and all user actions are logged and can
be authorized based on a user’s role

It allows IT organizations to monitor, patch, configure, and update servers
across platforms and data centers
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c E H Tool: Microsoft Baseline Security

el ma e ANAlYyzer (MBSA)

Microsoft baseline security analyzer determines critical updates and the
required updates on the target computer

It scans for common security mis-configuration errors on target computers

It supports two interface for scanning:

e GUI Scan (Mbsa.exe)
e« Command Line Interface (Mbsacli.exe)
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c E H MBSA: Scanning Updates in GUI

Mode

Certified = Ethical Hacker

MBSA defines scanning options and displays the results of the
security scan in the MBSA window

It scans and reports on updates designated as critical security
updates by the Windows Update site

— Procedure:

e Open MBSA
« Enable the check For security updates option
e Scan completion display XML file for the respective computer
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c EH MBSA: Screenshot

Certified | Ethical Hacker

€ Microsoft Baseline Security Analyzer 2.1 (Beta 2)

Tasks

SCan & compuker

Check computers for common security
misconfigurations.

The Microsoft Baseline Security Analyzer can check computers running Microsoft
YWindowsE Server 2003, Windows Server "Longhorn”, Windows Vista,

YWindows XP or Windows 2000, Scanning computers for security updates utilizes
Windows Server Update Services. You must have administrator privileges for each

computer you want o scan,

(B Scan s computer
" Check a computer using its narme o 1P Address.

‘;_‘p Scan multiple computers

Check multiple computers using a domain narme or a range of IP addresses,

H Yienw existing security scan reports

Yiewe, print and copy the results from the previous scans.

2002-2007 Microsoft Corpaoration, Al rights reserved.
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c EH MBSA: Scanning Updates In

Command-line Version

Certified = Ethical Hacker

The MBSA command line interface supports two types of scan namely:

embsacli [/c|/1]/r|/d domainname]ipaddress]|ipaddressrange]
[/n option] [/sus SUS server|SUS filename] [/s level]
[/nosum] [/nvc] [/o Tilename] [/e] [/1] [/1s] [/1r report
MBSA-style name] [/Iq report name] [/Vv] [/7?] [Zap] [Zqe] [Zar] [/q]l
scan [/f] [/unicode]

embsacli /ht [-h hostname] [-fh filename] [-1 i1paddress] [-
Tfip filename] [-r i1paddressrange] [-d domainname] [-n] [-sus
SUS server|SUS filename] [-fq filename] [-s 1] [-s 2] [-
nosum] [-sum] [-z] [-Vv] [-history level] [-nvc] [-0 option]
HFNetChk- [-f filename] [-unicode] [-t] [-u username] [-p password] [-
style scan x] [-?]
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CIEH Tool: QChain

Certified = Ethical Hacker

Qchain allows to install multiple security updates

It evaluates the drivers, DLLs, and executable files updated by each security update

It creates a batch file for the security update installation

Batch file installs each security update with:

-z switch to prevent reboots after each security update installation
switch to enable unattended installs
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c EH Qchain: Screenshot 1

Certified = Ethical Hacker

l::I'\WINNTI'\SEStEmEE"\Emd.EHE

C:xDocuments and Settings>cd..
C:swrocd temp

C:stempidir
Uolume in drive C ha=s no label.
Uolume Serial Humber iz 4HA6—77A6

Directory of C:i:xtemp

H4:19a -
B4:1%a -
B3:-36p 37.648 gchain.exe
B2:24p 18,272 readme.txt
Al :44p 13,346 HFMetChk License.txt
H4:5%p 338.296 hfnetchk.exe
I - K 1,812,585 messecure.xml
s R <DIR> artiff
12:81p 162,552 Q296185 _UW2K_SP3_x86_en.EXE
11:5%a 417.736 rbupdate.exe
Y Fileis> 1,922,435 hytes
3 Dir<s> 26.0U61.668.352 hytes free

2926185 _W2K_SP3_xB6_en.exe —=
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C EH Qchain: Screenshot 2

Certified = Ethical Hacker

E:HWINNTEEystemEEHEmd.EHE
C:Documents and Settings“Administratoricd..

C:»Documents and Settingsicd.

C:»Documents and Settingslicd..
Conod temp

Cistemprdir
Uolume in drive C has no label.
Uolume Serial Mumber is 4BA6G—27H6

Directory of C:ntemp

11262001 H4:1%a <DIR> -

B4:17a <DIR> -

B3:36p 37.648 gchain.exe

B2 :24p 18,272 readme.txt
H8.-14-2001 H1:44p 13.346 HFNetChk License.txt
18112801 @4:57p 338,296 hfnetchk.exe
12-82-.2001 11:53a 1.812,.585 mesecure.xml

L File<s> 1.412.147 hytes
2 Dir<s> 26.086.2592.08418 bytes frece
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C EH Qchain: Screenshot 3

Certified = Ethical Hacker

o5 CA WINNTS Systemi32 cmd.exe

Microsoft Windows 28 [Uersion 5.880.21951
CC>» Copyright 1785-28BA Microsoft Corp.

C:sDocuments and Settings“sAdministratoricd..
C:sDocuments and Settings»cd..
C:w>cd temp

C:stempXgeohain.exe cistempschanges.txt
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c E H Tool: BigFix Enterprise Suite

~ BT (BFS)

BigFix Enterprise Suite platform provides patch management
solution for distributed and multiplatform networks

Roll back feature helps in securing the system in case of patches that
misfire

It enables audit trial of every action and step taken on each computer
during the patch management process
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CEH BigFix Enterprise Suite (BFS):
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Patch Management
Patches for Windows
MS0E6-014: Vulnerability in the MDAC Function Could allow Code Execution - MDAC 2.80 -
Windows 2000/XP
Murasoft kil rélessed & patch ehferidting & néwly-difooversd, prvatily-risported Secrity vulnerabiity in the Merosoft Dath Acokis Componints
{MOAC) Function. I a usar i5 logged on with adr"inisu'_ah'rn rights, an attadoer wha successfully axploited this winerabiity could take complete
controd of an sfected systam. An attadoer could then install programs; view, change, or defiete data; or oreate new accounts with full user rights. =
#fter downloading ahd nstalbng s patch, affected computars will no lonper be suscepbble to these vulherabimes.
Mobe: Affected computars may rapart batk 51 'Pendng ReStant’ onod tha patth has run SutcksTully, But will rot report back thaar frial skabus untd
thé computar has béen rastarted.
Mote: Microgoft has announcad that the update for this SRue may be induded in 3 fubure Update Reliup, o
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BigFix Enterprise Suite (BFS):

Screenshot
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C E H Tool: Shavlik NetChk Protect
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Shavlik NetChk protect is a patch management solution for larger networks
and organizational units

Features:

» Drag-n-Drop patch management interface controlled by the user enables
scanning of the required groups

e Security configuration management mitigates organizational costs and
provides the security associated with the expensive breaches

|t automates the platforms and products such as Windows NT, XP,2000,
etc

Benefits:

e Performs scheduled scans

e Uses options such as Command line scanning and scanning and
deployment with SQL server database
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. Shavlik NetChk Protect:
CEH

Screenshot
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%, Shavlik NetChk Protect

Filz ‘jew Patches Signatures Machines Tools Help
R E=-=- Q@ | DD 3 5 86 P E @A
”

Shavlik NetChk

Statistics Choose Machines to Scan

Mumber of

Patches: 16,267 -
Murmber of = Scan My Add Computer
Spyware Computer |

Signatures; 95,563 Advanced Add IP Address

Scan What (&) i g':a"' My Add IP Range
. omain |

g} My Machine St O |

2l -
@ My Domain Add Domain
@h My Test |
Machines
@ Entire
Metwork % ¥

Ea

<

E Mew Machine
Group...

X% B
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C EH Tool: PatchLink Update

Certified = Ethical Hacker

PatchLink Update is a patch and vulnerability solution for large networks

It scans networks for security holes using fingerprint technology

It translates security policies into automated and continuous protection against
network vulnerabilities

( Features: w
. y

e Customized subscription notifications to include the required platforms
and languages

e Improved transaction/query efficiency that increases performance and
scalability

» Proxy server authentication that increases deployment security
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PatchLink Update: Screenshot
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PatchLink Update Server {Stopped} Properties
Directory Security 1 HTTF Headers Cuskom Errars 1 A5 MET 1
webSte | Performance | ISAPIFlters  HomeDirectory | Documents |
The content For this resource should come From:
4 directory located on this computer
{" & share located on another computer
A redirection bo a LURL
| Lagal path; | Er\Patchlinkilipdate Server\webRoot |£™ Braiss.
| B Scripk source access [ Log wisits
| W Read W Index this resource
[ Write
] Directary brawsing
| Application settings
| Application name: J PatchLink Update Server Remaove
| Skarking poink: <PatchLink Update Serve...
_ Configuration, ..
| Execute permissions: |5n:ri|:|t5 anly i
| Application poal: ]Defaultﬁ.ppPDDI _T_]
QK \ Cancel apply ] Help
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C EH Tool: SecureCentral PatchQuest
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SecureCentral PatchQuest is a web-based patch management software that
manages and distributes security patches across various platforms

Four stages in working:

» System addition & discovery

e Patch assessment or scanning

e Patch download and deployment
* Reporting

Features:

» Flexible modes of operation

* \Web-based administration console for universal secure-access to data views
and configurations

e Cross-platform product installation
» Array of reports to facilitate quick access to the data required
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c EH SecureCentral PatchQuest
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secure | central™

JFeedback | B About | 3 Persanalize | 8 Help | 57 License | 5] Logaut (admin)

< PatchQuest
System Groups | Patch Information | Patch Groups | Reports || Settings | Support
4 Quick Search Update DB | Add System | Scan System | Deplay Patches | Deploy Service Packs | Recent Tasks
- — PR " =
Agent updatel E7; scan Result » s T oexport | Lprire |0 Help
Agent version is up-to
LE 2ll Updates Mon-Security Updates | Service Packs
FTS——
Scan Sustem Now =
é =5 Product Summary
Confiqure Systern Info
Product Name ?Jhst"'hete
% Add/Edit User Comment Ses
% Al a4 g8 12 4
¥ View Scan Result Windows 2000 Professional SP4 (05] ] =R 1o 2
@ Updats Agsnt version Excel 2000 Gold 5 i a a
Internet Explorer 6 Gold 2 4 o a
MDAC 2.6 SPZ i i 2 a
Y Mo Tasks Scheduled MsxML 2.6 SP2 z o o o
MSHML 3.0 SPY 1 o o o
Task Histor ST Bars 1 0 1 0
[#] compare scan Results SN £.0 Gold i g L o
Office 2000 Gold 5 3 o o
ET— SC Qutlook 2000 Geld 5 2] o o
Sutlook Express 6.0 Gold 2 a o a
* Dec ral
i PowerPoint 2000 Gold ol Q o a
* nonsec updat. SQL Server 2000 Gold 5 3 o i
Windows Medis Plaver 6.4 for Windows 2000 $P4 L 1 o a
Word 2000 Gold 3 a o s
Direct® 7.0 Gold at Q o a

PatchQuest Agent Running @

Deplcl,ll ?30cwn\oad| Undaplovl [ add To Patch Grcupl search [Hene =] tike [ | o]
Showing i1 to 25 of & M| 4z zasihlln] Entries parpage [25_ 5] Edit column &
] 0 M == 2] ==l =

O merT-0m1 N wWindows-KBGEIOS30-ENU. exe

[ 4 Ms99-044 0 xl9pZpka.exe k. HA

r ¢ M599-030 & JetcoPka.exe 3 HA

r & msoe-rg NE¥ yyindowsMedia6-KB925398-x86-ENU. .., |2 HA F [c]

1] B ME0e-077 e yirindows2000-KB9261 21 - w86 -ENLLE. .. & HA

r (=] MS06-071 LT rsxrnl4-KB327978 snu exe 3 HA [<]

[ (-] ME06-071 = msxmle-KB92T9TT-enu-xE6. axe ki HA (<]

r (=] Ms06-070 LT Wiindows 2000-KBI24270-%86-ENU.E.... 3 HA [<]

r (<] Ms06-063 T Windows2000-KB 32021 3-x86-ENULE.... 3 HA [c]

2006 Adventhet Inc Server responded in 1863 milliseconds.
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c EH SecureCentral PatchQuest
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C EH Tool: Patch Authority Ultimate
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Patch authority ultimate is ScriptLogic’s comprehensive and enterprise-
class patch management solution

It prevents attacks and exploits through centralized control of updates
on all Windows desktops and servers

4[ Benefits:

e Leading patch database and scan engine

 Selection, distribution, deployment, and reporting are all part of this
comprehensive solution

 Management reports show overall patch status across the network

e Centralized management of patch policy and status for all computers, local
and remote, on the LAN and across the Internet

» A baseline of patches can be created to establish a "secure" machine

» Enhanced security with central management of service status, configuration,
logon accounts, and scheduled task configuration

e
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c E H Tool: ZENworks Patch Management
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ZENworks Patch Management is a piece of
automated patch management software

It can be used to protect your network from the
viruses by automating the process of discovering
security alerts, retrieving the patches, and deploying
the right ones to the right machines at the right time
to prevent problems

It provides patches for more than 40 different
operating systems, applications, and software
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C EH Tool: Ecora Patch Manager
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Eroca Patch Manager automates system discovery, patch assessment,
and patch installation on workstations and servers

Features:

» Agent-less or optionally agent-based
* Views missing patches by systems, applications, specific patches, or
according to your policy

e Patches any Windows application Microsoft supports, other
companies' Windows-based patches, or patches for home grown
applications

e Has automated patch roll-back on one or more machines
 Logically groups systems for ease of management
e Scheduled patch deployment
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Ecora Patch Manager:
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Ecora Patch Manager:
Screenshot 2
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C EH Tool: Service Pack Manager
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Service Pack Manager enables system administrators to fix security vulnerabilities and
stability problems in Windows NT/2000/XP/2003 and additional Microsoft products

It allows to remotely detect, track, monitor, and install Windows NT/2000/XP/2003 Service
Packs and Hotfixes on the enterprise networks from a central console

Remote inventory, research, and deployment of the security vulnerabilities patches and

stability updates make Service Pack Manager a highly cost-effective tool when used on the
enterprise LANs and WANSs

The installation status of hundreds of hotfixes can be detected quickly on any number of
remote computers

It makes the task of maintaining security of the large networks viable
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c E H Tool: Altiris Patch Management

Solution
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Altiris Patch Management Solution software proactively manages patches and
software updates by automating the collection, analysis, and delivery of patches
across your enterprise

It helps you to decrease the costs involved in delivering patches throughout your
enterprise and integrates with Altiris Recovery Solution for stable-state rollback

It provides improved functionality in the analysis, collection, and distribution of
OS and application updates

It improves business continuity and accelerates IT systems’ security by reducing
the need for extended patch test cycles
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C EH Tool: BMC Patch Manager
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BMC Patch Manager enables you to manage and deploy security and functional
patches on desktops, laptops, PDAs, and servers

By automating critical patch management functions (patch collection,
preparation, testing, staging, deployment, auditing), it helps you to save time,
Improve response times, and reduce attack-related risks

—[ Features: }

» Provides patch-testing capabilities that allow administrators to group test
patch installations within sample environments

» Allows you to deploy patches based on security policies for ongoing
operations or specific tasks for emergency deployments

« ldentifies vulnerabilities, automatically delivers critical patches, and fixes
to thousands of endpoints, and verifies deployment success

« Allows you to proactively manage the distribution of patches including
functional, anti-virus, and security patches to lower patch management

costs
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C EH Tool: Hotfix Reporter
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Hotfix Reporter is a tool that works in conjunction with the Microsoft Network Security
Hotfix Checker (HfNetChk) tool to scan your network server for missing patches

HfNetChk scans your system for missing patches, but displays the results in a raw, plain-
text, and unfriendly format

Hotfix Reporter converts the HfNetChk’s raw output into an HTML page, complete with
clickable links, making it easy to download the necessary patches from Microsoft

Features:

e Converts HfNetChk output into user-friendly HTML

» Tells you if the scan gave different results than the last time it was run, making it easy to
quickly tell if any new patches have been released

» Displays Microsoft security bulletin numbers and knowledgebase article numbers as
clickable links

» Shows the most recent patches first
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C EH Tool: Numara Patch Manager
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Numara Patch Manager is a tool used to update and download patches for
Microsoft’s operating systems and applications across your entire network

It allows you to assess the patch status of all Microsoft-based workstations as
well as validate any existing patches that have been installed

It create baseline patch groups and scan groups of workstations to determine
which ones are compliant and which ones are not

It can also be used to perform patch scans during non-business hours or off-peak
bandwidth periods

Administrators can reboot workstations immediately or at a specified date or
time
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C EH Tool: TrueUpdate
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TrueUpdate is a comprehensive solution for software developers wanting to
integrate automatic updating capabilities into their software applications

It gives you a robust client/server framework for determining required updates,
and then retrieving and applying the necessary patches or installation files
using standard Internet protocols

—[ Features: }

e The client can easily be integrated into existing software or installed as
a standalone application

e Compatible with any update/patching method, from full setups and
self-contained binary patches to download and extract from zip files

e The system is always up-to-date with the latest software and patches

 Includes more than 250 high level actions with everything from
registry editing and file copying to web server script interaction and
much more
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c EH TrueUpdate: Screenshot 2
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c EH TrueUpdate: Screenshot 3
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C EH Tool: Flashupdate
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FlashUpdate is a software update solution for windows developers

It allows you to create, manage, and distribute your software updates and patches
in a flash

Features:

» Advanced Patch Engine provides up to 98% file compression
Adaptive patch creation for optimal patch size and speed efficiency

Support for all file types, including executable files, system files, data files,
and documents

Native support for shared and locked files
Helps to prevent software piracy
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C EH FlashUpdate: Screenshot
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c [ H Tool: Microsoft Software Update

| e e O€IVICES (SUS)

Software Update Services (SUS) supports updating for a broader set of Microsoft
products and provides robust management and reporting features

It connects through your firewall to the windows update site and allows IT
administrators to import critical updates, security updates, and service packs

Administrators can receive e-mail notification when updates are added to their
SUS pipeline

It consists of both client-side and server-side components to provide a basic
solution to critical update management
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c E H Microsoft Software Update Services

(SUS): Screenshot 1
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c E H Microsoft Software Update Services
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(SUS): Screenshot 2
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C EH Tool: Prism Patch Manager
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Prism Patch Manager automatically secures windows systems from
software vulnerabilities by managing the entire software patching
process

It manages the software patching process such as discovering
vulnerabilities, acquiring and testing patches, and deploying patches

It delivers comprehensive reporting to demonstrate patch compliance to
management and auditors

It reduces organizational risk, improves IT productivity, and lowers the
cost of IT infrastructure maintenance
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c EH Prism Patch Manager:

& = B8 Screenshot 1

Prism Patch Manager - Windows Internet Explorer
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C/IEH Tool: Patch-Magic
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Patch-Magic updates all computer systems in your network

It avoids viruses and worms, and minimizes security risks

It can be used to scan each system individually, to discover necessary patches and
updates, and to install them remotely

Features:

 Intuitive view and description of missing patches

e Automates patch download and individual deployment

Identifies and removes remote malware in your LAN

Time scheduler for scans, deployment, and data base update

Supports virus scanning proxy servers / firewalls

Centralized storage of patches at the location of your choice (patch library)
Intelligent reboot handling
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C EH Patch Management Checklist
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How often and when do you apply patches?

Who can deploy and/or authorize updates?

How are patches tested prior to rollout?

What problems will trigger a rollback?

EC-Council
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dl: H Best Practices for Patch

e me  Management

Test the patch before rollout to ensure that the applied patch is compatible with other
applications

You need to have a rollback version when the applied patch fails

Do not deploy multiple patches simultaneously across the network as it will halt other
applications and will be inconvenient for users

Deploy the patches after production hours as reboot is required for maximum patches

Always check for latest releases to minimize downtime as often a user calls or virus
initiates a frantic search for a missing patch

If you patch regularly, you need to keep track of what fixes were applied, when, for
auditing and reporting

Follow the defined patch process which specifies who may approve patches and
procedures to deploy them
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C EH Summary
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A hotfix is a code that fixes a bug in a product

Patch Management is the process of correcting deficiencies and
updating software with the latest features

Windows patch management involves: testing, deployment, and
validation

Microsoft Software Update Services (SUS) hosts windows updates

Designing a deployment plan to distribute patch on a timely basis is
one of the best practices in the patch management
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