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Module Objective

This module will familiarize you with:

• Password basics
• Password Requirements
• Password StealingPassword Stealing
• How to Steal Password
• Password Stealing Techniques
• Best Practices

R d ti  f  I i  P d S it• Recommendations for Improving Password Security
• Password Stealing Trojans
• Password Stealing Tools
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Module Flow

Password Basics Password Stealing TechniquesPassword Basics Password Stealing Techniques

Password Requirements Best Practices

Password Stealing Password Stealing Trojans

Password Stealing Tools
How to Steal Password 
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How to Steal Password 



Password Stealing 

A password is a first line of defense to systems and A password is a first line of defense to systems and 
personal information

Password stealing is used by the hackers to exploit 
user credentials

It allows attackers to access personal information 
from the system and modify your credentials 

It may cause serious data loss from the system
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It may cause serious data loss from the system



How to Steal Passwords 

Password can be observed during entry

When password is given away voluntarily

Writing down the password somewhere and the piece of paper gets stoleng p p p p g

It can be guessed if it is easily guessable

It can be so short that an exhaustive search will quickly find itIt can be so short that an exhaustive search will quickly find it

Can be stolen by using password stealing tools 

Can be stolen by using techniques such as Phishing and Social Engineering

When password is stored somewhere in clear text and this clear text can be 
copied
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When password is encrypted but the encryption may be breakable 



Password Stealing Techniques

Social Engineering

• Social Engineering is the human side of breaking 
into a corporate network to get the personal 
i f ti

g g

information
• An unknown person takes user credentials by using 

an email or by asking questions over the phone

Phi hi  i   I t t  h  th   i  

Phishing

• Phishing is an Internet scam where the user is 
convinced to give valuable information

• It offers illegal websites to the users to fill their 
personal credentials
I ’   i      h  ’  b k 
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• It’s purpose is to get access to the user’s bank 
accounts, password, and other personal information



Password Stealing Techniques 
(cont’d)(cont d)

Spying

• Spying refers to continuously observing a person’s 
activities and his/her work

Spying

activities and his/her work
• It is a technique used to monitor the computer or the 

network and record all the user’s credential on the 
computer or network

Guessing

• Many users choose weak passwords which are easy to 
guess

• It may be a word “Password” , “Admin”, “Passcode”, or 
i b ’ l i h i kid’
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it may be a user’s name, login name, their kid’s name, 
or spouse’s name, etc.



Password Stealing Techniques 
(cont’d)(cont d)

Shoulder Surfing:

• Shoulder Surfing is done using 
direct observation techniques, 
such as looking over someone's such as looking over someone s 
shoulder, when they enter a 
password or a PIN code

• It is an effective way to get 
information in crowded places 
because it is relatively easy to 
stand next to someone and watch 
his/her activitieshis/her activities

• It can be also done from a long 
distance with the help of 
binoculars or other vision-
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enhancing devices



P d St li  T jPassword Stealing Trojans
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MSN Hotmail Password Stealer

A Password Stealer is software that secretly captures 
passwords from the computer

It is designed to be executed and used in stealth mode, 
d t t d b  t  s s d t k undetected by computer users and network 

administrators

MSN hotmail password stealer opens up the cookie in 
the editserver and edits away
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MSN Hotmail Password Stealer: 
ScreenshotScreenshot
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AOL Password Stealer

AOL Password Stealer is a email password restoration tool which 
restores lost forgotten passwordsrestores lost forgotten passwords
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Trojan-PSW.Win32.M2.14.a

This Trojan horses is capable of stealing various passwordsThis Trojan horses is capable of stealing various passwords

It has a program “configurer” that enables malefactors (component that controls these p g g ( p
Trojan horses) to adjust server components according to their desire

After OS reboot, it copies itself to the %WinDir% directory, or to the directory After OS reboot, it copies itself to the %WinDir% directory, or to the directory 
%WinDir%\System and then it registers itself in the system registry

While running  it searches disks for files containing passwords for Windows  EDialer  While running, it searches disks for files containing passwords for Windows, EDialer, 
and WinCommander, and also can read out a configuration for modem adjustments
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It sends all collected information to a specified e-mail address in a set time interval



Trojan-PSW.Win32.M2.14.a: 
ScreenshotScreenshot
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CrazyBilets

CrazyBilets is a password stealing Trojan and it spreads from a public access 
W b   h  d  Web page on the narod.ru server

The web page contains:p g

• Intermediate Examinations Test papers for mathematics and 
topics for compositions. Still FREE!

The file residing on the web page is a Trojan installer

f  i lli  i  d   j   i  h  i d  di  h  After installing, it drops a Trojan program into the Windows directory, then 
extracts and creates fake examination topics

It’s main purpose is to collect cached Windows passwords on victim machines 
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p p p
and send this information to its server by direct connection to an SMTP 
server



CrazyBilets: Screenshot
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Dripper

Dipper is a Trojan which is designed to steal user passwordsDipper is a Trojan which is designed to steal user passwords

This Trojan is a Windows PE EXE file

It is packed using UPX

h i h ill b h i f i f i iWhen it runs, the user will be shown information for every remote connection in 
the system: user name, password, and number to be connected to
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Fente

Fente Trojan is used to create other Trojan programs 
h h l dwhich steal passwords

It is a Windows PE EXE fileIt is a Windows PE EXE file

The user is required to enter the address where the The user is required to enter the address where the 
Trojan log files should be sent

When the user clicks the left hand button, it asks by 
h   h  T j  hi h ill b  d h ld what name the Trojan which will be generated should 

be saved under, and then creates that Trojan

It will include the email address which was 
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It will include the email address which was 
previously entered



GWGhost

GWGhost is a Password StealerGWGhost is a Password Stealer

Its main purpose is to capture all the masked passwords p p p p
appearing on the screen

It automatically detects which window contains masked 
d  d th  t k   h t f ll t t i f ti  i  passwords, and then takes a snapshot of all text information in 

that window

The information will be sent to the hacker’s mail-box at The information will be sent to the hacker s mail box at 
intervals
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It can also log key strokes of applications



GWGhost: Screenshot
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Kesk

Kesk Trojan is designed to steal user passwordsj g p

It will be installed on the victim’s machine by other malicious programs

When launched, the Trojan requires the system library svrapi.dll to be 
present

This library contains functions for monitoring the administration of 
partitioned network resources

It adds the following parameters to the system registry:
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• HKLM\Software\Microsoft\Windows\CurrentVersion\Run]"Kernel.Ts
k" = "<path to Trojan file>"



Kesk: Screenshot
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MTM Recorded pwd Stealer

MTM Recorded pwd Stealer steals and sends the passwords stored on victim’s MTM Recorded pwd Stealer steals and sends the passwords stored on victim s 
computer by Internet Explorer and Outlook Express to the hacker’s specified 
email address (must be an hotmail account)

d   l d b  di  h  i f i  f  h  

• Outlook Express passwords
• AutoComplete passwords in Internet Explorer

Passwords are revealed by reading the information from the 
protected storage:

• AutoComplete passwords in Internet Explorer
• Password-protected sites in Internet Explorer
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Password Devil

Password Devil is a password stealing Trojan p g j

It steals password from the user computer and sends it back to the 
server

It sends following passwords:

O l k d  Outlook passwords 

AutoComplete passwords in Internet Explorer 

Password-protected sites in Internet Explorer 

MSN Explorer Passwords
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Cached Passwords ( 9x )



Password Devil: Screenshot
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Password Stealing Tools
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Password Thief

Password Thief runs hidden in the background taking 
note of all the passwords that have been entered

It tracks user login passwords, screen saver passwords, 
I t t ss ss ds  Mi s ft W d ss d   Internet access passwords, Microsoft Word password, or 
any password entered by any program

Password Thief can then show you which password was 
entered where
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Password Thief: Screenshot
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Remote Password Stealer 

Remote Password Stealer is a password-logger tool to track all the password-
input events in the windows systeminput events in the windows system

Its purpose is to remind the forgotten-password or steal a password from a 
machine

It sends the stolen passwords to hacker’s e-mail address

It also steals:

• AOL password 
• Yahoo password
• AIM password

It also steals:

p
• MSN password
• Email password
• FTP password
• ICQ password

IE d
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• IE password
• Dial-up connection password



Remote Password Stealer: 
ScreenshotScreenshot
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POP3 Email Password Finder

POP3 Email Password Finder is a tool to crack the password of an 
email accountemail account

It is based on dictionary-attack

By using a special dictionary, this tool can also be used for Brute-
Force attack

Works with all the Windows systems to grab a POP3 email 
password

Features:

• Multi-threaded
• Auto-retry when connection dies 
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Auto retry when connection dies 
• Auto-check the result
• Username dictionary supported



POP3 Email Password Finder: 
ScreenshotScreenshot
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Instant Password Finder

Instant Password Finder checks a system for possible passwords, and shows you 
the passwords immediatelythe passwords immediately

When Windows system runs, Instant Password Finder reads the private data in 
current system, and extracts the username/password information for you

It allows you to find out hidden passwords in Windows-based system

• MSN Messenger password
• Windows Live Messenger password

It finds the following passwords:

• Hotmail password
• Yahoo password
• Outlook password
• AutoComplete passwords
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• Web Site logons
• Dial-up password 



Instant Password Finder: 
ScreenshotScreenshot
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MessenPass

MessenPass is a password recovery tool

It is only used to recover the passwords for the current logged-on user on local 
computer

It only works if you chose to remember your password option

It reveals the password from:

• MSN Messenger 
• Windows Messenger (In Windows XP) 
• Windows Live Messenger (In Windows XP And Vista) 

Y h  M  (V i  5  d 6 ) 

p

• Yahoo Messenger (Versions 5.x and 6.x) 
• Google Talk 
• ICQ Lite 4.x/5.x/2003 
• AOL Instant Messenger v4.6 or below, AIM 6.x, and AIM Pro. 

Trillian
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• Trillian
• Miranda



MessenPass: Screenshot
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PstPassword

PstPassword is a small utility that recovers lost password of Outlook

It is not necessary to install MS-Outlook in your system to use this utility

It needs only  the original PST file that you locked with a password

It can recover:It can recover:

PST passwords of Outlook 97

Outlook 2000/XP/2003/2007
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PstPassword: Screenshot
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Remote Desktop PassView

Remote Desktop PassView is a small utility that reveals the password stored by Remote Desktop PassView is a small utility that reveals the password stored by 
Microsoft Remote Desktop Connection utility inside the .rdp files
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IE PassView 

IE PassView is a small utility that reveals the passwords stored by Internet 
l bExplorer browser

It can recover the following passwords:

• AutoComplete Passwords
• HTTP Authentication Passwords
• FTP Passwords
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Yahoo Messenger Password

Yahoo Messenger Password is a password recovery toolYahoo Messenger Password is a password recovery tool

It is used to recover lost or forgotten passwords for 
Yahoo messenger accounts

It stores login information for the current computer 
user

It is also used to transfer the saved password to another 
computer
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Yahoo Messenger Password: 
ScreenshotScreenshot
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Countermeasures
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Recommendations for 
Improving Password SecurityImproving Password Security

Use a strong password for root and administrator accounts

Stop unrequired and buggy services, and services not protected by a well-
configured firewall

Create a schedule to change the password periodically

Use strong encryption algorithms to encrypt the password storage files such as 
SAM (Security Account Manager) and passwd.conf file

Use a filter that operates in real time and enforces some level of length and 
complexity on the passwords

Run a cracker periodically on your own password files and if it works then 
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Run a cracker periodically on your own password files and if it works then 
change the password



Best Practices

Do not use:

• Your account name or any data that appears in your record as a password
• Any word or name that appears in any dictionary
• Phrases and slang with or without space

Do not use:

g p
• Alphabetic, numeric ,or keyboard sequences
• Titles of books, movies, poems, essays, songs, CDs ,or musical compositions
• Any personal information

• Use at least 8 characters
• Include a digit or punctuation

Use the following for strong password:

g p
• Use upper and lower case separated by a non-letter non-digit
• Use different passwords on different machines
• Change password regularly and do not reuse passwords or make minor 

variations such as incrementing a digit

EC-Council
Copyright © by EC-Council 

All Rights Reserved. Reproduction is Strictly Prohibited



Summary

A password is the first line of defense to systems and personal informationp y p

Password Stealing is used by the hackers to exploit user credentials

Phishing is an Internet scam where the user is convinced to give valuable 
information

Spying refers to continuously observing a person’s activities and his/her work

A Password Stealer is software that secretly captures passwords from the 
computer

R   k  i di ll     d fil  d if i  k  h  
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Run a cracker periodically on your own password files and if it works then 
change the password
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