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C EH News
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AP Associated Press Goto Google News

Data Lost on 650,000 Credit Card Holders

By DAVID KOENIG — Jan 17, 2008

FLAND, Texas (AF) — Personal information on about B30 000 customers of J.C. Penney and up to 100 other retailers could be
compromised after a computer tape went missing. GE Maoney, which handles credit card aperations for Penney and many other
retailers, said Thursday night that the missing information includes Social Security numbers for about 150 000 people.

The information was on a backup computer tape that was discovered missing last October. It was being stored at & warehouse run
by ron Mountain Inc., a data storage company, and was never checked out but can't be found either, said Richard C. Jones, a
spokesman for GE Money, part of General Electric Capital Corp.

Jones said there was "no indication of theft or anything of that sort," and no evidence of fraudulent activity on the accounts
invalved.

Iran Mountain spokesman Dan OMeill said it would take specialized skills for sameone to glean the personal data from the tape.
He said the company regretted losing the tape, "but because of the volume of information we handle and the fact people are
involved, we have occasionally made mistakes.”

Fenney said it had been told of the situation and referred further inguiries to GE Maney.

Jones declined to identify the other retailers whose customers’ information is missing but said "it includes many of the large retail
organizations.”

Jones said GE Money was paying for 12 months of credit-monitoring service for customers whose Social Security numbers were
on the tape. Source: http://ap.google.com/
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c EH Module Objective
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This module will familiarize you with:

e Data Loss

e Causes of Data Loss

e How to Prevent Data Loss

e Impact Assessment for Data Loss Prevention
e Tools to Prevent Data Loss
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CIEH ™Module Flow
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Data Loss

l

Causes of Data Loss

l

How to Prevent Data Loss

l

Impact Assessment for Data
Loss Prevention

|

Tools to Prevent Data Loss
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c EH Introduction: Data Loss
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Data loss refers to the unexpected loss of
data or information

-

Backup and recovery schemes must
be developed to restore lost data

EC-Council
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c E H Causes of Data Loss
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{ Intentional Action

ey

e Intentional deletion of a file or program

[ Unintentional Action

.y

e Accidental deletion of a file or program
» Misplacement of CDs or floppies
e Administration errors

{ Failure J

» Power failure, resulting in data not being saved to permanent memory
e Hardware failure, such as a head crash in a hard disk
e A software crash or freeze, resulting in data not being saved

e Software bugs or poor usability, such as not confirming a file delete
command

e Data corruption, such as filesystem corruption or database corruption
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C EH cCauses of Data Loss (cont'd)
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Disaster Crime

 Natural disaster, earthquake, e Theft, hacking, sabotage, etc.
flood, tornado, etc. « A malicious act, such as a

e Fire worm, virus, hacker, or theft

of physical media
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c E H How to Prevent Data LosS
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Tips to prevent Data loss: }

» Back-up critical files: Backup regularly using windows in-built backup
utilities or use any backup tool

« Run Anti-Virus Program: Install Anti-Virus Software and run them
regularly to cleanup your Computer System from Viruses & Trojans

« Use power surge protectors: A power surge, is one of the most
common occurrences that can damage data and potentially cause a hard
drive failure

 Experience required: Never attempt any operation, like hard drive
installations or hard drive repairs, if you do not have such skills

 Shut down your computer: Always quit programs before shutting
down the computer

 Never shake or remove the covers on hard drives or tapes

e Store your backup data offsite: Use Tape Drives, Compact
Disk(CD),and Floppy Drives to Store your backups

e Be aware of your surroundings: Keep your computers and servers in
safest and secure locations
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Impact Assessment: Data Loss Prevention

Encryption

Database
axfirusion
prevention

Network DLP

hccess control

EDRM)

Endpoint DLP

(1AM, entitlement,

Primary benefits

Mat only is encryption the most
commonsense way to protect
data, especially for mobile
davices, it also can help avoid
penalties under some data
privacy laws.

Most critical data is already
located in one place: your
databases, Protecting them
gets a lot of bang for the buck

Matwork solutions ang usually
simpler to daploy than altematives
and can ba usaful from an
auditing perspeactiva,

1AM and EDRM make sense
in locations where all systems
and technologies are supported,

More varsafile than a network-
based DLP system, andpoint
gystems can restrict USE drives,
ara more effective at detecting
data before it's compressed or
encrypted by a malicious insider,
and keep protecting even atter
a laptop walks out,

Primary concerns

Managing keys across disparate
systems remains a challenge.
Universal encryption is difficult,
and simply keaping evarything
uncker noninteroperable kock and
key ends up impeding business.

While most data is in databases,
large quantities often reside
unprotected on backup systems,
test sarvers, and other places,

These approaches have the same
problems as conventional natwork
analysis. They're susceptible to
spoofing and evasion, and aren't as
effective at catching insiders leaking
data compared with endpoint products.

Requirng every sgsham to support tha
same enterprise DRM might be an
even bigger pipe dream than universal
encryption.

Yet another client to manage on
endpoints, and more difficult to daploy
tham network-based DLP approaches.

Hice to have: 1
Must have: 5

Impact Assessment for Data Loss
Prevention
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Tools to Prevent Data Loss
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C EH Security Platform
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BorderWare Security Platform removes the need to deploy a new device to
protect against new messaging applications by integrating Email, IM, and Web
security with a single policy and single security platform

It is a content monitoring and filtering tool which prevents data leakage

)

Benefits:
,

Consolidated content monitoring and filtering to prevent data leakage
Comprehensive, stronger security for Email, IM, and Web

Reduced time, effort, and costs with a set-and-forget policy management
approach

On-demand scalability and flexible deployment

Modular approach enables enterprises to buy what they need now and add
on later
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c EH Security Platform: Screenshot
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- F""'"! — b TF_.

Serimtian - baanda i

Global Threat Network - BosderWare Security Metwark (BSN)
Conmection Management
Thiraat Detection & Preventian

Content Management Trathc

Hapoiting

Faifover & Clustering

Secure Operating System

BorderWare Security Platform™
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c E H Check Point Software: Pointsec

o e Data Security

Pointsec data encryption solutions by Check Point provide data
protection on laptops, PCs, mobile devices, and removable media

By leveraging a strong and efficient blend of full disk encryption,
access control, port management and removable media encryption, it
delivers a comprehensive data security

Check Point

SOFTWARE TECHNOLOGIES LTD.
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Unprotected System or

Boot
Process

Paointsec Encryption

Optional

Smartcard
or Token
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Pointsec Data Security:

Screenshot

N
5=

Data

Full access to system information through
unsecured operating system means data
is vulnerable to multiple attacks

Boot
Process

Secures 05
before it starts

Pointsec Secure Data
Entire system is locked closing
all attack vulnerabilities
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C EH cisco (1ronPort)

Certified = Ethical Hacker

IronPort delivers high-performance and comprehensive data loss
prevention for data in motion

It helps organizations to prevent data leaks, enforce compliance, and
protect their brand and reputation

Features:

 Web and Instant Messaging Protection
e Email Encryption

Senders {or Recigienis) Greupware
- > - > Recipients (or Senders)

Firawaal
FonPod Data Loss
PravenBion Tedhnalbagy

) Copyright © by EC-Council
EC-Council All Rights Reserved. Reproduction is Strictly Prohibited




C EH Cisco (lronPort): Screenshot
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C EH Content Inspection Appliance
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The Code Green Network’s line of Content Inspection Appliances is a solution
for protecting customer data and safeguarding intellectual property

It provides a complete solution for preventing the loss of personal information
across the network

Features:

Monitors, enforces, and audits all popular Internet communication
channels including email, WebMail, IM, FTP, and online collaboration
tools (such as Blogs and Wikis)

Automatically encrypts sensitive email messages according to policy
Deploys quickly with pre-defined policy templates

Demonstrates and manages compliance using policy and incident
management capabilities
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C EH CrossRoads Systems: DBProtector
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It provides database security at a logical business policy level and stops
‘authorized misuse' of database information

DBProtector provides policy-based intrusion detection, prevention, and
compliance auditing

DBProtector sits in the data path and inspects SQL statements before they reach
the database

—[ Features:

 Inspects database activities

» Enforces security policies

 Alerts on suspicious activities

» Captures audit trails for compliance reporting, security forensics, and
electronic discovery

* Provides separation of duty between security personnel and
database/network administrators ensuring regulatory compliance

—
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c E H Strongbox DBProtector Architecture
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Database
Servers

Application
Servers

1| External
| Clients

Internal
Clients

StrongBox DBProtector Architecture
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C/EH Devicewall
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DeviceWall protects data, both on and off the W
network, by: J

e Preventing the transfer of files to or from unauthorized portable
devices

e Automatically encrypting data copied to approved devices

* Providing complete audit trails of device and file accesses

DeviceWall prevents unwanted data transfer to or from portable
devices such as USB flash drives, iPods, PDAs, and wireless
connections by automatically enforcing security policies

User access can be blocked, limited to read-only, or left unrestricted
according to individual’s security privileges and device type in use
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C EH DeviceWall

: Screenshot
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C EH Devicewall: Reporting
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C EH Exeros Discovery
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Exeros Discovery software automates discovery and maintenance of business
rules, transformations, hidden sensitive data, and data inconsistencies across

structured data sources

It uses a unique technology of data-driven mapping to replace the traditional
manual process of analyzing source data and mapping it to another data set

|

Exeros Discovery has two main components: J

» Discovery Studio: A graphical user interface for data analyst to view data,
maps, and transformations discovered by Discovery and to edit, test, and
approve any remaining data maps and business rules

» Discovery Engine: Multiple, scalable, and high-performance engines that
automatically discover business rules, transformations, sensitive data,
and data inconsistencies
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C|/EH Exeros Discovery: Screens
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= Data Sets

Maps: CUSTOMER_MASTER _to_ROYALTY

o
o
" g

Hame: | CUSTOMER_MASTER_ts AOALTY

Cuemry
Juoin Condition:
Biineling Condition:
Where Clause:
= Tramslormations:
CUSTOMER_ID
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POLICY _TERM

RATE_CODE

RRC
ISSLE_MONTH
ISSUE_YEAR
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2ot B

MET_CUST 1D
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SEH
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LAST M
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n
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= | Summary & o

Column Analysis

Bindings

MET_HOUSEID
HOUSEHOLD 1D

Where Clause
o

CUTTOMER_ID

i Data Objects o Target Matches o8 Maps

= Transformations
L
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c EH GF1 Software:

e wa e GFIENAPOINtSecurity

GFIEndPointSecurity prevents data leakage/theft by controlling
access to portable storage devices with minimal administrative effort

It prevents introduction of malware and unauthorized software on
the network

It gives administrators greater control by allowing to block devices by
class, file extensions, physical port or device ID

It allows administrators to grant temporary device or port access for a
stipulated time-frame
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c EH GF1 Software:

- o GFIENAPoOINtSecurity (cont’d)

GFI EndPointSecurity allows administrators to actively
manage user access and log the activity of:

e Media players, including iPods, Creative Zen, and others

e USB drives, Compact Flash, memory cards, CDs, floppies, and other
portable storage devices

* PDAs, BlackBerry handhelds, mobile phones, smart phones, and
similar communication devices

e Network cards, laptops, and other network connections

: A |
¥ J
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c EH GFIEndPointSecurity:
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Screenshot 1

GEl EndPointSecurity,
File  Conofigure  Help
Status Configuration Tools Reporting General

B General 2 Agents 8 Deployment B8 Statistics

.!l General Status

The General Status displaps the primary monitoring requirerments associated with GFI EndPointSecurity, displays the service and database status and other

uzeful information.

Service Skatus S

S Prokection Stakus b3
40 = Allowed
P The GFI EndPointSecurity service is started. an — E.Ic::ked
zer name: JASOM_DOMAIM S administrator 0
i 10 '
. 0 |
Start time: 29/10/2007 141817 1\..1.! .
04:00 0800 1200 1 2000 0000 iew logs browser
Database Backend Status e Online Status e
. . . [ Online
p Database server iz running. 2 1 Offline
Server: (local)
D atabage: esecd
Configure database ° 14:55 5:00 15:05 5:10 15:15 ‘Wiew agents status
General Status * Agents Status S Device sage *
Accesses allowed: 81
Accesses blocked: 27
Agents installed: 3
Agents not updated: 1]
Scheduled deplopments: a

“Wiew statistics
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c EH GFIEndPointSecurity:
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GFEl EndPointSecurity

Eile  Configure  Help
Status Configuration Toals Reporting General

5l Protection Policies  [J7] Options

Configurations:

Alerting Options

in [ ] ] |:|t 10

22 Groups
]
v Ln_:: L:EE'E i =] Edit alerting options
D ggb 9 g end ' Here vou can configure the SMTP server that will be used to send email alerts or
|1l Database backen the SMS gateway that will be used to send alerts by SMS,

wr Custom Meszages
71 fudvanced Optionz
J Create and modify users settings
y  The alerts are not sent directly to a specific email or mobile number. They are
configured in the user properties,

-,".; Create and modify groups settings

“i ) Use notification groups to organize users, This way you can configure alerting
options on a user group level, rather than having to configure the sarme settings for
each and every user.
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c EH GFiIEndPointSecurit

Screenshot 3
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Request code L_.
Enker request code B

The usar has to use the "GF1 EndPointSecurky Temporary Access” bool which is
installed on the dient computer togenerate the request code

Request code:

ehiafta GCUfTp LL7k#1

BhulleC AR Fey

Grant temporary access...

Computes Name

TUWWIHAPTESTVMZ | Device categories and connection ports |

Select the device categories and conmeckion ports that will be granted bemporary access B

Salect dewvice categories and connaction ports

H | |55 Device cabegories

BN Y (3ranl lem porary access...
[y use i s
R 4 o Time restrictions ™
ek Specty the Hme restrictons for this temporary unlock B
PCMCIA o
Bluetooth
Serial fe Paralle
Irfrared
Sacure Dighal The code wil unlock the usage of devices for:
Internal 15 Mirtes: v
The urdack code can be activabed only in the fobawing interval
30f10/2007 SR Grant temporary access.
3aj10f2007 ¥ | 1128 pnlock code A
s the genersbed unlock code on the chent compuber in order to temporary unlock the B

* Node: The unlock key can't i use of the devices

above,
Unlock code:
RxhdzuA0RAQN 2AMHa# G5 dAIZAME yis =3

= This urlock code hias to be used with the regquest code: provided,

EC-Council

Unlocked computer:
Urikeck duration:
Code can be used after

s |ater than:

I < Buck J Finish l Cancel I

T WINPTESTYMZ
15 Minutes
30/10/2007 10:21:19

30/ L0y2007 11:21:19
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c EH GFI EndPointSecurity

o REPOrtPack: Screenshot
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c E H GuardianEdge Data Protection
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fﬂ < == GuardianEdge Data Protection Platform consists of
\ < GuardianEdge applications for hard disk encryption,
) removable storage encryption, and device control

Framework also provides a common infrastructure
CQL and common administration of services

Features:
Whole-disk encryption

Transparent to end-users

Enterprise-ready
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GuardianEdge Data Protection
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c EH ProCurve lIdentity Driven ProCurve

o mawe  Manager (IDM)

ProCurve Identity Driven Manager configures security and performance
settings based on user, device, location, time, and client system state

IDM provides network administrators with the ability to centrally define and

apply policy-based network access rights that allow network to automatically
adapt to the needs of users and devices as they connect

It allows network administrators to efficiently manage the users and devices
connecting to their network
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ProCurve ldentity Driven

Manager (IDM): Screenshot
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C EH Imperva: SecureSphere

Certified = Ethical Hacker

SecureSphere Database Security Gateway automates activity monitoring,
auditing, and protection for Oracle, MS-SQL Server, DB2, Sybase, and Informix
databases

It automatically creates database usage profiles and security policies that are
granular down to the query level, for every user and application accessing the
database

The following are the attacks that can be
prevented:

N

Unauthorized Access
Privilege Abuse

Data Theft

Data Destruction

DB platform/software attacks

) Copyright © by EC-Council
EC-Council All Rights Reserved. Reproduction is Strictly Prohibited




C EH SecureSphere Architecture

Certified = Ethical Hacker
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c EH Marshal EndPoint

Certified = Ethical Hacker

Marshal EndPoint Security solution helps to extend organization's data loss
prevention strategy, by managing and controlling connection of portable
media devices

Features:

Prevention: Prevents the transfer of files to or from unauthorized
portable devices

Protection: Automatically encrypts data copied to approved devices

Visibility: Provides complete visibility of device and file accesses on the
network

Flexibility: Provides granular control over who has access to what devices
and for how long
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c EH Novell ZENworks Endpoint

Certified | Ethical Hacker S e C u r i ty IVI an a-g e m e nt

ZENworks Endpoint Security Management allows administrators to protect
corporate data and assets both inside and outside the corporate security
perimeter

It enforces highly customizable storage device security policies that are
centrally managed, and automatically distributed to users or machines

With ZENworks Endpoint Security Management W
you can:

e Control usage of internal optical media and all types of removable storage
devices

» Permit or block access completely or limit the device to read-only access
» Enforce permissions based on the user's location

« Control the file system, so devices that pose no security threat (such as a
USB mouse) are not disabled

e Provide granular control of specific devices based on serial number

e Generate reports and alerts when allowable size thresholds have been
exceeded
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CEH

Novell ZENworks Endpoint

Certified = Ethical Hacker

EC-Council

Security Management (cont’'d)
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c EH Novell ZENworks Endpoint

o wwe DECUrIty Management (cont’d)

Senforce
Encryption

. Solution @\
Application N i

-

Cc:ntrr::l. - "# —_—
' ~ -~ T

Wireless
Security

/ -
One Console
USB ‘ One Suite
Security Complete Security oo - Personal

% | Firewall
. | >
Device & Nerts
Control —— Moriitaring
Reporting
Client Self Posture and
Defense Integrity
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c EH Prism EventTracker

Certified = Ethical Hacker

EventTracker is a solution that features real time collection of all the logs,
secure, tamper-proof and encrypted log storage, and real-time log analysis,
and reporting

EventTracker’s built-in knowledge base enables to gather business
Intelligence providing increased security, performance, availability, and
reliability of systems

Features:

Collection

Consolidation

Storage

Correlation

Analysis & Reporting

Config Control & Change Management
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C EH Prism EventTracker: Screenshot

Certified = Ethical Hacker

" EwentTracker

File Edit Wiew Options Reports Tools window  Help

= | Event Analysis ‘ EE &ddfRemove Clients @CDnFigure Clignts
0 5 = S| - All Computers-TOONS

S Edit Security Policy [=|Reports 1_:.]- evtCatalog | F

El--‘ Al Computers 1| Ewent Infnrmatinnl System Statistics  Event Manitaring |
25| Default Group $———————
=5 TOOMS Date | Computer | Source | Description

E|£| Al Categories M FT004 120835 P DOMALD  MBxSmb The redirector waz unable to initialize
£| Account Rename .:ﬂl, 2004 120825 PM DOMALD MR®Smb The redirector waz unable to initialize =
g All Audit Eventz[1585] .:ﬁ, FAAA2004 120835 PM  DOMALD WB®Smb The redirector waz unable to initialize
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- All Error Events(201] M 74742004 120836 PM | DONALD  MRxSmb The redirectar was unable to initialize 5
[+-{l) All FTP Service Events(1) My Fpmonianon e (eove s oo The redirectar was unable ta initialize
i‘ AllTMAP4 Intertace Events a7 Events Window mb The redirector waz unable to initialize
!l All Information Events(318) 7 b The redirectar was unable ta initialize
- All MSExchange Error Events(1} > Systems . T
il .:fj, 7 mb The redirector waz unable to intialize =
- All MSExchange Events(l ]A &7 mb The redirector was unable to initialize <
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El Al POP3 Interfacs Events .i\, 7 mb The redirector waz unable to initialize
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= 2 -0g: wam e redirector was unable to initialize ¢
B All TCPIP Events(39) S TITI2004 120836 PM DONALD  MPxSmb The redirect ble to initial
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o i i &J FAAA2004 120836 P DOMALD  Application P...  Application popup: etagent.exe - &ppli
| All Windows Security Events(1585])
EI Azzignment Account Privieges €3 772004 1220836 PM | DOMALD | Service Cant... | The EventTracker Agent service temi
-7 Audit Object Access(138 i‘l, FARAA004 120837 PM - DOMALD MRB=Smb The redirector was unable tonibalize <
| I
g Audit Policy Change(13) -ﬁ FAA2004 1208537 P DOMALD WR«Smb The redirectar wasz unable to initialize ==
EI Computer Added A FT/F/2004 120837 P DOMALD  Application P... | Application popup: etagent.exe - Appli
EI Computer Deleted .:ﬂl, 2004120827 PM DOMALD MR#Smb The redirector waz unable toinitialize ¢
B-{eg) Device Changes €3 7/7/2004 120837 PM DOMALD  Service Cont.. The EventTracker Agent service termi
&[5 DHCF Critical Events(11) & 7/7/200412.08:37 PM | DONALD  MRxSmb The redirector was unable to initialize s
El Dr\w/atson Bvents ; |- .:ﬂl, 2004120827 PM DOMALD MR#Smb The redirector waz unable to initialize =
1-{e) E;‘E_’PSP‘EF' Dacta_ _F‘E;:E“E’P Policy Change A\ 7/7/20041208:37 PM | DONALD  MRxSmib The redirector was unable ta initialize <
'"Ejl i SE“"C? ”tE'C‘a "EE”“ (l) A 7/7/2004 120837 PM  DONALD | MRsSmb The redirectar was unable ta initialize s
1
=l F I service Lior bvents A 7072004 1220837 PM DONALD  MRAxSmb The redirectar was unable to initializii;l

4| | 3

) Copyright © by EC-Council
EC-Council All Rights Reserved. Reproduction is Strictly Prohibited




c E H Proofpoint Messaging Security

Certified | Ethical Hacker G ateway

Proofpoint Messaging Security Gateway provides email security and
data loss prevention

Data loss prevention platform provides comprehensive protection
against both inbound threats and outbound content security risks

Features:

e Anti-spam, anti-virus, multi-protocol content security, policy-based
encryption, and reporting features

e Integrated email firewall protection
« Virus protection and zero-hour anti-virus defenses

* Prevent leaks of information across multiple protocols
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C/EH Proofpoint Platform Architecture

Certified = Ethical Hacker

EC-Council

Smart Search
Secure Messaging

Regulatory Compliance

Content Compliance

Virus Protection &
Zero-Hour Anti-Virus

Digital Asset Security

Spam Detection
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C/EH Summary Das

Certified = Ethical Hacker

Logged in as: admin [ ] Logout ;ﬁ Switch to Basic Mede @ Refresh Config -.'3 Add Shortcut [ Help
proofpomt ; Version 5:0.0.344
1 ~
Cluster Status
© Appiiance Quarantine Status Module Version
@ System Cuarantine # Running Spam Engine W4 5.0.0-0705060000
» Summary Command Processor (Email) ) Running Spam Definitions 4 main-0705220050
Settings Command Processor (Web) 4 Running Virus Engine ’d 1116175
SMTP Messages Quarantine Messages 35,304 (244 47 NB) virus Definitions ) 2007-05-22_07-07-35
Licenses and Updates
7 Report Summary
i Network Content Sentry
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C EH End-user Safe/Block List

Hacker

B Safe/Blocked Senders List Summary -

! File Edit View Insert Format Tools Actions Help
{ aReply | (SEReply to All | czhFormard | 4 3 [ LA | v [ 3 X |4 -+ - & | @ H
From: Sent:  Fri 2/27/2004 11:31 AM
To:
Ces
Subject: Safe/Blocked Senders List Summary
[ £y
proofpomt?j Safe/Blocked Senders List Summary
for John Smith
The email addresses shown below represent individuals and organizations on your Safe Senders and your Blocked Senders. Mail from
senders on your Safe Senders will not be filtered for spam. Mail from senders on your Blocked Senders will be classified as spam. You can
add/delete senders as needed and you can always request an updated Safe Senders and Blocked Senders. User Aliases are synonymous
with your email address
View SafelistBlocklist Help
Alias
@proofpoint.com
Safe Senders Add
Email Address
Delete @yahoo.com
Delete @proofpoint.com
Delete @proofpoint.com
Blocked Senders Add
Email Address
De go-live@yahoo.com
Delete believe-it@hotmail.com
Delete rangers@msg.com
For more information contact your System Administrator at mail-admin@proofpoint. com
W
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C F H Defiance Data Protection System

Certified = Ethical Hacker

Defiance Data Protection System (DPS) continuously safeguards sensitive information
throughout its lifecycle with patented encryption and key management

Incorporation of strong encryption algorithms like 3DES and AES ensures support of
widely accepted industry standards

Patented key management delivers centralized, secure key creation, distribution, and
storage

Features:

» Databases are protected by patented column-level encryption to ensure granular control over
security

* File level encryption protects both structured and unstructured data wherever it may reside
« Storage of encrypted data remains protected and is easily restored when needed

) Copyright © by EC-Council
EC-Council All Rights Reserved. Reproduction is Strictly Prohibited




'™

Deflance Data Protection
CEH

w = BE System: Screenshot

¥ Defiance DPS Security Manager

Eite  Help

Configuration || F‘ulll‘:g.r Mandljemenl || Forensics O
 Policy Management | Define Policies

v $ Defing Policies W | Customer Policy Stalus 4 | Deployed

o W] Employee Palicy Data Elements
& Realize Policies
W | Jan Policy Mame * | Description
;';) Daploy Policies BAN Bartk Account Number

Leurmi Policy

WYY Policy

Roles
Mame - [1;-5'r_|'|t|r-n
Bank Reader Read Bank Account number and Pa
| Fm-uj_r Read Credit Card Infarmation
CrwTier Sec urity Adrmindsirator

i 55N Readar Read Social Securty Mumber

Creale Cialete

Roles

Members

Realize Policy

Edit Policy
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C EH sentrigo: Hedgehog

Certified = Ethical Hacker

Hedgehog Enterprise is a database monitoring and intrusion prevention
solution

It provides full visibility into all database activity and allows enterprises to
enforce security policy, comply with regulatory requirements such as PCI DSS,
SOX, and HIPAA

—{ Features:

 Virtual Patching
* Prevents unauthorized sessions
» Scalable and able to centrally configure and monitor hundreds of databases

 Ability to send alerts via e-mail, and integrate with 3rd party network and
security management systems via Syslog or SNMP

» Flexible, sophisticated reporting to facilitate regulatory compliance and
forensics for PCI DSS, Sarbanes Oxley, HIPAA, and privacy notification
laws such as CA SB 1386

ey
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C EH Sentrigo Hedgehog: Screenshot

Certified = Ethical Hacker

Urniresalved Aleris T Alerts per dalabazes {last 10 min)

Senzor Stalus T Aleris Surmmary (lasd 10 man)

Databass sintus

Instalked :3-:.|-".'..' Updales Avalable ;:,e-_,:.-!»_.- Updsles
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C EH symantec Database Security

Certified = Ethical Hacker

Symantec Database Security (SDS) provides real-time detection of
anomalous SQL activity, auditing, and Intruder Identification to help
manage and control database security risks

SDS prevents fraud and leakage of sensitive data due to faulty practices and
oversights, while addressing growing auditing, compliance, and regulatory
requirements for secure data access

—[ Features: }

» Analyzes all data accessed from database and performs data leakage
detection for unauthorized access to sensitive data

e Generates an audit trail of SQL activity on the database without any
database overhead

» Analyzes all network SQL activity being sent to the database in order to
detect anomalous SQL from authorized and unauthorized users alike

 ldentifies end-user credentials and IP addresses that initiated a specific
database transaction
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C EH Varonis: DataPrivilege

Certified = Ethical Hacker

Varonis DataPrivilege makes transition possible without infrastructure
changes or business disruption

DataPrivilege brings together data owners and users in a forum for
communicating, authorizing, and activating entitlements

Varonis DataPrivilege allows to implement a cohesive data entitlement
environment thereby raising accountability and reducing risk

Features:

Automated business rule to authorization policy conversion
Multi-level permission management (i.e. authorizers, reviewers)
Data permission authorization history & audit trail
Synchronization with file systems and user repository
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c EH Varonis DataPrivilege:

Certified | Ethical Hacker S C re e n S h Ot

Dinta Usor
« RejuEsts &

* Ripooive

EC-Council

Data Cnwnad

Diata Authodinar
+ Hi " ok e 1
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C 1, Verdasys: Digital Guardian

Certified = Ethical Hacker

Verdasys' Digital Guardian is a data security solution for protecting and
tracking the flow of critical data

Digital Guardian logs user data transactions and applies pre-defined
rules to ensure that end-users are using applications and data properly

It also assures that data is being used in accordance with established
company best practices and government regulations (such as HIPAA
and GLBA) for handling confidential and private information
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c EH Verdasys Digital Guardian:

Screenshot

Certified = Ethical Hacker

COMPREHENSIVE MONITORING & CONTROL
e I a8 ™
/ -. Risk Tramnd N
MANAGEMENT CONSOLE | - T '
M@ Log —_— == - Alert Summary
Aart Palicy Definition »u!lﬁ
Configuration
! Wt Alart Management JhJ
:-_-"1 Premipt .
(7} Block
v ' Activity Dummary
User e Digital E : Forensic Raports
Activity ,1__\—/} Guardian - ag
Joumal 3 Servar .
e
————
Policias Ch —_—
Controls 1|.I:.-'|gn=- :
Alarts |
;
- A
ra
5 I."' POINT OF USE DATA SECURITY AGENT
S i
- + Host-based architectura
Digita e + Servaer & desktop agents
Guardlismn § .
Agents % + Autenamous, no lead aperatian
" + Cantrally managed
CLIENT DEVICES J V. + Disconnected /
___.-'.. K-\.__ .___.-"'
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C EH volumeshield AntiCopy

Certified = Ethical Hacker

VolumeShield AntiCopy controls and audits the use of portable
storage devices across a corporate network

AntiCopy protects against data theft and malware injection by
enabling organizations to enforce a granular policy governing the use
of devices such as USB drives, CD/DVD burners, iPods, and PDAs

Read-only access can be permitted for Removable storage devices,
floppy drives, and CD/DVD writers
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C EH VolumeShield AntiCopy:
coms| me e OCIEENSHOL 1

V' VolumeShield AntiCopy Enterprise Edition E]@
File Wiew Help
Computers W volumeShield AntiCopy
= # Computers Endpoint Security for Windows
=~ Computer Gioups AntiCopy provides a solution for secunng againzt, managng and audiing the use of portable storage devices on desktops, laptops and
& HOUSTOM zervers within a corporate network. AntiCopy provides comprehenzive protection against data theft and malware injection by enabling you to
4 DALLAS enforce a granular policy goveming wzage of portable storage devices in your emronment,
oy AUSTIM
System Status
Events from last 7 day(s) Fecent Activity (last 100 events) Yiew all events
*  Device Activity Eventld = Computer Mame Categony Jzer Mame  Ewent Type ~
& Blocked . 55 @ 12230 EMRL Device Ac.. REDHOU..  Audit Failure
@ Blocked connections & 1223 EMRAL Device Ac.. REDHOU..  Audit Faiure
&7 Allawed connections ] @ 12289 EMRL Device Ac.. REDHOU..  Audit Failure
@ 12230 CEVSACSTRY Device Ac.. REDHOU..  Audil Failue
‘1LI File Activity @ 12289 CEVSACSTRY Device Ac... REDHOU.. Audit Failure
_ _ @ 12289 CEVSACSTR 7 Device Ac... REDHOU..  Audit Faiure
File activiy events 18 12289 QEVSACSTR? Device Ac.. REDHOU.. Audit Failure
@ 12289 CEVSACSTR 7 Device Ac... REDHOU..  Audit Faiure
'Y Protection Status a1 LHLIS Data Tran.. REDHOU.. Audit Success
Protected computers 5 & 4o LHLIS Data Tran... REDHOU.. Audit Success
_ _ gf 410 LHLIS [rata Tran... REDHOU.. Audit Success
Total AniCopy licenses A lg a0 LHLIS Data Tran.. REDHOU.. Audit Success
@ Computers offfne > 7 daps ] gf 4109 LHLIS [rata Tran... REDHOU.. Audit Success
- |} Computers s 419 IHIIS MNata Tran RFDHOIN Aot Surress 0
ey LY £ b3
M- Puolizies Common Tasks
M_{} Beports . Set Policy ...*-ﬁ: .. Protect Computers — % Yiew Protection Status
@ Specify device access privileges r II" I |Learm how to deplop AntiCopy L J Wiewdgent status and audit
;, Configuration ".x_ Agents to computers data for protected computers
Tl =
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Hacker

~ VolumeShield AntiCopy:
Screenshot 2

EC-Council

=|) Rules

Device Type Access

lJze the drop-down boxes below to confioure device access sellings for the users and aroups
assigned to this Fule. If access to removable storage devices is pemmitted [Read®/iite ar FRead
Ornly), vou can also specify a marimum allowed storage capacity of the device, Devices above this
capacity size will not be allowed to connect,

Set Al To,

M awimum &llowed Size

Removable Storage Head / Wiite <undirnited: v A
Floppy Dnive Fead /'Wite

CD/OVD drive Read / Wiite

Blackbemy Read / Wiite / Sync

Palm 05 Read / Wiite / Sync

Apple Phone Read / Wiite

Windows Mobile Fead /'Wite / Sync

Windows Partable Devices Read / Wiite

Wwindows Cameras and Scanners Fead / Wite

|nfrared Bead /Wiite b

< Back l [ Mewt » ] | Cancel
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C EH VolumeShield AntiCopy:
coma| e e OCIEENSNOL 3

\J/ VolumeShield AntiCopy Enterprise Edition
Fie Wiew Help
Reports
1 of 3 b K|S0 A | oo -
=} General . T . . . P
=172 File hctivity File Activity by File Properties for REDHOUSE\Lhlis
¥/ By Event Count
/ By Dats Quanthy Report Time: T1H92007 111517 AN
L By File Properties Dates: From 7/1/2007 To 11/14/2007
o Device Bctivity
307 HIEPA Actions: Add, Delete, Change
#-id GLBA File Mame:
¥ POl
Ha S0K
Computer Action  File Time Size Device
LHLIS Add D:vinstall AntiCopy via a 7202007 166.50 KB LSBSTORMDISKAWEN_KINGSTONA
GPO. doc 26547 PM PROD_DATATRAVELER_2.0&REY_
1.000000000343 80
LHLIS Change D:\install ArtiCopy viaa 7202007 166.50 KB LSBSTORMDISKAWEN_KINGSTONA
GPD. doc 2EEAT PM FROD_DATATRAWELER 2 0&REY
1.000000000349 80
LHLIS Add DAntiCopy Cuick_Stat  7M272007 B10.65 KB LUSBSTORMDISKANYEN_KINGSTONA
_Guide. pdf 2A607 PW FROD_DATATRAWELER 2 DAREY
1.000000000349 80
LHLIS Change DMARtiCopy_Quick_Stat 71202007 B10.65 KB LSBSTORMDISKAWEN_KINGSTONA
‘LJ;" Computes _Guide. pdf 2A607 PW FROD_DATATRAWELER 2 DAREY
T 1.000000000349 &0
\J M LHLIS Add  Dihinstall ArtiCopyvisa  7H22007  1E650KE  USBSTORDISKAWVEN_KNGSTONE.
'Y Repots GPO doc 25547 PM FROD_DATATRAWELER_2 DAREY
bt 1.000000000349 80 3
\_-:f;' Configuration s 5
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c E H Websense Content Protection

Certified | Ethical Hacker S u ite

Websense Content Protection Suite is a comprehensive solution to
address the growing need for robust information leak prevention

It provides superior protection to secure content and manage "Who,
What, Where, and How"

Features:

* Prevents internal and external data loss
* Network and Data Recovery

e Content and Context Awareness

e Data Monitoring
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c E H Websense Content Protection
. e Sulte: Screenshot
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c E H Elcomsoft Distributed Password

Certified | Ethical Hacker R e Cove ry

Elcomsoft Distributed Password Recovery is a password recovery tool

It is used to crack complex passwords, recover strong encryption keys, and
unlock documents in a production environment

It is a high-end solution for forensic and government agencies, data recovery,
and password recovery services

Features:

e Distributed password recovery over LAN, Internet, or both
Console management for flexible control from any networked PC
Plug-in architecture allows additional file formats

Schedule support for flexible load balancing

Encrypts all network communications between password recovery clients
and the server
Installs and removes password recovery clients remotely
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c E H Elcomsoft Distributed Password

o RECOVErY: Screenshot

=+ Elcomsoft Distributed Password Recovery

Recovery  Edit Wiew  Agent  Server  Help

57 Mew Task %v \Ef-' Disable
L ip-address host name benchmark. administration {ver.) time to live  skakus -
@ 192,168.10,225 a-shplatoy 7.315 % remately (v, 1,7,108) 1 min,  working
Recavery @ 192,165.10.239 akataloy 12,886 % locally v, 1.7.108) 1min.  working
<. @ 192.168.10,237 athlonz 9,465 % remotely (v, 1.7.103) 2min,  warking
| @ 192.165.10.234 belenko 3,942 % remotely (v, 1.7.107) Zmin.  working
Agents @ 192.165.10.226 dmit 0,465 ¥ remotely (v, 1.7.108) 1 min.  working
Li—:l!i @ 192,168.10,233 DrrikryH 10,384 % lacaly v, 1.7.108) 1 mim.  working
L @ 85.192.10,232 emule 8.252 % remotely (v, 1.7.103) 1 min.  working
Connection @ 192,168.10.224 golubeva 4,073 % remotely (v, 1.7.108) 1 min,  working
=73 @ 192.168.10.240 lexa 9,759 % remaotely (v, 1.7.108) 1 min.  working
e~ ; Y e o remotely (v, 1.7.104) 1 min.  working b

Alert
ok total : 12, working: 12, free: 0, offhours: 0, notresponded: 0, disabled: 0

gzl Statistics | Limitations
Cache And Log

items processed pracessar kime usage
today : 4 056 091 795 0d. 13:56:26 (95,863 %)
this week : 25057 165171 3d. 09:53:58 (95,217 %)
this rmonth : 63 555 659 491 gd. 212755 (92,770 %)
this vear : 305 430 732 161 43 d. 05:54:54 (15,304 %)
total : 305 430 732 161 43 d. 05:54:54 (90,505 %)

Reset Stakiskics
5 Sam - 8.752 % (~489d, 08 h. 39 min.} oxygena @ online
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c EH Tool: Internet Password

Certified | Ethical Hacker R e C Ove ry T O O I b OX

Internet Password Recovery Toolbox is a password recovery tool

It maintains browsing and deleting passwords for protected sites and
user passwords for HTML forms

It recovers the following passwords:

 Internet Explorer

e Outlook Express

e Outlook

e Network and dial-up passwords
e ISDN lines

 Virtual Private Networks
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C EH !nternet Password Recovery
e ma e 100]DOX: SCreenshot

‘4% Internet Password Recovery Toolbox

File Help
#4 Internet Explorer Passwords

Site Pagswords | User Pazswords | AutoComplete | Advizor Password

Fage address Fage title Logir Fazsword

C}; A TiRler. com Adrminiztrative area Adrniniztrataor <evaluation copy:
Q:. A TiRler. com Software tezter <evaluation copy:
':5 WIAIAL T2 N0, COMm RegMow Referrer &dmi...  privater <evaluation copys
Q} AL T2 N0, COMm RegMow Vendor &dmi...  wendar £evaluation copy:
Q‘; . spylog. com SpyLO0 Felix <evaluation copy
Q:, rn. pylog. com SpyLO0 K.right £evaluation copi

members. agp-sharewar...  A5P Members' Section mermber £evaluation copys
C}; ftp: A fftp. softclub. et privater <evaluation copy:
Q:. ftp:/ fftp. passwords. com Ordogs <evaluation copy:
':5 ftp: //ftp. passwords. com privater <evaluation copys

| 1 Copy toclipboard | = | [#] Open location | |X Delete | |H Save az...

Ready
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c EH Summary

Certified = Ethical Hacker

Data loss refers to the unexpected loss of data or information

Backup and recovery schemes must be developed to restore lost data

Using CDs or even an external USB hard drive for data storage can potentially save from
hiring a data recovery service to perform hard drive data recovery on hard drive or RAID

server

The Code Green Networks line of Content Inspection Appliances is a solution for
protecting customer data and safeguarding intellectual property

Symantec Database Security (SDS) provides real-time detection of anomalous SQL
activity, auditing, and Intruder Identification to help manage and control database
security risks
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@ 1999 Randy Glasbergen.
www.glasbergen.com

“The toaster pastry fits right into the floppy drive!
This allows you to transfer data from your computer
to your mouth. The information is stored in your
fat cells, thus transforming your pot belly
into a high-capacity hard drive!”
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“Yesterday I changed everyone's password to ‘password’.
I sent it to everyone in a memo, put it on a big sign on the wall
and printed it on all of the coffee cups. Guess how many people
called me this morning because they forgot the password.”
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