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The Electric New Paper:

CYBERGAME THEFT IM THE MEWS
Former cyher thieftells how she cleaned out one account

She tells gamer: If you love me, give me your password

SHE led a guy on, then stole from him, leaving him virtually penniless.

02 December 2007

SHE led a guy an, then stole from hirm, leaving him vidually penniless.
Cleaned out of his vifual wealth, that is.

Cyhergarme thieves were in the news recently, when one was fined §3,000.
Jenny (not her real name) claims she did it only once, a couple ofyears aga.

She duped an American boy she metin an online game and managed to get him to reveal his password to
hear.

She said she tald him: Ifyou love me, give me your password to prove it

Cnce she had the password 1o his account, she went in and plunderad eventhing that he had painstakingly
acguired after countless hours of playving the massively multiplayver online game (MMOG),

She transferred all the hoy's virtual money, armour and weapons to her ovwen MMOG account.

Jenny, barely 16, tald The Mew Paper: | rermmermber he had a few million invirtual money and | stripped him

clean of his armour and gear. .
J Source: http://newpaper.asial.com.sg/

I think they were probahh waorth a fesw hundred dollars in our currency.’
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C EH Module Objective
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W

This module will familiarize you with: J

e Online Games

e Basics of Game Hacking

e Online Gaming Exploits

e Types of Exploits

e Online Gaming Risks

e Threats in Online Gaming

e Online Gaming Theft

» Social Engineering and Phishing
 Email-Worm.Win32.Lewor.a
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C E H Module Flow

Certified = Ethical Hacker

Online Games — Types of Exploits s Online Gaming Theft

Social Engineering and
Basics of Game Hacking Online Gaming Risks Phishing

Threats in Online Email-Worm.Win32.
Gaming — Lewor.a

Online Gaming Exploits —
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c EH Online Games: Introduction
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Online games are played over a computer network
(the Internet)

Online games come in different forms, including
simple text based games and games with high
graphics

Online games associate themselves with online
communities and form a social network
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CEH Basics of Game Hacking

Certified = Ethical Hacker

Cheating Massively Distributed Systems, discover
the various attacks and hacking techniques to
target the vulnerabilities found in online games

C N

Game hacking includes the
following techniques:

(& J

e Building a bot

e Using the user interface
e Operating a proxy
 Manipulating memory
e Drawing on a debugger
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C EH Online Gaming Exploits
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Online Gaming Exploit is a software bug, hack or bot that
IS given to the user's in a manner not intended by the
developers

The consideration for this type of exploit varies between
games and developers

The EULA (End-User License Agreement) typically affirm
what type of gameplay is not acceptable

Developers may consider First-person shooter (FPS) to be
an exploit, while others may not
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C EH Types of Exploits
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)
Wall hack:
y

e It is the process of changing of wall properties
in first-person shooters
 Wallhack gives hidden information about the

players, thus by allowing players to see objects
that are present behind the wall

Aimbot: 7
)

e Aimbot is software used in online “multiplayer
first-person shooter games”

* It provides guidance to the player to reach the
target and gives advantage over unaided
players
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CEH Types of Exploits (cont’d)
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Cham hacks:

e Cham hacks are a common method of cheating in
online first-person shooters

* It restores player models with brightly colored
skins such as neon red/yellow and blue/green
colors

Bunny hopping or Strafe-jumping:

e Bunny hopping or Strafe-jumping use both mouse
and keyboard input

* The correct method and the combination depend
on the game

» Most of the games follow some types of user actions

e Some FPS(First Person Shooter) Games have maps
made just for this trick
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C EH Online Gaming Risks
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Online gaming risks comprise the following:

e Malicious software

e Risks from viruses, Trojan horses, computer worms, and spyware
e Insecure or Compromised Gamer Servers

e Insecure Game Coding

e Risks from computer intruders

e Risks from online and real-world predators

» Risks are associated with strangers who may trick you to get personal or
financial information

Tome
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C EH online Gaming Risks (cont'd)
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The intruders may want to do any of these:

e Capture your personal information
e Steal your identity
 Steal your credit card information

 Inappropriately contact children by pretending to be another child, setting up
meetings, or tricking them into revealing personal information

e Cyber prostitution
 Virtual mugging
 Virtual sweatshop
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CEH Threats in Online Gaming
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Gain illegal access to play the game by guessing
password or acquiring it by robbery

Cheat at game play

» Collude with others to attain higher levels of play

e Use cheat program

e Buy virtual properties/skill

 Steal virtual properties/skill

« Attack on gaming software that controls play levels

Disrupt game play

e Man-in-the-middle attack on communications
e DNS (denial of service) attack

 Inside job arranges disruptions

* Release virus/worms
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c E H Threats In Online Gaming

(cont’d)

Cheat while paying for game play

e Obtain copies of legitimate time card serial numbers
Obtain card by robbery

Dictionary attack on time card serial number

Guess time card serial number

Use Trojans to transmit a player’s time card number
Attack on connection time tracker software

Inside worker at game provider arranges for free time

Steal proprietary parts of the software

 Inside worker arranges theft

« Attack on server containing desired software

» Use Trojans to transmit desired code or design documents
» Kidnap members of design team
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C EH Online Gaming Theft
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Player authorization system in most online games is based on a
password system

Online games use player authorization system to verify player
authenticity

Malicious users steal usernames and passwords to steal items, put up for
auction, and sell them to get virtual money

A cyber criminal may also demand a ransom for stolen items

Malicious users demand money for stolen items from the users

Malicious users target most of the online game players
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c E T Online Gaming Theft:

Screenshot

70 Rogue and pally epix!

Seller of this item? Sign in for your status

Starting bid: US $800.00 @SETTN=NES Characters for sale on Ebay
Make No Payments Until 2008 Apply
End time: Aug-27-07 15:40:06 PDT (6 days 8 hours)
Shipping costs: Check item description and payment instructions or contact
seller for details <
Ships to: United States
[tem location: Florence, AL, United States
4 B (1B 1of2 History: 0 bids
View e o _ : A message on a gaming forum (and
iew |arger picture You can also: X
Get alerts via Text message, IM some appropriate Google Ads)
or Cell phone

Email fo a friend

Listing and payment details: Show

W January 13th, 2004, 11:56 AM

Ginte ll_. My account is stolen:(

Junior Scrib
Hniorscribe Hya all I play on choas server {ea)

Join Date: Jan 2004 On 2004.01.03 i lost my 2 account's and can't get them back:/ One is x1 vl 57 fire mage Ginte and other =1
Posts: 5 vl 76 char ¥3bas

Mol can help me:{ Cheater logins my characters and plays with them:/ Do U have any suggestions?: flaming:

Trojan Scanner Trojan
Top 10 Wweb Sites About Trojan Scanner  Better history results % research on
webImmix org Ask.com, Use Ask.com now!
Ads by Google
=
(s ] W4 Quote
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Methods Used to Steal
Passwords
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c E H How Passwords for Online

Games are Stolen

Cyber criminals steal only the user name and passwords of
victim users, and not the address of server where the user is
actually playing the game

Malicious users log on to the machine where the victim is
actually playing
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C EH social Engineering and Phishing
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Social engineering: W

)

« A person using social engineering try to gain the confidence of someone
who is authorized to access the network in order to reveal information
that compromises the network's security

-

Phishing:

J

e Cyber criminal sends phishing emails, from the server administrators,
which invite player to authenticate his/ her account via a website linked in
the message

e Cyber criminals enter a game or a forum on a game server and offer a
bonus, or help in the game, in exchange for other players’ passwords

e Malicious user achieves his/her goal (getting hold of passwords) and
leaves his/ her victims with nothing

EC-Council
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C EH AnExample of a Phishing Email
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IAPABCTEVATE,

Bl MOy YN LaHHOE MMCEMO T3k, K3k ABNAETECE 23PErMCTRMPOESHHEIM NONEZ0EATENEM HALWErD Cepeepa (wiww . Lineage2.su)
B CEAZM C TEM, YTO KOMMUYECTED S3PErMCTRMPOBSHHE NONEZ0BSTENER HALWEND CEPEERS 33 NOCNELHMIA MECAL

P20 BOZP0CN0, Ml BEIHY ¥ 4EHE! MPOMIBECTI YACTEY HALWER D336l AaHHER. (HE MCNONEYHILWMKCA SKIKEYHTOE )

ANA NOATESQHASHMA TOMD, Y4TO Ebl BLLE WIPESETE HA HALWEM CEPESPE Bar HEO0X0MMMO NPOATIA Sy TEHTHMEMKILII

Ha 3TolA CTRIHWUE.
* ok ok ok ok ok

ECn BBl HE NPOLWNM EI':.I'TEHTI«'1¢IL'1I{EILI,MH:I E TEYEHMM 48 Yacoe C MOMEHTS NONYYeHKA 3TOrD MMCEMS - BAW SKKAYHT E':.I',EI,ET
Fﬂaﬂéklﬁe3 EQZMOMHOCTHM BOCCTIHOENEHIMA,

C YEZHEHMEM SAMUHWCTPALMA Lineagez,su

Hello,

You have been sent this email because you are a registered user on our
server (www.Lineage2.su). Because the number of registered users of

our server has increased sharply over the last month, we have to purge
Iinactive accounts from our database. Please confirm that you still play on our
server by undergoing authentification here:

If you do not authenticate your account within 48 hours of receiving this
message your account will be deleted, and it will not be possible to restore it.
Yours,

The Lineage2.su administrators
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CEH News: Phishing Attack on
Gamers' Accounts

NCSOFT

LAY NC

 HOME
PLAYNC NEWS : P
e NERERTIE PlayNC E-mail Phishing Scam Alert WEDHESDAY 07 FEBRUARY, 2007
“ED_Q!WIIJEEJS Please read this important information about unsolicited and fraudulent
GAMES e-mails regarding PlayMC master accounts,

Lk It has come to our attention that some of our players have received
ACCOUNT unsolicited and fraudulent e-mails reqarding their PlayNC master "
ABOUT accounts, These e-mails contain a link to what appears to be the PRELRELEASE BONUS:PACK

jogs PlayNC master account sign-in page, but it is actually a spoofed Now AVAILA‘BLE'
R i R ./

wehbsite, If you receive one of these e-mails, DO NOT click the link in
I'!ELP the e-mail or provide your account information.

For mare infarmation on what to do if you think you might be at risk, i
and how to make sure you don't get caught out in the future, please H__.._l‘

EROES

see this support page.

Previous: Tabula Rasa Mext: Lineage II
Closed Bets... now Malentine's event "‘.LA]“S
recruiting!

& ®

ISSUE 10: INVASION
OUT NOW

BUY SAFE
BUY SECURE .ﬁ-

© 2007 NCsoft Europ
LB

ABOUT | LEGAL | PRESS RELEASES | CORPORATE
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c EH Exploiting Game Server

Vulnerabilities

Game Servers comes with system services, programs and databases designed to
support on line games

Game server software might contain programming errors, bugs, and
vulnerabilities

Attackers use these vulnerabilities to exploit the Game Server and gain access
to the databases

After gaining access they execute arbitrary code and retrieve the encrypted
passwords

Another way to get passwords is by clicking on forgotten passwords

Cyber criminals send mails with malicious content to the target user, then
change the victim's password, and enter the game using new password
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c EH Vulnerability in-Game Chat In
Lineage 2

| S

Party Clan | §alliance
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C EH Using Malware
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’

Malicious users create malware and send it using
any means possible: J

» Publishing links to malicious programs which claim to be game patches
« Sending in-game spam containing links to a malicious program presented
» Sending spam via email with a malicious program attached, or alink to a

» Spreading malicious programs via file sharing networks
» Exploiting browser vulnerabilities in order to download malicious

on player message boards
as a “new patch”

malicious program

programs when a user visits a game-related website

EC-Council
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CEH Using Malware (cont'd)
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BCem EHHMaHKE 17.07 .06

B MM HEROTOREIE MHMYHOCTH YEMAEHHD PEKNSMMEYIOT HERMA NATY, KOTopeld Akofiel NosEonaeT aGCONOTHO BE30NACHD TOYMTE
Ak ATOT NS 2TC HLY 0 ECEH 0 UL = 2 | W NP0,
J Y EHKTE NS0 No O3AHO.

ATHEM - B HWX MOryT BbITE abconoTHD nofele BHEYCEl M

TROAHLEL.
.'-"-.,!l,r-.-1l-1HL-1II!T|:IIEJLI,I-1 A He HECET HMEaKON OT BEETCTEEHHOCTH 34 MNOTERHD ES WX I'IEFZIII!IIIHEJZi’riZEL:I E TaKMx CnyYaax.
11 I::I'II:I.I'II:-:E:':.-'I:-:ITE TONEKD TE NaTHM, KOTOREIE NEXAT Y HAC HA I::EII:'ITE.

zaikotsu

Translated, the message above reads as follows:

Attention all,

Certain people in this game have been forcefully recommending a certain path, which
allegedly makes it possible to enchant items completely safely. This patch is actually a Trojan
which steals your user name and password. We ask you not to launch this patch, and if you've
already downloaded it and launched it, it's still not too late to change your password. And
here's a general earnest request - don't download any dodgy patches because they could
contain all types of viruses and Trojans imaginable. In such cases the administrators won't
take any responsibility for the loss of your characters. Only use the patches which are on our
site.
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Malicious Programs and

e

"

Malware
\
The following are Malicious Programs and
Malware designed to attack online game players:
4

e Trojan-PSW.Win32

* Trojan.Win32.Qhost

e Trojan-Spy.Win32.Delf
e Trojan-PSW.Win32

Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited




Certified = Ethical Hacker

= ’ _ Account:
In Game Custumer Suppurt AT, A i . Password:

Farum MNav : I In-Game Cuztamer Suppart

— Login

=T
" —— i

i =5 { Quick Search | [Advanced Search | : ; ==
5 :"" New Topic J [ Search ————————— - Forum Indd

&£ Topic Account hacked - psw.wow trojan |

[:Quotei | [iReply:

0. Account hacked - psw.wow trojan |

| got infected with this virus 3 days ago (since that's when my account got "stolen™. | tried to mail

hlizzard several times but the wehform thing seems broken, also asked a friend to ticket a GM ingame
hut all he gotwas one ofthose mails saving something about"this is beeing looked into, dant report the
issue again yada yada".

Mowy i'tm facing some other problems:

- Don't have my secret question answer dwouldn't have been here if | did)

- Don't have my CD-Key (cant find the box ampwhere)

- Mo friggin telephone (g0 | can't phone the support)

Sn what nn gnds green rarth am | soppnsed toodn anw? Bwnnld be great it snmenne at blizzard wonli
like to take this an and keep in touch with me via mail teea. fat chance). Amaay, Il have to prove that it's
|a|:tualh,r _my_ account in some sway, which | can ifyou just contact me.

Yirus has been taken care of and it's gone, and i'm posting from my brothers account atm.

Blue text plz.

Message from a gamer about a password stolen by a malicious program
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c EH Email-Worm.Win32.Lewor.a
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The first worm to steal passwords for online games

This worm sends itself to addresses harvested from Outlook Express address
books on infected computers

If the worm finds user name, password, and server address on an infected
computer, it saves that data to an FTP server belonging to a malicious user

The malware would be designed to copy itself to removable disks with an
additional file called “autorun.inf”

One example of this class of malicious programs is classified by Kaspersky Lab
as Worm.Win32.Viking

Currently, the most recent achievement by those writing viruses for online
games is the polymorphic Virus.Win32.Alman.a and its successor,
Virus.Win32.Hala.a
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Part of a file infected by
Virus.Win32.Alman.a
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B+ al'+ NTST ¢ wINTS Mig+ ﬂuqJ\$TJ\$TrfthhP kde PHD$Pﬁ1$FH1$P+pSUHﬂE°ﬁemPﬂEH"EH NHMEARF ? I
#€0 » xzE0O e xDO @ m{ B= h= F= 2= == B= E{ K K oA TA BB B &B
88 THB hB tB KB T A ™ @ an KA tA FA PA BEA _A af ~> hx wr> N> T3>
u) 1> L) ”) .) n) T7 (? 67 H7 H7 n7 B7 07 b7 m7 ? k. ? ? E tE &E EE JE AE tE BR K@

wuuulcfg exe wuuul exe ztcunflg exe patchupdate exe truJanklller exe xyZplayer exe flyff exe

gl exe au_unins_web.exe cabhal.exe cabalmain?x.exe cabalmain.exe meteor.exe patcher.exe mjonline.exe

nfig.exe =zuonline.exe userpic.exe main.exe dk2 _exe autoupdate.exe dbfsupdate_exe asktao.exe sealspeed.exe

lgy2 .exe game . e xe vh—szervice.exe nbt—dragonraja2lllt.exe dragonraja.exe mhclient—connect.exe hs.exe mnts.exe

gc.exe zfs._.eXe nNEuZ.exe maplestory.exe nsstarter.exe NNCOSFU.EXE CA.EBXE NMEervice.exe kartrider.exe auditino

HCPI#PNPDODO#i#Hmd_DLE DLS _ DLSXEYER Euftware\Guugle Euftware\lntel ]
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ﬂZ$ wn PCNZow] N*Nvtw [EHpFE HIro«4@ wl CreateFileA WriteFile CloseHandle lstrcatf LoadLibrarvA GetSystemDirectoryf
e QU Yo-@ ﬁ!rh‘HELEDTbe UME—21 w [Bus+E HA jdR YwkE wé Sad9dx.d1l HE
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F Yo«@ E B
M

A Pk Ysimahlililis £ Uersion CheckBEFlags wd BE HIE FxO8R<08R<088-<08%
e Fd.d D1l1GetUer=zion SHDOCUW.DLL 0.0 Faction= pust&HD—/s&HN—/s&OT =xd&IUV=xs&MM=xd htmlfileszshell~open
~command InternetCluseHandle InternetReadFile InternetOpenlUr1A InternetOpenA WIMIMET SeDebugPrivilege L_C
ORES_MUTER___  xsxs -EXE wana™, .- HaE LOCAL SETTIHGE~TEMP~ SSWINDOWSS =S HWIMNT ~gQ we ki
o I S 1% FH& PxcEs U) kY FDirects Software~Microszof t Windows~CurrentlUersion~ShellServiceOh
JjectDelayLoad ThreadingModel CLSIDNdsSInprocServerd2 {DA1?10DE-AABG—4EDOD-874B—-2224E383BAD?9?> Apartment
e kerneld2 CreateRemoteThread “d3dB8xof.dll Sd9dx.dll sfc.dll SfclsFileProtected LU;
T= o s > 41 A: =B DO mi B= h= F= 2= 2=
of TA OB B &B 8B TB hB tB KB ? mA T A an KA tA fA PA BA _.A A fﬂ
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={ *{ T3 ;BB endMessageA 0 DefUWindowProcA wBPosztQuitMessage 6 DispatchMessagefl kBTranslateMeszage :EGetMess
agefl TBShowWindow wEMovelindow ° CreateWindowExA IBRegisterClassExA USER32.d11 RERegqCloseKey vERegQuerylalueExA
RegOpenKeuyExA -ERegSetUalueExA =FRegqCreateKeyExAl - AdjustTokenPrivileges MELookupPrivilegelUalueA k&E0penProceszToken
BtetSecuritylescriptorDacl 2EInitializeSecuritylescriptor PERegSetlUalued ADUAPIZZ . d11 ime GBdifftime E@sprintf
A@ztrncpy UBmemcmp 2 _except_handler3 UYBmemcpy UWUBmemset d8strlen HBstrstr H2 strlwr 38strcmp MSUCRT.d11 Bf ree

#d_initterm CBmalloc 9 _adjust _fdiv ®WUWriteFile | DeleteFileA . CloseHandle M CreateFilefA ;BGetCurrentProcessld nwls
trcatAl  Uwlstrlenfl 0GetTempPathA  1iBReadFile ° CreateProcessA n@GetStartupInfof cBGetUolumeInformationf ™2GetUersio
nExfi A FreeLibrary WEGetProcAddress HBLoadLibraryAl -®GlobalMemoryStatus 2EGetComputerNamefl $BHeapFree |¥lstrcmpif
#*8lHeapAlloc WEGetProcessHeap n ExitProcess H8ResumeThread 2wSetThreadContext DwWriteProcessMemor twlirtualAllocEx

=BAGetThreadContext I¥SuspendThread :@GetCurrentProcess O¥TerminateProcess uBEGetModuleFileMamef etlerzion GwSlee
p I'vilaitForSingleObject mBReadProcessMemory =z@0penProcess i CreateThread iEGetLastError Z CreateMutexfl wEGlobalfAlloc

[@GetFileSize cv¥UnmapViewOfFile iwSetFileTime fWSetFilePointer “BMapliew0fFile M CreateFileMappingf 18GetFileTime %W
SetFileAttributesA UEGetFileAttributesA kBMultiByteToWideChar + FindClose Y FindMextFileA [ FindFirstFilefl K&GetDriw
elupef pEGetLogicalDrives xB0penMutexl MBProcess32Mext KBProcess32First 1 CreatelToolhelp32S8Snapshot wEGetModuleHandl
el = CopyFiled }|®@GetSystemDirectoryfl [l DisableThreadLibraryCalls KERMEL32.d11 .a F °B & *
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c E H Online G

Certified = Ethical

EC-Council

Hacker

aming Malware from
1997-2007

Muonth,
Year

Trojans

Waarms YWiruses

19497

2002
Cecember

June 2004

Cctober
2004

February
20045

Decemhber
20045

August
2006

Cecemhber
2008

April 2007
June 2007

Classic keyloggers

Trajan-PavwW . \WinaZ. Limir.a

Trojan-PSWANIn32.Milage.a

Trojan-PEW WWina 2 Wow g

Trojan-PaW\Wina2 OnLineGames.a

Email-YWoarmWin 32 Lewor.a

Wiorm Win32 Viking.a

WormMWina2. Fujack.a

Wirns Win3dz2 Alman.a
YWirus Windz.Hala.a
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c E H How Modern Attacks are

Conducted

Attacks on computer players are conducted by creating worms that
have multiple functions:

 Self-replicating (email worms, P2P worms, network worms)
 Infecting executable files (viruses)

e Masking their presence in system (rootkits)

 Stealing passwords (PSW Trojans)

The passwords retrieved after the attack is sent to an email address or
to an FTP server on a .cn domain

Warm

| | ]
Propagation module Password Module which
{email worm, P2P worm, stealing infects
network worm module executable files
Tunetionality)

Sell-deflense module:
rootkit, anti antivirus and
packing technologies
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C EH Geographical Considerations
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The theft of passwords of online games primarily concerns China and South
Korea

The reasons are not entirely clear, but the figures speak for themselves: over
90% of all Trojans targeting online games are written in China, and 90% of
passwords stolen by these Trojans belong to players on South Korean sites
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c E H Best Practices for Secure Online
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4 N
Steps for protecting Online Gaming
from risks are:
& J

Use antivirus and antispyware programs

Be cautious about opening files attached to
email messages or instant messages

Verify the authenticity and security of
downloaded files and new software

Configure your web browsers securely
Use a firewall

Identify and back-up your personal or
financial data

Create and use strong passwords
Patch and update your application software
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C EH Ssummary
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Online games are played over a computer network (the Internet) and come in varied
forms ranging from simple text based games to games incorporating complex graphics
and virtual worlds

Cheating Massively Distributed Systems, discover the various attacks and hacking
techniques to target the vulnerabilities found in online games

After the theft, malicious users can demand money for stolen items from the users. All
online game users are made target by cyber criminals

Malicious user log on to the machine where the victim is actually playing.

With online games fast growth and popularity, cheating online games has become a
regular incident in current game play on the Internet

Cyber criminals steal only the user name and passwords of victim users, and not the
address of server where the user is actually playing the game.

Game Servers comes with system services, programs and databases designed to support
on line games
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Copyright 2008 by Randy Glasbergen.
www.glasbergen.com

“He lost a lot of money on Wall Street. The plastic
funnel keeps him from licking his wounds.”
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© 2000 Randy Glasbergen. www.glasbergen.com

“I don’t invest online anymore. I could never tell if
the stock market was crashing or just my computer.”

) Copyright © by EC-Council
EC-Council All Rights Reserved. Reproduction is Strictly Prohibited




