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In Business Today

Reducing software piracy by 10%
would increase IT spending to Ré billion

liitﬁrégtéd in

BSA

Reducing software piracy over the next four years in South Africa
could create a stranger lacal information technology {T) sectar,
generate new high paying jobs and contribute to the countrd's
econarmy, accarding to a new study released today by the
Business Software Alliance (B5A).

The study, commissioned by B3A and conducted independently A |
by International Data Corparation {0C), notes thatthe IT

industry already is a majar contributor to jobs, tax revenues and CLICK HERE
South Africa's gross domestic product (GDP)Y. The South African

[T industry is projected to deliver 99 000 jobs, RE4 billion in

economic growth and ower B30 hillion in tax revenues by 2011,

Feducing South Africa's 35% software piracy rate by 10 percentage points would have a "multiplier effect” and increase
those econamic benefits, generating 1200 additional jobs, R480 million in tax revenues and RE hillion in spending in
the local IT sector over the next four years.

"“When countries take steps to reduce softbware piracy, everyone stands to benefit," said Alastair de Wet, chairperson of
the BSA in South Africa. "With more and better joh opportunities, a stronger, more secure business environment and
greater economic contributions from the already robust IT sector; reducing software piracy delivers tangible benefits for
governments and lacal economies.”

DG finds that for every R1 spent an legitimate packaged software, an additional B1.25 is spent on related semices
such as installing the software, training personnel, and providing maintenance semwvices. Most of these benefits accrue
to locally-based software services and channel firms — meaning the greatest proporion of the economic benefits fram

[owvering software piracy stay within the country. s htto:// b ,
ource: p://wWwww.moneywen.co.za
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Microsoft Helps Nab $900M Piracy Ring

Feh &, 2008

SEATTLE (AF) — Microsoft is telling the tale of a major software piracy investigation that weaved through 22 countries, hoping
wiolld-be pirates will think twice if they know how far the company will go to protect its compuoter code warth billions in revenue
each guarter.

Mear-perfect knockoffs of 21 different Microsoft programs began surfacing around the world just aver a decade ago. Soon, PCs in
mare than a dozen countries were running illegal copies of Windows and Office, turning unwitting consumers into criminals and,

Microsoft says, exposing them to increased nsk of malicious viruses and spyware.

The case began to turn in 2001 when 5. Customs officers seized a shipping container in Los Angeles filled with $100 million in
fake software, including 31,000 copies of the WWindows operating system.

From there, Microsoft pushed the investigation through 22 countries. Local law enforcement officials seized software, equipment
and recards, and made arrests. A court in Taiwan handed down the last of the major sentences in December. Microsoft estimates
the retail value of the software the operation generated at $300 million,

"That is a tremendous accomplishment,” said James Spertus, a former federal prosecutor in Los Angeles who later led anti-piracy
efforts far the Motion Picture Association of America. "There are anly going to be a few cases like this a decade.”

Mow Microsoft is eager to talk about the experience because taking down that operation — responsible for about 90 percent of the
fake software the company found between 1999 and 2004, mare than 470,000 disks — didn't actually stop piracy. It just left room
for more counterfeiters to rise. Microsoft hopes would-be pirates will think twice if they know how far it will go to protect the
cormputer code warth billions in revenue each guarer.

The pirates mimicked complex holograms stamped directly onto disks and packaging materials embedded with the kind of tiny
safety threads used in making money. In some cases, it took experts with microscopes to notice that disks printed with codes
used by legitimate software factories lacked certain minuscule, unique smudges.

Source: http://ap.google.com/article/
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{ This module will familiarize you with: }

Software Activation

Process of Software Activation

Piracy

Impacts of piracy

Dongles

Software Piracy Protection Strategies
Warez

Warez Distribution Methods

Tools

EC-Council
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Software Activation —> Impacts of piracy —> Warez
Process of Software Warez Distribution
Activation Lol Methods

E— Software Piracy Tools
y Protection Strategies
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Software Activation
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Software activation is the process of obtaining a license for software
so that it becomes active and ready to be used on the computer

This can be done automatically over the Internet or manually by
phone, fax, or email

Only that software can be activated for which the license has already
been purchased

Computer Internet Connection Square One
Requesting via Encrypted HTTPS Licence Activation
Activation Transfer Server
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» the software vendors register with the Software Activation Service
(SAS)

e After activation of the account of the software, the vendor can
operate the account and generate Product Keys for their products
using the SAS website

» These Product Keys are then integrated with the vendor’s software

e Each copy of the software is labeled with the Product Key and sold
to the end-users

Copyright © by EC-Council
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c E H Process of Software Activation

| e ma (CONT'A)

Request Productkey  EE—
(e Ivsue Product Key

Software AL tivation
Service

Integrate vrith
Activation Service

Bufld Licerse anel lsme
proinct key Lalsel software with product key Productwith Key

far release
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c E H Process of Software Activation

ol me e (CONT'A)

* The end-user buys or downloads the product from the vendor and installs it on a
5 computer

e During installation, an Authentication Number consisting of the unique
Computer ID and time stamp is sent from the end-user’s computer along with
@) the Product Key to the Software Activation Service

* Product Key and Authentication Number are validated and a License Key is sent
7 to the end-user’s computer

* Now the end-user can start using the software

38
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c E H Process of Software Activation
| ma e (CONT')
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41 firms in software piracy probe

By Jane Bradley

A CRACEDOWN on software fraud in Glasgow has resulted in 41 companies being
placed under investigation by the Business Sofhware Alliance (BSA).

The figure is a near-20-fold increase on the same period the previous year.

The clampdown was launched in Scotland's biggest city in Movember after the
arganisation revealed Glasgow was the third-waorst city in Britain for software piracy,
after London and Manchester.

The BSA wrote to about 8,000 small-business owners, warning them to ensure their
software was [egal. If businesses were found to be breaking the rules, but agreed to
comply within 30 days, the organisation agreed naot to take any legal action. The 41
businesses repaorted for alleged piracy —which span many sectors, from engineering
and media to architecture —will now be scrutinised and face potential legal action.

Companies found to have intentionally flouted the rules and continue to use counterfeit
software could be liahle for fines of thousands of pounds.

Julie Strawson, LK committee chair of the BSA, said: "Those businesses that have
ignored warnings will now face the consegquences of failing to take this issue seriousiy”

Source: http://business.scotsman.com/
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Software piracy is the illegal distribution and/or
reproduction of a product for business or personal use

Each of the following activity is a form of software
piracy:

« An individual copying software for a friend

e A business under-reporting the number of computers using
the software

e Sending your username and password to friends

e Downloading cracks or key generators to by-pass security
features

) Copyright © by EC-Council
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Internet piracy is the uploading of commercial software on to the Internet for
anyone to copy commercial software from any of the services

It includes making available the pirated software over the Internet and offering
it for sale

Internet piracy is the most rapidly expanding type of piracy and the most
difficult form to combat

—[ Internet piracy can take many forms: J

e Auction Site Piracy
e This type of piracy occurs when seller burns software on to CD-ROMs,
and offers it for online selling

e Bulletin Board Services & News group piracy

e FTP Sites
 In this, FTP allows the pirates to download or upload the files to the site

) Copyright © by EC-Council
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e A website that allows users to download

Warez commercial/legitimate software for free of
charge
FAUIGRTI kil

Full ¥ems WIEBFRATTENR CLICH HERE FOR 188% FREE HOETING WITH MO BANNERER
g ing BLL SITES RACCEPTED JO0M NOWSE

LISE THE SEARCH BELOW TO FIND YOUR
FAVORITE GAME/APP NOW !

Saprch dm Wi Citacha

Source: http://www.siia.net/
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Peer-to-Peer

e Due to the distributed and anonymous nature of P2P sites,
these are used for distribution of unauthorized software and
content

Cracks/Serial Numbers sites

e Cracks are small files that circumvent copyright protection and
the key generator is an application that uses the serial number
or CD key-generating algorithm to create fake

Internet Relay Chat
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astalavista's banner

add astalavista
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Source: http://www.siia.net/
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Abusive Copies occur when a single legitimately acquired CD
or downloaded version of a software program is used to install
the software on multiple PC's

The original copy of the software is licensed to be installed
only on a single machine or to be used by no more than one
person at a time

A large percentage of abusive copies are made by users who
would purchase licensed copies if they do not have an option
of making an abusive copy

Installation of an abusive copy is convenient rather than lack
of motivation or resources to purchase

Copyright © by EC-Council
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Pirated copies are unlicensed physical copies of an original program
CD that are manufactured and sold by an illicit manufacturing and
distribution operation

They are misrepresented to the end-user as legitimate versions of
the program and sold at close to full price

They are also grouped with several other programsonaCD in a
clearly pirated and typically steeply discounted bundle

Fake pirated copies are a major income loss for software companies
since purchases at close to full retail price that would otherwise be
routed through the legitimate distribution system are being lost

Copyright © by EC-Council
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These are the original copies of the software that are
modified by crackers to prevent any copyright protection
mechanism that may have been implemented in the program

The modification is performed by disassembling the
executable program and searching for copyrighted segments

Those segments are then directly modified to disable them

Cracked versions of programs are distributed in an
underground fashion on the Internet

el

L||||

=N

=
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Local software companies have lost their
income by competition with pirated software
from abroad

Government lost tax revenues

Most of the employees lost their jobs due to
lack of a legitimate market

$

Over 60% of Internet traffic is driven by P2P I
downloading which clearly shows the level of
piracy on Internet

By using Internet and Peer-to-Peer (P2P)
networks piracy rates has been increased
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Software piracy rate in selected countries—2006

Percent

Indonesia.
China
Russia
Thailand
India
Italy
Spain

Czech Rep.

Canada

LISA

EC-Council

| 85

| 82

80

80

7

|51
B (46
s |39
B 134
R 21

Software Piracy rates in the year 2006

1

Source: http://arstechnica.com
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Piracy is not neutral like other infrastructural modes but
mediates the media that work under its command of
reproduction

piracy requires particular conditions for recording, transmitting
and retrieving data

Constant copying wears down data storage, degrading image
and sound, disturbing the signal of media content with the noise
produced by the means of reproduction

Dealers involve s in pirated media by reproduction of original
copy and recording data on cheap tapes by the use of poor
guality machines

EC-Council All Rights Reserved
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EFCC Moves to Halt Software Piracy

Ev James Emejo, 02.20.:2003

VWorried by the rising cases of Intellectual Property  (IF)
thett in the country, the Economic and Financial Crime
Commission (EFCCY has arrested some computer
vendors operating at the popular computer village in
[keja.

The clampdown is expected to discaurage further sale
and use of pirated computer software.

Mr. John Ohora, Secretary, Computer and Allied Products Dealers Association of
Migeria (CAPDAR), the umbirella body of the wvendars in the market tald THISDAY five of
its memhbers were invited by the commission in line with a petition written against same
vendors by software giant, Microsoft for using pirated operating systems.

Although the association has expressed its readiness to cooperate with Microsoft in
curhing the sale of pirated software in the market, it however frowns at the use of the
EFFC to address the prohlem.

He recalled that CAPDAMN and Migeria Copyright Commission have severally carried out
raid on sellers of pirated sofware at the market where pirated softiare were seized and
destroved.

He warned that the act of intimidation being adopted by Microsaoft is hound to flaw the
BXBICiSE,

He noted that the association had already reached an agreement with Microsoft the vice
president when he visited the market in Movember last year, when it was agreed that the
sellers should he trained in other means of livelihood as part of a rehahilitation
initiative,

Chora however, urged Microsoft to consider reducing the cost ofits sofhware as 2 way of
discourading piracy.

ICT is believed to provide more than 10 million direct  jobs and contributes
approximately 1 trillion dollars to the glabal econamy. But theft of IF deprives Migerian
professionals of the revenue they have righth-earned and the government of the taxes
that can be derived fram that revenue. The lacal music industry has 40 percent of its
products copied, and sold illegally,

All Rights Reserved. Reproduction is Strictly Prohibited

Source: http://www.thisdayonline.com/
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CD key is a software activation number that
allow user to install software on the PC

It is supplied by the software vendor with
the CD as a label attached to the case

User must enter the CD key during the
Installation of software

The CD key number entered by the user
must match the pattern stored the on CD

Sometime this CD key is different for each
user or sometime it is only different for the
different production runs of the software

EC-Council
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SETUP

Customer Information
License and Support
Information

Ready to Install

Installing Cifice

Welcome to Hicrosoft OFfice 2000

BEa=
Welcome to Microsoft Office 2000 |

This is the Installation Wizard for Microsoft Office 2000 Professional. It will
guide you through the installation process,

Please enter your customer information:

LIser nanne

[

Initials
Qrganization

In the boxes below, type wour 25-characker C0D Key. You'll find this number on
Ehe yviEllow sticker an the back of the CO jEvnel case.

CD Key:

I | | | |

Hext == I

EC-Council
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This is a copy protection mechanism used by some
application

It is hardware device used to connect printer port, USB port
or serial port on a PC

It checks to see that the correct dongle in place when
protected media starts

These are more difficult to install and use because they
require special hardware driver

They can work with the use of printer and scanner

EC-Council All Rights Reserved. Reproduction is Strictly Prohibited
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Media Limited Installations is a copy protection mechanism used
by software applications

It referred to as the Media Limited method, because it requires
the program can be installed from a re-writable media such as a
floppy disc

The installation program counts each installation to an install
counter on the re-writable media

When the specified installation counter is exceed then no
additional installation will be allowed

It requires a floppy disc that cannot be copied by normal accessible
disk copying methods.

Copyright © by EC-Council
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It is a copy protection mechanism used by some
software applications

This mechanism requires the computer must contain a
CD-ROM to allow software operations

When program is start, this method will check for the
presence of the CD every certain number of times

This mechanism need the installation media must be
manufactured in a manner that cannot be copied by
normal accessible disk copying methods

Copyright © by EC-Council
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It is a copy protection mechanism that creates a pseudo-random serial number after installation and
hides the number on the PC

The serial number is hidden in either an encrypted file or in a special system file location like the registry

The user must complete registration process to allow full operation of the program

During the registration, the user sends the serial number into the application vendor, who verifies that
this user is a legitimate

The application vendor then sends the customer with the correct password for that serial number

When the application starts, it reads the value of the serial number and checks that the password entered
by the user for that serial number is correct or not

[0=————————ferialNumbhers=""c0———— 0| B
Total: 100 Users ﬂ‘

Serial ® 287 100 Uzers 7415493
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c EH Digital Right Management

S EM DRM)

DRM restricts the use of digital files in order to protect the
interests of copyright holders

DRM technologies can control file access, altering, sharing,
copying, printing, and saving

DRM technology may be contained within the operating system,
program software, or in the actual hardware of a device

Some DRM technologies have been developed with little scope for
privacy protection

DRM systems can prevent the anonymous consumption of
content
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The copy protection system tries to prevent illicit copies from
being made from either the analog or digital 1/0 channels of DVD
recorders

The DVD copy protection system is designed to support a copy
generation management system

This requires at least two bits of information to be associated with
a piece of video indicating one of the following copy states:

e Copy_never

e Copy_once

e Copy_no_more
e Copy_freely
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Trade Group Names Top 10 Pirated Software

Software titles most pirated by companies last year include
Symantec Norton AntiVirus, Adobe Acrobat, Autodesk AutoCAD,
Roxio Easy CD/DVD Creator, and others.

By K.C. Jones
InformationWeek

February 22, 2008 03:50 PIM

The Software & Information Industry Association said it hit several milestones inits fight to presene
copyright protections last vear.

The SlA released its Anti-Piracy Year in Bewview this week, nating that it reached its largest piracy
settlement with an auction site and its first settlement through its Corporate Content Anti-FPiracy Program.

The trade association for the software and digital content industry said it received 427 reports claiming
corporate end-user piracy and 17 % of the tips were "judged sufficiently reliable to pursue The SIA said
that most of the pirated sofbware consisted of productivity tools, including word processing, office suites,
repart desidgn, and Web desian.

In the report, S11A touted its corporate software piracy case against Florida Benchmark, which cooperated
with SHA, conducted an audit, found it used unlicensed software, and settled with SIA far $150 000, Ahd,
under its Auction Litigation Program, S1lA scored a $240,000 settlerment for Symantec (NS0DC: SYTIVIC)
software in Symantec, et al. w. Chan, et al.

Alsa lastwear, SI1A expanded public education and autreach through new campaigns like: "Dont Get Mad,
Get BEven" which encourages consumers duped into buying counterfeit software to provide tips in
exchange for cash. The industry group also published three new Software Buyer's Guides an how to spot

and avoid illegal software on auction sites.
Source:

Under its Corporate Content Anti-Piracy Program, SlA settled its first case while advocating for the http://www.informationweek.com/news/

Associated Press, Dow Jones & Co., Mielsen, Reed Elsevier, and United Press International. . .
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Warez is used by software "pirates” to describe software
that has been stripped of its copy-protection and made
S available on the Internet for downloading

The most popular downloads at warez sites include
applications from major vendors such as Microsoft,
Symantec, Macromedia, and Adobe Systems

) Copyright © by EC-Council
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Apps / Appz

 Cracks / Crackz

' Games / Gamez

' Moviez

'NoCD/NoDVD/FixedExe

' TV-Rips

'Mp3

i E-Bookz/ebooks/e-books

Scriptz

‘Templates

'DOX

'0-Day Warez

'MVids

Copyright © by EC-Council
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Warez is distributed by the cracker or cracking crew, it is then compiled and
split into .rar or .zip files for compression

An “.nfo or file_id.diz” is created to promote who created the release

The release is moved to the of couriers group, then they will upload it to
private FTP server known as Topsites

Release then downloaded by the users of FTP server and spread to IRC
channels, sharing sites and to p2p protocols such as BitTorren

From there the release can be downloaded by millions of users all over the
world

) Copyright © by EC-Council
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Mail
Modem
e. 3,_'/\
File Transfer Protocol (FTP) and File eXchange Protocol R c'f
(FXP) "C:L \ /
./
Xabi Direct Client Connection @'P

Hypertext Transfer Protocol (HTTP)

Peer-to-peer (P2P) clients such as eMule (ED2K) Limewire,
Warez P2P (iP2P), and BitTorrent (BT)
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c EH Tool: Crypkey

http://www.crypkey.com/
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CrypKey is a leading global provider of software copy protection and license
management solutions

CrypKey products are PC-compatible, including Windows 98, Windows NT,
Windows 2000, Windows 2003, Windows ME, and Windows XP

CrypKey protection intelligently manages network licensing on Microsoft
networks

CrypKey protection is fully compatible with all installer systems on the market

) Copyright © by EC-Council
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Cry

Home Software security that works.
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News Crypkay suite of products. Laam _”'_ RATLY o M1 f |
Mo e advancement in icensing lechnology. Laam

Order o ut

Contact

August Special

Due 1o |:|r||:|u|::|r |:|F-ITI|:||'|:| W e |: :u-|1|n ||'||:| our amozing 5300 discount on tha
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C EH EnTrial Tool

Certified = Ethical Hacker

The EnTrial Administrator is used to create a unique Generated Code
and Unlock Key for each product/package installation

Personal ID:
* It is unique for each computer

* It is a combination of both hardware and software that compose the
installation computer

Generated Code:

e The Generated Code is "baseline” from which the "Unlock Key" is created

Unlock Key:

e Unlock Key is created using the Personal ID and the Generated Code
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% EnTrial - Software Product Registrations Administrator,

Fil=  Help

Key Generation | Distribution Files

Froduct Key Generation
Product & Packages - Step 1

Product: | My Application b |

Package: | B azic Application s |

Code Generated at time of Registration - S5tep 2

The target application will display the Activation/Registration dialog below

]

% Register My Application

Enter Your Registration Code:

Generated Code: | 2926511 255622162001 58k-6c57H1 64-3955|B 48521 32336 |

Product Mame: My Application

Froduct Code: e85 025 2. Emailfrelay Generated Code & Unlock Key

) |41D149a3114n |
L~}

Package D 461F75ak

[ Create Eenetated_'lz_pde/]

Unlock Key Generated from Personal 1D mputer] - Step

Urlock Key: | 410143231140 — _— |
-

Personal ID: | 170393961-3636609157 4~ | 1. user Supplies Personal 1D |

[ Create Unlock Fey ]

- |1?0393861—369660915? |

|29268112556221-52[”:1158k-6cS?h164-3955154852132336 |

Enter vour Unlock Key:

Your Personal 10

My Application Basic Application

Instructions

Say anvthing here such as, IMPORTANT: reply to vour order email with your
Personal Code from the My Application Dialog.

Phone: 515-555-5555
Fax: 515-555-5554
E-rmail: sUpport@my cornpanty com

Purchase License l [ Proceed ]’ Cancel

Done

Product Registered, Thank you!

EC-Council
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C EH EnTrial Tool: Distribution File
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Along with the required EnTrial binaries, a EnTrial
Distribution file is required in each software
distribution created

After creating the basic package, information in
the Distribution File Creation GUI can be filled out

Create the Distribution (trr) File by clicking the
"Save As Application Reference File"
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EC-Council All Rights Reserved. Reproduction is Strictly Prohibited




% EnTrial - Software Product Registrations Administrator

File  Help

Key Generation | Distribution Files |

Distribution File Creation

Application Reference Information

Murnber of Trial Days: &
Expiration Date: () |:|
umber of Runs: O[]

{:} Cerno

Order Information

Phone: |515-555-5555

eMail: |suppcur‘t@m5rcumpan5r.cum —_— |
. , _,_—-——_'—_—
Online Order URL: | mycompany .cam |

Order Instructions:

:*‘. Zay anything here such as, IMPORTANT: reply to your order
ermail with your Personal Code from the My Application

Products: |M1,r Application ‘é"'r,,:_ V|
Product GUID: |28b84fﬂf-322b-4281-af?;‘;—hw4 |
Product Id: |296f4ﬁ"f | \
Version: |1.III | I
Packages: # |Basic Application (29625340} v|

_._.—._._._._.-.
Fax:|515-555-5554— |
A

% Register My Application

Enter Tour Registration Code:

Enter Your Unlock Key:

Your Personal 1D

7

™ My Application Basic Application
Instructions

* Zay anything here such as, IMPORTANT: reply to your order email with yvour
Personal Code from the My Application Activation Dialog.

.= Phone: 515-555-5555
| e Fax: 515-555-5554

________E;.En-i-i-l-l-" support@rmycompany . com

-_____________________,.[ Purchase License ] [ Frocesd ][ Cancel

The target application will display the above Activation/Registration dialog

Activation Dialog.
Load Default — l ’ Save As Default »...]__‘_

Application Reference [.trr] File

=

The next time the "My Application”
product is selected, the above Order
Information will be displayed.

-

[ Open Application Reference File

[ Save As Application Reference File ]

h

Load the saved Default text "owver™ the
currently displayed Order Information.

Done

EC-Council
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C EH EnTrial Tool: Distribution File
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EnTrial SDK will record the date and time that the software runs for the first
time

The SDK will return the remaining number of trial days to the software

SDK will return the following:

» Expiration Date
* Number of Trials
e Demo

Mumber of Trial Days: &) |
Expiration Cate:

Mumber of Runs:

() Demo
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c E H EnTrial Tool: Product & Package

e INITIAIIZALION Dialog

Products and Package information that is entered in the Initialization

Dialog:

Product Name:

» For a consistent user experience, each product should be named according to the name of the
. software application

.

(Product ID:

e The Product ID should be an alpha-numeric string

.

Licensing:
e EnTrial is licensed per product

.

Package Name:
» Packages can be named as to their functionality such as "20 user Add-On“

.

(Package Code:

» The Package Code should be an alpha-numeric string

J

EC-Council
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CEH

Certified = Ethical Hacker

EC-Council

Product & Package Initialization
Dialog: Screenshot

% Product & Package Initialization

Welcome to EnT nal Software Activate System.

Product & Package

Product Mame  [not changeable once zetf]

Praduct [0 [not changeable once zet]
04ba3z241
GUID

Please fill out the Product [&pplication) and primary Package infarmation.

(=163

Bacic Package Mame:
Basic Application

Baszic Package Code:
d5a223db

OF.

l l Cancel
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C EH EnTrial Tool: Add Package GUI

Certified = Ethical Hacker

Click the Packages link on the Distribution Files Tab to bring up the Add
Package GUI

% EnTrial - Software Product Registrations Administrator @|§|

File Help

Key Generation || Distnbution Files :

Distribution File Creation

Application Reference Information

Products: My Application w
Product GUID: gdzgzafa-7fab-45ba-acy2-84f3f1751bfE
Product Id: 610fa2dhb

Mersian:

Packages: oW

Murnber of Trial Days: (&) [
Expiration Date: ()

Mumber of Runs: ()

() Demo
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C EH Tool: DF ProtectionKit

Certified = Ethical Hacker

This is a software toolkit that allow any developer to protect its developed software
against piracy and illegal copies in one single row of code
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C EH Tool: Crack Killer
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Crack Killer is a database application that enables software
authors to track and report web sites hosting cracks, serials, and
pirated versions of their software

It uses a solid database engine that keeps track of active and
Inactive pirate software sites

Software vendors can use this software to track sites that
contain links to pirated versions of their software

After entering the sites and e-mail contacts for these sites, they
can send a tailored complaint notice

DMCA complaint notices can also be sent

Copyright © by EC-Council

EC-Council All Rights Reserved. Reproduction is Strictly Prohibited




'™

c EH Crack Killer: Screenshot
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& Crack Killer

File Edit Mavigate Yiew Tools  Help

= £, B X | <] o |oifa|=] ||
Farm ]Detail ]

Datnain: |1 27001

Lrl: v Cracks
: [ =erialz
Email=:
|abuse@nu:uwhere.u:u:um 7 Warez
Bad Emails:
|Iega|@nu:uwhere.u:nm i
IF: |1 a7rnnA [+ IP Changed [+ Forumz
[ Toalz
Maotes:
| [ Parn
File urlz: | [+ Hackz
Last zert: |ﬂar2|:u:|2 105814 &AM
Pricrity: | [w Link= only
Hiledt By | 7 DMCA,
: [~ Blezzed
DMCA US| bty i badsite comicracks? htmlC My Spp My Other 2pp: http: Sfaenes badste comsfzerisle! html S, Yetantot :
- [ Killed
herApp; bt ifaeswene badsite comfvearez btml o by Ao
[~ Dead
v LIS,
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C EH Tool: Logic Protect
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Logic Protect is a reliable anti-piracy, copy protection,
software activation, and license management system

It provides high level of security and protection against illegal
software copying and distribution

It offers unprecedented level of protection for applications
that require access to Internet

It supports all kinds of software activation (including Phone
Activation and Software-as-a-Service (SaaS) features)
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c EH Logic Protect: Screenshot
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Logic Protect

| =2 Users | ® violations || ¥ Messages | ¥%Settings | B Log Of

& Add New Product | e Refresh

Produzt Mame o Rafrech Rata e pbrd I R —
{click on Product Mame toedit) < (rminutes) Description Modules | Auto Messages

1.0 2 Description goes hera - (not saas, has no modules)

2.1 5 Description goes here - (saas, has modules) Yes #. Edit
1.4 10 Description goes here - (not saas, has modules) i

5.0 3 Dezcription goes here - (saas, has no modules) Tes Edit

Page 1 frorm 2 Ddsplay 20 ¥ | recordson page 1

# Bdd Mew Product | "% Refresh

Copyright & zoo6 Logic Software Inc.
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C EH Tool: Software License Manager
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Software License Manager is used to store important information about your
applications

It provides security for information such as: ]

Serial numbers

Software information

— —

Vendor information

— )

License information

— )

Billing information

J
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CE H Software License Manager:

Certified | Ethical Hacker S C re e n S h Ot

_E.l Groups - Serial Mumbers :
i HEL Product Verson Company Cuanbty | Date Purchased !
L
it Lbcense Options -.* |
[ 4, Sea reh - -:
Ready
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C EH Tool: Quick License Manager
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Quick License Manager creates professional and secure
license keys to protect your software against piracy

It creates permanent or evaluation (trial) license keys in a
snap

It can create generic keys that are not bound to a PC or
computer-bound license keys

With Quick License Manager, you can add licensing to your
software application in less than 1 hour
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c EH Quick License Manager:

Certified = Ethical Hacker S C re e n S h Ot

Quick License Manager R Q@[E
e ' bnuciies e

]ﬁ Gething Started

. o+ F—
Ifj Define Products ab‘ Generate _ keys

bt > Generate keys ‘@ Permanent License

kéﬁ; Walidate Feays

i@ Ewvaluation Licenze

Seeflzo

Ewaluation Infor
HE Expires “ days after inztallation

[l Espirss |

Licensze Type-
Nnt computer bound b

Mumber of concurrent licenzes: m

i}j About uz

License Ke

|G4ZCF-0383C-F3F16-2Fa50-00417
GBSCF—EICSS-’-I—C3BlEI—2F65EI—EIEI4lB
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CEH Tool: WTM CD Protect
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WTM CD Protect - Protect your CD against illegal copy ——p

It provides more profit with less illegal copies

It is used to create your own copy protection for your
music, video, or data cds

This copy protection system is easy to use and has a
strong protection
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C E H WTM CD Protect: Screenshot
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WTM CD Protect ¥1.96.1 Shareware

]

Imaqge file

M Make zector enors [anly Image-mp]

W Ulira tact scandants

O Super fast zcandwrite
@ Ve fazt scandwrite

Options @ Fast scandwrite

@ Slow scandwrite

(W]

Add errors

M =

Hanging errar image at an arbitrary file

V]

W Anti-Ray HPIP-Cryptor [Problems with some devices)
Wl TOC Manipulation for Data or Mixed CD [Problems with some devices)]
W TOC Manipulation for AUDIO CD [Problems with zome devices)

]

If select "Make sector errors”, you need include the

— 5 ! Please select your protect type.
image?.imp in your WTM CD Protect folder.

Help Shareware
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c EH Summary
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Software activation is the process of obtaining a license for software
so that it becomes active and ready to be used on the computer

Software piracy is the illegal distribution and/or reproduction of a
product for business or personal use

Some software applications use a copy protection mechanism which
Is referred by end-users as a Dongle

Warez is used by software "pirates" to describe software that has been
stripped of its copy-protection and made available on the Internet for
downloading
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“What Color Is The Parachute You Used To Move Your Cheese
While Winning Friends And Influencing People In India?
With a title like that, my book can’t miss!”
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Copyright 2002 by Randy Glasbergen. www.glasbergen.com

O

BLASBERGEN
“I’ve had to reprogram my voice recognition
software six times — I hate puberty!”
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