Ethical Hacking and
Countermeasures

Version 6

Module XLVII

Spying Technologies

Cartified | Ethical Hacker




C EH News

Certified = Ethical Hacker

EC-Council

China arrested ex-official for alleged spying for Taiwan

Saturday, February 23, 2008
The China Post news staff

TAIPEI Taiwan -- A former official from China's communications ministry has been arrested
by Chinese authorities over alleged espionage claims for Taiwan, a Talwan newspaper
reported yesterday.

Li Jian, a former deputy director of the ministry's Taiwan Affairs Office, was arrested on Lunar
Mew Year's eve for allegedly collecting intelligence for Taiwan, the United Daily Mews cited
"reliable sources" as disclosing.

While at the office, Li played a vital role in a cross-strait agreement in 1297 to infroduce the
scheme of an "offshore transport center” that would allow faster shipping between Taiwan
and China, the paper said.

According to the paper, Li left the ministry to become a businessman. But Chinese
authorities put him under surveillance in 2000 after becoming suspicious of his ties with
Taiwan.

After seven years of monitoring, Chinese authorities arrested him earlier this month, but
refused to disclose details concerning his charges, the paper said.

Li 15 the third Taiwan affairs official since 1991 that China has arrested on charges of
espionage for the island, the paper said.

Source: http://www.chinapost.com.tw/print/144096.htm Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited
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This module will familiarize you
with:

* Spying

* Motives of spying
e Spying Devices

e Spying Tools

e Anti-Spying Tools
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Module Flow
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Spying
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Motives of spying
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Spying Devices
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Spying Tools

|

Anti-Spying Tools
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Spying is a method of observing a person’s activities without
his/her knowledge

In the computer arena, spying is a technique used to continuously
monitor the computer or the network

 Itis used by the crackers to know the work done by the user on a
particular computer

» Spying does not corrupt or hack the data but uses the data according
to the spy’s interest

Hidden cameras, voice recorders, and spy cameras carried by
employees can defeat organizational security

» Such spyware devices can be used for corporate espionage

EC-Council All Rights Reserved. Reproduction is Strictly Prohibited
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ZAN_ 4
@iﬁ Money

e The main intention of spying is the financial gain

Individual conflicts

e To take revenge due to some personal or
organizational conflicts

Information

e To get the information which will be useful for the
outsider in future
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Spying Devices
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INQUIRER.net

Breaking News / Metro

hitpefnewsinfoinguirer. netthreakingnewsimetrofiewr20080222-1 20667 /PNP-setting-up-more-spy-cams

PNP setting up more ‘spy cams’

By Thea Alherto
INGUIRER.net

Pozted date: February 22, 2003

mARILA, Philippines -- Amid accusations it has been installing surveillance cameras to trace the movements of Rodolfo Moel Lozada Jr., key withess in the national hroadband
network (MBM) scandal, the Philippine Mational Folice (PMPY said Friday rmore closed-circuittelevision (CCTWs) would he set up all over Metro Manila.

PHP Director General Aveling Razon Jr. said about 30 mare CCTY cameras will be installed as part ofthe police's anti-criminality drive and mainly intended to monitar traffic, not
administration critics.,

Lozada himselffirst raised the alarm after one of the cameras was installed by what he described as hooded men in civilian clothes in front of De La Salle Greenhills in Mandaluyong
City, where he and his family have sought shelter while he testifies inthe Senate inguiry into the MBR deal.

Wednesday night, another camera was discovered outside 5t Scholastica's Callege in Manila, where Lozada was guest at a forum an Thursday.
"[The] CCTY cameras are mainly for traffic monitoring and anti-crime monitaring only and will not he used to spy on anvone," aid Bazon in a staterment Friday.

Al least 26 cameras have heen installed since Octoher lastyear, including the one at La Salle Greenhills in Mandaluyong, Senior Superintendent Micanor Bartolome, PHP
spokesman, said.

Bartolorme also clarified that the device installed on a lamp postin front of 51 Scholastica's "was nota PP CCTY camera but rather a photo-sensor device that is used to
autornatically switch off lights during the daytime”

The use of CCTY cameras against crime was firsttried during the Association of Southeast Asian Mations (ASEAR) the Sumimit in Cebu City in January 2007 and again during the
ASEAM Ministerial Meeting in Manila in August 2006,

"Our people in Metra Manila need not he afraid ofthese CCTY cameras but rather feel safer that with them, our children are far mare secure in our streets and other public places,"
said Bartolome.

Source: http://newsinfo.inquirer.net/
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Spy cams are used to spy on the intended individuals
visually

As these cameras are very tiny in size, they are not
detectable through the naked eyes

These cams sometimes also record voice with the help
of a microphone which allows you to check even from
a far distance

Spy cams may be kept in different objects such as,
pens, goggles, watches etc.

Copyright © by EC-Council
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CIEH VideoSpy
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Video spying is used to spy continuously on any particular
person or object

Video spy cams come with audio enabled feature

Night vision video cams help to take the videos at the time of
low light

Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited
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Ultra Mini Pencil Eraser Sized
Pinhole Video Camera

Smoke detector concealing
a hidden camera

-

EC-Council

Video transmitter and receiver

Video spy camera on
the remote car
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Digital Video Recorder/Player

EC-Council

Car-Video-Recorder (LM-CVR2)
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Wireless video camera Lighter based Video camera
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Belt Buckle Video Spy
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Rocket spy with Digital Video
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Screw Spy Camera with

_ _ _ Sound
Tiny video camera that can slip

into a pack of cigarettes or
bubblegum wrapper

) Copyright © by EC-Council
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Pin hole spy camera

EC-Council

Miniature Digital
camera

Wireless spy video cam

Copyright © by EC-Council
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C E H Underwater Video Camera
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Monitor

Case

Battery Charger

Cable
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CIEH cameraspy
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Cameras can be used to spy on any particular
person or object and take snapshots for it

Some cameras have sensors that take a
snapshot when anything moves in front of it
which is useful to secure a particular area

Snapshots can be taken for a particular instant
of time which can be set

Night vision cams help to take the snapshots at
the night time

EC-Council All Rights Reserved. Reproduction is Strictly Prohibited
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Blow dryer spy camera Hidden Camera Desk Lamp

Micro dot Camera Subminiature Spy Camera
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(&P Of-w

) Copyright © by EC-Council
EC-Council All Rights Reserved. Reproduction is Strictly Prohibited




C/EH Camera Spy Devices (cont’d)

Certified = Ethical Hacker

Buttonholed Spy Camera
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Spy Tie With Built-In High-
Resolution Camera
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Secret Smoker Camera Button Camera Kit

T

LG . ll
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Wireless Hidden Spy Cameras Bullet Pinhole Spy Camera
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Under water digital camera mask

Spy sunglass video camera records under water videos and audio

Specifications
LED Screen and
LED Light Indicator
L USE and Mo 50 Pos
O [ON Moda

Shutter [ Salect

Gl J
Temparod Glxss Slomge

Silcon Skir

A

!
I x AAA Batery Compartimsnt

Viradindor Cross Hairs
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It consists of LCD camera with RUIM

Watch consists of small card used in GSM phones

analogue camera

The spy camera is a touch
screen LCD display Miniature watch built in
with spy camera

—_—

.\
e ]
—
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Wireless camera s en Spy pen with built in USB interface
PP and a card reader SD/MMC

Spy pen digital
voice recorder

) Copyright © by EC-Council
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Digital Camera Binoculars Digital binoculars spy camera
that records video clips

Long distance surveillance Spy camera with LCD screen
digital camera

) Copyright © by EC-Council
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This spy plane is used to Wireless Mini SpyCam
trace the enemy movemen
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Infrared video cam spy

Remote control car with
built in web camera

EC-Council
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C 1, Spy Helicopter

Hacker

LITTLE BROTHER IS WATCH

B Ratar Blades fowr pabrs
of carban-ihn: blades,
each at the end of a stubby

B White top features GRS technalogy

whichallows aflicors Do nayigate and
enables drane (o hover over one

spot even In strong winds,

IEghtaelght wing. rechargeable

battery as well a5
autopliat system.

B Camera undernzath
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55 yards.
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B A memory card
similar to that from a
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E Wilght: 21 20z
Speod: 13mph
Rangpe: 500 yards

§ Operating height:
around 55 yvards

Fiyiog time: 30 minutes
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whirring sound

o Manufacturer
German-made

2T ST

| Thee wiew from 350 up |
| mRemate cantrol e L.
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camera.
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Wireless spy camera draws the power from
fluorescent light tubes
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Button Camera / Screw Set -
CMOS Color Hardwired
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It spies through wall device

Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited




c EH Spy Scope: Spy Telescope and

Certified | Ethical Hacker M i C rOSCO p e

Spy Scope Is a combined telescope and microscope in one pocket
sized package

Features:

e Spying operations such as people watching
e Suspicious activity at long distances

) Copyright © by EC-Council
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C 1, Spy Eye Side Telescope
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Look straight ahead and you
can view the object at your
side
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Spying on any individual with the help of audio recorder’s

It records the conversation done by some people

They are of tiny micro phones which is nearly impossible to
detect by the naked eye

) Copyright © by EC-Council
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MicroDot super mini digital Spy Microphone
audio recorder Listening Device

Matchstick Lapel

y Microphone

Mini Shotgun Spy Microphone

Digital Voice
for Audio Surveillance

Watch Recorder

>
]

h
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-
|
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Shotgun Microphone
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This EAR SPY listening device is used for eavesdropping on any distant
conversation

It uses a ear mounted tiny amplifier to increase the level of ambient sound

It allows to eavesdrop on conversations discreetly upto 80 feet away

) Copyright © by EC-Council
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GPS device in Shoes GPS Tracking Device
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GPS Watch

Trackstick GPS data logger
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C/IEH Spy Detectors
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Spy detectors are used to spy, detect, delete, and recover
spywares

It consists of a database of most commonly found spywares
which is used to delete the spywares immediately

It encrypts all confidential files and folders to provide
complete safety

) Copyright © by EC-Council
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Anti-Spy Camera Detector

Bug Detector

Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited
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Pocket Camera Detector

Smoke Detector Camera
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C/EH Spy Detector Devices (cont’d)
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Bug Detector Set

Analog and Digital Bug Detector

EC-Council
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Spy Gadgets serious surveillance solutions
e http://www.spygadgets.com/

The Spy Tools Directory

e http://www.spy-tools-directory.com/index.html

Amazon.com
e http://www.amazon.com/b?ie=UTF8&node=166205011

Spy Associates spy equipments
* http://www.spyassociates.com/

Paramountzone 007 spy gadgets

e http://www.paramountzone.com/globalear-spy-gadget.htm

Hi-tech surveillance Spy gadgets
e http://www.spygearco.com/spy-gadgets.htm

) Copyright © by EC-Council
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C/EH spy Gadgets
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Video
Cameras

——

Hidden Cameras
Security Cameras
Spy Cameras

Micro Cameras
Board Cameras
Bullet Cameras
Undercover Cameras
Construction Site
Securiby

&8 video

Recorders
Lrigital Wideao
Becorders

Time Lapse
Recarders

Listening Dewvices

EC-Council

Micro
Camcorder

SPY

GADGETS

SERIQUS SURVEILLANCE SOLUTIONS

SEAHCH PHODUCTS VIEW CAHT CreCROUI

Digital Voice Recorders, Pen Recording Device, GPS Tracking, Hidden Cameras,
Home Security, Spy Cameras and Surveillance Equipment, Video Scanner, Secure
Phone, Telephone Recorder, countermeasures set, from our online spy shop.
Specializing in excellent customer service and professional hidden cameras and
spy equipment.

Hidden cameras and spy cameras using the best in surveillance equipment and technology
set us apart from the rest. Complete line of spy gear including telephone recarders, digital
voice recorders with LUSE, digital and analog. Time lapse recorders, digital security DWR's
digital video recaorders, night vision cameras, gps tracking, counter surveillance, GRS
Tracking, and spy stuff you wan't find anywhere else. Be sure to check aut the new Mini
USE Digital %ideo Camera.

YWhen you need a hidden spy camera that really works, is professional quality, and is easy
to install, trust the source that the professionals use. Our surveillance equipment is second
to none. Ye take pride in ensuring that the surveillance equipment we sell to you is the
same surveillance equipment we would =ell to our friends and family.

=]

16 Megapixel Portable DYE
8 Zoom Camcorder

Copyright © by EC-Council
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“SPYTOOLS =

nInEcTnHY vy Saturday, February 23, 2008

Home | About | Add URL | Press | Glussari | Feedback

Category: Category @
Home/Spy Gadgets/Spy Watch Info .=
Spy Watch - [ 3% Editer’s pick) This handsome functional

watch incorporates a voice recorder with multi media player
- and integrated 256MB flash memory. Unique sound
L recorder/media player (MP3 Player) disquised as a stylish watch
L will record up to 9 hours of voice recording. Upload/download
and play MP3 files. Record notes, reminders or listen to music
== without the need for bulky devices. USBE plug and play design
et makes it perfect for any situation in which audio recording is
: required. Play back wvia the included stereo earphones or
Windows Media Player.

) Copyright © by EC-Council
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amazoncom

Toys & Games

Sign in to get personalized recammendations. Mew custormer? Start here.

Your Amazon.carm

Get FREE Two-Day Shipping Now [~

Your Account | Help

|| Your Lists §3 |

Browse Categories & Characters | Bestsellers | Hot Mewe Releazes | Buiding Setz | Dolls | Electronics For Kids | Games | Preschool | Baby | Toys Outlet

Age Range
Any Age Range
Z2tod Years (5)
5 to 7 Years (48]
G to 1l Years (53]
12 to 15 Years (42)

Category
« Toys & Games
< Electronics for Kids
Spy Gadgets

Gender
Any Gender
Boys (21)
GIrls (28]

Interest
Any Interest
Animals & Nature (2]
Fantasy & Sci-Fi(1)
Dccupations (57)
Science (2]
Transportation (5]

EC-Council

Toys & Games : Electronics for Kids > Spy Gadgets

Showing 1 - 24 of 103 Results

anqﬁ.ﬁ

Wild Planet Spy Gear® XP-6 Spy
Watch

Buy new: $43.89 $13.95

10 Used & new from $10.00

In Stock

YT (17)

Our recomnmended age: & - 12 Years
» Show only Wild Planet items

| Page: 1 2 3

Wild Planet Spy Yideo Car
Buy new: $459.99 $£49.99

12 Used & new from $49.99
In Stock

T (14)

Cur recommended age: 6 - 12 Years
» Show anly Wild Planet itemns

| Mext =

Sort by | Bestzellng A

Wild Planet Spy Gear® Micro Spy
Kit-X2

Buy new: $2523 $21.56

9 Used & new from $13.32

Get it by Monday, Feb 25 if vou order in
the next 9 hours and choose one-day

shipping,

Eligible for FREE Super Saver Shipping.
Yriodnlnlr (35)

Cur recommended age: 6 - 13 rears
» Show only Wild Planet items

Copyright © by EC-Council
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C EH spy Associates
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SPY

ASSOCIATES

Top * Catalog * Miscellaneous Spy Gadgets

Accesszaries [20)

Audic Chan Changers (9]
Audic Recorders [49]
Background Checks [4)

Spy Associates Equipment : Miscellaneous
Spy Gadgets

Buq Deteckars [(47)
Carmeras [3632]
Catch A Cheater
Catch A Cheater

Tools (99 Select an ftem
Cormputer Software (13]

Cetection Kits (2] " and

Cigital Wideo Recorders Click on Photo
[EVR] (130) for more Details

Civerzion Safes [21)
GRS Tracking [37]
Guns For Self
Defense [25)

Horne Security [(39)
Listening Devices [20)
Metal Detectars (5] Displaying 1 to 20 (of 20 products) Result Pages: 1
Miscellaneous Spy
Gadgets (20)

Might Wizion {26]
Phorne Security (15]

Police/Security
Gear (132

Rermote Video [4)
Security Devices [(21]
Self Defense (64
Tirne Lapsze YWCR [10]
Transrnitker &
Recaiver [12]

Video Monitors (13
A“tra Shipping (2]

b OHDHEL PRODUCT MAME Buy MHow PRICE

@1 AM-TAA5T THE MOWVIE WATCH [ Buy Now JEETRE-R1Y

AM-TC243 ZOOM BINCCULARS [ Buy Now IEESETR-14

) Copyright © by EC-Council
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C/EH Paramountzone
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w1\

. Gadgets & Gizmos

Search our site:

By Product [ -.'4'
By Walue w i -.'4'

.'-; |:.|f+ L Ear ==

rch

Click here
o to watch
our best
product
filrm clips

Micro RfC
Helicopter
Super fun
chopper

Robomop
Softbase
Born

to clean

EC-Council

S ArAMOUNTZOME ...

" Toys & Games

DiciTAL PHOTO FRAME KEYRING £19.95

CLICK HERE
w

,
l@
¥

FAST UK
DELIVERY

Click here for details...

" Home & Lifestyle

Globalear Spy Listening Gadget

The name is Bond...James Bond

" Business Gifts

" Drink Stuff

" Tech Stuff

Email this to a friend

Gift Finder  Shopping Cart Contact
gadgess

Globalear Spy Listening

Gadget

£ In Stock

Price: £199,95

o 1
ADD TO CART

S agh Free Fast UK Delivery
%Dn This Itenm

Remember Q from James Bond, the spy gadget guy? Wwell he has released this
information on a strictly "need to know" basis, It is the latest audio surveillance
listening device available and surpasses all other methods of bugging in both

clarity of sound and range of surveillance,

All Rights Reserved

 Sports  Experiences

Shout Us Help

GADGETS NEWSLETTER

Get our FREE newsletter,..
Erter vour email address here

|
JOIN)

NEW STUFF!

Remote
Control

Copyright © by EC-Council
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C/EH Surveillance Protection
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|Hume Page

|nﬂ‘iliate Program

|Drder Catalog

|Priuac1_.r Policy

|Drder Status

|Return Policy

|'1'iew Shopping Cart

See Our Indoor/Outdoor & Spy

Our Most EUE. Video Surveillance Systems

. | Click the Eye tao
See Large
1 L |Selection of
F % ' |Hidden Cameras.

Click Here to 3ee Hidden
Cameras wiFree Internet & Cell

Phone Viewing!

All-In-1 Cam/DYR

Easy Install

wfFREE Remuote
¥iewing {CLICK HERE)

wifRemote ¥Yiewing

All-Tn-1 Memo Cam

Cube Clock Radio
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Spying Tools
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c E H Net Spy Pro-Computer Network

Monitoring and Protection
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Net Spy Pro is the combination of network monitoring and
administration software tool suite

Network Spy Software runs on networks and is completely hidden to
others within the network

The user accesses the activity logs via a hidden and password
protected interface

) Copyright © by EC-Council
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c E H Net Spy Pro-Computer Network

Monitoring and Protection: Screenshot
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NETSPY o

‘Welcome To Net Spy Pro: Stop Server
Welcome to Met Spy Pro. You can administrate
‘4

this machine from a remote location with Net Spy
Pro. To start, cick the Start Server button. To
view other PCs from this location chck the Viewer
button. To view this PC from any web browser
click on the remote Ip address below!

Remote [P Address

In! http://72.16.11.34:80

Ex: hitpo/f66.17 22 16280

SBCUNTY
‘4
Server Status
Server Is Ready! Em.ﬂﬂﬂﬂ I
_4

Previous Connection
03/28/2004 @ 7:53:03 PM from 72,16.11.33

) Copyright © by EC-Council
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CIEH SpyBossPro
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SpyBoss Pro is an Internet monitoring and keylogger computer
software tool

It records all the details of what is done on the computer and records
it

It uses advanced surveillance screen snapshot features

It gives step by step order of the computer utility by the user

) Copyright © by EC-Council
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C EH spyBoss Pro: Screens

& SpyBoss Pro by Gear Box Computers

?EFile Action Options  Wiew Language Help About  Purchase

f

Start Capture

Ta

Options

Stealth

3

Wisit gearboxcomputers,.com

>

Open Log

>

Playback

Feystokes

Programs

D

wiebsites

~

Screenshots

EC-Council

Capture Options
Enable the following:

| Programs Used
v wWwebsites Visited
|7 Screenshots
Every ’F Seconds

Save Captures In:

Ci\Program FileshSE Browse

You must have write access to
this directory in order for
captures to be properly saved.

Stealth Hotkey

Ctrl + shift + |FS -

Scheduler

©

Mew

Program Options

[v Encrypt Capture Log

[v Prompt for Stealth Mode
[ Require a Passward

Password:

[~ Run at Windows Startup
-

[~ Start in Stealth Mode

7 Auto-Capture at Start

Start a new log file every

5000 Lines

[~ Email each log before a new
one is started

Email Configuration

Mail Server:

Port:
|mai| SroOurServer.com

v||zs
Email Address - To:

|YourEmail@YDurServer.com

Email Address - From:

|Yn3ur’ErﬁaiI@Yﬁur’Ser’V@r.carﬁ
Username: Password:

I Use Authentication
[ =Zend as Attachrent
[ Server requires SSL Encryphion

MIME -

Encoding:

Send Test Message

[EYEMT MAME]

| [FREQUENCY]
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CEH cCybverspy
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CyberSpy is a powerful PC monitoring and surveillance tool

It records all emails typed and viewed, chat conversations, websites,
keystrokes, passwords typed, and even desktop snapshots

EC-Council

Egba b Upg

IPG Mnmlnring

'Setnngs rﬁ Logging

Conversations

Z Conversations Recorded
|§| E-Mails

3 Emails Recarded

Keystrokes
B 7 Key Sessions Recorded

Websites
0 ‘Websites Recorded

e

Surveillance Software

Documents
0 Documents Recorded

Snapshots
5 Snapshats Recorded

Applications
64 applications Recorded

Windows
42 Windows Recorded

- | Filtering

L0y
110
e}

Ezids

® Help

Actions
1 actions Recorded

Event Timeline
108 Events Recarded

Sidi)
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C EH Spytech SpyAgent
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Spytech SpyAgent is a powerful monitoring solution with tons of
features and configuration options

It records keystrokes, windows opened, applications run, passwords
used, Internet connections, websites visited, emails sent and
received, and even captures screenshots
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C EH Spytech SpyAgent: Screenshot
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e~
| S — |

General Es
Startup Setting=sand Canfig

L oggging
= guretloggimngil I|:‘t

Remote Log Deliveny
ComfigureRemaote Del i

i, Adhvanced Options
: i Fimer Contrall ansSprs
SEriE Tl . ] i (=l e g { m
147 Ewants Li ! 0

Content Flltermg
F|It-—-r I.Iser Auztiaiti

# Log Actions & spyfAgent Help
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C/EH D Computer Spy
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ID Computer Spy is designed for automatic Internet and PC
surveillance

It records emails, Instant Message chats, web sites visited, as well as
program's activities

Features:

 Monitors Internet activities and website
viewing

e Registers PC actions and launched
applications

e Records Keystrokes

» Offers password protection for log files

e Provides a warning monitoring screen
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puter Spy: Screens
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ﬁ'i& IDSecuritySuite’ | J
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» Subject: [Submit Suwite Blog] Comement. *Tiop B2 Anticle -5 Date © 3dun 2007 11:42 35 +0200
Eosyboand Logoing
Porbess Loogng
il Logged
<4 T £ b 0 nathek 2 coim
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| o Dot St 02 Jun 2007 120745 <0300
e < Subject 11 realy impuowe: siechion
<3 From  pokossclasm1{&hotmad com
— - ap T kel 1 Ehotmad con
Jesean aphaes Pah - DAPROGRA™T\MICROS™1\Dfficel 24
FileMame - DUTLODK EXE
o » Dote : Sak, 2 Jun 2007 110220 « 0200
¥ Subject COMTALT YOUR CLAIM AGENT
Wehsile Activilies
Subyect
o &, Semch [ Search Mew
Reagisler / About
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CIEH e-Surveiller
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e-Surveiller is a powerful user-activity monitoring, logging, and real-
time surveillance software package

Computers can be monitored on a standalone computer, on a local
area network, and on remote computers across the Internet
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C/EH e-Surveiller: Screenshot
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* e Surveiller Station

actions  Wiew Help

| Monitor Configurations

Dave's PC Jumior F.ate's Lab computers  Miami server
notebook,

[

| Connected Monitors

Computer 1D | Active Application Title | IF Address | Configuration | Time Connected -
L2 Dave's PC Document - WordPad 192.168.01 ji Dave's PC 5/13/2004 1:04:19 Lh.',' g
; Opera 192.168.0.5 Lab computers 51342004 12:53; 3| e
=2 Juniar [Tazk Bar) 1921658.0.4 ji Juniar BA3/2004 1:03:25 h-__:
Wt PC-O3 ghoballB53 - Instant M. 192.168.0.3 ji Lab computers 5413/2004 1:03:25 .
-.'-';- —_
. 5| €&
1 connected monitar selected e B2 % 51342004
—
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C E H KGB Spy Software
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KGB Spy Software integrates several tools to ensure thorough
monitoring of computer systems

It keeps track of every word or keystroke command entered by a user
and the website visited

It monitors the clipboard and records all pasted items

| Features: |

e Stealth mode and visible mode of work
e Custom list of monitored applications
e Reports over e-mail and FTP connection
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H KGB Spy Software: Screenshot
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S5 KGE Keylogger (il
File Teols View Help
E Report " : oo p—
Date and Tirne Type of evernt Application | Window title
P -
u: Adrmin (0%70) = r_} —
! = User (45/43) 5/3/2007 3:14:36 PM T Program Activity T8 Problem Reports and Solutions
O Keystrokes Typed (6°/5 5/3/2007 3:07:46 PM 1 Program Activity 7] Media Center Mediia Status Aggregator ...
(I_ii'“ Screenshots (1%/1) 57372007 30518 PM Keystrokes Typed [ Windows Explorer Rename Account
b ATl p e 5/3/2007 3:04:37 PM S Computer Activity s Activated
a, Web Sites Visited (0710) o
- S/32007 3:04:35 PM B Computer Activity iy Locked
Clipboard (0°/0) 5/3/2007 3:0447 PM ™ Program Activity ® 1 COM Surrogate
u—“ Prograrn Activity (30°/30) §/3/2007 3:04:16 PM 7™ Program Activity [® 1 Extension CLSID Verification Host
8 Computer Activity (7°/7) 5/3/2007 30415 PM ™ Program Activity 771 Extengion CLSID Vesification Host
5 - . §/3/2007 30310 PM T Program Actieity (8 | Media Center Tray Applet
‘ I /372007 310310 PM T Program Actiety & Windows Parental Control Motifications
] Logging
Keystrokes [yped -
} s | Screenshots = ) S/2/2007 1437 PM
. m Problem Beports and Solutions - DWW indows' Systern3d Niwercon.exe
‘ Web Sites Visited Privcr s Activily 7
Clipboard Exit
= F‘rcgram .l'-‘.l:TIuIT__.
W Computer Actrity
Log Size
! Delrvery
Password
- Tri% |5|bil:‘t'_-.:
| ﬂ Alanms
Filtters Show nongrinting characters Show deleted characters
Llger Mumber of records: 32 Latest recards [5/3/2007) L %
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CIEH 0&K work Spy

Certified = Ethical Hacker

O&K Work Spy collects the detailed statistics of what the user
does on the computer

It consists of three components:

e Work Spy Service receives statistics from
the client module and saves it to the
database

« Work Spy Client is a small client part that
must be installed on each computer of the
employee whose comparative statistics you
want to collect

e Work Spy Control Program is used to
get and analyze the statistics
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C/EH 0&K Work Spy: Screenshot
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W5’ T

File Edit View Tools Help

BEHEHKE = @

Computers * 0 X

= [ acer A D ACER on ACER \pleg
=42 ACER\oleg
. Reports period
zibeex;eader 7.0 ) Toda s Y Th Y T
L ¥ (*) This Week (_) This Manth {_) This Year
AdMunch.exe
¢4, AuthClient Module () Custom period From | 0:00:00 22.04.2007 To |17:24:19 23.04.2007
& Windows Caloulator application file
ﬂ Windows Command Processor
----- 18| Crystal.exe
-4 Microsoft Visual Studio 2005 [ IMaxthon Web Browser
- divxsm.exe . I Trillian
Microsoft Application Error Reporting - [ IMicrosoft Office Outlook
ERRLOOK MFC Application - \ [__]Outlook Express
..... " Windows Explorer ( B Eepcus 2.0 or 10.06.2000 T.
..... {5 Fullshot 9.2 Application ;m [ Opera Internet Browser
----- %)) Microsoft Help and Support Center - - Microsoft Visual Studio 2005
Help & Manual 4 [ INotepad
Microsoft® HTML Help Executable I icrosoft Office Word
..... & Intemet Explorer [ Windows Explorer
3 HTTP protection program for Windows [ THelp & Manual 4
----- il Lingvo Program Name Process Time Spent Keyboard Events | Mouse Events 2
Lingvo Launcher FElhctive Sync Application WCESMgr.exe 00 minutes 0 13
----- (@) Maxthon Web Browser AuthClient Module AuthClient exe 00 minutes 0 2
~{48] Microsoft Office Access itri ICA Client PNAgent (Win32) priagent exe 00 minutes 0 8
""" .w The Microsoft Hearts Network Crystal exe Crystal exe 01 minutes 0 333
Ll Outlook Express %ERRLOOK MFC Application emook exe 00 minutes 1 33
2, Messenger ) (ZHFullShet 9.2 Application FULLSHOT.exe DO minutes 0 136
L1 Remote Desktop Connection Help & Manual 4 HelpMan exe 10 minutes 142 1543
Bepowa 2.0 o7 10.06,2000 T, . . P n £a
3 NSIS Script Editor Llng!vo . . Ungvo..ea(e 00 mfnutes 0 53
3 Notepad @;Logrtech SetPoint Event Manager (UNICODE) SetPoint exe 00 minutes 0 69
J . Maxthon Web Browser Maxthon exe 01:28 hours 876 4352
]5: gitji:i-;:ﬂ:z :s;g::g souree o &5 Messenger MznMsgr.Exe 00 minutes 2 7
Q Opera Internet Browser & Microsoft Help and Support Center helpctr.exe 00 minutes 7 46
..... O Microsoft Office Outlook #|Microsoft Office Access MSACCESS.EXE 03 minutes 109 340
Perforce Visual Client S [Microsoft Office Outlook OUTLOOK EXE 45 minutes 280 3N
..... R adnhe Phatnshnn ©57 i WMicrosoft Office Word WINWORD.EXE 17 minutes 1096 1624
< ? 9 Microsoft Visual Studio 2005 devenv exe 20 minutes 675 1562
@USETS EECompuhers 5 Applications [% Microsoft® HTML Help Executable hh exe 00 minutes 1] 96 hd
Ready CAP MUM SCRL
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CIEH webCam Spy
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WebCam Spy is a useful tool for home security

Features: W

)

e Automatic video recording

e Automatically adjust sound
volume

e Automatic snapshot saving in
BMP and JPEG format

e Runs external application after
motion is detected
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C EH WwebCam Spy: Screenshot
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B SpftCab WebCam Spy

Log Creative WebCam Pro

= S_Ettings o ;

{ T P ¥ Enable manitoring of this camera 2900 % 240
i e Creative Weblam Pro [VF - Actions in case of alam

L Suppoart

W Flash icon in systemn tray area
W Playback Wy file

iI::"-»WIN}{F"\mEdia"xchimes.wav S

¥ Grab camera output to the following directony:

IE:'\F‘ngram FileshwiebCam SpetStorag . »2 ;

(¢ Save pictures Evemn | 15  zeconds
™ Save video

[ Run the following application Senzitivity:

A
=
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CIEH GoldenEye
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Golden Eye tool tells you about the victim’s activities on
the computer

It spies:

Keystrokes (username & password)
Websites Visited

Window Title of Programs

File and Folder Operation
Screenshot

Exe File Path
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Hacker

Golden Eye: Screenshot

Golden Eye ({ Unregistered ) Your Trial Feriod Has 15 Days Left

General T Feport T Maonitoring T Cptions T About ]

Screenzhot
[ Take zoreenzhot picture eve jJ j 2 minutes. Ficture quality 40 ZAJJ

() Take Screenszhaot of full screen. ) Take Screenszhat of active application

Stop taking screenshot if the spstem iz idle for 75 - | minutes

Ke_l,lPu:uaru:I and Pazswaord

Enable K.epboard konitar
Recards the keystrakes, username, pazsword and evergthing tped

Internet Clipboard

é Enable'#/eb Site Manitaring Enable Clipboard Monitoring

Application

EnableWindow Title Monitoring Logs active window title, pou can see which programs
hawe been run, which documents, which movies have

i Enable Exe File Path Maonitaring been seen.
File/Faolder Operation

Enable File/Faolder Dperation Maonitaring
: Logz all the filefolder operations, such as file deletion, file copy, file and folder creation, et

Mezzengers
J‘%D MSM Meszenger I:' IC0 I:' rahool Messenger I:' A0L Instant Meszenger

D" Start Monitonng ﬁ Hide ) Help Z] Register d] Exit
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Anti-Spying Tools
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C EH Internet Spy Filter
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In real time, it blocks spyware, web bugs, worms, cookies, ads, scripts
to protect from being profiled and tracked

It acts like a firewall to protect online privacy and security
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C/EH Internet Spy Filter: Screenshot
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; |ntemet5wﬁ“e,3ﬂ @

@ |nternet Spy Filter - Guard your Privacy by Monitaring and Kilihg Spies Help J
Statistics for Killed Spies M anage Secunty of Applcations
Theze are Detected Theze are Dizallowed

Sending out [nfo Sending out [nfo

...........................

Scripts: 6

<- Hemove

-..l I
Cookies: & D El et EJ

v Prevent Installation of Activer-Bazed Spywares

Dizable Hunting | Minimize To Tr.ﬂI Yiew Log File Optiohs E «it
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CIEH Spybot-Ss&D
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Spybot - S&D is an adware and spyware detection and removal tool

It detects various keylogging and other spy utilities

It securely removes PC and Internet usage tracks
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C/EH Spybot-S&D: Screenshot
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P )

= Spybot - Search & Destroy EI@

File Mode Language Help
=l Spybot-5&D *

Ize thiz buttomn bo gtart scannin&ur zpztem for spware
* Check for prablems and all other threats detected by Spybot - Search &

Destron.

€
f = |z& this buttom if you notice some problemns that have
-5/ Becoveny accurred during a recent removal of prablems, and pau
want to undo zome changes.

. . Thig iz werny important: it iz recommended to update the
\J' ‘ jo Search for Updates detections at least once a week!
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C/EH spycop
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SpyCop finds spy programs such as Spector designed
specifically to record your screen, email, passwords, and
much more

Features:

e Stops Password Theft Dead: It detects spy software that is
put on your computer to capture your passwords

e Keeps Your Emails Private: It alerts you if your emails are
being snooped by spy software

e Kills Instant Message & Chat Spy Software: It keeps your
online chats and instant messages safe from prying eyes
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SpyCop: Screenshots
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i i Search Results
File Help

" AR o |
Scan Now Seltings =l il

Reszults of Scan

Drives to scan separated by commas: [C.DH.

< | i

Suspicious Filez [double click for more information or ba rename]:

Types offiles to be scanned: W EXE Files v DLLz 55z & Y<Ds

v Enable Super-Detactive Scan Mode (Recommended)

| | i

[ Only scan files that were created after the last scan

Status [ Display reminder on boot if aweek elapsed since last scan
Melcome to the world’s leading spy detector?

[~ Password protect program startup |

Enter file chunk size in bywtes: 32000
File zsize windaw in byites:  [100000

ak
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C EH Spyware Terminator
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Spyware Terminator is a full-featured adware and spyware scanner
with real-time protection

It offers manual and scheduled scans

The scan behavior can be customized
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c EH Spyware Terminator: Screenshot
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o Spyware Terminator Center =

‘é Spyware | ' !’:* C

Terminator Ao Time brtstnet

Fralachar Pectredion Gettmg:

| Scan Progress (Fast Scan)

Curient opeiation - Files Scanning

Mindows\system3Z\DSGUERY. DLL o
Coenpletec 85% (IO Elapsed Time 0.01:36

Objects Summany System Delaids

Objects Scanned £.929

Running Processe .

Obsects Identified Fii] Processe: [dentified 1]
Regsty | deniified 5
Objects lgnored i Pl el idiad £
Cntical Dbjects 26
Critical Objects Scan Details |
Mesh : HECU\S oftwars\ibach o ||[12:2356 &M Ciiman : C-\Windows\spstemEhctim « |
e Ne af Program Files\DiosPop Toolt T 2d h o HECUAS oftwareuM esh [
ozt Mewsbar - HECRACLSIDA{CASE BEBS-BF O 12:23 osz Newsbar | C:\Program Flesh[ l
JosPop Toolbar - HELMASOFTWARE \Microsalt _ | (12 Mewezban - HEI Al
MarBan Teasl Mk € rbliimemt T C BRI OT T 1% 30 AR T Bre Toanll i =]
Pause : Aboit Scan
200193
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C/IEH xoftspysE
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XoftSpySE is a spyware detection, scanning and removal
tool, protecting you from unwanted Spyware

Features:

e Complete PC scanning

 Removes ALL Spyware Parasites,
unwanted Toolbars, and Browser
Hijacks

e Prevents identity and credit card theft
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XoftSpySE: Screenshot
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i XofiSpySE

c:\Documents and SettingsiLisalApplication DakaiMozilla), .. \25F3Fe42d01 Hide detailz
234006  Svystem objects scanned 0 Processes identified
21 Total definitions Found 11 Reqistry keys identified
57 Running processes 10 Registry values identified
21 Chjects recognized 0 Files identified
0 Ohbjects ignored 0 Folders identified
Scan Results “Yendor Type Threat Level Characteristics Object =
W Matetvatcher Fiegistry Key Severe Risk Wiew Details interfaceti4340di8e-d7a3-4675-bev4-8007 7h2b381 My
[V Matewwatcher Regizty Key Severe Rizk Wiew Details interface’i4340d(8e-d7 a3-4675-be74-0007 7Tb2b3e81 Mt
M Media Matar Registry Key Severe Risk Wiew Details software\microsoftswindowshcurrentversion' exthstats\{f
W Media Matar Fegisty Key Severe Risk Wiew Details softwargimicrozoftywindowshourentversiontexthstatshif
[ Marpheus Fegisty Key Potentially Unwanted Wiew Details podcasthshellhopentcommand
[ Morpheus Fegisty Key Potentially Urwanted “Wiew Details podcast
V" Pawer spy Reqiztry Key Severe Risk Wiew Details interfacetic813ea5a-b35c-4b58-9624-5359601 12924}
M Pawer spy Fiegistry Key Severe Risk Wiew Details interfaceticd1 3eaba-bI5c-4b83-9624-5 35950110324 1
M Pawer Spy Fegisty Key Severe Rizk Wiew Details interfacetic8l 3eaba-b95c-4b58-9624-53596011c924 1
|7 Dollarrevenue Fegisty Value Severe Risk Wiew Details softwaremicrosoftywindowshcurentversion'exthstatshy ]
M Dallarrevenue Fegisty Value Severe Risk “Wiew Details software\microsoftywindowshcurrentversiont exthstatsh]
W Dallarrevenue Reqiztry Value Severe Risk Wiew Details zoftware\microsoftywindowshcurrentversiontexthatatsh{]
M 15TBar Fiegistry Y alue Severe Risk Wiew Details software\microsoftywindowshcurrentversion' exthatatsh{]
[ 157DAr Megistry ' alue Gevere Misk i Dietails softwaretmicrosoftywindowshourrentyersionesthstatss [y
|7 ISTBar Fegisty Value Severe Risk Wiew Details softwaretmicrosoftywindowshcurentversionexthstatsh
M 15TBar Fiegistry Y alue Severe Risk Wiew Details software\microsoftywindowshcurrentversion' exthatatsh{]
V" Media Matar Regigty Value Severe Rigk Wiew Details software\microzofthwindowshcunentversiontexthatatshi
M Media Matar Registry Y alue Severe Risk Wiew Details software\microsoftswindowshcurrentversion' exthstats\{f
W Media Matar Fegisty Value Severe Risk Wiew Details softwargimicrosoftywindowshounentversiontexthstatshi -
A »
‘ Abort Scan
Protecting Against 154921 Definitions. Last Definition Update: 2006M 213 DB-216.
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CEH summary
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Spying is a technique to continuously monitor the computer or the
network and record all the web pages that are visited

Spying is used to get the information which will be useful for the
outsider in future

Network spying monitors the web page accessed on the computer and
makes a chronological record of the visited URL’s

SpyCop finds spy programs such as Spector designed specifically to
record your screen, email, passwords, and much more
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Copyright 2005 by Randy Glasbergen.
www.glasbergen.com

GLASBERGEN

“To protect our network against computer viruses,
our IT Department has issued a ban on any use of
e-mail attachments. For further details, please
refer to the attached document.”
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Copyright 2005 by Randy Glasbergen.
www.glasbergen.com

GLASBERGEA

“When he walked into my office, I knew he was the perfect
geek to join our IT team. His shoelaces were USB cables.”
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