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Module Objective

This module will familiarize you with:

• Internet Privacy 
• Proxy Privacy 
• Email Privacy
• Internet Privacy Tools: Anonymizers
• Internet Privacy Tools: Firewall Tools
• Internet Privacy Tools: Others
• Countermeasures 
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Module Flow

Internet Privacy 
Internet Privacy Tools: 

Internet Privacy 
y
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Proxy Privacy 

Internet Privacy Tools: 
Others
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Others
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Internet Privacy

Internet Privacy gives the security to an individual to access 
the Internet, so that no one can detect or intercepts his/her 
personal information

Issues with Internet privacy include knowing what personal 
information is available online

It can be managed by web browser cookies and preventing 
pop up advertisements
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Proxy Privacy

Proxy Privacy Settings allow to configure the type of 
concealment for the proxy serverconcealment for the proxy server

Concealment includes to strip certain HTTP headers from 
  h   h h h  requests as they pass through the proxy

Types of proxy privacy concealment: Types of proxy privacy concealment: 

• No Concealment
• Standard Concealment
• Proxy Privacy Paranoid Concealments
• Custom Proxy Privacy Concealment

Anonymous http proxies can be used to improve online 
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Anonymous http proxies can be used to improve online 
security and proxy privacy



Email Privacy

Email privacy solution protects your data and informationEmail privacy solution protects your data and information

Administrators  hackers  or anyone having intent of gaining access to Administrators, hackers, or anyone having intent of gaining access to 
emails can read your e-mail if email privacy is not maintained

You should use a strong password and encrypt  your email to protect 
you from email privacy threats
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Cookies

Cookie is a piece of information that a website sends to a browser when it 
accesses information at that site

They allow website operators to give unique permanent identifier to the 
system; this identifier associates requests made to the website by the system; this identifier associates requests made to the website by the 
system

Internet cookies raise privacy concerns, although they can also make the p y , g y
Web easier to navigate

Cookies stored  on hard drive helps to build users profile; if they are stolen Cookies stored  on hard drive helps to build users profile; if they are stolen 
while public system is used ,they affect privacy

Browsers have the feature to set cookies and notify before it is written to the 
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Browsers have the feature to set cookies and notify before it is written to the 
computer



Examining Information in 
CookiesCookies

Syntax of a Set-Cookie header looks like:

S t C ki <NAME> <CONTENT> i <TIMESTAMP>Set-Cookie: <NAME>=<CONTENT>; expires=<TIMESTAMP>; 
path=<PATH>; domain=<DOMAIN>;

• NAME
Identifies  cookie– Identifies  cookie

• CONTENT
– String of information that has some specific meaning to the server. As you 

can see from the examples, the content is often encoded in some wayp , y

• TIMESTAMP
– Denotes   date,  time and duration of  cookie  (Wdy, DD-Mon-YYYY 

HH:MM:SS GMT)

• PATH
– Denotes the directories on the target site 

• DOMAIN
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– Defines  hosts within a domain that the cookie applies to



How Internet Cookies Work

e. g. www.google.com

User Machine: 
W b B Google:  Web Server

Cookies created and sent to the 
browser
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Web Browser Google:  Web Server



How Google Stores Personal 
InformationInformation

Google servers automatically record the page requests when the user 
i i  l  ivisits google sites

These "server logs" typically include:

• Web requestWeb request
• Internet Protocol address
• Browser type
• Browser language
• Date and time of request• Date and time of request
• Unique cookie ID

Unique cookie ID is a simple piece of state information; if an ID 
i    hi  h  i  k  h   h  i i d b f
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exists on your machine, the site knows that you have visited before



Google Privacy Policy
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Google Privacy Policy (cont’d)
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Web Browsers

The underlying HTTP protocol and HTML language transfers and 
collects basic information about the requesting user

The data sent with each transfer includes the return address for The data sent with each transfer includes the return address for 
sending the requested web page as well as technical information 
intended for programmers to customize web page layout

This type of information by itself is of minimal concern but the  IP 
address is left at every site visited

SSL is a common protocol that uses different cryptographic algorithms 
to implement security and safe communication between  the server and 
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to implement security and safe communication between  the server and 
client



Web Bugs

Web bugs keep track of Internet users and can be found in various 
applications including browsers  Usenet News  and e mailapplications including browsers, Usenet News, and e-mail

The request for the pixel to display is sent to an advertiser that can return a 
kicookie

They are designed to monitor the reading of a web page or e-mail messageThey are designed to monitor the reading of a web page or e mail message

These web bugs can also carry back information to the advertiser or sender g y
that can include when and where the message was read and who else read it

T i  ff b hi  t  thi  t f
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Turning off web graphics prevents this transfer



Downloading Freeware

There are many free software on the Internet which are There are many free software on the Internet which are 
available for downloading

Points to remember while downloading 
software:

• Download software from trusted sites
• Scan the downloaded content before using it
• Check for phishing sites before downloading any 

content
• Software should not be downloaded from free tool 
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• Software should not be downloaded from free tool 
downloads



Internet Relay Chat

Internet Relay Chat is a form of real-time Internet chat or Internet Relay Chat is a form of real time Internet chat or 
synchronous conferencing

IRC is designed for group and one-to-one communications

Communication in IRC is established using channel which is 
displayed using command

IRC connections are usually unencrypted and typically span long 
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y yp yp y p g
time periods; they are an attractive target for malicious hackers



Pros and Cons of Internet Relay 
ChatChat

Pros

• It is a cost effective alternative to phone, fax, and other traditional means 
of communication

• Direct client to client functions allow users to bypass the IRC server by 
establishing direct connections with one anotherestablishing direct connections with one another

• IRC networks are configured in a way to create redundancy and reliability
• IRC servers typically allows only a fixed number of connections from 

outside of its domain

• As there is no over arching authority to act as a watchdog governing IRC 

Cons

• As there is no over-arching authority to act as a watchdog governing IRC 
servers, anyone can establish a server and join an IRC network

• Peer-to-peer connections is fine as long as the data exchanged is 
innocuous
User must understand the implications of accepting any files from 
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• User must understand the implications of accepting any files from 
unknown parties



Electronic Commerce

Electronic Data Interchange is the exchange of business 
data using a familiar data format which causes threat to 
privacy in e-commerce

Attackers can steal personal details by different 
techniques such as phishing, eavesdropping user’s q p g, pp g
transaction over the Internet, or simply with the social 
engineering techniques

Secure Socket Layer built into the major browsers may 
provide protection during the transmission of Credit Card 
numbers
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Electronic Commerce (cont’d)

In this type of fraud, an attacker uses the stolen credit card numbers, In this type of fraud, an attacker uses the stolen credit card numbers, 
makes online purchases, and orders goods on the fake address

In skimming attack, an attacker may be a dishonest merchant or 
employee and uses small skimming devices such as magnetic stripe 
reader

When any customer pays the bill with the credit/debit card, attacker 
swipes that card on the machine, and with the help of skimming device 
installed by the attacker behind the panel, notes down the details from 
th  dthe cards

Card verification value code is a three-digit number which appears on 
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g pp
the back of all Visa, Master, and Discover cards which provides security



Internet Privacy Tools: te et vacy oo s: 
Anonymizers
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Anonymizer Anonymous Surfing

Anonymous Surfing protects your privacy and your 
identity by preventing from the cyber criminals

It enables anonymous Web browsing which hides 
your IP address so that online snoops are unable to your IP address so that online snoops are unable to 
track the sites you visit

Anonymous Surfing also protects you from 
inadvertently visiting Web sites that are known to 
be phishing, pharming, or spyware sites
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Anonymizer Anonymous 
Surfing: ScreenshotSurfing: Screenshot
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Anonymizer Total Net Shield

Anonymizer Total Net Shield works by creating an o y e  ota  Net S e d o s by c eat g a  
encrypted "virtual tunnel" to and from your computer

It shields you from the most complex methods of 
online spying and snooping

It protects you from Man in the Middle attack by 
encrypting all of your online communications with 
Secure Shell (SSH) tunnelingSecu e S e  (SS ) tu e g

It protects the online activities from evil twins making 
them unable to access your passwords  credit card 
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them unable to access your passwords, credit card 
numbers, and other personal information



Anonymizer Total Net Shield: 
ScreenshotScreenshot
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Anonymizer Nyms

Anonymizer Nyms allows you to create and destroy alias email 
dd i iaddresses in an instant

It shields your real email address by allowing you to create a unique 
Nyms every time you need to provide an email address or send an Nyms every time you need to provide an email address or send an 
anonymous email

Features:

• Kill spam at its roots
• Create disposable and anonymous email 

Features:

p b y
aliases

• Manages your Nyms from any computer
• Checks your Nyms emails from your 

i  i b
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primary inbox



Anonymizer Nyms: Screenshot
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Anonymizer Anti-Spyware

Anti-Spyware detects spyware and tracks 
programs since they masquerade as real programs since they masquerade as real 
programs

It eliminates current spyware and adware It eliminates current spyware and adware 
programs on your computer and prevents them 
from returning

It even stops new spyware before it downloads to 
your computer through the real-time ActiveX 
Shield

It stops bothersome adware programs that 
trigger pop-up ads and drain your PC's 

f
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performance



Anonymizer Anti-Spyware: 
ScreenshotScreenshot
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Anonymizer Digital Shredder 
LiteLite

Anonymizer's Digital Shredder Lite keeps your computer running 
hl  b  bli    i kl  d l  d fil  h   smoothly by enabling you to quickly delete unused files that are 

cluttering your computer

It can shred your recently opened files, search auto-complete, and 
system temp folder

EC-Council
Copyright © by EC-Council 

All Rights Reserved. Reproduction is Strictly Prohibited



Anonymizer Digital Shredder 
Lite: ScreenshotLite: Screenshot
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Steganos Internet Anonym

Steganos Internet Anonym offers Internet anonymity and eliminates 
Internet and PC tracks

The program uses various proxy servers to route your surfing, 
thereby changing your IP address and geographical location thereby changing your IP address and geographical location 
frequently

The program offers an encrypted collection of Private Favorites, a 
built-in File Shredder, and an Internet Tracks eraser
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Steganos Internet Anonym: 
Screenshot 1Screenshot 1
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Steganos Internet Anonym: 
Screenshot 2Screenshot 2
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Steganos Internet Anonym: 
Screenshot 3Screenshot 3

EC-Council
Copyright © by EC-Council 

All Rights Reserved. Reproduction is Strictly Prohibited



Invisible IP Map

Invisible IP Map is 

Every computer that 
is connected to the 

Internet has its own 

This program helps 
you show yourself 

that masks your real 
location

Internet has its own 
IP address which 

could easily be 
located on a map

like you are surfing 
from another place 

on the planet
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Invisible IP Map: Screenshot 1

EC-Council
Copyright © by EC-Council 

All Rights Reserved. Reproduction is Strictly Prohibited



Invisible IP Map: Screenshot 2
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Invisible IP Map: Screenshot 3
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NetConceal Anonymity Shield

NetConceal Anonymity Shield hides your real IP address and other 
private informationprivate information

It redirects all of your network activity through special Internet 
computers, known as Proxy Serverscomputers, known as Proxy Servers

It uses special SOCKS protocol to communicate with proxy servers 
instead of communicating directly with target Internet resources

Features:

• Secure and anonymous e-mails
• Virus, and spyware protection
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• Fully automatic configuration



NetConceal Anonymity Shield: 
ScreenshotScreenshot
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Anonymous Guest

Anonymous Guest is the software that gives a full spectrum of y g p
opportunities to work with proxy-servers

It allows you to be connected to the Internet and work with the remote 
server through a chain of SOCKS4, SOCKS5, and HTTPS proxy servers

It allows you to work in a network, remaining unknown to the world 
around you
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Anonymous Guest: Screenshot
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ViewShield

ViewShield suite combines next-generation ad blocker, pop up stopper, online 
privacy guard, and Internet security manager to let you view what you want and privacy guard, and Internet security manager to let you view what you want and 
when you want it

Privacy guard blocks cookies  "referrer"  "from“and hide IP addressPrivacy guard blocks cookies, referrer , from and hide IP address

Pop up blocker blocks all  or only pop ups from other domainsPop up blocker blocks all, or only pop ups from other domains

Ad blocker blocks banners  multimedia  scripts  and framesAd blocker blocks banners, multimedia, scripts, and frames

Security manager changes multiple browser settings with a click
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Security manager changes multiple browser settings with a click



ViewShield: Screenshot
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IP Hider

IP Hider masks the real IP of a user, allowing him to browse all kind of 
pages by redirecting the traffic through anonymous proxies

This tool has a comprehensive proxy list  containing proxies from This tool has a comprehensive proxy list, containing proxies from 
various countries so that you can choose one from a specific one

It protects computer from the action of 
invasive codes:

• Blocks ActiveX
• Blocks JavaScript
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• Blocks JavaScript



IP Hider: Screenshot
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Mask Surf Standard

Mask Surf is an all-in-one online privacy solution 
that lets ou protect our identit  hile surfing the that lets you protect your identity while surfing the 
Internet

Y   il  k  hid  th  i f ti  l t d You can easily mask or hide the information related 
to your OS type, browser, system language, as well 
as the IP address

You can selectively configure Mask Surf to clean 
cache, URL cache, forms and passwords, cookies, 
and download historyy

Mask Surf relies on Tor – a network of virtual 
tunnels that allows people and groups to improve 
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p p g p p
their privacy on the Internet



Mask Surf Standard: Screenshot
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VIP Anonymity

VIP Anonymity prevents everyone from knowing your IP addressVIP Anonymity prevents everyone from knowing your IP address

It redirects your traffic through anonymous proxy servers which do not 
f  h  i f i  b   IP ddtransfer the information about your IP address

F t

• Internet browsing through anonymous proxy 

Features:

servers
• Auto-checking of proxies for workability
• Automatic switching of proxies with prescribed 

frequency to wipe out all tracks
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q y p
• Fine proxy list tuning



VIP Anonymity: Screenshot
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SmartHide

d ll kSmartHide will keep your IP 
address (and your identity) hidden

Secure all the protocols on your PC 
(E-mail, Web-browsing, Instant 
Messaging, P2P, etc)g g, , )

Provide full encryption of your Provide full encryption of your 
traffic while working on Internet

EC-Council
Copyright © by EC-Council 

All Rights Reserved. Reproduction is Strictly Prohibited



Anonymity Gateway

Anonymity Gateway is a privacy protection tool that 
conceals IP address 

It prevents surfing habits and Internet activity form 
being tracked by websites or Internet Service Providersbeing tracked by websites or Internet Service Providers

Anonymity Gateway blocks invasive codes that may harm 
or use inadvertently information on your computer
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Anonymity Gateway: Screenshot
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Hide My IP

Hide My IP allows you to surf anonymously by changing your IP Hide My IP allows you to surf anonymously by changing your IP 
address, prevent identity theft, and guard against hacker intrusions

Features: 

• Easily Conceal Your IP Address
• Anonymous Web Surfing
• Advanced Application Support• Advanced Application Support
• Protect Your Identity and Stop Hackers
• Send Anonymous Emails
• Un-ban Yourself From Forums and Blogs
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Hide My IP: Screenshot
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Claros Anonymity

Claros Anonymity is a useful 
and anonymizer servlet, a 

It allows to surf the net 
freely, even if you are behind 
an URL/IP based corporate y ,

proxy like application which 
shields your IP address

/ p
firewall, because the firewall 

only logs the anonymizer 
server's URL and IP address
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Claros Anonymity: Screenshot
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Max Internet Optimizer

Max Internet Optimizer optimizes various Internet related system 
i  d b   I  f  b i   ll  settings and boosts your Internet for browsing as well as 

downloading

Features:

• Avoids unnecessary storage of error pages
• Enables flow of control information b
• Sets selective acknowledgement 
• Retransmission of lost data 
• Sets Web page processing priority
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Max Internet Optimizer: 
ScreenshotScreenshot
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Hotspot Shield

Hotspot Shield ensures anonymous and censor 
f    d    bl k d free Internet usage and can even access blocked 
websites

It creates a virtual private network (VPN) 
between your system and the wireless routerbetween your system and the wireless router

This impenetrable tunnel prevents snoopers and 
hackers from viewing your email, instant 
messages, credit card information or anything 

l   d   i l  t k 
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else you send over a wireless network 



Hotspot Shield: Screenshot
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Anonymous Browsing Toolbar

Anonymous Browsing Toolbar hides your IP address by routing your y g y y g y
Internet traffic through remote servers

By selecting a proxy from a specific country, you are instantly given an IP 
address in that country

Features & Benefits

• Hides/changes/masks your IP address
• Surfs the Internet in complete anonymity

f i h di l i l dd
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• Posts on forums without displaying your real IP address
• Keep you anonymous in web chat rooms 



Anonymous Browsing Toolbar: 
ScreenshotScreenshot
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Invisible Browsing

Invisible Browsing hides IP address and  lets you surf anonymously 
and preventing your IP or other confidential information to be 
collected 

Invisible Browsing allows you to change your IP anytime by routing 
  ffi  h h   your Internet traffic through overseas servers 

Invisible Browsing can also be used as a browser cleaner in order to 
protect your online privacy
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Invisible Browsing: Screenshot 1
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Invisible Browsing: Screenshot 2
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Real Time Cleaner

Real Time Cleaner maintains your online privacy by permanently Real Time Cleaner maintains your online privacy by permanently 
erasing all your online tracks

Real Time Cleaner deletes 

• Browser History
• Browser Cookies
• Temporary Internet Files• Temporary Internet Files
• Last Typed URL
• Internet Explorer Favorites
• Auto Complete Forms and Password

d  i
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• Typed URL History



Real Time Cleaner: Screenshot

EC-Council
Copyright © by EC-Council 

All Rights Reserved. Reproduction is Strictly Prohibited



Anonymous Web Surfing

Anonymous Web Surfing is a utility to let you hide your IP address 
when browsing the webwhen browsing the web
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Anonymous Friend

Anonymity Shield 
conceals your IP 

address by routing 

Choose one proxy 
from the dropdown 

list and click the 
bl  b  d 

All proxies allow 
dynamic Internet 
browsing  posting address by routing 

your traffic through 
foreign proxies

enable button and 
you are anonymous 

online

browsing, posting 
messages on various 

forums or voting
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Anonymous Friend: Screenshot
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Easy Hide IP

Easy-Hide-IP - Secures and Anonymizes all your y y y
internet connections

Easy Hide IP protects your identity by replacing your 
real IP address with a different one

All your Internet traffic is routed through remote 
servers

On your ISP's log file, only the IPs of the remote servers 
ill be sho n  not the sites ou ha e isited
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will be shown, not the sites you have visited



Easy-Hide-IP: Screenshot
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Internet Privacy Tools: 
Fi ll T lFirewall Tools
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Agnitum Firewall

Two-way firewall stops inappropriate or malicious access to 
computer from both internal and external sourcescomputer from both internal and external sources

Outpost’s Host Protection module monitors how programs 
i t t t  t t t  i t hi h l l itinteract to protect system against high-level security

Eliminates spyware with Outpost’s dedicated antispyware utilityEliminates spyware with Outpost s dedicated antispyware utility

Versatile Web Control module safeguards against the Internet’s g g
darker side

It steers away from websites infected with drive-by downloads, 
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y o b d d by do o d ,
prevents the inadvertent disclosure of personal information



Agnitum Firewall: Screenshot
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Firestarter 

Firestarter is an visual firewall program which supports Linux OSFirestarter is an visual firewall program which supports Linux OS

• Suitable for use on desktops, servers and gateways

Features:

p , g y
• Real-time firewall event monitor shows intrusion attempts as they occurred
• Enables Internet connection sharing, optionally with DHCP service for the 

clients
• Open or stealth ports  shaping your firewalling with just a few mouse clicksOpen or stealth ports, shaping your firewalling with just a few mouse clicks
• Enables port forwarding for your local network in just seconds 
• Option to whitelist or blacklist traffic 
• Real time firewall events view 

Vi  ti  t k ti  i l di   t ffi  t d th h th  
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• Views active network connections, including any traffic routed through the 
firewall



Firestarter: Screenshot
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Sunbelt Personal Firewall

This two way firewall keeps hackers out and private info 
inside

Blocks all externally originated IP trafficBlocks all externally originated IP traffic

R d  th  d kt  i i ibl  t  t ti l i t dRenders the desktop invisible to potential intruders

Protects the computer from Trojan horses imitating trusted Protects the computer from Trojan horses imitating trusted 
programs

Displays clearly via the Opened Connections Overview what 
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Displays clearly via the Opened Connections Overview what 
each application is doing at any given moment



Sunbelt Personal Firewall: 
ScreenshotScreenshot
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NetDefender

NetDefender is a Firewall with source codeNetDefender is a Firewall with source code

Netdefender works on windows 2000 and above 
version of windows

In windows XP with service pack 2, Default firewall is 
l  i   it i   t  t  b f  always running so it is necessary to stop before 

running the Netdefender

NetDefender Firewall is completely written in VC++ NetDefender Firewall is completely written in VC++ 
7.1 using MFC, Windows API, and Filter Hook Driver

A P t  i  l  id d t   th  t  f  
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A Port scanner is also provided to scan the system for 
open Ports



NetDefender: Screenshot
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I t t P i  T l  Internet Privacy Tools: 
Others
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Privacy Eraser

Privacy Eraser is an Internet Eraser that protects Internet privacy by y p p y y
cleaning up all the tracks of Internet and computer activities

It supports all web browsers such as Internet Explorer, Mozilla, 
Firefox, AOL, Netscape, Opera, and MSN Explorer

Privacy Eraser supports free plug-ins to extend cleaning features it can 
easily erase the tracks left by any applications and make own plug-ins

Privacy Eraser supports Microsoft Windows FAT/FAT32/NTFS file 
t
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systems



Privacy Eraser: Screenshot
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CookieCop

CookieCop works in conjunction with most browsers and offers a broad array 
of tools and p otects p i acof tools and protects privacy

CookieCop is implemented as a proxy server; it acts as an intermediary 
b  b  d h  I  i  h  kibetween browser and the Internet, managing the cookies

It can convert permanent cookies into session-only cookiesIt can convert permanent cookies into session-only cookies

It adds support for Hypertext Transfer Protocol, which greatly improves the pp yp , g y p
program's performance

CookieCop Navigation tab frees you from pop-up windows and removing 

EC-Council
Copyright © by EC-Council 

All Rights Reserved. Reproduction is Strictly Prohibited

Coo Cop g o b yo o pop p do d o g
referrer commands



CookieCop: Screenshot
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Cookie Pal

Cookie Pal is an Internet cookie management system for Windows 95, 98, 
ME, NT 4.0, 2000, and XPME, NT 4.0, 2000, and XP

Cookie Pal works with web browser to give complete control over the cookies 
which are accepted by and stored on system

Automatically and transparently accepts or rejects cookies from all or 
specified servers without user interaction

Keeps a summary list of the number of cookies accepted and rejected from 
each server for the current session

Allows all cookies already on the system to be viewed and deleted

Can be customized to work with other software which receives cookies and 
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Can be customized to work with other software which receives cookies and 
displays cookie alerts



Cookie Pal: Screenshot
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Historykill

Historykill securely deletes history traces on computer with the Historykill securely deletes history traces on computer with the 
File Shredder

It obliterates traces Windows Fragmented Files, Media Player 
History List, Recycle Bin, Temporary Folders, System Swap Files, 
and Windows Application logs

Clears Google bar search history

It erases URL history list from address bar, URL history files, 
temporary Internet files  AutoComplete form fields & passwords   
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temporary Internet files, AutoComplete form fields & passwords,  
'index.dat' files, and Cookies



Historykill: Screenshot 1
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Historykill: Screenshot 2
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Tracks Eraser

Tracks eraser securely erases files beyond recovery

Tracks eraser with free plugins can delete history of popular applications such as real 
player, real one, media player, and divx player

It overwrites the files with blank character, gives the confidence that once erased by 
Tracks Eraser Pro, the files will be gone and no one can recover or undelete them

Custom Erase Item can choose to erase own files and registry

It prevents the websites from modifying homepage
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It can free up a lot of disk space used by the cache and temp files



Tracks Eraser: Screenshot 1
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Tracks Eraser: Screenshot 2
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Best Practices
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Protecting Search Privacy

Do not search for personally identifying information such as name, 
address  credit card number  and social security number address, credit card number, and social security number 

Do not use your ISP's search engine as it can link your identity to your 
searches

Do not login to your search engine while searching as your searches 
can be linked to each other and to your personal account 

Block cookies from your search engine or allow short-lived session 
cookies 

Use dynamic IP address 

If you are using static IP address  use web proxies and anonymizing 
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If you are using static IP address, use web proxies and anonymizing 
software for surfing



Tips for Internet Privacy

Visit sites that have adequate privacy policies that cover:Visit sites that have adequate privacy policies that cover:

• To whom information will be passed onto 
• Why the information is being collected Why the information is being collected 
• How the information will be used 
• How can information access the organization

Install and use privacy enhancing software including:

• Firewall
• Cookie Remover
• Web Bug Remover
• Anonymous Web Browsing
• Encrypted Email
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• Encrypted Email
• Anti-Spam Tools
• Anti-Spyware Tools



Tips for Internet Privacy (cont’d)

Only give as much personal information as you are comfortable with

Use an online identity and free email service to protect against giving out your 
details to spammers
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Countermeasures

Do not reveal personal information inadvertently

Turn on cookie notices in Web browser and use cookie management software

Keep a clean e-mail address

Realize one may be monitored at work, avoid sending highly personal e-mail to 
mailing lists, and keep sensitive files on personal pc

Beware of sites that offer some sort of reward or prize in exchange for contact 
information or other personal details

Do not reply to spammers and be conscious of Web security
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Use encryption and cryptography techniques



Summary

Internet privacy is the ability for an individual to access the Internet without any 
fearfear

Spyware is software that sneaks onto computer and watches what going on 
computer without permission

Cookie is a very small text file placed on hard drive by a Web Page server

Information provided while purchasing any products online will be reused for 
another purpose or sold to direct marketers

Privacy Eraser is an Internet Eraser that protects Internet privacy by cleaning up 
all the tracks of Internet and computer activities

Buzof enables to automatically answer  close  or minimize virtually any recurring 
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Buzof enables to automatically answer, close, or minimize virtually any recurring 
window including messages, prompts, and dialog boxes
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