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C EH News
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'Silly' worm targets USB sticks

Iain Thomson, vnunet, corm 04 May 2007

Experts are warning of a new worrn which spreads via USE kevs in a reverzion to the sarliest
rnethods of viras distribution,

SillgFO-A4 installs itself onto systems and puts a message in Internet Explorer reading 'Hacked
by 1BYTE' It alzo installs an autorun.inf on any removable drives, such as USE sticks or floppy
discs,

"USE keys are becoming so cheap that marketing people are prepared to uze them as
“throwawaws' with the aim of securing szales leads," said Graharm Clulay, zenior technalogy
consultant for Sophos,

"Carmputer awners should tread very carefully when plugging an unkrnown device inta their PC,
however, as it could have malicious code planted on it

"wiith a zignificant rise in financially rmmotivated malware it could be an obvious backdoor inta a
cornpany far criminals bent on targeting 2 specific busineszz with malicious code."

Once the drive is connected to another commputer the worm avtormatically installs itzelf on the
new computer and repeats the exercize in an attermpt to spread further, Users are advised to
turn off the Autorun feature in Windows,

The tachrnique rirnics the very earliest rmethods of virus propagation when viruzes were spread
zolely via floppy dizcs,

Virus protection then was =asy; users simply had ta cover the indented tab on 3 5.25in floppy
with sticky tape, the zo called 'wirus condom’.

Permnalink to thiz stary
Source: http://www.vnunet.com/
www,wnunet.com/ 2189228
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c EH Module Objective
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This module will familiarize you with:
N J

USB Devices

USB attacks
Viruses and worms
USB Hacking Tools
USB Security Tools
Countermeasures
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CIEH ™Module Flow
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USB Devices —> USB Hacking Tools
USB attacks USB Security Tools
Countermeasures

Viruses and worms —

) Copyright © by EC-Council
EC-Council All Rights Reserved. Reproduction is Strictly Prohibited




CE H Introduction to USB Devices

Certified = Ethical Hacker

Universal Serial Bus (USB) is a serial bus standard to interface devices

Itis pluggable, allowing device to be connected or removed while computer is
running

A pen drive is a compact, removable storage device just like a floppy disk or a
CD

A pen drive can be plugged into the USB port \1‘{4»-/
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USB Attacks
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C EH Electrical Attack
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Electrical attacks mounted against the USB keys require physical
access to the device circuit boards

Primary goal is to access private data, which is supposed to be
protected by legitimate user's PIN number or password without
detection by the legitimate user

A design flaw common to the USB keys is the improper storage of
password values, which can allow the extraction of all data,
including private information

Changing the password value which is stored in an EEPROM
allows access to the device and extract all private information
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c EH Software Attack
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Attacker examines the communication channels between the USB device and
host computer

It analyzes and determines the possibility to brute-force a password which
will give access to the USB key device

By sending incorrect and known erroneous USB packets to the USB key, USB
may leak information such as the contents of protected memory areas

tm
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C E H USB Attack on Windows
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Buffer-overflow vulnerabilities in USB device allow an attacker to bypass the
Windows security and gain administrative privileges of the host machine

Attacker having idea about the vulnerability in a USB device driver can program
one USB device, known as portable memory stick, to pose as the kind of device
that uses the vulnerable driver

Attacker then plugs the device into the host system and triggers the exploit
when the host system loads the flawed driver

This allows an attacker to take control of host computer
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Viruses And Worms
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C EH vVirus: w32/Madang-Fam
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W32/Madang-Fam is a family of viruses for the
Windows platform, which spreads via Removable
storage devices

It attempts to infect files with an EXE or SCR
extension on all drives and on connected
network shares

It contains the code to download and execute
code from one or more remote websites

It may attempt to run the files
<System>\setupx.exe and
<System>\Updatex.exe

It attempts to inject itself into the Kernel or into
another process that is already running
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C EH Worm: W32/Hasnot-A
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W32/Hasnot-A is a worm and companion virus for the Windows platform, which
spreads via Removable storage devices

W32/Hasnot-A will hide files and folders, appending the original file or folder
name to a copy of itself

Once installed, W32/Hasnot-A spreads through network shares and removable
storage devices, including USB keys

File <Root>\autorun.inf is designed to start the worm once the drive is mounted
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CIEH ws32/Fujacks-AK

Certified = Ethical Hacker

W32/Fujacks-AK spreads to other network computers through
available network shares and removable storage devices

It copies itself with the filenames GameSetup.exe and setup.exe
correspondingly

It also creates the file autorun.inf to insure that the file setup.exe is
executed

It has the functionality to access the Internet and communicate
with a remote server via HTTP

It attempts to periodically copy itself to removable drives,
including floppy drives and USB keys
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CIEH ws32/Fujacks-E
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W32/Fujacks-E is a prepending virus and worm with . j
backdoor functionality for the Windows platform
| ¢

It spreads in network computers through available
network shares and removable storage devices with the

filenames GameSetup.exe and setup.exe
correspondingly

It runs continuously in the background, providing a
backdoor server which allows a remote intruder to gain

access and control over the computer

It has the functionality to access the Internet and
communicate with a remote server via HTTP and it may

change HTML files
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CEH w32/Dzan-C
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W32/Dzan-C is a virus for the Windows platform that also
spreads via removable storage devices

It runs continuously in the background, providing a backdoor
server which allows a remote intruder to gain access and
control over the computer

It adds its 66048 Bytes of code at the end of the original file,
so whenever the file is executed, the virus is also executed
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C EH W32/SillyFD-AA
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W32/SillyFD-AA is a worm for the Windows platform

Once installed, W32/SillyFD-AA spreads through removable
storage devices, including floppy drives and USB keys

This worm attempts to create a hidden file Autorun.inf on
the removable drive and copies itself to the removable drive
with the hidden filename <Root>\handydriver.exe
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C EH w32ssillyFpc-BK
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W32/SillyFDC-BK is a worm for the Windows platform

W32/SillyFDC-BK spreads via removable shared drives by

copying itself to <Root>\krage.exe and creating the file
<Root>\autorun.inf

File <Root>\autorun.inf is designed to run the worm when
the removable drive is connected to an uninfected computer
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CEH w32/LiarvB-A
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W32/LiarVB-A is a worm for the Windows
platform

Once installed, W32/LiarVB-A spreads
through network shares and removable storage
devices, including floppy drives and USB keys

W32/LiarVB-A copies itself to the root folder
of the drive and adds an autorun.inf file

W32/LiarVB-A leaves an html file on the
infected system with a message about AIDS
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C EH W32/Hairy-A
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W32/Hairy-A will
attempt to copy itself
and create
autorun.inf to
removable drives

W32/Hairy-A
changes settings for
Microsoft Internet
Explorer by
modifying values

W32/Hairy-Ais a
worm for the
Windows platform
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CEH w32/Q0QRob-ADN
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W32/QQRob-ADN is a worm for the Windows platform

W32/QQRob-ADN spreads by copying itself to removable storage
devices

W32/QQRob-ADN copies itself to removable storage devices as the
hidden file 0so.exe and creates a hidden autorun.inf to launch
0s0.exe automatically when the device is plugged in

W32/QQRob-ADN attempts to block access to security-related
sites by modifying the HOSTS file
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CEH w32/vBAut-B
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W32/VBAut-B has functionality to spread via removable storage devices
and Instant Messaging protocols and to download, install, and run new
software

This worm attempts to copy itself with the filename boot.exe to the
available removable storage device creating Autorun.inf to ensure that
the copy of the worm is executed once device Is accessed
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CEH HTTPW32.Drom
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HTTP W32.Drom is a worm for the Windows platform

W32.Drom is a worm that downloads and executes malicious files on the
compromised computer and spreads through removable storage devices
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Hacking Tools
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C EH USB Dumper
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USB Dumper is an application that
when installed on a system runs a
background process which copies files
from any USB flash drive installed to it
silently

Simplicity of this application is what
makes it quite dangerous, it needs a
user to double click the executable

Once this is done, application runs in
the background and any USB drive that
is connected will automatically have its
contents downloaded to the system
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C EH USB Dumper: Screenshot
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USBDumper v2.2 |

— Dwmnp all files frarm USE device to directaory -

iE:'\ushdumper
Filker[z] - 1
— [ ptinnz -

v fdd macro to M5 Word document

b acro file ; ]Macrn_Fuer_Wnrd. bt

vV Add macro to M5 Excel document

Browse. .

bd acro file : ]Man:n:n_Fuer_EI:-:cel.th

v Copy filefs) to USE device

C:uzbdumperhautozstart, inf
C:uzbdumperttiojan. exe

Start

Browse. ..

&dd

Delete

Rezet

Cancel |
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C EH usB Switchblade R
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USB Switchblade is the outcome of community project to merge various tools and
techniques that take advantage of various Microsoft Windows security
vulnerabilities, the majority of which are related to USB ports

Purpose of this tool is to:

 Silently recover information from Windows systems, such as password hashes, LSA
secrets, IP information, browser history, and auto fill information

e Create a backdoor to the target system for later access

It takes advantage of a security hole in U3 drives that allows the creation of a
virtual CD-ROM drive, which allows the Windows auto run feature to work

If auto run or a U3 drive is not used, the application can still be started by
executing a single script on the drive
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C/EH usB Hacksaw
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USB Hacksaw is an application created as a proof of concept developed by
Hak5 and as an extension to the USB Switchblade

USB Hacksaw uses a modified version of USB Dumper that once installed on
a system will run a process in the background whenever that computer starts,
waiting for a USB thumb drive to be installed

Once a USB thumb drive is inserted into a system its contents is
automatically sent via an encrypted SMTP connection to a remote email
account which is configured
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USB Security Tools
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CIEH myusBonly
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Prevents data theft by blocking all but your
trusted USB storage devices

Stops files from walking away on thumb drives,
mp3 players, flash cards, and portable USB hard

drives

Secretly logs all USB connect and disconnect

activity

your PC

EC-Council

Gives an email notification message when an
unauthorized USB storage device is connected to
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c EH MyUSBonly: Screenshot 1
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#* MyUSBOnly by A.C. Element

Ele Ssting  Help

A.C. Element

Freferance Skep 1: Start Detect USB Device

General Setup

Dienvice Whitelist

Device Usage Log

Minimize Application

:-l'-|J| siration b ; Dhastect
Buy Now B

About

Scan New Davice Name
Eingston DataTraveler 20 U5SE Dewce [OEFTABROIIN0300_0)

i :
| ' v bo W hibedst

" Remave

Davice Mame - Whitelist
Krgeton DataTraveler 20 USE Desace [OEF1TABRO7 3310500 _0)

Final Step: Save the Changs :

[ Sae ]|

Caraced
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c EH MyUSBonly: Screenshot 2
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#* MylISBOnly by A.C. Element
File Satting Heb

A.C. Element

Preference Sotup WindoW hce

, ; ! W e ey
General Setup |Require the passwaord befors openng this sebup vandog, |

Diavice Whitalist [0 Display Password

L‘_l[._ Ace | 1n

Minimize Applicabhon [ Display ray icon

Registation [w'her the tray con is hide, Y'ou can press ChlFS to restore this setup vandow. |
By Now [ Shows wamirg tiay hinks 1o uses about unauthonzed devies

About

E-Mail Notfication

O E-Mal Mctihcation when device connected

Send Test EMal |

[0 E44ail Matification when device dsconnected

To
Subject
SMTP Sender Pot: 98

] SMTP Sesver requres authenbcation O SMTP Server requires authentication [CRAM-MDE]

Uzemame:

Password:

Apply Changes |
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c EH USBDeview
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USBDeview is a small utility that lists all USB devices that are
currently connected to your PC or have been connected to it in
the past

Along with the device name and description, it displays the
serial number, date the device was added and last connected,
VendorlID, and other information

USBDeview can also be used to gather USB devices from a
remote computer via command line

EC-Council All Rights Reserved. Reproduction is Strictly Prohibited
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c EH USBDeview: Screenshot 1
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USBDeview

File Edt WView Options Help
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Device Name
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% Microsoft Wireless Opti...  USB Human Interface Device HID (Human Interface De...
OD-EMU-100USB V.92 Modem  CDC Data
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&&= OD-EMU-100 USB V.92 ...
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Description Device Type
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Logite:
Logitec
Lot
Logstec
Logitec
Logitec
Generic
SanDick
Apple if
Apple if
Microse
Microsc

Disconnect Selected Davices  F9
Save Selacted Ihems Ctrl+5
Copy Selected Items Chrl+C

HTML Report - A Tkems
HTML Report - Selected Items

Choose Columns
Auto Size Columns Chri+Plus

Properties Alt+Enter
ceDe,..

Refresh FS ce De. ..
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36 item(s), 1 Selected

NirSoft Freeware. http:iiwww.nirsoft.net
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c EH USBDeview: Screenshot 2
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Properties

Device Name: ImageMate 12 in 1 Readerf\Writer

Description: Generic STORAGE DEVICE USB Device

Device Type: Mass Storage

Connected: No

Safe To Unplug: No

Drive Letter: K:

Serial Number: 0301192958

Created Date: 712642006 12:51

Last Plug{Unplug Date: NA

VendorlD: 0781

ProductiD: 8919

USB Class: 08

USB SubClass: 06

USB Protocol: 50

Hub } Port:

Computer Name:
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c EH USBDeview: Screenshot 3
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| Column Settings

Check the columns that you would like to make visible. Use the
Move Up and Move Down buttons to reorder the columns

A
Description

Device Type [ Move Down |
Connected

Last Plug/Unplug Date
Safe To Unplug

Drive Letter

Serial MNumber

Created Date
VendallD

ProductlD

£

Width of selected column (in pixels): | 150

0K ] [ Cancel
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C/EH usBBlocker
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USB Blocker enforces centralized access control to
prevent unauthorized use of removable media
that connects to computer USB ports

Hardens endpoint security

Enables regulatory compliance, such as SOX,

GLBA, and HIPAA

Seamlessly integrates with Active Directory

EC-Council
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c EH USB Blocker: Screenshot
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System  Theme

E Cheapestsoft USE Blocker 3

Login Passwnrd|CDnnect F‘asswnrd| Feqgister | Help | By row |
Ir

Select all Lnselect Al Delete Clear | Addip | Canneck |
Wrike/Fead Fead Disable

22,102

Horne

Hone
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C/EH usB copyNotify
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USB CopyNotify is a software utility that notifies when a USB Stick is
being used on any of the PCs on the network

As soon as someone uses removable media such as a USB drive or an
IPod, the sophisticated detection system of the software notifies the
same

Client [ Drives &.F 1 ] Started on WS160 [ 192.168.1.160 ]

[ a USB CopyMotify! Server

i 1:07 PM

bo [[E7Tue... 4 oEs B2
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c E H Remora USB File Guard
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Remora USB File Guard is designed
to do file encryption and
compression in USB storage devices

It can secure all files and store them
in USB disk anytime and anywhere

Fast encryption and compression
using strong 128 bits encryption
technique, and at least a 50%
compression rate to double storage
capacity

EC-Council
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c E H Remora USB File Guard:
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o8 Remora USB File Guard 1.9.0.0

Ede Run [Is Heip
Logon Password Wt File
Encrypt Password
Compression Rate p JHoeFokaee @ inport Y Export
1
[ESEERN|  OPen Desnslon oker affer Ppo [ TimeModied [ Atrbutes |
Languagé S
Window Style » Corner
Exchisive
Gradic
GreenLight
Longhorn
MediaZone
Sport
+ WinkPBiue
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o Remora USB File Guard 1.9.0,0

File Run

Contiroton [P

Logon Password
Encrypt Password
Compression Rate

Open Destination Folder after Export

Language
Window Style

ot Fise

Mew Folder [\ import

| Tirme Modified

Remora USB File Guard:
Screenshot 2

CREEX

@Y Export

| Altibutes |

Chinese (Big5)
Chinese (GB)

Dewtsch (DE)
Dudch (ML)

+ English (US)
Finnish (FT)
Francais (FR)
Raano (IT)
Lithwsanian (LT)
Russian
Slovenian(Sl)
Spanish (SM)
Swedish (SE)
Tagalog (PH)

Yiethamese (Vi)
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C E H Advanced USB Port Monitor
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Advanced USB Port Monitor is USB Bus, USB Device,
and Protocol Analyzer

Advanced USB Port Monitor packs the robust
functionality to capture, view, and process USB traffic

It offers sophisticated viewing and intelligent searching
to accurately and efficiently debug and test High
(480Mbps), Full (12Mbps), and Low (1.5Mbps) speed
USB devices and software
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c E H Advanced USB Port Monitor:

Screenshot
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~ Advanced UUSB Monitor m E]@

File Edit “iew Tools Window Help P

USB devices x
(23 RAIREIE
| ln -~ ¥ B3| = < HOHOME
- SigmaTel USB-IrDA Dongle - Monitor window E]@ 2 & #1 - Intel[F) 82801FEFEM LISE L
QD Fiter - [gy | viewtvpe - = & | D | B T | w0 &2 [ =& Root Hub
- - =) Motorola USE Modem
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= Root Hub
& [354] URB_FUNCTION_BULK_OR_INTERRUPT_TRAHNSFER (SUCCESSM:000000000 200512167, E%b \\éosig;a'rﬂ LUSB-iD Dongle
Tiemd sesle IRP status: 000000000 (STATUS _SUCCESS) .
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() USE 1.0 12 Mbit/s]
() USE 2.0 (480 Mbits)

() Auto Transfers data From a bulk pipe or interrupt pipe or to an bulk pipe, IF :
C‘ Elreliatii Transfer buffer: 0x5587C000 :ztéht:il;:BsEuLllzstE?ewth _URE_BULK_OR_INTERRUPT_TRANSFER = L%D #4 - IntellR] 82801FB/FBM USE Ui
i [355] URB_FUNC TION_BULK_OR_IHTERKory o e T e ey e e e e =& Root Hub
IRP status: 000000000 (STATUS _SUCCESS)
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100 Mbitis ki [356] URB_FUHCTION_BULK_OR_INTERRUPT _TRAHNSFER 20051216151522 750 (+16) i l% H5, - Intel[FY) B2601FB/FBM LISE2 £
87,5 Maitiz Pipe handle: 0xSE0CAMFC = E%b Root Hub
52?2 mg;iﬂ Transfer flags: 0x00000003 (USED_TRANSFER_DIRECTION_IM, USBD_SHORT TRAMNSFER_CK) )
s Tranafar hadfar: -ARATOOON b bS]
50 Mbitds . b
) State: Bytes processed: Log file: \9
37 5 Mbitts \\g
25 Mbiti= Total [bytes] a 0 \\g
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History 7
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Transfer flags: 0x00000003 (USBD_TRANS
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C EH Folder Password Expert USB
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Folder Password Expert USB is a security software
designed to protect folders against unauthorized
access to their contents

Install Folder Password Expert USB right on flash,
USB external, or removable drive \

No need to install the program on each computer
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c E H Folder Password Expert USB:
| e OCFEENSHOL

=¥ Folder Password Expert LISE
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c EH USBlyzer
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USBIlyzer is an USB protocol analyzer for Windows

It provides a view for analyzing USB Host Controllers, USB Hubs,

and USB Devices activity

USBIlyzer can view detailed information about all USB devices and

their child components

USBIyzer allows to capture, decode, and display important
Information going through USB device stack

EC-Council All Rights Reserved. Reproduction is Strictly Prohibited

Copyright © by EC-Council




'™

c EH USBIlyzer: Screenshot
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B3 Untitled - USBlyzer
File Capture Edit Mavigate \View Options Help
e d & O Capture | [ Stop || [ "-_E T Pl a8 = 25 =} =}
Device Tree | Type @ Seq Time Request Ifo  CLE Device Object  De
= 5 Generic LISB Hub A || PnP 0078 15:01:00.046  Start Device BE026658h 00C
- [ Generic UISE Hub PrP  0079-0078 15:01:00.046 Start Device BB026656h 00c
E2l 3 §Port1: Broadcom 2045 Blustooth 2.0 ’;E gggﬂ — TR e A P i " %E
" I_
= £ Post2: USB C ske De
Ceg Por TR e PP 0082 Field Name Comment 0ot
@ Use dudio Device pré | O0A3-0082 00¢
4 [7] g USB Human Interface Device S et + ThreadlistEntry struct _LIST_ENTRY ~ T
% [7] €8¢ Port3: USE Mass Storage Device (O:) Unlo D104 = IoStatus struck _IO_STATUS_BLOCK e
=N Port4: USE Mass Storage Device (Q:) URE 0105 Status 00000000k STATUS_SUCCESS
= e JetFlash TS1GIFYZ0 USE Device UmIO  0109-0105 Infor
: Umio 0136 Request;
S Generic voume Umlo 01370136 Pendingd] Field Name L il
= G% Port2: USE Composite Device =
. . UmIQ 0138 ki = shruck _URE_SELECT_COM... .S
(119, USB Audio Device < iy I HI struct _URE_HEADER
. Currentl J UL e
v : - - .ﬁ
(] 8 Port3: D-Link DSL-200 LISB ADSL WAN Moc cancel CorfigurationDescriptor 826681080 PUSB_CONFIGURATI
=-[E 7 Generic ISE Hub gtk Rapeat C 5311
: ConflgurationHandle BlFeCCADh
- (g Pork1: USE Human Interface Device £ ]
“) HID-compliant mouse o URB Select Configuration : = Interface O struct _USBO0_INTER __
s ) Lengh i -
5 B3 Ganeric S8 Hub
(& Generic _ Device Object USBPOO- o — ®
= ‘%‘ Portl: USE Composite Device . : Device Descriptor BCMI20450:G-Flash »
=[] (g USE Human Interf ace Device Oriver Object ushhui Alter
- ) Class
[4] 2 HID Keyhoard Device URE Function URE_FLNg SubC 0 blength 1 1w
# - [7] (8 USE Human Interface Device URE Status USBD_ST Prat 1 bDescriplorType 1 01k Device
Port2: USE-IrDé& Adapter YOO 2z bcdUsB 2 0200k USB Spec20
- g Port3: NEC LISB Floppy (N:) Configuration 1 s § et 1 B0 Vireisss ool
5 bDevice 55 1 0lh antroller
A MEC UISE UFD00x USE Device ;
;- b i o Interface 0 /AR 0 Wireless Controller, 3 pipe(e & bDeviceProtocol 1 01k Bheetooth Prograr
5.0 Portd: . 7 bMaxPacketSize0 1 40h 64 byles
Endpoint 81h 1 In, Interrupt 16 bytes )
£ > E . 2 idvendor 2 O0ASCh Broasdcom Corp.
ndpoint 82h 2In, Bulk 84 ntes 10 iBroduct 2 210lh
Device Stack x || Endpoint 02h 20ut, Bulk B4 bytes 12 bedDevice 2 0000k 000 w
Device Name Device Object  Driver Name Interface 1 /AR O Wireless Conroller, 2 pipe(q] £ >
SHBTWUSE-0 S8109E0Z8 BETWUSE Endpoint 83h 3 In, lsochronous 0 bytes 2 T
&) USE Prop | [
<HIUSBPDO-27  BZ7TEI68 usbhub 2] Report | [6) Raw Da
Ready [NRRRNNRNRRS |
Copyright © by EC-Council
EC-Council All Rights Reserved. Reproduction is Strictly Prohibited




CIEH usBPC Lock Pro
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It turns any USB Flash Drive into a key that prevents unauthorized
people from using computer

USB PC Lock will automatically lock your computer and perform
other actions when you step away from it

Features.

» Locks workstation when you step away
» Locks MSN Messenger

e Stops streaming media traffic

e Mutes audio

e Starts or stops event logger
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Virus Chaser USB supports Anti-Virus Vaccine software based on USB Flash
Drive

It can scan, cure, delete, or monitor for virus infections of your computer

Features:

 Virus Scanning
e System Monitoring

Initialize ¥Yiruz Chaser USB

a®
-+ Virus Chaser USB

Click, Start ta initialize Yirug Chaser USE.

Iritialization iz only neceszzany when the Wirug Chager USE iz connected to the computer for the firzt lime.

Click, 'Start' button.
I

¥ Cloze window after completion Start Cancel
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C EH Countermeasures
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Conformal Coatings, such as epoxy, help protect critical components from
probing and tampering

All functionality not used or needed in the production unit should be completely
removed from the firmware

Scan the removable storage media by certain antivirus software whenever it is
plugged into a computer

Disable autorun

Disable USB ports and CD-ROM’s use on Windows using Group Policy
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c EH Summary
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USB (Universal Serial Bus) acts as an interface and add on device

Primary goal was to attempt to access private data, which is supposed to be protected by
legitimate user's PIN number or password without detection by the legitimate user

Once the modified buffer is programmed back into the Serial, EEPROM attacker can
login using the default PIN and make use of the legitimate user’s credentials

USB Dumper is an application up that when installed on a system will run a background
process that will copy files from any USB flash drive installed to it silently

USB Blocker enforces centralized access control to prevent unauthorized use of
removable media that connects to computer USB ports
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“I'm looking for some foreign language software
that will teach me how to speak Encryption.”

Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited




Certified = Ethical Hacker

EC-Council

Copyright 2005 by Randy Glasbergen.
www.glasbergen.com

“Information security is a big deal at my office
so sometimes we have to communicate in code.
We have 37 different symbols for the word ‘jerk’.”
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