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nzherald.co.nz

'Celebrity Gang' behind 23% of all spam

12:07PM Thursday November 29, 2007
By Matt Greenop

A group of spammers, with a fondness for using celebrity names in its spam, is now
controlling a network of compromised computers large enough to rival the massive 'Storm
Worm' botnet.

A botrnet is a network of computers that are under the control of hackers, usually with the
rightful owner blissfully unaware that their machines have been hijacked.

Eotnets, with their massive computing power, are used to distribute wast amounts of spam
by email that usually contains malware that will allow the cyber crooks to steal personal
information like passwords,

If not caught, the spammer's botnet networks will grow expanentially.

The group is now responsible for more than 20 per cent of all spam in circulation, accaording
to Mew Zealand-based internet security specialist Marshal.

The Celebrity Gang, which uses subject lines about nude celebrities like Angelina Jolie and
Brithey Spears, has been building its botnet since August 2006,

Crther subject lines that the gang use to deliver malware to computers include Windaws Source: http://www.nzherald.co.nz/

Security Updates and promises of free games.
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C EH Module Objective
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This module will familiarize you with:
Spamming
Techniques used by Spammers
How Spamming is performed
Ways of Spamming
Types of Spam attacks
Bulk Emailing Tools
Anti-Spam Techniques

Anti- Spamming Tools
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C/EH Module Flow
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Spamming >  Types of Spam Attacks

| l

Techniques used by
Spammers

| l

How Spamming is

Bulk Emailing Tools

Anti- Spam Techniques

Performed
Ways of Spamming Anti- Spamming Tools
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C/EH Introduction
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Spamming is populating the user’s inbox with unsolicited or junk
emails

Spam email contains malicious computer programs such as viruses and
Trojans which change the computer settings or track the system

Spamming is also used for product advertisements
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C EH Techniques Used by Spammers
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Spoofing the domain:

» Message appears to be from user’s own domain

Poisoning or spoofing filters:

« Addition of invisible text or numbering in message

Social Engineering:

» Used to manipulate people to perform actions or divulge confidential
information

Directory harvesting:

» By sending messages to possible addresses and then building a list of valid
email addresses through non-delivery reports

Phishing attacks:

e Convinces the user that the mail is sent by a trusted source
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c : H Technigues Used by Spammers

s me e (CONT'A)

EC-Council

Sending virus attached files:

 Itinstalls Trojan horse and viruses that malfunctions host computer

Database Poisoning:

e Using innocuous words (ham words) in a SPAM, thereby effectively
poisoning the database in the long run

Junk Tags:

e Hiding spam words by inserting invalid HTML tags in between words

Invalid Words:

« Spam word like mortgage etc. are masked by inserting special
characters or junk characters in between
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C E H How Spamming Is Performed
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—[ Getting the email ID’s }

e Spammers get access to the email ID’s when the
user registers to any email service, forums, or
blogs by hacking the information or registering
as genuine users

e Spiders are used which searches the code in web
pages that looks as email ID’s and copies it to the
database

e E-mail extraction tools that have built in search
engines to find email ID’s of companies based on
the key words entered are used

e On-line Ad Tracking tools help the spammers to
analyze details of the number of users who
opened the spam mails, the responses to it, and
which ad brought the best results
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c E H How Spamming is Performed
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(cont’d)

How Spam is Relayed

* Rogue ISPs obtain their own network numbering and
multiple domain names from the interNIC using which
spammers manage to get across spam blocks

» On-the-fly Spammers - Spammers register as genuine
users for trial accounts with ISPs and use forged
iIdentities to start spam hits

» Blind Relayers — Some servers relay a message without
authentication which is send as genuine mail

Getting passed the anti spam
softwares

* The subject line of the email is given as ‘Re: or Fw:’
assures the anti spam softwares that it is a genuine
reply to users message

* The spam message is enclosed as an image in the mail
to make the anti spam software trust the source
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C/EH Wways of Spamming
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{ Usenet spam }

e It is asingle message sent to 20 or more
Usenet newsgroups

It robs users of the newsgroups by
overwhelming them with a barrage of
advertising or other irrelevant posts

4[ Email Spam }

e Email spam targets individual users with
direct mail messages
 Email spam lists are often created by

scanning Usenet postings, stealing
Internet mailing lists, or searching the

Web for addresses

EC-Council
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C/EH Spammer: Statistics
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As at

The 10 Worst ROKSO Spammers 26 February 2008

Rak  Ploi SpAnme rof Spsam Gang Connty

Leo Kuvayew / BadCow Russian Federation
RussianfAmerican spamrmer, Does "OEM CD" pirated software

spam, copy-cat pharmaceuticals, porn spam, porn payment

collection, etc, Spams using wirus-created botnets and seems

to be invalved in wirus distribution, Partnered with Ylad - aka

"Mr, Green"

Alex Blood / Alexander Mosh / AlekseyB / Alex Ukraine
Polyalov

So many Alex 2 Aleney spamming! Ales Blood tied to Pilot

Halding & bbasafehosting.com long age, then Alex Polyakow

posted he owned them, Mazsive botnet and child-porn spam

ring, alze pharma, rmortgage, and rore, May wark with Kuvayew

and ¥ambo,

Vincent Chan oHc.net Hong Kong
‘incent Chan and his Chineze partners have been sending

spam for years, They mainly do pharmacy, and are able tao

zend out huge amounts daily, The use a vast amount of

compromizsed machines, for sending, hosting and

prosyvhijacking.

Russian Business Network Russian Federation
Armong the world's warst spammer, child-pornography,

malware, phizhing and cybercrime hosting networks, Pravides

"bulletproof hosting", but iz probably invalved in the crime too.

Mikhil Kumar Pragiji / Dark-Mailer Australia

Through the Dark-Mailer Windows based prosy-botnet based Queensland

spamware, this sparmmer is responsible for and behind a large

portion of the world's illegally send spam, Source: http://www.spamhaus.org/
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C EH Worsen ISP: Statistics
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The 10 Worst Spam Service ISPs As at 26 February 2008

Mumber of Current

R ank M etk
Fnown Spam lssues

ttnet.net.tr 40
hinet.net 33
calpop.com 31
vsnlinternational.com 29
zbyd 29
X0.Ccom 28
iplan.com.ar 28

casablanca.cz 28

internap.com 27

10 gilat.net 26

Source: http://www.spamhaus.org/
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" Top Spam Effected Countries:
c EH PSP U IES

Statistics
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The 10 Worst Spam Origin Countries As at 26 February 2008

Mumber of Current

Fank Count
v Known Spam lssues

- United States 1600
. China 455
- Russian Federation 274
- United Kingdom 201
5 South Korea 180
i Germany 173
r Japan 155
8 France 145
g Canada 131
10 Taiwan 124

Source: http://www.spamhaus.org/
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C EH Types of Spam Attacks
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Hidden text & links

» Making the text look same as the back ground color

Double tags

e Giving duplicate title tags and Meta tags

Cloaking

e This is done by showing different pages to search engine and users

Blog & Wiki spamming

e Wiki’s are used to add or update the content of any page on the
website

e This spamming allows the spammers to automatically run crawlers
which hunt out blogs and then post keyword text links
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C E H Types of Spam Attacks (cont’d)
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Image Spam

* In this type of spamming, emails containing only images without
any text are sent by spammers to evade security systems/controls

Hijacking/pagejacking

e Redirecting a page which improves the page rank of the
redirected page
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Bulk Emailing Tools
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C EH Fairlogic Worldcast
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Fairlogic Worldcast bulk emailing tool is a
customized mailer and also an address validator I

It detects many common bad addresses existing
on the mailing lists

It provides a detailed logs of the entire delivering
process and reports if there is any kind of error
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3: WorldCast - mailing.wet == * UNBEGISTERED == =
: File Edit Editor Meszage Toolz Help

DEE X0y~ A% ¥ »rEO|NEGO

Emai | Status | M ame
zenetol@defSRght. net. br W Success  zeneto
someone@zed] 28fc. com W Success bastos

Subject | Your purchase on [Purchasze Date]

Message Body | HTML Preview |

dcast: Screenshot

éF'rl:llj;..JI:t F'ur|:|:1.ase Islate
WwhorldCast 1243041995
WharldCast 2000 12/30/2000

-4

Dear [MName], (=
Thank wyou for purchaszing [Product] from Fairlogic 3vystems.

We are happy to inform you that vour e-mail address

[Email] has been included in our mailing list.

i[f vou need more information about [Product], please

don't hesitate to contact us.

Thank wyou again,

Jales Department —
Fairlogic Syotens =

6 1 .: E-mailz; 2

EC-Council
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C/EH 123 Hidden Sender
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123 Hidden Sender sends absolute anonymous bulk emails
The IP address is not shown in the email headers

ISP service 1s not lost
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C E H 123 Hidden Sender: Screenshot
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it 123 Hidden Sender (Free DEMO Version) = | =
Eile Send Email Help
I S0 & A O :
> : : s \
s & o ¢
start Download Proxy Server  Preview | Sattings  Diagnose  Begister Homepage
Mez:ag8 | Status | Logging |
Recipientz.  |mpost Mating List From Test or C5V File. | Irgut Recipsents Diecty
From Alas o File Emai From o File ToAbas or Files
Browse |[HToEmadt 8 Browse |=“":| andomE malt = Browse | |HSendsihamett 8§ &
Subject of File: Priciily:
Browse ||BLoadFromFilelC  \SOFTFEDLANSoffpeda [Z) bl BDateTimed BT oMamel 8R andomD ateTime | g | Nomal ﬂ
. Rotating message file: [for use valh B8R ot atingT extt in body message] [0 phional]
Browze _HLnafrmFie,:ﬂ: VSOFTREDLANS oftpecha. it ]
HTHML File: Ireport HTML Fie | Claar HTML File
HTML Souice | HTML Preview  Dymamic Mezzage | . Adtachment
Drynamic: From M ame Doymamic: Emad From Diynamec To Alas g —l
™ Dizable Dynamic From Hame " Disable Dynamic Emad From ™ Dizable Dynamic To Akas { |1 Agd i Dialete
(¥ Ag zame as iecipients’ emaid [~ Az zame az recipenis’ smai 0% Az zame az sender’s aliaz | I &
™ Randomize Fiom Name (* Randomize Emad From ™ Randomize To Alas
Scodtpecha &
Dynaeic Sukpect Dynamic Bady & TOP Dyraerec Boady st BOTTOM
I+ Append Date & Timea [T Ireert Date & Tine at the stait v bppend Date & Time at the end
¥ Append Receptol's Mame [V It Receipto’s Name at the stat [~ Append Receptor's Mame
¥ Append Bandom Words ¥ Incedt Random Weoeds ab the stat ¥ Append B andom Woeds
I+ Append Random Date & Time [T Ireet Date & Time at the st [T Append Date & Time
Totak1
Time Elapsed: Total Recipients: Processed: Successful:
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CIEH YL Mail Man
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YL Mail Man is a flexible email addresses
management and email delivering software

It helps companies or shareware authors to

organize and manage large volumes of
o |
customer email addresses and contact them by

email in simple steps

It also has import & export function and a
duplicate email addresses remover
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File Edit
HBE D @

Wigww  Tools  Help  Full Yersion

E= Al C-E-ItE-'gl:lriES
&1 YL Software

Email address

i bory@ylcomputing, com

g scotb@rylcomputing, o

p ronald@vylcomputing. conn
2trichardi

i neil@ylcomputing, com

i john. cook@ylcomputing. cam
jasoni@yvlcompuking, com

rpuking. corm

i) Jeorge@ylcomputing. com
rlcomputing.com

david.w@wlcomputing. com

chiristine@ylcompuking. com

o

i brian@vylcomputing. comn

£
H 12 email address{es) in this category

Idser Mame

Tony Lyons
Scakk Morrison
Ronald Machisen
Richard Burson
Feil Brown
Jobn Coalk,
Jason Kuperran
George Barley
Dravid Conway
Dravid Weatherbe:
Zhristine Puia

Brian Bowling

Femark, Cakegory

YL Software
YL Software
YL Software

Sales Support
“Webmaster
Cebug Feedback

ok YL Software
m ack YL Software

Add Mew YL Software

Celete YL Saoftware
YL Software

Import. ..

Exports:, YL Software

Select All YL Saoftware

Ceselect Al ons ¥L Software

Inwert Seleck

Refresh

2014603

[ ] o4j15/2007

EC-Council
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CIEH sendblaster
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Bulk email software for email marketing, which allows to
communicate with customers and friends

It creates and sends customized e-mails using the spammers
database and integrating with the web site mailing list
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C EH Sendblaster: Screenshot
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&' SendBlaster Pro Edition

/JMessages ES @§Eﬁd8|85ter 1.4.7

(% Compose message ¥ Tasks
= Send -'jl—.i ] Mew
& History . =_1 Chooze template
e Subject: Mewsletter for nomet = Open *
ﬂ’zusts and addresses s Attachments: 0 —E Text fram HTML
FH Manage lists H Save.. F
Blacklist Charzet; “Western European Mwindows]  Pwindowe-1252) W : g
i E-mail preview
+E [rpork —
B+ Export [=] | &ial, Helvetica, sans-serif W |3 v | [tags] +vIA ~ll# -IB || S
ﬁ Manage subscriptions T —— - - - .
& Manage bounce-backs U &= i= = 5 = = B - i &l N
20 Dear #nomed#
UU Settings &
T We are proud to announce the new version of Sendblaster
1 Security
best Regards
staff Sendblaster
GDetails ¥
¥ Plain text:
Dear #nomett L

“We are proud to announce the new version of Sendblaster

best Regards
ztaff Sendblaster
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C EH Direct Sender
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Direct Sender allows to quickly and easily
send unlimited numbers of personalized e-
mail messages using any kind of database

The bulk process sends upto 100
simultaneous emails directly to recipients

Millions of customized emails in HTML or
plain format can be send, with or without
attachments and without overloading ISP's
servers
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C EH Direct Sender: Screenshot
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= Direct5ender : =10 ﬂ
e e @ ’*@ dirgef. J..

S 05 € ~ Sender

- EMAILS parameters
Your name |_l,larek chmielewski | Your email |yarekc@yahun.fr| | LA
DNS Server [195.242B467 @ Emails packets = Attachments | ﬂ af

> L3

Hame |emai| =
L parek yarekc@proxymis_fr
| ] alvaro alvaro{@sanabria.as
|_[Olga Olgaesthersi@yahoo.com |
| ] Proxymis yparek{@proxymis_com
|_|iazanab jazanabZ2000@yahoo. com
| ] dialofoo webmasteriddialogoo_ com

|

.

Email Subject |hello <=Mame =»

|EE‘;? ;,J [+ HTML Format

<html
<hody-
<h>Hello <= Name =><fh>

here comes your newsletter <b=nfo<fh>

|

—

-

Meggage | PfEViEWJ

| 4

Sent ba:

() Prosyrmis
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C/EH Hotmailer
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Hotmailer is a bulk email sender, email address
finder, and verifier

It can efficiently search large amount of e-mail
addresses from a mail server in a short time

With built in SMTP server, it will connect to the
remote server and post email addresses for

verification

If the email address is valid, Hotmailer will
automatically send the mail
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C EH Hotmailer : Screenshot
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I DTaiIeT, _J _J J
File Help

=& Open Progress u Save Progress [»] Start ﬂ Settingz @ Help

Choose A Site For Connection : Mumber of Connections : 19 Huathd ailer Action : :
hotmail.cam | — | W alidate Mails Only

Email Address | Receiver Mailbox | Activities | & Clear Email ddiess [
Total Emails Verified : 0 Total Valid Emails : 0 Total Emails Sent : 0 Reconnections ;
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C EH PackpPal Bulk Email Server
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PackPal Bulk Email Server is a safe and fast bulk email sender
It can run as a background service

It can work with most mail clients

Features:

e Super Bulk Email Marketing tool
» The way to promote web presence

e There is no limit on the amount of
messages send through the bulk email
server
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. PackPal Bulk Email Server:
CEH
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B PackPal Bulk Email Server

Server Wiew Help

- 3 77/ |
H I d
Stop Pause Settings CQueue  Histary | Regisker Exit

SMTP Server started at 2007-3-15 15:24:51.

Binding IP : 127.0.0.1, 192.168.1.114, 192,1658.192.1, 192.1658.116.1
Listening Port : 25

2007-3-15 15:24:40  Program inikialized!
2007-3-15 15:24:51  SMTP Server starked,

Binding IM: 127.0.0.1, 192,162,1,114, 192,162,102,1, 192,1658,116,1,
Liskening Pork: 25,

Mailz in queue :
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IEmailer is a bulk email marketing software which is safe to use
since it does not use or go through the local 1SPs email server

It simulates the sending of the email messages to the server you
choose, the same one you are verifying email addresses on
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C/EH !Emailer: Screenshot
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Bull: Email Marketing Software - Jemailer.com

Email Marketing [y alal¥) sl gals{=liJ

g ﬁ @ CaEgn E g.i Q-f g

Project Project Project Setting= Campaign Campaign Campaign || Delivary

! 1 i 1| |
[

Walid Email Addreszes: |;II Mo: | Email Serwver: Statuz: < |} Email Campaicn Status: -
[l 1 Dizconnect...

T I 2 Dizconnect... Campaign Started st 5072007 32808 Ak

NI ] Dizconnect...

Ty Ty 4 Dizconnect. .. Resalving DS Servers...

T 5 Dizconnect...

E= R (=] Dizconnect... Local Info;

O I 7 Dizconnect... DHS Servers - 2

[ty =] Dizconnect... DME Server 1 -

oW Tyl E Disconnect. .. DS Server 2 -

CN T D 10 Dizconnect. .. Local Darmsin -

P YT 11 Dizconnect... Foot Damsain -

CNY T 12 Dizconnect...

Tz 13 Dizconnect... Getting Email Server M Records. ..

CN T 14 Dizconnect...

b i 15 Dizconnect... M recards far:

BN T 16 Dizconnect... M records - 4

(=5t 17 Dizconnect... Mail Setver 1 - Pref- 5

CY 18 Dizconnect. .. Mzl Server 2 - Pref -5

Rt 19 Dizconnect... Mail Setver 3 - Pref- S

C YD 20 Dizconnect... o |§ Mail Server 4 - Pref-5 -
. = = = = J J
SN T ) |

[ o 1

Time Elapzed: O
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Anti-Spam Techniques
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C EH Anti-Spam Techniques
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Techniques used to eliminate spam are:

Heuristic/Signature-based Content Filtering

» Messages received are checked to match certain patterns

e Scores are assigned based on the patterns and if the score is
higher, then the email is an undesired email

Bayesian Content Filtering

e |t filters and sorts the emails into different folders based on the
good and undesired mail feed to it

Collaborative Content Filtering

e Many users share their judgment about what is a desired mail and
undesired mail

e Every time the user receives a mail, a special application suggest
whether it is SPAM or not

Copyright © by EC-Council
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C/EH Anti-Spam Techniques (cont'd)
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[ Black Listing (RBL) }

e It uses various spam detection tools, to report bad-behavior IP
address as a list

 The information is collected and stored in a database to filter
the spam email based on this information

[ White Listing }

e It accepts all the emails from certain IP addresses
* No other filters can stop an email once it is accepted

[ Greylisting }

It does not accept the messages from IP address which are not
previously successfully connected to the mail server

) Copyright © by EC-Council
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C EH Anti-Spam Techniques (cont’d)
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4[

Sender Policy Framework }

e To prevent the sender address forgery, SPF proposes
valid email sender register i.e. the IPs of the machines
they send email from, using extended DNS records

—[ DNS-based Block Lists ]
e It is used to add the spam IP addresses to a local block
list
—| MX Callbacks )

It supports callbacks which verifies the sender of a
message with their MX server

4[

Teergrubing ]

e It responds slowly to connected mail servers by using
multi line SMTP responses

EC-Council
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C/EH Anti-Spam Techniques (cont'd)
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Reputation Control

e It analyzes the email sent by the
sender and assigns a score

e If the email is found to be legitimate -
score improves, if not - the score
reduces

Transparent SMTP Proxy

e This software blocks SMTP sessions
used by e-mail worms and viruses on
the NA(P)T router

e It acts like proxy, intercepting
outgoing SMTP connections and
scanning session data on-the-fly
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Anti-Spamming Tools
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C EH AEVITA Stop SPAM Email
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AEVITA Stop SPAM Email helps to hide email addresses from
spambots

It will replace all the email addresses on the page with specifically
encoded email addresses

It introduces codes that spambots block, which a normal mailing
program ignores

It even stops spammers from getting a large list of email addresses
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AEVITA Stop SPAM Email:
CEH P

Screenshot
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(i AEVITA Stop Spam Email

Input | Output | Processing options || &bout

Step 1: Input
Pleaze select html files to process;
File Path Size | | AddFiles |
lezzarn_BOT0_stepl ktml C:hbananatlezsonsh 2
lesson BOT0 step2html  C:hbananablessons' 3665 [ Add Folder l
legzon_7000_overviewh... C\banana‘leszonsh 4231
lezzan_7000_print. Htrml C:hbananatlezsonsh 14 K
lezzon_FO00_zstepl . ktml C:hbananatlezzonsh am 4
legzon_7000_step2html  C:hbanana‘leszonsh 4025
lezsan_7000_step3. ktrl C:hbananatlezsonsh 4004
lezzon_7O00_zstepd. btml C:hbananatlezzonsh 4009
legzon_7000_stepShtml  Chbanana‘leszonsh 987
lezsan_7000_steps. ktrl C:hbananatlezsonsh 4175
lezzon_FO00_stepd btml C:hbananatlezzonsh 4171 :
legzon_7000_stepB.html  C:\banana‘leszonsh 4277 [ Load Project ]
lezsan_7000_stepd. Rtrl C:hbananatlezsonsh 3974 s
£ 3 [ Save Project l
Description
Please add one or more html or text files to the project uzing Add Files anddor Add Folder buttor.
Then press the Mest button,

Buw full version nowl <4< Presvious Mest »xx
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C EH SpamExperts Desktop
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SpamExperts Desktop works as a spam filter with any email program
and automatically intercepts spam

It is not dependent on keywords list to detect spam, but checks the
content of message whether accepted or rejected from user

It also checks for filtering spam in background, and also maintains
list of blocked and accepted senders
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c EH SpamExperts Desktop:

Screenshot
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SpamExperts Desktop = ||-=]
File Edit Help

From Subject Date w -
ad ‘E'Sla.vcmerm'cll [spam] smuller Tue Oct 23 18:...
' \/ fi"Repiica Watches [spam] Franck Muller Watches Tue Oct2317:...
Not Spam T Wilbert H. Mcgee [spam] Leave problems with penis siz...  Tue Oct 23 16....
T Tommie Thurman [sparn] Fashion news Tue Oct 23 10:...
1:.f:'.'-li‘er'tln_u Reloson [spam] taitoru Tue Oct 23 09....
. B T meixia Coussens [spam] ugelonom Mon Qct 22 21...
. ) - FrEdnckEaca [spam] best oemsoft Mon QOct 22 17...
Urisure S ——— v T — z e
\ 4 Barbr, | | [spam] Replica watch shop specials | Mon Oct 22 09.

T snae MiHanan femarml trem Sum et 172 -

Subject: [spam] Replica watch shop spedals
W | From:Barbra Colvin
9 | To: <orders @webattack.com>

Spam Think it’s finally the time for you to get yourself a luxury watdh?
Just take a quick look at our budget replica timepiece collection!
P You will always be on time with our watches - their quality is perfect!
| Every luury chronometer model and brand that you know of = in stock here!
b It high time for you to get rid of your old watch — our e-shop is waiting!
hittp: //ommiegimmmierolex. com
Blocked Senders

5 ¥
..IL §
Search for: 2

Allowed Senders ' %
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C/EH spamEater Pro
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SpamEater Pro is an anti-spam and email notification system

It reduces the spam in the mailbox by 95 percent

SpamEater Pro notifies the waiting mails after clearing the spam using a
popup window

It provides complex rule processing, a POP3 Profile Wizard, a Rules Wizard,
and support for real-time Blacklist database lookups
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C EH SpamEater Pro: Screenshot
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E¥ SpamEater Pro
Eile Wiew Tools Help

| Check = | &)] Check&View - | Suspend

Common Taszks “I] Recent Messages for My Email Profiles: | My Email Account -

F* dd Fiter v | [=]|Frem v || Subiect (Size |Dat.. /[ |«

Rich Galen Fullings 01-13-03 TKEB Tus1/21/...
£' Add to Blocked Senders List bigi@ibogz com  Re: Sample 88 .. Tue1/217..
test2i@hme.com SpamEater Pro Test Messzage 747 Tue 1/214...
Ewplorers Explorers: Sowing Seedsinab.. 1 KB Tue1/214.
icrozaft PS0M Flazsh, Yolume 7. Humb... 36 ... Tue 1214
kizrozaft Esplanng Windows[R] - 2003, [ 25 .. Tue 15214
Sandra Johnzon Does Thiz Sound Like Your Dr... 1 KB Tue 1/21/...
Other Areas kSH Sales & ... Grdiron goodies for the whole £ 1 KB Tue 15274

back W ihrne ~orn CrarE atar Pra Tack ascezna FAT Toa 14712 J

_!ﬂ BouncesSend Emror Meszage

fidl Meszage Archive
l teszage onginated from a mail gerver found on the "SpamCop Blacklist" blacklist, |

From... SandraJohnzon- Tao: danlandi@hmz. com
Subject .. Doez Thiz Sound Recerved: “ed 1/15/2003 10018 Ak

[Fetting Faid for the things pou love to do.

-Shop

-E at in Restaurants
G tothe Maovies
-Be your own Bosz
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C/EH spamweasel
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SpamWeasel removes the spam before it gets into the inbox

It either deletes or archives the suspected spam mail which enters
user’s mailbox by placing a warning message

SpamWeasel supports multiple POP accounts
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C EH SpamWeasel: Screenshot
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Spamweaszel K B2

Action  Fules | F'atternsl 'W'u:uru:lsl

T he zpam filter has the following rules defined. Rules can be switched |

R Sparweasel — EHH|
pricrity of a rle uze the right Spam¥easel 21

Rulez Action | Rulez I F'atternsl "-.-'-.-"u:uru:lsl
« Pazz if From listed in 'Friend
+ Sparn if Fram lizted in 'Unfrie —Action taken when spam detected
« Spam if To or Co address is . . - [or— -
¥ Pagzif To or Co address is | Actian for pricrity level
¥ Check for valid Message-Id IV Allows through madifying 'S ubject’

« Check for blank ar mizzing F

« Check: for blank or miszing ISP"E"M - %%3UBJECT %%

« Check Date: field iz present ¥ Archive message to
¥ Check for all zero IF addres
< Chieck *-Mailer Field far bul IE:'\F’HDGH.&M FILES SPaMWEASE Lhzpamfltrharch ... |

+ Lheck header tor matches |
« Check header for matches |
« Check, if =-BulkEmail: heads

— Global zettings

¥ Chick if ¥-Authentication Listen onport: {110 =
¥ Check | ®-bdvertizement; b
« Check Mail Header for 'Like Don't check meszsages bigger thar: ISI:I 3: K

¥ Check To/Co addreszes ac
« Check From: against walid 'F
« Check From: against 'Know [ Tidy archive of meszages alder than I ?3: days

¥ Create daily log emai
ak. | C [T Tidy log files clder thanl 7] days

Logging: IDetaiIed with protocal j

¥ Create per collection report email

] I Cancel | Spply | Help
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C EH spytech SpamAgent
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Spytech SpamAgent is a powerful email monitoring and filtering tool which
gets the emails according to users choice

It contains filters which block unwanted and spam mails getting into the
Inbox

It filters based on the sender, recipient, subject, body, as well as attachment
type, forwards, and more

Spytech SpamAgent removes the spam mails from the mailbox but deletes it
only after user’s acceptance
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C EH Spytech SpamAgent: Screenshot
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SpomAgent

spam termination and mail filtering
E-Mail Caught by Spamfgent Message Counk: 22
Oouble click to “dew - Right click to Add Friend
Ay Sender | Subject | Feceived | Filterer -
Stop Monitoring :
g Manitar your Inbos <Znodme@excite, com > Do Mok Let SMORI,.,  Mon Ff22/02 @ ...  Body
"Printer Pros" <printerpros..,  Printer Cartridges -... Mon 7f22/02 @ ... Body (i
i "McAfee, com Store” <subs,..  Clean and protect .., Mon 72202 @ ...  Body i
general ontions || $138 MILLION JACKPOT <o... Marco, SOOFREE... Mon 7/22/02@... Body [t
Al Online <editor-c6011@..,  Complete vour deq...  Mon 7f22/02 @ ... Body
"McAfes, com Services” <su.., How secure is wour,,,  Mon 72202 @ ... Body (s
E Filter Options "lames Odonnell" <prodger... CanIget aride wit,., Mon F/22/02 @ ... Body
filtering and s $175 MILLION JACKPOT <o... Marco, SOOFREE ... Mon 7/22/02 @ ... Body (;
Affordable Computer Suppl,.,  Printer Cartridges -... Mon 7/z2f0z @ ... Body
;!_I Report Spam $165 MILLION JACKPOT <a... SECOND NOTICE: ... Mon 7/22/02 @ ... Baody (¢
send a Spam Report | vicpan bt cautosend@inst...  Mew instan-t 2.5 Mon 7)22/02 @ ... Body i
LinkzBuy <MCZ2014 _200207... Isthis unclamed m... Mon 7f22/02 @ ... Body
@ Help $165 MILLIOM JACKPOT <a... THIRD MOTICE: M... Mon 7/22/02@ ... Bady (x
" Help/Frogram Info WebProkMews <1,5974 ef-,,, Tackics for Success Mon Ffzzf0z2 @ ... Bodyirw
4 | b
Becover View Delete Sawve All Clear All
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C EH AntispamSniper
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AntispamsSniper integrates with Outlook Express to filter incoming
mails

It moves the spam mails into junk mail folder which allows user to
review and delete it later

Spam filtering techniques include filtering attachments, customizable
spam rules, blocking of specific senders, and more
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C/EH AntispamSniper: Screenshot
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%

J;. - gﬂ y LJQ - Lil" -3' - L Lf_ll -

Create Mail Reply Reply Al Forward Prink SendiRecy Addresses Find

i Mark as Junk. g Mark as Good ) Yiew Log

=

Falders
| Outlook Express

Test Messages : Delete Spam = IE_| Settings

>

AntispamSniper (Unregistered version, 30 days left.)

Q Local Folders Statistics | @eneral | Filkering | Servers | Options About... )
&2 Inbox (4) o .
@ Outhax Filtering options
2 Sent Ttems The Following parameters will be used For filkering the messages, downloaded
___J by POP3 to email client. The plug-in assigns some scare {out of 100% ko each
GJ] Deleted Items message and moves Junk and Unsure messages to the appropriake folders,
Bk Drafts . Junk
g Jurk E-Msil | b Mowve & message bo the Junk Folder if the score is greater than: 30 :
U E-Mai
rsure: E-Mail (probable span Folder For Junk messages:
Jurik E-Mai
Mark stared mail as read
Maowe messages marked as junk to the junk folder
Unsure i
Mowve a message bo the Unsure Folder if the score is greater than: a0 :
Falder far Unsure messages:
2 IInsure E-Mail (probable spam) I
Mark, stored mail as read
Contacks * b
There are no contacks to display. Clic Do nak filker these Folders: Edit list...
on Conktacks to create a new contact
o J[ oo

Lol o

# fddre=z Ponle and directory services
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C/EH Spam Reader
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Spam Reader is an anti-spam add-on for Microsoft Outlook

It automatically scans the inbox messages for spam and filters into
the spam folder

Spam Reader uses a Bayesian engine which distinguishes between
spam or good mails
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C EH Spam Reader: Screenshot
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& inbox - Microsoft Outlook

| Ble Edt Wew Go Tooks Actions | SpamResder | Heb
ioyipew v | M XK | CiRephe (ER f@ coodEmal Chrl-Al-+A - | 25pnd (5
i 5 Good E-mail S Junk E-mal 52 Test Med '@ JurkEmal Chrl+Alt+B
fExl| Test Message

P B 5] Check Folder CHrkAk+C

=) Inbox E% Empty Spam Folder  Clrl-+AR+E

=] Sent Thems Options...
I A Ml Foiders Custoenize tookar, ..

| 2 23 Parsonal Folder
A opam Reader

7| Drafts \
3 (3 nbox General | Bapesian Fiter | \White List | Black List | Safe Recipients | About |
1 Spam |
@ Mk E-mal = Select a spam fokder
| Cuitbicee L @
= Sent Ttems Pessonal Folders -» Inbox -> Spam fi |

& L Search Foldd ]
| Automatically mark all spam meszages as Read

¥ Showe ray notification when new spam iecenved

v Do not check maszages matched to Outiook Rules

_ After a meszage iz marked a: Good or MobJunk E-mai i
oy urdergoes & number of eperations. To change the lisl of
=% operabion chck the buthon below.
Ed. |

oK, Cancel H
rE— oK ] cmea | e |
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C |E H Spam Assassin Proxy (SA) Proxy
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Spam Assassin Proxy Is based on open source software

It runs on the local proxy server which is situated between email
program and POP3 mail account

Spam Assassin Proxy uses Bayesian filtering which is accurate and
detects new spam

It does not delete spam but marks it
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C/EH SA Proxy: Screenshot
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am - Outlook Express - Main Ident

Fila Edk V¥iew Tools Message Help
¥ . & @& 8 s X 3 .| W
Create Mail Reply Rezply Al Forveard Print Delete Send/Recy Addresses Find
&Y
Folders x Y i@ ¥ From Subiect
s )
£l Outlook Express a 4 Lotheswen HHHSIGPAMAS S =) 5 3 MILLION
= Local Folders 1] 24 anma2 86 yitu@anl.com ikkgpAME RS Mortgage Aprrg
=) % Inbox (1) a 5 sgirl324372170@hotmail.c...  *FHTESPAMTT YR Hay | got some
& mf\zU?J 1] = cty4467038s86@lycos.com  FEEEEGPAMIEEEE norkon systema
f:ﬁambov i Download Trial Yersion Fos
PR Ol E: SpamAssasin POP3 Proxy - Configuration
# |3 Deleted Ite
5 Drafts Settings I:anguagesl Bules I Host Map] Advanced
‘When checking mail .
[ Use non-ocal network: tests (bakes additional time, but improves spam identification)
[v Automatically leam from past spam to recognize new spam
‘Wwhen catching spam...
[v Rewnte spam subject headers with subject tag
Contacks ¥ [~ Use terse report format
There are no contacts fo
on Conkacks bo creake 3 1)

Encapzulating zpam for added zafety...

" Low zafety: do not encapsulate spam in an attachment
* Maommal zafety; encapsulate spam in an attachment

" High safety: encapsulate spam in a plain text attachrment

Ok | LCancel |
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C/EH Mailwasher Free
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MailWasher Free is used as a spam detection and mail preview tool
which allows the user to check mail on server and delete it if spam is

found

There are 3 levels of spam detection where the user can specify
his/her own filters

It allows to create the user’s own spam filter
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C/EH Mailwasher Free: Screenshot
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f; MailWasher Free
File “iew Emaill Tools Help
— F R E. E
= I F
- .

Check. kail Stop Procesz Mail kil Program Spam Taools Upgrade to Pro Tell.
Delete | Statuz || Frarn | Subject | Sent |.f3.|:|:|:|unt a
[ Laptop Promaotions [tre... Sony® YWal0® Laptop is yours to keep -... 1 Sep 2005, SMAPFILES
[ Phuylliz Beaumont [jess..  something unusual 5 Sep 2005, SMAPFILES
Origin blackliste... Immw 7 Sep 2005, | SMAPFILES
B HeatyB " t” ; o E:S st () JrPedic - Save ... 15ep 2005, SNAPFILES

o Friends lis
[ Miguel Se j ) TMEMNCans 3 Sep 2005, SMAPFILES
[ Crigin blacklizte lizi [liziare #dd domain to the blackist 3o de celular B Sep 2005, SMAPFILES
s > 1 #Add domain to the Friends list o . = P :
[ Adriana M zlefénica. ¥ Sep 2005, SMAPFILES
[ Andres Ny Mark For Deletion 21 Aug 2005 SNAPFILES
[ Gretchen ~ Mark for Bouncing 157 4 Sep 2005, SMNAPFILES
[ abalim thi praview message  (Space) with Abzlim 1 Sep 2005, SMAPFILES
[ Abslim i view complete header with Abzlim 3 Sep 2005, SMAPFILES
[ Abszlir [thi . with Abzlim B Sep 2005, SMAPFILES
N carlabugs itk Reply (Q) E Sep 2005, SNAPFILES
[v Crigin blackhzte... | Matchie [matchmake...  Single Christians wanted 5 Sep 2005, SMAPFILES
[v Crigin blackhzte . Matchie [matchmake. . Single Christians wanted G Sep 2005, SMAPFILES
v Crigin blackizte. | MatchMe [matchmake...  Single Chiistians wanted 2 Sep 2005, SMAPFILES
[ Matalie Bowers [zwdth... | sidelight thombi fungible uppermost ah 2 Sep 2005, SMAPFILES
l_ I | P Py Sy | I P | P P [l PP N Y T A C-e JONE ChlADCIH CC W
b ail was lazt checked B minutes ago
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CIEH spamBully
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Spam Bully is an anti-spam tool for MS Outlook

It removes 99 percent of the spam mails from the inbox

Spam Bully moves all spam messages into the spam folder which can be
permanently deleted

It can also bounce messages from known spammers, query emails sent
from unfamiliar emails, block selected attachments types, and more
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C/IEH Spam Bully: Screenshot
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Bugpsiann Fite | B Fler | Ohaslergys Dol | Boumod [resd | Sesby Macins | Eapa S

[ Tt (R Cusliainds Fller ot Fillers Chainth, Ml Fodderi
Junk E-mail - Microsoft Outlook Pt nach
I B ol P ke spammen

! Fle Edt Vew Go Tools Actons Help @ Bt s sy :
g A b g ) J i e L
H _L'Jﬂﬂw - j -j X _|ﬂ‘:"t M & E-Eplf #Rew to ﬂ; -+ FDI"l_"ll_ﬁI"d -_‘1 EFEﬂdIRE‘EEWB = i T -\ At ot by 33 vy vl thak posne B Fiber o te sloe lu [Faad o
Vahee pribiromn i
: th Spam 0 Spam | {3 Email Details . ABowBlock List | €55 Scan Folder % Train | SpamBuly 3 ~ h .
| I~ Coapbln S, Pilber o 2
e dhaletec
Favorite Folders Arranged By: Date Mewest on ¢ T
U _| I e ive 1ol
(=3 sent Ttems =l Three Weeks Ago
&l Mail Ealders Stefanie Dolan 9,29/
- Re: Get INF¥ First Thing Tomorrow, This Is Going ToExplode!l ok Carcel
3 ;j'r Personal Folders . )
Challenge ~| Pocvoewwros .0 / ®upma DiskPromMedia 9297200
:a_r_;.'l Deleted Ikems DVD No uene oT 45 pyh. 38 Atk ~ Basel AaHrslx No wene SO0 pryt _
A Dirafts AT Kanbs 9/29,/201 T Ferd
- J Inbox BeicTpO K 3ddEr THEHD o’ Skt date |10y 100K = fo-f:l SR (== o
. @ Junk E-mail [15] | seth Bruce 9/29/20 O] Sty
I Oukbox iour Profile Surmary  MADY | Brpeson Rk | Spam Dutrbution | Top P | Top Cowrtres | Top Comans
=] Sent Items 1 Marylou Curtis 9/29/201
_l Spam (1466) Today's stock: SPSY
| Unsure ) .
& 3 Search Folders —I Nicholas _ 9/29/20
arvy med For your girl ko be happy
Alexandra Swift 9,29/
..-..\;,..--- f- o .-|:|-‘-.-.~-:..-
Il F e g W ||._,_...--.._.
Tioss I
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c EH Summary
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Spamming is all about populating the user’s inbox with unsolicited or junk
emails

Spammers gets access to the email ID’s when the user registers to any email
service, forums, or blogs by hacking the information, or registers as genuine
users

Spiders are used which searches the code in web pages that looks as email
ID’s and copy it to the database

The spam message is enclosed as an image in the mail to make the anti spam
software trust the source

AEVITA Stop SPAM Email helps to hide email addresses from spambots
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Copyright 2003 by Randy Glasbergen. www.glasbergen.com

“I get to the office around 8:45, pour myself a cup
of coffee, turn on my computer, delete all the
spam, and then it’s time to go home.”
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“It’s not the most sophisticated Spam blocker
I’ve tried, but it’s the only one that works!”
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