Ethical Hacking

Advanced Module

Reverse Engineering




Overview of RE

® Reverse engineering is often viewed as the craft
of the cracker who uses his skills to remove
copy protection from software or media.

® Digital Millennium Copyright Act (DMCA) law
kicks in here to prevent that
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Positive Application of Reverse

Engineering

® Understanding the capabilities of the product’s
manufacturer

® Understanding the functions of the product in
order to create compatible components

® Determining whether vulnerabilities exist in a
product

® Determining whether an application contains
any undocumented functionality
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Ethical Reverse Engineering

® An ethical hacker may carry out reverse
engineering to mitigate:
« Failure to check for error conditions
« Poor understanding of function behaviors
« Poorly designed protocols
« Improper testing for boundary conditions
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How Soviets copied America's best bomber
during WWII

Feat of Soviet reverse

engineering pushed U.S. on ‘il-\(
defensive missile systems

January 25, 2001
Web posted at: 10:54 p.m. EST (0354
GMT)

In this story:

'Phenomenal feat of human engineering’

Even problems were copied

LS inteligence caught on in 1247

RELATED STORIES, SITES ¥

From staff and wire repoits

WASHINGTON — After bombing missions against Japanese targets in
1944, three troubled American B-29s made emergency landings at the
Soviet town of Vladivostok in southeastern Russia. The U.S. pilots
assumed that as allies, they would be in friendly Russian hands. But they
WEere wrong.

"They didn't realize what was going to happen to the airplanes. But when
vou're on fire, vou look for a place to land," said George Larson, the
editor of "Air and Space/Smithsonian Magazine."
oo Incil
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Case Study

® http://archives.cnn.com/2001/US/01/25/smit
hsonian.cold.war/

WASHINGTON -- After bombing missions against Japanese
targets in 1944, three troubled American B-29s made
emergency landings at the Soviet town of Vladivostok in
southeastern Russia. The U.S. pilots assumed that as allies,
they would be in friendly Russian hands. But they were
wrong."They didn't realize what was going to happen to the
airplanes. The crews dismantled one of the planes into
105,000 parts, created blueprints and then reproduced the

bomber in just two years. They took it apart
component by component, panel by panel,
almost rivet by rivet," Hardesty said in an
interview."It was measured and copied and
photographed, and then someone would get
the assignment to replicate a part, like an
altimeter."He said they finished the design = = = Jiii—
work in one year and produced planes in the
second. The B-29 was copied almost exactly
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DMCA Act

® The Digital Millennium Copyright Act

EC-Council

(DMCA) is a United States copyright law which
criminalizes production and dissemination of
technology that can circumvent measures taken
to protect copyright, not merely infringement of
copyright itself, and heightens the penalties for
copyright infringement on the Internet.
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What i1s a Disassembler?

® A disassembler is the exact opposite of an
assembler.

® Where an Assembler converts code
written in an assembly language into
binary machine code, a disassembler
reverses the process and attempts to
recreate the assembly code from the
binary machine code
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Why do you need to decompile?

® Decompilation can be used for a number of
reasons

« Recovery of lost source code (by accident or via a
disgruntled employee)

- Migration of assembly language applications to a
new hardware platform

« Translation of code written in obsolete languages no
longer supported by compiler tools

 Determination of the existence of viruses or
malicious code in the program

« Recovery of someone else's source code (to
determine an algorithm for example)
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Professional Disassemblers Tools

® IDA Pro

« A professional (read: expensive) disassembler that is
extremely powerful, and has a whole slew of features.

® PE Explorer is a disassembler that "focuses

on ease of use, clarity and navigation." It isn't as
feature-filled as IDA Pro.

® W32DASM

« W32DASM is an excellent 16/32 bit disassembler for
Windows
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IDAPro

® IDAPro is produced by Data Rescue

® It is used as a Disassembler in Manual Binary
Code Analysis and is also a Debugger

® IDAPro is interactive and programmable

® Debugging Features:
 Instant Debugging
« Connects local and remote systems easily

® Disassembling Features:

- It explores the depth of Binary data

« Converts assembly language code into a much
readable format
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IDA PRO

E“IDA - C\IDA\REYERSING' putty.exe : - IDIZ]
File Edit Jump Search

Debugger Options Windows Help

(DI BRDD DR Bl x| | E

2 i | &) 5] Thrads S T=TEY
(3] D& ViewESP Z] IDA ViewEIP | 8 Threads| € General registers | Edki oearch
Thread [
Debugger: Library loaded: CiNWINNTA\SyStem32\NTOLL.DLL p
Debuer: L'ibrar‘y loaded: C:\WINNT\syStemBZ\AD‘JAPHZ.d1'| @100000350 =
Debugger: Library loaded: C:N\WINNTA\SyStem32\KERNEL32.DLL - bt
AU: idle Down Disk: 103GE 00031219 |00431219: WinMain{x, x,x,x)+35 Line 1 of 1 £
B 10A view-P f TR R
¢ .text:00431287 call ds:InitCommonControls _A_] Fg * 96912FF30 var_4 dd 65h i‘l
* .text:0043126D call sub_4386A1 — ’ 0012FF34 dd 12FFCBh ; Stack[ 000686
¢ .text:00431212 call sub_437607 * 8012FF38 retaddr dd 43CC53h ; sta
* .text:088431217 test eax, eax ® BO12FF3C hInstance dd offset unk_488
m— * BO12FF40 hMenu dd @
* .text:8043121B push ds:1pSteax=000060061 * 0012FF4s ulDEvent dd offset unk_132D
* .text:080431221 push offset aSFatalError * B012FF48 nCmdShow dd BAh
¢ .text:00431226 call sub_486B066 0612FF48 ; [END OF STACK FRAME WinH
* .text:0043122B pop ecx * B012FF4C dd 12D9C4h ; Stack PAGE_
* .text:0043122C mov esi, eax * 8012FF50 dd 208h
* .text:0043122E pop ecx * 0012FF54 dd 7FFDFB66h v
* .text:08043122F push 36h «| | »
* .text:080431231 push esi = —
* .text:00431232 push  offset Text = =] .3
* .text:00431237 push 8 EAX 800008081/ L, | CF@]
* .text:080431239 call ds:MessageBoxA
* _text:@043123F push  esi EBX|7FFDF 006/ Lydebug813:7FFDF 880 PF[1)
¢ .text:00431248 call sub_486E7E ECX|080000065 L, AF@
X -E::Efggzgg‘;g Bzgh ﬁc" EDX 77FDO170 Ly [NTDLL .DLL:77FDO178 zF|o|
* .text:08431248 pop eax L 996000008y SF|§
* .text:00431249 jmp loc_43204E EDI | 8812D9C4 Ly|Stack PAGE GUARD[ 6666635 TF@
-text:BB43124E ; - EBP[8012FF34|Ly[Stack[ 080883581 : 8812FF34  |IF [1]
.text:0043124E ESP|8012FF34/L, - DF@
.text:0043124E loc_43124E: 8012FF34 Ly[Stack[ 00000350] : 0012FF34
+* _text:0043124E mov eax, dword 45A1CY4 +(||EIP 868431219| Ly |yinMain(x,x,x,x)+35 UF@
«| | j EFL (600002086
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Convert Machine Code to Assembly

Code

Machine Code Assembly Code

55 8B EC 83 EC 04
56 57 1E B8 94 00 { | |

50 9AaM\ OE 00 3C . register unsigned
17 59 59 16 8D 46 int b = 0;

register unsigned
FC 50 1E B8 Bl 00 int a = 0;

50M\\ 92 07 00 FO do

17 83 C4 08 BE 01 N {

00 EB 3B 1E B8 B4 a = a + array[b];
M\ 00 50 9A OE 00 b++;

3C 17 59 59 16 8D twhile(b != 100);
46 FE 50 1E B8\ return bj

C3 00 50 92 07 00 }

FO 17 83 C4 08 FF
76 FE 9A 7C/\\ 00
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Decompilers

® A decompiler takes as input an executable file,
and attempts to create a high level, compilable,
possibly even maintainable source file that does
the same thing.

® It is therefore the opposite of a compiler, which
takes a source file and makes an executable.

® A general decompiler does not attempt to
reverse every action of the decompiler, rather it
transforms the input program repeatedly until
the result is high level source code.

® It will not recreate the original source file

_ Copyright © by EG-Council
Ec'eounc“ All Rights reserved. Reproduction is strictly prohibited




Program Obfuscation

® Obfuscation is a ProgramTransformation that
makes a program harder to understand by
renaming variables, inserting dead code, etc.

® Obfuscation is done to hide the business rules
embedded in software by making it harder to
reverse engineer the program.
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Convert Assembly Code to C++ Code

Assembly Code

push ebp

mov ebp, esp

mov esi, [ebp + 8]

mov ebx, 0

mov eax, 0

mov ecx, 0

_Label 1:

mov ecx, [esi + ebx * 4]
add eax, ecx

add ebx, 4

inc ebx

cmp ebx, 100
je Label 1
mov esp, ebp
pop ebp

ret 4

C Code

register unsigned int b = 0;
register unsigned int a = 0;
do
{

a = a + array[b];

b++;
}while(b != 100);
return b;
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Machine Decompilers

® DCC Decompiler

« Dccis an excellent theoretical look at decompilation, but currently it
only supports small
files.http://www.itee.uq.edu.au/~cristina/dcc.html

® Boomerang Decompiler Project

« Boomerang Decompiler is an attempt to make a powerful, retargetable
compiler. So far, it only decompiles into C with moderate
success.http://boomerang.sourceforge.net/

® Reverse Engineering Compiler (REC)

« RECis a powerful "decompiler” that decompiles native assembly code
into a C-like code representation. The code is half-way between
assembly and C, but it is much more readable then the pure assembly
is.http://www.backerstreet.com/rec/rec.htm

® ExeToC

« ExeToC decompiler is an interactive decompiler that boasts pretty
good results.http://sourceforge.net/projects/exetoc
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Tool: dcc

® The dcc decompiler decompiles .exe files from
the (1386, DOS) platform to C programs.

® The final C program contains assembler code
for any subroutines that are not possible to be
decompiled at a higher level than assembler.

® It can only decompile the code to C and not C++
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Machine code of compute.exe program

OE
9A
00
c3
00
OE
9A
8B
59
03

00
07
50
0o
3B
0o
oA
76
50
c2

55
ac
00
9A
50
16
ac
00
06
8B
EB

8B
17
FO
OE
9n
59
17
49
83
Ccé
07

EC
59
17
00
07
8B
83
16
FE
05
EB

83
59
83
ic
0o
F8
ca
59
02
FE
05

EC
16
c4
17
FO
57
08
5F
TE
FF
BB

04
8D
o8
59
17
FF
46
5E
1E
50
01

56
46
BE
59
83
76
3B
8B
8B
OE
00

57
FC
01
16
c4
FE
76
E5
Ce
EB
EB

1E
50
00
8D
08
1E
FC
5D
48
EO
00

BB
1E
EB
46
FF
BE
7B
CcB
50
FF
5E

94
BE
3B
FE
76
cé
co
55
OE
59
5D

oo
Bl
1E
50
FE
0o
33
8B
E8
8B
CcB

50
00
B8
1E
9A
50
co
EC
EC
Do

9A
50
B4
BB
ic
9h
50
56
FF
58
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Assembly Code of compute.exe

o000
go1
goz
go3
oo4
005
006
o007
oog
009
010
011
012
013
014
015
016
017
018
019
020
021
023
024
025
026
027

00053C
00053D
00053F
000540
000543
000546
000548
00054A
000548
00054cC
000540
000550
000551
000552
000554
000557
000558
000559
00055C
00055D
00055F
000560
000568
00056C
00056D
000566
000569

proc 1

55
8BEC
56
8B7606
83FE02
7JE1E
8BCe
48

50

0E
EBECFT
59

50
8BC6
05FEFF
50

O0E
EBEQOFF
59
8BDO
58
03cz
5E

5D

CB
BE0O100
EBOOD

proc_1

PROC

LZ:

Ll:

ENDP

FAR
PUSH
How
PUSH
How
CHMF

MOov
DEC
PUSH
PUSH
CALL
POP
PUSH
MOow
ADD
PUSH
PUSH
CALL
POF
MOov
POP
ADD
POP
POP
RETF
MOov

near ptr

near ptr

g2i, [bp+6]
gi, 2
L1

a=x, si
ax

ax

cs
proc_1
ox

ax

ax, si
ax, OFFrEh
ax

cs
proc_1
oX

dx, ax
ax

ax, dx
ai

bp

ax, 1
L2
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aoo
001
0oz
003
004
005
ao0e
ao07
gog
009
010
011
012
013
014
015
0le
017
als
019
021
022
023
024
025
026
027
028
029
030
031
032
033

goo4cz2
0004C3
0004C5
0004CB
0004C9
0004CA
0004CB
0004CE
0004CF
0004D4
0004D5
0004D6
0004D7
0004DA
0004DB
00o04DC
0004DF
0004E0D
0004ES
0004E8
000528
000528
00052D
00052F
000530
000535
000536
000537
000538
00053A
000538
0004ED
0004EE

main PROC FAR
55 PUSH
8#BEC MOV
B3IECD4 suB
36 POSH
57 PUOSH
1E PUSH
BE9400 MOV
50 POSH
9A0ED04D01 CALL
39 POpP
59 POpP
16 PUSH
8D46FC LEA
50 PUOSH
1E PUSH
BEB1OO MOV
50 POSH
Qa07000102 CALL
g3ic408 ADD
BEO100D MOV
ABT7&FC L3i: CHP
TECO JLE
33ch XOR
50 PUSH
Qn0R005A00 CALL
39 POP
5% POP
5E POpP
#BES MOV
5D FOP
CH RETF
1E L4: POSH
BEB400D MOV

far ptr

far ptr

far ptr

bp, =p
ap, 4
ai
di
ds
ax,
as
printf
ox
ox
2=
ax,
as
ds
ax,
as
acanf

sp, B

gi, 1

8i, [bp-4]
L4

ax, ax

ax

exit

oM

di

si

sp, bp

bp

94h

[bp-4]

0Blh

0B4h

ax,
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Code produced by the dcc Decompiler

in C

[
* Input file : fibo.exe
*= File type : EXE
®/

int proc_ 1 (int arg0)

f* Takes 2 bytes of parameters.

* High=level language prologue code.
* C calling convention.

=/

{

int locl;

int loc2; /* ax */

locl = arg0;
if (loecl = 2) {
loc2 = (proc_ 1 ({locl = 1)) + proc_ 1 ({locl + OxFFFE)));

}
else {

loc2 = 1:
}

return (loc2);
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vold main ()
f* Takes no parameters.

* High-level language prologue code.

& f
{
int
int
int
int

locl;
loec2;
loc3;
loc4d;

printf {"Input number of iterations: ");

acanf ("%d", &locl);

loec3 = 1;

while ((loc3d == locl)) {
printf {"Input number:
acanf ("%d", &loc2);
locd = proe 1 (loc2);
printf ("fibonacci(%d)
loc3d = (locd + 1);

} /* end of while =/

exit (0);

B}

= %uin", loc2, locd);
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The original C code for the program

compute.exe

#include <stdio.h>

int main{()
{ int i, numtimes, number;
unaigned value, fib{):

printf{"Input number of iterations: ");
gcanf ("%d", &numtimes);
for (i = 1; i <= numtimes; i4+)

{
printf {"Input number: "):
gcanf ("%d", &number):
value = fib({number):;
printf{"fibonaceci({%d) = %un", number, wvalue);
}
exit{0);
b
unzigned fib(x) f* gompute fibonaccli number recursively =/
int x;
{
if (x> 2)
return (fib(x = 1) + fib(x = 2));
elae
return (1);
}
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Tool: Boomerang

® This project is an attempt to
develop a real decompiler for
machine code programs through
the open source community

® By transforming the semantics
of individual instructions, and
using powertful techniques such
as Static Single Assignment
dataflow analysis, Boomerang
should be (largely) independent
of the exact behavior of the
compiler that happened to be
used
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What Boomerang Can Do?

Original source code

#include <stdioc.h>

int a[l10] = {1, 2, 3, 4, 5, &, 7, &,
10};

int main{) {

int sum = 0;

int 1i:
for (i=0; i < 10; i++) {

sum 4= a[i];

}
printf("Sum is %d\n", sum);

return 0;

EC-Council

Disassembled binary code

8049460 01000000 02000000 03000000
04000000

8049470 05000000 06000000 07000000
08000000

8049480 09000000 02000000

8048328. push S%ebp
8048329: mov %esp,%ebp
804832b: sub $0x8,%esp
804832e: and $OxIfffff0,%esp
8048331: mov $0x0,%eax
8048336: sub %eax,%esp

8048338: movl $0x0,0xfffffffc(%ebp)

804833f movl $0x0,0xffffff8(%ebp)
8048346: cmpl $0x9,0xffffff8(%ebp)
804834a: jle 804834e <main+0x26>
804834c. jmp 8048364 <main+0x3c>

804834e: mov Oxfiffiff8(%ebp),%eax
8048351: mov 0x8049460(,%eax4),%edx
8048358 lea (Oxffiffifc(%ebp),%eax
804835b: add %edx,(%eax)

804835d: lea Qxiffffif8(%ebp),%eax
8048360 incl (%eax)
8048362. jmp 8048346 <main+0x1e>

8048364: sub $0x8,%esp
8048367 pushl Oxfiffffic(%ebp)
804836a: push $0x804842¢
804836f. call B048268 <printf@plt=>
8048374: add $0x10,%esp

8048377: mov $0x0,%eax

804837c: leave
804837d: ret

Decompiled source code

int a[l1l0] = { 1, 2, 3, 4,
10 };

int main({int argc, char*#*
envp)

{

int locall;
int local?;

/f m[e28{0} -
/f m[r28{0} -

locall = 0;

localZ = 0;
while (local2 <= 9) |

locall += a[locall]:

localZ++;

}
printf("Sum is %d\n",

return 0;

argv, char##=

8] {/sum
121 i

i/ sum += a[i]

Ifi++

locall);
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Andromeda Decompiler

® AD is an attempt to create the universal
interactive program environment for reversive
engineering

® AD is an interactive decompiler.

® It means that the user takes active participation
in the decompilation process.

® AD is not an automatic analyser of programs.
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P mig8 - Andromeda Decompiler
File Edit VYiew Window Help $advanced

DEH| & o8 fa [ ‘ %% Model_t ~|||1nitialise
Ty _] )3 globals ;
= eader Files -
@ globals ]/ vectors i
=& Source Files . ® A~ model 5 -0l x|
[+-%#} vectors 3
E]‘f:} model L & IE ‘ .l : 3 ﬁsﬁ | FP B-
¢ Model Il Inst.AddAutoDial? (adptr, &adptr->_ 114h[0xi], &Inst, &Inst.HorizStab, O, Dxt;I
e E:"'“dlf’_' 298 Inst.AddAutoDial5 (adptr, &adptr-> 114h[0xB], &Inst, &Inst.Voltage, O, Ox75
[~ & Llamiists Inst.AiddAutoDials (adptr, Sadptr->
& off_500C34 309 nst. AL F:n tion Interface Editor : llzl
: _— 321 switch ((UInt32) (UInt32)*(UIntle *
- @ Initialise ) g
- : getupAlrcraﬂ rece Oxi16: Name: f4ddbutaDial2
e ase :
- ¢ SubBase 7332 Inst.AddAutoDial? (adptr, sadptr- |Arguments . | 1djoffset | Class =
- ¢ RealBase case Ox109: I?n:truments_t ecx ecx CPUREG
P Ctesige v o ceee Ox1DL: ? *ARG_4 4 LOCAL
343 Inst.AddAutoDial?2 (adptr, &adptr- | ?32 ARG_C p =
Al x] 11354 Inst.AddAutoDials (adptr, sadptr- |Real3Z™ARG_10
—— 2¢ . Real32 ARG 14 Name:
Ilmtlallse j -1365 Inst.AddiutoDials (adptr, &adptr-
:I 4376 Inst.AddAutoDial?2 (adptr, &adptr- V' Class member II
i - Class: |pREG v
o i 1ss 387 Inst.AddAutoDial?2 {adptr, &adptr Returned |1_,F|_[F,E|_1 _] Offset:
il 41395 Inst.AddiutoDials (adptr, &adptr- ) j I4 :I
_.-' . Id.|ecx =
s | 216 4||399 break;
case 0x108: [ Tspe .
ﬂJ case 0x121: oo o
. 410 Inst.AddAutoDial? (adptr, sadptr-— Local arguments: |28 [ Instruments_t =l
4‘ 421 Inst.AddAutoDial?2 (adptr, &adptr- FPU arguments: IU W Sz e
c | g00 432 Inst.AddAutoDial? (adptr, Sadptr- Stack top changs: |~— [~ Class unknown et
443 Inst.AddAutoDial?2 (adptr, &adptr- — [ A - fi
FPU top change: | -~ ' new punc
© 469 454 Inst.AddAutoDial?2 {adptr, Sadptr- P change: |
> < | Saved Reaqisters: IFFF':'F ||nsltuments_t *ecy
sin
>|

J Neerstante ) PHTddEr
Expression [ B Rt I Nrvered

= AddautoDial2 4 B ol W Eli s
M iy I Cancel I
[ [ [ ]

L [[=

Xl The projectwas saved into folder <Ciwork\Revengetdataymigisrc¥ymig8.de>  «

L~ lx

=




Tool: REC Decompiler

® REC is a portable reverse engineering compiler,
or decompiler

® It reads an executable file, and attempts to
produce a C-like representation of the code and
data used to build the executable file

® It is portable because it has been designed to
read files produced for many different targets,
and it has been compiled on several host
systems
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REC Tool Screenshot

- RecStudio - [switch_0_ms.rpj - Generated Source] ' -0 x|

18| x|

= switch_O_ms.rpj -
=) switch_O_ms.exe
=1 Procedures

LO0401000()
__entry_point__{)
LO04011a5()
LO0401 1b0()
LO04011d5()
LO04011F3() LO0401013:
LO0401286() LO04010a0 {"Two '\ n") ;
LO04012¢3() return 0;
LO0401a04() C :
LO0401a39() LO04010&a0 ("Three !\ n") ;
LO0401a6a() =T UL
LO0401aa2() :ase
LOD401 aaf{) LO04010&0 ("Four '\ n") ;
LO0401abf() ~eturn 0;
LO0401 acd() cas :
LO0401b72() 004010a0 ("Five!\n");
LO0401b36() return 0;
LO0401bb3() case 4:
LOD401bc4() LO04010a0("S

1 NN4n1 hdsi _]:J ~eturn 0;
_ﬂ_l 4 e - & v

x

> file C:\CGiprojects\rec200)tests\switch O ms.exe __|

> rec 0x401000

Command: ||

Z
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Tool: Exe To C Decompiler

sub_401000 proc

401000 PUSH +04
401002 PUSH +03
401004 PUSH co408040
401009 CALL primtf
401002 ADD EEP,+0C
401011 RET

seub_ 401000 endp

iich after a few clicks transforms into:

DWORD sub_401000 ()

1
return printf {("hello %d and %d4",3,4 );
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Delphi Decompilers

® MultiRipper

« MultiRipper is a Windows and Delphi/C++ Builder
ripper by Baccan Matteo and Peruch Emiliano.

« A'ripper" program extracts files inside other files.
MultiRipper extracts files from Windows and
Delphi/C++ Builder applications.

« Feature

— Easy-to-use wizard interface
— Extraction from both Delphi and C++
— Builder exe-files

— Extraction of all project forms and data modules with all
assigned properties and events

— Generation of Delphi projects
— Restoration of all units from the exe-file
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Tools for Decompiling .NET

Applications

® Tools:

EC-Council

Salamander

Anakrino

LSW DotNet-Reflection-Browser
Lutz Roeder's Programming NET
Dis#.

grays.net

Decompiler.net
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Salamander .NET Decompiler

® Salamander is a .NET decompiler that converts
executable files (.EXE or .DLL) from
Intermediate Language (IL, MSIL, CIL) binary
format to high-level source codes, such as C#,
managed C++, Visual Basic.NET, etc.

® For more than 8,000 classes that have been
tested, Salamander always produces equivalent
and recompilable codes that are remarkably
close to the original source codes.
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Salamander Screenshot

EC-Council

IZ¢ ChildClass.cs - Remotesoft .NET Explorer

File Edit Yiew Actions Tools Help

EBEX

DEE @ [ |ld.method private hid v | &2
=< D:\Remotesoft\SimpleTest.exe // Decompiled by Salamander wersion 1.0.6 A
-~ EE <Module> /7 Copyright 2002 Remotesoft Inc. All rights reserved.
= @ Test /4 http: //ummr. remotesoft. con/salanander
+ ‘ ChangedEventHandler ]
+ [JE simpleTest using System;
= [JE childclass
@ name : string namespace Test
¥ nems i {
ﬁﬁ::h.lz'td('nt int) class ChildClass : SimpleTest
.ctor : void(int,i (
: E.!c::!tgsoﬁr:!l:::ﬁ'vmolli"d"(“i'n'tm)“ private int which;
@ testhoi public string name;
@ testvirt
- Lt o Obfuscate F7 ¢ F : x T
+ ‘ SimpleExce internal ChildClassiint i) : base(i)
+ HE myattribut, 7, Disassemble FS { — , : —
* EEsimpleEnun il : Console.Writeline ("this.which = {0}", which)
- JEE ByteEnum —7. Decompile F6 Console.WriteLine ("base.which = {0}", which): -
+ E SimpleIntet }
+ [E ExternalCl: ) ) ) o ) )
E <PrivateImpler Customize internal ChildClass(int i, int j) : base(i)
= 1Z€... It
=4 D:\Remotesoftiobfuscareumpreresoexe 2
- ®a
E: internal override wvoid testLock()
{
# @ Test Console.WriteLine ("ChildClass.testLock() called")
+ @a base.testLock():
+ @B 1

- | ClassView / MetaData » PEFormat / |<

Decompile current type

\ ?

Ln1,Col0 DOS 08.07. 20:23:29

by EG-Gouncil
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Salamander .NET Decompiler

(Original Code)

class InitializerDemo
{
int[] field = {0, 1, 2, 3, 4, 5, 6};
char[,] chars = {
{I.A.lJ lEl; lcl};
{lnlJ lEl; .F.};
bi
InitializerDemo( )
{
int[] field = new int[]{0, 1, 2, 3, 4, 5, 6&)};
string[,] strArray = {{"John", "Doe"}, {"1", "2"}};:
field[1l] = 1 + field[1l];
strirray[0,2] = "OK";
}
}
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Salamander .NET Decompiler

(Decompiled Code)

using System;
using System.Runtime.CompilerServices;

class InitializerDemo

{
private int[] field = new int[]4{0, 1, 2, 3, 4, 5, &)};

private char[,] chars = new char[,]{
{'a', 'B", 'C'},

{'p', 'E', 'F'},
}

=
r

private InitializerDemo()

{
int[] nums = new int[]{0, 1, 2, 3, 4, 5, 6};
string[,] strs2 = new string[2, 2]:
// need more work here
strs2.8et(0, 0, "John");
stra?2.Set(0, 1, "Doe");
stra?2.Set (1, 0, "1");
stra?2.Set (1, 1, "2");
string[,] strsl = strs2;
nums[1]++;
strsl.Set{0, 2, "OKE");
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Tool: LSW DotNet-Retlection-Browser

® LSW DotNet-Reflection-Browser is a commercial .NET
object browser, disassembler, and decompiler.

® It is a native Windows application

® LSW DotNet-Reflection-Browser ( LSW-DNRB )
is a revolutionary Object- Browser for Microsofts .NET -
Framework .

® It displays the Framework components and every
component written for the Framework in same compact
and convinient form as a Smalltalk System-Browser
does.

® Information about .NET Components can be retrieved
very fast
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Tool: LSW DotNet-Retlection-Browser

2. LSW DotNet-Lab =13
File Windows Tools Help
1= I Main Folder
-__RB:N:System.Collections LI o gl g FEECAR % 90 v g g
.. RB:T:System.Drawing.Drawing2D.Blend -
- RB:T:System.Collections.Stack B % ArrayLls! & LI
Refle + %2 BitAray
Bro Minimize All aces ¢ CaselnsensitiveComparer
> Close all at: CaselnsensitiveHashCodeProvider
R soft o'l: CollectionBase
. 4 + [bystem ¢ Comparer
< |5 [P Assemblies || ~®g DictionaryBase
} Collections 3 DictionaryEntry
=d} CompilerServices + 9¢ Hashtable
0 | syste +-{} Diagnostics =2 |Collection
] : SW DotNet-La b [ T:System Drawing i‘.v ng2D.Ble nd ] um
+-§ o f S
i
#-§) Description | CrossReferency lSyslem.Drawing.DrawingZD.BIend _v_] o O[: = g 8| F $ '{']? =@ | =
+-8 \Namespace: System.C
=1-§ Assembly: mscorlib,1.0. + @ System ~ Ql: <Module> -~ |Syslem.Drawing.DrawingZD.BIend _v_"
+ & System.Configuration. + 9 <PrivatelmplementationDetails> @ factors : float32[] P
+ &2 System.Data 0,: AdjustableArrowCap @ positions : float32]]
+ & System.Data.OracleC — ¢ AssemblyRef w9 ctor(2)
ERGY System. Design ¢ BitmapData + B Factors - float32[]
4] ? §Y519m~?"9°‘wrysew v OE ?lenld_ R e B Pacitinns - flnat32M M
< > J< > =
| < Description Cross-Reference |Source] Documentation | Search | Bookmarks | Diagram | web |
Descriplionl Cr + 0 Base Types ~
public class @ Contained in Assembly :System.Drawing,1.0.5000.0
{ i + - Custom Attributes L
private class =2 Implements Interfaces
Invoked Mative Functions
i F'ELDS{ - Native DLLs referenced b
private object _root;
private System.Collections. Stack _s
/f PROPERTIES
int32 Count{
get{
int i;
object obj;
Swatam Threading hManitar Fntar (fnhi = ranth-
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Tool: LSW DotNet-Retlection-Browser

B | SW DotNet-Lab - Reflection Browser [ Add {Object value) : Int32 ]
; Browser Container Types Members C# HTML History Tools Windows Help

! History [Add {Object value) : Int32 v 1 i Types Q| g | =0
R mscorcfg A @9 Arraylist A || ArrayList v
= & mscorlib # ¢ Bitarray ctor( 4) =
=M% CommonLanguageRuntim 01: CaselnsensitiveComparer Adapter (IList list) : ArrayList =
{} % @¢ CaselnsensitiveHashCodeProvider Add (Object value) ; Int32
# A} Microsoft @2 CollectionBase AddRange (ICollection c) : Void 3
=-{} System ¢ Comparer BinarySearch(3)
£ {3 Collef:tlons. o’: cht!onaryBase @ BinarySearch (Int32 index, Int32 count, Object
#-{} Configuration 9 DictionaryEntry Y BinarySearch (Object value) : Int32
#-{} Diagnostics # 92 Hashtable @ BinarySearch {Object value,IComparer compa
{} Globalization =2 ICollection S
Clear () : Void ¥,
#-{} IO =2 IComparer i h
#-{} Reflection v > IDictionary < ‘ R
i [ 2 =0 IDictionaryEnumerator v v

j b'escr'iptiron RichEdit | Cross-Reference | MSIL RichEdit | XML Documentation (RTF)rRiCr';IVEditV | Resources I Search “ Eobl&naﬂé Biagram C# HTML |

public virtual int Add
object value){

if {_size == _items .Length) { this.EnsureCapacity ((_size + 1));

_items [_size ] = value;
_version ++;
return _size ++;

Finnished: Decompile to C# !
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Tool: Retlector

® Reflector is a class browser for .NET
components and assemblies.

® It features hierarchical assembly and
namespace views, type and member dictionary
index search, type reference search, custom
attributes view, IL disassembler, C#
decompiler, VB decompiler, viewers for C#
XML docs and MSDN help.

® Assembly dependency trees, supertype/subtype
hierarchies and resources can be inspected as
well
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Tool: Spices NET.Decompiler

® .Net Decompiler that decompiles /disassembles
Net assemblies from MSIL (MS Intermediate
Language) binary format to well-formed and
optimized source code (6 languages: MSIL, C#,
VB.NET, Delphi.Net J# and managed C++).

_ Copyright © by EG-Council
Ec'counc“ All Rights reserved. Reproduction is strictly prohibited




Tool: Spices NET.Decompiler

8 &L LOMOTestene
@ () LOMDTest
8“5 Assignmants
8 9 Cails
v cxe() : voud
¥ BooBoolCalitools, bools) : bool
¥ BooBooiCaliool, bool) : bool
oY Gatliytn() : uriagredd nei]
¥ USSR Calluraigred rs()B)
&Y TeanCalls() : vod

0t O Tosk Ust A informer

Lo 800 5 6 3] op b B L D
a-om@ofelo s s §ie-ol
DANeNILOMDVLOMD Testomd T est dopg
i Explorer 2
8 9 LOMDTest -~

"o Spoes.Codmcator IS

8 % Comintercp private bool Be
@ 75 ForwardersUsage
B Y5 MoldrClass return one
@ 73 hertarco <
e ~a] . A 5 private byte
Boporer | Propectes [ PEM
| Task List
¥ 10 Documant Task Progress Fricery
» 5 ROMOTest.Colls Decompée © CSharp 100% W Nor mal
: ) D:I\Wet\ILOMD\ILOMD Test\ll ... Spces, Cofnscator 100% W Nor sl

s oepagads sl

LOMOTestCale.d @

ILOMODTest Calls s

private void TeatCalls

DateTine
at Bnail‘ooT

Debug. ¥
it (BoolBoce

Debug . ¥

Now

DateTime. Now
Call camd Diatafisme Mo
Sow As |

9Rays.Spices. Net

['fhe Eda: Miew Tods Hebp
3 E a G PN - NS

N

DANNLOMDVLOMD TestBomd Test dopg
8 -3 NOMOTest

@ & LOMDTost.one

8 () L0MDTent
@ 75 Assgnments
89 Gy

v cxr() : voud
47 BooBooiCallbools, bools) | bool
&% BooaoiCaliiool, bool) - bool
&Y GeBytes() : unsigned nts( |
o OusiysarrayCallfuragred rai()a)
&Y TesnCalls() : vod
Comintercp
3 Forwardersosage
HolderClaas
I o
Irher tance _Jmplementation
Merators
Stnrdard
StcClasnage
Urenaracged

L

£ >
Boporer | Propertes [ PEMtadta

€0 Tesk Ut

“ “~

-

G aead
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et aTigne . Now
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BN G20
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)
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Tool: Decompiler.net

® Decompiler.net is a combination decompiler,
obfuscator, language translator, and refactoring
tool for Microsoft .NET managed applications
and libraries.

_ Copyright © by EG-Council
Ec'counc“ All Rights reserved. Reproduction is strictly prohibited




NET Obfuscator and .NET

Obfuscation

® Obfuscator for .NET protects intellectual

property by making it extremely difficult to
reverse engineer applications.

® Unprotected applications can easily be reverse
engineered by decompiler tools.

® The .NET obfuscator's product counters this
threat by transforming applications-- renaming
identifiers to meaning%ess characters,
obfuscating metadata, and altering control flow
so that the obfuscated .NET code is much
harder to understand.

® http://www.preemptive.com
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Java Bytecode Decompilers

® Decompilers that read Java bytecode programs usually
decompile to Java

® Tools:

EC-Council

JODE

Jad

Dava

SourceTec Java Decompiler
JReversePro

SourceAgain

ClassCracker 3

DCompiler

WingSoft

JReveal decompiler
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Tool: JODE Java Decompiler

® JODE is a java package containing a decompiler and an optimizer for java.
® This package is freely available under the GNU GPL.

® The bytecode package and the core decompiler is now under GNU Lesser
General Public License, so you can integrate it in your project.

® The decompiler reads in class files and produces something similar to the
original java file.
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Tool: JREVERSEPRO

® JREVERSEPRO is a Java Decompiler /
Disassembler written entirely in Java

® The software is written 100 % in Java which

implies you can seamlessly integrate your java
applications with this.

® The .class files could be disassembled to
examine the JVM bytecode.
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Tool: JREVERSEPRO

T—— Decowgsler / Diga S (=] 3
P B Wew Opposs  Look S Foel Help
D) dwa_Lang_Ctyect ¢ Deconmpied by JReversefro 133

' Home : hitp Mrevpro sourceforge net
Y M VERSION 460

V SOURCEFLE: Helo Java

G0 j3/3 10 PAntStrean

I (1355 HelD)

Ui ) |
#MaxLocals 1, Max Stack 1
0 #030_0
1: Imvokespecial #1 <[[¥ <int> 3|
4 retum
1

public =tatic void man String(]) |
W Max LocHs 1 Max Stack 2
O getstatc 22 <LjyanPrintStream out >
3 10C 43 <" Hao Wono* >
2 Imvokenirtual 4 <[Lavalang/Etring [V pertin >
& retum

1
|
' 30 mil=econds

Thva fige 07 954216 POT 200%
Type: Execctabie Jy Fle Date Modfied. SE/2002 B:10 PN Sie 122 48 12348 d Ny Conguts
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Tool: SourceAgain

® SourceAgain is a commercial Java decompiler
by Ahpah Software.

® SourceAgain correctly recovers Java control
structures and optimizations from the bytecode.

® It supports irreducible graphs, polymorphic
type inference, recognition of packages, and
more, and provides debugging support.
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Tool: ClassCracker

® ClassCracker 3 is a Java decompiler

- A Java decompiler that retrieves Java source code
from Java class files

- A Java disassembler that produces JVM (Java
Virtual Machine) bytecode; and -

- A Java class file viewer that displays Java class
file structures.
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Tool: ClassCracker

L‘ﬁ ClassCracker 3
File Search Options

Help

| | e

1 o

%

B & P L £ H # 8|k

-~

Directory | File | Method

javaiapplet/AudioClip.cl
java/awt/Adjustable.cla

/* CONVERSION by ClassCracker 3 */
package java.awt;
import java.awt.AWTEventMulticaster;

“limport java.awt.Button;
“limport java.awt.Component;

i

7
!

I

ORI

;

java/awt/AWTEITor.class
java/awt/AWTEvent.clas
javaawt/AWTEventMulti
java/awt/AWTEXception.
java/awt/BorderLayout.c
javalawt Button.class
java/awt/Canvas.class
java/awt/CardLayout.cla
java/awt/Checkbox.clas
java/awt/.CheckboxGrou|
java‘awt.CheckboxMent
java/awt/Choice.class
java/awt/Color.class
javaiawt/Component $Na

4

he s e
T
e [ »]

“limport
“limport
“limport
“limport

java.awt.event.Actionlistener;

java.
java.
java.
java.

awt.peer.ButtonPeer;
awt.Toolkit;
io.0bjectInputitrean;
io.0Objectlutputitrean;

java/awt/Component.cla v

|

“limport

“lpublic class Button extends Component

String label;

String actionCommand;

transient ActionlListener actionListener;

private static final String base = "button™;

priwvate static int nameCounter;

private static final long serialVersionUID = -§77468
private int buttonSerializedDataVersion;

public void Buttoni )

{ =

‘.

EC-Council
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Python Decompilers

® The decompyle service decompiles Python byte-
code (in .pyc or .pyo files) into python source
code.

® The 'decompyle’ service converts Python byte-
code back into equivalent Python source.

® It accepts byte-code from any Python version
starting with 1.5 up to 2.3.3

® http://www.crazy-compilers.com
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OllyDbg Debugger

EC-Council

OllyDbg is a 32-bit assembler level analysing debugger for
Microsoft Windows

Emphasis on binary code analysis makes it particularly useful
in cases where source is unavailable

Features:

Code analysis - traces registers
Recognizes procedures

Loops, API calls

Switches, tables, constants and strings
Directly loads and debugs DLLs

Object file scanning - locates routines from object files and
libraries
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How does OllyDbg work?

® Code is executed step by step, and debugger protocols
every command, together with registers and flags, in the
large circular buffer

® When exception occurs, you can backtrace several (or
hundreds of thousands) last commands and analyze
conditions that led to error

® Run trace shows modified registers and keeps
important messages and operands of known functions

® You can set conditions to pause run trace
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Lets debug a simple console application

#include <stdio.h>
void f1l (void) { printf("a"); };
void f2 (void) { printf("b"); };
void £3(void) { printf("c"); };
void (*£[3])() = { £1,£2,£f3 };
void main (void) {
int i,3j,k;
for (i=0; i<100; i++) {
for (j=0; 3j<1000000; j++) ; // Long code
k=i/33;
if (k>3) continue;
£lk] () ; // Here error (when i==99)!

}’
printf ("\n") ;

}I
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Error

® Functions f1, f2 and f3 print letters a, b and c.
Main program calls each function 33 times,
then prints newline and terminates...

This program has performed an illegal operation
and will be shut down.

If the problem persists, contact the program &'
-~

RTRACE caused an inwvalid page fault in

module <unknown> at 00de:0062Z0061.

Registers:

EAX=006Z0061 CS=0137 EIP=006Z0061 EFLGS=000102Z46

EBX=0040c468 S8=013f ESP=0064fdfc EBP=0064fe04
ECX=00000021 DS=013f ESI=0040a0b8 FS=37df
EDX=00000000 ES=013f EDI=00000000 GS=0000
Bytes at CS:EIP:
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Tracing

® Load the trace program in OlIDbg dissembler and debug the
program

® Note that points to Address 00620061 which is nowhere
® You are trying to figure which command jumped to this location

® Let's try from the very beginning. Press Ctrl+F2 (shortcut for
Restart), then Ctrl+F11 (Trace into) and wait for a minute or two

® Pause run trace by pressing Fi12 (Pause) or Esc. In the Executable
modules, click on RTRACE and select "View run trace profile":

Y2 Profile of RTRACE:_text =] B3
Count Address |First command Comment a
28518. 98461191 INC ERX —
3584, Aa4a7ABY MOV EARAX,ESI L.
3584, 9a467AC1 ADD EBX, 6

1622. 884421409 CMP EDX, (DWORD DS:48R262]

1621. 8846a14C3 MOV ERX, EDX

S12. 8a487ARAED MOV EDX, [DWORD SS:EBP+8]

257. 88406987 MOV [BYTE DS:EDX],9

256. Ba4a7A77 XOR ERAX, EAX j
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Repetition of Commands

® A command or a sequence of commands at
address 00401191 was executed more than
24000 times. Follow this line in Disassembler:

EC-Council

&) CPU - main thread, module RTRACE Hi=] E3
Address Hex dump Disassembly Profile - Regtsters [FPU]
ga4@11268|r. S5 PUSH EEP 1.
AA4E1 11 . SBEC Moy EBP ESP 1.
a . 53 PUSH EBX 1%
a . BB MDU EBX, RTRACE.8848C463 1
a . 33Ca XOR 1%
a . 8983 MOU COWORD DS:EBXI1,EAX 1
a .vEB 24 JMP SHORT RTRACE. 98491183 1.
> 33Ca XOR ERX,ERX 1%
> 48 INC EAX 28518.
. 3D 40420F08 | CMP _ERX,F4248 28518. -
~7C F8 JL SHORT RTRACE.6461191 28518. c1
. 8B83 MOU ERAX, (DWORD DS:EBX] F @
. B9 21900008 | MOYU ECX,21 A8
. 99 coe c a
. F7F9 IDIV ECX S 1
. 83F8 @3 CHMP ERX, 3 T8
~7F 89 JG SHDRT RTRACE. 884481 1B1 Da
. SB@435 28A1441 MOY EAX, [OWORD DS:EAX#4+48A128] 0o
. FFDa CALL EHX E
> FFa3 INC [DWORD DS:EBX]
> 833B 64 CMP _[DWORD DS:EBX]1,64 1% S
A7C D7 JL SHORT RTRACE. 9849118F 1% 5
63 2AA14988 | PUSH RTRACE.B848A13A a.
E8 BR27oa8a CALL RTRACE.B@a4838CC a.
g9 POP ECX -
SB POP EBX a.
SD POFP EBP -
C3 RETN bt a

ASCII

o F =

S

rugﬁyn

DD WD

D
S
S

S D)
Sk ¢
NS S

=
= ¢

P ]

E.E.
4@, '4”

D a

1
A|RETURN to RTF
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Error EIP

® A short 3-command cycle executes F4240 (decimal 1000000) times.

® At 5000 commands per second, OllyDbg will need 10 minutes to trace this
cycle.

® Note that sequence is quasi-linear, i.e. has no jumps to outside.
® From the pop-up menu, choose "Run trace|Skip selection when tracing".

® Red line in the fourth column indicates that commands are excluded from
run trace.

® When OllyDbg encounters excluded sequence, it sets temporary
breakpoint at the command that immediately follows excluded block (in
our case, 00401199) and runs it at once.

Error

0 Don't know how to step because memory at address 00620061 is not readable. Try to change EIP or pass exception to
program.

_ Copyright © by EG-Council
Ec'counc“ All Rights reserved. Reproduction is strictly prohibited




® Confirm this error, open Run trace window
(button with period "..." in the toolbar) and
scroll it to the bottom:

M Run trace M[=] E3

Back Thread |Module |Address | Command Modif ied registers ;:J
17. Main RTRACE | @@483SEE| RETN

16. Main RTRACE 884681170 POP ECX ECX=8848R138
15. Main RTRACE | ©@48117E|POP EBP EBP=0064FEQ4
14, Main RTRACE B8848117F RETN

13. Main RTRACE 8848111 INC [DWORD DS:EBX]

12. Main RTRACE | ©@4811B3|CMP [DWORD DS:EBX1, 64

11. Main RTRACE 884811B6| JL SHORT RTRACE.B848118F

18. Main RTRACE | ©848118F XOR ERX,ERAX EAX=00080000
9. Main RTRACE 88481191 INC ERX=B88F4248
S. Main RTRACE | ©@481199 MOU EAX, [DWORD DS:EBX] EAX=00000863
Te Main RTRACE 88481196 MOV ECXK, 21 ECX=086008021
6. Main RTRACE | ©@4811AR6| COQ EDX=00080000
5. Main RTRACE Ba4811A1 | IDIV ECX ERX=0B6800863
4. Main RTRACE B884811A3 CMP ERX, 32

3. Main RTRACE | ©@4811A6|JG SHORT RTRACE.B8840811B1

2. Main RTRACE 88481 1A2| MOV ERX, (DWORD DS:ERX#4+40A128] EAX=00620861
5 Main RTRACE | ©@4811AF| CALL EAX

a. ape20861 7

EC-Council
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Call Eax

® Now we can see that command that jumped to 00620061 was CALL EAX
at 004011AF, and invalid address was calculated one command before the
call.

® Doubleclick this line to see it in Disassembler. Registers and information
are grayed to emphasize that they are not actual, but taken from the trace:

(8] CPU - Run trace 2. steps back. module RTRACE M[=] E3

Address |Hex dump Disassembly Profile - Reglsters (FPU)
aa4a112E|| . 8983 MOV C[DWORD DS:EBX],ERX 1 X BEE0RRAa3
844 .vEB 24 JMP SHORT RTRACE.B84811B3 1. __I ECX Baaaa6e21
> 33Ce XOR ERAX,ERX 168, EDX 88866068
911 > 48 INC ERX 28618. EBX ©88408C468 RTRACE.BB48C468
Aa4@1192]) . 3D 48426F08 CMP ERX,F4248 28519, ESP BB64FEGG
Ba481197(] .~7C F8 JL SHORT RTRACE. 8684481191 28518. EBP BB&4FEG4
2843119 4 . 8B@3 MO EAX, COWORD DS:EBX] 164, ESI ©8B840ARGBS RTRACE.B840AGES
4HH‘?E2 5 gg 21000000 ggg ECX.ZI %gg EDI 68666668
HH 1%} HY - °
aadniinill & F7Fe IDIU ECX 160, EIP @64411R2 RTRACE.B984811A8
Ba4a11A3(] . 83F8 B3 CMP ERX,3 168, C 8 ES B813F 32bit A(FFFF)
Aa4311[6|] .~7F 89 JG SHURT RTRACE. 884481 1B1 184, P 1 CS 8137 32bit G(FFFFFFFF)
Ba4a11R8 | . 83.485 ZBEllﬂ»BJI‘IOU EFIX [DWORD DS:EAX#4+4B8A128] 168, A @ S5 B13F 32bit A(FFFF)
441 1AF ALL E X 168, 2 1 DS B813F 32bit A(FFFF)
aa4a11E1|]| FFBS INC [DWORD DS:EBX] 99. S @ FS 139F 16bit 81D374CC(323)
aa4aliBz|| > 833B 64 CMP [DWORD DS:EBX]1, 64 168, T 8 GS 6868 NULL
B8a4a11B6|] .~7C D7 JL SHORT RTRACE. BB49118F 184, Da
co g emem | mesis o
215015 i} = A .8 M ND » o ) -
gt find| Bl Ean EFL 00200246 (N0, NE, E, BE, NS, PE, GE, |
5 /] . SB POP EBX STA empty 8.8
. 5D POFP EBP ST1 empty 8.8
L. C3 RETN ST2 empty 8.8
28 NOP ST3 empty 8.8
28 NOP ST4 empty -14519.6000000000000060
R4 § 5SS PUSH EBP 1. STS empty 8.8
8840811C9 [ SBEC MOV EBP,ESP 1 STé empty -6£1036.333333333335760
88481 1CB 53 PUSH EBX 1. Y §ST? empty 0.0 - o : =
[0S : D040A1341-0B620061 32 1¢ s PL
= FST @o6a CondBBBB Err 8 8 8 £
TR FCWl 1372 Prec NEAR,64 Hask 1
Address [Hex dump ASCII a | B864FEGD 9‘3:49‘3‘_”"41 =
0E40A116| 68 60 08 68| 66 [2]%) A0 B8] v vvennnns [CH=SN = ~ 4 , N e B
90 00 00 08|00 a6 205 PP PaE. 4@, RETURN to RTF
0| 70 11 46 06 61 62 40 00| pdE.a.b.c... .. E. = A ¥
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Invalid Jump

® Address constant 0040A128 points to array of 3 fixups containing
addresses of functions f1, f2 and 3.

® When this command was executed for the last time, EAX contained index
3, outside the array's bounds.

® Two previous commands should perform bounds checking, but condition
is invalid: jump is taken when EAX is greater than 3. Correct condition
would be "greater or equal".

® Doubleclick invalid line and correct condition:

Assemble at 004011A6 X

[JGB SHORT @@4011EB1 -

IV Fill with NOP's [ Assemble |  Cancel |
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Copy to Executable File

® After you assemble new command, line in Disassembler gets red,
indicating that command is modified.

® Select it again and in the pop-up menu choose the powerful item "Copy to
executable file".

® This applies your modification directly to the executable file
® Save the modified file under a different name

Aaaaa 9z 30 48428F06 CMP ERX,F42408 i
AeBaa7a7| 7C F8 JL SHORT 88866791 —
AnaRa793| S8BB3 MOV ERX, COWORD DS:EBX]

AEBaa7oE B9 218000888 MOU ECX, 21 o
ARaaAa7AR| 99 cog

Aaeea7A1| FZF9 IDIV ECX

AEEEaTAZ 83F2 A3 CMP ERX, 3

aaaaa7vAe 70 a9 JGE SHORT 888867E1

AEBaaHs 8BA48S 28A148868 | MOY ERX, CODWORD DS:ERX#4+40R128]

AABeA7AF | FFDB CALL ERX

A88aa7E1 | FFO3 INC [DWORD DS:EBX]

AERAATES 833B 64 CMP [DWORD DS:EBX],64

AeBBaaves| 7C DY JL SHORT 8866873F

AaaaayES 68 3AAR148606 PUSH 48R13A

AaaaayED E8 BR27BBHBH CALL 888682ECC

ABeeAa7C2| 59 POP ECX

ABeRAa7C2| SB POF EBX ﬂ
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End of Slides
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