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InformationWeek

BEUSINESS INNOVATION POWERED BY TECHNODLOGY

Jthadists Get Encryption Upgrade

Until recently, al-Qaida didn't pose much of a threat onhne because it used outdated technology. Having modern encryption tools
changes the equation.

By Thomas Claburn, Informationtweek
Jan. 25, 2008
LRL: hitp:Mfeeweie informationweek. comdstory’showAricle. html PariclelD=205918296

Last week, an Islamist Web site called Al-Ekhlas released updated encryption software to help keep secret commumcations from prying eves. The site 15 allegedly
frequented by al-Qaida supporters.

According to the Middle East WMedia Eecearch Institute, the first version of the softweare, "MMujatudeen Secrets," was releazed a year ago as "the first Islamic
cotnputer program for secure exchange [of information] on the Internet " WEMET says that the program includes "the five best encryption algonthms, and with
symmetnical encryption keys (256 bat), asymmetncal encryption keys (2048 bit) and data compression [tools].”

Eeuters reports that the new version of the software, "Mujahideen Secrets 2," was developed by A1-Elthlas "m order to support the mujatudeen tholy war ighters) in
general and the (al Qaeda-linked group) Tslamic State in Traq in particular

The Al-Ekhlas Web site 15 hosted by Flonda-based Nocdhosts. Calls and e-mail to the company were not returned.

In an e-mail message, Paul Henry, VE of technology evangelism at Zecure Computing, said that untl recently al-Qatda didn't pose a credible threat onlne because of
itz use of outdated technology. Having modem encryphion tools, he said, changes the equation.

Source: http://www.informationweek.com/
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C E H Scenario
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Larry was working on a high-end project. He was expecting a promotion
for his good performance. But he was disappointed to see that the
members of the team whose performances were below par were promoted
while he was ignored. In a fit of rage, he quit his job. He searched for a job

in another company and got a good offer.

While quitting he had decided that he would teach his project manager a
lesson. He used an encryption tool TrueCrypt and encrypted the whole

directory with password protection where he had stored his part of work.

Can the information Larry encrypted be retrieved?
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C EH Module Objective
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This module will familiarize you with: )

 Cryptography

* Encryption and Decryption
 Cryptographic Algorithms

e RSA (Rivest Shamir Adleman)

» Data Encryption Standard (DES)
* RC4, RC5, RC6, Blowfish

» Message Digest Functions

» One-way Bash Functions

* MD5

* SHA

* Algorithms and Security

e Government Access to Keys (GAK)
« Digital Signature

 Cryptography tools

» Code Breaking: Methodologies
 Cryptanalysis

 Cryptography Attacks

» Use Of Cryptography
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Module Flow
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C EH Cryptography
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Cryptography is an art of writing text or data in secret code

It encrypts the plain text data into unreadable format, which is
called as cipher text

It is based on mathematical algorithms

These algorithms use a secret key for the secure
transformation

10010110011110101000101000111
10100101010101100001110101010
1010011010010101101010001001

1o
01001.. .J10010011101010101100010111
1000010101100100101010101010011110101

0101010000101001011101010111101000110
0110101010101001011101010100010011110
1001010100100011011010110101010011011
0100101001010010011101010101100010101
1000010101100100101010101010011110010
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C E H Cryptography (cont’d)
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In cryptography, each person receives a pair of keys, called the public-key, and the
private-key

Each person’s public-key is published while the private-key is kept secret

Anyone can send a confidential message using public information, but it can only be
decrypted with a private-key that is in the sole possession of the intended recipient
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c EH Classical Cryptographic
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Classical ciphers comprise of two basic components:

e Substitution Cipher
e Transposition Cipher

» Monoalphabetic RN\ -
« Polyalphabetic VG %

Several of these ciphers are grouped together to form a ‘product
cipher’
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C EH Encryption
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Encryption is the process of converting data into a secret code

It is the most effective way to achieve data security

To read an encrypted file, you must have access to a secret key or password that enables
you to decrypt it

Unencrypted data is called plain text

Encrypted data is referred to as cipher text

Encrypted DATA

DATA .
(‘Morpheus’) —> Encryption —> (‘3*.,~'@'w9”)

Key

Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited

EC-Council




Encryption (cont’d)
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Dear Thomas Dear Thomas
i"“'--._____-
This is our Peter's / This is our )
Company's Private key Company's
proposal... :|

proposal... [m
\/ Sign )

Internet

Dear Thomas

This is our
Company's
proposal...

e Public key

Message...

Recaiver:
Thomas
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C EH Decryption
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Decryption is the process of decoding data that has been encrypted into a secret
format

It requires a secret key or password

Public Key Cryptography encryption and decryption is performed with public
and private keys

= Private Kay
Public Kay
T
W 115 I| “FF
I{ “_.-;-_:'—_-7_I'|.I|'__|'|
Y ,/\E ncryption Decryption L,
w7 M & /ﬁ:“ﬁ
w.h&ﬁ Bty gt '\"\lﬁi)
Fs .'--.'--'E ? ! — _§
i & i
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c EH Cryptographic Algorithms
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Secret key Cryptography:

* [t uses a single key for both encryption and decryption processes

» Since single key is used for both encryption and decryption, it is also called as
Symmetric Encryption

Public key Cryptography:

« [t uses one key for encryption and another for decryption

* One key is designated as a public key which is open to public and the other key is
designated as a private key which is kept secret

Hash Functions:

* [t uses a mathematical transformation to irreversibly "encrypt" information

* [tis also called ‘Message Digest’ and One-way Encryption, are algorithms that, in
some sense, use no key

e Instead, a fixed-length hash value is computed based upon the plaintext

» Hash algorithms are typically used to provide a digital fingerprint of a file's
contents
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c EH Cryptographic Algorithms

(cont’d)

plaintext > ciphertext »plaintext

A) Secret key (symmetric) cryptography. SKC uses a single key for both
encryption and decryption.

N N

plaintext » ciphertext »plaintext

B) Public key (asymmetric) cryptography. PKC uses two keys, one for
encryption and the other for decryption.

hash function
plaintext > Ciphertext

() Hash function (one-way cryptography). Hash functions have no key
since the plaintext is not recoverable from the ciphertext.

) Copyright © by EC-Council
EC-Council All Rights Reserved. Reproduction is Strictly Prohibited




c E H Cryptographic Algorithms

(cont’'d)

Sample application of the three cryptographic technigues for secure
communication

Alice’s ; Public Key X .Digital
Private Key Crypto Signature
Alice’s . Hash _
Message “\_ Function EEE;?;e
Sent to
Bob
Random @m Encrypted
Session Key . Crypto Message
; : Encrypted
Bob's m— (09 > Session
Public Key \CTU Key
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C EH RSA (Rivest Shamir Adleman)
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RSA is a public-key cryptosystem

It uses modular arithmetic, and
elementary number theories to
perform computations using two
large prime numbers

RSA encryption is widely used and is
the de-facto encryption standard

EC-Council

Rivest Shamir Adleman
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c EH Example of RSA Algorithm
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F = b6f <= first prima nushar [destroy this aftar computing E and D)
g = 33 <= saaond prisa aurbmre (dewtcoy this aftar computing E and D)
P = 3529 < modulus [give ECip b0 otbace)

E =17 ¢= publlic sxpopant (7ive thiz to othars}

P = 29735 <= privaca axposant (kecp this seoratl)

Your publioc oy s (E,.PQ).
Yaur privato key ils D.

Tha cnorypiion funotion 1wl

anacypt(T) = [(TE) mod PQ
= [(T*17) mod 3233

Tha deorypiion fumotion Lsi

deocypt(C) = {(C*D) mod PQ
= [CA2T753) mod 3233

To anocypt tha plaintaxt valua 1323, do chis
apocypt (123] = [123*17] mod 3233
= DTSTILTIAGAEN T LESEFRSSMLTITINE mod 3233
= 355
To daocypt tha olpbactaxt valua 855, do chis

deocypt (838) = [AS5*275)] mod 3233
= 1233

Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited




'™

CEH

Certified = Ethical Hacker

RSA Attacks
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s

Brute-force RSA factoring

\

s

Esoteric attack

\

s

Chosen cipher text attack

\_
>
Low encryption exponent
attack
\_
p
Error analysis
L
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CEH RSA Challenge
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The RSA factoring challenge is an effort, sponsored by RSA Laboratories, to learn
about the difficulty of factoring large numbers used in RSA keys

A set of eight challenge numbers, ranging in size from 576-bits to 2048-bits, are

given
Challenge Mumber |Prize (§US) | Status submission Date | Submitter(s)
HSAS7E 10,000 Mot Factored
HSA-RAD $20,000 Mot Factored
RH5A-704 $30,000 Mot Factored
HSA-7RE $a0,000 Mot Factored
R5A-G95 $75,000 Mot Factored
RSA-1024 $100000 Mot Factored
RSA-1536 150000 Mot Factored ;
RSA-2048 $200,000 Mot Factored el
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C EH Data Encryption Standard (DES)
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DES is an algorithm for encrypting and 64 bitphintext
decrypting unclassified data |
Inikial
Penmutaticn
. . . it R Ethiz Block ML
It is a block cipher that takes a plaintext lm r sPesE PR
string as input and creates a ciphertext string 4 4
of the same length won k - BN
Lele 1) L)
It uses a symmetric key, which means that F
the same key is used to convert ciphertext "
back into plaintext
_Tﬁq bits Al lines 32 bits wide
Final unless athefyise stated
Penmutaticn
The DES’s block size is 64 bits _ l
B kit i her bexk

The key size is also 64 bits, although 8 bits of
the key are used for parity (error detection),
which makes the effective DES’s key size 56
bits
Copyright © by EC-Council
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C E H DES Overview
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DES acts on 64-bit blocks of the plaintext

It invokes 16 rounds of permutations, swaps,
and substitutes

The standard includes tables describing all of
the selection, permutation, and expansion
operations

These aspects of the algorithm are not
secrets

EC-Council

| INFUT |
»
<27 [MITIAL PERMUTATION ==
Lo | K, | By |
L =
)
i
LII Ry | kK, | Ri=La®RBKpD |
T
L= Ry | k, | Ra- Li® iR Ky |
P —= - e o
Lis=Fy | K, | Ris= Ly ®fiR K0 |
—
t>z
Lig=Fis | | Rig=L1s#fR;s K0 |
¥
< INVERSE INITIAL PERMUTATION =
¥
| OUTPUT |
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CEH DES Overview (cont’d)
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® The basic DES steps are:

e The 64-bit block to be encrypted undergoes an initial permutation (IP), where each
bit is moved to a new bit position

Example: the 1st, 2nd, and 3rd bits are moved to the 58th, 50th, and 42nd position,
respectively

e The 64-bit permuted input is divided into two 32-bit blocks, called left and right,
respectively

e The initial values of the left and right blocks are denoted as L, and R,
e There are then 16 rounds of operation on the L and R blocks

e During each iteration (where n ranges from 1 to 16), the following formulae apply:
L, =Ry
R, =L, XORf(R, ;,K,)

e The results from the final DES round —i.e., L, and R, — are recombined into a 64-
bit value and fed into an inverse initial permutation (1P1)

e At this step, the bits are rearranged into their original positions

 For example, the 58th, 50th, and 42nd bits, are moved back into the 1st, 2nd, and
3rd positions, respectively, the output from IP-! is the 64-bit ciphertext block

) Copyright © by EC-Council
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RC4, RC5, RC6, Blowfish

Algorithm Features

Rc4 Is a variable key size stream cipher with byte-oriented
operations, and is based on the use of a random
permutation

Rch5 Is a parameterized algorithm with a variable block size,
key size, and a variable number of rounds

Rc6 RC6 adds two features to RC5: the inclusion of integer
multiplication, and the use of four 4-bit working
registers instead of RC5’s two 2-bit registers

Blowfish Is a 64-bit block cipher that uses a key length that can

vary between 32 and 448 bits

EC-Council
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RC5 is a fast and symmetric block cipher designed by
RSA Security in 1994

It is a parameterized algorithm with a variable block
size, a variable key size, and a variable number of

rounds. The key size is 128-bits -'-““"-'-—-_,I
RC6 is a block cipher based on RC5. Like RC5, RC6 is %((J
a parameterized algorithm where the block size, the <L
key size, and the number of rounds are variable. The R
upper limit on the key size is 2040-bits —"-;P
A !
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c E H Message Digest Functions
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Message digest functions change the information contained in a file, (small or large) into a single
large number, typically between 128 and 256 bits in length

The best message digest functions combine these mathematical properties

Every bit of the message digest function is influenced by the function's input

If any given bit of the function's input is changed, every output bit has a 50 percent chance of
changing

Given an input file and its corresponding message digest, it should be computationally infeasible to
find another file with the same message digest value

Wessage Digest

Function
Document
- -
% |:> n 128-bit Fingerprint

MWessage digest
function creates a
unigue digest for each

Document2 unique docurment.

| 128-hit Fingerprint
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c E H One-way Bash Functions
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Message digests are also called one-way bash functions because they
produce values that are difficult to invert, resistant to attack, mostly
unique, and are widely distributed

Message digest algorithms themselves are not used for encryption and
decryption operations

They are used in the creation of digital signatures, message authentication
codes (MACSs), and encryption keys from passphrases

Message digest functions:

* HMAC
* MD2
* MD4
* MD5
* SHA
* SHA-1

) Copyright © by EC-Council
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The MD?5 algorithm is intended for

The MD5 algorithm takes as input, a digital signature applications, where
message of arbitrary length, and a large file is compressed in a secure
outputs a 128-bit fingerprint or manner before being encrypted with

message digest of the input a private (secret) key under a public-

key cryptosystem, such as RSA

o x|
File Size | CRC MD5 |
[ ] batch_rename.png 14472 18528004  EAF2CT12FEESI7AETFEFDIFATALF4ALE
| ]change_attributes.html 5574 SE101E0S E1809F 51 CCF98300F 79321 ESCTESENZT
| Jchange_attibutes.png 7957  2531FC3E FE8ASFE259CTFDF7I0E 5597051 544F 38
[_] change_case. himl 8756 FC41186E DDCAD 7CFOSEF7297D SBEESFOE0EE47FD
[ ] change_case.png F921 20340333 04FEDS07091FEFO950977E358EC20EED
| ]checksum_verifypng 8117 3D809S01  ACSAFES9E7EED1022ACTB2E34ATE1C49
|7 convert html 9269 BESIEA8Y  902BA23DTCCISEAZI99CDAZEFIE2TEM
|_] convert.png 7080 D7EOCFCE  F1176CTIE7E1DAZCAT43025DEIF1BOCH
|] convert_menu.png 8735 EIOFSFOF 3F1BEDEEOBOBIE 85970E D BAITOISF 404
] file_comparator. kel BF75 44EDEDCS  959951CIETDTSEICIEE F7IE5I0246E A
|_] file_comparator.png 17787 DIEFOEZE  C1AE151EBEABCITEDEFBSA2120205331 |

clipboard hint Save 5PV Save MD5... | Cloze |
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CEH MDS5 (cont'd)
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Few message digests are given below:

echo "There is CHF1l500 in the blue bg" | mdSsum
echo "There is= CHF1500 in the blue box" | mdSsum
echo "There is CHF1l500 in the blue box." | mdSsum
echo "There is CHF1l500 in the klue box.." | mdSsum

The same text always produces the same MD5 code

) Copyright © by EC-Council
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CEH SHA (Secure Hash Algorithm)
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- \ stdjarg.h
The SHA algorithm takes a message of s
the arbitrary length as input and e
outputs a 160-bit fingerprint or jl_ﬂ] Skl
message digest of the input srre
: e
7\:-&:._ time.h
IJ* nistd. h
rf}
!t sys/socket. h
The algorithm is slightly slower than
MD5, but the larger message digest S~
makes it more secure against brute- S
force collision and inversion attacks
shat.c stclint.h
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CEH SSL (Secure Sockets Layer)
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SSL stands for Secure Sockets Layer

It is a protocol developed by Netscape
for transmitting private documents via
the Internet

It works by using a private-key to
encrypt data which is transferred over
the SSL connection

SSL Protocol is an independent
application protocol

EC-Council

S5L Protected Site Detected...

@ MultiZilla makes use of secret hash keys to prevent Phishing Attacks,
but you don't seem to have one for: 'www.paypal.com'

and that is why the following information is displayed:

551 Certificate Issued To:

Common Mame (CM): www,paypal.com

Organisation (O): Paypal, Inc.

551 Certificate Issued By:

Common Mame (CM): <Mot Part Of Certificate »

Organisation {Q): VeriSign Trust Metwork

Do you want to generatestore a secret hash key for this site?
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C E H What 1s SSH
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The program SSH (Secure Shell) is a secure replacement for
telnet and the Berkeley r-utilities (rlogin, rsh, rcp, and rdist)

It provides an encrypted channel for logging into another
computer over a network, executing commands on a remote
computer, and moving files from one computer to another

It provides a strong host-to-host and user authentication, as
well as a secure encrypted communications over an
Insecure Internet

SSH2 is a more secure, efficient, and portable version of
SSH that includes SFTP, an SSH2 tunneled FTP

) Copyright © by EC-Council
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CEH SSH (Secure Shell)
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MS or UNIX UNIX

client server

tep

network is “shielded” by ssh

sniffer
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C EH Algorithms and Security
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40-bit key algorithms are of no use

56-bit key algorithms offer privacy, but are
vulnerable

64-bit key algorithms are safe today but will be
soon threatened as the technology evolves

128-bi1t and over algorithms are almost unbreakable é

256-bi1t and above are impossible
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Disk encryption

works similarly

to text message
encryption

EC-Council

Disk Encryption

With the use of
an encryption
program for
your disk, you
can safeguard
any information
to burn onto the
disk, and keep it
from falling into
the wrong hands

Encryption for
disks is useful
when you need
to send sensitive
Information
through the mail
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C EH Government Access to Keys (GAK)
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Government Access to Keys (also known as key escrow)

means that software companies will give copies of all
keys, (or at least enough of the key that the remainder
could be cracked) to the government

The government promises that they will hold on to the
keys in a secure way, and will only use them when a
court issues a warrant to do so

To the government, this issue is similar to the ability to
wiretap phones

Copyright © by EC-Council
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C E H Digital Signature
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Digital Signature is a type of asymmetric cryptography used
to simulate the security properties of a signature in digital,
rather than written form

Digital signature schemes normally give two algorithms;
one for signing which involves the user's secret or private
key, and one for verifying signatures which involves the
user's public key

The output of the signature process is called the "digital
signature”

Copyright © by EC-Council
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CEH Digital Signature (cont’d)
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Sender | Recipient
| Signed document
Signed document =
—gDocument + — Rocument ¥ Document
Document |- ~ =, Signature
Signature
v L Digital Message
Message Digital Signature Hash
Hash Signature Algorithm
Algorithm | '
Public Key v
I Public Key Encryption | | New Hash
.| Encryption / Algorithm
BN Algorithm
Sender’s Original iompztare,
Sender’s Public Key Hash ceept of
Private Key Reject
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C EH Components of a Digital Signature
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Components of Digital Signature:

Public key
Name and E-mail of sender

Key expiry date

Company name that sends the
information

Serial number of Digital Signature

Digital signature of certification
authority

EC-Council
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c E H Method of Digital Signature

Technology
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Two stages of Digital Signature: Two keys used in Cryptography:

e Creation » Public key which is available to everyone
 Verification  Private key which is known only to the
sender

Digital Signature uses public key cryptography to encrypt and decrypt messages
Hash encrypted message

Hash function produces and checks the digital signatures

Cryptographic
Algorithm
ﬁ

Pﬂf;f;

plalntext plamtext plal neext

Verification

| EW |
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c EH Digital Signature Applications
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Digital Signatures are used to check:
Identity of the sender
Dependability of the message

Whether message sent is genuine

For risk of frauds

Whether message is illegally
reproduced

\1

) Copyright © by EC-Council
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c E H Digital Signature Standard

Certified = Ethical Hacker

Certain applications require digital signatures instead of normal signatures

DSA digital signature consists of two binary numbers

DSA generates and verifies the signatures

Set of rules and arguments are needed to evaluate a digital signature to confirm the

integrity of data

Private key is used in producing a digital signature

Message Digest is the reduced form of the message

Hash function is used in generating a signature

Copyright © by EC-Council
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Digital Signature Algorithm:
Signature Generation/Verification

EC-Council

Message

Secure Hash Algorithm-1

!

Message Digest

Private lv Digltal
ds Algorithm
Sign Operation

Key Signature

- Signature Generation -- Signature Verification -

Received Message

]

Secure Hash Algorithm-1

|

Message Digest

Digltal Iv Public
ds Algorithm
Verify Operation
Slgnature l Key

Yes - Signature Verified
or
No - Signature Verlfication Falled
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c E H Digital Signature Algorithms:

ECDSA, ElGamal Signature Scheme
g

[ ElGamal signatures scheme: J
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* Is based on the difficulty in computing discrete

logarithms
e DSA is an alternative to this signature scheme \ ﬁ

e It allows a verifier to confirm the authenticity of /ﬂ)
a message é""
/ ’.‘
{ ECDSA: ] e ’

 Elliptic Curve Digital Signature Algorithm

e Variant of DSA operating on elliptic curve groups
 Efficient over DSA

e Not vulnerable to number field sieve attack

]
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C EH Challenges and Opportunities
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Application of digital signature in the regular business
has some advantages and expenses

Implementing digital signatures effectively unravels
the following issues:

 False identities

 Alteration of information

« Lawful requirements are met
e Security to systems on the net

Expenses include:

» Cost of maintaining certification authorities
» Cost of software that implements digital signature

EC-Council
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C E H Digital Certificates
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Digital Certificates verify the uniqueness of the principles and entities over
networks as electronic documents

Unique identity to the owner of the digital certificate is defined by both public key
and private keys

Widely accepted format for digital certificates is defined by the ITU-T X.509
international standard

Digital certificate includes a variety of information such as:

 Name of the subject
e Subject's public key
 Certification authority’s name

e Serial number
 Lifetime period of the digital certificate right from the start date
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c E H Cleversafe Grid Builder

http://www.cleversafe.com/
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Cleversafe Grid Builder EN software subscriptions provide all the software
that you need to build your own dispersed storage grid

The 11 dispersed storage nodes can be spread across upto 11 servers for
maximum security benefits

Benefits of building your own grid:

» Control your data within your own four walls based on your existing offices
and infrastructure

« Utilize the most innovative technology to reach the storage market in
decades

» Avoid expensive hardware costs and use older storage devices you have
around

e Customize your implementation based on your environment

e Create derivative works by changing source code to meet your storage
needs and processes
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CIEH PGP (Pretty Good Privacy)
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Pretty Good Privacy (PGP) is a software package originally developed by Philip R.
Zimmermann, which provides cryptographic routines for email, and file storage
applications

Zimmermann took existing cryptosystems and cryptographic protocols, and developed a
program that can run on multiple platforms

It provides message encryption, digital signatures, data compression, and email
compatibility
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PGP: Screenshot
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Select Components
Chooge the components Setup will install.
Select the components you want to inztall, clear the componentz you do not want o install.
] PGP Key Management [Fequired) 2TR0EK, ['escription
[V PGPdisk Volume Security This companent includes the
= PGPt Wirtual Private Nebworkin core program files for PGPnet
ENPIES AMEEY (HIRELES R ST Wirtual Private Netwarki 5 7 .;
v| PGP Qualcomnm Eudara Plugin Key Generation Wizard . x|
| PGP Microsoft Exchange/Outlook. Plugi 256 K
v| PGP Microsoft Outiook Express Plugin 212K I order for other people to send you secure messages, you must
| PGP Cornmand Line 1028 K generate a key pair.
| Samopal PGP IC0 Plugin g1EK
: i our key pair will alzo be uszed to sign digital documents.
Space Required on 12K
Space Available on T 16153303 K.
|mztallShield A ke pair consists of & "Public Kep' and a "Private Kep" The
public key should be given to evervone vou know [FGF has
< Back Mewst s ‘ i facilities to aszist in thiz). The private key should be kept
= = FE abzaolutely secret.
[F pou would like more information on what a key pair iz and how
PGP works, click the Help buttan, belaw.
Othenvize, chooge Mest bo continue.
Cancel Help
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C E H CypherCalc
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~& CypherCalc =]

File Tools Program Help

CypherCalc is a full-featured,

programmable calculator designed for Fesul —

I- isi i i 1 Ed43E 585D 9485h 4AZD 4D4C Ceta 0358 CEZEE DOB1l ELB:
mUItI preC|S|0n Integer arlthmetlc QOE3C &3FD DCD3 CAEC S5F3F Fedl DFle 0OEefS F31E5 EDEF

[

It is intended for use in the design, Expression
testing, and analysis of cryptographic [Rcll&] * RelB] % RelN] | [Compute |
algorithms involving key exchanges,
modular exponentiation, modular Uperands Keypad
inverses, and Montgomery Math o | E ‘ o o] el ]+ Cea

Alelcloelrle) Aolalel ] e

It o oy x| ] || Al 7] x| woo]

lthas buitin GCD and SHA Ltools,and o[ | o/ o3[ x[u] |22l e
for your applications v wl %] ] 2] wor| an| on |

RUM: DiffieHelman. prg Line 83
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c EH Command Line Scriptor
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Command Line Scriptor automates file encryption/decryption, digital
signing, and verification

It sends files and email securely without any user intervention

It ensures that all of the important data is secured without relying on user
Input

Bulk deletes files at a pre-defined date and time

It Integrates cryptographic techniques into the existing applications

It processes incoming secure files from any OpenPGP compliant
application
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CEH Command Line Scriptor:

Screenshot
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C E H CryptoHeaven
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http://linux.softpedia.com/progScreenshots/CryptoHeaven-Screenshot-
229.html

CryptoHeaven allows groups to send encrypted email, securely backup and
share files, pictures, charts, business documents, and any other form of
electronic media through a secure environment

No third parties, including server administrators, government agencies, and
others have access to the plain text version of the transmitted information

Some of the features of the service include:

 Secure document storage

» Secure document sharing and distribution
e Secure message boards

» Secure email and secure instant messaging
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CryptoHeaven: Screenshot 1

(Cryptolicavemn® @

my encrypted private space online

Copyright 2001-2005 CryploHeaven Development Team. All righls reserved

Username: Usernamel
Unigue Passphrase: Eis
Server: CryptoHeaven.com W | Proxy

¥ | Remember my Username on this computer

&) Login X Cancel New User ..
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C EH CryptoHeaven: Screenshot 2
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File Message Chat Contacts Edit View Tools Help

Folders M & |12 Inbox My default inbox message folder ESE L
@ (=1 eMall Folders @) from | 8] Subject _ | sent¥ |
! Drafts g’ £ suppont@cnyple... | % Welcome to CryptoHeaven.com 1:25:06 PM

- Inbox
Sent
=) Spam
Address Book
©- &3 File Folders
£ ) Instant Message History
ﬁ Groups £ support@cryptoheaven.com +Add to Address Book January 17, 2007 1:20:08 PM EET
To: 8

Subject: | % Walcome to CryploHeavan.com Full view '

([ ryptolieaven ‘

Welcome to CryptoHeaven!
& Contacts v =) 4

Thanks for opening a new CrypboHeaven account, Your account is now active.

With vour CryptoHeaven account you can immediately:

# Send Encrypted and Private eMail.

# Securely Store Your Documents Online.

® Securely Deliver Documents to Your Clients.
# Engage in Private and Confidential Chat - Secure Instant Messaging. =]

===

ﬂ Action completed. [Get Folder Size| 594 bytes 3,744 bytesisec 1 ={l= Online
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C EH CryptoHeaven: Screenshot 3

Certified = Ethical Hacker

¥ Longer keys will provide higher level of security atthe cost of performance in

:‘H‘- common aperations and during key genseration. I is believed that at the current
growth of technology, keys of 2048 bits in length will be secure for many years to
come,

RSA Key Length: 1024
1024 1536 2048 2560 3072 3584 4086

ﬁ} The strength of the generated key pair is related to the selection of numbers that are
believed to be prime. This parameter controls the probability that the selected
numbers are prime. The probability equals (1 - 1/2certainty). Most cryplosystems
use certainty of not exceading 80,

Certainty: . 128
128 160 192 224 256

The strength of the overall system is limited by the strength of the passphrase

-'@ Selecting a weak passphrase will jeopardize the security of the information
transferred to the remote system and the information shared with you by other
users. storing the encrypted private key on the remote sanver in encrypted form
using hash of your passphrase will enable you 1o access your account from any
computer connected to the internet. However, if intercepted by an attacker, it can be
cracked with brute force attack against your passphrase. This security risk is low
when the strangth of your passphrase is high

¥| Store encrypted Private Key on the senver

€) oK [| > cancel
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C E H Hacking Tool: PGP Crack
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PGP crack is a program designed to brute force a conventionally
encrypted file with a PGP, or a PGP secret key

The file pgpfile cannot be ascii-armored

The file phraselist should be a file containing all of the passphrases that
will be used to crack the encrypted file
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C E H Magic Lantern
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Magic Lantern is a new surveillance \ %2
software that allows agents to de-code

the hard-to-break encrypted data of

criminal suspects

Magic Lantern works by infecting a
suspect’s computer with a virus that
Installs keylogging software — a
program that can capture the
keystrokes typed into a computer
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c E H Magic Lantern: Screenshot
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‘__ in's Maoic Lantern - Shde tray Maeic1 el i1 ._-\ -

s ﬂi CEMTEE R

@ Stide tray Masi x|
.] Date [27 [Feb v [2008 Transiion: [Nomal w|Delay 5 =] Rotate [ne v}Text:l
: i |

1 New Imane file:
. Sound fiI‘{GI{IhﬂI changes
Apply changes

{* On all frames

" From frame ko framme
Mew settings

Tranzition I—L|
Date E mw

Delay

Add o

Subtract 1]
o

Ready I
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C EH Advanced File Encryptor
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Advanced File Encryptor is a tool to encrypt and
secure most important files like banking
information, e-mail documents, and any other file
with special personal value

This program uses unbreakable 256-bit AES
encryption and provides a peace of mind that data is
safe

It can also create self-decrypting archive files that
require a password when opened and will extract the
protected documents

It allows to encrypt typed text or clipboard content
using AES, Twofish, or RSA encryption, which
allows you to protect email or chat conversations as
well
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Advanced File Encryptor:

Screenshot

| Advanced File Encryptor,

File Yiew Help

] Encrypt File F Make Exe D ‘Wipe File ‘iﬁs Queue File - | (@ Advanced ~
-G DATA () A | Hame  ~ | Size | Type | Date A
=l FILES(F:) _ithumbs File Falder

+-{) adaptec @advagreement.dnc 32KB  Microsoft Word Document 2[1%
+-7) Downloadz L
+-5) Downloaded Files [ncrvplﬂ)ecrypl Text
+-{ ) FTPUpload
+-|[ ) utils Use the selected algorithm: |,qE5 j
=) W _TestFiles
) Audicfiles Perform the selected action: & Encrypt Decrypt
2 Trnanefilas
¢ 3 Use the Following key: |*********
File Text to Encrypt: v Mask Input

Fiiwa_TestFiles\MiscFiles\EULA, - - -
Fiihs_TestFiles|MiscFiles|Locker webattack is my Favarite download site Eram File...
Fiiwa_TestFiles|MiscFiles! wWebd
From Clipboard i
-
Encrypted Text
GTEELE96 L eSIU7S9Z2a320 500 L andilZ030L 3756055 Zopy
™ best ave fs,., |
test?. cue
testzbil o E'UKrB” atence Close |
BTN File | Print
IRERELE| <2 ndvanced File Encrypkor Encrypt...
Open With k| Decrypt... B
I':Jest.lstn Send To ¥ Make Encrypted Self-Extracting Exe...
urnata
Wipe. ..
10,3658
! H EUt A Fwal s
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C EH Encryption Engine
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Encryption Engine allows to protect the privacy of sensitive files and
folders by encrypting them with a strong encryption algorithm and a
password

Once encrypted, the files or folders cannot be viewed without the
original password with which they were encrypted

Encrypted files can be stored on any unsecured devices or can be sent
through email without worrying about the security of the data

It can encrypt any type of file, be it a Word document, PDF document,
PowerPoint presentation, Excel worksheet, MP3 song, Video clip,
Image , plain text file, or any other data that is in binary format
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EH Encryption Engine: Screenshot 1
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=

% Uconomix Encryption Engine

\conomix

B EEN

tncryption Engine AR

Local Help

& User Guide

Show Tips Encrypt

- |

o
Online Help i Decrypt

E How to Videos
) Contact Support

g User Forum Language

The Program

Check Latest Version

About Uconomix Encryption
Engine
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c E H Encryption Engine: Screenshot 2
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. Encrypt Files - Uconomix Encryption Engine
Files Location Size
Be-ami113jpg D:\est 118.08 KB
B ami114v jpg D:\est 162.95 KB
B ami116v jpg D:\test 2317 KB
Xe-zmi119ajpg D:\test 96.8 KB
Be-ami122jpg D:\test 522.07 KB
M- ami124v jpg D:\test 165.2 KB
- 5mi125a jpg D:\test 189.21 KB
B 5mi126v jpg D:\test 198.56 KB
*:ami'lz?a.jpg D:Mest 112.54 KB
|  AddFiles.. | | AddDirectory.. | | BemoveSelected | |  Removedl |
Password to encrypt | Original files () Delete
Re-enter password ") Purge
[] Show Password (*) Leave untouched
File Progress | |
Overall Progress | |
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c E H Encryption Engine: Screenshot 3
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& Decrypt Files - Uconomix Encryption Engine

Lo

Files Location
Mest
Mest
Mest
Mest
Mtest
Mest
Mtest
Mest

b ek

iy pridhv jpg ueef
iy pridla jpg ueef
iy prifda jpg ueef

Ped Pod —& Pl
B e OO L e —d

L4 Sample ueed
i3 Smith jpg.ueef
iysmith_listens jpg ueet
i3 Smith_Sig.gif ueef
i3 TomBJemy wmv ueef

i | ICE Cmmml 4o o immf

£

[ = LN R L T S TR ) I = ) |
[= F R = ] = — o En B on

b P O RO — O DO —L P

I
[wa]

N B B D e )
R o T A e e

Add Files... [ Remaove Selected ] Remove All

Password to decrypt o

Re-enter password | o

[ ] Show Password

File Progress

COwerall Progress
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C E H Encrypt Files
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Encrypt Files is an encryption desktop computer
software

It is a desktop application that supports 13

advanced encryption algorithms including
Blowfish, Cast, Ice, Mars RC 2,6 and 4, Rijn Dael,

Tripple Des

This powerful program will allow to encrypt files
and folders and password protect them
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Encrypt Files: Screenshot
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Encrypi Fibes v1.5
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C E H Encrypt PDF
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Encrypt PDF software allows to encrypt (using standard 40-bit or
128-bit supported by Acrobat Reader 7.0 and up) existing PDFs, set
permissions, add user, and owner password

Button to print the file will be disabled in Acrobat Reader application,
it can encrypt a PDF allowing the user to read it only if he knows the
correct password

Two passwords can be applied to the PDF: they are owner and user
password
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Encrypt PDF: Screenshot
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Encrypt PDF Options

Specify Pazsword

Fazsword Required to Open Documernt

Uzer Faszword: |

Fazsword Required to Change Fermizzions and Fazswords

Master Password: %EEE

Encryption Lewel!
{# 40-bit BC4 [(herobat 32, 40x)
128-b1t RC4 [hcrobat 5.0

Fermiz=ion
|7 Ho Frinting
v Mo Changing the Document
| Fo Content Copying or Extraction

| Wo adding or Changing Form Fields

0K Cancel
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C E H Encrypt Easy
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Encrypt Easy is a file encryption program enabling one-click encryption and
decryption of single files, folders, and entire directory trees

It uses the best and most proven cryptographic algorithms such as 448-bit
Blowfish, Hash, Des, and Triple Des

Files can be only decrypted using the password

Encrypt Easy contains self extracting; it can send encrypted files through
Internet and decrypt them without using Encrypt Easy program

File shredder function enables to remove files or folders containing sensitive
data permanently from systems in such a way that nobody can recover them
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c E H Encrypt Easy: Screenshot

Certified = Ethical Hacker

Encrypt Easy 3.1

EE Tt

Fazaward Box:

EE Tt

W alidation Box:

[ ] Show Pazsword
[ | Make 5Fx

Shawe Options

Algorthms | Options: | Help
E ncryphion &lgonthims

Cipher &lgorithirns
Blowfizh

Drezcription: Blowfizh (4480t Ky

Hazh Algonthms
Meszage Digest b

Dezcrption: Mezzage Digest 5 (4430t K.ey)
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C E H Encrypt my Folder
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Encrypt my Folder is a new folder password protected software which can help
to lock files, folders with personal password

Encrypting files, folders is the best way to guarantee that nobody accidentally
or intentionally gets access to your private and confidential information

Encrypt my Folder enables folder security to be simple, intuitive, and
dependable

Features:

Locks or unlocks file, folder
Locks local directory and subdirectory
Works perfectly on disk types like NTFS/FAT

No need to run Encrypt my Folder at all time; it supports lock all items
when exit

) Copyright © by EC-Council
EC-Council All Rights Reserved. Reproduction is Strictly Prohibited




c E H Encrypt my Folder: Screenshot
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2 Encrypt My Folder
File Help

8, O @ 0O

LOCK, SETTINGS | PASSWORD GUIT
™ |@ Desktop
Marne Size | Type | Date Modified

L‘I by Documents Systemn Folder

_-;" by Computer Syztem Folder
"_é by Metwork, Places Syztem Folder

2 Recycle Bin Syztem Folder

& Internet Explorer System Folder
:E DAERMOM Toaols Shortcut 9/15/2006 206 F
Drivée, M ovies Shartzut /25,2006 141 F
ﬂ 123.data DATA File B/21/2008 229 F
[ﬂ BookMark. b aster Shortcut 1241542003 3:43
Erain Train Age Shortcut BA21/2006 521 F
(%) Flash Player Shartcut 441342006 523 F
@j Flash Saver Shortcut 41 3/2006 223 F o,

£ >
My Compuker
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c : H Advanced HTML Encrypt and

Password Protect

Advanced HTML Encrypt and Password Protect allows to encrypt

HTML pages with strong encryption algorithms and protects
them with a password

This program will prevent anyone from viewing the source code
or stealing art work

Encrypted pages will have the same look as the original ones and
can be viewed in all modern web browsers

It can stop spam robots from extracting email addresses from
pages

It can prevent people from using automated downloader to save
the entire website to their hard drive
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c EH Advanced HTML Encrypt and

- =8 Password Protect: Screenshot 1

i Advanced HTML Encrypt and Password Protect
i Irput ] I:Iutputx Enu:r_l,lptiu:unx Password | Scripts‘ keta Tagsx bout |

Step 1: Input

Pleaze select himl files to encrpt and/or password protect:

File Path Size Add Files
lezzon 1005 _stepl1.html  Ci\bananailessons' 4100 ) )
lezzon_1005_overviewh... Chbananahleszonsh 4811 Add Folder
lezzon_1005_sztepl html  C:hbananahlessons' 42415 -
lezzon_1005_step2 html C:hbananahleszzonsh, 4370 | FTP ]
lezzon_1005_step3.html C:hbananahleszonsh, 4245 l -
lezzon_1005_stepd html  C:hbananahlessonsh 4314 [
lezzon_1005_steph html C:hbananahleszonsh, 4531 | Remorve
lezzon_1005_stepB html  C:hbananahlessons' 4423 )
lezzon 1005 _step? html  C:hbananahlessonsh 4277
lezzon_1005_stepd. html C:hbananahleszonsh, 4651
lezzon_1005_step3.html  Chbananahlessons' 4432 [ ) 1
lezzon 1005 _steplO.html  Ci\bananailessons', 4428 | Load Project

Save Project
D ezcription

Pleaze add one or more kil or text files to the project uzing Add Files and/or Add Folder button. Then
press the Mext buttan.

< Presious Mewt =0
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c EH Advanced HTML Encrypt and

- =8 Password Protect: Screenshot 2

i Advanced HTML Encrypt and Password Protect
| Fpat | Cutput | E ncryption | Pazsword | Stylez ] Scriptsw keta T ags | sbout |
Step 6: Scripts
”
[¥]iDizable right mouse buttors
Show warning: | This page has been protected. Previes anly.
Dizable text selection Dizable page printing
[ Dizable off-ine page viewing Dizable drag and drop
Dran't dizplay links in status bar [] Dizable Opera users
Dizable clipboard and printscreen [T Eill frame
Inzert MOSCRIPT section
MOSCRIPT code: |74 dizplay thiz page vou need a browser with JavaScrpt support, |
w
[] Location lock W
Crezcription
Thiz tab iz used to define options for pratecting of your HTML pages against stealing by adding
JavaScript inko wour code,
<44 Previous . Hest »2
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(T8 GEnTE (MR 1N AR A DR i

. . (e e i R R
Encrypt HTML source is a solution for full web pLOCMED W (B o 11 2
site protection O 06 1 1 DER 1 |

i o o0
N mI

It will encrypt HTML, ASP, JavaScript, VBScript,
SHTML, and CSS source code and will make it
impossible to steal and reuse it in other websites

Password protects web pages

Advanced web site images protection

Security options available such as disable right-
click, page printing, text selection, copying,
clipboard, and offline usage of encrypted files
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dl: H Encrypt HTML Source:

Screenshot

oI

File Update Help

Select file gSeIect folder : Paste | Reset General settings
— Target browsers

" Al " |E 5+

File type

" HTML " Script ( Frameset (& ASF

Additional security options

Di=zable pay

Encrypt Test CANE Capy Encrypt-HTML.com

O
O
O
O
O
O

[T Compress code [no encryption] [T | Encrpt ketatags Check for updates |
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CEH
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Alive File
Encryptionis a
program that
encrypts files and
folders

EC-Council

Alive File Encryption

It is integrated
with Windows
Explorer; it can
secure any file
with a simple
right click

Just right click
the files or folders
you would like to

encrypt or
decrypt, and then
enter a password
to encrypt or
decrypt them

It can also
encrypt the file
into an executable
file (EXE-file),
which can be
decrypted
without Alive File
Encryption
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Alive File Encryption:
Screenshot

"Eﬂive File Encryption

File Achionz  Ophong Help

B s e

Add  Remowe | Encrypt Decrypt | Ophions Help

File M arne Fath
¥11.mp3 C:
] readme. wav C:h
B Drive Sales with Ama...  E:\work?
@ cuk.brnp E:\wiorkh
@ gphttpprosy. zip E:\wforks\D ownloadh,

5 filel(=) Ready
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CEH Omziff
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Omziff is an encryption utility that uses various
cryptographic algorithms to encrypt and decrypt
textual files

These algorithms include Blowfish, Cast128, Gost,
IDEA, Mistyl, AES/Rijndael, and Twofish

Omeziff also generates random passwords, splits
files, and deletes secure file according to DOD
Standards

It is freeware, comes in a standalone executable file
with no dependencies and is a completely USB
portable application
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Omziff: Screenshot

Encrypt File
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&9 Split File

F tlities

(3 Help

& About

M Exit

Encrypt and Decrypt File

¥

choose input and output files. .
I
—E hicryption
Chooze &lgorthm:

Blowfizh -]

Chioogze Input File:

e

Chooze Output File:

W

Erter Fazephrase/Fazaword [optional]:

| E nizrypt | | Decrypt |
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ABC CHAQOS easily encrypts files into the personal data archive
and can be confident that the data is safely secured

Additional special protection completely excludes an
opportunity to select the password of the encrypted information
which is used by the password and the key generator

ABC Chaos uses Blowfish algorithm and 128 bit keysize

Length of the password may be upto 7 symbols
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Certified = Ethical Hacker

L] ABC CHAOS
Ch = CA Container C:Mnetpubh, |I::H T|

[ JDocumentz and 5 # | | name path .

[ Inetpub AMS5DK C:AMSSDE [ AdminS cripts
[[M50Cache _NTDDE CANTDDE 1 ftproat
[MSSDE bzt iri C:Mbat i _Jiissamples
[CNTDDE B ootfant.bin C:B ootfant.bin A mailroat

(] Program Files (] Scripts
_JRECYCLER (] wwiwiroot

(] Swstem Volume In
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Erter narne for chaos-file |h'1 S5DK.chs Enter pazswoard

[

— - - . .
S Ul OLPUTIALIUTI Confirm pazsword
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EncryptOnClick is a
program that
securely encrypts
and decrypts files

EC-Council

EncryptOnClick

It is like hiring own
highly experienced
data security guard
which ensures the
safety of the files
and keeps them out
of view from others

This program is very
simple to use and
features military
grade 256-bit AES

encryption
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CryptoForge is an encryption software for
personal and professional security

It allows to protect the privacy of sensitive files,
folders, or messages, by encrypting them with
upto four strong encryption algorithms

Once the information has been encrypted, it can
be stored on insecure media or transmitted to an
Insecure network like the Internet

Later information can be decrypted into its
original form
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E CryptoForge Files Properties
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CryptoForge Text - Documenktl = |I:I|i|
File Edit Mew Message Insert Format Help

& & @ [l [

Key Encrypt  Decrypt Enciypt to Clipboard  Decrpt from Clipboard | Insert File

ﬂaﬁn§|$ﬁﬁ|ﬂﬁuﬂ f|g||M55ansSerif jl'lEjH%

This is a document with text. an image and a file
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| 3 4 .
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SafeCryptor provides you with safe, fast, and reliable text encryption

anywhere, anytime, and lets you securely and quickly send all of your
sensitive and personal information via e-mail or chat session to your

partners, customers, friends, or family

It is the encryption system where your own computer is your unique key,
especially suitable for the secure transfer of passwords between two
computers

Recipients just need their own computers for decrypting the information;
their computers are their unique keys
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CrypTool is a program which enables to apply and
analyze cryptographic mechanisms

«Op

&
N

It contains exhaustive online help, which can be
understood without extensive knowledge of

cryptography

If any document is encrypted, the result will be shown
in a separate window, title of the resulting window
contains both the name of the original document and

encryption key used

CrypTool can display a histogram of the document,
determine the statistics for any N-grams, and calculate

entropy and autocorrelation

Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited

EC-Council




C E H CrypTool: Screenshot 1
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M3 CrypTool 1.3.00 beta 9 - ASCIl Histogram of <CrpptTool.txt> [1708 characters)
File Edit Wiew FKEeyManagement |ndiv. Procedures Options  Window Help

D|=(ef|E|S] & [=]2] L] 2[R
o ;@ﬂb‘[ ogram o ptT oo D8 characte _ (O] x

algorithms. The =] Frequ%ﬁgl jstogram of <CryptTool.t<t> [1708 characters)

methods available include both classic methods [e.g. the Caesar
encryption algorithm] 10

and modern cryptosystems [for example, the RSA and DES 9r
algorithms, as well as ? [
algorithms based on elliptic curves). The symmetric AES algorithms 6 |
are very topical. 5
One of these is the Rijndael algorithm, which on 2 October 2000 was | g [
T h, 2 L
=== IR
L I 1 I
Autocorrelation of <english.bd>
Number of characters that agree g AACEG I KMO QS5 UW \);Iue
1
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qoo00 | T ;lglﬂ
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Prezs F1 to obtain help. MM
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Signature generation

RSA ke

Bitlength of H: £1z2

RS54 modulus N 131949569144216862756365991520911975746901545217505975804623650¢
phi{H}) = (p—1){g-1}: 131949569144216862756365991520911975746901545217505975804623650¢
Public kev: BEL5537

Private kev: 389242873531767491290236616578999836293215675677867926550008246:

{ o
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CrypTool: Screenshot 3

i3 I[=1FS
File Edit “iew Cmpt Digital Signatures  Indiv. Procedures  Analyziz Kep Mahagement Options  Window  Help
e 2
] =2 = e L
..:/ CrypT ool-Anwendungshilfe
Datei Bearbeiten Lesezeichen Optionen 7
Algarith
e Inhalt | Index | | D_rucken|
(v RSh Dialogue box “Generation of asymmetric key pairl i‘
Bit length of BSA modulus: 512 - o ) _ )
This dialogue box is used to specify the parameters to be used to generate an asymmetric ke
r DSA pair. Itis accessed by selecting the menu option Key management / Key generation.

Bit length of DSA prime number:

" Elliphic: curves

|dentifier [bit length and
curve parameter):

[orine2331 <]

Domain parameters of eliphic curve 'prime2 391"

Farameters | Walue of the paramneter

Elliptic curve E described through the curve equation
a BE34235323891 92164791 B4875036030338531 447
b 73852521 7406992417 3455960580 38751 T241 6486
p BE34235323891 92164791 B4875036030858531 447

Praint G an curve E [described through its [x.y] coord
4 1102820037 4354885647634853354118620457730
I BEI0784074355093787 4735187 3733053868500.21

|

Basze for presentation of numbers

e o ("

Generate new key pair... PKCS#12 import

« RSA
«  DSA
+ methods based on glliptic cures

The dialogue box is divided into five areas (the lower three areas are only active when elliptic
curve keys are generated):

1. Choice of algorithm;
n (nis the product of two approximately egual-sized prirme numbers) must be between 301
and 768 bits long (owners of a full version of Secude-Lib can use RSA moduli up to 2047 bits
long). Ewery integer in between is valid and is accepted if entered. Bit lengths 512, 765 and
1024 are already pre-defined and can be selected with the mouse. The DSA prime number p
- through which essentially the DSA key is determined - has to be chosen from one of the
options available (no direct input is possible). There are 9 possible settings for the bit length
of p. For elliptic curves, seven options are provided. The curves are selected by choosing
among a set of “parameter identifiers” (also known as “curve identifiers”). Every parameter
identifier iz of the form primexXdd, where X300 stands for the bit length of prime number p
and ¥ distinguishes different curves for which p has the same bit length. (The elliptic curve is
defined through Z[p]. See also Elliptic Curves tutorial, section entitled Elliptic Curves in
Cryptography.)

1. Userinfarmation:
There are fields in which to enter user-relevant data by means of which it iz possible to

gggﬂ gg gg gg gi g% 3(9: zé gg EE g]]é EE PINverification are me-l-ril-jé-tary. An entry in Key identifier is optional and enables you to

00227 74 69 BE 75 69 GE 67 20 64 65 74 create several keys under your own name. When entering the last name, first name and key

nn?3x AR AF 7N AF AA 2N 74 AR AL 20 AG identifier. no special characters (for examnle. v/ ™ 7 “ < > |1 mav be used: if thev are. an =l
Prez:z F1 to obtain help. MUK
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Publishing tools and the signing DLL are installed in Bin directory of Microsoft SDK
installation

They include the following files:

File name Remarks

Cert2SPC. exe Creates an Software Publisher Certificate (SPC) for testing purposes

only
CertMgr.exe Manages certificates, CTLs, and certificate revocation lists (CRLS)
Creates an unsigned catalog file that contains the hashes of a set of
MakeCat.exe : : : : :
files along with the associated attributes of each file
MakeCert.exe Creates an X.509 certificate for testing purposes only
MakeCTL.exe Createsa CTL
SetReg.exe Sets registry keys that control certificate verification
Signer.dll Required only by the tools in Internet Explorer 4.01
SignTool.exe Signs and time stamps a file

additionally, checks the signature of a file
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C E H Polar Crypto Light
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Polar Crypto Light is an ActiveX control which seamlessly adds
encryption features to Windows applications

It incorporates full strength, upto 256-bit key, symmetric AES
encryption

It uses public and private RSA keys for encryption and decryption

It encrypt strings, buffers, and files

It allows Error Reporting and Password Property
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C EH Polar Crypto Light: Screenshot
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] Polar Crypto Light Component - Demo Browser

Ea Sample Projects Bun Sample
El-a Borland Delphi
------ . Simple Text Cropto Open FProject
[—]-a M5 Aszp
----- @ Simple File Crypta
=44 M5 "\.-"ISL.IEI| Easu: Llose

----- s Slmple FI|E-' I:r_l,lph:u
----- ¢ Simple File Encoder

----- ¢ Simple Text Crypta
----- ¢ Simple Text Encoder
H-43 MS Visual C++

{24 Crypto Wizard

- 24 Simple File Crypta

Simple Text Cropto
Simple Text Encaoder

— Description

Crypto Wwfizard iz a sample written in Wizual Bazic 6.0 |t demonstrates use of Polar
Crypta Light 2.5 Caontral for generating secure documentz |t uzes zimple symmetric
AES algorithr to encryptddeciopt files.
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CryptoSafe provides on-line encryption of files
saved in protected directories

Encryption and decryption of a selected file l
proceeds by simply copying or saving into or out

of protected directory ‘

It is impossible to open a protected directory

without the proper smart card
CryptoSafe enables to encrypt only selected l

directories and files, without the necessity to
encrypt the whole hard disk, so process is fast

Cipher keys are securely saved on cryptography
smart cards
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CryptoSafe: Screenshot

A CSafeCardinit - D'EMO
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Crypt Edit is a powerful multi document word processor with
enhanced cryptography features

It can easily save texts as HTML, DOC, RTF, ASCII (DOS, WIN,
UNIX, MAC), WRI, UNICODE, and PRT

Encrypt and decrypt binary files with compression

Program includes an advanced e-mail client with an address book, a
spelling checker, a built-in clipboard viewer, various converters, a
character map, an auto format tool, and much more
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1, Crypt Edit: Screenshot

Ethical Hacker
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C E H CrypSecure
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Encrypt files and whole folders with a right click
of the mouse

Protect encrypted files with a password

CrypSecure can create many profiles for many
people or group of people

It sends encrypted messages or texts to FTP
server easily

It sends encrypted Outlook Express email with a

single click
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CrypSecure: Screenshot 1
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C E H CrypSecure: Screenshot 2
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Cryptlib allows even inexperienced crypto programmers to
easily add encryption and authentication services

It allows email, files, and EDI transactions to be authenticated |- —
with digital signatures and encrypted in an industry-standard . s
format RIS

It provides an extensive range of other capabilities including e

full X.509/PKIX certificate handling

It can make use of the crypto capabilities of a variety of external
crypto devices such as hardware crypto accelerators, Fortezza
cards, PKCS #11 devices, hardware security modules, and
crypto smart cards
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Crypto++ Library is a free C++ class library of cryptographic schemes contains the following algorithms:

Algorithm type Name

High speed stream ciphers Panama, Salsa20, Sosemanuk

AES and AES candidates AES (Rijndael), RC6, MARS, Twofish, Serpent, CAST-256

Other block ciphers IDEA, Triple-DES (DES-EDE2 and DES-EDE3), Camellia, RC5, Blowfish,
TEA, XTEA, Skipjack, SHACAL-2

Block cipher modes of operation ECB, CBC, CBC ciphertext stealing (CTS), CFB, OFB, counter mode (CTR)

Message authentication codes VMAC, HMAC, CBC-MAC, DMAC, Two-Track-MAC

SHA-1, SHA-2 (SHA-224, SHA-256, SHA-384, and SHA-512), Tiger,

Hash functions WHIRLPOOL, RIPEMD-128, RIPEMD-256, RIPEMD-160, RIPEMD-320

RSA, DSA, ElGamal, Nyberg-Rueppel (NR), Rabin, Rabin-Williams (RW),

Public-key cryptography LUC, LUCELG, DLIES (variants of DHAES), ESIGN

Padding schemes for public-key systems PKCS#1v2.0, OAEP, PSS, PSSR, IEEE P1363 EMSA2 and EMSA5S

Kev agreement schemes Diffie-Hellman (DH), Unified Diffie-Hellman (DH2), Menezes-Qu-Vanstone
yag (MQV), LUCDIF, XTR-DH

Elliptic curve cryptography ECDSA, ECNR, ECIES, ECDH, ECMQV

MD2, MD4, MD5, Panama Hash, DES, ARC4, SEAL 3.0, WAKE, WAKE-
OFB, DESX (DES-XEX3), RC2, SAFER, 3-WAY, GOST, SHARK, CAST-128,
Square

Insecure or obsolescent algorithms retained for backwards compatibility
and historical value
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C EH Code Breaking: Methodologies
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The various methodologies used for code breaking are:

e Using brute-force
Frequency analysis
Trickery and deceit
One-time pad
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C EH Cryptanalysis
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Cryptanalysis is the study of methods for obtaining the meaning of the encrypted information without
accessing the secret information

Typically, this involves finding the secret key

In non-technical language, this is the practice of codebreaking or cracking the code

It is also used to refer to any attempt to circumvent the security of other types of cryptographic
algorithms and protocols in general

However, cryptanalysis usually excludes attacks that do not primarily target weaknesses in the actual
cryptography methods such as bribery, physical coercion, burglary, keystroke logging, and so on

These latter types of attack are an important concern in computer security, and are often more effective
than traditional cryptanalysis
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C E H Cryptography Attacks
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Cryptography attacks are based on the assumption that the cryptanalyst
has knowledge of the encrypted information

There are seven types of Cryptography attacks:

Ciphertext-only attack
Known-plaintext attack
Chosen-plaintext

Adaptive chosen-plaintext attack
Chosen-ciphertext attack
Chosen-key attack

Rubber hose attack
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C E H Brute-Force Attack
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Brute-Force Attack is a method of defeating a cryptographic scheme by trying a
large number of possibilities

For example, exhaustively working through all possible keys in order to decrypt
a message

The difficulty of a brute force attack depends on several factors, such as:

How long can the key be?
How many possible values can each component of the key have?
How long will it take to attempt each key?

Is there a mechanism which will lock the attacker out after a number of failed
attempts?
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CEH Brute-Force Attack (cont’d)
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A Brute-Force attack 1s, however, more certain to
achieve results

Estimate Time for Successful Brute-Force Attack

Power / cost 40 bits 56 bits 64 bits 128 bits

(Schar) (7char) (8char) (16 chars)
$ 2K (1 PC. Can be achieved by an individual) | 1.4 min | 73 days 50 years 10% years

$ 100 K (This can be achieved by a company) | 2 sec 35 hours | 1year 10" years
$ 1 M (Achieved by a huge organization or a 0.2sec | 3.5hours | 37 days 10" years
state)
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Cracking S/MIME Encryption
CEH

Using Idle CPU Time

Tries to brute-force an S/MIME encrypted email message by
translating an S/MIME encrypted message to RC2 format,
and then trying all the possible keys to decrypt the message

This brute-force utility comes in two forms:
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http://www.distributed.net

©®

O]

distributed.net is an attempt to crack RC5 encryption using a network of computers
worldwide

The client utility, when downloaded from distributed.net, runs the crack algorithm
as a screensaver, and sends the results to the distributed.net connected servers

The challenge is still running

distributed.net

| Mt | @Y | Deutsch | English | Esparfiol | Esperanto | Frangais | Italiano | Nederlands | B=Z& | Norsk | Svenska |

|The Organization

distributed net was the Internet's first general-purpose distributed computing project. Founded in 1997, our network has grown to
include thousands of users around the world donating the power of their home computers to academic research and public-interest
projects. Join us in this ground-breaking computing experience. We need your help

Projects

— RC5

— OGR

It's very simple to participate in our challenges. You only need to download a small program. which will talk to our network and c%
begin to process parts of the current challenges. The program uses only the computer's idle time, so when you want to use

Download

your computer, the client will automatically get out of your way. Plus. there's that cute little cow icon

News

Help/Support

There's more information on setting up the client, and about what our mission statement is

EC-Council
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C EH Use Of Cryptography
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Cryptography is used to protect data from theft and
alteration

It is used to provide secure communication on any
untrusted medium such as Internet

It is used to authenticate the sender and the recipient

It is used to provide privacy and integrity

It is used to protect web transactions and e-commerce
applications
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The company was working on an important project and Larry’s part of
work was significant for the project’s completion. Deadline for the project
was drawing close, and when Larry’s system was searched for his part of
the work, nothing was found except encrypted data.

The project manager called his friend Jason who is a security advisor with
a reputed firm. Jason examined the encryption pattern and used various
encryption breaking methodologies to break the encryption. Finally he
succeeded to decrypt the data by using tool ‘Magic Lantern’ and saved a

large amount of resources and reputation for the company.

Company has initiated legal proceedings against Larry for breaching his
agreement of service.
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Using Public Key Infrastructure (PKI), anyone can send a confidential message using public information,
which can only be decrypted with a private-key in the sole possession of the intended recipient

RSA encryption is widely used and is a de-facto encryption standard

The MD5 algorithm is intended for digital signature applications, where a large file must be compressed
securely before being encrypted

SHA algorithm takes, as input, a message of arbitrary length and outputs a 160-bit message digest of the
input

Secure Sockets Layer, SSL is a protocol for transmitting private documents via the Internet

RCS5 is a fast block cipher designed by RSA Security
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Copyright 2002 by Randy Glasbergen.
www.glasbergen.com
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“That’s our CIO. He’s encrypted for security purposes.”
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“I’'m making a list of information that needs to
be encrypted. Should I include your secret
recipe for butterscotch brownies?”
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