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CIEH scenario
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eGlobal Bank had expanded its web presence to include a large number of
Internet services. In addition to regular banking services, the Bank was
now offering bill payment and other transactional services online. They
were becoming concerned at the increasing number of web-hacking
attacks that were being directed at the Banking Sector.

The Bank had basic experience in security and had a firewall installed by a
third party supplier few months ago. Few days later, bank officials were
taken aback by the news that their servers were hacked and sensitive
information of thousands of customers was stolen. The stolen information
consisted of the details about the customers’ bank account numbers, credit
card numbers, and their passwords.

Something had gone wrong with the Web server.

How could the web server be targeted even though the firewall was
installed?
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C EH News
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darkREADING

RISKY BUS NESS

Attackers Use New 'Call-Home'
Method to Infiltrate Home Networks

Honeynet Project researchers withess stealthy new method of botnet
communication

JAMUARY 17, 2008 | 5:45 PM

By Kelly Jackson Higgins
Senior Editor, Dark Reading

Mow the bad guys have discovered 3 way to set up a stealthy, continuous connection between the
machines they infact and their own command and control servers.

Fesearchers with the Honeynet Project have heen studying a new method being used by hotnet operators
and ather cvber criminals that sets up what's called a "reverse tunnel prox® connection -- a connection
through the victim's Metwork Address Translation (MAT)-based filtering device such as a home router or
other router or fireweall.

What makes this approach different from traditional botnet relationships is that the command and control
machine doesn't rely on the bot to "check in” and get its [atest instructions, soit's more of 3 continuous
connection, says Ralph Logan, a member of the board for the Honeypot Project and its chief public
relations officer.
Source: http://www.darkreading.com/
"The hot and the C&C don't need to maintain a connection far reconfiguration, re-toaling,' or retasking”
says Logan, who is also principal with The Logan Group, "Theywe created a new way to hypass any kind of

routing device that gives vou private IP addresses hehind it Copyright © by EC-Council
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C EH Module Objective
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This module will familiarize you with :

 Intrusion Detection Systems
» Ways to Detect an Intrusion
e Types of IDS

e System Integrity Verifiers

e Detection of Attack by IDS

e Ways to Evade IDS

e Tools to Evade IDS

» Firewall and its Identification
» Bypassing the Firewall

e Tools to Bypass a Firewall
 Honeypot and its Types

e Detection of Honeypots
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CIEH ™Module Flow
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Intrusion Detection Systems

l

Ways to Detect an Intrusion

l

Types of IDS

l

System Integrity Verifiers

l

Detection of Attack by IDS

l

Ways to Evade IDS
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Tools to Evade IDS

l

Firewall and its Identification

l

Bypassing the Firewall

l

Tools to Bypass a Firewall

l

Honeypot and its Types

l

Detection of Honeypots
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c EH Introduction to Intrusion

ol e DETection Systems

Attackers/hackers are always looking to compromise networks

Customizing the settings will help prevent easy access for hackers

IDS, Firewalls, and Honeypots are important technologies which can deter an
attacker from compromising the network
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C/IEH Terminologies
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Intrusion Detection System (IDS)

» An IDS inspects all of the inbound and outbound network activity, and
iIdentifies suspicious patterns that indicate an attack that might compromise
a system

Firewall

A firewall is a program or hardware device that protects the resources of a
private network from users of other networks

Honeypot

e A honeypot is a device intended to be compromised. The goal of a honeypot
IS to have the system probed, attacked, and potentially exploited
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dl: H Intrusion Detection Systems

>R (1Ds)

An intrusion detection system (IDS) gathers and analyzes information from within a
computer or a network, to identify possible violations of security policy, including
unauthorized access, as well as misuse

An IDS is also referred to as a “packet-sniffer,” which intercepts packets that are traveling
along various communication mediums and protocols, usually TCP/IP

The packets are then analyzed after they are captured

An IDS evaluates a suspected intrusion once it has taken place, and signals an alarm
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C EH ntrusion Detection System
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C/EH 1Ds Placement
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C E H Ways to Detect an Intrusion
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There are three ways to detect an intrusion:

Signature recognition

e Itis also known as misuse detection. Signature
recognition tries to identify events that misuse a system

Anomaly detection

» | * Anomaly detection is different from signature
® recognition in the subject of the model

Protocol Anomaly detection

 In this type of detection, models are built on TCP/IP
protocols using their specifications

) Copyright © by EC-Council
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c EH Types of Intrusion Detection
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Network-based Intrusion Detection

» These mechanisms typically consist of a black box that is placed on the network
In promiscuous mode, listening for patterns indicative of an intrusion

Host-based Intrusion Detection

» These mechanisms usually include auditing for events that occur on a specific
host. These are not as common, due to the overhead they incur by having to
monitor each system event

Log File Monitoring

» These mechanisms are typically programs that parse log files after an event has
already occurred, such as failed log in attempts

File Integrity Checking

» These mechanisms check for Trojan horses, or files that have otherwise been
modified, indicating an intruder has already been there, for example, Tripwire

Copyright © by EC-Council
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C EH system Integrity Verifiers (SIV)
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L Install & Customize
Tripwire

System Integrity Verifiers (SIV)
monitor system files detect changes by > itializ Tepwie
an intruder

¢ | 3. Run Integrity
Cheek

NO
Changes
Found
Tripwire is one of the popular SIVs Yes
&, Update Tripwire 4- Ezamine Tripwire
Batabase Hepert

5. Take Appropriate Security

CASHIE

Yes

Palicy File
Working

7. Update Poliey File

SIVs may watch other components,
such as the Windows registry, as well
as chron configuration, to find known
signatures
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c EH Tripwire (www.tripwire.com)
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Tripwire is an SIV monitor

It works with a database that maintains information about the byte count of files

If the byte count has changed, it will be identified with the system security
manager

) Copyright © by EC-Council
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c EH Tripwire: Screenshot 1
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c EH Tripwire: Screenshot 2
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C EH cisco Security Agent (CSA)
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Cisco (CSA) is a host-based IDS system

CSA software protects the server and desktop
computing systems by identifying threats and
preventing malicious behavior

It mitigates new and evolving threats without
requiring reconfigurations or emergency patch
updates, while providing robust protection
with a reduced operational cost

CSA does not rely on signature matching

EC-Council

Cisco Security Agent L _EJ

B-5tatus ¥ Enabls
: Messages

: i User Query Responses
S- Contack In.Formatlon ] add
=-Syskern Security

i L Untrusted Applications

Enter filesidirectaries that should not be accessed by network applications,

| lc IS.C 0. Cik, Cancel Apply Help

191583

:New natifications in the messages tab I ESecurity: Medium
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C EH True/False, Positive/Negative
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True False
An alarm was An alarm was
Positive generated anda |generated and
present condition |there is no
should be condition present
alarmed to warrant one
An alarm was An alarm was
_ NOT generated NOT generated
Negative and there is no and a present
condition present |condition should
to warrant one be alarmed

Source: The Practical Intrusion Detection Handbook by Paul E. Proctor
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c EH Signature Analysis
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Signature analysis refers to an IDS that is programmed to interpret a series of
packets, or a piece of data contained in those packets, as an attack

For example, an IDS that watches web servers might be programmed to look for
the string “phf” as an indicator of a CGI program attack

Most IDSes are based on Signature Analysis
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c EH General Indications of Intrusion
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System Indications

Modifications to system software and configuration files
Gaps in the system accounting

Unusually slow system performance

System crashes or reboots

Short or incomplete logs

Logs containing strange timestamps

Logs with incorrect permissions or ownership

Missing logs

Abnormal system performance

Unfamiliar processes

Unusual graphic displays or text messages

EC-Council
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c E General Indications of Intrusion

File System Indications
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The presence of new, unfamiliar files, or programs

Changes in file permissions

Unexplained changes in file size

Rogue files on the system that do not correspond to your master list of signed files

Unfamiliar file names in directories

Missing files
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General Indications of Intrusion

c EH Network Indications

Repeated probes of the available services on your machines

Connections from unusual locations

Repeated log in attempts from the remote hosts

Arbitrary data in log files, indicating an attempt at creating either a Denial of

Service, or a crash service

Copyright © by EC-Council
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c E H Intrusion Detection Tools
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Snort 2.x (www.snort.org)

BlackICE Defender (NetworkICE)

Check Point RealSecure (Check Point Software Technologies)

Cisco Secure IDS (Cicso Systems)

Dragon Sensor (Network Security Wizards)

eTrust Internet Defense (Computer Associates)

HP Openview Node Sentry (Hewlett-Packard)

Lucent RealSecure (Lucent Technologies) «\\\

Network Flight Recorder (Network Flight Recorder)

RealSecure (1SS)

SilentRunner (SilentRunner)

Vanguard Enforcer (Vanguard Integrity Professionals)
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C EH Snort
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Snort is an open source network
Intrusion detection system, capable of
performing real-time traffic analysis
and packet logging on IP networks

It can perform protocol analysis and
content searching/matching, and can
be used to detect a variety of attacks
and probes, such as buffer overflows,
stealth port scans, CGI attacks, SMB
probes, and OS fingerprinting
attempts

EC-Council

-
) Mozilla Firefox
File Edit “iew Go  Bookmarks  Tools  Help
- <, & i ( ]
- T tl. https: {192 .168.41.10/walleye.pl7act=snortdecode;sensor=32322 () + | @ Go |G,
’ Getting Starked |3y Latest Headlines
06/15-10:32:59.771901 0:C:29:91:97:FL —> D:C:29:6E:EL:LC type:0x300 len:0x4ld
192.165.1.1:1039 -» 192.163.1.10:22Z TCP TTL:&64 TO3:0x0 ID:17534 IpLen:Z0 DgmLen: &0 DF
FEEEEEGT Feq: 0x1119B85D Ack: 0xO0 Win: 0Ox16D0 TopLen: 40
TCP Cptions (5) =» M33: 1460 SackOK T3: 10092023 0 MOP WS: 0O
06/15-10:32:59. 772710 0:C:29:6E:EA:AC —» 0:C:29:91:97:FL type:0x300 len:0Ox4ld
192.1658.1.10:22 -» 192.168.1.1:1039 TCP TTL: 64 TOS:0x0 ID:0 Iplen:20 Dowlen: 60 DF
FEFLFFZT Seq: OxSAE47ZEF  Ack: 0x1119ES5E  Win: 0x1640 TepLen: 40
TCP Options (5) => M33: 1460 3ackOK T3: 10101105 1009Z0Z3 MNOFP W3: O
06/15-10:32:59.774514 0:C:29:91:97:FL —> 0:C:29:6E:EL:LC type:0x500 len:0x4z
192.1658.1.1:1039 -» 192.163.1.10:22 TCP TTL: 64 TO3:0x0 ID:17835 IplLen:Z0 DomlLen:5E DF
FEELEEEE Seq: O0x1119BG5E  Ack: OxSAE47ZF0 Win: 0x16D0 Toplen: 32
TCP Cptions (3) =» NOP NOP T3: 10092027 10101108
06/15-10:33:00.129781 0:C:29:6E:EA: AC —» 0:C:29:91:97:Fh type:0x800 len:0x59
192.1658.1.10:22 —-» 192.168.1.1:103%9 TCP TTL:6&64 TOZ:0x0 ID:21385 IpLen:20 Domwlen:?5 DF
FEFLPFTT Seq: OxYAE47ZF0  Ack: 0x1119ES5E  Win: 0Ox16i0 TepLen: 32
TCP Options (3) => NOP NOP T3: 10101157 10092027
53 53 46 ZD 31 ZE 35 39 EZD 4F 70 65 6E 33 53 48 33H-1.95-CpendSH
SF 33 ZE 35 70 31 04 _3.5pl.
06/15-10:33:00.136893 0:C:29:91:97:Fh —> 0:C:29:6E:EA:AC type:0x500 len:0x42
192.1658.1.1:1039 -» 192.163.1.10:22 TCP TTL:6&64 TOZ:0x0 ID:17836 IpLen:20 Domlen:52 DF
FEELEEEE Beg: Ox1119BESE  Ack: OxSAE47307 Win: 0x16D0 Teplen: 32
TCP Options (3) => NOP NOP TS: 10092110 10101187
Dane 192.165.41.10 (5

o
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c : H Running Snort on Windows

Install Snort and the rules database
(You can download from
(http://www.snort.org )

Change to c:\snort\bin directory and
run this command

snort -1 C:\Snort\Log -c
C:\Snort\etc\snort.conf -A console

EC-Council

Boortzasewy JATaTET

Installation Options -
Select which configuration options wou want installed \ 9

Al Windows wersions of Snort already contain support For logging bo MySOL and QDB
databases, Please seleck any additional functionality that you desire,

ol do not plan to log ko a database, or I am planning to log ko one of the databases listed
above.

I need support For logging to Microsoft SOL Server, Mote that the S0L Server client
software must already be installed on this computer,

I need support For logging to Oracle, Moke that the Qracle client saftware must alreadsy
be installed on this computer,

< Back | Mext = | Cancel
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C/IEH snort Console
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This command will configure SNORT to write its log files to C:\Snort\Log and also points
out the location of the snort.conf file. The -A console switch sends SNORT output alerts to
the console window

mmand Prompt - snort -1 cisnorthlog -c

Microsoft Windows [Uersion 5.2.37981
{C» Copyright 1985-2083 Microsoft Corp.

ommand Prompt - snort -| ci\snort'log -c czisnot Cl8 t.conl
gen—id=1 sig—1id=2923 type=Thre tracking=dst count=18 seconds=l’
a

gen—id=1 sig—-id=2495 type=Both tracking=dst count=28 szeconds=|

C:nJcd snortibin a
gen—id=1 sig—1id=2924 type=Threshold tracking=dst count=18 seconds=

C:xSnortshinsnort -1 c:“snortilog —c c::snortsetchsnort.conf —-A console o]
Running in IDS mode | gen—id=1 sig—1id=3273 type=Threshold tracking=src count=5 seconds=|

Initializing MNetwork Interface “Device“NPF_{15B41326—-885F-438D-AADC—448291314AYF i gen—id=1 sig—id=227% type=Threshold tracking=dst count=5 seconds =
H 68

e e e e e e [suppression]
——== Initializing Snort ==— i

Initializing Output Plugins?
?ecoding Ethernet on interface “Device“NFF_{15B41326-885F-430D-AADC-448291314A7F Rule application order: —Jactivation—>dynamic->alert—>pass—>log

Log directory = cixsnortilog

Initializing Preprocessors?
Initializing Plug—ins? ——== Initialization Complete ==—
Parsing Rules file c:issnorthetcsnort.conf
—=> Snort? (=

Version 2.3.3-0DBC-MySQL-FlexRESP-UWIN32 (Build 14>

By Martin Roesch & The Snowrt Team: http:/ uvwu.snort.orgsteam.html
¢G> Copyright 1998-2084 Sourcefire Inc.. et al.

++++++ 4+ AR AR AR AR AR AR AR AR AR R
Initializing »ule chains...

- [Flow Configl

i Stats Interval: 8

i Hash Method: 2

I Memcap: 18485768

) Copyright © by EC-Council
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CIEH Testing Snort
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With SNORT running, you can test it by opening a command prompt and

run:

Command Prompt
Microsoft Windows [Uersion 5.2.37981]

Select Command Prompt - snork
B6-30-18:26:51.546298 [*x]

[1:466:4]1 ICHP Liretriever Ping [30¢] [Cla331f1cat10nl!

{C> Copyright 1985-2883 Microsoft Corp. Attempted Information Leakl] [Priorit 21 {ICMP» 172.16.1.22 —-> 172.16.1.2

C:\>ping -1 45678 172.16.1.3
Pinging 172.16.1.3 with 45678 bytes of data:
Reply from 172.16.1.3: hytes=45678 t1me—5mg

= 1T 28
Reply from 172. 16 1.3: hytes=45678 time=4mz TTL=128

Ping statistics for 172.16.1.3:

Packets: Sent = 4, Received = 4. Lost = 8 (Bx loss>,
Approximate round trip times in milli-seconds:

Minimum = 4msz, Maximum = Smz,. Average = 4ms

Cong

e
A6 .~38— 13 26:51.552474 [==] [1:3A3:2]1 NETBIOS SMB-DS Session Setup NTMLSSP unic
ode asnl overflow attempt [*%] [Classification: Generic Protocol Command Decodel

[Priority: 31 {TCP> 172.16.1.22:1861 —> 172.16.1.2:445

B6,30-10:26:51.557295 [»x] [1:2466:6]1 NETBIOS SMB-DS IPCS unicode share access
[#x] [Classification: Generic Protocol Command Decodel [Priorit 31 {TCP> 172.1

.1.22:1861 —> 172.16.1.2:445

EC-Council

A6.-30-10:26:55.492342 [#x]
: Potentially Bad Trafficl
A6.-30-10:26:55_494788 [#=]
: Potentially Bad Trafficl
A6.-30-10:26:56 499764 [#=]
: Potentially Bad Trafficl
A6.-30-10:26:56.501965 [#*=]
: Potentially Bad Trafficl
A6-30-10:26:57.502094 [#*=]
: Potentially Bad Trafficl
A6.-30-10:26:57.504268 [#*=]
: Potentially Bad Trafficl
A6.-30-10:26:58 502375 [#x]
: Potentially Bad Trafficl
A6.-30-10:26:58_.584593 [#=]
: Potentially Bad Trafficl

[1:49%9:4] ICHP Large
[Priority: 21 {ICHMP>
[1:499:4] ICHP Large
[Priority: 21 {ICHMP>
[1:499:4] ICHP Large
[Priority: 21 {ICHMP>
[1:499:4] ICHP Large
[Priority: 21 {ICHMP>
[1:499:4] ICHP Large
[Priority: 21 {ICHMP>
[1:49%9:4] ICHP Large
[Priority: 21 {ICHMP>
[1:499:4] ICHP Large
[Priority: 21 {ICHMP>
[1:499:4] ICHP Large
[Priorit 21 {ICHMP>

ICHP Packet [==] [Classificati}
172.16.1.2 - 172.16.1.3

172.16.1.3 —> 172.16.1.2

Copyright © by EC-Council
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C EH configuring Snort (snort.conf)
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The first thing to do after installation is to configure the local network

Distinguish the internal from external traffic

Open up C:\Snort\etc\snort.conf with Notepad and find the line var HOME__NET any and replace "any"
with the IP range and subnet mask. i.e. 10.0.0.0/24

If you have more than one internal subnet you can specify them all by putting them in brackets and
separating them with a comma

Next, define the external network, by finding the line var EXTERNAL_NET any

Replace “any” with the IP address(es) of the external networks, or you can leave "any" to set all the
networks not defined as HOME__NET as external. Next, define the services on our network

Find the following lines and replace SHOME__NET with the IP address(es) of the server(s) running the service

var DNS_SERVERS $HOME_NET
var SMTP_SERVERS $HOME_NET
var HTTP_SERVERS $HOME_NET
var SQL_SERVERS $HOME_NET

Copyright © by EC-Council
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CIEH snortRules
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SNORT includes over 2500 rules, which may or may not be needed

Scroll to the bottom of the snort.conf until you find the rules section. The first rule is:

Here you will find an assortment of rules

To stop SNORT from monitoring a particular rule, you can comment it out with a # at the start

of the line

EC-Council All Rights Reserved. Reproduction is Strictly Prohibited
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c E H Set up Snort to Log to the Event Logs

and to Run as a Service
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This can be done easily by running the following from a command prompt:

This will install SNORT as a service, launch it when the server starts up, and logs alerts to
the Event Logs

ommand Prompk Snort Properties (Local Comp "g, 21x] Event Properties 3 ﬂﬁj
Microsoft Windows [Uersion 5.2.37981 General | Log On | Recovery | Dependencies | Event |

(C> Copyright 1985-2083 Microsoft Corp. Date: 5/30/2005 Sourcer  snort

Time: 10:32:09 &M Category: Mone

Service name: SnotSve

C:\>cd snortihin

Display name: Type: Infarmation  Event [D: 1
C:~Snort~bin*snort ~SERUICE ~INSTALL -1 c:“SnortsLog —c¢ C:“Snort~etcsnort.conf Bleseiipion = User N
—E i J Computer: E2K3
Path to executable Diescription:
[SHORT_SERUICE] Attempting to install the Snort service. C:ASnortbinhsnart /SERVICE [1:435:4] ICMP Large |CMP Packet [Classification: Potentially Bad Traffic]
- [Pricrity: 2] JCMPHI7216.1.3 5 172.16.1.2
[SNORT_SERUICE] The full path te the Snort hinary appears to he: Startup type: |Auomatic 4|
C:5Enort-binssnort ASERUVICE
[SHORT_SERUICE] Successfully added registry keys to: Service status:  Started
SHEEY _LOCAL_MACHINESNSOFTHARESSnort's
I Stop I Pause E5UME I
[SNORT_SERUICE] Successfully added the Snort service to the Services database.
*You can specify the start parameters that apply when you start the service ; = -
from here

C:“\Snortshin’> =

oK Cancel i ok | concel | ‘

) Copyright © by EC-Council
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c E H Using EventTriggers.exe for Eventlog

Notifications
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Eventtriggers.exe is included in Windows XP and 2003 and allows you to configure notifications
based on events written to the logs

For example, if you have set up SNORT, and want to be notified when an event is written to the
log, you can do so with eventtriggers.exe

You can create event triggers for any event written to the event logs

From a command prompt run:
eventtriggers.exe /create /eid /tr /ru /rp /tk

/create -isused to create an event trigger, /delete can be used to delete the trigger

/eid -istheeventid number you wish to track

/tr -isthe name you would like to give to the event trigger

/ru -is the user name to run under user\domain or user@domain.com are both acceptable
/rp - isthe user password

/tk - isthe action you would like performed when triggered

If SNORT were to write an event to the logs with event ID of 2006, the command would be:

eventriggers.exe /create /eid 2006 /tr SNORT Detection /ru x@xsecurity.com
/ru passwerd]) /tk "net send 192.168.1.34 SNORT has detected an attack!!!™

) Copyright © by EC-Council
EC-Council All Rights Reserved. Reproduction is Strictly Prohibited




C EH SnortSam
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SnortSam is a plugin for Snort, an open-source light-weight Intrusion Detection System
(IDS)

The plugin allows for an automated blocking of IP addresses on the
following firewalls:

 Checkpoint Firewall-1

* Cisco PIX firewalls

« Cisco Routers (using ACL's or Null-Routes)

* Former Netscreen, now Juniper firewalls

* IP Filter (ipf), available for various Unix-like OS'es such as FreeBSD
* FreeBSD's ipfw2 (in 5.x)

* OpenBSD's Packet Filter (pf)

e Linux IPchains

e Linux IPtables

* Linux EBtables

» WatchGuard Firebox firewalls

« 8signs firewalls for Windows

* MS ISA Server firewall/proxy for Windows

* CHX packet filter

* Ali Basel's Tracker SNMP through the SNMP-Interface-down plugin

) Copyright © by EC-Council
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c E H Steps to Perform After an IDS

Detects an Attack
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Configure a firewall to filter out the IP address of the intruder

Alert the user/administrator (sound/e-mail/page)

Write an entry in the event log. Send an SNMP Trap datagram to a management console like
Tivoli

Save the attack information (timestamp, intruder IP address, victim IP address/port,
protocol information)

Save a tracefile of the raw packets for later analysis

Launch a separate program to handle the event

Terminate the TCP session - Forge a TCP FIN or RST packet to forcibly terminate the
connection
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C EH Evading IDS Systems

Certified = Ethical Hacker

Many simple network intrusion detection systems rely on "pattern
matching"

Attack scripts have well-known patterns, so compiling a database of the
output of known attack scripts provides good detection, but can be easily
evaded by simply changing the script

IDS evasion focuses on the foiling signature matching by altering an the
attacker's appearance

» For example, some POP3 servers are vulnerable to a buffer overflow when a long
password is entered

You can evade it by changing the attack script
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C E H Ways to Evade IDS
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Insertion

Evasion

Denial-of-service

Complex Attacks

Obfuscation

Desynchronization - Post Connection SYN

Desynchronization-Pre Connection

Fragmentation
Session Splicing
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c E H Tools to Evade IDS
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SideStep

ADMutate

Mendax v.0.7.1

Stick

Fragrouter

Anzen NIDSbench

) Copyright © by EC-Council
EC-Council All Rights Reserved. Reproduction is Strictly Prohibited




C EH 1Ds Evading Tool: ADMutate
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http://www.ktwo.ca/security.html

ADMutate accepts a buffer overflow exploit as input, and randomly creates a
functionally equivalent version which bypasses IDS

Once a new attack is known, it usually takes the IDS vendors hours or days to
develop a signature. But in the case of ADMutate, it has taken months for
signature-based IDS vendors to add a way to detect a polymorphic buffer
overflow
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C EH Packet Generators
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Aicmpsend 1.10 (http://www.elxsi.de/)

Blast v2.0 (http://www.foundstone.com/rdlabs/blastbeta.html)
CyberCop Scanner’s CASL (http://www.nai.com)

Ettercap 0.1.0 (http://ettercap.sourceforge.net/)

Hping2 beta 54 (http://www.kyuzz.org/antirez/hping/)
ICMPush 2.2 (http://hispachack.ccc.de/)

IPsend (http://www.coombs.anu.edu.au/”avalon)

Libnet (http://www.packetfactory.net/libnet)

MGEN Toolset 3.2 (http://manimac.itd.nrl.navy.mil/MGEN/)
Net::RawlP (http://www.quake.skif.net/RawlP)

SING 1.1 (http://sourceforge.net/projects/sing)
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Firewall
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C EH whnatis a Firewall
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A firewall is a set of related programs, located at a network gateway server,
that protects the resources of a private network from other network users

A firewall is placed at the junction point, or gateway between the two

networks, which is usually a private network and a public network such as the
Internet

Firewalls protect against hackers and malicious intruders

[
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C E H What does a Firewall do
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A firewall examines all the traffic routed between the two networks to see if it meets certain
criteria

It routes packets between the networks

It filters both inbound and outbound traffic

It manages public access to the private network resources such as host applications

It logs all attempts to enter the private network and triggers alarms when hostile or
unauthorized entries are attempted
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C EH Packet Filtering
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Address Filtering

e Firewalls can filter packets based on their source and
destination addresses and port numbers

Network Filtering

e Firewalls can also filter specific types of network traffic

e The decision to forward or reject traffic depends upon the
protocol used, for example: HTTP, ftp, or telnet

» Firewalls can also filter traffic by packet attribute or state
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C E H What can't a Firewall do
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A firewall cannot prevent individual users with modems from dialing
Into or out of the network, bypassing the firewall altogether

Employee’s misconduct or carelessness cannot be controlled by firewalls

Policies involving the use and misuse of passwords and user accounts
must be strictly enforced
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C E H How does a Firewall Work
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A firewall may allow all traffic unless it meets a certain criteria, or it
may deny all traffic

The type of criteria used to determine whether or not traffic should be
allowed through varies from one type of firewall to another

Firewalls may be concerned with the type of traffic, or with the source
or destination addresses and ports

They may also use complex rule bases that analyze the application data
to determine if the traffic should be allowed through
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C EH Firewall Operations
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1+ BlackICE Advanced Firewall Settings el
Firewall Rules l
Cantal IReview the addresses that BlackICE is blocking or allowing Llncks.
2 unknown Al 742041999 2:20:26 A PERFE
& urknown Al 138 UDP  7/23419991:56:53 AM PERPE
& urknown Al 137 UDP 7/2341999 1:56:53 AM PERPE
& Blgui BE.152.93.119 All IP el PRl e R elas oS | Modify Firewall Entry 21
& Blgui 82165.129.30 All IP 1242242005 12:36:13 FPERP
M amne:
IF address: |A|| [ &l Addresses
Part; |135 [ &l Ports
Type:
kode Dwration of Rule
4 | | _" i ,ﬁ,gcept { Haour
{* Bajsct £ Day
Options .. | add Delete | Modiy .
{+ Farever
ok | | Hep
k. | Cancel | Help |
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c EH Hardware Firewall
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Secure Private Network

Public Network

N\

\\\ Public

Network N
- e

Hardware
Firewall
Usually part
of a TCP/IP
Router

Private Local Area Network
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c EH Software Firewall
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Secure Private Network

Public Network

Public

Network \\

I Computer

: with Firewall
Private Local Area Network Software
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c E H Types of Firewalls
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Firewalls fall into four categories:

Packet filters

Circuit level gateways

Application level gateways

Stateful multilayer inspection firewalls

) Copyright © by EC-Council
EC-Council All Rights Reserved. Reproduction is Strictly Prohibited




C EH Packet Filtering Firewall
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Packet filtering firewalls work at the network level of the OSI model (or the IP layer of
TCP/IP)

They are usually part of a router

In a packet filtering firewall, each packet is compared to a set of criteria before it is
forwarded

Depending on the packet and the criteria, the firewall can:

» Drop the packet
e Forward it, or send a message to the originator

Rules can include the source and destination IP address, the source and the destination port
number, and the protocol used

The advantage of packet filtering firewalls is their low cost and low impact on the network’s
performance

Most routers support packet filtering
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C EH 1P Packet Filtering Firewall
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— Disallowed
V] = Allowed

5 Application Traffic is filtered based on

4 TCP specified rules, including
the source and the

3 Internet Protocol (IP) v <:| destination IP address

2 Data Link packet type, and port
number

1 Physical

Unknown traffic is only
allowed up to level 3 of the
Network Stack

Incoming Traffic Allowed Outgoing Traffic
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C EH circuit-Level Gateway

Certified = Ethical Hacker

Circuit-level gateways work at the session layer of the OSI model, or the TCP layer of
TCP/IP

They monitor TCP handshaking between packets to determine whether a requested
session is legitimate

Information passed to a remote computer through a circuit-level gateway appears to
have originated from the gateway

Circuit-level gateways are relatively inexpensive

They hide information about the private network they protect

Circuit-level gateways do not filter individual packets
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C EH TCP Packet Filtering Firewall
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EC-Council

5 Application
4 TCP

3 Internet Protocol (IP)
2 Data Link

1 Physical

Incoming Traffic

— Disallowed
V] = Allowed

Traffic is filtered based on

V] <:| specified session rules, such
as when a session is
Initiated by a recognized
computer

Unknown traffic is only
allowed up to level 4 of the
Network Stack

Allowed Outgoing Traffic
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c EH Application-Level Firewall
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Application-level gateways are also called proxies
They can filter packets at the application layer of the OSI model

Incoming or outgoing packets cannot access services for which there is no proxy

An application-level gateway that is configured to be a web proxy will not allow
any FTP, gopher, telnet or other traffic through

Because they examine packets at an application layer, they can filter an
application specific commands such as http:post and get
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5 Application

4 TCP

3 Internet Protocol (IP)
2 Data Link

1 Physical

Incoming Traffic

Application Packet Filtering

— Disallowed
V] = Allowed

Traffic is filtered based on
specified application rules,
such as specified
applications (such as a
browser) or a protocol, such
as FTP, or combinations

Unknown traffic is only
allowed up to the top of
Network Stack

Allowed Outgoing Traffic
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c EH Stateful Multilayer Inspection
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Stateful multilayer inspection firewalls combine the aspects of the other three
types of firewalls

They filter packets at the network layer, to determine whether session packets are
legitimate, and they evaluate the contents of packets at the application layer

They are expensive and require competent personnel to administer the device
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c EH Packet Filtering Firewall
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5 Application

4 TCP

3 Internet Protocol (IP)
2 Data Link

1 Physical

Incoming Traffic

— Disallowed
V] = Allowed

| <: Traffic is filtered at three

V] <: levels, based on a wide
range of specified

| <: application, session and
packet filtering rules

Unknown traffic is allowed
up to level 3 of the Network
Stack

Allowed Outgoing Traffic
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C EH Firewall Identification
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Listed below are a few techniques that can be used to
effectively determine the type, version, and rules of almost
every firewall on a network

e Port Scanning
» Firewalking
e Banner Grabbing
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C EH Firewalking

Certified = Ethical Hacker

Firewalking is a method to collect
Information from remote networks that
are behind firewalls

’ gentoo finyy

It probes ACLs on packet filtering firewalk
routers/firewalls

)

| | | a7
Firewalking requires three hosts:

|
[ii]
N
=
|
-
L]
7
i
]
[
L™

e Firewalking Host
» Gateway Host
» Destination Host
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C EH Banner Grabbing
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Banners are messages sent out by network services
while connecting to the service

They announce which service is running on the system

Banner grabbing is a simple method of OS detection

Banner grabbing also helps in detecting services run by
firewalls

The three main services which send out banners are
FTP, telnet, and web servers

An example of SMTP banner grabbing is:
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c EH Breaching Firewalls
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One of the easiest and most common ways for an
attacker to slip by a firewall is by installing network
software on an internal system, which communicates by
using a port address permitted by the firewall's
configuration

A popular port is TCP port 80, which is normally used by
the web server

Many firewalls permit traffic by using port 80 by default
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c E H Bypassing a Firewall Using

- e HTTP Tunnel

Httptunnel creates a bi-directional virtual data path tunneled in
HTTP requests. The requests can be sent viaan HTTP proxy, if
desired

C:\WINDOWS\System32\cmd.exe

Tunnel 3.3>htc —help
: hte [OPTIONI... HOSTL:PORT]
a httptunnel connection to PORT at HOST <default port iz BEBH>.
connection iz made, I-0 iz wredirvected from the source specified
——device, —forvard-port or —stdin—stdout switch to the tunnel.

—proxy—authorization USER:PASSWORD proxy authori=zation
—proxy—authorization—file FILE proxy authorization file
—proxy—-buffer—size BYTES aszume a proxy buffer size of BYTES bytes
Ck, M, and G postfixes recognized>
——content—length BYTES use HITP PUT requests of BYTES size
¢k, M, and G postfixes recognized>
——device DEUICE use DEUVICE for input and output
——forward-port PORT uzse TCP port PORT for input and output
—help dizplay this help and exit
——keep—alive SECONDES zend keepalive hytes every SECONDE seconds
Cdefault is 5>
——max—connection—age SEC maximum time a connection will stay
open iz SEC seconds (default i=s 368>
——proxy HOSTNAMEL : PORT 1 usze a HITP proxy (default port i= BBEAD
» ——stdin—stdout uze stdinsstdout for communication
Cimplies —no—daemon?
——strict-—content—length always write Content-Length bytes in reguests
——timeout TIHE timeout, in milliseconds. hefore sending
padding to a huffering proxy
—user—agent STRING specify User—Agent value in HITP reguests
==yersion sutput version information and exit
——no—daemon don't fork into the background
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c : H Placing Backdoors Through
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The Reverse WWW Shell

This backdoor should work through any firewall that allows users to surf the WWW. A program is run
on the internal host that produces a child everyday at a special time

For the firewall, this child acts like a user; using the browser client to surf the Internet. In reality, this
child executes a local shell, and connects to the WWW server operated by the hacker via a legitimate-
looking http request, and sends a stand-by signal

The legitimate-looking answer of the WWW server operated by the hacker is, in reality, the command
the child will execute on its machine in the local shell
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c E H Hiding behind a Covert Channel:
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LOKI is an information tunneling program. It uses Internet Control Message Protocol
(ICMP) echo response packets to carry its payload. ICMP echo response packets are
normally received by the Ping program, and many firewalls permit the responses to pass

Simple shell commands are used to tunnel inside ICMP_ECHO/ICMP_ECHOREPLY
and DNS name lookup query/reply traffic. To the network protocol analyzer, this traffic
seems like ordinary packets of the corresponding protocol. However, to the correct
listener ( the LOKI2 daemon), the packets are recognized for what they really are
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CIEH Tool: NCovert
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NCovert allows to hide users network file transfers across the Internet

It hides your file transfer by cloaking it in seemingly harmless data using
packet forgery

Advanced features allow to hide the user’s true IP address

With careful planning, the user can hide the target's true IP address
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C 1, ACK Tunneling
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Trojans normally use ordinary TCP or UDP
communication between their client and server parts

Any firewall between the attacker and the victim that
blocks incoming traffic will usually stop all Trojans
from working. ICMP tunneling has existed for quite
some time now, and blocking ICMP in the firewall is
considered safe

ACK Tunneling works through firewalls that do not
apply their rule sets on TCP ACK segments (ordinary
packet filters that belong to this class of firewalls)

EC-Council
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C E H Tools to Breach Firewalls
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007 Shell

e 007 Shell is a covert shell ICMP tunneling program. It works similar to LOKI

|t works by putting data streams in the ICMP message past the usual 4-bytes
(8-bit tvne R-hit rnda and 1&_hit rharlaiim)

ICMP Shell

e |ICMP Shell (ISH) is a telnet-like protocol. It provides the capability of
connecting a remote host to an open shell, using only ICMP for input and
output

» The ISH server runs as a daemon on the server side. When the server receives
a request from the client, it will strip the header and look at the ID field. If it
matches the server's ID, then it will pipe the data to "/bin/sh."

It will then read the results from the pipe and send them back to the client,
where the client then prints the data to stdout
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c E H Tools to Breach Firewalls

ol me e (CONT'A)

AckCmd

AckCmd is a client/server combination for Windows 2000 that opens a remote command
prompt to another system (running the server part of AckCmd)

It communicates using only TCP ACK segments. This way the client component is able to
directly contact the server component through the firewall

& C:\WINDOWS\System32\cmd.exe - ackemde 127.0.0.7

C:“Documents and Settings“Owner:My Documents:Ethical Hacking Lah Files w2.3“Hack
ing“Module 19 - Hacking UPN. Routersz and Firewallssackemdrackemds

C:“Documents and Settings“\Owner My Documents“Ethical Hacking Lab Files v2.3“Hack
ing“Module 1? - Hacking UPM. Routers and Firewalls“ackcmdackemde 127.8.8.7

AckCmd 1.1 — The Ack Command Prompt for Windows 2068
- ¢c) 2088, Arne Uidstrom, arne.vidstrom@ntzecurity.nu
— For instructions see http:i/sntsecurity.nustoolbox ackcmd~/

"quit" and press Enter to quit

AckCmd >

) Copyright © by EC-Council
EC-Council All Rights Reserved. Reproduction is Strictly Prohibited




c E H Tools to Breach Firewalls

| ma e (CONT'A)

@ D
Covert TCP 1.0

- )

e Covert_TCP 1.0 manipulates the TCP/IP
header to transfer a file, one byte at a
time, to a destination host

e Data can be transmitted by concealing it
In the IP header

e This technique helps in breaching a
firewall from the inside, as well as
exporting data with innocent-looking
packets that contain insufficient data for
sniffers or firewalls to analyze
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c EH Common Tool for Testing

Firewall and IDS
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—{ Firewall Tester }

 Written by Andrea Barisani , who is a system administrator and
security consultant

e Firewall Tester is a tool designed for testing firewalls and Intrusion
Detection Systems

e Itis based on a client/server architecture for generating real TCP/IP
connections

e The client is a packet generator tool (ftest), while the server (ftestd) is
an intelligent network listener capable of processing and replying to
ftest-generated packets. All packets generated by ftest have a special
signature encoded in the payload that permits identification
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c EH IDS Testing Tool - IDS Informer
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BLADE Software’s IDS Informer application safely tests the
effectiveness of any intrusion detection system (IDS), or intrusion
prevention (IPS) system, in a lab or production environment

It takes only a few seconds to create and run tests in IDS Informer, and
each test can contain any number of simulated attacks

http://www.bladesoftware.net/ /
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c EH IDS Testing Tool - IDS Informer

s me e (CONT'A)

Replay pre-defined network traffic to validate policy compliance without putting
production systems at risk

Customize testing via rate of transmission (per attack and per packet), packet time-out, and
expiration values

Retransmit stateful attacks between two unique hosts from a single PC
Spoof any source or destination IP address and port combination
Spoof any source or destination MAC address

Guarantee packet delivery

Control packet expiration, timeout, and retries
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C/EH 1Ds Informer: Screenshot

Certified

Ethical

Hacker

EC-Council

Console  Help
AL | Lt
fgﬁi .ﬁ.ttacksi A | Groups b

—Run attacks fram disk

.‘%BLADE Console - IDS Informer

;:fﬁ Reports @ﬂ&attings
J_l '

=10l %]

Program Files
1 BLADE Software
DS Informer
— attacks

Backdoor dcid battery 5 dll
Backdoor AckCrmd 5.dll

Backdoar Alvagus 5.dl

Backdoor dmanda 5.dll

Backdoor 0L Admin 5. dIl

Backdoor daylum 1.0 5.4l

Backdoor dzglum 1.3 5.4l

Backdoor B.F Evolution S.dl
Backdoor Back Orifice 5.dll
Backdoor Backage 3.1.1 5.4l
Backdoor BackConstruction 1.2 5.dl
Backdoor BackConstruction 1.5 5. dll
Backdoor BackConstruction 2.1 S.dll
Backdoor BackConstruction 25 5.dl
Backdoor Backdoor 2.0.1 5.4l
Backdoor Backdoor 2.0.2 5.4l
Backdoor Backdoor 2.0.3 5.dll
Backdoor BackD 000 1.05.dll
Backdoor Balsitiz 5.dl

Backdoor Basic hell 1.0 5.dll
Backdoor EDDT S.dll

Backdoor Bigoma 1.0 5.dl

Y
j Source machine

IP addresz 192.168.1.0
Fort 40

Traffiz
direction

Deztination machine
IF address 192.168.1.12
Port 80

Bun attack I

[~ Infinite loop

Attack Backdoor Back orifice 5
TCPO UDP1 ICMWP O Cther O
Total packets 1

[Ready_

pter
apter  MdisWanlp

Fackets sent O

£

Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited




' IDS Testing Tool - Evasion
CEH
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Evasion Gateway applies known evasion techniques to circumvent firewalls,
routers, and intrusion detection systems (IDS)

Evasion Gateway searches for a wide-range of host-based vulnerabilities, and
validates network requirements such as, the minimum acceptable pack
fragmentation size

Clear, concise, results from these tests help administrators to identify hidden
and unexpected weaknesses, and improve the overall security posture
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c E H IDS Testing Tool - Evasion

e Gateway (cont’d)

[Featu res:

Bi-directional network based evasion

Fragmentation

HTTP Evasion

URI Encoding

Random URI encoding (non UTFS,
random hex encoding)
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C EH Evasion Gateway: Screenshot
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%BLnDE Console - Evasion Gateway i

Console  Help

.a Evasion E}f;i:_ﬂ[iﬁSettmgs c__.{& Reparts StartGalewa_l,Ji ]

— Evaszion zettings -
m Save @Open

E vasion techniques - | Fragmentatlnn $ettlng$

(% Enabled ¢ Disabled I
Apply to packets zent from g ot s e e T TELT o Ay 0 Tt e e et P
[ Intemalinterface  [v Estemnal interface (=
L all| e
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[~ PReverse backslazh [T Eandom caze LAL
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IDS Tool: Event Monitoring Enabling

c E H Responses to Anomalous Live
Certified | Ethical Hacker Distu rbances (Emerald)

The EMERALD environment is a distributed scalable tool suite for
tracking malicious activity through and across large networks

Features:

e Presents a structure to associate the results of the tool’s
distributed analysis

» Enables world-wide exposure and reaction ability towards
synchronized attacks

e Monitors set of units that analyze, operate, and respond in the
network
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C EH 1Ds Tool: BlackICE
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BlackICE consists of an intrusion detection

system that warns about attacks and resists o “22
threats against the Systems el -

Everts | Intnuders  Histosy |

Inbarval

© Min Events
& 0.00
- " Day E wanks
It has PC and Server protection for T per sec _
Windows-based systems s i MWemetioy Tras.
Sﬁﬂfﬂﬁ:ﬁ“: Track critical {red) and suspicious (yadow) ewent:
Traffc:
11002% packets
Fackets
DBl SEe
Features: OGS o M2 o 1

Cose | Hep |

Blocks illegitimate communications
Warns the user of threat
Reports the details of threats

Consists of integrated Firewall and Intrusion
detection system
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c E H IDS Tool: Next-Generation Intrusion

Detection Expert System (NIDES)
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NIDES performs real-time check of user action on several target
systems linked via Ethernet

It uses C, Perl languages to write ‘agen’ process for both Sun and non-
Sun platforms

Iy

( Features:
L

e Has optimized storage structures
e Reports the status of System and target host
 Increases the number of rules generating alert information
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C EH IDS Tool: SecureHost
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SecureHost avoids attacks by immediately halting the suspected
applications

Features:

Supervises the Enterprise network for application
performance

Integrates with other SecureNet intrusion detection
products, thus maximizing security

Monitors file integrity in real time
Reduces downtime of network components
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C/EH 1Ds Tool: Snare
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Snare stands for System iNtrusion Analysis and Report Environment

SNARE is an open source host based Intrusion Detection tool designed for Linux
OS
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U Fri netl 268 Z0:35:58 2000 T Tik mibmefgedrgecsednel_Gata had Deen opersed (résd orey) By the uker gearge

£} Fn Oct 26 20:36:03 Z00E The Tile reodefile has baan mmoved by Fe EEer geonms

'“' POl 26 Z0:aiE:00 2S00 I'hee program fusoor'glcd has been eosculed Dy the user george

"_m Fri ik 26 20:36:14 2004 Thea permicsions aisociaadg with the file Momefgeonyefeeniitive_file have bean changad by o

B Fn Oct 26 20:41:2% 2000 Tha process crantab has changed mal, affective and saved user 1d from the user geonge ho mi

f__1 Fri Ot 26 204140 2007 The T2 Momefgeorediecel_dala has Deen opensd (resd ory) by the user geonge

£} FrQct 26 204206 2000 Thes ik mcsdefile has bean removad by g Eer goons

':_‘ Fo el 20 Z02E 1 2U0E I'he& process glod, pwmed by e user gecege, has exled

£} Fr Oct 26 Z0AZ:22 Z00E The permissions associated with e file Momegecegefsensitiva_file have Dean changed oy i

[-_'I Fn Ok 26 204227 2008 I'he process cronlab hias changed meal, efechve and saved user id from the user george oo

3 Fui Ol 26 Z042:39 2000 Thea Tik2 reodalie had been mmoved Dy Tg SEer gedngs

£ Fr Oct 26 20:42:45 2000 The program fusctinvgicd has been execuled by the user gaorge

Y Fri Ot 26 Z042:52 2000 The permictions associaled wilh e Nle Moneedrgeenslive_file have been changed by th =
4| | L]

f Dingiay Moo O e Irfomeealion ] M43
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dl: H IDS Testing Tool: Traffic 1Q

Y  Professional

Traffic 1Q Professional enables security professionals to quickly and easily audit and
validate the behavior of security devices by generating standard application traffic or
attack traffic between two virtual machines

The unique features and packet transmission capabilities of Traffic 1Q Professional make
the tasks of reliably auditing, validating, and proving security compliance , easy and
quick to complete

Traffic 1Q Professional can be used to assess, audit, and test the behavioral
characteristics of any non-proxy packet-filtering device including:

Traffic I) Professiona Devices Under Test

» Application layer firewalls

« Intrusion detection systems
e Intrusion prevention systems
* Routers and switches

Internal Network

External Network
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c E H Traffic 1Q Professional:

& = B8 Screenshot 1

=

e Groups L‘i}"
Traffic Editor
3 open H v %Y Settings 24 Detals| @  Pay ©
Frame | Src MAC | Dst MAC [ Protocol [ Description [srcp Dst IP ~
0 00-06-5B-E3-28-87 00-50-56-40-72-38 TCP Flags: SYN Src Port: 2466 Dst Port: 80 Len: 62 bytes 192.168.1.201 192.168.1.210
1 00-50-56-40-72-38 00-06-5B-E3-28-87 TCP Flags: ACK/SYN Src Port: 80 Dst Port: 2466 Len: 62 bytes 192.168.1.210  192.168.1.201
2 00-06-5B-E3-28-87 00-50-56-40-72-38 TCP Flags: ACK Src Port: 2466 Dst Port: 80 Len: 60 bytes 192.168.1.201  192.168.1.210
3 00-06-5B-E3-28-87 00-50-56-40-72-38 TCP Flags: ACK Src Port: 2466 Dst Port: 80 Len: 1514 bytes 192.168.1.201  192.168.1.210
4 00-06-5B-E3-28-87 00-50-56-40-72-38 TCP Flags: ACK Src Port: 2466 Dst Port: 80 Len: 1514 bytes 192.168.1.201 192.168.1.210
5 00-50-56-40-72-38 00-06-5B-E3-28-87 TCP Flags: ACK Src Port: 80 Dst Port: 2466 Len: 60 bytes 192.168.1.210  192.168.1.201
6 00-06-5B-E3-28-87 00-50-56-40-72-38 TCP Flags: ACK Src Port: 2466 Dst Port: 80 Len: 1514 bytes 192.168.1.201 192.168.1.210
7 00-06-5B-E3-28-87 00-50-56-40-72-38 TCP Flags: ACK Src Port: 2466 Dst Port: 80 Len: 1514 bytes 192.168.1.201 192.168.1.210
8 00-06-5B-E3-28-87 00-50-56-40-72-38 TCP Flags: ACK Src Port: 2466 Dst Port: 80 Len: 1514 bytes 192.168.1.201 192.168.1.210
2} 00-50-56-40-72-38 00-06-5B-E3-28-87 TCP Flags: ACK/PSH Src Port: 80 Dst Port: 2466 Len: 143 bytes 192.168.1.210 192.168.1.201
10 00-50-56-40-72-38 00-06-5B-E3-28-87 TCP Flags: ACK Src Port: 80 Dst Port: 2466 Len: 60 bytes 192.168.1.210  192.168.1.201
11 00-06-5B-E3-28-87 00-50-56-40-72-38 TCP Flags: ACK Src Port: 2466 Dst Port: 80 Len: 1514 bytes 192.168.1.201 192.168.1.210
17 (N-NA-SR-FIDR-R7  NN-51-5A-40-77-3R TP Flans: ACK Gre Ports 24AA Dst Port &0 | ent 1514 htes 192 1AR 1201 192 1AR 1 210 i
—I-Frame: Base frame properties ~
File name: HTTP IIS 5.0 ISAPI POST Overflow (win32_bind) S.kar (Microsoft Netmon v2) 96 frames
Frame number: 9 Capture length: 143 bytes Frame length: 143 bytes
- Ethernet Type: (0x0800) Protocol: IP Length: 143 bytes
=-IPID: 477 (0x01DD) Protocol: TCP Length: 129 bytes
Version: 4 (0x04)
Header length: 20 (0x14)
Precedence: 0
Type of service: 0
Total length: 129 (0x0081)
Identffication: 477 (0x01DD)
Flag summary: 2 (0x02) Last fragment/Don't fragment
Fragment offset: 0 (0x000)
Time to live: 128 (0x80)
Sub protocol: TCP
Checksum: (0x73AE)
Source address: 192.168.1.210
Destination address: 192.168.1.201
Data bytes remaining: 109 bytes (0x006D)
—- TCP Flags: ACK/PSH Source port: 80 Destination Port: 2466 Length: 109 bytes v
0000 OCOESEEZ2E8700SC564C723606004500 OOT g ( = Op v @r 8 OOE O
0001 0C8101D[4COCBCO67ZAECCAE01D20C(A8 (O IOY @€ [Is ®A 0o A
0002 01CSOC5CO0SAZO0E41DIBSD(17B(9s5C18 OE OP O¢ DA D: DOw™p O
Q003 447C6IEE0COC4E54545C2F312E312(31 Dpc ' UOHT TP/ 1. 1 1
0004 3C3C2C436F6E746S6E7E6E0L0A536572 0 0 Cloingtinamuie FUEES el
0005 7665723R204L6S63726F736F6E742[49 v e 1 M Girn oisio it -1
0006 4S532F 352E3C0[0A44617465322C05375 1 SI. it PR e s Su
0007 BE202C31352040617520323C3C352032 n TS Mav 2005 2
0008 313p34323A3C352C474L540C0A0C0A i L P R G eGMmT OOOO
Adapter Status I Traffic: Status T Packet Status
‘:91 TrafficFile: HTTR IS 5.0 ISAPI POST Overflow (win32_hind) Packets sent1778
Description: A successful ISAFIPOST overflow against I3 6.0 Packettypes: TCP:38 UDPD ICMP-0 Otherd)
nsiislog dil Total Successful 1778 Unsuccessiul0 Retransmited 0

Fizachy.
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H Traffic 1Q Professional:

oy Screenshot 2

-:a; Traffic -_!_.'f!l Groups '_{;' scan _ﬂf Prompt _:5 Edfor f = Reparts ~ ;L Settings
Traffic Scan Lists - 240-Karalon tef
Mew 3 Open bl S| 1 Add [ Modfy o Deete @ Pay iD vmm Q0 S
| tternat 1 Autdvess | intemal Pont_ | Trathe Extemel IP Addresy | Extemal Pordl_ | Expected Resull | Time Lt | Repet | Path | ~

LI 1001223 o HTTF |E Object tag overlow S kar 10.10.240.101 o Failure 00:00:01 1]
LG 1000223 o Exchange rs03-046 CHECK 5 kar 10.10.240.102 1] Failure o '] i Files\Karalon) Traffic 10 Pro\ Traffic Files
O w0 i 1 s errngation S ke 010 240103 [ Falans mmm Filivs\ Enaloon Traihe: 00 Pro Tralhe Filis
O& 001223 0 05 nbname 5 kar 10.10.240.104 0 Failure w0 Files\Karalon' Trafiic 0 Pro\ Traffic Files
[ml<] o 03 null seszion S kar 10.10.240.105 '] Failure 090:00:01 [ \Traffic Files
L= o 05 rengiany ! 1010240106 [ Failune [ fic: Filios
& [ MUIBIOS serice crumerahon S ker 1010240107 [ Failure
0 0 MlBIOS shan pnmmirhon S ker 10 240108 [ Failuan:
< [ eIBIO user enumeration S kar 10.10.240.103 0 Failure
W] [ NelBIOS user session enumaration 5 kar 10.10.240.110 ] Failure
L& [ Prolocal IHER Conhguration S kar i Feulue: Selectthe e file 1o replay
[mle] [ Protocol NS Hame Resolution S ker 10.10.240.112 0 Failure =G -

G ) Finger {fing 5 10.240.113 ) =
O . 0 Frotocol Finger (finger user) 5.kar 10.10.240.11 ] Failure e T T
(W] 0 Frotacal FTP fcranta directang S kar 1010 240 114 ] Failurs i FTP (delste direc
[m[€ i Fratocal FTR {delehy dirnco W10 240116 [ Failune Inbemiat Explorar T8 fgut s S
< o Protocol FTF (get ascii) S kar 10.10.240.116 0 Failure Jasc Software Inc _:___:jggetlc nary) Skar :

- £ T s B anomymous) S kes
L 0 Protocal FTF (get binany) 5 kar 1010240117 o Failure TP (me fp ancnymous) Lker
(W] +] i Protacal FTP {ms i anonyr M0 240118 [ Failuns cal FTP (ms #o) S ker
[m] 1 Frotocol ETI (ms fp) S kar 10.10,240,11% [ Fallure :ftm-’-“n! i
(W< fn Fretneal FTR rultipls o) 5 kear 10,00 240120 [ Failure ;Z,:”:‘:;, ;:: gsg;;gl'
e [ Protocal FTP {mullple gt S ker 1010240121 [ Failure 1 FTF {pua avccii) S kar
mie 0 Frotocal FTP (put ascil) 5 kar 10.10.240.122 [ Failure 3 Tratfc Files
L& i Frotocel FTP (put binary) S kar 10.10.240.123 ] Failure Trafficid = _
os i Frolncol H323 Vol (eonnecHalk-istonnic) S kar 10240124 [ Failuns
[:l[:’- [i] Protocol H323 Vol Netdesting (connectialk-disconnect) Shkar 1010240125 0 Failure Emter the I addresses and pont numbers to use when reploang the selected framic file
m] e [ Protocal ICMP (host unknown) 5 kar 10.10.240.126 0 Failure Irdarned —_ Exturnsl
(W< [ 10,10 240 127 [ Failure Wl 1P adire gd * 0124
([ i 10 240128 [ Frilure == Port[f i
mie 0 Protocal ICMP (rowter solichation) S.kar 10.10.240.129 [ Failure
L& ] Prefocel MAP (connach) S kar 1010.240.1 30 0 Failure Selectthe frasic direction

L&) u Frolocol IRE [conned) S ke 1010240031 U Failure ] B Edemalto exema Repee [(-3939) bmes U
LG [l Fratocol Mossenges (A04] S kar 1010240132 [ Failun
m]e [ Frofocol Messenger (1C0) 1010240133 [ Failurs
[l (] Protocal Mezsengsr (MEH) S kar 10.10.240.134 [ Failura Oplions) inforrmelnn
(] <] 0 Fretncol Messanqar (vahas) S kar 1010240 135 0 Failura F*  Eioected resul (rhemmcss)[10 5 ¢ [0 - 07 <5
(&) i Frafocol Metwork Tano 8 ks W0T0240196 I Fealun - - -
e 0 Protocol NINTP S kar 1010240137 1 Failurs
O ] Frotacal POFA {receiving emad) 5 kar 10.10.240.138 [ Failure [ concel J[ ok
(W] <] i Frolcol SMTE {sond meil) S kar 1010 240139 [ Falun - -
m]e [ Protocel SHMP (rag) S kor 1010240140 [ Failure [ Files\Karslon) Tralhe 0 Proy Trallic Files v

Adeplin Steus | Trai: Stetus | Packe! Status
Y %  Traffic File: P ol H223 YolP {connact talk-disconnect) £ kar Packets sant1778
Description: Standard protocel - HI23 Succasshul Packettypes TCRH UDRD ICMPO Otherd
(eonnactie Iisconnect sessian) Totel Successiul 1778 Unsuccessiull Fetransmitied:0
Fenady
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C EH 1Ds Testing Tool: TCPOpera

Certified = Ethical Hacker

TCPopera is a tool that extends TCPreplay by allowing users to define
network conditions and play out traffic in a realistic environment where
packets may be delayed or lost

How would TCPopera aid in IDS testing?

* Does the IDS track TCP connection state?

» How well does the IDS perform under different network conditions (false
positives!)?

 How does the IDS handle retransmitted packets?

TCPopera has the potential to provide IDS testing environments with traffic
that exhibits TCP behavior quickly

) Copyright © by EC-Council
EC-Council All Rights Reserved. Reproduction is Strictly Prohibited




C/IEH TcPOpera (contd)

Certified = Ethical Hacker

Parlet Bada
Config .
Ilodhile Iodul e

Partfilio
Iodule

L Test Module

Packet Processing Module

o @ .t
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c E H IDS Testing Tool - Firewall

o Informer

The Firewall Informer application actively tests the configuration
and performance of any firewall or other packet-filtering device,
Including, routers, switches, and gateways

Unlike the passive approach of vulnerability assessment products,
Firewall Informer uses BLADE Software’s patent-pending S.A.F.E.
(Simulated Attack For Evaluation) technology, to actively and safely
test security infrastructures with real-world exploits to determine if
devices are working according to security policies
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c E H IDS Testing Tool - Firewall

e INfOrmer (cont’d)

Features:

e Firewall Informer sends and receives packets without the
need for protocols to be bound to the cards

e It customizes testing via rate of transmission (per attack or
per packet), packet time-out, and expiration values

e It retransmits stateful attacks between two unique hosts from
one PC

e It spoofs any source or destination IP address and port
combination

It spoofs any source or destination MAC address
e |t guarantees packet delivery
It controls packet expirations, timeouts, and retries
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CEH

Firewall Informer: Screenshot

Certified = Ethical Hacker
i wall Infor =100 x|
28 5 9 @4 @
Content Protocol  Replay From Mehuark Settings And Wiew fi
Checking  Scanning Digk Settings  Preferences  Frint Reportz
Protocol Scanning =
: s —i = x|
S|0/E BlEl =
Sounce [P .ﬁ.ddress] Source Part ] Fratocal | Destination |P Address | Diestination F'l:urt] Expeched Fiesultj Tirne Lirit ]
192168.1.255 40 HTTP 192.163.0.200 an Success 0:0:0
192168.1.255 55 ICHP 192.168.0.200 an Failure 0:0:0
192168.1.255 R0 TELMET 192.168.0.200 an Failure 0:0:0
192168.1.255 an POF3 192168.0.201 110 Success 0:0:0
192168.1.255 25 SMTP 192.168.0.201 25 Success 0:0:0
192168.1.255 G0 551 192.168.0.200 443 Success 0:0:0
192168.1.255 20 oP 192.168.0.200 an Failure 0:0:0
192168.1.255 10 oP 192.168.0.201 a0 Failure :0:0
Modifying an existing check ]
Source P Address Frotocol Diegtination [P Address
|192.168.1.255 juoP x| |192168.0.201
Source Port D estination Port
10 an
Expected Result Time Lirnit
lFaiIure Ti fﬂ_ :F‘r_ :fﬁ Hr:MinSec
Cancel ‘ todify ]
| Bun
"I-:'E'eal:i_l,'l Successes 0 | Failures 0 A
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c EH Atelier Web Firewall Tester

www.atelierweb.com

Certified = Ethical Hacker

Atelier web firewall tester is a tool for probing personal
firewall software strengths against outbound connection
attempts from unauthorized programs

It is intended to help you tweak your existing personal
firewall software for improved protection or make a
rational choice of a PF within the available alternatives
In the market-place

It offers 6 different tests; each of them establishes a
HTTP connection and attempts to download a web page
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c E H Atelier Web Firewall Tester:

Certified | Ethical Hacker S C re e n S h Ot

P AwWFT (Atelier Web Firewall Tester) 3.1
Fie Halp

Select Test Cne Two Thres Four Five Six

Page contents:

This page was retrieved from http:/iwww.atelierweb.comlawit.htm

Your Personal Firewall is porous, it didn't stop AWFT from accessing the Internet and
retrieve itl

Yol are very vulnerable, a trojan horse inyour machine could have accessed the Internet
and sent aut all your personal and confidential data to some obscure URL without being
noticed and stopped

It is time to adjust a few settings in your firewall and try again. o

If it still does not wiork, experiment with another Paersonal Firewall, there are plenty out there.
=]

[ See page contents as HTWVE

URL (ex: hitp: M, atelierweb, comfawtt. htm), QR a e (e e e s Haita

Reset Points Firewall Points: [ AwrT Points: I

This soffware uns ondy on Yindows MT4, 2000 XP ahd Saerver 2003
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CEH

Certified = Ethical Hacker
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C EH Whatis a Honeypot

Certified = Ethical Hacker

A honeypot is an information system resource whose value
lies in unauthorized or illicit use of that resource

It has no production value; anything going to, or from a
honeypot, is likely a probe, attack, or compromise

A honeypot can be used to log access attempts to those
ports including the attacker's keystrokes. This could send
early warnings of a more concerted attack
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c EH The Honeynet Project

Certified = Ethical Hacker

Founded in April 1999, “The Honeynet Project” is a non-
profit research organization of security professionals,
dedicated to information security

All the work of the organization is open source and shared
with the security community

The project intends on providing additional information on
hackers, such as the motives behind their attacks, how they
communicate, when they attack systems, and their actions
after compromising a system

The Honeynet Project is a four-phased project
http://www.honeynet.org/

EC-Council

The Honeynet

REON | ECETIS

0 0 g e e g eg gy

o
0%8%0@000@00000@%0@0. -

)
o
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c E H Types of Honeypots

Certified = Ethical Hacker

Honeypots are classified into three
basic categories:

Vs

Low-interaction honeypot
e Eg: Specter, Honeyd, and KFSensor

(.

Vs

Medium-interaction honeypot

\\

Vs

High-interaction honeypot
* Eg: Honeynets

-
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c EH Advantages and Disadvantages

o e Of @ HONEGYPOL

Advantages:

Honeypot collects small data sets of high value

It reduces false positives

It catches new attacks and reduces false negatives
It works in encrypted or IPv6 environments

It is a simple concept requiring minimal resources

Disadvantages:

e It has a limited field of view (microscope)
 Itinvolves risk (mainly high-interaction honeypots)
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C EH Where to Place a Honeypot

Certified = Ethical Hacker

A honeypot should be placed
In front of the firewall on the

DMZ

Check for the following while
placing honeypots:

Internal
Network A

SECANE

Honeypot
Farm

SCANS
Internal
Network B
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 Router-addressable
e Static address

e It is not subjected to a fixed
location for a long time

Attacker




C/EH Honeypots

Certified = Ethical Hacker

There are both commercial and open source Honeypots available on the Internet

Commercial Honeypots

» KFSensor
» NetBait
» ManTrap
» Specter

Open Source Honeypots

e Bubblegum Proxypot
 Jackpot

» BackOfficer Friendly
* Bait-n-Switch

* Bigeye

* HoneyWeb

» Deception Toolkit

e LaBrea Tarpit

e Honeyd

* Honeynets

« Sendmail SPAM Trap
e Tiny Honeypot
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C/EH Honeypot-SPECTER

Certified = Ethical Hacker

SPECTER is a smart honeypot or deception system

SPECTER automatically investigates the attackers while they are still trying to break in

‘Specter Control

i ' EngireVersion- [ [ a0
y ¥ + | | L Thirads I 17
\ Conrechiorasnfu: | 0
Operaiing Sysiom Services Trapa Mnification
1" Rk ¥ FIP | FoOnNs ]| Foinaenoe 7|
1 Windows 58 F TELNET 2| Imard 3] | Foakamsl 2
1 Nt N1 R SMIP 7| |~ SuNARFC 7] W Shotmel 7]
1 Wi 203 F FINGER ] |~ ssH 2] W Sidmma 7
1% Windows X F HITP 2| | F sy 2] ek 2]
= Engine Messags ¥ Emors  [¢ Comnectoss | GEMERSD iy
i~ Macs = HETALS 2| | 7 sox 2| T Sy 2]
 Maclls = PoPa 2l | aeenc 2] RS StatEngne | Recontgen | Low | Ad |
T Lenas
I Prasvide mas Shop Engene Lug Analyzu Save Lusres
T Solai Geneiks Trap Mame ¥ Glance | I I | |
Inisbgeros [ wc
1 NeTStep B Pt 7 Sdercer Conbuation| | Host Name [T fid | Lizny Confiuantion 2]
T4 . Lol L) Syslem Nane . [QUTPOST i | .
F T Fages 7] - | Hetmoth Cortaatan | 7]
e P Poasca. 2] [ & F il 211 cedimasionvenion [io i | e -
= 5 e e Ve Sevice Conbgastin| 7]
iyt Lind; 7 oM Lackin. 2| = sl Served IR Addiess - 157 168 1 %0 [2]]
. sesawon |
~ A i 7 Onrnupdates 7| | psd Auckbees cimin@apecies com (7] 7 inchade selieg mmss | 7]

 FieaBSD o 2] il ey 7]

o R TeelBarm 7]| | & Noemad 7| | Chookioiupdues | | Sheat Medfiddess frei@species com (7] Stabs Wi P [0 [ 74 7]
(aracter
T Rerdn P FpBome |12 ||| Hard Jol | S T LT R e Set Pasiword &l
-~ Faing 2] 7 SsipBareer 7| | | Mran il | Prom P Auddeess

AT = 7
I Sapue ﬂ = Hip Header ﬂ  Fun ﬂ 152168110 ¥ Ewpect iendy connectiora IP Acdkpazes
s PromPort :

 Dpen 7| | F HeoDocumen 7] | Chemick 7] | (o L POPY et Mossagn il |
Chogeive 2] ([P TeotRone 2] 1C 1wk 2] % Use custom v ireszage |
i et o ES P sediwie 7] [Waiche Sohss | I | o sciors e logged. iumn ot s sciaind
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CIEH Honeypot - honeyd

Certified = Ethical Hacker

% AhToaks =2: HOT REGISTERED 22 - [Part Scanmer]
T M= Tocks Wirdow Help =

Honeyd is maintained and R TREREIBERE
developed by Niels Provos, a DBR » 1 O|(BRE |~ B 32

Hieel HamsAP Pokcy:

software engineer at Google AT — s e M e :
Stail | 147.100.100.8 = A | [vetwodpc] | PortSet

. . 265 Eventhing *
1477

Shop 103 — |ﬂ"_|: En) ey

Mol I fean n = [#] Emakle mndicatoes whie soanning

700 100E9)

Connect tmeout RAesolve DE—
L] b TCRAF  ——

Ping hesaoas ICMP —

(s B R n [

It Is a small daemon that creates — 5] o e—

virtual hosts on a network e e

147001009 47100009 126 UbP HrEdi

14790001009 471007009 127 ULF Liocws PCAndeilacs Conn 5.

14TI00003 W4TI00005 128 UDP 355 ¥ Licanse Yenlcataon

TAZI00009 HRI00ME 13 UbP Passwond Geraall Protoco

14710001009 471001003 130 ULF cisca FRATIVE

WTADD0E W471001M0E 143 TCP * 0K Wimiosoll Exchsn.. Irbsinel Messags fccass .

14T AI008 4T 00mE 1N [Tl cisezn THATIVE

SETARRAMN G SATARM AN S 493 LIRD & = [ o

It is an open source software : —_—
released under the GNU General
Public License
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C E H Honeypot - KFSensor

Certified = Ethical Hacker

KFSensor is a host-based Intrusion Detection System (IDS) that acts
as a honeypot, to attract and log potential hackers and port scanner-
kiddies, by simulating vulnerable system services and Trojans

% KFSensor E]@
File ‘Wiew Scenario  Setkings Help
55 (€& it XY
g 127.0.0.1 - Main Scenario e
—|-ad TCP
ii 21 FTP Guild - Recent Activity
i 22 s5H
if 23 Telnet
(i 25 SMTP - Recent Activity
i 53 DMS
%} 80 IIS - Recent Activity
i 110 POP3
I(i 5900 ¥MC - Recent Activity .
£ >
Ready
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CEH sebek

Certified = Ethical Hacker

Sebek is a data capture tool

The first versions of Sebek were designed to collect keystroke data from within the kernel

Sebek also provides the ability to monitor the internal workings of the honeypot in a glass-
box manner, as compared to the previous black-box techniques
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Physical Honeypots Virtual Honeypots

A physical honeypot is a real A virtual honeypot is simulated
machine on the network with | by another machine that

its own IP address responds to network traffic

sent to the virtual honeypot

Physical honeypots are often For large address spaces, it is
high-interaction, allowing the |impractical or impossible to

system to be completely deploy a physical honeypot for
compromised. They are each IP address. In that case,
expensive to install and virtual honeypots can be
maintain deployed
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Send-Safe Honeypot Hunter

e Send-Safe Honeypot Hunter is a tool designed for checking lists of
HTTPS and SOCKS proxies for so-called "honeypots”

Nessus Security Scanner

e The Nessus Security Scanner includes NASL (Nessus Attack
Scripting Language); a language designed to write security tests
easily and quickly

e Nessus has the ability to test SSLized services such as https,
smtps, imaps, and more. Nessus can be provided with a certificate
so that it can be integrated into a PKI-fied environment
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Incident response team:

e Set up an "incident response team." Identify those people
who should be called whenever a suspected intrusion is in
progress

Response procedure:

 Priorities between network uptime and intrusion should be
decided

e Whether or not to pull the network plug on suspected
intrusion should be decided

e Should continued intrusion be allowed in order to gather
evidence against the intruder?

Lines of communication:

» Mode of propagating the information through corporate
hierarchies, from the immediate supervisor up to the CEO

e Decision to inform the FBI or police, and notifying the
partners (vendors/customers)
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eGlobal bank contacted Pentes, an external security auditing agency
for auditing their system security and finding the cause of attack on
their servers. Jason, an expert penetration tester with the company
was sent on the site for investigation of the attack.

The initial audit and forensics from the investigation and first test
revealed that the attack had resulted largely from mis-configuration of
the firewall and poor communication of security rules throughout the
Bank’s system. Without a documented security policy and with an
Ineffective firewall, the Bank was unknowingly permitting the transfer
of undesirable traffic across the network.
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Intrusion Detection Systems (IDS) monitor packets on the network wire and attempt to discover if a
hacker is trying to break into a system

System Integrity Verifiers (SIV) monitor system files to find when an intruder changes. Tripwire is
one of the popular SIVs

Intrusion Detection happens either by Anomaly detection or Signature recognition

An IDS consists of a special TCP/IP stack that reassembles IP datagrams and TCP streams

Honeypots are programs that simulate one or more network services that are designated on a
computer's ports

A simple Protocol verification system can flag invalid packets. This can include valid, but suspicious,
behavior such as several fragmented IP packets

In order to effectively detect intrusions that use invalid protocol behavior, IDS must re-implement a
wide variety of application-layer protocols to detect suspicious or invalid behavior

One of the easiest and most common ways for an attacker to slip by a firewall is by installing network
software on an internal system, that uses a port address permitted by the firewall's configuration
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@ 1999 Randy Glasbergen.
www.glasbergen.com

i E :r.::"._=-=

N, = .

“The toaster pastry fits right into the floppy drive!
This allows you to transfer data from your computer
to your mouth. The information is stored in your
fat cells, thus transforming your pot belly
into a high-capacity hard drive!”

) Copyright © by EC-Council
EC-Council All Rights Reserved. Reproduction is Strictly Prohibited




'™

CEH

Certified = Ethical Hacker

“Yesterday I changed everyone’s password to ‘password’.
I sent it to everyone in a memo, put it on a big sign on the wall
and printed it on all of the coffee cups. Guess how many people
called me this morning because they forgot the password.”
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