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SNEWS

Password-Cracking Chip Causes Security Concerns

By ANDREW BRANDT
Oct. 24,2007 —

A techmque for cracking computer passwords using imexpensive off-the-shelf computer graphics hardware 13
causing a stir i the computer secunty community.

Elcomsoft, a software company based in Moscow, Eussia, has filed a T3 patent for the technicque. Tt takces
advantage of the "masstvely parallel proceszsing” capabdiies of a graphics processing unit (GFT) - the
procezsor normally used to produce realistic graphics for wdeo games.

Using an $800 graphics card from n'Vidia called the GeForce 8800 Ultra, Elcomsoft mcreased the speed of its
password cracking by a factor of 25, according to the company's CEQ, Vladmmr Eatalow,

The toughest passwords, mcluding those used to log m to a Windows Vista computer, would normally talke
months of continueus computer procezsing time to crack using a computer's central processing umt (CPTD).
By harnessing a $150 &P - less powerful than the nVidia 8300 card - Elcomsoft says they can cracked in

qust three to five days. Less complex passwords can be retrieved in minutes, rather than hours or days.

Tt is the way a GPT processes data that provides the speed increase. Wiidia spokesman Andrew Humber
describes the process using the analogy of searching for words in a book. "A [normal computer processor]
would read the bool, starting at page 1 and firshing at page 500" he says. "4 GPT would take the boolt, tear
ttinto a 100,000 pleces, and read all of those pleces at the same tine. "

Benjamin Jun, of Cryptography Research based in San Francizco, TS, says massvely parallel processing is
ideally suited to the task of brealung passwords. And, while concerned about the development, Jun alzo pays

tribute to the achievement: "4 mumber of us have been following advances in those platforms, and there's a
lot of elegant, mteligent design.” Source: http://www.abcnews.go.com/
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CIEH scenario
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Ron, a strong supporter of peace and harmony in war-torn regions is also a
computer hacker by profession. He trades his service at one of the IRC
channels. Defacing websites, cracking software licenses, reverse engineering
applications are few of the services that Ron offers to his clients on the IRC
channel.

Depressed by the hindrances in the way to peace in the Asian region, he plans
to voice his concern by targeting website of one of the Not-for-Profit
government organizations.

While searching for target websites, Ron stumbles on the website of a
Government body. XChildrelief4u Welfare Organization is a body dedicated
to abolish child labor in the region.

Ron runs an FTP brute force tool and cracks the admin password for the
website. With the cracked admin password he logs on to the website and
changes the Index.htm file. He posts “Stop War We Need Peace”, deletes log
file and logs out.

Visitors at the website of XChildrelief4u Welfare Organization were quite
amused to read the message.

Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited




C EH Module Objective
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This module will familiarize you with :

e Authentication

e Authentication Mechanisms

e Password Cracker

* Modus Operandi of an Attacker Using Password Cracker
e Operation of a Password Cracker

e Classification of Attacks

e Password Cracking Tools

e Password Cracking Countermeasures
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CEH w™odule Flow

Certified = Ethical Hacker

Understanding Operating a
Authentication Password Cracker

l |

Authentication
Mechanisms

l l

Password Cracking Tools

Attacks - Classification

Password Cracker

l l

Modus Operandi of an
Attacker Using Password —
Cracker

Password Cracking
Countermeasures
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Authentication
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C E H Authentication — Definition
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Authentication is the process of determining the
user’s identity

In private and public computer networks,
authentication is commonly done through the use of
login IDs and passwords

Knowledge of the password is assumed to guarantee
that the user is authentic

Passwords can often be stolen, accidentally revealed,
or forgotten due to inherent loopholes in this type of
authentication
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c EH Authentication Mechanisms
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HTTP Authentication

Digest

Basic Authentication Althertication

J

Integrated Windows (NTLM) Authentication
Negotiate Authentication

Certificate-based Authentication
Forms-based Authentication

RSA Secure Token

Biometrics
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C EH HTTP Authentication
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for HTTP authentication:

:
U There are two techniques }

\

e, e

\ J \

HTTP
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C E H Basic Authentication
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Basic authentication is the most basic
form of authentication available to web
applications

It begins with a client making a request to
the web server for a protected resource
without any authentication credentials

The limitation of this protocol is that it is
wide open to eavesdropping attacks

The use of 128-bit SSL encryption can
thwart these attacks

EC-Council

Enter Network Password ﬂﬁ

?> Flease type your user name and password.
Site: wanni re g s oft.net

Fealm RegSoft.com Yendar Area

User Mame |myuserid

Password |“°‘°’“‘°““°“°‘°“‘

(0] | Cancel
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Digest authentication is
designed to provide a higher
level of security vis-a-vis Basic
authentication

It is based on the challenge-

response authentication model

It is a significant improvement
over basic authentication as it
does not send the user’s
cleartext password over the
network

EC-Council

‘:.'. File  Acktion ‘Wiew Window Help

Digest Authentication

B= S
=1&x]

& XERHE 2

==, 0 MAINSYR (local computer)
+-__| Application Pools
=]+ Web Sites
=-fil) Default Web Site
+- g _vti_bin
+ 'q.lnll‘ Backup
+- g ClientHelp
+- gl ConnectCompl
+1- g Exadmin
+|- g Exchange
+|- g exchange-oms
+- g Exchiweb

|
+] "f’ Microsoft-Ser

+ v‘f', Monitoring
H vl OMA

+- g Public

+ 'q.lnll‘ Remate

+- g Rpc

-+ g RpoWithCert
+- g tsweb
+-__| aspnet_client
++__| images

+- | _private

+- ) _wti_onf

#- ) _wti_log

+- ) _wki_pwt

+-_ | _wki_script
ikt

Wirtua

Al

Authentication Methods

2 x|

[~ Enable anonymous access ]

| Status

Use the fFollowing Windows user account for anonymous access:

[Boms. |

User name: |

Password: |

Authenticated access
For the Following authentication methods, user name and password
are required when:

- anonymous access is disabled, or

- access js restricted using NTFS access control lists

¥ _Integrated Windows suthentication

I I Digest authentication For Windows domain servers:
v Ba§|'c authenkication (passwora 15 senk in clear bext)
™ MET Passport authentication

li Select...
’7 Select. ..

o]

Default domain:

Realm:

Cancel | Help |

+1. 4 Microsnft SharePnint Administration
J Y L

i start| | [E3

| ‘:.’. Internet Information ... @

Dy 609 AM
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Integrated Windows
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(NTLM) Authentication
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It uses Microsoft’s proprietary NT LAN Authenticati I
Manager (NTLM) authentication 7 Bt
prog ram over HTTP Mo uzel name/paszword required to access this iesource.

Azcourt used for ancnvmous access;

L zer name:; 1IL|5F|_EE|:EIL|NEIL Brovess. ..

Pazzwerd: | SRRk

It only works with Microsoft’s Internet
Explorer browser and 1S web servers

¥ Allow 115 to conbol passwornd

Suthenicated access

Far the fallawing authentication melhads, user neme and password
are required when

- ahonymous access iz dizabled, or

- access 13 restncted uaing M | ES acces: control hsts

Integrated Windows authentication is I D e o o e At S
more suitable for intranet deployment I Bese e e il i st
Default domain: | -

=

!

In this type of authentication, no version = '”‘Eﬂfjﬁdw'”m it
of_the user’s password ever crosses the S~ men| e
wire
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C EH Negotiate Authentication
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Negotiate authentication is an extension of NTLM authentication

It provides Kerberos-based authentication

It uses a negotiation process to decide on the level of security to be used

This configuration is fairly restrictive and uncommon except on corporate intranets

9 about:config - Mozilla Firefox

File Edit Wiew Go Bookmarks  Tools  Help

=10l x|

<::I - @ T‘r/ﬁ' | about:config j @ Go ||GL
Filter: | negotiate Show &l
Preference Mamne | Status Type | Yalue | 8

network.negotiate-auth.trusted-uris
nietwork, negotiate-auth, using-native-gsslb

Done

user set  string
default boolean

network, negotiate-auth, allow-proxies default boolean  true
network, negotiate-auth, delegation-uris default skring
netwiork, negotiate-auth, gsslib default skring

yintela.com
true
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C EH Certificate-based Authentication
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Certificate-based authentication uses public
key cryptography and a digital certificate to
authenticate a user

It is considered as an implementation of two-
factor authentication

In addition to the information known by the
user, for e.g.: (his password), he must
authenticate with a certificate

A user can be tricked into accepting a spoofed
certificate or a fake certificate

Few hacking tools currently support client
certificates
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Certificate-based

Authentication (cont’d)

General ]Details | Certification Path

oy
.'_Ti_ﬁ-" Certificate Information

This certificate is intended for the following purpose{s):

*Ensures software came fram sofbware publisher
#Protects software from alkeration after publication
«Windows Hardware Driver Werification

Issued bo:  Microsoft Windows Hardware Compatibility

Issued by: Microsoft Root Suthority

valid from 10/1/1997 to 12/31/2002

[8]4
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C E H Forms-based Authentication
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Forms-based authentication
does not rely on features
supported by the basic web

protocols like HTTP and SSL e : _
aaaaaa I SEtt\ngsl

It is a customizable e 5

authentication mechanism

that uses a form, usually

composed of HTML S

It is the most popular — =

authentication technique
deployed on the Internet
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C EH RsA securID Token
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The SecurlD authentication mechanism
consists of a "token," a piece of hardware
assigned to a user that generates an
authentication code in every 60 seconds
using a built-in clock and the card's
factory-encoded random key it

rrrrr

A user authenticating to a network -
resource — for example, a dial-in server

or a firewall — needs to enter botha PIN =

and the number being displayed at that
moment in time on his SecurlD token

EC-Council
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C |E H Biometrics Authentication
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\\s. m?en.mm“'ff wry«qmag‘i.m‘{..\"ﬂ..“,q;ﬁh
i\l[ml,., e ffecane . v‘eﬂ‘ Tyafme = f{f'r*"l"'lr Epininecer e

A biometric system is essentially a pattern . omTEm e ok e MJJ;' ‘ “:{tgﬁ
recognition system that makes a personal i elirgell = | TERLGIE RS,

identification by determining the
authenticity of a specific physiological or
behavioral characteristic possessed by the
user

This method of identification is preferred
over traditional methods involving
passwords and PIN numbers for various
reasons:

» The person to be identified is required to be
physically present at the point of identification

Pl ke S ool e s R Sl

e . - ) ) P& ycd." T 4

» Identification based on biometric techniques o _riir:"m“@ *ﬁ-"r‘"‘*-f 3;-1_3%{“@3&;:# ;
obviates the need to remember a password or carry e ,..m.f:wﬂ,_ ;::gf:g_‘ R Nhing gt B
a token R e e e o e i
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c E H Biometrics Authentication
(cont’d)
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c E H Types of Biometrics

-y Authentication

Face Recognition

Iris Scanning
Retina Scanning
Fingerprinting

Hand Geometry

Voice Recognition

J
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c EH Fingerprint-based lIdentification
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It is a known fact that everyone has a unique and immutable fingerprints

A fingerprint is made of a series of ridges and furrows on the surface of the finger

The uniqueness of a fingerprint can be determined by the pattern of ridges and furrows as
well as the minutiae points

US Immigration uses this type of authentication at airports
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c EH Hand Geometry-based

= =% ldentification

This approach uses the geometric shape of the hand for
authenticating a user's identity
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C EH Retina Scanning
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Retina is recognized by means of scanning blood vessel patterns of
the retina and the pattern of flecks on the iris

A retinal scan is difficult to fake because no technology exists that
allows the forgery of a human retina, and the retina of a deceased
person decays too fast to be used to fraudulently bypass a retinal scan
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c E H Afghan Woman Recognized After 17

Years
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An Afghan woman, Sharbat
Gula, was photographed in
1984 at a refugee camp in
Pakistan

She was found by the original
photographer in the beginning
of 2002

Her identity was confirmed by
Iris analysis

EC-Council
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c EH Face Recognition
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Face recognition is a type of authentication that uses facial
recognition to identify a person

It is difficult to implement
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c E Face Code: WebCam Based
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Biometrics Authentication System

FaceCode with face recognition technologies uses your
existing web camera to authenticate and access your PC

FaceCode password bank provides you with easy to use
password management tool, using face recognition as
automatic logon to secure websites and application access

By creating a FaceCode password bank account, you can
protect all your access codes in a digitally encrypted safe
where your face is your key

You do not need to use user name and password at all,
just show your face to the web camera for authentication

Download the tool from
http://www.eccouncil.org/cehtools/facecodce.zip
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Facecode: Screenshot
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e RESOGSGREIK
g |f—
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c E ' Bill Gates at the RSA Conference

2006
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“Another weak link is in authentication. Today,
we're using password systems, and password
systems simply won't cut it; in fact, they're very
quickly becoming the weak link. This year, there
was a significant rise in phishing attacks where
sites that pretended to be legitimate would get
somebody to enter their password and then be
able to use that to create exploitive financial
transactions. And so we need to move to
multifactor authentication. A lot of that will be a
smart-card-type approach where you have
challenge/response, you don't have a single secret
that you're passing to the other person so they
can actually have that and reuse it. It's a
significant change and that needs to be built
down into the system itself. ”
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Password Cracking
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C E H How to Select a Good Password
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Use at least eight characters — 15 is better

Use a random mixture of characters — upper and lower
case letters, numbers, punctuation, spaces, and symbols

Do not use a word found in a dictionary whether it is
English or foreign

Never use the same password twice

Choose a password that you can remember

Choose a password that you can type quickly — this
reduces shoulder surfing
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C/EH Things to Avoid in Passwords
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Do not add a single digit or symbol before or after a word — for example, “microsoftl"

Do not double up a single word — for example, “msoftmsoft"

Do not simply reverse a word — for example, “tfosorcim™

Do not remove the vowels — for example, “io"

Key sequences that can easily be repeated — for example, “gwerty,” “asdf,” etc.

Do not garble letters — for example, convertingeto 3, Lorito 1, oto O, as in "z3r0O-
10v3"

Copyright © by EC-Council
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C E H Changing Your Password
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Change your password regularly, such as once a month

Change your password after you return from a trip

You should also change your password whenever you suspect that
somebody knows it or even that they may guess it — for example, if

someone stood behind you while you typed it

EC-Council
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C E H Protecting Your Password
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Do not store your password on your computer, except in an encrypted
form

Password cache that comes with windows (.pwl files) is NOT secure; so,
whenever windows prompts you to “Save password,” don't

Do not tell anyone your password, not even your system administrator

Never send your password via email or other unsecured channels

Write your password in a piece of paper, but do not leave the paper lying
around; lock the paper away somewhere

Be careful when you are entering your password with somebody else Iin
the same room

) Copyright © by EC-Council
EC-Council All Rights Reserved. Reproduction is Strictly Prohibited




C E H Examples of Bad Passwords
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“James8" - Based on the user’s name, it is too short also
“samatha"” - The name of the user’s girlfriend; easy to guess
“harpo" - The user’s name (Oprah) backwards

“superstitious" - Listed in a dictionary

"sUperStiTlous " - Just adding random capitalization does not make it safe

“kadhal - Listed in a Tamil foreign language dictionary
“obiwan" - Listed in word lists
“spicer" - Listed in a geological dictionary

"gwertyuiop" - Listed in word lists
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c E H The “Mary Had A Little Lamb”
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Consider a phrase: “Mary had a little lamb. The lamb had
white fleece.”

Consider the first letter of each word, i.e.: MHALLTLHWEF

Every second letter of the abbreviation can be put in the lower case, i.e.
MhAILtLhWf

Replace “A” with “@” and “L” with “!I”. Thus, a new alphanumeric
password with more than eight characters will be formed

New Password: Mh@I1t'hWf
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c E H How Hackers get hold of
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Steal it

» Shoulder surfing — watching while you type the password
* Retrieving the paper in which you wrote the password

Guess it

» Simply guess the password

« Psychologists say that most men use four-letter obscenities as passwords, and most = ¢
women use the names of their boyfriends, husbands, or children WL |

A brute force attack

* A brute force attack refers to the act of using every possible combination of letters,
numbers, and symbols being in an attempt to guess the password. While this is a
labor-intensive task with fast, modern processors, and software tools, this method
should not be underestimated

A dictionary attack

« Dictionaries with hundreds of thousands of words, as well as specialist, technical, and ]
foreign language dictionaries are available, as are lists of thousands of words that are &&=
often used as passwords, such as "qwerty"and "abcdef”
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c E H Windows XP: Remove Saved
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e Click Start and select ->Run

e Type “rundll32.exe keymgr.dll, KRShowKeyMgr”, the stored
usernames and passwords are visible

e Select -> any of the entries -> Select Properties to view the
existing information

» Select-> any entries -> Select Remove, to remove a saved
password

e Then, click -> OK & thus, the account will be removed

 After using the interface, click -> Close button
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C E H What is a Password Cracker
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According to maximum security definition, “A
password cracker is any program that can decrypt
passwords or otherwise disable password
protection”

Password crackers use two primary methods to
iIdentify correct passwords: brute force and

A
=
=4
Z
dictionary searches [

A password cracker may also be able to identify
encrypted passwords. After retrieving the password
from the computer's memory, the program may be
able to decrypt it
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c E H Modus Operandi of an Attacker

o o wJSING Password Cracker

The aim of a password cracker is mostly to obtain the
root/administrator password of the target system

The administrator right gives the attacker access to files and
applications and can install a backdoor, such as a Trojan, for
future access to the system

The attacker can also install a network sniffer to sniff the internal
network traffic so that he will have most of the information
passed around the network

After gaining root access, the attacker escalates privileges to that
of the administrator

In order to crack passwords efficiently, the attacker should use a
system that has a greater computing power
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c E H How does a Password Cracker
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To understand how a password cracker works, it is better to understand how a
password generator works

Most of them use some form of cryptography

e Crypto stems from the Greek word kryptos
« Kryptos was used to describe anything that was hidden, obscured, veiled,
secret, or mysterious

e Graph is derived from graphia, which means writing

Cryptography is concerned with the ways in which communications and data
can be encoded to prevent disclosure of their contents through eavesdropping or
message interception, using codes, ciphers, and other methods, so that only
certain people can see the real message
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c E H How does a Password Cracker

| e e VWOTrK (cont’d)

Distributed cracking is where the cracker runs the cracking program in parallel,
on separate processors. The common way to do this:

Break the password file into pieces and crack those pieces on separate machines

The wordlist is sent through the encryption process, generally one word at a time

Rules are applied to the word and, after each application, the word is again compared to the target
password (which is also encrypted)

If no match occurs, the next word is sent through the process

In the final stage, if a match occurs, the password is then deemed cracked

The plain-text word is then piped to a file
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c E H Attacks — Classification
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The various types of attacks that a hacker performs to crack a
password are as follows:

e Dictionary attack
e Hybrid attack
e Brute force attack
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C EH Password Guessing
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Password guessing attacks can be carried out manually or
via automated tools

Conducting social engineering on the victim may also
sometimes reveal passwords

Password guessing can be performed against all types of
web authentication

The common passwords used are as follows: root,
administrator, admin, operator, demo, test, webmaster,
backup, guest, trial, member, private, beta,

[company name] or [known__username]

N
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Most users assign passwords that
are related to their personal life,
such as their father’'s middle
name, as shown in the screenshot

An attacker can easily fill out the
form for forgotten passwords and
retrieve the same

This is one of the simplest ways of
password guessing

EC-Council

2 Welcome to Yahoo! - Microsoft Internet Explorer

File Edit Yew Favorites Tools Help

@ 2] & Dsearch (GiFavortes Predia 4 |- S 0 - 15 m &

= Back -

Password Guessing (cont’d)

Address [{&) https/fedit yahoo.comfconfig eval_register? v=iinti=8new=18. done=t, src=ymi. partner=8., p=8promo=g last=

Google - =|| @psearchweb - | gh | PaeRenk Fhanbiocked ] AutaFil

| @0 |Links >

fdoptions

YaHoO! Mail &7
Sign up for your Yahoo! ID with Mail

Yahoo! ID: |peterarl998877 @ yahoo.com

Examples: "dairymanss” o "free2rhyme”

Passward: e

Must be six characters or more

Re-type Password: [

Ifyou farget your password ar need help with your accaunt, you'll need to confirm the
fallowing information:

Security Question: [\What is your father's middle name? =l
Your Answer: ’peter—
Birthday: m ’F T980 (wtonth DD, YY)
Current Email (Optional).

Account natices wil be set to this email address, including new
passward requests.

FirstMame ‘ Last Mame: ‘
Language & Content: | English - United States =
ZIPiPostal Code: [2345 Gender, [male =

Industry: ‘Cumputerst\edmmcs j
Title: ‘Ana\ysl j

Specialization:

Peonle Search Listing: [T 1 ist rev nese Yahnal Mail arddress for fras
&) Dore

Get g Yahoo! ID and password for access to Yahoo! Mail and all other personalized Yahoo! services.

fahoo! - Help

Already have an ID? Sign In

Choosing your ID
“ou will use this information o access
Wehoo! each time. Capitalization matters
for your password!

Recalling your password
This Information is our only way to verity
your dertity. To protect your accourt,
make sure "Your Answer" is
memorable for you but hard for
others to gusss!

Customizing Yahoo!
wehoo! wil try to provide more relevant
content and advertising hased on the
information collected on this page and on
the Yahoo! products and services you
use

El

& Lnknown Zone (Mixed)
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C 1, Query String
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The query string is the extra bit of data in the URL after the
guestion mark (?) that is used to pass variables

The query string is used to transfer data between client and
server, example:

http://www.mail.com/mail.asp?mailbox=sue&company=abc%20c
omSue’s mailbox can be changed by changing the URL to:
http://www.mail.com/mail.asp?mailbox=joe&company=abc%20c
om

EC-Council All Rights Reserved. Reproduction is Strictly Prohibited
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Certified = Ethical Hacker

Cookies are a popular form of
session management

Cookies are often used to store
Important fields, such as user
names and account numbers

All the fields can be easily modified
using a program like Cookie Spy

EC-Council

Mumber of Cookies Found: 113

Where they came from:

126,242 232142/ ekt |

Date Installed; 12/25/2002 6:16:058 Phd
Date Erpirez: 124262002 5:16:06 P

Cockie Life: Dyear 23 hourz, 0 minutes, 1 zecond

About M ailing List Cloze
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Dictionary Maker

Certified = Ethical Hacker

an s ' . el co EEemm 1 S B MR Fa T S Mt RS L. A m. e e —

.
R=ET

Dlictionary:
| File: Statuz:
'i | Size [bytes]: 354465
| | | Size [wordz): 106787
Dictionary charset:
Files o process: Options:
=] ||+
Reszults:

Current file name: H-bDictionaries. zip
Current file size; 963357
Total words: F0540

J Checked words: 47438

| | Cancel | Whork, zpeed: Proceszing...
Progress:
I | About
Frocezzing...

This tool can build your own dictionaries to create word lists

) Copyright © by EC-Council
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EC-Council

| <

Password Cracking Tools
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c E H Password Crackers Avalilable

Certified = Ethical Hacker

LOphtcrack
John The Ripper
Brutus
Obiwan
Authforce
Hydra

Cain And Abel
RAR
Gammaprog
WebCracker
Munga Bunga

PassList

EC-Council

RockXP

SnadBoy

WWWhack

Passwordstate

Atomic Mailbox Password Cracker
Advanced Mailbox Password Recovery
Network Password Recovery

Mail PassView

Messenger Key

MessenPass

Password Spectator Pro

SniffPass

Copyright © by EC-Council
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LOphtcrack (L

Certified = Ethical Hacker

=10l x|
File Aiew Import Session Help
- GlEEEdE A Ba $» &

LC 4 I S O n e Of th e m OSt pO p u I a r User Name LM Password | <8 | NTLM Passwward ‘ LM Hash NTLM Hash

gndm\n\strator X 02ASSE1C2530A543AAD3E4 3565 1404EE BDELFA1SZE] (77ygﬁg§7§QQ§l
d k H I bI gaschrmdt ES2CACE741D49A224A3E1 08F3FABCEED B8846F7EAEEE UGREE dDHg

paSSWO r C raC e rS aval a e gcwysnpal ES2CACHT419434224A381 DBF3FAGCEED 8846F7EAEEEll " @0
gekamfsky ESZCACET41DA0AZ24A3E1 08F3FAGCESD GH46F7EAEEE 7777777Z7£’Qﬂ;§
gGuEst x 31SB0ZFDD7121DEFAADSE435ES 1404EE D1CD4AT740 gR000%
o rmgavin | BE4EFTEAEEE
$rcheyne 1B62018FODC

Dictionary Crack,
= X

Dictionary List

The Dictionary Crack tests for passwords that are the same as the words listed in the:
word file. This test is very fast and finds the weakest passwords.

Dictionamny/Brute Hybrid Crack.

It recovers Windows user [T ] hacostapesed

account passwords to access e

The Dictionary/Brute Hybrid Crack: tests for passwords that are wariations of the words in

aCCO u nts Wh Ose p aSSWO rd S a re m ;u:i‘rsarlﬂep ;ts ilxﬂfdg‘.asswnlds such as "Danad3" or "monkeys!". This test is fast and
lost or to streamline migration

¥ Enabled

Of u S e r S t 0 Ot h e r S [4-2,0-9and @8z ) _e="T0 "0, 2 =]

authentication systems q = 2
y Ready ML
The Brute Force Crack tests for passwords that are made up of the characters specified
in the Character Set. [t finds passwords such as "weR3pltEs'" or "wCE2EI+120", This
test iz slow and finds medium to strong passwords. Specify a character set with more

characters to crack stronger passwords.
LCancel

&
=
=
=

Character Set
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John the Ripper

John the Ripper is a password cracker
for UNIX

It combines several cracking modes in
one program and is fully configurable

John can crack the
following password
ciphers:

 Standard and double-length DES-
based

* BSDI's extended DES-based
e FreeBSD's MD5-based
» OpenBSD's Blowfish-based

EC-Council

dohn the Foprer Verzion 1,0 ALPDA O Copyright (o) 1990 v Colas De=zigoer

Coage: Schun [Zlags] [pasewd fi_=z0

Tlage: -zvfile:« Tpanl srecify peasswe file's) ‘wildoerds aZlcwed)
-7ordfilaz<filer -gvdin wordlist mods, dz 2rom <file> or stdin
-Iulzz zeble vules for wordlist wode
-inCEerental[ -riodes) = icde [u2ing Schn. inl entey <mcde)

o=

filer]
Till 7€ overmeitran

acacion aftcr 2 peoriod

lizt each word

Ecop  ouict
-s0hame -nohiazh
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C E H Brutus

Certified = Ethical Hacker

Brutus is an online or remote password cracker

It is used to recover valid access tokens (usually a user name and password) for a
given target system

Features:

e Multi-stage authentication engine 60 simultaneous target
connections

* No username, single username, and multiple username modes

e Password list, combo (user/password) list and configurable
brute force modes

» Highly customizable authentication sequences
It loads and resumes position

e Imports and exports custom authentication types as BAD files
seamlessly

e SOCKS proxy support for all authentication types
e HTML Form/CGI authentication types

) Copyright © by EC-Council
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Brutus: Screenshot

Certified = Ethical Hacker

¥ Brutuz - AET2 - www_hoobie.net/brutus - [January 2000]
File Toolz Help

Taget [172.16.105.1 Tupe [HTTP (Basic Auth) ] | Pause | Step | Eiear]
—Connection Option

Poart IED Connections 1 3 Timeout r,l 10 I Use Eraw S |

~HT TP [Baszic] Opticn
kethad IHE.E‘-.D "I [V Keeptlive

—outhentication Option

v Usze Uzemame v Single Llzer Pazs Mode IErutE Force "’I Fange | [Eristitatted |

UsedD  {admin Brnwsel e Iwnrds.t:-:t Er-:-wsel

Poszitive Authentication Rezults

T arget | Tupe | Lzername | Fazzword |

Initializing. ..

Target 172.16.105.1 verified

Brute force will generate 11831376 Pazswoards.

b a=imunn number of authentication atkempts will be 11281376
‘Enqaging target 172161051 with HT TP [B asic Auth]

N 9% Timeotl  Fefest Authiseg Thiotle Buick Kil
|'I 1652739 I admin P:afuz A1 Attemptz per zecond E stimated 5:56:41 remaining g
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C EH Hacking Tool: Obiwan
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Obiwan is based on the simple challenge-
response authentication mechanism

This mechanism does not provide for
intruder lockout or impose delay time for
wrong passwords

Obiwan uses wordlists and alternations of
numeric or alphanumeric characters as
possible passwords

EC-Council
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C EH Hacking Tool: Authforce

Certified = Ethical Hacker

Authforce is an HTTP basic authentication brute forcer

\ .\

Using various methods, it attempts to brute force user
name and password pairs for a site

It is used to test both the security of a site and to prove
the insecurity of HTTP basic authentication based on
the fact that users usually do not choose good

passwords

Copyright © by EC-Council
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C EH Authforce: Screenshot

Certified = Ethical Hacker

EC-Council

Session  Edit

View Bookmarks Seftings Help

authforce ——help

authforce 0.9.6, an HTTP authentication brute forcer

usage: authforce [OPTION]... URL

Feport bugs

& Shell

——heep
——debug=NUMBER
——dummy—-f1le=FILE

—-help
——logfile=FILE
——resume [=FILE]

——save[=FILE]

——max-connects=HUMBER
==max=-users=NUMBER
——user-agent=5TRING
——pairs—file=FILE
——password-delay=HUMEER
——password-f1le=FILE
——path=5TRING
——proxy=3TRING
——guiet
——user-delay=HUMBER
——username—+ile=FILE
——wverhose

——verslon

to <kapheineBhypa.net:.

beep when a match is found

level of debugzing
file contasining dummy matches
[username :password form]
display this help and exit
set logfile to FILE
resume old session using FILE
[default session.savel
save session on SIGUSRL to FILE
[default session.savel
don't make more than HUMBER connections
don 'ty more than NUMBER users
set d2ér agent to STRING
Ffleleorontaining username:password pailrs
delay for # seconds between attempts
file contalning common passwords
look for pathlist STRING
set proxy to STRING
don't output to stodout
delay for # seconds between usernames
file containing list of usernames
be werbose (default), opposite of ——guiet
print version informstion and exit

L |
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C EH Hacking Tool: Hydra
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Hydra supports several protocols like TELNET,

FTP, HTTP, HTTPS, LDAP, SMB, SMBNT, MYSQL,

REXEC, SOCKS5, VNC, POP3,IMAP, NNTP,

PCNFS, ICQ, Cisco auth, Cisco enable, Cisco AAA

Through the paralyzing feature, this password

cracker tool can be fast depending on the protocol

This tool allows for rapid dictionary attacks and
Includes SSL support

EC-Council
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c EH Hydra: Screenshot
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il Quit

Target | FPasswords ]Tunlng | Specific 1 Start ]
Target

EC-Council

(®) Single Target 127.0.0.1 _
R L et v o 0 )
(" Target List il Quit
—| Target Passwords ‘Tunlng i Specific | Start]
P 0 T Username
Birstacod |hF‘ (¢! Usemame testuser
T {1 Usemame List
Output Options
Fassword
| Use SSL [  Be O Password
(* Password List Amp/passlist.txt
[~ Show Attempts [ 18 ippases
Colon seperated file
“hyrdra 127.0.0.1 ftp -l yourname -p yourpass [~ Use Colon seperated file |
|
[¥ Try login as password [ Tr:.r empty password:
“hydra 127.0.0.1 ftp - testuser -P tmp/passlist.txt e ns
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C E H Hacking Tool: Cain & Abel
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Cain & Abel is a password cracking tool for
Microsoft operating systems

It allows easy recovery of various kinds of
passwords by sniffing the network, cracking
encrypted passwords using dictionary, brute force,
and cryptanalysis attacks and so on

It contains a feature called APR (ARP Poison
Routing), which enables sniffing on switched LANSs
by hijacking IP traffic of multiple hosts at the same

time
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c E H Cain & Abel: Screenshot

Certified = Ethical Hacker

Fil= Yew Corfigure Took Help

dEehiES 0 By mEE2202E 67 0

& Decoders Matwiork Sniffer | Cracker Traceroute  |WE ccou "4 Wieless
)

_'é", Cached Passwords Adapter GUID | Descr | Type | 5.. | Password

| Hex

B Protected Storage {SEIESI34-GBRG.,, U.S, Reboli... WEPD  T..

ﬂ':.:'ﬁ Sacraks {SELEGII4-9655,,, (.5, Poboli.,, WEP-ID | .

E'ﬂ Wireless Passwords {5E1ER134-0855,,, U5, Pobotl... WEP-40 Tiws
[E7 Passmords

_f] Windows Mal Passwards

8 Digup Passwands

fe= Edit Boxes

s Enberprise Manager

T Credential Manager

s ERi
BE44332211

2 wireless Passwards

Lost packets: 0%

EC-Council
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CEH Hacking Tool: RAR
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RAR program is intended to recover
lost passwords for RAR/WIinRAR
archives of versions 2.xx and 3.xx

The program cracks passwords by
brute force method, wordlist, or
dictionary method

The program is able to save the
current state

Estimated time calculator allows the
user to configure the program more
carefully

EC-Council

ﬂRnR Password Recovery v1.1 RCS - Unregister = ﬂ
i 2 K, DUy W
F s e . -
Stop Help Register Exit

Encrypted file name:

:\Program Files\Intelore\RAR-PRYexample. rar

Attack method: Statiztics
Brute-force attack Tatal passwaords : 866435
Checked pazswords 23570
: — : Current length : 3
Bruteforce | Booost-Up Englne] chtlnnary] Dptmns] Average speed 4EET pswisec

eyl Current p:assword: 1we
= Elapzed time : Rz
= Femaining time ; 3m
=l ——
=T 1334 - RAR Pazeword Recovery w1.1 RC3 intislized J

15:34 - Unregistered version!
Allowed Characters 15:35 - 'example.rar' succesfully loaded.

1535 - Opening C:. example rar

15:35 - Detected RARMINRAR v2 x encryption...
1535 - Brute-farce intislization..

15:35 - Starting...

15:35 - Current pazsword length is 1

15:35 - Current password length is 2

15:35 - Current pazsword length is 3

1 X X1 X %] A

i = |

R&R Pazsword Recovery +1.1 RCA Unregistered
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C EH Hacking Tool: Gammaprog
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Gammaprog is a brute force password cracker for
web-based email addresses

It supports POP3 cracking as well

It provides for piping support. If the wordlist name is
stdin, the program will read from stdin rather than

from a file

It consists of Wingate support for POP3 cracking

Copyright © by EC-Council
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WebCracker is a simple tool that takes
text lists of user names and passwords
and uses them as dictionaries to
implement basic authentication
password guessing

It keys on the "HTTP 302 Object
Moved" response to indicate successful
guesses

It will find all successful guesses given
in a user name/password

EC-Council

Hacking Tool: WebCracker

File Edit  Help

) Options

f [Urititled]

‘) Results

[P PASSWORD.TXT - Notepad i

- |0l x|
Me| Fil= Edit Format  Wiew Help
[ ¥ou can enter user/pass cominations 1ike this: ﬂ
SR, \us ername tpas sword

james thond
# when the file is used as a username file, 9t will
# and of course if used as a password file, it will

# special thanks to shadowCasT for these:
asdfrzxcy

asdf:fdsa

wWerTy IyTrewy

gwertyrasdf

zxovhiithveoxz

- S |zxcvb:asdf

gwerty:zxaovb
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C E H Hacking Tool: Munga Bunga
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EC-Council

Munga Bunga's HTTP Brute Forcer - Yersion 1.0.3 (Build 3)
File Process oOptions Help

d from the ir'u_ter

W Con't retry p
ﬁ Don't pr

nhtinue brute force
ord Famber. ..

Form b ethod M

Statuz: Inactive

It's a brute forcer, which uses the HTTP protocol to establish its connections
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C EH Hacking Tool: PassList
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PassList Is another character-based password generator

ol |

[ PASSLIST.TX =10] x|

starwars!
starwars”
Starwars#
starwars
starwarss # % % % Pagslist.txt generator for Brute *= = * =
starwarsé
starwars'
starwarst
starwars)
Starwars®
starwars+
starwars, Enter the maximum number of random characters per password: 2

starwars-

starwars Generating passwords ————————————-
3 Please wait.

starwars, : Process ended
starwarsn

"The truth is out there"

Do you have a fixed heginning? <Y/W): y
Enter string: starwars

) Copyright © by EC-Council
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C EH Hacking Tool: SnadBoy
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http:.//www.snadboy.com
"Snadboy Revelation" turns back the asterisk in password fields to
plain text passwords

+# snadBoy's Revelation B ]

Lircled +* Cursor | Check For Update I Abot | E =it |
Cirag ta reveal pazzword

Text of "wWindow Under 'Crcled +' Curzor [iIF available] Lopy to clipboard ]

= Status Lenagth of available text: O
Fewvelation idle.

¥ Beposition Revelation out of the way when dragging 'circled + [ Abwavs on top
I when minimized, put in System Tray [ Hide 'Howe ta' instructions
How to

11 Left click and drag [while holding dowe the left mouse buttan] the 'circled +'

21 Az pou drag the 'circled +' curzor over different fields on wanous windows, the text in the hield
under the curzor will be dizplayed in the 'Tes=t of Window..." bos

3] Releaze the left mouze buttan when you have revealed the text pou deszire.

FMOTE - If the field containz text hidden by azterizkz [or zome other character], the actual text will be
ghown. |n some cases the text may actually be asterizkz.

FOTE - Mot all of the fields that the cursor paszes over will have test that can be revealed. Check
the ztatus light for availability of text,

Bright green = text available [See 'Length of text:' in Status areal
Eright red = no te:t available

) Copyright © by EC-Council
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msnfi Messenger

C E H Hacking Tool: MessenPass Q) ]

Certified = Ethical Hacker

MessenPass is a password recovery tool that reveals the
passwords of instant messenger like:

JUSL Yahoo Google Talk

Messenger Messenger
Fargat your p Lot
ﬁ MessenPass E]@ oS!
File Edit VYiew Help
O &[4 A

Software | Prokocal | Lser | Password Go ;IL‘ M
OEMiranda MM Messenger ir, 3 af@hotmail . com miclavepersonal Ea 'i";

Talk & Insranc Messenger

Save Selected Ikems Chrl+5

Copy Selected Ikems Chrl+C

HTML Report - &l Ttems % {. B+
HTML Report - Selected Items \ gt -
Propetties Ale+Enter #a I’:(

Refresh F5

- 1 account(s) COpyI’Ight © by EC-COUI’]C”
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c E H Hacking Tool: Wireless WEP Key

Certified | Ethical Hacker P aS SWO rd S py

% Wireless WEP Key Password Spy o ] 4

é’g Chck "Find Wirelezz WEF Kepz" to locate and decode all stared
A Wwireless keys that have ever been acocess on this computer. Find ‘Wireless WEP Keys |

WEP Keys Found On Adapter {DDD57180-6874-48DD-B33F-ES540CDESC7OA} ﬂ

Connection Name: linksys
Encryption Level: WEP-40
WEP KeyfPassword: 3b40cdZaet

Connection Name: FranksBar
Encryption Level: WEP-104
WEP KeyfPassword: 1234567890123

Connection Hame: NETGEAR lI

—Ethcmct Card Infa Spy
Linksys Wireless-G USB Metwork Adapter with SpeedBooster - Packet Scheduler Miniport
Total [.B] Received : 180,693 Total [FB] Sent : 183,734 Crown Mo @ Up Mow @
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c EH Hacking Tool: RockXP
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RockXP allows you to retrieve your XP product key that you used when you installed
Windows XP, as well as keys for other Microsoft products

This can come in very handy if you need to reinstall but have misplaced or lost the CD cover
with the serial sticker

In addition, the program also lets you save the product activation to a file

EC-Council

# RockXP 4.0 by Korben

Welcome  Windows key ]Internet Access | Syskem's passwords | Generate Password ] About ]

Retrieve your key

T % This Feature allow vou to retrieve serial numbers of all Microsaft
. applications installed on wour computer
L)

Software @
Product key

Serial number

|Miu:r-:-sc-ﬂ: Windows =P j

|G9KWG—CMC8K—KX9HW

|55277-0EM-001

Yerify key walidity 3can...

Change yaour key

(@

N

Enter vour new P key and click on the button,

Scan berminated,

Todify

Backup activation files

‘Warning ! This tip works only after a
‘Windows reinstallation {without any
fFormat), To avoid Windows xXP
Reactivation, you just need ko save vour
WPA.dblin a secure place {ie: on a CD) by
clicking on the below button,

To restare vour ackivation, wou just need
to reboat in "safe mode" and o copy
backiped Files (by RockXP) in
WindowsSystem32 and
Windowssystem32idlicache folders, and
reboat computer,

Backup activation Files
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C EH Tool: Password Spectator Pro
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Password Spectator is a

. ed? Please login: » Password S -
pectator 3.20 J
software that views the rerr— 5
actual password behind the ectyahon com ?
- - Alveays on Top
aSterISkS sesesssnee | LOgQIN View passwoid
0 1. Open the window contaning the password
K o S . " . (o Il
£Ep Me Sig 7 :_ﬂdgm the Ct key
Password found ;gﬂr;titt?ﬁ's password
| |my|:-asswmd
| Close | [ Lopy ] ReFog S oftware
1 to post reviews for Softwere

email address for verification. Web:

hittp: Ao refog, com
ion is shared with others, and it is NOT used to s Suppost:

suppoetErefog com
Al rights reserved

U use must be valid, since we will send a confimma FREEWARE!

& able 1o activate your account.

It WOrkS With appl iCatiOn kept confidential and will MOT be posted with your rf? _*
paSSWOFdS as We“ as Wlth or companies that have a product listed at SnapFi

1are information
web site passwords

H em:

-

LE

EC-Council
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CEH Tool: wWWwwhack
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WWWhack is a brute force utility that
tries to crack web sites guarded by a
web access password

This utility can use a word file or try all
possible combinations

It attempts to find a combination of
username/password that is accepted by
the web server

) Copyright © by EC-Council
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C EH WWWhack: Screenshot
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EC-Council

File Options Tools Help

%< 129.168.0.1

URL: http:{f129.168.0.1:443}
Connecting to 129.168.0.1:443...

=10f x|

|CAFS [NUM | OVR
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c EH Passwordstate

we oo WWW.Clickstudios.com.au

Passwordstate is a web-based solution for tracking both

personal passwords for individuals and shared password lists
for teams

Features:

Tracks personal and shared password lists
Encrypts all passwords within the database
Has reminders for password resets

e Imports and exports password lists

) Copyright © by EC-Council
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C EH Passwo

Certified = Ethical Hacker

rdstate: Screenshot

‘=l passwnordstate - Micro

Fie Edt Y¥ew Favartes - Tools

0 Back - x

Address hittpefpasswordstata)

My Passwords
Shared Password Lists

Administration

Help

Search Favorkes  §F - Cd [

i HOME

Walcane te passvrordetate
au have "34' passwords that need resetting

SHARED PASSWORD LISTS

Bigpend Dialup Accaunts
SQL Databases

Crir i Adrmin

MY PASSWORDS TO BE RESET

jrnilas

157736

irnilas_vpn

3 Lirks ] Chck Studics 48] Home Theatre Centre

Lagged in a# ¢ John Milas

B OSTATLISTICS

Tatal My Pagiweords: 4
Tatal Sharad Pagsword Lists: 3

atal Sharad Passwo 1129

Mumbar of Usars ¢ &

= SWARED PASSWORDS TO DE RESET
Jehil

pluba

Khurg

Echap
billau
Foag
Srand
drnat
afeld

Srnill

S Local intranet

EC-Council
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c E H Atomic Mailbox Password

Certified | Ethical Hacker C raC ke r

Atomic Mailbox Password Cracker is capable of recovering lost
or forgotten mailbox passwords for the e-mail clients that work
with mail servers using POP3 and IMAP4 protocols

It recovers the password from the most popular e-mail
programs such as Outlook and Outlook Express

) Copyright © by EC-Council
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c E H Atomic Mailbox Password

& = "% Cracker: Screenshot

" Atomic Mailbox Password Cracker - DEMO VERSION

ORI Mailbox Password Successfully recovered

Username Congratulations! Your password 15 now successfully
restored, Please copy the password to Clipboard or
John.Do remerber it,

Password Lzername :

o b o b o o o Login

Password :
Password

Femember to restaore ariginal "POP3 mail server”

|
Click Back to return

[ Help l < Back Cloze
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c E H Advanced Mailbox Password

o mo e RECOVErYy (AMBPR)

Advanced mailbox It includes POP3 and

password recovery IMAP server emulator that
recovers login and allows to get POP3/IMAP
most popular email clients client

password information for password from any email
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c E H Advanced Malilbox Password

o e RECOVETNY (AMBPR): Screenshot

# Advanced MailBox Password Recovery

M ail zerver emulator [auto mode)

Recovery
—— IJze thiz steps to obtain uzemame and password of your fasvourite Email client:
| e 11 Add new server [if one doesn't exizt] ta the lizt below
*33? 2] Click ‘Connect' to ermulate theze servers
3 Berun [often not required] your Email program and receive mail
- Servers [ Add zerver ]
e [ Remove zerverz)] ]
| Loadist |
= [ Save list ]
; i
Seszion log
Y aiting for IMAP connection. .. ~
Opening POF3 zeszion... [28-04-2004 03:37:171)
@ Azzigned socket paort; 110
W aiting far POP3 connectian. .
Starting POP3 seszion...
Connected...
Sending answer...
ﬁ Got login name: #as @ e
E"" ot pazsward: B oo 3
o ) e ][

Optiohz
Help

Exit
Ready
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c EH Tool: Network Password

Certified | Ethical Hacker R e C Ove ry

Network password recovery utility recovers all network passwords stored
on the system for the current logged-on user

D
Features:

e Recovers login passwords of remote computers on your

LAN

e Recovers passwords of mail accounts on exchange
server (stored by Outlook 2003)

» Recovers password of MSN Messenger account

e Internet Explorer 7: Recovers passwords of password-
protected Web sites
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c E H Network Password Recovery:

Certified | Ethical Hacker S C re e n S h Ot

ﬁ Network Password Recovery
File Edit ‘iew Help

= 2] Ea B )

=10 x|

Item MName Tvpe Lser Passwiord
: X102,165,3.35 Damain Passward syl admin by U7 TRFS
Serverds Ciomain Password Seryver0S User0]l GEgRS1
Server0s Diomain Password dornainnirsoft by 1EREFES
1| | b

3 itemis), 1 Selecked

EC-Council
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c EH Tool: Mail PassView

Certified = Ethical Hacker

Mail PassView is a password-recovery tool that reveals
the passwords and other account details for the
following email clients:

e QOutlook Express
e Microsoft Outlook 2000 (POP3 and SMTP Accounts only)

* Microsoft Outlook 2002/2003 (POP3, IMAP, HTTP and SMTP
Accounts)

 IncrediMail

e Eudora

* Netscape 6.x/7.x

e Mozilla Thunderbird

e Group Mail Free

» Yahoo! Mail - If the password is saved in Yahoo! Messenger

application

e Hotmail/MSN mail - If the password is saved in MSN Messenger
application

e Gmail - If the password is saved by Gmail Notifier application or by
Google Talk
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c EH Mail PassView: Screenshot

Certified = Ethical Hacker

i Mail PassYiew
File Edit ‘iew Help

o3 e

Mame ¢ Application Email Server Tvpe User Fassword
] pr, Bean Eudora mrbean@mrbean.cormn 10.10,10,10 IMAP bean BlueCar
B Mir Sofer Cwuklook Express  nirsoft@abcdefg.com mail. abcdefg.com POP3 nirsaft 126abf 1P
4] R ainbicw Incrediiail rainbowa@tesk, com 192.1658.12.12 SMTP Fainboy kornado
5 Test Lser Incrediiail testimtest, com 192.165.10.10

(& BigDogsea
4| |

4 ikemis), 1 Selecked
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C EH Tool: Messenger Key

Certified = Ethical Hacker

Messenger key program recovers passwords for 1CQ,
MSN, Google Talk, and Yahoo! instant messengers

Features:

e Supports all versions of Mirabilis ICQ starting with ICQ 99
e Supports Mirabilis ICQ Lite

e Supports MSN Messenger and Yahoo! Messenger

e Supports Google Talk

e Has password recovery engine through which all passwords
are recovered instantly

e Supports multilingual passwords
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C EH Messenger Key: Screenshot

Certified = Ethical Hacker

'f: Meszssenger Key - Password Recovery for MSH Messenger. ..
File Edit Help

5 . B

Hecover Suppart

M5SM Mezzenger passwords =

johin_zmith@hotmail. com pazsward: [sunmypday] [no brackets] < Copye

Click. Mext to start again

[

Heady

) Copyright © by EC-Council
EC-Council All Rights Reserved. Reproduction is Strictly Prohibited




CIEH Tool: sniffPass

Certified = Ethical Hacker

SniffPass is a tool that listens to your network, captures the passwords
that pass through your network adapter, and displays them on the screen
Instantly

- POP3 )
It captures the « IMAP4
passwords of the « SMTP
following protocols: * FTP

« HTTP y
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c EH SniffPass: Screenshot

Certified = Ethical Hacker

°F SniffPass
File Edit “iew Options Help

= |
In... Local Address Femokte Addr... s oo User Password

@ 1 192, 165,0,1 192,168,39.5 nirs Ju sl
@z 192,165.0.1 192,165.4.3 userll jdie748
@ 3 192, 165.0.1 192,168.7.1 niitsiof 123456

4
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Certified = Ethical Hacker

Security Tools
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CIEH webPassword

Certified = Ethical Hacker

WebPassword is a program that protects your web pages with
password (HTML password protector)

Unauthorized person will not be able to view its content without
having a correct password, either in browser, or as an original HTML
source

Features:

e Uses strong crypto algorithm
» Protected pages could be placed on a web server, CD/DVD, or hard disk
« E-book compiler allows to create password-protected e-books
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|-| WebPassword: Screenshot

Certified = Ethical Hacker

@ 1-2-3 Web paszword

C:ATempfiles\F.CBAhtdocs'wisitorcenter. himl @E:\Tempfiles'\KEE'\l
£] C:AT empfilestF.CBhtdocsnl1-00. htrl & C:\TempfilestKCEA
&1 C:AT empfiles\K.CE Shtdocshpermits. hirl
3 C:ATempfilez\ . CBMhtdocspermitzprint. html
&1 C:\T empfiles\K.CE htdocshprivacy. himl
g C:ATempfilez'F.CBYhtdocs\sunsetpark. htrl
1]

| 13

Save list tao... ; Open list... ; Add list from... i
Pleaze drag-and-drop html documents you want to Clear list i
protect from the explarer onto this screen

What do you want to do with theze pages?

e

h'h o,

=" Protect them [enciypt] ™ Remove protection [deciypt]

@ 1-2-3 Web password

Feady to gol Where do pou want me to place the rezult pages?

| | ¥ 5 ave protected [encrypted) in the specified directong .

CATEMPFILES™ Browsze. .. 1

¢ Upload pages directly into my server [via FTP protocal]
destination URL including target directony [for example:
rypzerver, corndmydi)

g

LEEl hame IZIEISSWD[CI

ord DaMOT wse if an anauthorized perzon
may access pour computer!
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C EH Password Administrator
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Password Administrator is a secure password and account manager
that enables you to store all your sensitive logins and account
Information in an encrypted database

—  Features:

« Database search

e Login reports

e Import/export

e Password expiration

e Built-in password generator
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c EH Password Administrator:

Certified | Ethical Hacker S C re e n S h Ot

Password Administrator - test
File Edit ‘iew Groups Passwords Help
. GROUPS PASSWORDS () e o @ _
I \ﬁhj [I_ADD || EDIT-i |r app || DEE._]] ‘u) p Lﬁ r S Q 4
Open Generate Reports  Oplions Log Find E it
Search joull| Description Info ] Notes | 2 Historyp |
] Banking / Investing Amazon ID @
] Email Accounts eBay JoeTester
] Misc Accounts -
] Shareware Password Q
] ‘Web Discussion Boards Exxmx
3l [HieninRes Date Expires 3 Date Azzigned
July 22, 2005 v | July 23, 2004 -
E-mail
test@webattack.com 0]
SnapFiles Pro 358 web Address
wwawLgoogle.com &|
Web Address 2
—
(<
ID 2
[{] | D]
I 3 items in Web Sites § Unregistered Evaluation - 30 days remaining
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CIEH Password Safe
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Password Safe is a password
manager that protects your sensitive
information with the TwoFish

encryption algorithm

It enables you to store all your
passwords in one or more encrypted
databases and accesses them with a
master password

It allows you to manage your old
passwords and to easily and quickly
generate, store, organize, retrieve,
and use complex new passwords
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C EH Password Safe: Screenshot

Certified = Ethical Hacker

E‘ pﬂﬁswurd SEfE a c:“tm I]‘“:lem_ - | - | E‘ Password Safe - C:\Users\snapfiIes‘l.Docu... |?”ﬁ|@

File Edit Miew Manage Help

el PU B - % & %

O =Bay [loeSmith]

#--2 emall accounts
#-- finance
#-- |nzUrance

http: ffpasswordsafe, sourceforge, netf

File Edit View Manage Help

BN @E Ud s @
& Credit Cards
O Yisa [joetester]
=0 Logins

B Amazon [joetester]

8 Digg [joetester)

O eBay [joesellerd5E]

O

Copy Username to Clipboard
Copy Password to Clipboard
Copy Notes to Clipboard

EC-Council

Browse to URL Ctrl+L
Edit Entry Ctrl+Enter
Delete Entry Del
Rename Entry F2
RTINS, Rk o Perform Auto type Ctri+T
Duplicate Entry Ctrl+D
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C E H Easy Web Password

Certified = Ethical Hacker

Easy web password enables you to
password protect your web pages
without the need for any server side

software or scripting

It can select the pages to the
protected, set up user accounts and
passwords, and generate password
protected version of your HTML files

It works with HTML and text file and
Is compatible with all modern web

browsers

EC-Council
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c E H Easy Web Password: Screenshot

Certified = Ethical Hacker

EC-Council

EI Eazy ¥Web Pazzword
Project Help
= E « @ T

Select Files IUSErfPasswurd | options | Lock |

| add files... | |!—‘«dd folder, .. | | Rermove file | | Remove Al

FileMarne | Size | Path

& acctest.htm 20 KB Fl'sapidhacctest.btm
&]activex. htm SKE Fl'sapidhactives.htm
& allapp.htrn 18 KB Fisapidhallapp.btm

= | answer. htrm 3 KB Flsapidhanswer.htm

apicoc. it F:hsapisthapicoc. vtm

#&]audindex.htm  SKB  Fisapidhaudindex htm
] audiosd.htm JKBE  Flsapitaudiosd.btm
{ﬁ:[hasicn:md.htm 1KEB  F:sapidibasiccrnd bt
,t;'] basicttz.htrn 1KB  Fsapidibasictts.bhtm
& buid.Htm 4 KB Filzapidibuild.htm
&1burger.htm 1KE Fl'sapitiburger.htm
&lcheckmic.htm 2 KB F\sapidicheckmic.htm

-Q:[cullect.htm 10 KB F'sapidicollect. bitm
&l coolhtm IKE  Fsapidicool htm

& coolcnc.htm 2KB  Fisapidhooclcne. btm
m‘l ———lim e L~ =AM Fammmi A —m == -

MHext Exit
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CIEH PassReminder

Certified = Ethical Hacker

PassReminder iIs a secure password
manager that allows you to maintain an
encrypted database, containing all your
passwords and login information

Features:

Include import/export options
Clipboard security
Password generator
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c EH PassReminder: Screenshot

Certified = Ethical Hacker

& PassReminder 0.6.1 - C:\Documents and Settings\VAIO\My Documents\def... @@
File Edit Window Help

4

el 2R eEBE RE G

(2] shopping SErvice User Password URL
{9 FTP accounts

@ Email accounts
# Recycle Bin

fs Bmazon joe i WA, AMAZ0N.C. ..
ta BRH johndoe ek bokek wianay, bhphotoy,

ay inetester R wiw ehay . com
£ Add Enkry Insert
=] View Entry
“E| Edit Entry Enter
¥ Remove Entry Delete
=| Duplicake Enkry Ckrl+D

Mowe

' Search Ckrl+F

=| Smark Copy Chrl41C
=| Copy Password Ckrl+F
=| Copy Lser Crrl4+0L1

| Password Column - F12

Mew cell 'User' selected
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C EH My Password Manager

Certified = Ethical Hacker

My Password Manager allows you to
store all your passwords and logins in
a 256 bit AES encrypted database

It supports custom categories, web
links, and password expiration and
has built-in password generator

It creates backup copies of your
database, enhances security by wiping
the clipboard at exit, and auto-locks
the interface after a period of time
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EC-Council

My Password Manager:
Screenshot

E] Untitled - My Password Manager

Project

View  Folder

Account  Tools Help

x

Ready

= 1) All Folders

__) Programs

A Internet
) Web Sites
) Mail

) Miscellaneous

v
Title Login Password URL
=/ wnvegoogle com Joe Tester . www, snapfilespro.com
& eBay T ko wiww, ebay, com
Wi Tackariat

Mote

Folders ) Web Sites

Title google

Login Joe Tester
Password frikTre453E1

URL WWW.goodale.com
File/Program

Date Added | &/ 172004 W

Expired

O

oK

H Cancel ]
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C EH Countermeasures

Certified = Ethical Hacker

Choose passwords that have at least eight characters

Passwords should have a combination of lower- and upper-case
letters, numbers, special characters, etc.

Do not use words that can be easily found in a dictionary as
passwords

Do not use public information, such as social security number,
credit card number, and ATM card number as passwords

Never use personal information as passwords

User names and passwords should be different
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C EH countermeasures (cont'd)

Certified = Ethical Hacker

Managers and administrators can enhance the security of their
networks by setting strong password policies. Password
requirements should be built into organizational security
policies

Systems administrators should implement safeguards to
ensure that people on their systems are using adequately
strong passwords

When installing new systems, make sure default passwords are
changed immediately
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C EH countermeasures (cont'd)

Certified = Ethical Hacker

The user can use the SRP protocol

e SRP is a secure password-based authentication and key-
exchange protocol

It solves the problem of authenticating clients to servers

securely, where the user of the client software is required to
memorize a small secret (like a password) and carries no other

secret information
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C E H What Happened Next

Certified = Ethical Hacker

It took 5 minutes for Ron to run 200000 words to brute force the ftp
password.
Jason Springfield, an Ethical Hacker was called in by XChildrelief4u Welfare

Organization. Jason inspects the log file of the web server and finds a last
entry which shows that log file was deleted. Jason was sure that the attacker

had escalated the administrative privilege.
Jason tries different kinds of attacks such as Dictionary attack, guessing, brute
force attack.
Based on the result obtained from the above attacks, Jason recommends the
following:
Integration of strong password requirement into the Organization’s security
policy
Ensuring that SRP protocol and key-exchange protocol are implemented

Ensuring that no personal and easily guessed phrases are set as passwords
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C EH Summary
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Authentication is the process of checking the identity of the person claiming to be the
legitimate user

HTTP, NTLM, egotiate, Certificate-based, Forms-based, and Microsoft Passport are the
different types Of authentications

Password crackers use two primary methods to identify correct passwords: brute force
and dictionary searches

LOphtcrack, John the Ripper, Brutus, Obiwan, etc. are some of the popular password-
cracking tools available today

The best technique to prevent the cracking of passwords is to have passwords that are
more than eight characters long and to incorporate upper- and lower-case alphanumeric,
as well as special characters into them
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Copyright 2005 by Randy Glasbergen.
www.glasbergen.com

-

GLLSBERGEN

“Information security is a big deal at my office
so sometimes we have to communicate in code.
We have 37 different symbols for the word ‘jerk’.”
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Copyright 1996 Randy Glasbergen.

wivw.glasbergen.com

“Sorry about the odor. I have all my
passwords tattooed between my toes.”

EC-Council
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Copyright 2004 by Randy Glasbergen.
wwww.glasbergen.com

“I shut my eyes when I need to remember one of my
passwords. I have them tattooed inside my eyelids.”
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