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CIEH scenario
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Bradley’s boss was always rude towards him and passed sarcastic
comments on him. Bradley was waiting for a chance to teach him a lesson.

One fine day he went casually to a security seminar with his friend who
was a security advisor with a reputed firm. During the discourses he came
through the keyloggers and their implications on organizational security.
He was excited; he got the idea to take revenge on his boss.

One day when his boss was out for a luncheon meeting and had forgotten
to lock his cabin, Bradley implanted a hardware keylogger in to his
keyboard.

What kind of information Bradley could lay his hands on?

How can he harm his boss?
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C 1, Security News
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The Mushrooming Menace of Kevloggers

By Andrew K. Burger 2 Back to Online Wersion
TechhewsWarld E-Mail Article
Part of the ECT Mews Netwarl Digg It

0418407 4:00 AM PT Reprints

"Most modern keyloggers are considered to be legitimate software or hardware and are sold on the open
market. However, there is an ethical boundary between justified monitoring and monitoring for the purpose of
stealing confidential user information -- a boundary marked by a very fine line," said Nikolay Grebennikov,
deputy director of Kaspersky Lab's R&D department.

There may be few things as disturbing to Internet users as the thought of someone spying on them and capturing their every keystroke,
Unfortunately, this has been happening more frequently as the use of keyloggers, phishing and spoofing grows.

In 2006, Keylogging was the fastest-growing type of malware T in what Kaspersky Lab calls the "TrojWware" category -- and that trend is
expected to carry on through 2007, according to Senior Technical Consultant Shane Coursen.

Programs classified by Kaspersky Lab as Trojan-PSWs -- the majority of which are intended to steal user account information from online gamers --
increased at a 125 percent rate, Kaspersky Lab research analysts wrote in "Malware Evolution 2006; Executive Summary," a recent report available
at Kaspersky's Viruslist.com Web site,

A Growing Problem

Keylogging has been growing at a rapid clip recently, an unhealthy trend for computer and netwaork users, recounted Jens Hinrichsen, product
marketing = manager for the Consumer Solutions Business Unit of RSaA, the security solutions division of EMC {NYSE: EMC) Q.

"The APWG {Anti-Phishing Woarking Group) shows manthly increases in the number of keylogging wvariants, aAdditional sources, such as Sophos C'"K,
hawve also recorded an ongoing increase in keylogging variants," Hinrichsen told the E-Commerce Times.

Source: http://www.ecommercetimes.com/
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c EH Module Objective
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This module will familiarize you with: J

» Password cracking

e Password attacks

« ldentifying various password cracking tools
e Formulating countermeasures for password cracking
» Escalating privileges

» Executing applications

e Keyloggers and Spywares

e Spywares and keyloggers countermeasures
» Hiding files

e Understanding rootkits

e The use of Steganography

e Covering tracks
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C/EH Module Flow
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Password Cracking —> Escalating Privileges — Hiding Files
Password Attacks Executing Applications Rootkits
Password Cracking Keyloggers and
Tools Spywares SRR
Password Cracking

Countermeasures —— Covering Tracks
Countermeasures
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System Hacking:
Part |

Cracking Passwords
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C/EH CEH Hacking Cycle

Certified = Ethical Hacker

Enumeration

Cracking passwords Escalating privileges —

— Hiding files

Executing applications <«

v

Covering tracks
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C EH Password Types
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Passwords that contain only letters
« HIJKLMNO

Passwords that contain only numbers
- 758904

Passwords that contain only special characters
* 3@3%!0

Passwords that contain letters and numbers
* ax1500g

Passwords that contain only letters and special characters

* m@roon$

Passwords that contain only special characters and numbers
> @%$47%

Passwords that contain letters, special characters, and numbers
s EIN@8%

CHC: Cracking passwords
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C E H Types of Password Attacks
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password attacks

Four types of

A 4

EC-Council

attacks

{ Passive online } 1

A 4

Active online 2
attacks

A 4

Offline attacks 3

CHC: Cracking passwords

g J
I Non-electronic 4
L attacks
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c E H Passive Online Attack: Wire Sniffing

Certified = Ethical Hacker

Access and record the raw network traffic

Wait until the authentication sequence

Brute force credentials

Considerations:

» Relatively hard to perpetrate
e Usually computationally complex
e Tools widely available

Copyright © by EC-Council
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c E Passive Online Attack: Man-in-the-

Middle and Replay Attacks
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Somehow get access to the communications
channel

Wait until the authentication sequence

Proxy authentication-traffic

No need to brute force

— Considerations:

» Relatively hard to perpetrate
e Must be trusted by one or both sides
e Some tools are widely available

e Can sometimes be broken by invalidating
traffic
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Active Online Attack: Password
CEH

Guessing

Certified = Ethical Hacker

Try different passwords until one works

Succeeds with:

e Bad passwords
e Open authentication points

Considerations:

e Takes a long time

e Requires huge amounts of network bandwidth
 Easily detected

e Core problem: bad passwords

CHC: Cracking passwords
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c EH Offline Attacks
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Offline attacks are time consuming
LM Hashes are much more vulnerable due to smaller key space and shorter length
Web services are available
Distributed password cracking techniques are available
Mitigations:

e Use good passwords

* Remove LM Hashes
* Attacker has password database

Password representations must be cryptographically secure

Considerations:

* Moore’s law

Copyright © by EC-Council
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C EH oOffline Attacks (cont'd)
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Dictionary Attack Hybrid Attack

Try different passwords from a list Start with the dictionary

Succeeds only with poor passwords
Insert entropy:

e Append a symbol
e Append a number

Considerations:

» Very fast

e Core problem: bad passwords Considerations:

e Relatively fast

» Succeeds when entropy is poorly
used
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c E H Offline Attack: Brute-force Attack
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Try all possible passwords:
e More commonly, try a subset thereof

Usually implemented with progressive complexity
Typically, LM “hash” is attacked first

Considerations:

e Very slow
 All passwords will eventually be found
 Attack against NT hash is much harder than LM hash
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c E H Offline Attack: Pre-Computed Hashes
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Generate all possible hashes

Compare with the database values

Storing hashes LM “Hashes”: 310 Terabytes

requires huge « NT Hashes < 15 chars:
storage: 5,652,897,009 exabytes

Solution: Use a time-space tradeoff

CHC: Cracking passwords
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c E H Syllable Attack/ Rule-based Attack/

Hybrid Attack

—— Syllable Attack:
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» Syllable attack is the combination of Brute force attack and Dictionary
attack

 This technique may be used when the password is a non-existing word and
the attacker tries some techniques to crack it

—— Rule-based Attack:

* Rule-based attack can be used when the cracker gets some information
about the password he/she wants to crack

» For example, if the cracker knows that the password consists of the words
and two or three digits then he/she just tries some program to generate
suitable passwords

—— Hybrid Attack :

e A hybrid attack is built on the dictionary attack method
e« Some numerals and symbols are added to the dictionary words

Copyright © by EC-Council
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c E H Distributed Network Attack
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Distributed Network Attack, (DNA) is a new technique to recover password
protected files

It uses the machines across the network to decrypt passwords

The DNA Server is installed in a central location where machines running DNA
Client can access it over the network

DNA Server Features:

e Adds user dictionaries

e Optimizes password attacks for specific languages
e Customizes user dictionaries

 Stealth client installation functionality

e Automatically updates the client while updating the DNA Server
e Controls what clients work on certain jobs

Copyright © by EC-Council
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c E H Distributed Network Attack

| ma mae(CONT'A)

The DNA Manager is installed in a central location

where machines running DNA Client can access it over
the network

DNA Manager coordinates the attack and allocates

small portions of the key search to machines that are
distributed over the network

DNA Client will run in the background consuming
only unused processor time

The program combines the processing capabilities of
all the clients connected to network and uses it to

perform key search on Office 97 and 2000 to decrypt
them

. i Copyright © by EC-Council
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c E H Distributed Network Attack (cont'd)
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Time estimated

Microsoft Word/Excel (One machine would require 56
: Metwork Traffic l Test Statistics [Passwords Tested) | Test per Job Break Down | Te days maximum)

DA, Metwork Traffic DMA Configuration l\"!EIKIITI um Average
L=
|
h

5 Client MNetwork 11 days 5 1% days
10 Client Metwork 5t days |2 3 days
25 Client Network 21 days |1 14 days
50 Client Metwaork 14 days ||V days
100 Client Metwoaork |12 hours & hours

1 hour 12
minutes

BN T T e e

——a - - d - -
-

= i M

—-do_Jd__1__1

& bandwidth uze

1
e e e R
: T 1

_:'_'I__'I__'I__'I__'I

Z_a-_1

1,000 Client Metwork 36 minutes

Adobe Acrobat PDF (One machine would require 40
days maximum)

Client work, unit lenagth [large intervals reduce nebwork. bandwidth consumg DNA Configuration
2 Min

Time

L
IIIIEIlrﬂIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII 5 Clignt Metwork g days 4 days
1 O M | n 10 Client Metwork 4 days 2 days
25 Client Network 1 %% days |20 hours
Network Bandwidth 50 Client Metwork |20 hours |10 hours
{10 Megabit 100 Client Metwork |10 hours |5 hours

{+ 100 MegabBit _ :
(™ 1 Gigabit 1,000 Client Metwork |1 hour 30 minutes

Note: These calculations are based on 500
MHz, Intel® machines.
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c EH Rainbow Attack
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In rule-based attack, password hash table is
generated in advance (only once) and during the
recovery process, cracker simply looks up the hash in
these pre-computed tables

A rainbow table is a lookup table specially used in
recovering the plaintext password from a ciphertext

This attack reduces the auditing time for complex
passwords
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C EH Non-Technical Attacks
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— Shoulder surfing

e Watching someone type his/her password
e Common and successful
e Mouthing password while typing

— Keyboard sniffing

e Hardware is cheap and hard to detect
e Software is cheap and hard to detect
e Both can be controlled remotely

— Social engineering

» Discussed in module 11

CHC: Cracking passwords
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c EH http://www.defaultpassword.com/

Hacker

4 Big bertha says: default passwords - Microsoft Internet Explorer

File Edt View Favorites Tools Help

GBack ~ = - ) fat | @ search [EFavorites fMedia % | ESt M=

Address Iej http: e, defaultpassword, comf

Google - - Search Web - 57 blocked Aokl Options 49
=

default password list

Browse by character: ABCDEFGHIJKELMNOPQRSTUY W XY Z0-9

Search

Manufactor: I dp||
Product: I clpl |

Contribute to the default password list,

Add your own experience
Product: I Rewision: I

Protocal: IMU“i j Access: I

User ID: I Password: I dp||

Last updated Z005-05-02 15:49:08 {GMT+1)
contact at defaultpassword dot com

Manufactor:

‘ﬂl'

5
- wap this site, read more -

=

,’éj Dane

CHC: Cracking passwords
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c EH http://www.cirt.net/cgi-bin/passwd.pl

Hacker

Default Passwords - Microsoft Internet Explorer

File Edit Wiew Favorites

Tools

Help

aBack » = - i (4] ﬁl Qisearch [FFavorites fMedia £4 | By 5 B - 2

Address I&_ﬁ hkkp: e, cirt, nek fogi-bin/passwd.pl

j @Go

Google - |

j| %Search Wb v| @ | EIS? blocked ‘EAutoFill | EOptions v )

CIRT.net

-

Free vulnerability scan
Security Wulnerability scanning & fixing
with LAMguard!

Next-Gen Load Balancing
Load Balancing with Application
Acceleration and Security

Ads by Goooooogle

Default Passwords
Default Wireless 5510s
Cefault Port List

Scurn Security Search

Sugpicion Breeds Confidence

Default Passwords

Cefault IDs and Passwords in Wendor Producks

Hikto Web Scanner

Messus Plugins
SETI-web

More..,

Cuclades Console Connec
Cyclades Info Dizclosure
Cyclades Priv Escalation
MySQ0L Eventurn Backdoor
MySOL Eventurn M55

Ew FileManager Retrieval
cPanel File Retrieval
Panel KES

More...

Latest Mews
Press
Linksfarnigos
Lonate

Mikto Loot!

Search Default Passwords

Search Passwords

CEW Export | AddTUpdate DE

279 Vendors, 14132 Passwords
Biodata 360 Systems 0N
Accelerated Metworks Acer Adaptec
ADC Fentrox Adtech Adiran
Advanced Integration AiwLinke Plus Airenet
Aladdin Alcatel Alied Telesyn
Alinet Allet Alteon
AT Arptron Apache
Apache Project APC Apple Computer
Arrowpomt Asante Ascend r

€]

CHC: Cracking passwords
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c EH http://www.virus.org/index.php?
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The Virus.Org default password database was
created to provide a resource for verified default
login/password pairs for common networked
devices

This database contains default logins and passwords
when the hardware or software is first installed

This database contains default passwords for
equipment and software from many vendors
Including 3Com, Cisco, Nortel, IBM, HP, Compad,
Digital, D-Link, Linksys, Oracle, and Microsoft

cC-Council CHC: Cracking passwords
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c E H PDF Password Cracker
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PDF Password Cracker iIs the program that
cracks the security on PDF documents

Features:

e Supports drags and drops PDF files
e Does not need Adobe Acrobat software

e Supports Windows 98, ME, NT, 2000, XP, and
2003 Systems

Copyright © by EC-Council
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C E H Abcom PDF Password Cracker
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Abcom PDF Password Cracker is the program
that cracks the security on PDF documents

Features:

e Decrypts PDF files protected with the owner passwords

e Instantly removes restrictions on copying, printing, and
other actions with the file @

e Supports drag and drop PDF files . 37
e Does not need Adobe Acrobat software
e Supports Windows 98/ME/NT/2000/XP/2003 systems

e Supports PDF1.6 (Acrobat 7.x) files, including 40-bit RC4
decryption, and 128-bit RC4

Copyright © by EC-Council
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C EH Password Mitigation
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Use the following in place of passwords:

——  Smart cards

e Two-factor authentication
e Difficult to thwart
e High cost of initial deployment

—  Biometric
—
€ \\
. e
e Two- or three-factor authentication ﬂ ct
e Usually defe_ated with non-technical attacks »f/’ \
« Very expensive &
e Prone to failures

Copyright © by EC-Council
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c E " Permanent Account Lockout —
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Employee Privilege Abuse

Employee Name:

Employee Address:

Manager Name:

Department:

Termination Effective Date:

Benefits Continuation:

Termination Reason:

Termination Notice

Employee ID:
Employee SSN:

Manager ID:

Q Yes Severance Package: O Yes

O No O No
Opening unsolicited e-mail Refusal to abide by security policy
Sending spam Sending unsolicited e-mail
Emanating Viruses Allowing kids to use company
Port scanning computer to do homework
Attempted unauthorized access Disabling virus scanner
Surfing porn Running P2P file sharing
Installing shareware Unauthorized file/web serving
Possession of hacking tools Annoying the Sysadmin

. I Copyright © by EC-C il
EC-Council C H C i C raCkl ng paSSWO rdS All Rights Reserved. Reprodu?:?i):)rngistStricZIy Progili)?til(i




c E H Administrator Password Guessing
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Assuming that NetBIOS TCP139 port

IS open, the most effective method of

breaking into 2000/2003 is password
guessing

Attempting to connect to an
enumerated share (ipc$ or ¢$) and
trying user name/password

Default admin$, c$, %systemdrive%
shares are good starting points

Copyright © by EC-Council
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c E H Manual Password Cracking

Algorithm
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1. Find a valid user
2. Create a list of possible passwords
3. Rank the passwords from high probability to low
4. Key In each password

5. If the system allows in — Success, or else try again

' Ujohn/dfdfg peter./34dre45
5 Rudy/98#rt Jacob/nukk
E
|
System Manual Attacker
- 1 Copyright © by EC-Council
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c E H Automatic Password Cracking

Algorithm

Find a valid user

Certified = Ethical Hacker

Find encryptiorTaIgorithm used
Obtain encryp‘ted passwords
Create a list of p;ssible passwords
Encrypt ;ch word
See if thereisa ma;:h for each user ID
@

Repeat steps 1 through 6

Ujohn/dfdfg peter./34dre45

P P
< <

Rudy/98#rt Jacob/nukk

A

Attack Speed 300 words / sec Dictionary Attack

Copyright © by EC-Council
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c E H Performing Automated Password

Guessing
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Performing automated password guessing is easy—simple loop using the
NT/2000 shell for command based on the standard NET USE syntax

1. Create a simple user name and password file

e 2. Pipe this file into FOR command:

«C:\> FOR /F "token=1, 2*" %1 1In (credentials.txt) do net
use \\target\IPC$ %1 /u: %j

-

username password

passwor administrator
~ xyecdf . John

babe me| rebecca

freak you Rumsfield

Copyright © by EC-Council
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CEH Tool: NAT
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The NetBIOS Auditing Tool (NAT) is designed to explore the NetBIOS file-
sharing services offered by the target system

It implements a stepwise approach to gather information and attempt to obtain
the file system-level access as though it were a legitimate local client

If a NETBIOS session can be established at all via TCP port 139, the target
Is declared “vulnerable”

Once the session is fully set up, transactions are performed to collect more
information about the server, including any file system “shares” it offers

Copyright © by EC-Council
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C EH NAT: Screenshot
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[0\ WINNT ' system32',cmd.exe - nat -u usetlist.txt -p pass

[#]——— Obhtaining list of remote MetBIOS names
[#]——— Remote sysztems name tahles:

SYSTEM1YOGI
SYSTEM1YOGI
SOURCE HOMING
SOURCE HOMING
SOURCE HOMING
INet™Services
Got 1

Got 2

_ MSBROUWSE_ Got 2

IS™SYSTEM1YOGI

[#]— Attempting to connect with name: =
[#]——- Unable to connect

[#]——— Attempting to connect with name: SYSTEM1YOGI

[#]1——— GCONWECTED with name: SYSTEM1YOGI

[#]——— Attempting to connect with protocol: MICROSOFT MNETWORKS 1 .63
[#]——— Server time iz Thu Apr 28 B5:36:42 2085

[#]——— Timezone is UTC-7.8

[#]-—— Remote server wants us to encrypt. telling it not to

: I Copyright © by EC-Council
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c E H Smbbf (SMB Passive Brute Force Tool)
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The SMB Auditing Tool is a password auditing tool

for the Windows and the SMB platforms

It makes it possible to exploit the timeout
architecture bug in Windows 2000/XP, making it

extremely fast when guessing passwords on these

platforms

When running a large password file against
Windows 2000/XP, it shows statistics up to 1,200

logins/sec ‘

This means that you could run a commonly used
English dictionary with 53,000 words against a

server in under a minute

Copyright © by EC-Council
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C EH Smbbf Tool
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SMBE - Bruteforcer Ul1.8.4 by <(patrik.karlssonfixsecurity.com?

usage:= smbhhf —1 [options]

—i% IP address of server to bruteforce
Path to file containing passwords
—u Path to file containing users
Server to bruteforce
Path to report file
timeout for connect <default IHBAms>
orkgroupsDomain
Be nice,. antomaticaly detect account lockouts
Be verhose
Protocol version
H — Hethios Mode
1 — Windows 2BHH Hative Mode

Copyright © by EC-Council
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c EH SmbCrack Tool: Screenshot
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v DWW INDOWS, system32h cmd.exe

[usage =1
smhcecrack? <option* [optionl

<option =

IP address of server to crack
Path to file containing passwords
g Path to file containing Password scheme
Path to file containing userstcan replace by option '—d'?
Path to file containing Crack Session Resume Info

WorkgroupsDomain

Beep When Found one password

Timeout for connect {(default FBBms>

Path to log file ¢default log as "ip’ .txt>

Dump Smh Uzer On Uerhose Mode

Dump Smbh Uszer Instead of User File

Count Mumbher For Dump Smh User (Default 284D

Auto Skip Some wunavailahle User (Nice Use with '—d’ Option>
MTLM Authenication <default pure S5HMB Authenication?

Be verbose When Do Embh Password Crack <default off)

Force Craclk Even Found Uzcr Have Bocon Lock {Muzt uzc with *—H'>

Protocol version B-Methios Mode{default)> 1-Win2K Mative Mode
C:»Documents and Settingzs“Administrator. UINDOWS“Dezktop SMB Password Cracker v2l
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c EH Hacking Tool: LOphtcrack
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LC4 is a password auditing and recovery package distributed by @stake software. SMB
packet capture listens to the local network segment and captures the individual login

sessions
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c EH Microsoft Authentication
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NTLM (NT LAN Manager) is a
challenge/response form of
authentication that was the default
network authentication protocol in
Windows NT 4.0/Windows 2000

Microsoft has upgraded its default
authentication protocol to
Kerberos, a considerably more
secure option than NTLM

Copyright © by EC-Council
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CEH LM NTLMvL, and NTLMv2

Certified = Ethical Hacker

Attribute LM
Password case sensitive No
Hash key length 56bit + 56bit

Password hash algorithm DES (ECB mode)

Hash value length 64bit + 64bit

C/R key length 56bit + 56bit +
16bit

C/R algorithm DES (ECB mode)

C/R value length 64bit + 64bit +
64bit

CHC: Cracking passwords
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NTLMv1 NTLMv2
Yes Yes

MD4 MD4
128bit 128bit

56bit + 56bit + 128bit

16bit

DES (ECB mode) HMAC_MD
5

64bit + 64bit + | 128bit

64bit
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c E “ NTLM and LM Authentication on the

Wire

Certified = Ethical Hacker

Authentication Request

v

Server — Challenge - nonce

y 3

LM Response — DES (LM Hash, nonce)

A 4

NTLM Response — DES (Unicode pwd, nonce)

A 4

Server

Authentication Result

y 3
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C EH Kerberos Authentication

Ethical Hacker

Certified

EC-Council

Client

=

I am user "angel” and need a Ticket
Granting Ticket (TGT)

Kerberos Server (KDC)

A J

\ 0
N = ' Here is a TGT
=
-~
P
=
a7
{\‘1‘(}?\1 P
LM <,
Qe 00 .G_,'a{‘G
hy
g ‘é\éa
- -
-7 § Encrypted with
kit - - user's password

program

#kinit angel .

TGT Password for
angel@DELUFE. TEST:
it

Credentials
Cache

CHC: Cracking passwords

|

-~

o

KDC : Key Distribution Center
AS : Authentication Service
TGS : Ticket Granting Service
TGT : Ticket Granting Ticket
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C EH whatis LAN Manager Hash

Certified = Ethical Hacker

Example: Suppose the password is: 123456qwerty

When this password is encrypted with the LM algorithm, it is first converted to all uppercase:
123456QWERTY

The password is padded with null (blank) characters to make it 14 characters in length:
123456QWERTY _

Before encrypting this password, 14 character string is split in half: 123456Q and WERTY _

Each string is individually encrypted and the results concatenated:

* 123456Q = 6BF11EO4AFAB197F
* WERTY =FI1E9FFDCC75575B15

The hash is 6BF11EO4AFAB197FF1IEQFFDCC75575B15

Note: The first half of the hash contains alphanumeric characters and it will take 24 hrs to
crack by Lophtcrack and the second half only takes 60 seconds. LM hashes are not salted

Copyright © by EC-Council
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c EH LM “Hash” Generation

Certified = Ethical Hacker

Padded with NULL to 14 characters
Converted to uppercase

Separated into two 7-character strings

!

Key

Key

<4=mm

LM Hash
Concatenate [ =
Copyright © by EC-Council

Constant ‘

Constant
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CIEH LM Hash

Certified = Ethical Hacker

16-byte LM hash 16-byte NTLM hash (md4)
1st 8 bytes of LM hash 2nd 8 bytes of LM hash
from first 7 chars from second 7 chars

The first 8 bytes are derived from the first 7 characters of the password and the second 8
bytes are derived from characters 8 through 14 of the password

If the password is less than 7 characters, then the second half will always be
OxAAD3B435B51404EE

Suppose, for this example, the user's password has an LM hash of OxC23413A8A1E7665f
AAD3B435B51404EE

LC4 will crack the password as "WELCOME”
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CIEH salting

Certified = Ethical Hacker

Salting technique prevents deriving
passwords from the password file

Stored representation differs

Side effect: defeats pre-computed
hash attacks

Alice:root:b4ef2113bad4303ce24a83fe0317608de02b¥38d

Bob: root:a9c4fa:-3282abd0308323ef0349dc7232¢c349ac Same
Password

Cecil:root:209bel]a483b303c23af34761de02be038Fde08| «—
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C EH Pwdump2 and PWdump3

Certified = Ethical Hacker

[ ] Command Prompt

D= pudump? >pudump?

Administrator:58A:cfbhdbel?e822a346aad3b435h51404ee - d6h5d6f ?42b8ecc 35
Guest:581 :aad3b435h51484eeaad3ib435h51484ee - 31d6cfeddl6ae?31bhY3c52d e
hh:1886:212ad52F 77885 e5aad3ib435h51484ee s 59dealbdilSaacaa47ded42e?956
IUSR_HISHEM:=1881 : b8dch378bdA35780adc/2d01 2h64f B2 66 UcBefBf edc31c691
IWAM_HISHEM:=1882 :c??abaachdl??2el16bh88cfbifh3d8d5h? -Af 394b23d2231cf663
nor:1085::aad3ib435bh51484eeaadlib435h514B84ee-31d6cfeddl6ae?31bh73Ic59dYed
TsInternetlUszer:1888:a51d8clicbPefefBf 72bcBAd50c6288cA-h4P6cf62aB1cd9c

417 [ | d

pwdump3 is a Windows
NT/2000 remote password
hash grabber. Use of this
program requires
administrative privileges
on the remote system

PWdump?2 decrypts a
password or password file.
It uses an algorithmic
approach as well as brute
forcing
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C EH Tool: Rainbowcrack

Certified = Ethical Hacker

Pre-computes all possible
plaintext-ciphertext pairs in
advance and stores them in

the file called “rainbow table”

Hash cracker

:“CEH~Haja“Tools“rainhowcrackrrcrack
RainhouwCrack 1.2 — Making a Faster Cryptanalytic Time—-Memory Trade—Off
by £hu Shuanglei <shuangleifhotmail.com>
http://wuu.antsight .comszsl/rainhowcracks

1zsage : rcrack rainbow_table_pathname -h hash
rcrack rainbow_tahle_pathname -1 hash_list_file
rcrack rainbow_table_pathname —-f puwdump_file
rainhow_tahle_pathname: pathname of the rainbow tabhle(s), wildchard*, 72 supported
h hash: uze raw hash as input
1 hash_list_file: use hash list file as input,. each hash in a line
fF pudump_file: use pwdump file as input,. this will handle lanmanager hash only

example: rcrack *.rt —-h 5d41482abc4b2a?6b?719d9110817ch72
rcrack ®*.rt —1 hash.txt
rcrack = »t —f hash.txt
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C EH Hacking Tool: KerbCrack

Certified = Ethical Hacker

CC» Copyright
C:~>*kerhcrack
KerbhCrack 1.2

crack

—hl
—h2
—h3
—h4
—h5
—ht
—d

E:"-.,'u'-'INNT"-.,Erstenﬂz"-.,cmd.e:-:e
Microsoft Windows 2808 [Uersion 5.HB.21951

1785-26808 Microsoft Corp.

— ¢ 2882, Arne Uidstrom

— http:/sntzecurity.nuwstoolbhox- kerbcracks

Usage: kerhcrack <capture file} <crack mode> [dictionary filel [paszword sizel

modca =

brute force attack with <a-—=. A—
brute force attack with <{a—=. A-
brute force attack with <a—=. A—
bl + swedish letters
b2 + =syedizh letters
b3 + swedish letters

dictionary attack with specified dictionary file

KerbCrack consists of two programs; kerbsniff and kerbcrack

The sniffer listens on the network and captures Windows 2000/XP Kerberos logins

The cracker can be used to find the passwords from the capture file using a brute-force
attack or a dictionary attack

special characters?

cC-Council CHC: Cracking passwords
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C EH Hacking Tool: John the Ripper

Certified = Ethical Hacker

It is a command-line tool designed to crack both Unix and NT passwords

The resulting passwords are case insensitive and may not represent the real mixed-
case password

chn the Ripper Uersion 1.6 Copyright <c?» 1??96—78 by Solar Designer

sage: Jjohn [OPTIONS]1 [PASSWORD-FILES]

zingle "single crack" mode

wordfile:FILE —=stdin wordlizt mode, read words from FILE or stdin
rules enahle rules for wordlist mode

incrementall :MODE] incremental mode [wsing section MODE]
external :MHODE external mode or word filter

stdout [ :LEHGTH ] no cracking,., Just write words to stdout
restore[:FILE] resztore an interrupted session [from FILE]
session tFILE zet zessdion file name to FILE

status[=FILE] print status of a session [from FILE]
makechars :FILE make a charset,. FILE will bhe overwritten

zhow zhow cracked passwords

test perform a bhenchmark

useprs: [-ILOGIMIUIDL...] load this <(these) useris? only

groups: [—1GIDL,...1] load users of thisz Cthese) groupls> only
zhells:[-1SHELLL.. .1 load users with thisz (these? shelldz?> only
salts: [— 1COUNT load =salts with at least COUNT passwords only
format :MAME force ciphertext format MAME <DES-BSDI. MD5.-BF-AFS.-LM>»
zavemem: LEVEL enable memory saving,. at LEUEL 1..3
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C EH Password Sniffing

Certified = Ethical Hacker

Password guessing is a tough task

Why not just sniff credentials off the wire as users log in to a server and then
replay them to gain access?

If an attacker is able to eavesdrop on NT/2000 logins, then this approach can
spare lot of random guesswork

.
!
]
,
-

Ser ver

. : Copyright © by EC-Council
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c E H How to Sniff SMB Credentials

Certified = Ethical Hacker

Run windump (tcpdump equivalent)
with this command:

e windump -nes 0 -w C:\cehfile tcp[28]=0x72
or tcp[28]=0x73 or tcp[40]=0x72 or
tcp[40]=0x73

EC-Council
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c E H Sniffing Hashes Using LophtCrack

Certified

“»

Ele

Ethical Hacker

Toolz Window Help

a|

o

Uscr Nane

| LariMan Password | <2 |HT Password

| LanMan Hash

SME Packet Capture Dutput | YR Packet Capture Dutput

EC-Council

Sauce P || Destination IP
1000025 100009
1000025 10,009
1000025 10,009

1]

Save Captulel Clear Eae:ﬂurel

HS E3
ername | Challerge | Lantdan Hazh | MNT Haszh |
2f62f4582c.. (32ba73edfER2fE58boOf..  YafB9saeBaldbab3233803..
tratar 2E2f4582c.. 2c32792badbada954b77E.. bE13d2Be4cB3282096534.
tratiar 299c1e113..  d4328d84eaa’bB5B88E1a0..  d4328d834eaazbBBB8ET 5. .
K [+

Sawve Capture

Clear Capture

CHC: Cracking passwords

Done |
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C 1, Tool: ScoopLM

Certified = Ethical Hacker

This tool captures LM/NTLM authentication exchange on the network

Supports microsoft-ds, Active Directory, NTLMv2 on NetBIOS over TCP/IP,
Telnet, 11S (HTTP), and DCOM over TCP/IP

HE L P 1%, 140.9.2 Dabh\ HYDOMALN =1 CRZAGATICDTEILSE AOATID
192.388.0.1 152.168.0.2 adminiscratorh 3DCHATH =1 FEDEAI0BASITECET S16422
152.166.0.1 183.163.0.32 guastyEDDMATH L4 BTAIIAEQNDFRERESF |DV285C
L1 | X
hug 2T Z00Z riz40:5% -
AEETEETLTL 1TOEZAETTT 182.148.0.1 192.1488.0.2
HE = 7

=
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CEH

Certified = Ethical Hacker

EC-Council

Password Cracking Tools
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CEH Tool: LCP

Certified = Ethical Hacker

Main purpose of the LCP program is user account passwords
auditing and recovery in Windows NT/2000/XP/2003

Features:

e Account information imports:
Import from local computer
Import from remote computer
Import from SAM file
Import from .LC file
Import from .LCS file
Import from PwDump file
Import from Sniff file
e Passwords recovery:
e Dictionary attack
e Hybrid of dictionary and brute force attacks
 Brute force attack
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c EH LCP: Screenshot

Certified = Ethical Hacker

% LCP - [C:\Program Files\LCP\PwDump01.txt.lcp]
File ‘Wiew Import Session  Help
e DOE nma & i
R Dictiohary attack M Hybrid attack T Brute force attack
Dictionary word: 123 122 dE43 189736 % done
Starting combination: 1234 Ending combination: 12347
Uzer Hame Lk Pagzword MNT Pagsword <0 *14 LM Hazh MT Hazh
Bills YOROHAMA “okaoHama RECDI236D21095CEY... CO4EB42BAFEE114C8..
.-*-.u:lminiatr-:t-:-r SCLCNOSIS SeleNOSIS FACCA4020DICPPE0...  CPC2022D70haraoic...
fredc CRACKPOT crackpaot MEECZBO4BYFE3RA4T ... BOD30OE3ISEDIEFET1S4Z.
b B, a3 " 20428448 Y1 A08AS, . CREE3434F9E3BE FACE. .
williarm [MPLUMITY Impunity DBECEEBCEARDZEBOME... EBEEOFBZEDZ4E885E...
threea B, aaa " 1C342B60939810214,. . E24108942BF38BCFRY ..
E foura " DCFACAARDBCZFZDF...  FARBRAETEFFADFOAF...
Recovering passwords. . 6 of 7 passwords were Found (85, 714%%:)
- 1 Copyright © by EC-Council
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CIEH Too0l: SiD&USser

Certified

Ethical Hacker

SID&User program is SID and user names getting tool for
Windows NT/2000/XP/2003

— Features:

e SID getting for a given
account name

e Getting of an account
name for single SID or
account names for SID
range

EC-Council

@ SIDGUser
SID getting
Camputer name | COMPUTER w E]
Account name: | Adminjstrator v E]

Arcount name getting
Camputer name: | COMPUTER w E]
3ID:|5.1.6.21-1004336345-1677128 »
Accounts number
(*) Single account

() Range of accounts
Starting RID:

Ending RID:

Ready

EBIX]

Events logging
Succesziul connection o the network rezource YWCC

MHame is Administrator

5-1-5-21-1004336348-16771 28483-354 245398-500
Mumber of subauthorities is 5

Damain iz COMPUTER

Length of 51D in memony iz 28 butes

Type of SID iz SidTwpelser

Successiul dizzonnection of the network, resource

< *

Clear ] [ Save as..

uzerdsid, sidduzer © 1938-2004 E voenii Budnyi
SIDED ser © 2003, 2004 nk

CHC: Cracking passwords
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C EH Tool: Ophcrack 2

Certified = Ethical Hacker

Ophcrack 2 is a Windows password cracker based on the faster time-
memory trade-off

It uses the rainbow tables

Ophrack 2.3 supports Graphical User Interface and runs on Windows,
Mac OS X (Intel CPU), and Linux

Features:

e Ophcrack cracks 99% of:
» Passwords of length 6 or less composed by the characters in this set
» Alphanumeric passwords of length 7 (lower- and uppercase)
» Alphanumeric passwords of length 8 (lowercase only)

Copyright © by EC-Council
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c EH Ophcrack 2: Screenshot

Certified = Ethical Hacker

.-ﬂ L hﬂrﬂ‘:k TP e s Tk A, P e T T e T e
6 Bz & %]
| Dump... Load File... Launch Save As Exit About

IID  |USERNAME/LMHASH |LMpasswd1 | LMpasswd2 |NTpasswd

| 501 A N A =t = .
1003 R -
ErHome B windows |[c » Create Folder
Seheson Name: «| Modified
B Filesystem = GETTI U
ECatRoot 01/02/05 B
ECatRoot2 Yesterday
ECom 19/03/04
Econfig 19/03/04
% Add | = Remove| Badhep 19/03/04 3

Select the directory containing the encrypted SAM and the SYSTEM file. |

| = - :

| Statisi (Usually under C:\WINDOWS\system32\config\) |
hash- .
endpq X Cancel | | E50pen

.|

él[ta bles:0-3,13% passwords:3/3 seconds/pw:7.03]
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C EH Tool: Crack

Certified = Ethical Hacker

Crack Is a password guessing program

It is designed to quickly locate insecurities in Unix (or other) password
files by scanning the contents of a password file, looking for users who
have mistakenly chosen a weak login password

Features:

e Uses less memory

» API for ease of integration with arbitrary password file
format

e Brute force password cracker

e Supports Solaris, Linux, FreeBSD, NetBSD, OSF, and
Ultrix

Copyright © by EC-Council
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c EH Tool: Access PassView

Certified = Ethical Hacker

Access PassView tool reveals the database password of every password-
protected mdb file that was created with Microsoft Access 95/97/2000/XP

It can be useful if you have forgotten the Access Database password and you
want to recover it

There are two ways of
getting the password of the
mdb file:

* Drag & Drop
e Command-line

\
-

Limitations:

* In Access 2000/ XP files, this utility cannot recover passwords that contain more
than 18 characters

* This utility shows only the main database password. It cannot recover the user-level
passwords
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c EH Access PassView: Screenshot

Certified = Ethical Hacker

%, pccess PassView

Aocess PazsView «1.12
Copyright 2 2000 - 2002 Mir Safer
Al Rights Reserved.

Get Paszword
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C EH Tool: Asterisk Logger

Certified = Ethical Hacker

Asterisk Logger reveals passwords that are stored behind the asterisks

Features:

e Displays additional information about the revealed password such as the
date/time on which password was revealed, the name of the application that
contains the revealed password box, and the executable file of the application

» Allows you to save the passwords to HTML file

Asterisk Logger | -|0O] x|
File Edit ©Options Help
CFS

Window Title | Passwiord | Dake| Tirme | Application | Execuk
B Inbox - Increditail xe - Main Identity  passoik7 781 16/06/2003 19:035:23 IncrediMail Application F:\Prog
[=]site Settings for kestl passwardl 16/06/2003 19:02:24 ZukeFTP F:\Prog
44 iSite Settings for test? passwordz 16/06/2003 19:02:21 ZukeFTP

'-.-'-.-'in'-.-'NC: Zurrent User Properties Trf44514 16/06/2003 19:02:44 MM server For Win3z2 F:\Prog
1
4 itemis), 1 Selected

. i Copyright © by EC-Council
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c EH Tool: CHAQOS Generator

Certified = Ethical Hacker

CHAOQOS Generator is a tool that £ Chaos Generator

generates passwords of any length | ¥ Upperletiers Quantity

v Lower letters
and character content % Nurbere Length

Generate

Save...

| Special symbals

Open...

J2gQHGQsumVzkIE0OGUS
lzgMVE3BWEdAaOjvhiulN
uxcowEjcS5¥sqLzPPEifb
LgSCvBIO /EAFSYtUYYsW
UvXgBIEDgORARARRUOZhdw
3NRiqcXPcJvzEciEX90z

It creates alphabetic, numeric,

alphanumeric, or all keyboard

characters passwords of user-
defined lengths

cC-Council CHC: Cracking passwords

Abhout, .

Help...

v Exit
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C EH Tool: Asterisk Key

Certified = Ethical Hacker

Asterisk Key shows passwords hidden
under asterisks

Features: W

)

e Uncovers hidden passwords on
password dialog boxes and web
pages

 State-of-the-art password recovery
engine: All passwords are
recovered instantly

e Supports multilingual passwords

e Full install/uninstall support

cC-Council CHC: Cracking passwords

2 Asterisk Key - Reveals hidden passwords
File Edit Help

Recover Support

Searching for pazsword edit boxes. .. J

Window: Confirm Pazsword
Paszword: [Master] (no bracketz] <Copy

Searching open web pages far pazswords. ..

Wwieh Page: http:dfmail yahoo.cam
Paszword: [ightning] (ho bracketz] <Copys

Click the recower buttan ko start again.

[

Ready

Copyright © by EC-Council
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c E H Password Recovery Tool: MS Access

Database Password Decoder

Certified = Ethical Hacker

The ‘MS Access Database Password Decoder’ utility was designed to
decrypt the master password stored in a Microsoft Access database

F- MS Access 2000 Password X|

Database: protected2K.mdb
Password: cantgetinl23

Done
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c E H Password Cracking Countermeasures

Certified = Ethical Hacker

Enforce 8-12 character alphanumeric passwords

Set the password change policy to 30 days

Physically isolate and protect the server

Use SYSKEY utility to store hashes on disk

Monitor the server logs for brute force attacks on user
accounts

Copyright © by EC-Council
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c E ' Do Not Store LAN Manager Hash In

SAM Database

Certified = Ethical Hacker

Instead of storing your user account password in cleartext, Windows generates
and stores user account passwords by using two different password "hashes"

When you set or change the password for a user account to a password that
contains fewer than 15 characters, Windows generate both LAN Manager hash
(LM hash) and Windows NT hash (NT hash) of the password

These hashes are stored in the local Security Accounts Manager (SAM)
database or in Active Directory

The LM hash is relatively weak compared to the NT hash and so it is prone to
fast brute-force attack. Therefore, you may want to prevent Windows from
storing an LM hash of your password
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c E H LM Hash Backward Compatibility

Certified = Ethical Hacker

Windows 2000-based servers and Windows Server 2003-based servers can
authenticate users who connect with computers that are running the earlier
versions of Windows

Windows 95/98 clients do not use Kerberos for authentication

For backward compatibility, Windows 2000 and Windows Server 2003 support:

 LAN Manager (LM) authentication
e Windows NT (NTLM) authentication
« NTLM version 2 (NTLMv2) authentication

Copyright © by EC-Council
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c E H LM Hash Backward Compatibility

(cont’d)

Certified = Ethical Hacker

The NTLM, NTLMv2, and Kerberos all use the NT hash, also known as the
Unicode hash

The LM authentication protocol uses the “LM hash”

It is best to prevent storage of the LM hash if you do not need it for
backward compatibility. If your network contains Windows 95, Windows

98, or Macintosh clients, you may experience the following problems if you
prevent the storage of LM hashes

Copyright © by EC-Council
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C EH How to Disable LM HASH

Certified = Ethical Hacker

Method 1: Implement the NoLMHash Policy by Using Group Policy

e Disable “Network security: Do not store LAN Manager hash value on
next password change” in Local Security Policy = Security Options

Method 2: Implement the NoLMHash Policy by Editing the Registry
 Locate the following key:

e HKEY_ LOCAL_ MACHINE\SYSTEM\CurrentControlSet\Control\Lsa
e Add Key, type NoLMHash

Method 3: Use a Password that is at least 15 Characters Long

e Windows store an LM hash value that cannot be used to authenticate
the user

Copyright © by EC-Council
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c E H Password Brute-Force Estimate Tool

Certified = Ethical Hacker

USE TO ESTIMATE TIME FOR THE MORE DIFFICULT BRUTE FORCE ONLY
(DICTIONARY LOOKUP ATTACKS WHICH ARE TRIED USUALLY FIRST TAKE SECONDS
AND GET AN AVERAGE OF 25% of ALL PASSWORDS)

0 MandyllonLabs Veb Site

Character

Had Dyisee “how to use this calculator tah): et Size Entropy or Keyspace of password

Upper Case Letters 26 676

Lowver Case Letters 26 676

Mumbers 10 10

Special Characters 32 1

or Purely Random Combo of Alphaumeric G2 1

'Y Random Combo of AlphaMumeric/Special 44 1

DRD SUBJECT TO A DICTIONARY ATTACK 5 1
password length in Characters |G 4569760 or

| 4 million combinations|

- I Copyright © by EC-Council
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CIEH syskey Utility

Certified = Ethical Hacker

The key used to encrypt the passwords
is randomly generated by the Syskey

F'la Edt "-"EMI Tmls HB]:I

util ity [ A1l Folders [ Contents uf':ﬂiFlnmy[ﬁT
ﬁ Deﬂm 4 |-.I|I-u-\.n. C‘u-u-\.l Toamm I L m
My Compuler  peme Account “ﬂ‘ﬂhﬂ“ Key [%]
| ) My Comp — aam 10:33 &M
3D e Floppy ML | Chatup P9/01 1056 &M
‘_ i L Tk HeauTes B ipEsswad 0 Belertened i mE ErE e 00 T1:51 Ak
= e ;ljlmm : o D9/ 352 &M
. . bl fullhe et e R340 10:02 &b
Encryptlon prevents compromise of i ﬂ 'F'J;':Z u i : B9/ 11:44 4
=+, i B30 11:49 &M
- d |
the passwords aB * | e 1134
=00 M < DA/ 1015 &M
i oo o (¥ System Generated Passward 1 P90 10018 AM
=R (" Shore Startup Key on Floppy Dizk F7AN 248 PH
[0 U 0t Fequres & Floppye dzk b be mserted duing
E{ W | sshem shat.
67 Recycfed EI B b e e e R e R
« : : S Tep | (> Siore St ey Locall
- . Stores a key &t part of the operating sysbem,
Syskey uses 128-bit encryption to _ v Sliee Sl ot moreoin s
L shai,
encrypt the system hash o i IF)
=& (6] E—I
(=] Cambial Parel = Ok Cancel |
1| ) Ex) |
|1 abject(z] selected |531KB

S start| g Fushor 33| Gy Exploing .| 0w [[Securing b... | (= Conal P [ &7 syskerzb | [ 259

Syskey must be present for the system
to boot

Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited

CHC: Cracking passwords

EC-Council




CIEH AccountAudit

Certified = Ethical Hacker

AccountAudit enables network administrators to examine user
account database of a Domain Controller in a Windows
Domain

It can report on common security risks such as accounts
without password, locked accounts, accounts with non-
expiring passwords, and other scenarios

AccountAudit also includes an account information tool that
allows to review information for specific user accounts

The reports are generated in HTML format and includes
notes, recommendations, and risk ratings

cC-Council CHC: Cracking passwords
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c EH AccountAudit: Screenshot

Certified = Ethical Hacker

&, AccountAudit™ by Hammer Software ©2006
File Tools Help

@ Account Audit”
&7

Audit Settings

Comgary Name | ]

Account Source

(%) Domain Contraller () Account Database File

Save Databasze

[] Save Account Database File
| I [ Browse ]

Progress
I 0% |

Total Accounts Processing Account ;

Account Name

Audt | | bt |
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CEH

Certified = Ethical Hacker

Copyright 2002 by Randy Glasbergen. www.glasbergen.com

%)

elA EN

“I don’t have to wait for my television to boot up!
I don’t have to wait for my stereo to boot up!
I don’t have to wait for my microwave to boot up!”

) Copyright © by EC-Council
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Certified = Ethical Hacker

Copyright 2001 by Randy Glasbergen. www.glasbergen.com

— =

“Crashing is an expression of hostility against your
network administrator. Though you appear to be
uncooperative, it’s actually a desperate cry for help.”

) Copyright © by EC-Council
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Escalating Privileges
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C/EH CEH Hacking Cycle

Certified = Ethical Hacker

Cracking passwords ¢ Escalating privileges

Hiding files

EC-Council

v

Enumeration

Executing applications <«

Covering tracks
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c EH Privilege Escalation

Certified = Ethical Hacker

If an attacker gains access to
the network using a non-admin . .
: This is called privilege
user account, the next step is to :
) . : escalation
gain privileges higher than that
of an administrator
I can access the network using John’s user -
(13 A k) A = f) %
account but I need “Admin” privileges® -
‘ ’ Network %
Attacker N—
- 1 I\/1 C ight © by EC-C il
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C E H Cracking NT/2000 Passwords

Certified = Ethical Hacker

SAM file in Windows NT/2000 contains the user names and encrypted passwords. The
SAM file is located at %systemroot%\system32\config directory

The file is locked when the OS is running

Booting to an alternate OS

 NTFSDOS (www.syslInternals.com) will mount any NTFS partition as a logical drive

Backup SAM from the Repair directory

e Whenever rdisk /s isrun, acompressed copy of the SAM called SAM._is created in
Y%systemrooth\repair. Expand this file using c:\>expand sam._ sam

Extract the hashes from the SAM

» Use LOphtcrack to hash the passwords

Copyright © by EC-Council
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C EH Active@ Password Changer

Certified = Ethical Hacker

Active@ Password Changer is a DOS-based solution designed
for resetting the local administrator and user passwords on
Windows XP / 2003 / 2000 / NT systems

Boot the target computer using A@ctive formatted

floppy/CD-ROM and change the password located at the
SAM file

Other Windows login security restrictions like 'Account is
disabled’, 'Password never expires', '‘Account is
locked out’, 'User Must Change Password at Next
Logon' and 'Logon Hours' can be changed or reset

With Active@ Password Changer, you can log in as a
particular user with a blank password

Copyright © by EC-Council
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c EH Active@ Password Changer:

- Y Screenshots 1

Active@ Pazsword Changer[c] Bootable Dizk Creator

Dirive to format Additional Drivers
s = [v Add JSE suoos
lfé e

i Add CO-
[LISE or Floppy Disk | v Dirive to format Additional Dirvers
Flease insert an empty disk ta the sele 6 Removable: [4: = Iv Add USE support
and click 'START' to begin bootable di
[USE ar Floppy Dk ] [ Add CO-ROM support
START
| |
2005 [c] Active Data Recoveny Software sTaF

Active@ Pazsword Changer[c] Bootable Dizk Creator

2005 [c] Active Data P Dirive to format Additional Crivers
FRemowvable: |&: = [v AddUSE support

[ USE or Floppy Digk: ] W Add CD-ROM support

CLOSE

2005 [c] Active Data Becovery Software

Copyright © by EC-Council
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c E H Active@ Password Changer:
Screenshots 2

Active@ Password Changer v.3.8 (build 8277) Active@ Password Changer v.3.8 (build 8277)

Certified = Ethical Hacker

Logical drives list:
OPTIONS:

1 Choose Logical Drive NoiHDD:iPartition: Type i Disk Label: Size (Mb)

2 Search for MS SAM Database(s) on all hard disks and logical drives (8) a) FAT16 BO OT 283
(a) (1) NTF3S WINZR 4982
3 Exit (1) a) FAT16 P_FAT 996
(1) (1) FAT32 P_FAT32 996
(1) (2) NTFS P_NTFS 996
(1) (3) NTFS BIGCLUSTER 1186

Your choice:
Your choice (8..5 or AILJIAD]: [1]

Press Esc to exit Press Esc to exit

1999-2885 (C) Active Data Recovery Software WHK. passWord-changer. coMil1999-2885 (C) Active Data Recovery Software WHH. passuWord-changer. com

Active@ Password Changer v.3.8 (build B277) Active@ Password Changer v.3.8 (build B8277)

M5 SAM Database(s) on all Logical drives: USER LIST
M5 SAM path: SHINNTSSYSTEM3Z2“\CONF IG>sam Total users: 8887
at disk(B)partition(1)Label<HINZK>, FS: NTFS

oiHDDiPartition: Type i Disk Labeli M5 SAM Database Path

RID iUser Name i Description

=
(=]

() ) FAT16 BO OT “WIN_CNSYSTEM3Z2N\CONF IG\sam
(|a) (a) FAT16 BO OT “TESTHIN:SYSTEM32“CONF IG>san
() ) FAT16 BO 0T NUSERWINNSYSTEM32\CONF IG\samM
() |) FAT16 BO OT “WNTNSYSTEM32\CONFIG:xsam

(|a) (a) FAT16 BO OT ~INI_MI™1~S5YSTEM32\CONF IG~sam
(|) @) FAT16 BO OT NINI_MIT25~SYSTEM32\CONF IG~sam
(|) 1) NTFS HINZK SHINNTSNSYSTEM32NCONF IG\sam
1) | FAT16 P_FAT NWIN_FN\SYSTEM32\CONF IG\sam
(1) (@) FAT16 P_FAT “~HIN_C~SYSTEM32~CONF IG sam

HeABv1f4 Administrator Built-in account for administering the comp
B#a8883e8 puv Senior Admin

ABRBR3f2 KUhite Network systems engineer (IT Department)
88888313 MBrown User support (level 1)

#8ABB1f5 Guest Built—in account for guest access to the co
B88BB3ec RBartolucci cio

B868883ed LDombrowsky Field engineer

B888883ee EParsons UrbanSoft Inc., Vice President

B88BB3ef MMeilleur Liberal MPP for Dttawa-Vanier and Minister
BAB8BB3fA RPatten RTA Business division security officer

WA WN =@

LN aWN=®D

here are 9 MS SAM databases detected. Choose the one to process.
Your choice (8..8)[8]1: [_]

Press Esc to exit Your choice: [2]

Press Esc to exit or PgUp/PgDown to scroll User List

1999-28685 (C) Active Data Recovery Software WHH. password-changer. com
Y P g 999-2885 (C) Active Data Recovery Software W . passHord-changer . com

e CHC: Escalating privileges Copyright © by EC-Council
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CEH Active@ Password Changer:
| e OCFEENSOLS 3

Active®@ Password Changer v.3.8 (build 8277)
User’s Account parameters:

MS SAM Database: (B)(1)<HINZE>NWINNTNSYSTEM32~CONFIGxsam

Full Mame :"Rarolime White" Active@ PassWord Changer v.3.8 (build 8277)

Description: 'Network systems engineer (IT Dep \
Existing: Change to: User’s Account parameters:

[ 1 [ 1 User must change pass
[%1 [%] Password never expire MS SAM Database: (B)(1)<HINZR>NHINNTNSYSTEM32\CONFIG\sam

[ 1 L1 Account is disabled
[ 1 [ 1 Account is locked out Full NHame :"Karoline White"
%1 Clear this User's Pas Description:"Network systems engineer (IT Department)”
- Existing: Change to:
[ 1 [ 1] User mMmust change password at next logon

rwa roa

PgDn to view or/and change per Active® Password Changer v.3.8 (build 8277)
User's Account parameters:

Press Y to save changes and ex MS SAM Database: (@) (1)<HINZK>\UINNT\SYSTEM32\CONF IG\sam

1999-2885 (C) Active Data Recovery Softmare Pull Nawe : Karoline Hhite . .
— Description:"Network systems engineer (IT Department)

Existing: Change to:
[ 1 [ 1 User must change passuword at next logon
[X] [X] Password never expires
[ 1 [ 1] Account is disabled
[ 1 [ 1] Account is locked out
[X] Clear this User’s Password

Pgn to view or/and change permitted logon hours

Press Y to save changes and exit or Esc to exit without saving

999-2885 (C) Active Data Recovery Software HHH. passWord-changer, com

- 1 I\/1 C ight © by EC-C il
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c E H Privilege Escalation Tool: x.exe

Certified = Ethical Hacker

char code[] =
::ZXESEX?EXW"{XBoExooﬁl:\xBBI;;;II"-.,xe?erBﬁ:ﬁxbaExc:-o:-:I:x:go:l:.,xo;::&xﬁg&xoiﬁxﬂxxgé"u
This tool, when executed  ssyryotxtobias waziessyse\nas 4 b s dfigs\odas ad
on remote systems U i R e e b bk
xff\e7d\roq \xo8ge \xdfixroixed \xef\xBe oo \xoo \xoo kB gt o
y ! "o\ xofrd 7 ad \roc\xes e\ el oo \noo koo \xBo gt 1"

Creates a user Ca”ed “X” "“rathmeo\ron\xdb\ng s\ mgo \neB \xre\noo\x T \noo \naB 7 \no o\ mdfi oo

“reBinre\xoo\rdt\xoo\xoB koo \nT g\ koo \naB e\ koo koo oo kel

I IAVEL "“wwadhroo\xéonoo ke ing1\ koo \ubq \ oo xBo ks wic kg o\ ka8 s B Hoo"
Wlth a password Of X :::I.:XOO‘:HXOO‘.}xaQM,IHXEIHHXBBQ\}xquHX1B‘}X‘ﬂaﬁ.}xoﬁfxo?,IHXE?.}};&OH}EEOHXESEEOHX"EO”
and adds the user to the :%X;B?X%aﬁxfﬁélH}éié’axiﬂé%xg{%fxx551axéfﬁix%axﬁﬂqx?ﬁxﬁxaaafotu"
ad min IStratO r’S g rou p ""-.,bi"-.,E:'}'o"-.lxﬁlic"-.lxad?.,xBb"-.,:x:40?.,}{oB"-.;:5e"-.,:x:c23"-.,5«;oq”-.,:x:oo“-.,x53”-.,x55”-.,x56"-?x5?"-.,x8b"
"rdchxeqi1BxBbi\ngs oo xBb ks a\nog 7 o1 \rea\1Bb s ga 1 B Gb"
"xoahxzoixolixebixes oz g0t xBbixaa \xBb\snot ke g1 el e g1
"“xeotxach\xaBixeo \xTa \no7 o \nefnod ko1 \ne P seb \mfz s ab a7 a2y
"“a1ghrrsirer\xob\ncatxeq \nor\xeb\xda\xBb oo \sgb \xBbsgaric 01"
::Exebtxﬂb}xoq}xﬂbﬂxeﬂxeEi"-.,xeb"-.,xoz“\x31ﬁxceﬁx89”\xea"\x5ﬂx5e"\x5d"-.,x5b"

xozhxogqixoo";

«

int main(int arge, char **argv)
1

int C*funct)(l;

funect = (int (*300) code;

(int);*funct)(l;
I

Copyright © by EC-Council
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CEH

Certified = Ethical Hacker

Copyright 2005 by Randy Glasbergen.
www.glasbergen.com

GLSBERGEN

“Information security is a big deal at my office
so sometimes we have to communicate in code.
We have 37 different symbols for the word ‘jerk’.”

) Copyright © by EC-Council
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CEH

Certified = Ethical Hacker

EC-Council

2001 Randy Glasbergen.
www.glasbergen.com

“Opportunity paged me, beeped me, linked me,
e-mailed me, faxed me, and spammed me.
But I was expecting it to knock!”

Copyright © by EC-Council
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System Hacking:
Part Il

Executing Applications
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CIEH CEH Hacking Cycle

Certified = Ethical Hacker

Cracking passwords

Hiding files

EC-Council

v

Enumeration

Escalating privileges —

Executing applications pm

Covering tracks
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CIEH Tool: psexec

Certified = Ethical Hacker

Lets you execute processes on other systems remotely
Launches interactive command prompts on remote systems

G:~CEH*~Haja“~Tools*mahendran>Tools“psexec *psexec

PsExec vl.41 — execute processes remotely
Copyright (C) 2001-2883 Mark Russinovich
wuw . sysinternals .com

PzExec executes a program on a remote system,. where vemotely executed console
applications execute interactively.

Usage: psexec [S“computerll-o wser [-p psswdlll-si-ell-ill-c [fi-w]ll[-dl[-<priority>ll-a n,.n...-.] cmd [arguments]
computer Dirvect PzExec to »un the application on the remote
computer. If you omit the computer name PsExec runs
the application on the local system.
Specifies optional user name for login to remote
computer.
Specifies optional password for uzer name. If wou omit this
you will be prompted to enter a hidden password.
RBun the remote process in the System account.
Loads the specified account’s profile.
RBun the program so that it interacts with the desktop on the
remote system.
Copy the =zpecified program to the remote system fopr
execution. If you omit this option the application
must he in the system path on the remote system.
Copy the specified program even if the file already
exiszts on the remote system.
Copy the specified file only if it has a higher version numbher
or iz newer on than the one on the remote system.
—d Don’t wait for process to terminate <non—interactivel.
—priority Specifies —low, —belownormal, —abovenormal., —high or
—realtime to run the process at a different priority.
—a Separate processzors on which the application can pun with
commas where 1 is the lowest numhered CPU. For example.
to run the application on CPU 2 and CPU 4, enter:
ll_a 2_4!!
program Hame of application to execute.
arguments Arguments to pass (note that file paths must he
abzsolute paths on the target system).

el CHC: Executing applications Copyright © by EC-Council
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C EH Tool: remoexec

Certified = Ethical Hacker

Ya Remoxec

File Help

Computer

l7.0.0_1

[Domaint ] Aoccount

A2dministrator

Pas=word

T E

Program

E:Zwtest

Execute

ool CHC: Executing applications

Executes applications remotely

You should know the
following:

e |P address, the account name, and
password, to run the application

Copyright © by EC-Council
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C EH Ras N Map

Certified = Ethical Hacker

Ras N Map can maintain a database of all your RAS connections and
machine names/IP Addresses

With this tool, you can establish a dial out RAS connection and map
up to 12 drives at once

It is easy to get extended details on remote volumes

Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited
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c EH Ras N Map: Screenshot

Certified = Ethical Hacker

¢ » Group Mame: Los Angeles PD

Eile BRAS Map Met Group Miew  Pipe Tools ©SVersion Misc Help

EC-Council

CHC: Executing applications
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CIEH Tool: Alchemy Remote Executor

Certified = Ethical Hacker

: x|
Alchemy Remote Executorisa  fe mogan Help

system management tool that ODEE »n ?
allows Network Administrators

to execute programs on remote i, - L
edzE SPEC] 2 program You WiEn o rdn an e remole CompUuters, aoptorngl Worklin Ir
network computers e remote compuis il s t ;

[lozal far the remote computers] and optionally the lizt of additional files that should be copied

Fragram lEnmputers] F'ru::gress]

b the remote computers before execution:

Command Line: ||

YWhorking directany: |

[optianal, blank in most cases)

Prog ram exeCUteS on mu Itl ple Additional files [the files that should be copied to the target machine before
re mOte com pute rs the program execution]:
simultaneously hdd

Dielete

Copyright © by EC-Council
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C/EH Emsa Flexinfo Pro

Certified = Ethical Hacker

Emsa FlexInfo Pro is a system information
and diagnostics tool that allows you to access
a system details and settings

It includes a real-time CPU and memory
graph, as well as CPU speed test and memory
test tools

It includes several useful networking utilities
(Bandwidth Monitor, Ping, Whois etc.) as well
as an atomic time synchronizer, a browser
popup blocker, and a basic keylogger

Copyright © by EC-Council
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c E H Emsa FlexInfo Pro: Screenshot

Certified = Ethical Hacker

™ Emsa Flexinfo Pro v1.0 Build 125

O e e NN T ET N YT YLy ¥

pre— vaes ~
N Basic Input Dutput Systems BI0S Date: 0819403 10:23-50 Ver: 08.00.08

8 Descoption BIOS Dake: 0541803 10:23-50 Ver: 08.00 .08

Current Languoge enfliSjsodihs-1

¥ nstalabie Languages 1

Manufacturer American Megatrends Inc

o ame BADS Date: 09419403 10:23.50 Vier: 0B 00.08

8 Crimary BIOS? True

 serial Number 066361

i suBI0s B10S Version 2002

[ SHBIDS Major Version 2 : .
SHBIOS Minor Version 3 | Wi HTML Hep-mt : r.-h EiSd DigkCheck E
E- o bl Jiiiii-iiilell ‘II.I'IJI.II.J.II.I.J.:I dmkjldilL L -
[ System Information | Advanced Information | Network tools | Benchmark || Status | % i .::;&L: HiEH
| e e 1 e

Disk Drives |  CD-ROM | 1DE Controller

Keyboard I Logical Disks I Motherboarnd |_ Merwaork Adapter of your system. This section works on most recent
PrF Entities I POTS Modems I Printers I Sound oparating systams, like NTI2003KP, bul not on older

Parallel Port | Serial Ports | USB Controllers | System Drivers || 9% versions.

Desktop Monitor ] Video Conbroller ] Logcal Memory ]Dpl:ranng System Tip: It i very important that you read the Information
Processes | Environment Str. | DM, | IRG in the Readme.text file conceming this section,
Davice Memory l Fort Resources 1 Services _I_'I‘ermmai Sarvices | Defore using it.

TimeZonea I User Accounts |

T [HRE] R FEE LE T T T L L PSS LR PR T P KL LI T TF T LTI
T

- a Website iz Readme

Copyright © by EC-Council
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c EH Keystroke Loggers

Certified = Ethical Hacker

If all other attempts to sniff out domain privileges falil,
then a keystroke logger is the solution

Keystroke loggers are stealth software packages that are
placed between keyboard hardware and the operating
system, so that they can record every keystroke

There are two
types of keystroke
loggers:

» Software-based
 Hardware-based

ool CHC: Executing applications
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c EH E-mail Keylogger

Certified = Ethical Hacker

This keylogger captures keystrokes and sends them to an e-mail
account

El x|
SC-KeyLog Engine Builder SC-KeyLog Engine Builder

SC-EeyLog offers e-mail functionality, The logfile can optionally be sent to wour Select the item: to be included in the lagfile.

e-mailladdress with a custom interval. The kevlagger will anly attempt ta zend
the logfile when the host machine i@ connected to the internet. — K.eyboard

...............................

¥ Contral keys [T Log<BACKSPACE:
W Timesdate

j — Mousze

W Mouze clicks

¥ Use E-bail

Your e-mail address:

Send even: 1:0:0 [days : hours : rninkes)]

— Programs

¥ Program executiontermination

Advanced....

< Back I Mewt » I Cancel | Help | < Back I Mest » I Cancel Help

. 1 1 1 ight © by EC-C il
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C EH Revealer Keylogger

Certified = Ethical Hacker

Revealer Keylogger tool records keyboard inputs

Revealer Keylogger's powerful log engine logs any
language on any keyboard and perfectly handles
dead-keys

Features:

Powerful log engine
Full invisible mode
Password protection
Send log files via e-mail

Copyright © by EC-Council

EC-Council CHC: Executl ng appl Ications All Rights Reserved. Reproduction is Strictly Prohibited




'™

c EH Revealer Keylogger: Screenshot

Certified = Ethical Hacker

'hi, this is testing
I want to check if this keylogger really works

Tooks Tike it works :p

W Revealer Keylogger Free

: £
MG e @[, w ool B @

Time Process Title

17:27:29 notepad.exe  Unkitled - Notepad
17:27:41 notepad.exe  Unkitled - Notepad
17:27:53 notepad.exe  Unkitled - Notepad

Text
ki, this is kesting

I want ta check if this kevlogger really works
looks like it works (P

Monitaring

el CHC: Executing applications Copyright © by EC-Council
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c E H Handy Key Logger

www.handy-keylogger.com

Certified = Ethical Hacker

Handy Family Key Logger logs everything typed on a monitored
computer

Recorded system keys are automatically highlighted in logs and replaced
with the keys' snapshots

It captures all keystrokes, monitors clipboard and Internet activity,
records snapshots of desktop activity easily, and sends logs to your e-

mail

Features:

e Captures all passwords
» Records chatting and instant messaging
e Monitors Internet activity

Copyright © by EC-Council
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c E H Handy Key Logger: Screenshot 1

Certified = Ethical Hacker

andy Keylogger

) Start keylogging ) Stop keylogging [ Register Help
L s L L

‘ Preferences Yiew logs Clear logs Abouk
OGGER

your PG with ease

General settings Save options

I:‘ Enable monitaring warning at startup Enable graphics clipboard monitaring

Enable text clipboard ronitaring

WEBR activity interval (seconds]: 20 = DGragscale snapshots

Snapshots making interval (min): | g = |:| Replace systern kevs with images in logs
Snapshots making quality, % (min = max) Protect password:

| . . . . 9 . . . . , EEEN

E-mail sending settings Wizard
Send logs frormn: |widestep@grnail.com Send logs to: widestep@armail, com

SMTP zervar: gsmtpl?l.google.com W | SMTP server port: 25 =
Logs e-rmail interval (hours): 1 & | Letter size limit (Kb): 500 %

To enable e-mailing logs, set a positive "Logs e-mail intarval", specify your SMTP sarver
detailz and wait for your logs to arrive, Refer to the manual for details and help,

engine running... Copyright (c) 2001-2005 WideStep Software

Copyright © by EC-Council
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c E H Handy Key Logger: Screenshot 2

Certified = Ethical Hacker

Handy Keylogger

L) Start keylogging ) Stop keylogging

Preferences Wiew logs Clear logs About

LY Register (£ Help

OGGER

your PG with ease

Date picker

June, 2004 Wiew logs for the following dates:

24-06-2004 ~

1 2 2| 4 mm 23-06-2004
Z2-06-2004
ARy mm 01-06-2004

14 15|16 17|18 m“ 02-06-2004

21| 22 [EE) 24 25 m 03-06-2004
28| 29| 30 04-06-2004
[ | 05-06-2004 v
{J) PREV  month MEXT Q Add date: () previous month (®) day
¥iew logs nowr Add date Remove date Clear list

To view the logs, first add dates (double-click, ar highlight and press "Add date™) to logs 0
generator and press "VWiew logs now", logs for these dates will be shown, To switch months, |
press "Prev" ar "Mest", or use the drop-down menu of the Manth button, You can add whale

months ar single days, For more details, please, rafer to the manual, /

Copyright (c) 2004 Wide Step Sofbware
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c EH Ardamax Keylogger

Certified | Ethical Hacker WWW . a— rd am a-X . CO m

Ardamax Keylogger is a keystroke recorder that captures user's activity
and saves it to an encrypted log file

Logs can be automatically sent to your e-mail address; access to the
keylogger is password protected

Features:

 Invisible mode makes it absolutely invisible to anyone
» Keylogger can send you recorded logs through e-mail
e Can upload recorded logs through FTP delivery

e Chat monitoring

Copyright © by EC-Council
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c E H Ardamax Keylogger: Screenshot 1

Certified = Ethical Hacker

@ Ardamax Keylogger 2.71 &J
General | I—Dg
L Leg ]
2 Invisibility |
. ) [ View log...
0Lt @ Ardamax Keylegger 271 [ﬂ_hJ
@ Web Update
_ _ Clear log... General | Email
& Options
Delivery |
[Z» Control Send To:
Keystrokes Log size: 2 - user @example.com -
e , [ | Email ] pie. 5
Web Log is empty
Chat Log is empty & FIP Send From:
Delivery Mo screenshots #3 Network john @yahoa..com
Menitering SMTP Host: Port:
smtp.example. com 25 Find
sername; Password:
b Lser -----------|
Monitaring
0K ] | Cancel | | Help |
) . : : : Copyright © by EC-Council
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c EH Ardamax Keylogger: Screenshot 2

Ethical

Certified

&l o

{ AN P

Bowkeoars rasm

iarsina T

i L
e e

£l sl

Faady

Hacker

— L
LEER LLFS
LR L g .
LRSI LUTEY
PR L =
= LT
5] Lt g
W2 gt 00T LE1] i

gl

Al Koy F T
Caphures B Ut By D b e

Arciarr Keplonoe o an bl ey e if
oy Bl The kag N can
RSgfetrurg 400 oo (ampuber Wit oo e v

Ut B monbor your Gds

B wored a5 @ bestor y

EC-Council

|
|
Maenitoring |
[} Control l

8 Screenshots

# Chats

=
.:.-sn.—m Ky teapipn iy o pidr
@ Ardamax Keylogger 2.71 [&J
General Control
Delivery

+ | Enable keystrokes logging

+ | Enable Input Method Editor logging
| Enable Clipboard logging

| Enable Web Activity maonitoring

| Enable screenshots capturing

+ | Enable chat logging

Ok

] | Cancel | | Help |

CHC: Executing applications
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c EH Powered Keylogger

Certified | Ethical Hacker WWW . mykeyl Og g e r . CO m

Powered Keylogger iIs a driver-based
software keylogger that secretly captures
keystrokes, mouse clicks, and passwords

It tracks sent and received emails,
monitors Internet activity, and logs
launched applications

Powered Keylogger is undetectable by a
list of firewalls and antivirus software

Copyright © by EC-Council
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Certified = Ethical

Powered Keylogger: Screeshot

Hacker

Fewstokes
Mousge clicks
o Paszwards
@ web-activity
! E-mail activity
& Scresnshiots
Bl Inactivity time
% Applications

/ /i;;/l KEYLOGGER

12| Calendar

Py .
| iLngs-Weh—actwlty
Ll

ey
L Clear Logs

" ¥ Filter log
4

iz] Options

d_: Help

Powered Keylogger - Web-activity

Logrecord: 100 S, Find...

User

Explorer . EXE
21.01.2007 10:&57:38
User

Explorer . EXE

21.01.2007 10:57:39

User

Explorer . EXE

21.01.2007 10:57:40

User
Explorer .EXE

21.01.2007 10:57:43

User

iexplore. exe

21.01.2007 10:57: 58

H Export L% Ordent g; Refresh

URL: http:f fengine.awaps.netf3f1925/200600.744879-
u_
13266&swicode=6&awcode=33&subsection=08&c_unig=
19252006000&jsactiond=1&flash=6

Referer: hitp:f fwww.3dnews. comy/

URL: http:f fengine.awaps.netf3f1925/200600.744879-
0-1795279053-1-
a:0p:0&profileredir=1&swicode=6&awcode=33&subsect
ion=0%&c_uniq=19252006000&jsactiond4=18&flash=&
Referer: hitp:f fwww.3dnews.com/f

URL: http: f f217.16.26.81 fieupdate.js

Referer: hitp:f f217.16.26.81)
bannersf0000Z2Z2970000229078/0findex . html?
html_params=rhost%3Dad.adriver.ru®e26sid%
3D01760%26bid%3D2Z29078%26ar_ntype%3D0%26bn%
300%26width®3D150%26height®3ID54%
26target=_blank%26rnd%% 30535076433

URL: http:ff83.222.3.196fieupdate.js

Referer: hittp:f f83.222.3.196

bannersf0000234 70000234321 /0 index . html?
html_params=rhost%3Dad.adriver.ru®e26sid%
3D01760%26bid%3D234321%26ar_ntype% 3D0%26bn%
3D00%26width®3D180%26height®3D180%
26target=_hlank%26rnd% 30163661140

URL: http:f fbody.imho.uk/html.ngf
impt=imp&place=3dnewsBS&id=110506&transactionID=
216077016
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C EH ELITE Keylogger

et | e neiee WWW.El1TE-Keylogger.com

Elite Keylogger works in a low-kernel mode as a driver-based
monitoring software recording detail of PC and Internet activities

It performs:

Keyboard monitoring ‘

e-mail recording

rSnapshots taking

Passwords capturing

Chat sessions

Instant messages

'Websites visited

Copyright © by EC-Council
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c EH ELITE Keylogger: Screenshot

Certified = Ethical Hacker

KEYSTROKES LOG Retry logs saving or sending in case of failure every: (300 ~ | sec
{gentrated btEhibe texibauerune2 032005802551 [ ]5avelsend every [ ]5ave)send if exceeds Send log splitting it inta letters of this size (Kb)
500 &
IJser; John App: iexplore.exe  Window: about:blank - Microsoft Inl
Do not send screenshots
t@ wurw.widestep.com [|save logs to network drive:
Logged at 10:20 J
IJser: John App: sbrowser.exe Window: SlimBrowser - [Untitled]
@ —_ [#|Send logs to the following e-mail: | wizard | | Check SMTP-server status |
wideskepi@gmail, com
Logged &t 10:20 Send FROM the following addres: SMTP host (IP adddress):  SMTP pork:
widestep@gmail, comn smkp, grail, com W | |25

zer: SYSTEM  App: logonui.exe  Window: Windows Logon -
Letter subject:

i| logon password Test Logs

SMTP access username:  SMTP access password: Identify logs from this PC as:

Logged at 10:20 Mail_TECH-SUPPORT_

Jzer: John App: windump.exe Window: Enter unhide password Letter text:
This is a sample message that will appear in letter body when wou receive s
|| password logs wvia e-mail, You can edit this text or leave it by default, =

Logged at 10:20 ¢ Automatically clear all logs

% | minutes,  ...when log reaches | 307200 % | Kbin size,

w

every (0
{c) WideStep Software 2001-2005

Please, ¥isit our homepage at www.widestep.com for information abod ]
free offers.

...after sending them wia e-mail or saving to nebwork drive
=1
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C/IEH Quick Keylogger

Certified = Ethical Hacker

Quick Keylogger's keyboard monitoring engine will record keystrokes
typed on your computer

It saves all button’s combinations, letters, words, numbers, and
system keys captured in crypted logs

Features:

e Records all passwords typed on your computer
e Monitors online chats

e Records email messages

e Monitors user accounts

Copyright © by EC-Council
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c E H Quick Keylogger: Screenshot 1

Certified = Ethical Hacker

Quick Keylogger 2.1 User nnanual | Uninstall keylogger

O Start/Stop keylogging O Change password O Ordernow! O Enter registraton code 0O Visit homepage

Keystrokes Logs [Generated for 14 April  04] Clear all logs mowr | view logs for other date

O PC Mame: USER Usermame: USER Path: COWINSPVExplorer.EXE  Window: Run dialog

[Enter] [Entar]
Logged: 14 April 04 at 11:32:49

O PC Mame: USER Usermame: USER Path: C:\Program Files\PHP Ex Window: PHP Expert Editor 2

WEproduc[]'p_downloadlink[ Ctel ]+ C[ Ctrl ] +Hvdownload[ Ctrl ]+ order[ Ctrl ]+ screen[ Ctrl ]+Ss[ Ctrl ]+5)
limk__link[Ctrl]4+S [Enter] [Enter] p_screens_link[Ctel]+Sra[ Ceel ]+, [ Shel] 45

Logged: 14 April 04 at 11:24:02

O PC Mame: USER Usermame: USER Path: C:\Program Files\MySQL- Window: localhost - Field-Ed

p_screens_linkwlSe

Logged: 14 April 04 at 11:34:32

O PC Mame: USER Usermname: USER Path: C:\Program Files\MySQL Window: MySQL-Front - [loc:

security-software-screenkevlogger-quick-screenscrean-capture-zpy-software
Logged: 14 April 04 at 11:35:50

O PC Mame: USER Username: USER Path: Ci\Program Files\PHP Ex Window: PHP Expert Editor 2

7[ctrl]+5
Logged: 14 April 04 at 11:36:32

Guick Kevlogger 2.1 [Build 26.4], COO9-FE4K-FGT4-CG59,,,
Mare info: quick-kevlagger.com, Support: support@quick-keylagger.com

Copyright © by EC-Council
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c E H Quick Keylogger: Screenshot 2

Certified = Ethical Hacker

Quick Keylogger 2.1 | User manual Uninstall keylogger

O Start/S5top keylogging 0O Change password O Order now! 0O Enter registration code 0O Visit homepage

Logs Generator | Change date | Reqgenerate logs

i April, 2004 “ hea installation
Today et date, click
whk | Sun Mon Tue Wed Thu  Frio Sak logs. Please,

13 1 & 3
The new logs will be generated for -- please, click "Cha 14 4 5 g 9 10

& 7
15| 11] 12 13 15 16 17
Keystrokes Logs [Generated for 14 April 04] td 16l 12 19 20 21 22 23 24 hherdate

17| 25 26 27 283 29 30
O PC Hanme: YM-5P Usermame: test Path: - Far

2un, Apr 11

With the help of "Logs Generator" vou can eazily vie
day, By default, generated logs contain all today's ke
Change date button, select the desired date from the
note that currently logs are generated far 14 April 04,

test [Enter] [Enter]
Logged: 14 April 04 at 11:47:45

O PC Mame: YM-XP Usermame: test Path: <O WINDOWSNExplorer, B! Window: Run
[Enter]
Logged: 14 April 04 at 11:47:46

Copyright © by EC-Council
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C EH spy-Keylogger

Certified

EC-Council

Ethical Hacker

Spy-Keylogger 1.22 - Unregistered

Startup =ettings

[ Always launch in hidden mode
[ Hide in processz list 038 anly]

[ Autolaunch at spstem startup

Delete from Uninstall list and Programs menu

Character log zettings

{# Save anly printable characters

Check logs... |

Unhide kepstroke
[w Chl

Log file zettings

v Shift

v Al

Spy-Keylogger captures all keystrokes on your computer

1

Create separate log file for every day [w

Draps to store log files

(" Save all kepstrokes

Ok

Cancel

4]

Apply

CHC: Executing applications

It can be used for personal backup of typed input or as a monitoring solution

It can optionally generate a log file for each day and automatically delete old
files
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CIEH Perfect Keylogger

Certified = Ethical Hacker

Perfect Keylogger allows you to secretly
monitor all keystrokes typed on your computer

It also monitors programs used and web sites
visited

It can also capture screenshots of the desktop,
log chat conversation (ICQ, AOL, AIM, and
Yahoo)

The program can log the activity to an
encrypted file or also email activity reports to a
specified email address

Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited

ey CHC: Executing applications
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Ethical

'™

c EH Perfect Keylogger: Screenshot

Hacker

C:\Program Files\BPK - Log Viewer

Sun Mon Tue ‘Wed Thu

2 2 4 5 B

Select a date or date range in
the calendar to view log
records. Diag the mouze to
select a range of dales.

PERFECT

KEYLOGGER

a 1M 1 12 13 14 15 Ocen | d
168 17 18 19 20 21 22 s i
f; j‘i 2% 2 & B A Save log as. Delete these records..
Today: 5/1./2004 Cleze [] Show entire log
Showe () Eepstiokes ) Chats (%) Scresnshots () Websbes Llick hese by pant the log

i1 BlazingTools Perfect Keylogger: Options

General Legaing i
“lick Logging
Click an i S eramnshols To et o change the password forusing
samshe E-mail keylogger, click Password buttorn i Passwod,.  ;

FTP
Alets ) ) ) )
T argets [ Monitor only onlne activity [disable keplogger when computer is offine]
M atifiez atior

[] Enable chat loggng [capture ADLACTAAIM A ahoo chats]
[] Capture button chicks [ Enable cipboard logging

¥ Us= progressive method of kepshole nkercaption
\fip thiz option if you have problems with keypboand loggng)

[]include men-character keys in the log

To wiew the log, chok View Log bubban Yiew Log..
To clear the log, chck Clear Log button,
Clear Log..
Perfect Keylogger's Home Page
Send ieedback ak, Cancel Help

Copyright © by EC-Council
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C EH Perfect Keylogger for Mac

Certified = Ethical Hacker

Perfect Keylogger for Mac records keystrokes, websites, and
screenshots, supports email notifications, and can upload all logs to a
website by FTP

Features:

e Stealth and undetectable surveillance - the program runs in
Invisible mode

» Keystroke logging and application monitoring - keylogger
records all keystrokes typed in every application

e Website and screenshots recording (records all web
links/titles visited in Safari, Firefox or Opera)

 Email delivery - log files can be invisibly emailed to you
(including keystrokes, websites, screenshots)

Copyright © by EC-Council
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c E H Perfect Keylogger for Mac:

Certified | Ethical Hacker S C re e n S h Ot

™ ™ 7 Perfect Keylogger for Mac: Options ™ O 7 Perfect Keylogger for Mac: Options

Ceneral | Screenshots  Alerts  Email FTP | ' Ceneral Screenshots  Alerts | Email FTP
¥ Send the logs by email every 30 minutes

W Enable screenshot recording o g |

M Pause recording, if no user's activity detected Send to: logger@aol.com

- SMTP server

Capture new screenshot every: and part: smtp.aol.com 5t

5 minutes 0 seconds e e logger
FaSSWL‘-r’d: TIIIIITIIIL

ET Delete after 5| days

1 Use secure (S5L) connection

“TSEnthSIH_“ “r Help! ﬁ“

Copyright © by EC-Council
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C EH invisible Keylogger

Certified = Ethical Hacker

Invisible Keylogger records all keystrokes
typed, including chat conversations, email
composed, websites visited, and desktop
activity

Invisible Keylogger can perform visual
surveillance by capturing screenshots every
X minutes

It includes a Kernel mode driver that
enables you to capture NT/2000/XP logon
passwords

ey CHC: Executing applications
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c EH Invisible Keylogger: Screenshot

Certified | Ethical Hacker

Invisible Kevlogger: Options

Common Settings Common Settings

Log Conkroller

Yisual Surveilance Sl

Email iZanfiguration

Application Recording a Fun an Windows skarkup

&‘ﬂ B Don't show program icon ak skartup

Hotkeys

Showe | hide prograr icon:
W With ke
Trwisibility
Hide prograrm from Cerl+-Alt+Del
B Remove pragram group From Stark Menu
k] M Remove program from Uninstall Lisk

INVISIBL E
KEYLOGGER

Copyright © by EC-Council
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c EH Actual Spy

Certified | Ethical Hacker WWW . aCtu al S py . CO m

Actual Spy is designed for the hidden computer monitoring

Keylogger Actual Spy is capable of catching all keystrokes, capturing the
screen, logging the programs being run and closed, and monitoring the
clipboard contents

Features:

* Logs all keystrokes

» Makes screenshots within the specified time interval
 Saves the applications’ running and closing

» Watches clipboard contents

* Records all print activity

» Records disk changes

* Records Internet connections

» Records all websites visited

ey CHC: Executing applications
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c EH Actual Spy: Screenshot 1

Certified = Ethical Hacker

*. Actual Spy lﬁl
s Start ronitoring -"ﬁ Hide x Clear all logs J Reqiztration w Help ﬁ’ E it

F.epstrokes [33] | Screenshots [9) | Applications [154]) | Clipboard [4) | Printer (1] Files and Directories [21]

Time YWindow Caption Application Path I zernanme

2492005 121427 PM actualzpy.doc - Microsoft Word | C:AProgram FileshMicrozoft QFF...| Sndreyp i
2920051214217 PM Microsaft wWhard C:%Program Files\Microgoft Q... Andrey
292005123938 AM  Desktop C:WwAND DWW S enplorer. exe Andrey
292005123317 M The Batl C:%Program Files\The Batlhthe... Andrey
2082005 11: 2505 P Microsoft Internet Esplorer C:\Program Filezhntemet Expl...  Andrey
2/8/2005 B:44:14 Prd The Batl C:\Program FilezhThe Batl'the. .. Andrey
2082005 5:02:02 Prd Statiztics for wesn actualzpy.c.. CAProgram Fileshntemet Expl... Andrey
2082005 4:53:01 Prd The Batl C:\Program FilezhThe Batl'vthe. .. Andrey 2
DMINNE A-E7AC DOkd T Lo O =kl M Ormme mem Cilmnd Tleom O = bl R FLRTN P

Time: 2/9/2005 12:14:27 PM
Wwindow Caphion: actualzpy. doc - Microzoft Word

i Application path: C:\Program FileshMicrozoft Office\0ficel 0NVWINWORD . EXE
E Uszernarne: Andrey

k.epstrokes:
[Shift]actuall S pace][S hift]S py
[Enter]

[ ] 5how characters only

| Refrezh ﬁ Delete 3 Delete al #h Seach [ Match case
Skatus: stopped Takal recards: 253 Text logs size; 37,24 KB Screenshaks size: 1,40 MB
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c EH Actual Spy: Screenshot 2

Certified = Ethical Hacker

* Actual Spy

T AT

Kevstrokes [39) | Screenshots [3) | Applications [154) | Clipboard [4] | Printer (11| Files and Directories [21]

e i Time Windaw Caphion Uzernarne

B 2/9/2005 123545 A The Batl Andrey ~

R '_": || 2/8/200511:36:53 PM The Batl Andrey

' o 202005 17 26:59 P kttp: A omline. drweb. com - Drweb® online zcanning result - Micr.. Andrey

_.:'i == 24872005 11:21:55 PM ticrozaft [ntermet Ezplorer Andrey

terme -': ’ 202005171 16:59 P The Batl Andrey

/2 ul‘-. s 282005 62310 PM Dezktop Andrey

% % ; 2082005 2:23:21 PM Connections Tray Andrey
% 2/8/2005 1:53:21 PM Tripence Software - Microsaft Internet Explarer Andrey 3
— = M O0R 1 -F2-71 Ded tADRA DL ek Accvmie s COCETHADE COCCYADC CUADDC MomAran

||| Time: 2/8/200511:21:59 PM

| ['Window Caption: Microzaoft [nternet Egplorer

zemame:; Andrey

Fath: C:%Program Files\&ctual Speslogsipich 20062 8 23 21 539 dat

: | Refresh ﬂ‘ Delete 3 Delete all @ Search [ |Match caze
Status: stopped Tokal recards: 253 Text logs size: 37,24 KB Screenshats size: 1,40 MB
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c EH Actual Spy: Screenshot 3

Certified = Ethical Hacker

* Actual Spy

a Start ranitoring "a Hide x Clear all logs _J R eqiztration Qj Help @i E xit

Internet Connections [21] | ‘Websites vizited [4)

Time Wiindow Caption LIl zermarnme
202005 11:26:56 P Dr'w/'eb® orline scanning result hitp:/Aonline. drweb comdresult Andrey
[ 2722008 E: 3555 P | Mewestzaft.c http: A e oft. comAfarum/A... | Andrey
2872005 5:00:20 P http: A fmen-cret.com. comAtet.. Andrey

2872005 4:58:43 P Statistics for weww. actualzpy.c...  http v, actualspy. comdaw... Andrey

o B3
M = |

Time: 2/8/2005 B:36:55 P

Window Caption:; Newestzoft, com

Url: http: £ dnewestzoft comforim/dindes. php?s=
Jzermamme: andrey

AR e | Refrezh —m Celete 3 Delete al dh Search [ | Match caze
Status: stopped Tatal recards: 253 Text logs size: 37.24 KB acreenshots size: 1,40 ME
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c EH Spytector FTP Keylogger

Certified | Ethical Hacker WWW . S pyte Cto r . CO m

Totally invisible and undetectable

SHytecior2n

FTP and Email log delivery

Bazic Settings FTF Settingz
Ermail Settings FTP addresz
Remotely deployable | ftp spytector.com |
| FTP Settingsz
FTF user FTFP pazzword
Option to include protected storage passwords in the Local Options | | | spytector | [mmmmmmm | [ Show
log Server Options | | FTP directory
logs
Log Options

Option to include URL history in the log

lzon Changing

i : About Enable FTF Test
The logs can be received either when they have reached
a minimum size or at a specified day interval Save Log Retrieve Full
H ; Help :
Server Yiewwer Local Log Yersion

The keylogger server works even on a Guest account
(2k, XP, and 2003)

Both small and large icons of the server can be changed

Copyright © by EC-Council
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C EH 1KS Software Keylogger

Certified = Ethical Hacker

JIES Fer Windows 2000 Tnstallatisn 3
D Stardardinstal [ StesthInstall | [ Ursnatal |

Im a Sleakh Inctallabor:, o ditecton will be cresled In oder loe tha metalsfion fo s
ane thive Bles o nesd o work vt

ke tps: This b s mradn progeam (ke st mst be peesen on e compuber Bhat's bea
rroniboned

catvies oo This is Thes vienwer program Ehal slovs vou to view the reconded infoim
ol recueed L b o Ehes m!n:lrd sompules when morsoimsd @ Lelrag place. 1 2 or
nenssean when pou want bo vame he loepoed indcemation

ks dat Thes i the dog fle automabcally genessbed by ks sys IE cortama ol iecosded

rH oo

ks tpr can be renamed lo anitheng of pour choice [has an B-chaiache bred for e n
log e e det can ba renamed lo andthirg of seur cloice, and i con ba locsied in g
i) Hhis mreoralol s compiuber

§§ Datview - Binary Log Translator for IKS

— Filters — | Wiewer
Iv Filter Out Arrow Keps (¢ |lze Notepad

[# Fiter Out Cirl and &t Keys ¢ Translate to Text Only

i~ Clear Lag —

¥ Filter Out F1 t0 F12 Keys : :
|T™ Clear Binary Log Upaon Exit

[T Filter Dut &)l Other Funchion Keys

|IW Clear Text Log Upan Exit

Irport Binary Log From:

]n:::"\winnt'xiks.dat Browse...

Save Test Log Teo:

Browise.. |
1c:'\temp'xiks.t:-ct Browze... ]

Gol
Faname does to |'J- £ e |2 chassciee bmdl. no spaoe)]
ELT:;Rﬁfd [0 WIRHT e dat “Howea |
Thee dabvisw, e vemver can be copled Lo sy location mchudng a loppp disketla. Yol may It IS a deSktOp aCtIVIty Iogger that IS powered

chocss bor copy i night resw of pou can copy it Eater manualy

Cogy dabveswass Lo |5| ‘g

[T Dront copy dabrss, exs row

| Tretal Hiow

by a kernel mode driver. This driver enables
i it to run silently at the lowest level of
Windows 2000/ XP operating systems

ey CHC: Executing applications
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c EH Ghost Keylogger

Certified | Ethical Hacker WWW . keyl Og g e r . n et

%2 Ghost Keylogger Configuration x| Ema_lls are sent secretly W|th-:_:| ut
leaving any trace on the monitored
S_l,lStemI File b il | Filkers I Wiew log filE.'SI About I machine.
— bl ail zettings
¥ Lag with email Send mail after even: ® Emails are sent on a timely basis.
Hours Minutes

[T Encypt the mail 4 0
hail |DefauItMaiI‘I _: # To make the email system as
FEMICE simple as possible, Ghost Keylogger

. Log file has a number of preconfigured mail
Subject I services.
To I_I,u:uur_email_address # The aonly thing yvou have to do in

order to receive the log files is to
enter your email address.

It is a stealth keylogger and invisible

Crefault mail 1-4 are primary for kesting. e don't guarantee

that they al_wa_l,lﬁ wu_:urk. Therefare we recommend that pou uze Su I’VEI I Iance tOOI that reco rdS eve ry keyStrO ke
3 Hser Defined mail account to an encrypted log file. The log file can be
Vel e S SEESL I e B2 By el 05 T sent secretly with an email to a specified
address
Advanced settings. .. | Test I| - Before you start logging you can try

that the email works by pressing the
"Test" button.

Ok, I Cancel I Help I
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c EH Hacking Tool: Hardware

Certified | Ethical Hacker Key I O g g e r

The Hardware Keylogger is a tiny hardware device
that can be attached in between a keyboard and a
computer

It keeps a record of all keystrokes typed on the
keyboard. The recording process is transparent to
the end user

There aretwo A
types of » PS/2 keyloggers
hardware » USB keyloggers

keyloggers: | )

ool CHC: Executing applications
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C EH Hardware Keylogger: Output

Certified = Ethical Hacker

Untitled - Notepad
File Edt Format Help

& Untitled - Notepad == %] é 855:3?;2 speed ﬂ
Fie Edit Format Help 7. password cﬂange
Prass € for safe mode. =] 8. plagnostics

9. exit

O

Keychost II Standard >M v7.0.7 i . .
wwiw. keyghost. cam po not change window until finish.
help@keyghost. com

select number. 1

Menu.

1. Entire Tog download Key To stap.

2. section Tog download

3. wipe log keys so far 45 640 out of 523068 ...

4. Format

5. options change . . . . .

8. Diagnostics tom@msn.com<tab>c0nf1dent1urgen; AttentionHi smith,
9. exit As per our telephonic conversation yesterday I have

po not change window until finish, <hks><bks><bks><bkss (<ks>(

select number, client

Hey

. JR
_ smit<oNxyahoomail.com
DI

eccouncilceh

Kl
il start |

J :ﬁ @ | |J|@Untitled—Notepad |@<}]ggg 320 AM

-

wipe log (y/n) 7

iffjstart |

| @& 5 H /24 ahout:blank - Microsaft .. |@u|1titled-Notepad |@<ﬂﬁ [
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c EH Keyboard Keylogger

Security Keyboard

Certified = Ethical Hacker

Records all the keystrokes

The “Security Keyboard” functions cannot be
bypassed even if the user boots from a disc

It can record upto 2,000,000 key strokes

A non-volatile flash memory placed in the
keyboard stores all the keystrokes

Keylogger records the keystrokes that are used
to modify BIOS

ey CHC: Executing applications
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c EH USB Keylogger: KeyGhost USB

Certified | Ethical Hacker Keyl O g g e r

It works by Keystrokes are
recording USB recorded to N A
. . 2,000,000
traffic in the KeyGhost’s internal
: keystrokes
hardware flash memory chip

-
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C 1, BYGERE Spyware

Certified = Ethical Hacker

Spyware is a program
that records computer
activities on a machine

e Records keystrokes

Records email messages
Records IM chat sessions
Records websites visited
Records applications opened
Captures screenshots

Copyright © by EC-Council
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C EH Spyware: Spector

Certified = Ethical Hacker

Spector is a
spyware that
records
everything that
one does on the
Internet

Spector
automatically
takes hundreds
of snapshots
every hour, like a
surveillance
camera

»

’a spector Toolbar Screen Shot - Microsoft Internet Explorer

B & O
Export

Fit Wiew

Prink

EC-Council

KK <K =

B A

Fest  Back  Play  Forward  Last

CHC: Executing applications

Spector works by
taking a
snapshot of
whatever is on
the computer
screen and saves
Iitaway in a
hidden location
on the system’s
hard drive

»

Close This Window

B . &% &%
Help

Evants Options  Seasch
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C EH Spector:

Ethical

Certified

EC-Council

'™

Screenshot

Hacker

I8! Spector Pro 6.0
Fle Edt Yew Dats
All Recardings

Lo g
Wty

Window  Help

Top 10

iyt o

‘]:i_- y Weh Snes

S Vaprbed

Shom TGP 10| Wb Siss Wheee the Mot Tans was Spent = | [ A | Last 30 Days | tast 7 Days | kant 2 Days | Custom |
Web Sites Where the Most Time Was Spent (June 28, 2007 - June 28, 2007)
Rank - | Wb Site Domain | Tine Spent | Open | oot | Edochmd |
i topehaes B f s o DO AERES | Cipen v L wiew [erails Eebim i Woen Sane
z RO LT 00006 | Dypein Web Siie Wt Derails Bl Woeh Sine
< | F oy AHERHE e T WeEl [eraily Blgalli Wil Sin
i ST ION_CIMT dH wH R ET T TR Wike Deeiails Ebinril Wthy Sine
5 fa gy W D00 D= | e Wl S Wikew Ceeiails Ebinril Wdy Sine
[+ COEm_CTNT 00004 | Dpen Weh S i Dierails Ebinli Wieh: Sine
ri [ ] o0 Ol | e Wl S Wiei Deelaile Ebinlil. Wly Sine
a [T ] 0003 | Oy 'Wel S Wikew Ceeiails Ebinril Wdy Sine
q W00 COAT 00003 | Dpen Weh S i Dierails Ebinli Wieh: Sine
1] wolrf s Lo D03 | Oy 'Welh S Wiei Deelaile Ebinlil. Wly Sine
il DY C0m D0 | O 'Wel S Wike Deeiails Ebinril Wthy Sine
12 freedownioadmanager . ong 0000 | Dypen Web S view Derails Ebill Wiety Sine
13 DS, DEN 00D | Dy Wl Sie WeEl [eraily Blgalli Wil Sin
] Faortrramd_commi D0 D | i Wl S Wike Deeiails Ebinril Wthy Sine
15 i k. = W] 0000 | Dypei Web Siie Wt Derails Bl Woeh Sine
b5 [ s ] D0 D | e Wl S Wiei Deelaile Ebinlil. Wly Sine
Total: 18
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Certified = Ethical Hacker

@ NEWS.COM nitp//www.news.com
Ex-government employee sentenced for hacking

By Jaris Evers
http://news.com.com/Ex-government+employee+sentenced+for+hacking/2100-7350_3-
6071928 html

Story last modified Fri May 12 17:50:52 PDT 2006

A former computer security specialist at the Departmentof Education as oeen
sentenced to five months in prison for hacking into his supervisor's PC.

kenneth kwak, 34, of Chantilly, Va., admitted to installing remate control software on the computer
and using that access to read his supervisor's c-mail and monitor other Internet activity, the U.S
Department of Justice said in a statement Friday. Kwak shared this information with others in his
office, the DOJ said.

kwak pleaded guilty last month to ane count of intentionally gaining
unauthorized access to a government computer and thereby obtaining

information, the DOJ said. He was sentenced on Friday in the U.S. District In other
Court for the District of Columbia. The five-month sentence is to be news.
followed by five months of home confinement. Bush, senators
grapple with taps
As part of the sentence, Kwak was also ordered to pay the U.S. Casual games
government $40 000 in restitution. He will be on parole for three years. get serious

. . — . This is your brain
Kwak was responsible for securing Department of Education computers. on ; |$-|i'-:r::u:hip
His prosecution was part of the "zero-tolerance policy” recently adopted by

the U.S. Attorney's Office regarding intrusions into U.S. government I;];SSFI Qjé}d'ﬁ
computer systems, the DOJ said. us from space
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c EH Remote Spy

http://www.covert-spy.com

Certified = Ethical Hacker

100% UNDETECTABLE ™ 100746 T RE 7 100% UNDETECTABLE

- EMAIL CORRESPONDENGE
- GHAT CONVERSATIONS _
. INSTANT MESSENGERS A
- OVERALL COMPUTER ACTIVITES &
- AND MUCH MORE!! Ly’ o

RECORD COMPUTER ACTIVITY FROM ANYWHERE! §
EASY TO SETUP, NO PHYSICAL INSTALLATION NEEDED!

F

SPY ON ANYONE. FROM ANYWHERE.

SECRETLY RECORD EMAIL~ CHAT CONVERSATIONS AND OVERALL COMPUTER ACTIVITY REMOTELY!
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C EH Spytech SpyAgent

Certified = Ethical Hacker

SpyAgent Professional records keystrokes,
windows opened, applications ran, passwords
used, Internet connections, websites visited,
and emails sent and received

¥

It captures screenshots that can be displayed
in a slideshow

¥

It can be configured to send a log file to a
specified email address

ey CHC: Executing applications
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C EH Spytech SpyAgent: Screenshot

Certified | Ethical Hacker

SD. Vﬁw =
™ RElickiHerelfor
camputer n*ﬂmtnrmg and surveillance software iGlr-dering

General Ll'ser Al:tlwtles

General
SAartup) Se
Feysirokesslped — B SihcErE s

4 Keystrokes Last Session L 20 Windows Logged Logging

Corfigur e Logging 'Ii|:-::
BrogramsiExecuted

20 Applications Logged

Remote Log Delveny
Corfigure Remote Delil Yeny
Cliphoardilfons

Clipboards
0 Clipboards Logged mhmmmi Cll:]'llUllh

Firer! Cordrollon i Spyagent

Eventsilirmeline
147 E verts Logged
Content Fitering

FilterdLiser Sactowity

SCIEENS
'.!3 cmnﬁm an-d

G AtlitAN SCHpts Smarntlogging
‘K D'C.urrﬂr:ﬂims | actigtyiieiogeradilogs| ng

Sche tlulmg {

Mot g EliT

¥ Program Options ¥ Log Actions ¥ SpyAgent Help
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C/IEH 007 spy Software

Certified = Ethical Hacker

It allows to secretly monitor and record users activities on a computer, such as web
sites visited, windows opened, every key pressed, application executed, Internet chats,
Email sent, and even take snapshots of the entire Windows desktop at set intervals

It can record all applications' window activity taken place on your computer

It can log window title, the opening and closing time of window, and current user name

It can take picture of the Windows Desktop and capture images in a few seconds

It is the most securely spy program since it is password protected

Copyright © by EC-Council
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C E H 007 Spy Software: Screenshot 1

Certified = Ethical Hacker

E 007 Spy Software —- Unregistered Copy, 1 of 15 days

Settings WWebzite monitor can record all webzites viewed by users on vour cormputer,

Set general options including zite name and site IRL. You can alzo gort, export and search these

recordz, Furthermore, pou can just click the hoperlink in each pop window bo wigit
the coresponding webszite IMMEDIATELY!

) Keypstrokes Log
o
= Fecaords : 17F

Refrezh E=port Clear Search
@ 103 User | Tirne | Site M ame | UREL Address -
Jazon 20051117 21:08:49 catch cheating...  http: /A, google. comr
Applications Log Jasan 2005-11-17 21:08:583  catch cheating...  http: s, google. carr
Sk - Jazon 2005-11-17 21:08:58 catch cheating...  http: /A, google. comr
Jasan 2005-11-17F 21:09:01 cheating spous...  http:/dwiw. google, cone
Jazon 2005-11-17 21:09.13 SpyBuddy Spy ... http: A exploreang,
E Screenshots Log Jasan 2005-11-17 21:09:30  spubuddy - Go...  http:/Aees, google, corr—
Records : 328 Jazon 200511-17F 21:11:10 Exploredngwb...  https A dww. parental-co
Jasan 2005-11-17 21:11:48  Google http: & v, google. corr
File/Folders Log Jazon 20051117 21:11:52  Google Image .. hitps A v, google. cor
lﬁ Fecords : 100 Jazon 2005-11-17 211205 SPYBUDDY - ... http/fimagez. google. oo
Jason 2005-11-17 211212 SpuBudde Spu . httpc fee explorearu
Jason 20051117 211219 SPYBUDDY - . http:/Aimages. google. co
@ About Jason 2005-1117 211223 Google Image ... http:/dimages. google. co
= 'ﬁ'hnut I:“:I? Sp-lrl ;_l._.. anne 44 47 T4 .4 T (RN | P | P I-I.I._..l.l._._l__. ____I_L_|_‘
Register Now Help Clear Logs Hide Stop
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C E H 007 Spy Software: Screenshot 2

Certified = Ethical Hacker

007 Spy Software -- Unregistered Copy, 1 of 15 days

Fazaword Setup Hatkey Selection
B Enable passward protection ta Specify the Hatkey to make 007 Spy
avoid unauthorized access Software wvizible when in stealth mode.
Kepstiokes Log
Fecords : 167 :I Press your favante Hotkey here:
webSites Log | | || [Ctrl + &t + Shift + F7 |

FRecards : 103

Dwernde Anti-Spy Programs

B fOofe€el®

Applications Log Prevent anti-spy programs [such as Spy Sweeper, Ad-Aware and Spy-Bat,

FRecards : 5030 etc. ] from running on this computer.

Screenshots Log Startup Option Advanced Settings

Recards : 322 | Load onWindows Startup Set Email & FTF delivery, schedule, and more.

) [ Startup in Active Mode
File/Folders Log =l i Uik an S Advanced Option
Records : 100
Stongly recommended!!! Turming to ' Stealth Maode

About Stealth Mode | will make DOF Spy run in tokal stealth rode to avoid the

Ahout 007 Spy awareneszs of anti-zpy pragrams and other usersl
Register Now Help Clear Logs Hide Stop
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C E H 007 Spy Software: Screenshot 3

Certified = Ethical Hacker

Ad?anced Option

Monitoring 5cheduling

[v Enable time zcheduling [uncheck. this to monitoring at angtime).

Start monitoring at: | 5:00AM 25§ and stop monitaring after haurs.

Delivery via Email and FTP

Email addrezs; | torniahatrmail. com | SMTP Server |mail. g-zpy-zoftware, n:u::m|

Uszernarne: F"asswnn:l: Test Now

FTP Server.  |192168.0.12 | Remote directon:
Uzemame: Pazsword: Test MNow

I+ Send keystroke log I+ Send'#ebsites log
I+ Send application log I+ Send file/falder log
I+ Send zcreen snapshat log (Email delivery will nat send snapzshat pictures)

Send logs every hours. [~ Clear all logs after FTP deliveny

Uszer Filter

i Only manitar these uzers: i* Euclude these uzers:

[administrator |
[Separate ugemames with a cormma, or leave blank to monitor all users. ]

Uninstall 007 Spy Software Cancel 0OK
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CEH spyBuddy

Certified = Ethical Hacker

SpyBuddy allows to secretly monitor all areas of PC, tracking every action whether it is the
last keystroke pressed or the last file deleted

All chat conversations, web sites visited, windows opened and interacted with, every
application executed, every file or folder renamed or modified, all text and images sent to

the clipboard, every keystroke pressed, every password typed can be monitored using this
software

SpyBuddy will keep track of all user shutdowns, SpyBuddy interaction, e-mail deliveries,
and invalid password attempts

SpyBuddy is password protected to prevent others from starting or stopping the
monitoring process, as well as changing SpyBuddy configuration settings

Copyright © by EC-Council
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c EH SpyBuddy: Screenshot

Ethical

Certified

EC-Council

Hacker

|

-- SpyBuddy Build 3.2.1 --

13 A0l /Al Chat

Conyversakions,

59 Websites
Wisited,

0 Iic Chat

Conversations,

83 Screen Shaoks
Capkured,

gy 0 ‘fabioo Chat
g Conyversakions,

3 MSH Chat
" Conversakions,

2 Trillian Chak
E p Conversakions,

[] view All AOLITE,

STl iy ] Imane Cache

131 E-Mail
Messages Saved

W)

E:] Start Quick Conflguration Wizard Nowil

p— D
/ s SpyBuddy Central Control Panel
start/stop | configuration help exit
Monitoring Status: Mot active, Computer Mame: Bryan !"-
Last Session: 11/15/04@01:57:03pm Current Windows User: YBH-PC {_?

Facal PC Activity

ﬁ Text/Images

&
I}
B

Sent bo Clipboard.

To Printer,

36 Kewstrokes
Recorded,

Files Accessed,

2 2001-2004

0 Documents Sent

39 Documents and

40 Applications
Executed

10 Windows
m Launched.,

0 Disk_and File
Changes.

405 SpvBuddy
Ackions,

=

ExploreAnywhere Software, LLC
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CEH Acespy

Certified = Ethical Hacker

AceSpy secretly records everything that is done on the
computer and also can block particular web sites or

programs

This premium spy software will immediately forward all
emails and instant messages directly to your personal

email address

Enter a list of programs or web sites that you want to be
blocked if anything on the list is encountered; AceSpy
will immediately close it and send an optional alert to

your mobile phone

Acespy separately records emails, chat conversations,
websites, keystrokes, and webcam snapshots

Copyright © by EC-Council
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c EH AceSpy: Screenshot 1

Certified = Ethical Hacker

AceSpy

Showing Emails Logs
Showing records for: 11/26/2005 Total Records: &

Email Subject

lUsername Subiject Time Stamp

lames Johns 255 | Hi Honey 2672005 5:13:24 P
James Johns Outlaok Express @ GIRLSGONEWILD Video Purchasze 11/26/2005 8:28:18 PM
Jarmes Johns Outlaok Express @ Re: GIRLSGONEWILD Yideo Purc...  11/26/2005 5:29:14 PM

Casey Bradson  America Onling 9.0 : Don't Tell Your Parents! 11/26/2005 2:55:54 FM

Casey Bradson  America Online 9.0 @ Bring Some Beer Tonight! 11/26/2005 8:58:14 PM

&loo Maddon Cutlool § Company Scorots Roveoalod! 11/26/2005 0:55:15 PM
0utlook Express: Re: Hi Honey bl
Hi Honevy,

She doesn't get off work until seven. 30 come ower at £iwve sharp. We have to
be careful not to mess the house so0 she won't expect anything. We will hawve a
real fun time if you know what I meah.

Jee ya at £iwve.

11/26,/200Z = Save As... Close Clear Log
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c EH AceSpy: Screenshot 2

Certified = Ethical Hacker

AceS5py Log Viewer

-

Showing Messenger Logs
Showing records for: 11/26,/2005 Total Records: 7

Messenger Log:

Application Chat Session Time Stamp b
ahoo! Me r | Chat between James45623 and badqir|336 2 21:12:20
Armerica Online Chat between EliteHackz2kS and Sexyone?9 11/26,/2005 21:18:38
A0 Chat between EliteHackz2k5 and AdvancedPl 11/26/2005 21:13:43
A0L Chat Room Chat between EliteHackz2kS and SinglesChat 11/26/2005 21:22:55
Paltalk Chat between Retinaxrulz and Zeeshans 11/26,/2005 21:23:31
MSH Messenger Chat between JamesRxS and Lambogrant 11/26/2005 21:33:03 ¢
Chat between: Localuser and badgirl33é b

Jamesd5623: hi, can vou talk long?

badgirl33é: for about ten minutes mayhe

Jamesd5623: ok T had a lot of fun last week :)
badgirl336: me too!!! We must be that naughty again.
Jamesd5iezZ3: wezs I agree totally

|11f2Eu,-“2EIEIEﬂ Save As,.. Close Clear Log
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c EH AceSpy: Screenshot 3

Certified

EC-Council

Ethical Hacker

Acespy Log Viewer

T Showing Web Sites Logged
Total URLs Logged: 33 For Date: 11/26,/2005
Username URL Title App e

25612 AN James Johns bt ffhews yahoo.com/... htdp: Afnews. yaboo.comy...  IE
9:56:25 AM  James Johns hifp: /fwww . google.com...  Google Search: spy soft...  IE
9:57:40 aAM - James Johns bt finwiee, mozilla.org. .. Mozilla
9:57:56 AM  James Johns hitp: /fonlinesex.comy Onlinesex. com Mozilla
9:558:30 &AM James Johns hitp:/feexdfree. com, Sexdfree.com Mozillz
9:58:45 AM  James Johns bt /fratten.com)/ Cpera - [rotten.com: Th.., Opera
9:58:53 AM  James Johns bt fwwiee rotten.com,  Opera - [rotten.com: Th... Opera
9:59:18 AM James Johns bt /flogin.passpart.ne..  Opera - [Sign In] opera
9:59:36 AM  James Johns hitp:/feharmony.camysi...  Opera - [eHarmony - M., Opera
10:00:36 AM  James Johns bt /feharmany.comfsi.,.  Opera - [Advice] Cpera
1:01:13 A8 Tames Tnhns bt ffeharmnmy . rnmdsi... Opera - [Advire ] OnerA
10:04:17 AN James Johns about:blank Firefox
10:04:55 &AM James Johns http: /fpenthause.com/t...  Penthouse.com - Pentho...  Firefox
Lo >
|11;‘2E.,-'EDEIE j Save As... Cloze Search Logs Clear Log

CHC: Executing applications
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c EH AceSpy: Screenshot 4

Certified = Ethical Hacker

Ace5py View Logs

FI'-"‘"‘ ! )
e N B Showing Keystrokes
' £, Showing Records for 11/26,2005, Total Records: 8

Applications

sername Application

James Johins Sign In - Microsoft Internet Explorer provide. .. /26,2005 8:13:24 Flv
James Johns Sign In - Microsoft Internet Explorer provide..,  11/26/2005 2:28:18 PM
James Johns Google - Microsoft Internet Explorer pravide...  11/26/2005 5:29:14 PM

Jarmes Johns Passwords - Notepad 11/26/2005 8:55:54 PM
Jarmes lohns privatenotes - Microsoft Word 11/26/2005 2:55:14 PM
Jarmes Johns Password Feguired 11/26/2005 9:55:15 PM i

3ign In - Wicrosoft Internet Explorer prowided by Cox High 3peed Internet |
11/26/2005 8:13: 24 PM )

uherza[Tahlinstantaneol22’

|11f26f‘2DDE j Filter Keys Save As... Cloge Clear Log
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CIEH Keystroke Spy

Certified = Ethical Hacker

Keystroke Spy Is a monitoring solution that allows you to easily and
efficiently log what your computer users are doing

It is a powerful tool that can log every keystroke users type

It can run in total stealth, email you when specific keywords are
typed, and can even be set to only log keystrokes typed in specific
applications

It also has the ability to email you logs and notify you when users
type specific keywords - such as names or addresses
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C EH Keystroke Spy: Screenshot

Certified = Ethical Hacker

o=

Keystroke Spy Keystrokes Log Viewer 244 Keystrokes Logged
B seve og G Save &0l 5 Ressk Farmat (3, Ackiams... |
Select a Keystrokes Log Entry Choose an Action
fpplication WWindow Title Username Flag all Keystrokes Typed in Program...
*Hzmzs.eue no title (Kevstroke Spyl snapfiles Flag all Keystrokes Typed in Windaow...
E notepad.axe Untitled - Motepad snapfiles FF TSSO E T T TS T s b
**smzs.exe no title (Kevstroke Spyl snapfiles Fri 3/09/07 @ 2:01:59 PM
**mzs.ene no title (Keystroke Soyl znacfiles Fri 3/09/07 @ 2:02:39 PM 1
= . Ce e . ~ e e

Keystrokes Typed

this is a test to checl if the program is logging our keystrokes

11

Mote: Log entries preceeded with a indicate a password entry,
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c EH Activity Monitor

Certified = Ethical Hacker

Activity Monitor is a remote surveillance
program that monitors networked machines

It shows desktop snapshots, programs that
have been used and are currently running,
websites visited, and typed keystrokes

Remote control features include options to
start programs or execute commands remotely,
turn off or restart remote computers, log off
users, copy files from remote systems, and
send instant messages to remote users
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C EH Activity Monitor: Screenshot

Certified | Ethical Hacker

# Activity Moniter - [wahome - Connecled]
PN e ER Wew Llog Window Heb -8
iR 2dMXxAw seben FE0B Mol
Famdte Agerts % X wahome - Connected | Vx| Taks 2 x
jﬁm | A | N emole Agent E
'i wahirme | Byt Progertess
Change Agert Padiwond
Sheetout o H, Delntm Agect from st
My Documants Donrdasd
§Y Install Anent
Uirsind Ll At
] .1.|I'H|l||~|.- Logging -3
- _ | sk II Fle F& e g':"' Agert Soreerabals
My Mtk | 14 B Get soert Fles
H 5; ] 11 E urtl | v - SR - S
Plauss -ﬂai.::::f-t;j I-ﬁﬂm J“Ti' - =) *. schedufed From A1 Ageris
! -~ —~ el | | Address L) harp ] Export Log Flkes
) YL =
w tm . View -
it Downloa B Undate Agent Lt
: ) N r ?l'._ St ta Pl 5 1]
spambiat b TR Actiaty Mordice Ootions
-ﬁw'ldd.‘tnt g | - et _III_ L
Madfied: 250 Wrdort 39 Lok
see: LLTTHE _ Office 2003 Lock
Altrbutes: [noe
~ H Tie Morzontaly
£ » [ Ti= Verboaly
R rckes I g Soren [%.ﬁﬂm& [E'me ]’Intem-et l W - Remote Cortrol l o A "'ir:?' g "Whndowes
For Help, press Fl
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c EH Hacking Tool: eBlaster

Certified = Ethical Hacker

Qﬁlions Raports
-~

Kewpmord Seanning 3

Roport S ]
Delivery W Keypwoids Enablad
W Send Instant Keysced Alests
L
Security/ Capluse the lobowing woids/phrases ?
Accoss =
ey Spears CoAdd
! confidenhal infomation
! BT COMm © Delete
What to | monsher. com
Record | AN
! ot
’-\l} When to I l
J Recard
Alorts ;
Setup
! Uninstall L Save |

 Cancel |

It shows what the surveillance target surfs on the Internet and records all emails,
chats, instant messages, websites visited, and keystrokes typed, and then
automatically sends this recorded information to the desired email address
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c E H Stealth Voice Recorder

Certified = Ethical Hacker

*t TOBEST Stealth Recorder Options

2= General ]’}\ Recording | ~g Email & FTP |

YWoice Activation System Level (dB) Record / Flayvhack Devices

1] Rec: |Sis 7015 wave |

Recording starts at. 45 dB D |

Recording ends at

i TOBEST

%@ General

After Each Recording

v Zen

S5tealth Eecorder Options

] %, Recording s Email & FTP ]

d recorded file vis e-mail [w Uplosd to FTP Server

zecs later below activation dB. Flay: |SiS NG Wave j e-hiail Info
“alume e-mail. {mymailboxi@yahon.com
Record; Poo, Play: W Mic Auto Gain Control
B < .
: : SMTP:
. |  Mute |srntp.m':.fserver.|:|:um
Manitor FTP Server Info
OO T T T TTTTTTTT T
Start -
OO T T T TTTTTTTT T
Host: |ﬂp.server.cnm
Talk to wour mic and check to see if your mic is set up properly
=er 1D |ugername Passyyenpg: [resssass
Misc Popup Menu Hotkey SErvEr
™ Stealth Made W Cortral - Directory: |recu:|rd|ngs_frnm_h|:|me
[ Start record at launching W At 2 W Passive Transfer
[ Hide Akhout Screen at startup [ Shift M -
(8],4 Cancel | Helgp (8],4 Cancel Helg

EC-Council
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Keystrokes recording

Websites visited

Chat and instant message monitoring
Recording applications executed

File monitoring

Screenshot monitoring

Printer monitoring

Clipboard monitoring

Daily Logs

Global Logs
Screen Shofs
Settings
Register

Uninstall

(HhE
11l
11}

AMPL
EE LD MNET

Start
Monitoring

Sto

moniong | @ Hide )

Application status:

Cunert User  Blanka Caiki
Keystrokes Typed
Websites Visited
Application Run
Screen Shots

Logon logoff Monitor

b onitoring

File/Folder Monitor
Clipboard Monitor

Chat Monitor

Printed Documents

Aggregated Report

ool CHC: Executing applications
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C EH stealth Website Logger

Certified = Ethical Hacker

Designed to monitor and record all

Start Sto
Monitoring o Moﬁﬂghg . Hide ]

Statuz  Monitoring
Current User.  Sebastian. Morar

I 3/29/2008 :_J

Daily Log Global Log

websites that a user or computer
visits C__son)

I Settings }
Offers detailed reports on all (__regster )
accessed websites from a single {__uninstol J
computer or from the entire
network
Displays reports in web format or S
secretly sends them to a specified =~

emalil address

All recorded information is stored
In a secret encrypted file

CHC: Executing applications
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c E H Digi-Watcher Video Surveillance

Certified | Ethical Hacker

Watcher turns a PC with webcam into
an inexpensive and complete security
and video surveillance system

Standalone, Watcher does motion
detection, video logging, email or FTP
alert, broadcasting, and more

It can operate in stealth mode

ey CHC: Executing applications

| You are in the Log View. |
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c E H Desktop Spy Screen Capture

Certified | Ethical Hacker P r O g ra m

Captures desktop/active application screenshots and saves them to a specified
directory on the hard drive

ﬂ Configuration - | I:Ilil
W) General
[5] Capture
§8 Advanced
s
Pl C e yler E [~ Start capture every day at: IDS 100
gl at Kens -
1 Sesemhot i
B General
[5] Capture . Image show intersal [me): | 1000
4y Advanced B
- [~ Stop capture every da g & cheduler l-__'."' [~ Resize images ta fit the screen
3 ﬁ Hot Keys 2
ﬂ Screenzhaotz ﬁ\
& Ahout Show folder
Reqistration | 0 . —
- Clear folder
o Wiew screenshots Mowl
Reqgistration k. Cancel
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CIEH Telephone Spy

Certified = Ethical Hacker

& Phone Spy telephone recording system

Records telephone conversations

Leg (L) Sewch/Count @) SetvingsE) Melp 00 Exat (i)

. ) e B B B X = a °? 0
dlrectly to your hard dISk . Recordlog Systembog  Backup  Expot  Delete Seach Pt | Homepage Emadus  Help Ext
@ Sound candl (VLA Audo (WAVE]) | Sound caed? (Crystal SoundFusion{im]] Sound cand3 [Crystal SoundF usion(tm] [2]) |
. Y o |
It can start recording from a Al Ll
tele hone Iine automaticall Recoodng channel | Ling in v ¥ Musecho  Recoding volume (=] W Ao et
h p 5 g t er Date [Time [Cater 10 [Receive: ID [Chanewt [Durstion  [Remark A
858 20050323 160954 024241 20745 BEX252 1R 0011:41
W enever a reCeIVer IS pu O 880 ;IE-DB-ZG 200502 D0000000 BEZ?IN2 1L 0x0n-00
g1 0050322 204038 13185583182 BRI 1R Q00036
862 20060324 090616 0527528730 BEIIIN2 1R 000205
863 |20050324 (%1651 [ onrk e, Tra0Ean 32z L 00046
- - ge4 20050324 023508 SR262 pe ] L 000054
You will need a PC and a voice B fonn nan e wms o ane
87 2005000024 118719 SN E0N900 BRI 1R -5
mo d em 858 [20050324  11:2237 88273262 85352332 L o000
889 20050324 112500 o BRIEIIIZ L 00025
870 | 20050324 11:2555 0531 E301900 BRI 1R (0003
gH B0 12000 OTEa3382503 BEXIT52 1R 000155
872 20050324 123246 D5158426143 BE2IN2 1R 000228
. (TN 20050324 L Jweess | |
You can use it to record any phone P :

conversation such as business

System tecced log | Calles delad |
Hunager mode

discussions and negotiations

It can send the recorded conversation
by email, attaching a sound file and a
memo

CHC: Executing applications
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C EH Print Monitor Spy Tool

Certified = Ethical Hacker

Would you like to find out
what documents were
printed on an employee’s
computer?

This tool secretly records and
stores a copy of printed
documents and then
emails/FTPs to a secret
location

Valuable tool for lawyers

b SpyArsenal Print Monitor Pro - Report viewer

Eile Edit Show Help
Date

i~ Show from
ta
Today Vesterday 7 days
30 days B0 day= 100 days

Filter

[~ Show only usemame

=l

= DatedTime | Lzername D acumeht | Application | Pages |

b SpyArsenal Print Monitor Pro

[~ Shaw anly

,7 General
Advanced
[~ Shaw anly Hat kE_','S
E-mail
Find in capture FTP
’7 Estlflcatlan
oLt

[v Send report file bo e-mail

Ty every lﬁ hoLirs

E -mail |usermail@dumain.cnm

Log file format

{* Encrypted [can be viewead anly with the Bepart Wiswer)
" HTHL [html file, can be viewed directly it the e-mail reader)

(" THT [text file. can be viewed directly in the e-mail reader)

[ Clear logs after successful send

Reagiztration

Test |

1] | Cancel |
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C EH Stealth Email Redirector

Certified = Ethical Hacker

Stealth Email Redirector is a
program that sends the
copies of all outgoing emails

.

SER monitors the outgoing
traffic of the email client
software and intercepts all
emails that are sent

¥

The program sends
Intercepted emails to the
specified email addresses

EC-Council
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9

) )
@\@\

Advancad Ctaalth Email Radirartar

General zethngs

Redirector is active

myEemail. com

[ ] Owermide default SMTP service port:

Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited




C EH Wiretap Professional

Certified = Ethical Hacker

Wiretap Professional is the premiere application for
monitoring and capturing all important PC activities

messages, and web sites visited

viewed

CHC: Executing applications

EC-Council

Employing state-of-the-art packet sniffing techniques,
Wiretap Professional can capture all Internet activities

This spy software can monitor and record e-mail, chat

In addition, powerful OS monitors allow for the
monitoring and recording of keystrokes, passwords
entered, and all documents, pictures, and folders

Wiretap Professional can send you reports via Email or
FTP you will be able to receive and view spy software

reports from virtually anywhere in the world
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c EH Wiretap Professional: Screenshot

Ethical Hacker

Uger dofaull
&, Ui Moniloring Stalus: Slopped

Screen Snapshots
2 Ecreershofts Logged
B Ereabed

Clipboard Logs
& Gl Lot
E Ervsbiod

Eeyatrokes Typed
2 Seasions Loggnd
[ Ernbed

Faeewords
2 iPasowords Logoed
[ Erabed

Admin Actions
2 Actons Logoed
[ Eriabad

&) Configuration &3 Help

o CHC: Executing applications

Eplect Al
DeselactAll

Woindows Viewed
2WindienE Loggad
Eriaked

Apps Started
2 Appcadion: Lobged
Bl Enadad

Docs Accassed

2 Docisments Logged
[ Ensted

Folders Browsed
< Foader Wiews Logoed
4 Ensbed

Webslties Vigied
2heh siles Dogged
I Enabed

3 Shuldawn

AOLIAM Messages
& Crzziong Loggad
[ Ervabad

MSH Mezaenger
& S Lt
B Ersabd

[Go Camversations
& S Eong Locoe©d
[ Enated

“¢ahon Messenger
2 Sy Lo
[ Eriabed

Emall Transfers
2 Pmnlis Logged
[ Erabed

Starl! @
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c EH Spy Software: FlexiSpy

Certified | Ethical Hacker WWW . fl eX i S py . CO m

FlexiSPY is an ‘activity logger’ for mobile phones

Activities such as sending and receiving SMS
messages, call history, (incoming/outgoing), call
duration, GPRS activity, and contact names in their
address book that is associated to each SMS and call

FlexiSPY is virtually undetectable by the user!

Works with most Motorola and Nokia phones

ey CHC: Executing applications

- Access Point - Access Point

) DTAC-GPRS-WAP
C0range GPRS Wap
1 AIS-GPRS-MMS

O DTAC-GPRS-MMS Max Numhber of Event
C'Orange GPRS MMS

Report Timer

0K ~ Cancel Change Save

| Events to capture

Phone Call

MHS "W 630

= E-Mail Connecting... “
GPRS

0K cancel
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c E H Spy Software: FlexiSpy (Sample

Report)

Certified = Ethical Hacker

7 -9 oof 10 records

Hme zone: | Bt/ GMT rows per page: 3

& Type ¥ & Direction ¥ & Duration ¥ & ContactMame ¥ & tobile Time ¥ & Server Time ¥
D 5mMs il Cat 19/03/06 15:26:45 19/03/06 051 25:26
I:l ¥YOICE sl ooz 016684485 19/03/06 08:25:23 19/03/06 051 25:26
|:| YOICE | orog:an 016684485 19/03/06 07159151 19/03/06 07158138

Select all | Clear All

:: Log Event Detail Info::

IMEI : 3556600019008464
Client Time: 19703706 15:26:45
Server Time: 19703706 08:25:26
Event Type: SMS
Direction: 0OUT
Phone Number: 016684485
Contact Mame: Cat

Contents: Thanks to FlexiSPY i finally figured out
that my wife is cheating on me with my brother...
I had a bad feeling about this for over a year,
now i'm 100% sure about it...
Thanks about FlexiSPY
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CIEH PCPhoneHome

Certified = Ethical Hacker

PC PhoneHome tool tracks stolen laptops

It secretly sends a stealth email message to an email address of your choice
containing the physical location of your computer every time you get an Internet
connection

N
When the stolen computer is online, it will send a stealth

message to the pre-determined email address containing
Its exact location

* Install the software and restart the computer

e Start > Run - configmod

» Enter your email address

e That's all

* Whenever your system is online, you will receive notification through email

Copyright © by EC-Council
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c EH PC PhoneHome: Screenshot

Certified

EC-Council

Ethical Hacker

f__:,PE PhoneHome Pro Yersion

Thiz must be filled out completely and accurately to azsist law enforcement in the recoven of

the mizsing computer.

— Matification [nfo

Recepient's Email 1D i]

— Uzer Registration Info

MHame | Organization I

address i

City I States

Code

l-_ Zipd Postal [_ Courtry |_

Frovince
Phone i

Fhaone
[Home]

(Office] Email |

higue i
D

— Computer

Mig. |

kodel I

SMo |
Mo

[, Mo I

Q. Cancel | Hegisterl
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C EH Keylogger Countermeasures

Certified = Ethical Hacker

Install a Host-
based IDS such
Install Antivirus as Cisco CSA
software and agent which can
keep the monitor your
signatures up to system and
date disable the
installation of
keyloggers

&G

ey CHC: Executing applications

Keep your
hardware
systems secure
In a locked
environment

All Rights Reserved. Reproduction is Strictly Prohibited

Frequently check
the keyboard
cables for the

attached
connectors

o
@f@
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C EH Anti-Keylogger

Certified | Ethical Hacker

This tool can detect keylogger installations and remove
them

This computer is protected by
Anti-keylogger™ 6.0

UNREGISTERED VERSION
There are 10 sessions left

| Homepage: www.anti-keyloggers.com
: Order: wirw. anti-keyloggers.com
Exchusions st On-line manual: wwwanti-keyloggers.com

tae { ; :
Ot Warning: This computer program is protected by copyright law and

0N nternational treaties. Unauthorized reproduction or distribution of thae
Contacts Wl program, or any portion of i, may result in zevere civil gnd crimingl
8 penalties, and will be prosecuted to the maximum extent possible under law.

Languiage

Copyright © by EC-Council
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C EH Advanced Anti Keylogger

Certified = Ethical Hacker

Advanced Anti Keylogger Is an anti-spy program
that prohibits operation of any keylogger, either
currently in use or in development

Features:

* Protection against the keystroke capture
 Protection against the screen shot capture

e List of currently loaded modules attempting to
monitor keyboard activity

Copyright © by EC-Council
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c EH Advanced Anti Keylogger:

Certified | Ethical Hacker S C re e n S h Ot

& hdvancod Anti Keylopger - www,anti-keyloggor, not

Fila Vs Opliond Help
= T [w e -
PP N ?
Cumserdly knndesd rodule Comerd sishuer  Fluls solan Al ]
£} imeresl mode drivers
VT DN et brac o et Mg, 214 3 Peohebslpd W Adoris pighelel
cVWIMDIIWS viaham I diver sy mooppes s K Prohibied MW Alwsys prohitsd
& C\Frogeam Filsi\E Chatichat ave E-Cha Advanced Anti Keylogger
c\WProgram FleshE Chathchat d W Alowed 7 Mone
B tonitoning program:
_JE WIS S sl e T Hron, e CTF Lowsder g preg
EVWIND WS dysbaem et o all Alowercd gl Avvinrs sl | MSCTF Smrom DLL F| ctfmon.exe
[t
Prosbs: Status: Allowed
w Ahars allow
fubwparys parohibe
i *
e ot
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c EH PrivacyKeyboard

http://www.anti-keylogger.com

Certified = Ethical Hacker

PrivacyKeyboard is the first product of its kind which protects computers against both spy
software and hardware

When you are typing important information like your e-banking password, it will help you
circumvent hardware keyloggers, which are difficult to detect

The virtual keyboard prevents hardware keyloggers from intercepting keystrokes made by the
user

The protection against software keyloggers is also active at this moment

Since the user is not actually using the keyboard of his PC, hardware keyloggers do not receive
any signals from it and cannot capture the keystrokes

PrivacyKeyboard™ )

‘Tah q

‘Eaps

‘ Shift

ctrl | aie | | ar |cert §

Copyright © by EC-Council
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C EH PrivacyKeyboard: Screenshot

Certified | Ethical Hacker

"Privac

This computer is protected by
PrivacyKeybaooard™ 6.0

UNREGISTERED VERSION
Thare are 10 sessions left

Homepage: www.anti-keylogger.com
e f Order: www.anti-keylogger.com
bt | Exchusions kst ‘1 On-linc manual: www.onti-keylogger.com

=l Ootions ‘| Warning: This computer program is protected by copyright law and
00 international treaties. Unauthorized reproduction or distribution of this

Cont: i program, or any portion of i, may rosult in severe civil and cnminal

i penalties, and will be prozecuted to the maximum extent possible under law.

Language
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C E H Spy Hunter - Spyware Remover

Certified = Ethical Hacker

SpyHunter is the spyware detection and removal tool

SpyHunter will hunt down and remove spyware and adware

)

{ Features: )

e Removes spyware, adware, keyloggers, cookies, and
toolbars

e Removes spyware registry keys, popup programs, and
memory resident spyware

 Removes spyware programs that slow down your
computer

e Comprehensive database of spyware and adware threats

Copyright © by EC-Council
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c EH Spy Hunter: Screenshot

Certified = Ethical Hacker

¥ SpyHunter v 2.9 @|§|

Eile Scan Bemowe Ewchesion: RollBack Scan Dphon: Seibing: Help

® SpyHunter 2.5

B Eni Sof & Grol
& otartScan \'E Detailed View ™ nigma Software Group
x Stop Scan \\_\ Item_NamE | Object Mame | Location | Type ~
q;' . ‘\E‘i O& sdvert adwvert chdocuments and settingshc... Cookie
-. = [0S &dvertising advertizing chdocuments and seftingsbie...  Cookie
& Update \1 I8 Alexa &1xTE BHO HKEY_CLASSES_ROOTAk.. Registy

: : O ehaviour Link o hdocuments and zettingzhe... | Cookie
D”V_i? | D_”VE T.'r'.F'E | O Behaviour Link.  belnk chdocurnents and seftingshe...  Cookie
@ Fined Drive, % bluestreak bluestreak o:hdocuments and settingshc...  Coaokie
[CJ& Bravenet bravernet o hdocuments and zettiingshe... Cookie 3
{.n.... . H.}
—— | Check All Parazites [ Quick Scan [ﬂ S S— SUEEET Log
Memary - “ﬁ 0 Parazite D efinition
Fregisty 1 Spuware cookie. Thiz iz a product of Claria [ator]. Tracks vour personal information and browsing
egistry: o habits, as you surf the web. Information can be retrieved by the parent company.
Cookies ; ,“( &0 hittp: A A, bielnk, com b
Files 0 0% Scanning Foldersz in Drive c:h. 100%
[termns Scanned 33773

DB Yersion ; 466 04032007 | Curent Location
JEE42 ch3BEN drwatzon. exe

Protecting Against ;
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CIEH spy Sweeper

Certified = Ethical Hacker

Spy Sweeper detects and removes more traces of
spyware including Trojans, adware, keyloggers,
and system monitoring tools

If items are found during a scan, the program
offers a short description, as well as
recommendations on how to protect yourself
and your PC

SpySweeper offers real-time protection shields
that prevent new malware from being installed,
as well as unauthorized system changes to your
browser settings and startup programs

Copyright © by EC-Council
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C EH Spy Sweeper: Screenshot

Certified | Ethical Hacker

)
L=
b

<

a{

@
e

@
iy
a
>4

5 =] @Spysweeper .

Y Sweep Edt Antivirus Protection
0F for Potentialy Urswanted Programs
o Last full sween: Today
Mext swess: 1171572006 S:00 AM
Items Remaoved: 0
Add antivirus protection to your
[ Start Custom Sweep vi subscrption
Subscription Status
[ 4 Shields Edit
W Ongong Protection i) Active Through: 12/18/2006
i 1 of 4 Critical Shieids are OFF Lot St
Items Blocked: 0 ADout Spv Sweeper
Alerts and News
T Updates Eciit iy

."‘ﬁ Definitions and Program vou have no aerts
a Last check for updates: 1 day ago GJ' Spy News™

Automatic Updates: oM Updated news avalabie
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All Rights Reserved. Reproduction is Strictly Prohibited

o CHC: Executing applications




C EH Spyware Terminator

Certified = Ethical Hacker

Spyware Terminator is an adware and
spyware scanner

It can remove spyware, adware, Trojans, T
keyloggers, home page hijackers, and other g,__/
malware threats Sb-t;dvx
Features: | p

* Removes Spyware
e Scheduled Scans
e AntiVirus Integration
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c E H Spyware Terminator: Screenshot 1

Certified = Ethical Hacker

L Spyware Terminator Center
Spyware
Terminator
D_ Scan
. Scan Progress (Fast Scan)
Curnrent operation - Services Scanning
» C:AProgram FileshSpyware Terminatarhzptcontmenu. dil -,:1 o
Completed: 352 ()N Elapsed Time: 0.00:34
Objects Summary System Details
Objects Scanned: 540 Running Processes 3
Objects |dentified 43 Processes [dentified 1]
: Reqistiy Identified 22
Objects lgnared . Files |dentified 15
Critical Objects 1}
Scan Details
1036 &b Skype : HECRAWCLSIDW{FFBFS300-1474-4ECT-3380-D 3261 30E 3B 07} “
Q1036 AM Skype : HELMMSOFTWARE \Microzofts nternet ExploresE stensions {77BF5300-1474-4ECT-9
91036 &M Flazhget : HECRAWCLSIDWF1567E8E -S1EF-470C-9057-421BAS3E00 BA}
3:10:36 AM Flazhget : HELMASOFTWARE \Microzofts»/indowshCurrent/ersionExplorersBrowser Helper C
01015 Akd Flachast - M4 Draarars Filach ElachG et astlasb Al
Pauze J Abort Scan J
2007187
M CHC: Executing applications . Copyright © by EC-Council
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c E H Spyware Terminator: Screenshot 2

Certified = Ethical Hacker

W Spyware Terminator Center

ié Spyware )
Terminator : : Real-Time

Protection

¢y Settings
| |

=V Application Guard Real-Time 5Shield Settings

l}j System Guard Shields Settings Advanced
|
[# Usze Real-Time Protection

¥ J Application Guard 7 .l;,iI System Guard 7
J Intemnet Guard d .
_"J i rintd ¥ Threats Shield ¥ Hosts file S hield
¥ Startup Shield [# System IMI files Shield
@J ClamAY Guard ¥ Services Shisld ¥ Filz Extensions Shisld
.@J Intermnet Guard ? @J' ClamAY Guard 7
¥ Intemet Esplarer Shisld [¥ File Azoess Shield

¥ winSock Shisld
[# Browser Helper Objects [EHO) Shield

¥ Toolbars Shigld

Fiestare from Prafile J J

200187

Copyright © by EC-Council

C H C : ExeCUtl n g ap p I I Catl ons All Rights Reserved. Reproduction is Strictly Prohibited

EC-Council




C EH WinCleaner AntiSpyware

Certified = Ethical Hacker

WinCleaner AntiSpyware is an anti-spyware system that includes
real-time protection as well as on-demand scanning

It protects against pop-ups, slow performance, and security threats
caused by spyware, adware, and other unwanted nuisances

Features:

e Spyware scanning and detection
e Minimal impact on computer performance
« Comprehensive realtime shields that protect again spyware infections

Copyright © by EC-Council
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C EH WinCleaner: Screenshot 1
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@ ==

D Slow PC? Click ta

find out how...

1 X scan for Spyware

Ry -l

Scan for Spyware Undo Quarantined kems

SLF |:| Spyware bvpe:  Spviware browser objeck A
it f! Spyware name:  unidentified spyware

pd Locakion: HELMVSOFTWARE MicrosoftWindowstC, , \{fdd3ba46-5d52-4ffb-8758-200b6ad 7 4acch

v )
-

LJ L*3
\drsion & 55 | Save Log | | Checl All | | < Back | | Delete Selected |
0 2004 - 2007
Busliess Loghs
Corparatan W) Spyware Shields are Active ... Click here to De-activate. a e
wlickaNe @ com b -

Spyware Shields; 51
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C EH WinCleaner: Screenshot 2
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]

“wirsion §.58

004 - 2007
Busless Log ke
Comparaton

WINCEANE [3F COm

Slow PC?

&) Spyware Shields

Registry Shields File Shields
[+] IE Start Page Shield

[+] IE Start Page Shield #2
[+] IE Search Page Shield
[+] IE Search Page Shield #2
[+] IE Search Bar Shield

[+] IE Local Page Shield

[+] IE Local Page Shield #2

[+] IE Default Search URL Shield

Checkall | |

Click to
find out how...

Skakus: ackive
Skakus: ackive
Skakus: ackive
Skaktus: ackive
Skaktus: ackive
Skaktus: ackive
Skaktus: ackive

Skatus: ackive [

Add shield || EditShield || Delete Shield |

... Click here to De-activate. L } Q,

Spyware Shields: 51

CHC: Executing applications
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2 1999 Randy Glasbergen. www.glasbergen.com

e
T

l

|

L

:

"I've received a number of complaints from
your computer. You haven't been washing
your hands after you go to the toilet."
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Copyright 2003 by Randy Glasbergen.
www.glasbergen.com

-
L
-

|
— f
@
-
-
-—

GLASBER-GEA

“Originally, P.D.A. stood for ‘pretty darned amazing’
...but that didn’t sound high-tech enough.”

All Rights Reserved. Reproduction is Strictly Prohibited

Copyright © by EC-Council




System Hacking:
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Hiding Files
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C/EH CEH Hacking Cycle
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Cracking passwords

Hiding files

EC-Council

v

Enumeration

<
<

Escalating privileges —

Execute applications +

Covering tracks
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C/IEH HidingFiles
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There are two ways of hiding files
In NT/2000

e Attrib
e use attrib +h [file/directory]
 NTFS Alternate Data Streaming

e NTFS files system used by Windows NT, 2000, and XP
has a feature Alternate Data Streams that allows data to
be stored in hidden files that are linked to a normal
visible file.

Streams are not limited in size and there can be more than one stream
linked to a normal file

Copyright © by EC-Council
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CIEH Rootkits
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Rootkits are kernel programs that have the
ability to hide themselves and cover up
traces of activities

- D | —eeeeeesesanmae Process-kernel boundary - - - -
When a rootkit is installed, it replaces System call handler

certain operating system calls and utilities
with its own modified versions of those

routines m

real chdir()  real chdir() real gutdents{}

System call jump table

For example, to hide the existence of a file,
the rootkit intercepts all system calls that
can carry a file name argument, such as
open(), chdir(), and unlink()

CHC H iding fi IeS Copyright © by EC-Council
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CIEH wnhy Rootkits
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The hacker requires
root access to the
system by installing a
virus, Trojan horse
program, or spyware,
In order to exploit it

EC-Council

To maintain the root
access, the attacker
needs to hide tracks

from the system
administrator by
modifying the system
commands

CHC: Hiding files

Rootkit allows the
hacker to maintain
hidden access to the
system
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C E H Hacking Tool: NT/2000 RootKit
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What if the very code of the operating system came under the control
of the attacker?

The NT/2000 rootkit is built as a kernel mode driver which can be
dynamically loaded at the run time

The NT/2000 rootkit runs with system privileges, right at the core of
the NT kernel, so it has access to all the resources of the operating
system

The rootkit can also:

Hide processes (that is, keep them from being listed)
Hide files

Hide registry entries

Intercept keystrokes typed at the system console

Issue a debug interrupt, causing a blue screen of death
Redirect EXE files

CHC Hiding fiIeS Copyright © by EC-Council
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C E H Planting the NT/2000 Rootkit
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The rootkit contains a kernel mode
device driver, called _root .sys,and a
launcher program, called deploy.exe

After gaining access to the target
system, the attacker will copy

_root__.sys and deploy.exe onto
the target system and execute
deploy.exe

This will install the rootkit device driver
and start it up. The attacker later
deletes deploy.exe from the target
machine

CHC: Hiding files

EC-Council

The attacker can then stop and
restart the rootkit by using the
commands net stop _root and net
start _root__

Once the rootkit is started, the file
__root__.sys stops appearing
In the directory listings. The rootkit
intercepts the system calls for listing
files and hides all files beginning with

__root__ from display
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c EH Rootkit - Screenshot
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Once the rootkit is started, the file rocot .svs stops appearing

in directory listings. The rootkit mtercepts the system calls for
listing files and hides all files beginning with root from display.

the attacker activated the rootkit:

Z=dir
Yolume in drive © has no label.
Yolume Serial Mumber is BC15-34C3 After

C:=dir
Yolure in drive © has no label BEfﬂI‘e
YYolume Serial Mumber is BC15-34C3

Directary of C:

Directory of C: 020972001 05:06p  <DIR> asf

Ueih/elOn Todklonl - =<Ri> s 01052001 11128 <DIR= CACarfig
010572001 11128 <DIR= CACanfig ; :
: : 010852001 11114 =0IR= Documents and Settings
01052001 11:11a z0IR= Documents and Settings }
: 01/04/2001 08:.06p  <DIR= Inetpub
01/04/2001 08:06p  <DIR= Inetpub : .
: ;i 01/04/2001 08:08p  <DIR= Frogram Files
01/04/2001 08:08p  <DIR= Program Files : :
: : 02102001 04:51p  <DIR= rootkit
02/10/2001 04:51p <DIR= rootkit :
; 02092001 03:35p  <DIR= software
02/09/2001 03:35p <DIR= software 0A00001 05 28 <DIR> WNNT
02/10/2001 05:38p  <DIR= WINMT 0 Fiie(spj T
02/10/2001 11:33a 57 B34 _root_sys 9 Dir(s) 6,115,020 B%EI Bisiiie: fraid
12/06/1999 09:00p 236,304 root_cmd exe fel y
090241993 01:074 59392 root_nc.exe

3 File(s) 353,380 bytes
8 Dir(s) 6,115,020 800 bytes free
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CEH Rootkitsin Linux

Certified = Ethical Hacker

A rootkit is also referred to as a
set of modified and recompiled
Unix tools (typically including
ps, netstat, and passwd)
designed to hide any trace of the
Intruder’s presence or existence

A rootkit may include programs
to monitor traffic, create a back
door into the system, alter log
files, and attack other machines
on the network
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c EH Detecting Rootkits
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Detecting rootkits is a problem

Once infected with a rootkit, you cannot trust your operating
system

You cannot believe what the system tells you when you
request a list of running processes or files in a directory

One way to get around this is to shut down the suspect
computer and check its storage after booting from alternative
media that you know is clean, such as a bootable CD-ROM
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C EH Steps for Detecting Rootkits
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Simple steps you can take to detect some of today’s ghostware:

Run "dir /s /b /ah" and "dir /s /b /a-h" inside the potentially infected OS and save the
results

Boot into a clean CD, run "dir /s /b /ah" and "dir /s /b /a-h" on the same drive and save
the results

Run a clean version of WinDiff from the CD on the two sets of results to detect file-
hiding ghostware (i.e., invisible inside, but visible from outside)

Note: There will be some false positives. Also, this does not detect stealth software that
hides in BIOS, Video card EEPROM, bad disk sectors, Alternate Data Streams, and so on

CHC Hiding fiIeS Copyright © by EC-Council
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c E H Rootkit Detection Tools
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BlackLight from F-Secure Corp.

* http://www.f-secure.com/blacklight

RootkitRevealer from Sysinternals

* http://www.sysinternals.com/Utilities/RootkitRevealer.html

Malicious Software Removal Tool from

Microsoft Corp

* http://www.microsoft.com/security/malware
remove/default.mspx

EC-Council
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C EH sony Rootkit Case Study
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In October 2005 Mark Russinovich discovered that some Sony BMG Music
Entertainment CDs use rootkit technology to automatically install digital rights
management software on Windows computers

The intent of this kludge was to prevent unauthorized digital copying of the music

The Sony music CD creates a hidden directory and installs several of its own device
drivers; it then reroutes Windows systems calls to its own routines

It intercepts kernel-level application programming interfaces and tries to disguise its
presence

Sony was hit with numerous lawsuits across the United States for planting a rootkit on
users’ computers without their knowledge

For more information, visit: http://www.sysinternals.com/blog/2005/10/sony-
rootkits-and-digital-rights.html
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C/EH Rootkit:

Certified = Ethical Hacker

It operates using Direct Kernel Object Manipulation

It comes with two components—the dropper (fu.exe)
and the driver (msdirectx.sys)

— |t can:

e Hide processes and drivers

* List processes and drivers that were hidden using
hooking techniques

e Add privileges to any process token

e Make actions in the Windows Event Viewer
appear as someone else’s actions

CHC: Hiding files
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C/IEH Fu: screenshot
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ev Invite de commandes

C:stempifu —pl 34
fu.exe:8608
2153891204
System:4
smes ..exe 1376
csrss.exe:b32
winlogon.exe:6b64
seprvices .exe =788
lsass.exe:-732
suchost.exe:z9?12
suchost .exe :1884
suchost.exe 1872
surhnst _prwe 21176
sychost .exe:-1284
spoolsv.exe:1416
UMuwareService.e 1592
alg.exe:2H836
explorer.exe:572
wscntfy.exe :5808
UMuareTray.exe 220
UMwarellzser.exe-1H048
ctfmon.exe:1168
cmd.exe 420
tazskmgr.exe:B16
Total number of processes = 23
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C EH Rrootkit: AFX Rootkit
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This program patches Windows API to hide certain objects from being listed

Current version hides:

* Processes

e Handles

e Modules

 Files & Folders

* Registry Keys & Values
e Services

e TCP/UDP Sockets

» Systray Icons

Configuring a computer with the rootkit is simple:

- 1. Create a new folder with a uniqgiue name, i.e., c:\windows\rewt\
« 2. In this folder, place the root.exe, i.e., c:\windows\rewt\root.exe
3. Execute root.exe with the "/i" parameter, i.e., start c:\windows\rewt\root.exe /1

Everything inside the root folder is now invisible!
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C EH Rootkit: AFX Rootkit (cont'd)
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Removal: How to remove this rootkit

Method 2
Method 1

1. Boot into safe mode

1. Run the root.exe with the "/u"
parameter

2. Locate the service with the root
folder’'s name

2. Delete all files associated with it

3. Remove the service and delete all the
files associated with it

3. Reboot

4. Reboot

CHC Hiding fiIeS Copyright © by EC-Council
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c EH Rootkit: Nuclear
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Nuclear rootkit performs as a user-level hook on certain APls, allowing you to
hide or modify some items on the NT-Based OS (NT/2000/Xp/Windows 2003

Features:
* Process
Hides process(s) totally from the task manager

» File/Directory
Hides directory(s) or file(s) from Windows Explorer
» Registry
Hides registry value(s) from the registry editor and MSConfig

e Ports/Protocols
Hides connections on/through any port(s)/protocol(s) in netstat

e Modules
Hides modules in specific processes from any module explorer

» Application Block
Blocks explorer from executing a list of applications

e Connection Block
Blocks applications from connecting to any host

» Persistence
Protects Directory(s) or File(s) from being deleted/renamed/moved

CHC Hiding fileS Copyright © by EC-Council
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C EH Nuclear: Screenshot
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¥ ) Muclear Rootkit 1.0 by Princeali =J\% Connection Block x)
" Processes | Files/Dir= | Registy | Paortz | Modules | Application Block | Connection Block | Persistence ]
Add the Process Mame That you want ta Black itz Conne
|iEmd.e:-:d |
Files / Dirs Hide x)
_ _ ) [ k. l [ Cancel l
&dd the File or the Directory to Hide
|c:'\haid |
Connection Hide ®)
[ k. l [ Cancel l
Add the Port / Protocal to Hide the Connection On/throg
TCP:12345 |
[ k. l [ Cancel l
Create l [ M arwal l [ Check for Rootkit l [ About l

NS
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c EH Rootkit:Vanquish
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Vanquish is a dll injection-based, winapi hooking rootkit

It hides files, folders, registry entries, and log passwords

In case of registry hiding, Vanquish uses an advanced
system to keep track of enumerated keys/values and hides
the ones that need to be hidden

For dll injections, the target process is first written with
the string 'VANQUISH.DLL" (VirtualAllocEXx,
WriteProcessMemory) and then CreateRemoteThread

For APl hooking, Vanquish uses various programming
tricks

CHC: Hiding files Copyright © by EC-Council
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c EH Rootkit Countermeasures
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Back up critical data and reinstall
OS/applications from a trusted source

Do not rely on backups, as there is a
chance of restoring from Trojaned
software

Keep a well-documented automated
Installation procedure

Store availability of trusted
restoration media

CHC: Hiding files
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M AFx Windows Rootkit 2003 06

[ F'ru:u:esses] Filez | Fegiztry | Connections

lithiurm.exe
sub? . exe

biohet.exe
sobot.exe

i i e

i i
Generate Help A bt

hitkp: A A lamaphes. cib. et kiktkp: s rmegasecunty, orng
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C EH Patchfinder
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Patchfinder (PF) is a
sophisticated diagnostic utility
designed to detect system
libraries and kernel
compromises

¥

Its primary use is to check if the
given machine has been attacked
with some modern rootkits like
Hacker Defender, AFX,
Vaniquish, and He4Hook

CHC Hiding fiIeS Copyright © by EC-Council
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c EH RootkitRevealer
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RootkitRevealer from www.sysinternals.com scans the drive and the registry
for the presence of rootkits

& RootkitRevealer - Sysinternals: www.sysinternals.com

File Options Help

Path Timestamp Size  Description

ﬁ HELMYSOF TWwWARE WMicrosofthSchedulinggentLastT askRun 3A14/2008 12:00 Ak 16 bytes  Data mismatch between Windows AP and raw hive data.
= C:\Program Fileg\Common FileshSymantec SharedirusDefs\ 20060308, 007 wscanms:x. dat 3442008 12:51 AM 202KEB Hidden from Ywindmas AP,

C:5Sustem Wolume [nformationtcatalog, weis 00010007 . ci 3442006 1:02 Akd 16.06 MB  Hidden from ‘indows AP

C:5Spstem Wolume [nformationt.catalog wei 000100071 dir 3442006 1:23 Ak 128.00 KB Hidden from ‘Windows AP

_{EI! C:\Supstem Volume [nformationhcatalog. wei CiFLEffc. 000 3442006 1:00 A8 240 bytez  Hidden fram YWindows AP
e C:5Supstem Volume [nfarmationt.catalog weis CiFLFfe. 001 3742006 1:01 AWM 19200 KB Hidden from ‘Windows AP
| C:hSpstem Yolume |nformation‘catalog. weibCiFLiffc. 002 3442006 1:01 AWM 19200 KB Hidden from ‘Windows AP

C:\Sustem Wolume [nformationhcatalog.weis CiFLEED. 000 31342006 11:02 PM 240 bytes  Wizible in Windows AP, but not in MFT or directory indes.
C:4Systern Volume [nformationt.catalog.wohCiF Lid.001 3A13/2008 171:02 PM 192.00KE  Wizible inWindows AP, but not in MFT or directory indes.
C:4Systern Volume [nformation’catalog, woisCiF LI 002 3A13/2008 171:02 PM 1392.00KE  “isible inWindows AP, but not in MFT or directory indes.
C:5Svstem Yolume [nformationt.catalog, wei Cikd L0007, 000 3442006 1:03 Ak 240 bytes  Hidden from *Windows AP
C:5Sustem Wolume |nformationt.catalog, weisCikd LOOOT . 007 3442006 1:03 Ak EB4.00 KB Hidden from ‘Windows AP,
4| C:ASpetern Volurme [nformation’catalog.weiCitd LOOOT, 002 341442008 1:03 &M E4.00 KB Hidden from windows &P

Scan complete: 13 discrepancies found.

CHC Hiding fileS Copyright © by EC-Council

EC-Council All Rights Reserved. Reproduction is Strictly Prohibited




C E H Creating Alternate Data Streams
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Start by going to the command line and
typing notepad test.txt

Put some data in the file, save the file,
and close notepad

From the command line, type dir
test.txt and note the file size

Next, go to the command line and type
notepad test.txt:hidden.txt. Type some
text into Notepad, save the file, and
close

CHC: Hiding files
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Check the file size again and notice that
It hasn’t changed!

On opening the test.txt, only the
original data will be seen

When the type command is used on
the filename from the command line,
only the original data is displayed

On typing type test.txt:hidden.txt, a
syntax error message is displayed
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C E H How to Create NTFS Streams
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Launch o:\>notepad myfile.txt:lion.txt Click

'ves' to create the new file and type 10 lines of
data. Save the file.

Launch e:\>notepad myfile. txt:tiger.txt eclick
'yves' to create the new file and type cother 20
lines of text. Save the file.

View the file size of myfile.txt (it should ba
ZBaro)

To modify the stream data open document
'myfile.txt:taiger.txt' in notepad

. CHC Hiding fileS Copyright © by EC-Council
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C EH NTES Stream Manipulation
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1’ Location: c:\

(Size: 2 MB) eadme . EXER(Eiza 0)

To move the contents of Trojan.exe to Readme.txt (stream):

c:\> type c:\Trojan.exe > c:\Readme.txt:Trojan.exe

To execute the Trojan.exe inside the Readme.txt (stream):
c:\> start c:\Readme.txt:Trojan.exe

To extract the Trojan.exe from the Readme.txt (stream):

c:\> cat c:\Readme. txt:Trojan.exe > Trojan.exe

Note: cat is a Windows 2000 Resource Kit Utility
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C E H NTFS Streams Countermeasures
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Deleting a stream

file involves Streams are lost
copying the front when the file is
file to a FAT .
moved to the

gadionang FAT Partition
then copying it

back to NTFS

D
Q\Y Q]

CHC: Hiding files
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LNS.exe from
(http://nt

. security.nu/cgi-
bin/download/In
s.exe.pl) can
detect streams
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c E H NTFS Stream Detectors (ADS Spy

and ADS Tools)

ADS Spy

Y ADS Spy v1.11 - Written by Merijn - |EI|5|

Certified = Ethical Hacker

b termate Diata Streams (205 are pieces of info hidden as metadata on files on MTFS dives. They are not i
wizible in Explorer and the zize they take up iz not reported by "Windows. Becent browser hijackers started uzsing I
ADS to hide their files, and wery few anti-malware scanners detect thiz, Uze ADS Spy to find and remove theze ADS TOO S
streams.

[ ate: thiz app can alza dizplay legitimate ADS streams. Daon't delete streams if vau are not completely sure they

are malicious! ADSTools

€ Duick scan [windows base folder orly) Alternate Data Stream Tools for NTFS 1225 Reaser| 2|
" Full zzan [all MTFS drives)

% Scan anly thiz folder: II::"-.Dl:lcuments and 5 ettingsib Search Yizible File(z] | Stream File(z] | Stream Bytes |

v |gnore safe system info data streams [‘encryptable’, 'Summarg C:ADocuments and SettingshA... | secret.bat, 14

[~ Caloulate MDS chacksume of streams’ contents Open & File C:A\Program Filest A0S T ools uninz000.exe, BE7914

Scan the spstem for alternate data streams | Remove sele

Open a Folder

C:ADocurmentz and SettingshAdminiztratar M DO!

Options

Close

Search halted Tokal bytes: GEFIZE

|Fready.
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C EH Hacking Tool: USB Dumper
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USB Dumper is an application that runs
a background process which copies files
from any USB flash drive installed to it
silently, when installed on a system

Simplicity of this application makes it
dangerous; it needs a user to double
click the executable

Once this is done, application runs in
the background and any USB drive that
is connected will automatically have its
contents downloaded to the system
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C EH USB Dumper: Screenshot
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USBDumper v2.2 I

r— Dump all files from USE device o direchon : —

il::'\usl:udumper Browsze. ..

Filter(s) - ]

-Ophions - ]
v 2dd macro to M5 Word document

M acro file ; ]Man:n:n_Fuer_W-:urd. bt Browse. .

v 2dd macro to M5 Excel document

kM acro file ; ]Man:n:n_Fuer_EI:-:cel.th Browsze. ..

v Copy filefs) to USE device

C:uzbdumperhautozstart, inf Add
C:uzbdumperttiojan. exe
Delete
Rezet

Start Cancel |
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Steganography
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C EH whatis Steganography

Certified = Ethical Hacker

Steganography is the process of hiding data in images

The most popular method for hiding data in files is to
utilize graphic images as hiding places

Attackers can embed information

such as:

» Source code for the hacking tool
e List of compromised servers

e Plans for future attacks

e Grandma’s secret cookie recipe

EC-Council
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c E H Least Significant Bit Insertion In
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The rightmost bit is called the Least Significant Bit (LSB) %

il

—

The LSB of every byte can be replaced with little change to the
overall file

The binary data of the secret message is broken up and then
inserted into the LSB of each pixel in the image file

Hiding the Data: R

e Using the Red, Green, Blue (RGB) model a stego tool makes .
a copy of an image palette {:1

» The LSB of each pixel 8-bit binary number is replaced with
one bit from the hidden message

A new RGB color in the copied palette is created

* The pixel is changed to the 8-bit binary number of the new
RGB color

_ 5 Pk E Copyright © by EC-Council
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c E H east Significant Bit Insertion In
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Image files (cont’d)

Recovering the data :

e The stego tool finds the 8-bit binary number of each pixel RGB color
* The LSB of each pixel's 8-bit binary number is one bit of the hidden data file
e Each LSB is then written to an output file

® Example: Given a string of bytes

« 01001101 00101110 10101110 10001010 10101111 10100010
00101011 101010111

e The letter “H” 1s represented by binary digits 01001000.
To hide this “H” above stream can be changed as:

« 01001100 00101111 10101110 10001010 10101111 10100010
00101010 101010110

e To retrieve the “ H”’combine all LSB bits 01001000
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c E H Process of Hiding Information in

Image Files

Certified = Ethical Hacker

v
" Extractmg
v Function
Embedding n
Function
Mes=age to be embedded )
v
EC-Council "Do you Extracted EC-Council "Do you
speak the Language of
E.Busi " Message  Speak the Language of
UStHess E-Business"

Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited

£C-Council CHC: Hiding files




c E H Masking and Filtering in Image Files

Certified = Ethical Hacker

Masking technique hides data in a similar way like
watermarks on the actual paper

Masking and filtering techniques hide information by
marking an image after modifying the luminance of
parts of the image

Masking and filtering techniques are mostly used on 24
bit and grayscale images

Masking techniques hide information in such a way
that the hidden message is more integral to the cover
Image than simply hiding data in the "noise" level

Masking adds redundancy to the hidden information

Copyright © by EC-Council
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C E H Algorithms and Transformation

Certified = Ethical Hacker

Another steganography technique is to hide data in mathematical functions that
are in compression algorithms

JPEG images use the Discrete Cosine Transform (DCT) technique to achieve image
compression

Hiding data:

» Take the DCT or wavelet transform of the cover image and find the coefficients below a
specific threshold

» Replace these bits with bits to be hidden
» Take the inverse transform and store it as a regular image

Recovering the data:

» Take the transform of the modified image and find the coefficients below a specific
threshold

» Extract bits of data from these coefficients and combine the bits into an actual message

EC-Council CHC: Hiding files
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c E H Algorithms and Transformation

Certified = Ethical Hacker

L) | F(u.v)

i DET-’.— i

The DCT function:

F{H: 't.'r:} _ A(Hiﬂi&{ﬂ:} EZ cos {23 —|-1][-i} - HT - cos {E‘j —|—1]l;} - BT - f{z_j}

i=03=0

ae = {v I

otherwise

Another steganography method is to hide data in mathematical
functions that are in compression algorithms
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CEH

Certified = Ethical Hacker

Steganography Tools

) Copyright © by EC-Council
EC-Council All Rights Reserved. Reproduction is Strictly Prohibited




C EH Tool: Merge Streams

Certified = Ethical Hacker

This utility enables you It can hide MS Excel
to merge MS Word workbooks within MS
streams and MS Excel Word documents or

workbook streams vice versa
= Glue - NT Kernel Resources: www.ntkern x|
MS wiord: |I::"5D ocuments and SettingshDezktophtest dod Browze
MS Excel |E:"-.t|33t.:-:|3 Browze
t erge Cancel A bt
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C EH invisible Folders

Certified = Ethical Hacker

Hide any folder or a group of folders on your system by pressing a simple hotkey combination

The select folders will remain invisible until you decide to make them visible again using your hotkey
combinations

You can also password-protect your hotkey combinations

[ Invisible Folders oy ]

L D
- — INVISIBLE

AT

ol
— |rwisible Falder List
[ E:\Downloads
Add to List |
Eremaye Franm List |
Remaove Al |
Drag and Drop folders into the area above or simply chck
“tdd to List™ and select them from the Explorer menu.
Activate Invisible | Activate Visible | Furchaze | Optians I Exit |
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c EH Tool: Invisible Secrets

Certified = Ethical Hacker

A security suite that helps you to hide files, encrypt files, destroy your Internet traces,
shred files, make secure IP to IP password transfers, and even lock any application on

your computer

" Invisible Secrets 4

{¥ou can add files by dropping them on this fist)

Mame Path Size

ﬂ contactform.php  Clalina\WNEOCOM2003 15kb

g| affiliates. html CalinaiNEOCOM2003 3kb

QJ affiliatestest.html  C:\alinalNEQCOMZ003 4 kb

\{1] alsaral.html C:\alina\NECCOMZ003 17 kb

@ butprod_06-ov... C\alina\NEQCOM2003 images ZKb

'& 5_star_pauls_p... Calina\NEOCOM2003images 3Kb
Before encryptfhide: Compress file(s)

After encryptfhide:  []Delete file(s) []shred Files)

s || & P B =]

t addFiles || Remove Fake Files || Mew Message || Cryptboard
Press F1 for Help Click MEXT to continue. ..

™ (Frer ] (o]
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C/IEH Tool: Image Hide

Certified = Ethical Hacker

#& Image Hide - Dancemmammal.com 1Ol =]
= - File Edit Image Tools “Window
Image_ Hide is a st_eganography program BB KB O O o s
that hides text in images & PRETET]| & cocuments and SR
& &
Read  Write Read  Write
. . . i &
Does simple encryption and decryption of Clear Decrypt

data

Even after adding bytes of data, there will
not be any increase in the size of the image

Image looks the same as normal paint

paCkageS rr:;SgLsHtiﬂedemu hiding text using j ]
Hidden text space in bytes: 24185 ﬂ
Copyright (a) 2001 Dansemamma, i
Loads and saves to files and gets past all
mail sniffers
CHC: Hiding files Copyright © by EC-Council
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C EH 7ool: stealth Files

Certified = Ethical Hacker

Stealth Files can hide executables in other files such as Microsoft Word, Excel,

PowerPoint, and Acrobat

r
Stealth Files 4.0
A Hide Files
i
B Retrieve Files
.
Remove Hidden Files
(1) About Stealth Files
ﬂ§= Close Program
e
£C-Council CHC: Hiding files

%@ Stealth Files 4.0 - Hide Files...

Step 1 - Chooze Source Files:

C:hadditionz. log

[~ Destroy Source Files!

[ B Eles]

Remove Selected Files! |

Step 2 - Choosze Camer File:

[ Create a Backup of the Carier File!

Step 3 - Choosze Pazsword;

Hide Files!

All Rights Reserved
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C 1, Tool: Steganography

Certified = Ethical Hacker

*ﬁ Step 1: Select a carrier file ‘l | Stepl: Specify a cartier file “L |

| Mo cartiet file Selected | Mo cartiet file selected

Step 2: Addfrernove file or message Step 2: Enter password

E Add ﬂhmm I

Tupe I M arme | Size (k) -
Hrﬂ'. Unhide (double click to save ag)

Type | MName I Size (k) |

=T

-

<] | ]

Step 3: Password I

d | ]

{1 | Enter pazzsword againl

.T"ﬁ:
= = .,?_.'.‘., %
S @& Hide ‘dﬁ
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C EH Tool: Steganography (Step 1)

Certified = Ethical Hacker

Step 1: Select a Carrier File for hiding information

-

"“Ed@ ot LA = [ | 1|

Laoak ir;: ILﬁ' Deskiop j ) e EE
Gon
IPRINTING = bsnllandling
Sl e %] CEH
E ) zcm edit El ceh haja notes. o inchid
— | wordlists ' 2 Company Information
| Tvp [CDvasHI B Datafor pro
hde JZIP L DRebook zave az)
ﬂ I ﬂ Hize (k)

File name: — |Company Infarmation Open I
Files of type: I,-'l'-.ll Filez [*7] j Cancel |
T 7

Step 3: Pazsword quuu
1] | ]

4 | Enter pazzword againl_._"""

A
= = e?..".., %
S & Hide "%
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C EH Tool: Steganography

Certified = Ethical Hacker

Step 2: Add File/Message to hide

Add File or Messzage |

— Select a file or create a new message:

@ File A X

Subject:
|G MNew Meszage Secret

Test

Y
B Next d Cancel Thiz iz a zecret mezzage :l

i Ok x Cancel

Copyright © by EC-Council
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CIEH Tool: Steganography (Step 3)

Certified = Ethical Hacker

Step 3: Assign password

‘*ﬁ Step 1: Select a carrier file 1 | Stepl: Specify a carrier file ‘il |

|Cn:|rn|:-an;-.f Infarmation.exe Size: 3272683 | Mo carrier file zelected

Step 2: Addirernove file or message Step 2: Enter password

E Add ﬂkﬂmm I

Type I Mame I Size (k) Unhid .
hMessage  secret i *A nhide rdouble click to zave as)
Tvpe I Mame I Size (k) |
|
1] | ]
Step 3: Pazsword I---------
1] |
4 | Enter password againl.""""| —
& nide 5 Hay
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C EH Tool: Steganography (Step 4)

Certified = Ethical Hacker

Step 4: Hide the file

F: - )
'* Step dsColoct o oceicdilo ) Wl I Stenl: Specife & carrier file ‘il |
Save As
© .
M Savein I@' Desktop j € 5 B L
Ste|
) My Documents aCEH ~5 LABWIDEDS aE=CEL ——
E _-é by Computer 3 Data for pro aLPT
— ‘_f by Metwork, Places ) Databaze M5 Hotm,
| Tope kgl EOS Uity =i Demas CTyMSA CD
bl . . ave as)
B y PhotoStudio 5.5 ) Dizazter recovery w1 pptz aFDF
[OB ZoomBrrawser EX DOCS CPICS ize (9
* ol | i
|
File narne: councilzecret. exe Save I
4
_l_ Save az type: Ie:-:e Files [* exe) j Cancel |
Stef Z
| K KN | B
. ; Enter pazzword agaml."""" S,
2
S & Hide v )

_ . S = Copyright © by EC-Council
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c EH Tool: Steganography (Un-hiding

Step 1)

Certified = Ethical Hacker

Select the file to uncover information
7 - — =[] |
'*; Step t: Colamt ~ cosiw il i ¢ I Stenl: Soecifv a carrier file 1 |
Open EE
Canm Look in: I@' Desktop j 3 0
St
it I PRINTING = berllandline —
® (s 2] CEH
——— |2 =cm edit El ceh haja notez. to includ
| Twpe ) wordlists '?: Compaty [nformation
Mes |7=vasHI F Fave as)
A ZIP gData far pro ize (k)
| K R 2
|
3 File narne: Iu:nunu:ilseu:ret Open I
4
_I_ Files of type: I,-'l'-.ll Files [%.%) j Cancel |
Ster. ' A
| _ [ | o
1 Enter pazzword agalnl_"""" S
. e
S & nHide y ‘%
] - o I 1 Copyright © by EC-Council
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c EH Tool: Steganography (Un-hiding

Step 2)

Enter Password to unhide the message

Certified = Ethical Hacker

[ Steganag ——r——ereee——— d 3}

% Step 1: Select a carrier file 1 Stepl: Specity a carrier file ‘l |

|Cu:umpany|nfu:urmatiu:un.exe Size: 3272683 | councilzecretexe Size: 3272919 bvtes

Step 2: Addirermove file or message Step 2: Enter password

E Add ﬂlhmm

Type I Mame I Size (k) Unhide _
tessage secret N urm ! (double click to zave az)
Type I Marme I Size (k) |
1
1] | |
Step 3: Password I---------
| . < | o]
4 | Enter pazzword agalnI""_"" .
o [N
& Hide 5 oy

_ . P = Copyright © by EC-Council
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c EH Tool: Steganography (Un-hiding

Step 3)

Certified = Ethical Hacker

Step 1: Select a carrier file 1[ | Stepl: Specify a carrier file 1 |

|Cnmpany|nfnrmatinn.exe Size: 3272683 | councilzecret.exe Size: 327297149 bvtes

Step 2: Add/remove file or message Step 2: Enter passwaord

E Add ﬂﬁamm

Type Mame Size (k) Unhide .
hezzage secret 0 Aa ! {double click to save ag)

<] | ]

Step 3: Pazsward TTTITIIT)

1 | Enter pazsword again

*EEEEREDN __..,-ﬂ

Copyright © by EC-Council
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C EH Masker Steganography Tool

Certified = Ethical Hacker

Hide._. [Mew Camier]

Carrier: |\ TestFiles\Samples\Bridae.jpa A
Masker is a program that encrypts it e .
files and folders and hides them Ci\Testiles\LoadHTML.exe =

inside another file

@; Hint: you can insert the files also by Drag&Drop.

Description of the hidden files:

|webattack's secret files (-]

Masker hides files and folders in

- o Password: ek e
Inconspicuous places, such as Confirm Passmas: — Qﬂ
pictures, videos, and sound files m Delote files : I "“"‘5""“"'“““""9“' ek
W Set carrierfile
e sl B E) G E A
Narne | Size (in KB} | Date | Time | Description
ClLoadHTML.exe | 20,00 52701 12:40:34  webattack's se.
You Can hlde any fiIeS and even & %Ztenn;LD; &1 awards hitml .20 /2701 12:40:34  wehattack's se.
whole folders with subfolders
1] | H
2z file(s) | MASKER 2.3 @ 2000-2001 by Evgueni Zaretski

Copyright © by EC-Council
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C/EH Hermetic Stego

Certified = Ethical Hacker

Hermetic Stegoisaa
Steganography program that allows
you to encrypt and hide a file of any
size in one or more BMP image files,

with or without the use of a
stego/encryption key, so that the
presence of the hidden file is
undetectable, even by forensic
software using statistical methods

The message is hidden in multiple
BMP images files

= Hermetic Stego 6.21t o ]

Selectoperation: ¢ Encrypt the message and hide it in the input image(s)
" Ewtractthe message from the input image(s) and decrypt it

[T Selectfirstinputimage [ Delete unsuitahle inputimages (after confirmation)

File w/message to be hidden | IC:\additiDns.IDg ﬂl
Inputimages folder | IC:"\ch:uments and settingshadministratorvindowshdesk M il
Stego images folder | IC:\documents and settingshadministratorvindowsdesk ﬂl il

Selectfirst input image file

There are 2 images in the inputimages folder.

speciy ke | There are no images in the input images folder. =]
Hide the message |

Hide

Activate this software |

Copyright 2003-20068 Hermetic Systems LI
Online docurmertation Clear | Clutput | Help | Cluit |

“Secret Message”

_ . S = Copyright © by EC-Council
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c E H DCPP — Hide an Operating

o | o s OYSTEM

iz DriveCrypt Plus Pack Demo

DCPP is a Steganography Disk Drives
tool that hides an entire
operating system inside
the free space of another

operating system

Dighs on my comprter Encrypted

A (" Encr
Mo digk in drive X Pt

d

( Decrypt

d

v

Mo Mame ( Explore

. Propetties

d

WIN2000 v

(" Bootauth

[

http://www.securstar.com

F: .
Mo Marne v | ERDisk )
g « |,'. Refrezh i
Mo Hame

Thiz zoreen shows your computers disks 2o pou can encrypt them

Windows XP Windows 2003

Copyright © by EC-Council
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C EH T1ool: camera/shy

Certified = Ethical Hacker

Camera/Shy works with Windows and Internet
Explorer and allows users to share censored or
sensitive information buried within an ordinary
GIF image

The program allows users to encrypt text with a
click of the mouse and bury the text in an image.
The files can be password protected for further
security

Viewers who open the pages with the
Camera/Shy browser tool can then decrypt the
embedded text on the fly by double-clicking on
the image and supplying a password

EC-Council CHC: Hiding files
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c EH Camera/Shy: Screenshot 1

Certified = Ethical Hacker

ﬁ Welcome to JuggyBoy.com - Camera/Shy = IEIliI
Ltilities  Wiew Security  Help  Dedication

Q 10 | 2)et —

ikkp: e, juggwbay .comy Ll l********

Encryp;%mages in webpage, Click o Load

htkp: R, juggyboy, comfimages)jugggwboy. gif /

_ . P = Copyright © by EC-Council
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c E H Camera/Shy — Screenshot 2

Certified = Ethical Hacker

a about:blank - Camera;/Shy
Lkilities  Wiew Security  Help  Dedication

QO -

=10l =

|********

- | I********

Ihttp o[ e, jugawboy  comf

=

@ret to creativity is knowing how to hide your sources. - by Albert Einstein

>

|Camera,|'5h\,-' Mode
IF's Scanned: 7

CHC: Hiding files
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c EH Www.spammimic.com

Certified | Ethical Hacker

Address I@ http: f e . spamminic . comfencade. coi j {

Google ~ hd SearchWeb - EIESS blocked Autofl Options 40
gl &

Encoded message...

DMona lisa

Dear Friend , This letter was specially selected to
he sent to you ! We will comply with all removal requests
This wail is heing sent in complisnce with Senate

hill 1622 ; Title 5 , 3Jection 305 ! This is NOT unsolicited
bulk mail ! Why work for somebody else when you can

hecomwe rich in 38 days | Hawve you ever noticed people

are mwuch wore likely to BUY with a credit card than

cash and wore people than ever are surfing the weh

! Well, now is your chance to capitalize on this !

WE will help YOU use credit cards on your website and

SELL MORE ! You are guaranteed to succeed because we

take all the risk . But don't helieve us . Nr Aimes

of Colorado tried us and says "Now I'm rich, Rich,

RICH™ ! We are licensed to operate in all states

If not for wou then for wyour LOVED CMNES - act now !

Sign up a friend and yvou'll get a discount of 80% !

Best regards !

Decoded

oe Dear Friend , This letter was specially .

Decoded to...

CHC: Hiding files
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CIEH To0l: Mp3Stego

Certified = Ethical Hacker

MP3Stego will hide
iInformation in MP3 files
during the compression

process

The data is first compressed,
encrypted, and then hidden
In the MP3 bit stream

et C:AWINDOWS\System32\cmd. exe

Z:=“Development“~MP3Stego>encode —E hidden_text.txt -P

MP3iStegoEncoder 1.1.15

cee README file for copuright info

Microszsoft RIFF, WAUE audio,. PCM. mono 441@@Hz 16bit. Length: @A: A:28
MPEG-I layer III. mono Psychoacoustic Model: ATE&T

Bitrate=128 kbpsz De—-emphaziz: none CRC: off

Encoding “svega.wav' to “svega_stego.mp3d"

Hiding "hidden_text.txt"

[Frame 7?91 of 7911 <1860.88:> Finizhed in 8: B: &

Z:inDeve lopment MP3S8tego*decode —X —P pass svega_stego.mp3
MP3StegoEncoder 1.1.15
tee README file for copuright info
Input file = ‘svega_stego.mpd’ output file = ‘svega_stego.mpd.pcm’
1]Jill attempt to extract hidden information. Qutput: svega_stego.mpl.txt
the hit stream file svega_stego.mp3d is a BIMARY file

= =FFF, id=1. 1=3. ep=off. hr=%, sf=8, pd=1. pr=0A, m=3, js=0, c=B, o=0. e=8
alg_ =MPEG-1,. layer=III, tot bitrate=128, =sfrg=44_.1
mode=single—ch, shlin=32, jshd=32. ch=1
[Frame 791]Avg slotsAframe = 417 _434; bssmp = 2.98; br = 127.837 khps
Decoding of "svega stego.mpd” is finished
The decoded PCH output file name iz "svega_stego.mpd.pcm®

Z:=“Development“~MP3Stego_

C H C : H i d i ng fi IeS http://www.techtv.com COpyI’Ight © by EC-Council
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CIEH Tool: Snow.exe

Certified = Ethical Hacker

EC-Council

Snow is a white space steganography program and is used to conceal messages in
ASCII text by appending white space to the end of lines

As spaces and tabs are generally not visible in text viewers, the message Is
effectively hidden from the casual observers

If the built-in encryption is used, the message cannot be read even if it is detected

To Encode the Message to a file — myfile.doc

snow -m "Swiss bank a/c: 3453434" -p "password-123" myfile.doc
myfile2.doce.

To extract the message, the command would be
snow -p "password-123" myfile2.doc

CHC: Hiding files Copyright © by EC-Council
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C E H Steganography Tool: Fort Knox

Certified = Ethical Hacker

(&) x|
Fead This Hide in Cthet File Types |
Image File
|D:1TDDI31.S‘tegaanraphy1Fnr‘t KnoxWzethiztot Browse |
Fort Knox uses MD5, essage Fle.
B I OWfi Sh y an d C ryptAP I |D:1TDDI315‘tegaanraphy'-Fnr‘t Knoxifor use with  Browse |

algorithms

Your message has been encrypted inka the image File,

%
he X

Some features that Fort Knox
SUppo rts are: Prevlew Image (only bitmaps can be previewed)
Encrypt | Decrypt |
e Password protection lock P——
e Hiding and securing files and
folders

e Logon password masking

Copyright © by EC-Council
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C EH Steganography Tool: Blindside

Certified = Ethical Hacker

Blindside can hide files of any
file type within a windows
bitmap image

C:~>BSIDE -3 DECODEME.BMP

BlindSide BMP Cryptographic Tool — <(c? John Collomossze 2868
Releasze vB.9?. A1l Rights Reserved, contact: ma?jpcl@hath.ac.uk

I BHReading bitmap file....0K

I Image is 286782 hytes (383x249>, 24 hitsspixel
|

Extracting.... american.txt

Extracted 1 file(=s> successfully.

E:"-.,WIHHT"-.,sr5I:Eﬂ132"-.,cml:l.E:-|:E - | O |ﬂ

It uses a steganographic
technique supplemented with
a cryptographic algorithm

EC-Council CHC: Hiding files

Copyright © by EC-Council

All Rights Reserved. Reproduction is Strictly Prohibited




C E H Steganography Tool: S- Tools

Certified | Ethical Hacker

S- Tools can hide multiple applications in a single object

A% 5-Tools - Shak.esph_e_r_l?.u_:il.f' I
File  vindow Help

E— T

Ackion | Skake | Progress

Aglﬂ Revealing from Shakesphere.gif ]

xxxxxxxx

Pazzphraze: I

Werify pazsphraze; I “““““““ | Cancel

Copyright © by EC-Council
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C EH Steganography Tool: Steghide

Certified = Ethical Hacker

Steghide is a steganography program that hides data in various kinds of
Image- and audio-files

Features:

N

e Compression of the embedded data

e Encryption of the embedded information

e Automatic integrity checking using a checksum
e Support for JIPEG, BMP, WAV, and AU files

Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited
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C EH Steghide: Screenshot

Certified = Ethical Hacker

Command Prompt

emhedding options:
—ef, —emhedfile

—ef <filename?
—cf .

—coverfile
—f <filename?’
—p,. —passphrase
—p <passphrase>
—sf, ——stegofile
—sf <filename?>
—e, ——encryption
—e <ar[<{m>1i<m>[<{a>]
—& none
——COmMpress
<1>
—dontcompress
—nochecksumn
—dontembhedname
—force
——guiet
—wverhose

zelect file to bhe embedded

embed the file {filename?

zelect cover—file

embed into the file <filename?>
zpecify passphrase

use <paszphrase’ to embhed data
zelect stego file

write result to <filename? instead
zelect encryption parameters
specify an encryption algorithm and~or mode

do not encrypt data before embedding

compress data before embedding (default)

uzing level <1 <1 bhest speed...? best compressionl
do not compress data before embedding

do not embed crc3d2 checksum of embedded data

do not embed the name of the original file

overwurite existing files

suppress information messages

dizplay detailed information

of cover—file

Copyright © by EC-Council
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C/IEH Tool: Steganos

Certified = Ethical Hacker

Stegons combines two strong technologies for securing
iInformation: Cryptography and Steganography

_ _ « BMP
It hides a file e VOC
inside: * WAV

« ASCII file

It protects your pictures by just storing a file with your
copyright in the picture

EC-Council CHC: Hiding files
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c E H Steganography Tool: Pretty Good

Envelop

Certified = Ethical Hacker

Pretty Good Envelop Is a program suite for
hiding a (binary) message in a larger binary
file and retrieving such a hidden message

The algorithm is simple; append the
message to the binary envelope file, and
then append a 4-byte pointer in the
beginning of the message

To retrieve the message, the last 4 bytes of
the file are read, the file pointer is set to that
value, and the file read from that point,
excluding the last 4 pointer bytes

EC-Council CHC: Hiding files
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CIEH Tool: Gifshuffle

Certified = Ethical Hacker

The program gifshuffle Is used to conceal messages in GIF images by
shuffling the colormap, which leaves the image visibly unchanged

It works with all GIF images, including those with transparency and

animation, and in addition provides compression and encryption of the
concealed message

How it works:

» The gifshuffle program runs in two modes —
* message concealment

e Message -> optional compression -> optional encryption -> concealment in image
e message extraction

e Extract data from image -> optional decryption -> optional uncompression ->
message

EC-Council CHC: Hiding files
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C EH Tool: Gifshuffle (cont'd)

Certified = Ethical Hacker

© EXAMPLE:

e The following command will conceal the message
“eccouncil is best" in the file ecc.gif, with compression,
and encrypted with the password “eccouncil™. The
resulting text will be stored in outfile.gif

message concealment:

— gifshuffle -C -m “‘eccouncil 1s best" -p
“eccouncil” ecc.gif outfile._qgif

To extract the message, the command would be:
— gifshuffle -C -p "hello world"” outfile.qgif

EC-Council CHC: Hiding files
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C EH Tool: JPHIDE and JPSEEK

Certified = Ethical Hacker

JPHIDE and JPSEEK are programs which allow you to hide a file in a jpeg

visual image

EC-Council

% JPHS for Windows - Freeware version BETA test rev 0.5

Exit Openjpeg Hide Seek Savepeg  Save pega: Paszphraze  Options

]|
Help  About

Input jpeg file
Directary  ChMyGraphicshSamples
Filename girll jpg

Filesize 349 Kb Width 578 pixels Height 884 pixels

Approximate max capacity b Kb recommended limit 4 Kb
Hidden file

Directany

Filename

Filesize Kb

saved jpeq file

Directany
Filename

Filesize 4]

This jpeq file has not been maodified

CHC: Hiding files
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CIEH Tool: wbStego

Certified = Ethical Hacker

wbStego is a tool that hides any
type of file in bitmap images,
text files, HTML files, or Adobe N—
PDF files Select Carrier File

Select the camear fle i which wou wain
hide dals

| =]

- Frad cames file |
Filg Typa
Flain tead fila * ToT. * ASC) - standand mathad
Help Flain b fils - campabble méthod. HTHL e =ML fla
Adaba Anshatdle FDF)
It can be used to exchange Sotings
sensitive data securely or to add |7 .
. - . o Elrwihas = Mode ik Bk SO »»
hidden copyright information to f -
the file
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CIEH Tool: OutGuess

Certified = Ethical Hacker

OutGuess iIs a universal steganographic tool that allows
the insertion of hidden information into the redundant

bits of data sources ‘

The nature of the data source is irrelevant to the core
of OutGuess

The program relies on the data specific handlers that
will extract redundant bits and write them back after
modification

It supports PNM and JPEG image formats

EC-Council CHC: Hiding files
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c EH OutGuess: Screenshot

Certified = Ethical Hacker

File Options Help

5 fi |
n:-an optians Stop

I jsteg Sensitivity: [1.00 =

™ jphide

- outguess

- invisible

Filename Detection -

Jusrhome/cold_dvd.jpg DutguEs s(old) ) jphide™
Armp/dscfio0g.jpg jsteg ()
Ampdscfl023.jpy negative

|~

Fessage window:
Starting stegdetect with —fjpoi -51.000 &

Copyright © by EC-Council
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C EH Tool: Data Stash

Certified = Ethical Hacker

Data Stash is a Select a large Password
security tool that bitmap or rotection is also
allows you to . database file as a . protec ded s
hide sensitive receptacle, then proéio\?vﬁ:ﬁmg
data files within add the data files encryption
other files you'd like to hide

Copyright © by EC-Council
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c EH Data Stash: Screenshots

Certified = Ethical Hacker

J

3

Hvi.5

Q‘g BERITESTRSH

Q Back =

Address |0 andava| ™ ﬂGo Ad

oJ

o ' ' o
if * G Back - ; ﬁ
] !

aAdd

255 ||J) CiGuandava

WITH ELOQWFISH CRVFTO — 3 - x t -
: : [hpract4 & | | [CDprojec
Select an option and kit Gal __‘jpraul: : = (£ solubiorss
: | [ Zprojec Ll L
I:—: Stash ""‘l ||y solutions N || web-inf ]
= De-stash ”;.._“iweb—inf @ drearns_of _masterchief. moy -
L Ratae 2 dreams_of_masterchief, may & logoz.jp
& loga.jpg
Press F1 angtime to access help £ b ; " >
»» Check for latest version : ] o™
B, -é RS Z objects sele 125 K ' My Computer

Stash files >

Events-

N\ NN &

- Stazh dialog started
- Wault file zet
- Stash count; 2

Control Fanel

e

v

[irag and Drop
the wault file here

M Buffer Size

Default [T ME] [
Small (D5 MB] |
Biq I5 ME) i

Dirop and Crop files
to be ztashed here

Clear Events Hiztary J | Clear Filz Settings | |

I | 4 Advanced DptionsJ [ Backup vault fie

EC-Council
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c EH Tool: Hydan

WWW.crazyboy.com

Certified = Ethical Hacker

Hydan steganographically conceals a message into an application

It exploits redundancy in the 1386 instruction set by defining sets of
functionally equivalent instructions

It then encodes information in machine code by using the appropriate
Instructions from each set

Features:

» Application filesize remains unchanged

e Message is blowfish encrypted with a user-supplied pass phrase before being
embedded

e Encoding rate: 1/110

Copyright © by EC-Council
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C/EH Hydan (contd)

Certified = Ethical Hacker

How Hydan embeds data using polymorphic coding techniques:

H
1
Encryption Message 0
Passphrase to be hidden
Original New executable with
executable embedded hidden message
Instruction
MOV 4, eax MOV 4, eax represents:
ADD =cx, 2 SUE acx, -2 —— 1]
MOV 0, ebx ﬂ MOV 0, ebx
ADD ecx, ebx ADD ecx, ebx—p» 1
ADD ecx, 4 SIE acy, =4 —{ 0
DEC =ax DEC esax
SEtﬂ Setl '
ADD K.Y sUB X, -Y
Two sets of functionally equivalent instructions

. HPR - Copyright © by EC-Council
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C/EH Hydan (contd)

Certified = Ethical Hacker

Hydan in action on Linux: Hydan encrypts and hides a message inside a
calculator program

| B rost il .10 5
% echo “This is Super Secrat TexL.” » hidess.ilzl
%

%

§ .ihygdan xcale hideme.tzt » xcalc-steg

Passeord:

lone. Embedded 40540 bytes out of a total possible 72 bytes.
Encoding rate: 1217

Create file with
SECTet tent,

Hide secret text
inside a cabculator,

The size of the
new caloulator is

the same as the

%

f § la -1 =cales
original. BT e 1 root 20784 Pk 24 06253
FRNT ==X L root raat 20784 Phebh 24 07-00
1
%
vet, the % hygdan-decode acalec-sleg
secret mesiage is Pasgword:

password-protected
inide the new
calkculataor,

Sucale-aleg

And, the new
caloulator has the
exact same
functionality s
the originall

&
|
- ;
4
i
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CIEH Tool: Cloak

Certified = Ethical Hacker

Cloak is a powerful security tool designed to protect and
secure your personal information and documents from
third party

It allows to compress and encrypt documents, encrypt and
hide documents within images, and send e-mails that
appear completely invisible

Features:

e Compresses and encrypts all of your important documents into a secure
Cloak file

» Encrypts and hide s files within images
» Securely shreds and delete sdocuments permanently from your system

Copyright © by EC-Council
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c EH Cloak: Screenshot

Certified = Ethical Hacker

%' Web-Email-Cloaker - (Avoid SPAM by cloaki... |ﬁ|
Web-Email-Cloaker Atme-wab-desian Infa u_fyii

Email Address to Cloak: (2
test@acme-web-hosting.info

Simple HTML Cloak: @

<5 -
href="c}109; &§97; £f105; 108 ef116;&¥111;&H#58;
cf11c; 8101 ;54115 c41 16 64 40764994109, &
$101;5445; c4115; 4101 ; c408; 445, 54104; #111; 58

Advanced JavaScript Cloak: @

<script language="JawvaScript"> <!-- ~

document .write ('<a 3
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c EH Tool: StegaNote

Certified = Ethical Hacker

It is used to hide the information

StegaNote is the tool used to In images, to merge a compressed
protect sensitive information in a file, text or both file and text with
secure way a carrier image, and invisible to

the human eye

Copyright © by EC-Council
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c EH StegaNote: Screenshot

Certified = Ethical Hacker

EC-Council

at = ={alal Jote

Image  Edit  Help

OEmaELEes

¥ou can only insert Lext, or use the Lext Lo

In thiz example, the extracted file iz a gif
Just double-click the file icon Lo open, run

Ly

Thiz iz a demonstration of extracting some text and a file.

comment on the file.

image of a road map.
0or start the file.

&

:: C:AMijn documentent R oadmap. gif
2 20581 Kb

J ZB6 Butes T est

RND 100%

C:AMijn documenten's T estimage. bmp
308 kb

CHC: Hiding files
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c EH Tool: Stegomagic

Certified = Ethical Hacker

Stegomagic hides any kind
of file or message in TEXT,
WAV , BMP 24 bit, and
BMP 256 color files

The data to be hidden must
be approximately 1/8th or
less than carrier file or
cover file size

i StegoMagic 1.0

Hide
) File
() Meszage

Carier File Type

() Test

O wave

) Brop [ 24 bit]

() Bmp [ 256 Colowr )

Save Carrier File Az [For Hiding]

Select Secret File [For Hiding)

Path

Select Carrier File [For Both Hiding and Unhiding) EEEp ]

Path Browsze
Werify Passwor d
Save Secret File Az [For Unhiding)
Browsze Path
Statusz:Ready  Select Tazk
| Unhide ‘ | |
[ BoUT LS | | Reser | ET

EC-Council CHC: Hiding files
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C EH Steganos Security Suite

Certified = Ethical Hacker

Steganos Security Suite combines the powerful techniques of cryptography and
steganography in order to reach maximum security

This program uses 256-bit AES encryption

Complete set of security tools includes file encryption and hiding, e-mail
encryption, password manager, and generator

It protects complete drive

It also works as file shredder, Internet trace removal, anti-theft protection, and
more

Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited

EC-Council CHC: Hiding files




CEH

Certified = Ethical Hacker

EC-Council

1 Steganos Security Suite:

Screenshot

B Steganas Security Suiie K007

Sleganos Secunty Sube
o i e Thegsrca Terder el wll g B oeepryEEe B
e T

Safe Feriable Safe

Privarhir Finaorinis

_lIJI -
#h ==
§ g ! | N A
Passyil E=lelail Ercryplion Filp MpAger
Hlanmger
Anb-Theft Protecton Duks Ce=tnaction
-
53 N\ B
»” -
ArbiT Tt Erterrast- Shredder
Trsoleghnaton

gl pregrsT gt s . Fleeee Hhe rea e orewr the svmibads
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C EH C Steganography

Certified = Ethical Hacker

This program hides C source code in natural
language texts

Also this software is able to restore the txt files to C
source code again

This work is based on the tool c2txt2c by Leevi
Martilla

C steganography needs a book file in txt format to
hide C source code
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CIEH 1sosteg

Certified = Ethical Hacker

Isosteg use the steganography to insert or extract data into any
1509660 filesystem image without damaging the legacy data

It 1s useful to test if a burned 1s09660 cd-rom contains
steganographied data
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c EH FoxHole

Certified = Ethical Hacker

FoxHole is a filemanager with Steganography
capability for Symbian OS phones

Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited

EC-Council CHC: Hiding files




c EH sams Big Play Maker

Certified = Ethical Hacker

Sams Big Play Maker is a Win32 program that converts arbitrary text
to an amusing play

Sams big G play maker
General |Wurdli$t$] Equiv. |

kr Hanky zapz "Came sit near me."

[Harald trembles 1 times)

Fenny zaps "Mine's a pint"

Jazon zavs Well zmother me in curmy zauce anc
[Sam hiccups 1 times)

kike zaps "l love you, no really."

Adam zavs ''Did he mean to die just then?"

kr Hanky zapz "So avoid that thenl™'

J7A zavs "'Did he mean to die just then?

Mike zaps "But | read slash-dat"

| am here.

= end aof soene
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C EH Video Steganography

Certified = Ethical Hacker

MSU StegoVideo can hide any file in a video sequence

Embed .exe files directly inside an mpeg or avi file

MSU Stegu'lll'ldeu choose mode = 0] x|
u’1 - - ﬂﬂ‘l
152.:‘1:.1 :

ﬂ eg Vide
I -:I-.:— ey S
1

'..l----nh

o MUty 2e0ces

Witk M3SU Skegoviden wou can hide any File in video, You can
compress video - information will be saved!

Choose what wou want ko do:

i E:-:I:racl: File From '-.-'Ile-'III

GRAPHICS & MEDLA LAB
VIDED GROUP
Exit | Homepage | =< Preyious Mext == I
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Case Study: Al-Qaida members

c E H Distributing Propaganda to Volunteers
Certified | Ethical Hacker USIng Steganog raphy

Al-Qaeda are gradually relying on Media to spread their propaganda

Al-Qaida sympathizers use computers with steganography techniques to distribute Al-Qaida
videos and other Jihadist materials over the Internet

In Amman’s more conservative neighborhoods, Abu Omar and several analysts said, one
or two jihadists tend to be the organizers, distributing messages and content to volunteers,
and controlling membership in jihadist e-mail lists.

He goes to an Internet cafe several times a week. In recent years, Jordan’s Internet cafes
have begun taking increased security measures, like registering users’ identification cards,
he said, but jihadists in Amman alternate among a network of sympathetic cafe owners
who allow them to surf anonymously.

He now changes his e-mail address frequently, he said, and he typically carries software
that can delete details of his actions from a computer. “In the beginning, I thought maybe
I would go for jihad in Iraq, but it was very difficult to get there,” he said. “Now I realize
it’s better to work on the Net and get the message out.”

Source: http://www.nytimes.com
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CEH

Certified = Ethical Hacker

EC-Council

Steganography Detection
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C EH Steganalysis

Certified = Ethical Hacker

It is the technology
that attempts to
defeat
steganography—by
detecting the hidden
information and

Steganalysis is the

art and science of
detecting hidden
messages using

nograph .
Stega ography eXtraCtlng Iitor
destroying it
- 1 1 C ight © by EC-C il
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c E H Steganalysis Methods/Attacks on

Steganography

Certified = Ethical Hacker

—[ Stego-only attack: }
e Only the stego-object is available for analysis
—[ Known-cover attack: }

» The stego-object as well as the original medium is available

* The stego-object is compared with the original cover object
to detect any hidden information

—[ Known-message attack: }
 The hidden message and the corresponding stego-image are
known
—[ Known stego attack : }

» The steganography algorithm is known and both the original
and stego-object are available

_ . S = Copyright © by EC-Council
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c E H Steganalysis Methods/Attacks on

Steganography (cont’d)

Certified = Ethical Hacker

—[ Chosen-stego attack: }
» The steganography algorithm and stego-object are
known
—{ Chosen-message attack: }

» The steganalyst generates a stego-object from some
steganography tool or algorithm of a chosen message

e The goal in this attack is to determine patterns in the
stego-object that may point to the use of specific
steganography tools or algorithms

—[ Disabling or active attack: J

 Active attackers can change cover during the
communication process
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Certified = Ethical Hacker

Steganalysis Tools
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C 1, Stegdetect

Certified = Ethical Hacker

It is capable of
detecting different
steganographic
methods to embed
hidden information in
JPEG images

Stegdetect is an
automated tool for
detecting
steganographic
content in images

CHC: Hiding files

EC-Council

Stegbreak is used to
launch dictionary
attacks against Jsteg-
Shell, JPHide, and
OutGuess 0.13b
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c EH Stegdetect: Screenshot

Certified = Ethical Hacker

=1l x]

File Options Help |

=can options Stop

I jsteg Sensitivity; [1.00 —}
™ Jphide

I outguess

I invisible

bl

Filename Detection

EACHFI Project\CHF| WAANCHEI %2 Tools\Wodule 17 - Stegan nedative

Message window:
otarting stegdetect with -tjpai -=1.000

~L L

CHC H iding fi IeS Copyright © by EC-Council
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CIEH siDs

Certified = Ethical Hacker

— Stego intrusion detection system:

e Aims to flag all HTTP traffic containing imagery
that tests positive for stego content (more
protocols later)

— Gateway defense mechanism:

e Placed at a network border

e In promiscuous mode, sniffs all HTTP traffic
and reconstructs (if necessary) any images
transmitted

Tests each image against all known steganalysis
algorithms

Alerts user/administrator to presence of stego
on their network : :
It is Not a firewall!
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C EH High-Level View

Certified = Ethical Hacker

GET /search?keywords=servlets+jsp HTTP/1l.1
Accept: image/gif, image/jpg, */*
Accept-Encoding: gzip

Connection: Keep-Alive

Cookie: userID=id456578

Host: www.somebockstore.com

Referer: http://www.somebookstore.com/findbooks.

User-Agent: Mozilla/4.7 [en] (Win9s+ U

Interne

EC-Council

CHC: Hiding files

e .‘.‘\
image jphide |stegdetect outguess
fsidsfdata10.10.1. 1/balloan. jpg 0.1 n4 1]
Jsids/datal2d. 242 2vellow. gif a 1] 0.65
Jsidsfdatal2d 24 .2 2idog. py o 0 0
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c EH SIDS: Screenshot 1

Certified = Ethical Hacker

>4 Stego Intrusion Detection Systems (SIDS) ﬁ@,’,l:—ﬂ:l. E]@

File Edit Database Help

f Recent finds rStatistics r Daemons rHistograms |
Last image detected that contains stego (preview) Detections over time
7 [e—

i - Statistics -
o] Shows last image
i || : -160-9|0-alo-7|0-6|0-5|0-4|0—3|0-2|0-1|20_ teSting pOSItive for
Captures over time I f:z;izi::safgiic::::t::r:z Stego
23.04 1.04
o Graphs detailing the
2104 number of images
T captured/flagged
o
—16.0—9I.0 —8I.0 —?I.O —6I.0 —SI.O —4I.0 —BI.O —2I.0 —1I.0 —1;).0—9I.0 —8I.0 —?I.O —6I.0 —SI.O —4I.0 —BI.O —2I.0 —1I.0

Seconds ago 21 sec interval) Seconds ago 21 sec interval)

Connected to database (sidsdb@localhosty
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SIDS: Screenshot 2

>4 Stego Intrusion Detection Systems (SIDS) G@A ‘I:I. E]@

Certified = Ethical Hacker

File Edit Database Help

rRecenl finds rSLalisl.ics rDaemuns rHislugrams |

Images captured off the line | Yiew | | Close all previews | Yiewing 400-413 of 413

Source IP [ Source Port [ Destination IF [ Destination Port__| Date,Time [ Filename ]
69.57.136.91 80 192.168.1.128 32823 08f05704 [12:24:23] |picl944.ipg -]
£9.57.136.91 80 192.168.1.128 32822 08f05704 [12:24:23] |picl945.jpg
69,57 136.91 g0 192.168.1.128 32823 08/05/04 [13:24.23] |picl946.jpg
69.57.136.91 80 192.168.1.128 32822 08/09/04 [12:24:23] |picls47. jpg
£9.57.136.91 80 192.168.1.128 32823 08f05704 [12:24:23] |picl948.jpg
69,57 136.91 g0 192.168.1.128 32822 08/09/04 [13:24:24] |picl949. g .
69.57.136.91 80 192.168.1.128 32823 08/09/04 [13:24.24] |pic1950.ing - R t F d -
£9.57.136.91 80 192.168.1.128 32822 08f05704 [12:24:24] |piclss1pg ecen In S
69,57 136.91 g0 192.168.1.128 32823 08/09/04 [13:24:24] [photoss. jpg
£9.57.136.91 80 192.168.1.128 32822 0Bf05704 [12:24:24] |fags.jpa
£9.57.136.91 80 192.168.1.128 32823 08/09/04 [13:24:24] [links5.ipg D t 1 I f 1 d 71 d I
59,57 13691 20 192.168.1.128 32823 08/09/04 [13:24:24] |homeS . jpg e a.l S 0 In IVI Ua
£9.57.136.91 80 192.16E8.1.128 32822 08f05704 [12:24:24] |email5.jpa . d f
4 ]
Images testing positive for stego | View | | Clear all | | Drop "Cleared’ ltems ‘ | Show Cleared Items | | Close all previews | S f
Stego Detect Me..| Stego cleared |Date and Time ..|Capture/Detect .| Stegalnfo | Megative | Error [ Aigorithrn | u I I I I I Iary O
200269 [} 08/04/2004 at... |59 seconds jphidei2 0026, .. [l [} ArcParty stegd... -
3.33284 ] 08/09/2004 at...[1 minutes, 0 se... [jphide(3.3325... [l ] 3rdParty stegd... t I
0697384 [l 0870972004 at... |1 minutes, & se... jphide{0.6979... ] ] 3rdParty steqd... S e ana yS I S
10.3511 [ 08/09/2004 at... |8 minutes, 22 ... outguess(10.35... [ [ 2rdParty stegd. .. - -
3.93623 ] 08/09/2004 at.. |8 minutes, 44 5. |outguess(3. 936, [l ] 3rdParty stegd... f I ' l t
1.22804 [l 08/08/2004 at... |11 minutes, 22... |jphide(1.3280... ] [ 3rdParty steqd... I n 0 r a Ion
0587185 ] 08/0472004 at... |11 minutes, 27... [jphide{d 5871, .. [ ] ArcParty stegd...
1.22125 [ Q80972004 at... |11 minutes, 55... [jphide({l.2212... [l ] FrdParry stegd. ..
1.76862 [} 08092004 at.._|18 minutes, 55... jphide(1.7686... ] [} rdPartystegd... AI I f m I
0.554484 [} 08/04/2004 at... |18 minutes, 56... jphide{d. 5544, ] ] ArcParty stegd... OWS O r an ua.
1.0756 [ Q20972004 at.. |19 minutes, 4 5. |[jphide(l 0755, . [ [ ArdPartystegd. ..

inspection of images

Connected to database (sidsdb@localhost
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c E H Stego Watch— Steg Detection Tool

T www.wetstonetech.com

Stego Watch allows users to detect digital
steganography, or the presence of communications

hidden in digital image or audio files
WetStone

Stego Watch can extract information that has been TOOTNN bw
. 010710

embedded with some of the most popular 100110108389001011011¢

- - . 100110100M100107110110

steganography tools using a dictionary attack 100110100183001011013¢

10011010 10110930

1009101 119410710

Stego Break is an application designed to obtain the
passphrase used on a file containing steganography

Currently Stego Break can crack passphrases for JP
Hide ‘n Seek, F5, JSteg, and Camouflage
steganography embedding applications

Copyright © by EC-Council
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C EH Stego Watch

Certified = Ethical Hacker
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C EH stegspy

Certified = Ethical Hacker

StegSpy is a steganography detection tool

StegSpy will detect the program used to hide the message

The program also identifies the location of the hidden content as

well

StegSpy currently identifies the following programs:

e Hiderman

e JPHideandSeek
* Masker

* JPegX

e Invisible Secrets

CHC: Hiding files

EC-Council
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CEH

Certified = Ethical Hacker

EC-Council

Copyright 2006 by Randy Glasbergen.
www.glasbergen.com

GLASBERGE.)

“An amazing thing happened at work today. For 8 minutes,
my computer and I were both functional at the same time!”
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CEH

Certified = Ethical Hacker

Copyright 2003 by Randy Glasbergen.
www.glasbergen.com

“Today my computer joined a support group for
office machines who have to cope with idiots.”

) Copyright © by EC-Council
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System Hacking:
Part V

Covering Tracks

Certified § Ethical Hocker




C/EH CEH Hacking Cycle

Certified = Ethical Hacker

Cracking passwords

Hiding files

EC-Council

Enumeration

Escalating privileges —

Execute applications +

. Covering tracks
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C EH Covering Tracks

Certified = Ethical Hacker

Once intruders have When all the information of
successfully gained interest has been stripped
Administrator access on a off from the target, the
system, they will try to cover intruder installs several
the detection of their backdoors so that he can O
presence gain easy access in the future @ Q
CHC: Covering Tracks Copyright © by EC-Council
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C EH Disabling Auditing

Certified = Ethical Hacker

First thing intruders will do after
gaining Administrator privileges is to
disable auditing

Windows 2003 Resource Kit's
auditpol.exe tool can disable auditing
using the command line

At the end of their stay, the intruders
will just turn on auditing again using
auditpol.exe

CHC: Covering Tracks

EC-Council

C:%> auditpol.exe /disable

Running. . . .

Local audit information changed successfully. .
New local audit policy. . .

(0)  Aundit Disahled
MNo

Failure
No

14> auditpol.exe /enable
Auditing enabled successfully.

Copyright © by EC-Council
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C EH Clearing the Event Log

Certified = Ethical Hacker

Intruders can easily wipe
out the logs in the Event
Viewer

B event Viewer -0 x|
File Acton View Help
¢ | Em| @
i'*r".l Event Viewer {Local) Security 1,809 evenk(s)
%ﬂ Application Typs | Date | Time | source | ca |
P——
ko ”“’ @f Success Audit  5/13/2005 12:26:02 .., Security Sy
§_°| II;t‘EEIZt clorer @f Success Audt 5/12/2006  3:13:07AM  Searity Sy
@fSuccess Audit  5/12/2008 12:27:35 .., Security Sye
@f’ Success Audit  5/11/2008 40140 AM  Security Pri
A s Success Audit  5/11/2008 40140 AM Security Log
Th IS p roceSS WI I I C I ear IOgS gsn.lccess Audit  5/11/2008 3:45:26 AM  Security Pri
1 @f Success Audit  5/11/2008 3:45:26 AM  Security Lot
Of al I reCO rds bUt WI I I Ieave @fSuccess Audit 5112008 3:45:09 AM  Security Pal
1 @4 Success Audit  5/11/2006 3145:09 AM Security Pal
0 ne reCO rd Statl n g th at th e @fSuccess Audit  5/11/2008 3145:09 AM Security Pal
event |0g has been cleared @ Success fudt 5/11/2006 34508 AM  Seaurity Pal
@f’Success Audit  5/11/2008 3:45:09 AM  Security Pal
by ke Attac ke r" @ Success Audit  5/11/2006 3:45:02 AM  Security Pal
@f Success Audit  5/11/2008 3:45:0%9 AM  Security Pal
@f’ Success Audit  5/11/2008 3:45:0%9 AM  Security Pal
@4 Success Audit  5/11/2006 3145:09 AM Security Pal
@4 Success Audit  5/11/2006 3145:09 AM Security Pal
/:’.l?\:_l wmmeee Aodit B8NS T ACOD AN Carritu Dn hd
4 i 3
| | |
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C EH Tool: elsave.exe

Certified = Ethical Hacker

elsave.exe utility is a simple tool for clearing the event log

The following syntax will clear the security log on the remote server 'rovil’
(correct privileges are required on the remote system)

= elsave s “wrovil -1 "Security™ -C

Save the system log on the local machine to d:\system.log and then clear
the log:

eeclsave -1 system -F d:\system.log —-C

Save the application log on \\serv1 to \\servi\d$\application.log:

eelsave -s \\servl -F d:\application.log

CHC: Covering Tracks Copyright © by EC-Council
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c EH Hacking Tool: Winzapper

Certified = Ethical Hacker

Winzapper is a tool that an attacker can
use to erase event records selectively
from the security log in Windows 2000

To use the program, the attacker runs
winzapper.exe and marks the event
records to be deleted, then he presses
Delete Events and Exit

To sum things up: After an attacker has
gained Administrator access to the

system, you cannot trust the security
log

CHC: Covering Tracks

EC-Council
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c EH Winzapper: Screenshot

Certified = Ethical Hacker
i WinZapper - http:/ /ntsecurity.nu |
Twpe | Dake and Time | Cateqoty Lser | Mare Info &
Success Audit  Thu Feb 15 19:18:35 2007 Object Access BT AUTHORITYASYSTEM  Securibyf
Success Audit  Thu Feb 15 19:18:35 2007 Cbiject Access MT AUTHORITYISYSTEM  Securityfie—
Success Audit  Thu Feb 15 19:18:35 2007 Cbiject Access MT AUTHORITYISYSTEM  Securiby
Success Audit  Thu Feb 15 19:18:35 2007 Cbiject Access MT AUTHORITYISYSTEM  Securiby
Success Audit  Thu Feb 15 19:18:35 2007 Palicy Change MT AUTHORITYISYSTEM  + + + + -
Success Audit  Thu Feb 15 19:18:40 2007 Cbiject Access MT AUTHORITYISYSTEM  Securiby
Success Audit  Thu Feb 15 19:18:40 2007 Cbiject Access MT AUTHORITYISYSTEM  Securiby
Success Audit  Thu Feb 15 19:18:40 2007 CObiject Access MT AUTHORITYISYSTEM  Securibyf
Success Audit  Thu Feb 15 19:18:40 2007 Palicy Change MT AUTHORITYISYSTEM  + + + + -
Success Audit  Thu Feb 15 19:18:40 2007 CObiject Access MT AUTHORITYISYSTEM  Securibyf
Success Audit  Thu Feb 15 19:19:07 2007 Detailed Tracking TESTWAdrminiskrakor 856 Admir
Success Audit Thu Feb 15 19:19:09 2007 Privilege Use TEST\Administrakor Security -
Success Audit Thu Feb 15 19:19:09 2007 Detailed Tracking TEST\Administrakor 796 VTN
Success Audit  Thu Feb 15 19:19;09 2007 Privilege Use TESTUAdministrator Security -
Success Audit Thu Feb 15 19:19:11 2007 Privilege Use TESTWAdrminiskrakor EventLog
Success Audit  Thu Feb 15 19:19:15 2007 Detailed Tracking TESTWAdrminiskrakor 796 Admir
Success Audit  Thu Feb 15 19:19:27 2007 Privilege Use TESTWAdrminiskrakor Security -
Success Audit  Thu Feb 15 19:19:50 2007 Privilege Use TESTWAdrminiskrakor Security -
Success Audit  Thu Feb 15 19:19:50 2007 Detailed Tracking TESTWAdrminiskrakor 332 \Prog
Success Audit  Thu Feb 15 19:19:50 2007 Privilege Use TESTWAdrminiskrakor Security -
Success Audit  Thu Feb 15 19:20:23 2007 Detailed Tracking MT AUTHORITYSYSTEM 784 TEST:
Success Audit  Thu Feb 15 19:24:14 2007 Detailed Tracking TESTWAdrminiskrakor 332 Admir
Success Audit  Thu Feb 15 19:24:22 2007 Privilege Use TESTWAdrminiskrakor Security -
Success Audit  Thu Feb 15 19:24:22 2007 Detailed Tracking TESTWAdrminiskrakor S48 VWIN -
4] | 3
Delete eventz and E xit E xit without changes
WwirZapper 1.0 - [c] 2000, Arne Yidztrom, arme, vidstromi@ntsecurity.nu - http:Adntzecurity, nutoolbox Awinzapper.!
- Ya 1 Copyright © by EC-Council
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C EH Evidence Eliminator

Certified = Ethical Hacker

Deleting the “Internet cache and history", will w3 Evidence Eliminator

not protect you... your PC is storing deadly

evidence

Even FORMATTING the disk would not work — | — —— |j
" Generating random data Dore
" Recycle Binon C:A Drone
= Dirive Scan With Mask C:h Analyzing...

All those web pages, pictures, movies, videos, Q¥ windows Swap File

sounds, email and everything else you have ever @0 Windows Appiication Logs

viewed could easily be recovered ﬂgzzzs: g:z:sﬁ {E‘;ﬁ,’;’;ﬂ

Dizabling any selected ScrEEg Saver...L0K>

you thought you had never "saved to disk” can e system file>
minated 2 filels) ko

Generating random data...
iminating File: E:\recycled\deaktn?. ini <Sklpﬁed ilex
. minating File: Ci~recycled~DC15,GIF <FlrLCAJ<MAME »<cERD><KILL
be recorded as permanent evidence on your hard . L><0
E iminating folder tres: Civwrecwcleds ercluding root folder...<0K:
drlve Orive Scan no. 1 Ciw

MmmmmT

i
L
L
L
L
L

i Eliminating Folder: Ciwrcecwoleds
Flles and Internet SearCheS yOU have ma‘de that Scanning E?\recycled\ for rbvl1a5k #. % ... please wait... <0K>
i
i
iminating File: Ci~rechcled-~INFOZ <P1:>[BI<HAME < ZERD={KILI
i
Scanning Ci~ for mask #.tmp ... please wait...

KO I K

|

Stop Work | | |

Scanning C:h for mazk “tmp .. please wai..

Evidence Eliminator permanently wipes out
evidence so that forensic analysis is impossible
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CIEH Tool: Traceless

Certified | Ethical Hacker

Clear your Internet settings

Traceless 1.16

You can stop your home page
from being written over by
uninvited websites

Traceless

Settings

)

‘ Select this option tg

Copyright

[w Clear Internet Hiztory
[ Clear Tempaorary Intemet Files
[w Clear Internet URL drop-dowr list

[w Clear Internet Cookies

Cookie Ercluzion

[w Clear Recent Documents List

[w Clear Start-henu Bun Hiztory

| [ cancd

_ CHC: Covering Tracks
EC-Council
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C E H Tool: Tracks Eraser Pro

Certified = Ethical Hacker

Tracks Eraser Pro is designed to  [Salll i CULOLD)
protect you by cleaning up all
the unwanted history data on
your computer LdEstNow -
T ask | Statusz . :
ﬂ Thunderbird Cone Eraser Seltings
ﬂ Winamp Done O
ﬁ Windows Media Player Done —
It allows you to erase the cache, A wincio Done File S hreclder
c 5 ¥ \wiord Pad Done
cookies, history, typed URLSs, v =
auto complete memory, Erasing IE History ~
- Cleaning Index File: C:A\Documents and S ettingshdriniztratart Aot
| ndeX dat from you r b rowsers Cleaning Index File: C:ADocumentz and Settings'Adminiztrator
. . Cleaning Index File: C:ADocuments and Settings\ddrinistratort Help
and Wl ndOW S tem p fo I de r, run E:eaning :nde:-: File: C:A\Documents and Settingshddmminiztrator
- . eaning lndex File: C:50ocuments and Settinazyadrinistrator i
history, search history, ¢ " encetinasdnnstes Eal
open/save history, recent Y
documents, and so on
_ CHC: Covering Tracks Copyright © by EC-Council
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CEH Armor Tools

Certified = Ethical Hacker

Armor Tools Is a suite of tools that ensures your privacy
and keeps your sensitive information secure

It works on the computer and does not W
leave trace of your activities such as: J

When and which sites you visited
Which programs you downloaded
Which documents you worked on
Whom you wrote

What you looked for

Which folders you opened

What computers you connected to

CHC: Covering Tracks Copyright © by EC-Council
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c E H Armor Tools: Screenshot 1

Certified = Ethical Hacker

EC-Council

®% Armor Tools - Invisible Man

File Tools Action  Options

Hiztory check points
= ,—ﬂ.;l Marne
Enmramt-
it
Encrpt Digk,
I.
sk
The Erazer
N
& N\
Invizible ban
5
T
Filethredder Execute while restoring
Clear Recycle Bin
Gecd Clear Clipboard
Delete Cookies
Adjuztments
Invvisible Man

[ata

Clear Internet cache
Clear Histomy
Clear Recent files

.

&

Create

& e

"_Ti Restare

¥ Delete

Update E=plorer

CHC: Covering Tracks
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c E H Armor Tools: Screenshot 2

Certified = Ethical Hacker

®5 Armor Tools - Encrypted Disk
File Tools Action  Opions Help
Drive Explorer:
—__.—u_;_l_l Crive Type Label Size Free s ‘ . Dismount |
2§ E ;*J‘ [8:]  FRemovable Removable
—I. “9[C:] OriveFixed  SYSTEM 61GE  1.1GE ‘ B Fefresh ‘
Encrypt Disk =3 [:]  Drive Fixed ARCHIVE 29,368 8.3GB
I =3 [E:] Drrive Fixed WOREKER 39.0 GBE 4.7 GB
- é 2 [F] CD-ROM MIKESADY 3904 ME 0 bytes
J\fj & &1 Ch-ROM I0E 4911 ME 0 byvtes ~
& [Ww:]  Folder Drive e, WinTools, net s, winkools, net 29,3 66 8.3 a6 v
The Erazer =
o Available: Encrypted Drive Containers:
* vl\ Crive o Drive Pertaining ko virtual drive File Size Status fu —m
. = [B:]
[revizible ban = [H:] )( Dielete
= [I:] '
[ 4771
)’ = {;::ll Pazsward
Y = L]
File Shredder =2M] Er==
. u'u -_I
o ——
&) Help
Adjustrments b ?
Encrypted Disk,
_ CHC: Covering Tracks Copyright © by EC-Council
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c E H Armor Tools: Screenshot 3

Certified = Ethical Hacker

®% Armor Tools - History Eraser _
File Taools Action Cpkions Help

Select objects for erazing
=== =[] & Windows Objects =
; j .
R
E i [+]& Most Recenthy Used Files History -
B & i .
=% =] [#]& Clipboard Crata oo
Encrypt Disk [#]& Recycle Bin
[#]& Run Dialog History Erase
! [#]& Recently Opened Programs History
= | 'g [v]&F CpenfSave Dialag Histary
e ; : .
[#]& Copy TojMave Ta Folders Histary
[+]& Find Files/Camputers Histary _
The Erazer [V]&r User Assist Log Save Config
: [#]& Open With List L —
{_ @ [#]& Map Metwork Drives Histary Update Explarer
& MetHood Links
@ »"\_ .f

[+]& alphabetize "Start” menu iterms
Inwvizible kan [#] & Remove MS Windows log-files
- [V] @ Internet Objects
5

I "
File Shredder h

Remaove files through File Shredder !
'“‘“g ‘ &) Help ‘

[ ] Update Explarer after Eraze process

Adjustments

Histary Eraser

CHC: Covering Tracks Copyright © by EC-Council

All Rights Reserved. Reproduction is Strictly Prohibited

EC-Council




'™

c E H Armor Tools: Screenshot 4

Certified = Ethical Hacker

"% Armor Tools - File Shredder

File. Tools Action Options

Remove filez and folders without pozzibility to restore

Er=i=
_“'”J
Ers

Encrppt Digk,

|
sy
The Erazer
oK
- “'-.\
[rvizible Man

File Shredder

-ﬁ@ Delete files after file shredding

Rename filez before deleting [far better quality]

MName

Adjustments

File shredder

Help

File Size

Shred Files

Load File

Load Folder

7 BRemove

‘ ) Help |

CHC: Covering Tracks
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c EH Tool: ZeroTracks

Certified = Ethical Hacker

Allows you to clear paging files, recent documents, the Recycle Bin, temp files, and
the run list on the Start menu

You can also clear the Internet cache, temporary Internet files, cookies, and
autocompletes

LesolTracks —" CH>CH== . Home J-ix

Windows Miscellaneous

Windows Windows Mizcellaneous

YWindows Mizcellansous
Windowsz Paging File

Clear out the Most Recently Used Lists (MRU] of the programs below.

Windaws Recent Docs Windows Media Player Microzoft Dffice MRL
Windows Becocle Bin
YWindows Temp Files . . .
windows Lz asist bicrozoft Paint Methdeeting Recent Callz
Start Menu Bun List

tdicrozaft WordPad Browze For Folder Dialog

Recently Uzed wWallpapers

Find Computer MR L

Clear Al

* Pleaze niote that if you do not have zome of the above programs installed,

SI"IE[ZJﬁ les com then the buttons will have no effect on your computer.
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C/EH PhatBooster

Certified = Ethical Hacker

PhatBooster helps to keep your system integrity and performance at 100%

PhatBooster can help to improve performance, if your system is running below average

With PhatBooster's new Windows(c) optimizing technology, you can surf the web faster

PhatBooster can also inform you of low memory performance with the MemBooster
plugi

Features:

» PC Repair

e Hack Prevention

» Pop Up Blocker

* Increase Internet Speed

* Boost PC Memory

» Boost Windows Performance
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PhatBooster: Screenshots

Certified = Ethical Hacker

"«:‘-’~ PhatBooster 2.0
File Pop-UpBlocker Options  Products  Help

] | | | | G v | o | B | @) % | g

CPU Usage CPU History - System is 0% boosted @ 2793 MHz

Phatbooster Boost Wizard

YWelcame to Phat Booster, Since this may be your first time
running Phatbooster, lets take a few maoments to allow the
wizard to boost your system. This wizard will focus an fine
tuning 2 areas of your system,

1} Increase Internet Performance

2) Increase Your System Memory Performance

3) Tune System Settings for Optimal Performance.

I N-N-N - L8R k]

To begin the process click the "next" button below

| Cancel || Mext

Processes: 4
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C E H What Happened Next

Certified = Ethical Hacker

After few days when Bradley’s boss was again out for some work and
had left his cabin open, Bradley removed his keylogger

He extracted all the information stored in keylogger, and to his surprise
he had a lot of his boss’s sensitive personal and official information

He can use this information to blackmail his boss or even leak the
company’s confidential information

) Copyright © by EC-Council
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c EH Summary

Certified = Ethical Hacker

Hackers use a variety of means to penetrate systems

Password guessing/cracking is one of the first steps

Password sniffing is a preferred eavesdropping tactic

Vulnerability scanning aids the hacker in identifying which password cracking
technique to use

Key stroke logging/other spyware tools are used as they gain entry to systems to
keep up the attacks

Invariably, attackers destroy evidence of “having been there and done the damage”

Stealing files as well as hiding files are the means to sneak out sensitive information
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Copyright 2002 by Randy Glasbergen.
www.glasbergen.com
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“Encryption software is expensive...so we just
rearranged all the letters on your keyboard.”
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“We don’t pay much attention to information security.
We’re hoping our competitors will steal our ideas
and become as unsuccessful as we are.”
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