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C EH Scenario
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Stephen used to be the most bullied guy in his circle of friends.
Johnson, the neighborhood guy was part of the peer group and
foremost in bullying Stephen. Stephen started developing hatred
for Johnson.

Johnson owned/hosted a personal website where he showcased his
website development skills. He passed the IP address of his website
to his peer group so that they could comment on it after viewing
the pages.

Stephen comes across an article on hacking on the Internet.
Amazed by the potential of tools showcased in that article, he
decides to try it hands on. With the downloaded scanning tools,
Stephen started scanning the IP of Johnson’s website

What kind of information will Stephen be exposed to?
Will the scan performed by Stephen affect Johnson’s Website?
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C EH N[SWE
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Bill Gates says Internet censorship won't work

Rabert McMillan

February 20, 2008 (DG Mews Service) Efforts by countries like China to restrict the exchange of
information on the Internet are ultimately doomed ta failure, Microsoft Chairman Bill Gates told an
audience of Stanford University students Tuesday.

"I don't see any risk in the warld at large that someane will restrict free content flowe an the Internet” he
=aid. "ou cannot control the Internet”

China has grappled with the issue of Internet censarship in recent years, and Microsoft Carp., alang with
several other LS. companies, has come under fire for aiding in that effort. 1n late 2005, Microsoft shot

down the blog of journalist Zhao Jing, also known as Michael Anti, when he blogged about a newspaper
strike in the country.

Inthe long run, free speech will win aut,

Gates said.

[twill be driven by business requirements.

Restrictions on free speech will curtail
husiness activity, and so commercial . .
forces will work against censorship, Gates - Discover What ; :
said. "Ifyour country wants to have a OpEﬂ Communications

developed econarmy ... vou basically have can deliver now!
to open up the Internet” he said. :

Gates made the comments following a talk

Communication for

on "software, innovation, entrepreneurship the open minded
and giving back," which focused mainly on
hig twio favorite topics: the future of SIEMENS

technology and the philanthropic goals he

has setfar himselffollowing his retirement :
frarm day-to-day work at the caompany he | | |
founded in 19745,

Microsoft's founder will step down fram his daily warl at the company entirely inJuly, but he has set some
hig follow-up goals for himself, including the fight against HAVAIDS and a campaign to eradicate polio and
malaria.

Another ambition is to find new ways to drive innovation that will benefit the world's poorest countries.

Source: http://www.computerworld.com/ Copyright © by EC-Council
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Canadian police raid international 'hacker
hetwork’

Posted Fri Feh 22, 2008 10:14pm AEDT
Police in Canada have broken up a major international computer-hacking network.
The ring targeted unprotected personal computers around the world.,

Police raided homes across Quebec arresting 16 people in what authorities describe as the
largest hacking scam in Canadian history.

Police say the hackers worked together online to atkack and gain control of as many as one
million computers worldwide, specifically focusing on those that were not protected with
anti-virus software or firewalls,

Once the network gained control, it used the computers to set up fake websites that asked
people to click on them to provide personal information,

Police say most of the computers that were attacked were in the US, Poland and Brazil.

They say several government computers were also hacked, but they would not say in which
country,

It iz estimated that the ring took in as much a= £45 million.

Source: http://www.abc.net.au/ . .
Copyright © by EC-Council
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c EH Module Objective
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This module will familiarize you with:

 Definition of scanning

e Types and objectives of Scanning

e Understanding CEH Scanning methodology

e Checking live systems and open ports

e Understanding scanning techniques
 Different tools present to perform Scanning

e Understanding banner grabbing and OS fingerprinting
e Drawing network diagrams of vulnerable hosts
e Preparing proxies

e Understanding anonymizers

e Scanning countermeasures

) Copyright © by EC-Council
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C EH Module Flow
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v

Scanning Definition Scanning Tools

| |

Types of scanning Banner Grabbing
! |
Scanning Objectives OS Fingerprinting

| |

Drawing Network Diagrams

Scanning Methodology of Vulnerable host
| !
Checking live systems Preparing Proxies
v v
Checking open ports Anonymizers
| |
Scanning techniques Countermeasures
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c E H Scanning - Definition
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Scanning is one of the three components of intelligence gathering for an
attacker

( The attacker finds information about ) ? 7
| the: ) N ‘\’J} ///

e Specific IP addresses \g \/D/»u
- Operating Systems 4 /&
e System architecture <
 Services running on each computer o
S

The various types of scanning
are as follows:

N
[ |
A | A
Port Network Vulnerability
Scanning Scanning Scanning
\ \ \ Copyright © by EC-Council
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CIEH Types of Scanning
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_/-D__ Port Scanning
& e A series of messages sent by someone attempting to break
into a computer to learn about the computer’s network
% 7  Services
e Each associated with a "well-known" port number

Network Scanning

e A procedure for identifying active hosts on a network

 Either for the purpose of attacking them or for network
security assessment

L Vulnerability Scanning

J,{_‘_ﬂ = The automated process of proactively identifying
\-/v vulnerabilities of computing systems present in a network

) Copyright © by EC-Council
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C EH oObjectives of Scanning
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To detect the live systems running on the network

To discover which ports are active/running

To discover the operating system running on the target system
(fingerprinting)

To discover the services running/listening on the target system

To discover the IP address of the target system

Copyright © by EC-Council
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C EH cEH Scanning Methodology
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v

Check for live systems Check for open ports —

Banner grabbing
/0S Fingerprinting

Identify Service «

Draw network diagrams of
Vulnerable hosts

— Scan for Vulnerability

|

e Prepare proxies -
ATTACK!!
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CEH
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Checking for Live Systems
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CE H Checking for Live Systems - ICMP
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In this type of scanning, it is found out which hosts are up in a
network by pinging them all

ICMP scanning can be run parallel so that it can run fast

It can also be helpful to tweek the ping timeout value with the —t
option

) Copyright © by EC-Council
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C EH Angry IP Scanner
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An IP scanner for Windows

Can scan IPs in any range

It simply pings each IP address to check if it is alive

—[ Provides NETBIOS information such as: }

e Computer name
* Workgroup name
« MAC address

) Copyright © by EC-Council
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C/IEH Angry IP Scanner: Screenshot
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e R =

IPrange: | 132 .{ Select ports i_J Start

q9

Hostname: I
Enter ports to scan [or use helpers below) _‘)_J
IP L i P t . [ o i |
@ 19216811 S,
® 192168.1.3 Single pat
192.168.1.4 Port =S

@ 1921681.10 | | = 41
@ 1521681.20 -

ort range

@ 152.168.1.100
@ 1521601140 || | From] to | £t
. 1361601, 159 Note: please be patient when scanning ports. It may |

@ 1321681.188 take long if you want to scan too many ports.
0K Cancel |
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CIEH Ping Sweep
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A ping sweep (also known as an ICMP sweep) is a basic network scanning

technique used to determine which of a range of IP addresses map to live
hosts (computers)

A ping sweep consists of ICMP ECHO requests sent to multiple hosts

If a given address is live, it will return an ICMP ECHO reply

. ) Copyright © by EC-Council
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C EH Ping Sweep: Screenshot

Certified = Ethical Hacker

Infiltrator Ping Sweep Tool

[~ Scan a Single Computer

LSO

5

Host/IP: |192.1|5E!.1.1EIEI

{* Scan a Range of Computers
|192.1E~El. 1,100 192 .12 . 1 .110

Eetries: |1

Ping e
Reply[1] from: 192,162,1.106&: Request Timed Out
Reply[1] from: 192,162,1.105: Request Timed Out
Replu[1] from: 192.1658.1.104: Request Timed Out
Replu[1] from: 192,1658,1.103: Request Timed Out

o
::é
E
=
-
= |2
- =]
€C -,
Sem =]
= B

iReply[1] from: 192,168,1.101: bytes=32 time=0ms TTL=1Z
Reply[1] fram: 192,163,1.100; bytes=32 time=0ms TTL=23 o

W
~ |l

k
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C EH Firewalk Tool

Certified = Ethical Hacker

Firewalking is a tool that employs traceroute-like techniques to
analyze IP packet responses to determine gateway ACL filters and
map networks

The tool employs the technique to determine the filter rules in place
on a packet forwarding device

Firewalk works by sending out TCP or UDP packets with a TTL one
greater than the targeted gateway

« If the gateway allows the traffic, it will forward the packets to the next hop
where they will expire and elicitan ICMP_TIME_EXCEEDED message

« If the gateway host does not allow the traffic, it will likely drop the packets
on the floor and there will be no response

) Copyright © by EC-Council
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C EH Firewalk Tool (cont'd)
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Destination Host

1 &

PACKET FILTER Firewalking Host

= |

Hop n+m (m>1)

Hopn

v

Hop O
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C EH Firewalk Commands
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haja: ~# ./firewalk
Firewalk 5.0 [gateway ACL scanner]
Usage : ./firewalk [options] target_gateway metric
[-d 0 - 653535] destination port (ramping phase)

[-h] program help

[-1 dewvice] interface

[ - n] do not resolve IP addresses into hostnames
[-p TCP | UDP] firewalk protocol

[-r] 5t|1ct RFC adherence

[-5 x - v, Z] port range to scan

[-5 0 - 65535] source port

[-T 1 - 1000] packet read timeout in ms
[-t 1 - 25] IP time to live

[-v] program version

[-x 1 - 8] expire vector

) Copyright © by EC-Council
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c EH Firewalk Output
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haja: ~# ./firewalk -n -320-25, 80 172.71.234.82 172.71.254.20
Firewalk 5.0 [gateway ACL scanner]

_Ii_é;t_et;gll;dsgﬁgﬁ-1'm't1'a1'izat1'on completed successfully. Firewalk penetrated a” Of

Ramping phase source port: 533, destination port: 33434

Hotfoot through 172.71.234.82 using 172.71.254.20 as a metric. the filters through the target

Ramping Phase:

1 (TTL 1): expired [10.20.19.1]

2 (TTL 2): expired [10.20.44.1] gateway but also port scan

i ETTL ig: expjreg ;%8.%%.8.%?] . .
TTL : expired [10. . 9.

$am B expired 110.33.9:9) oo the metric and determine

6 (TTL 6): expired [10.228.44.49] the followin orts open:

7 CTTL 7): expired [10.232.3.137] :

8 (TTL 8): expired [20.181.1.133] gp P

§ 68 0 S i i
TTL Ioexpire L . . .

11 (TTL 11): expired [192.168.5.99 port 23 (telnet)

12 (TTL 12): expired [102.168.5.123]

it G 3 S e e py
TTL : expired [ . .30.

15 (TTL 15): expired [102.168.30.142] port 25 (SMTP)

16 (TTL 16): expired [172.54.229.2290]

17 (TTL 17): expired [172.54.228.129]

18 (TTL 18): expired [172.54.230.254]

19 (TTL 19): expired [172.54.230.121] port 80 (HTTP)

20 (TTL 205: expired [172.54.230.118]

21 (TTL 21): expired [172.54.230.158]

22 (TTL 229+ expired [172.54.119.229]

23 (TTL 23): expired [172.71.200.230]

24 (TTL 24): expired [172.71.234.158]

25 (TTL 259: expired [172.71.234.82]

Binding host reached.

scan bound at 26 hops.

scanning Phase:

port 20: A! open (port not listen) [172.71.254.20]
port 21: A! open (port not Tisten) [172.71.254.20]
port 22: Al open (port listen) [172.71.254.20]
port 23: Al open (port not Tisten) [172.71.254.20]
port 24: Al open (port not Tlisten) [172.71.254.20]
port 25: A! open (port listen) [172.71.254.20]
port 80: A! open (port listen) [172.71.254.20]

Scan completed successfully.

Total packets sent: 32
Total packet errors: 0
Total packets caught 64
Total packets caught of interest 30
Total ports scanned 7 . .
Total ports open: 7 Copynght()byEC-CounCH

EC-Council [Total ports unknoun: 0 All Rights Reserved. Reproduction is Strictly Prohibited




CEH
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Checking for Open Ports
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C E H Three Way Handshake
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Computer A Computer B

192.168.1.2:2342 ————-———————- SYyN-—————————————— >192.168.1.3:80

192.168.1.2:2342 <-———————- syn/ack----——————- 192.168.1.3:80

192.168.1.2:2342-———————————- ack---——————————-— >192.168.1.3:80
Connection Established

The Computer A (192.168.1.2 ) initiates a connection to the server (
192.168.1.3) via a packet with only the SYN flag set

The server replies with a packet with both the SYN and the ACK flag set

For the final step, the client responds back to the server with a single ACK
packet

If these three steps are completed without complication, then a TCP
connection has been established between the client and the server

) Copyright © by EC-Council
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c [ H Three Way Handshake:
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{2 ¢capture> - Ethereal
£I|E.' Edrt EIEW Eapture Analyze ﬂelp |

)| E|E| % @\ &) @)= #¥D)|H| XK ©

do. Source S |Destination DF  [otoc Infi -
1 1%z, 16B.2.4 A00E 92, 2435, 72,500 21 TCZR 3006 = 21 [SYM] Seqge1lo04882716 Ack=0 wWin=16384 Len-
z i ) 21 192,168, 2. ¢ F00E 21 : 4 =E829007135 Ack=1664882717
3 1582,.188.2.4 300€ 62.243.72. 50 21 TCPR 3006 = 21 [ACK] SeqelafdS852717 Ack=S29007136 wins=l:
4 B2.243.72.50 21 192.168.2.4 300 FTP Response: 220-Trp.FresBsD.org NCFTRA server (11cens
5 1%2,168,2.4 FO0E 62,243.72. 50 21 TCP 3006 » 21 [ACK] Seqge=l664882717 Ack=82000710 win=17
O 62.243.72.50 21 182.163.2.4 300 FTP Response: 220-The FreessD mirror at TS, in Aarhus,
Folo2,168,2.4 FO0E 62,243.72. 50 21 TCP 3006 x 21 [Ack] Seq=le64882717 ack=829008140 win=1¢
B 1%2,1686.2.4 I00E 92,243, 72. 50 21 FTP Reguest: USER none
O 62.243.72.50 21 102.168.2.4 3006 FTR Response: 421 only anonymous Togins are allowed her
10 192,168, 2.4 300€ 62,243 72.50 21 TCP 2008 » 21 [ACK] Seqel6a4882728 Ack=8290081RS Win=1¢
11 152, 16E8.2.4 A00E 92,243, 72,50 21 FTP Reguest: QUIT £
=1 I -
B Transmission Control Protocol, sec Port: 21 (210, DSt Port: 3006 (I006), Seq: 829007135, Ack: 162
source port: 21 (210
pestination port: 3006 (30080 J
sequence number: S29007135

Acknow | edgement number: lesdsstrly

Header length: 24 bytes !
QDOO 00 04 76 47 20 1b 00 a0 <5 59 47 o4 OB Q0 45 00  ..wG ... .¥YG...E.
golo 00 2< Sh 17 40 00 23 06 6b &3 3& T3 48 32 <0 aB eas s B.¥, koxiHZL .
0020 02 04 00 15 Ob be 31 69 af 1f W 60 12 ...... 11 .. -
Q030 el 00 10 BF 00 00 02 04 05 be OO0 0 waaae e ‘ena
£

Filter | j Resat| Apply Eknnwledgement number (tcp.ack), 4 byles

) Copyright © by EC-Council
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CE H TCP Communication Flags
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Standard TCP communications are controlled by flags in
the TCP packet header

The flags are as follows:

e Synchronize — It is also called as "SYN” and is used to
Initiate a connection between hosts

« Acknowledgement - Itisalso called as "ACK” and is used in
establishing a connection between hosts

e Push — It is called as "PSH” and instructs receiving system to
send all buffered data immediately

« Urgent - Itisalso called as "URG” and states that the data
contained in the packet should be processed immediately

 Finish — Itis also called as "FIN“ and tells remote system that
there will be no more transmissions

 Reset — Itis also called "RST” and is used to reset a connection

) Copyright © by EC-Council
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CEH Nmap
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Nmap is a free open source utility for network
exploration

It is designed to rapidly scan large networks

Features:

 Nmap is used to carry out port scanning, OS detection,

version detection, ping sweep, and many other
techniques

It scans a large number of machines at one time
* It is supported by many operating systems
e It can carry out all types of port scanning techniques

EC-Council
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C EH Nmap: Screenshot
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Minap Front End +3.75 i FpE
File  Miew Help
Target(sh [127.0.0.1 Scah | Exit |

Scan ‘Discuuer |Timing |FHes| 0pﬂnns|

Scah Type Scanhed Ports
Cannect Scan | | Drefault 1
Relay Host: | Range:

SCah Extensions

ARPZscan | identd Info | ©5 Detection  _| Wersion Probe

Starting nmap 3,759 ¢ httpi/ www,insecure,org/nnapd » st 2004-10-21 14:02 CEST
WARMING: MWe could not determine for sure which interface to use. =0 we are
ocueszing 192,1R8.0,98 ., If thiz iz wrong. use -5 <my_IP_address’,
Interesting ports on localbost (127,0,0,13:

{The 1655 ports scanned but not shown below are in state: closed!

PORT STATE SERYVICE

ZEStop oper ssh

111/tcp  open  rpchind

113/tcp  open  auth

E3l top open  ipp

2128/ top open squid-http

2632 op open distood

=000 op open X11

F100 e open font-service

Hmap run completed -- 1 IP address (1 host up} scanred in 0,151 seconds

cummanm|nmap¢T-PT12?ﬂﬂJ

) Copyright © by EC-Council
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C EH Nmap: Scan Methods

Certified = Ethical Hacker

Some of the scan methods used by Nmap:

( N\

Xmas Tree: The attacker checks for TCP

services by sending "Xmas-tree" packets

. J

( \

SYN Stealth: Itis referred to as "half-open”

scanning, as full TCP connection is not opened

(& J

( )

Null Scan: It is an advanced scan that may

be able to pass through unmolested firewalls

. J/

( \

Windows Scan: It is similar to the ACK scan

and can also detect open ports

&

N\

Vs

ACK Scan: Itis used to map out firewall

J

EC-Council

ruleset

. J

Scan lDiscnverl Dptinnsl Timingl Files ] Sewicel
Mode

(+ Connect (" Null Scan (" RCP Scan
(" SYNSteath € Mmas Tree (" List Scan
(" FINStealth ¢ IP Pratocal Scan

(" PingSweep (" ALK Scan

(" UDP Port Sean € Window Scan

Copyright © by EC-Council
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C EH Nmap: Scan Methods
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Requires Identifies Identifies

Command Privileged TCP UDP
Nmap Scan Syntax Access Ports Ports
TCP SYN Scan -55 YES YES NO
TCP connect() Scan —sT NO YES NO
FIN Scan -sF YES YES NO
Xmas Tree Scan —-s5X% YES YES NO
MNull Scan —-sN YES YES NO
Ping Scan -sP NO NO NO
Version Detection —sV NO NO NO
UDP Scan -sU YES NO YES
IP Protocol Scan —s0 YES NO NO
ACK Scan -sh YES YES NO
Window Scan —sW YES YES NO
RPC Scan -sR NO NO NO
List Scan -sL NO NO NO
Idlescan -s1 YES YES NO
FTP Bounce Atftack -b NO YES NO

Copyright © by EC-Council
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c EH NMAP Scan Options
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-sT (TcpConnect)
-sS (SYN scan)
-sF (Fin Scan)
-sX (Xmas Scan)
—-sN (Null Scan)
-sP (Ping Scan)
-sU (UDP scans)
-s0O (Protocol Scan)
-sl (ldle Scan)

-SA (Ack Scan)

EC-Council

0

-sW (Window Scan)
-sR (RPC scan)
-sL (List/Dns Scan)
-P0O (don’t ping)
-PT (TCP ping)
-PS (SYN ping)
-P1 (ICMP ping)
-PB (=PT +PI)
-PP (ICMP timestamp)

-PM (ICMP netmask)

Copyright © by EC-Council
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C E H NMAP Output Format
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-oN(ormal)

-oX(ml)

-0G(repable)

-0A(ll)

EC-Council
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C EH NMAP Timing Options
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-T Paranoid — serial scan & 300 sec wait
-T Sneaky - serialize scans & 15 sec wait
-T Polite - serialize scans & 0.4 sec wait

-T Normal — parallel scan

-T Aggressive- parallel scan & 300 sec timeout & 1.25 sec/probe

-T Insane - parallel scan & 75 sec timeout & 0.3 sec/probe

--host__timeout --max_ rtt_timeout
(default - 9000)

--min_rtt_timeout --initial _rtt_timeout
(default — 6000)

--max_ parallelism --scan__delay (between probes)

) Copyright © by EC-Council
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CIEH NMAP Options
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——-resume (scan) —--append_output

—-1IL <targets_ filename> -p <port ranges>

—-F (Fast scan mode) -D <decoyl [,decoy2][,ME],>

-S <SRC _IP Address> -e <interface>

-g <portnumber> --data length <number>
—-—randomize hosts -0 (OS fingerprinting) -1 (dent-scan)
-T (fragmentation) —v (verbose) —h (help)

—-n (no reverse lookup) —-R (do reverse lookup)

—r (don’t randomize port scan) -b <ftp relay host> (FTP bounce)

) Copyright © by EC-Council
EC-Council All Rights Reserved. Reproduction is Strictly Prohibited




CEH HPING2
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HPING is a command-line oriented TCP/IP packet assembler/analyzer
It has a Traceroute mode

It has the ability to send files between a covered channel

It not only sends but also supports ICMP echo requests

« TCP

« UDP

e ICMP and

e Raw-IP protocols

Features

» Firewall testing

» Advanced port scanning

« Network testing, using different protocols, TOS, fragmentation
Advanced Traceroute, under all the supported protocols
Remote OS fingerprinting

Remote uptime guessing

TCP/IP stacks auditing

) Copyright © by EC-Council
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CEH Hpi
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__[hpingz 10.0.0.5

e This command sends a TCP null-flags packet to port
O of host 10.0.0.5

hping2 10.0.0.5 -p 80

» This command sends the packet to port 80

hping2 -a 10.0.0.5 -S —-p
81 10.0.0.25

e This command sends spoofed SYN packets to the
target via a trusted third party to port 81

TT

hping www.debian.org -p
80 -A

e This command sends ACK to port 80 of
www.debian.org

hping www.yahoo.com -p
80 -A

» This command checks for IPID responses

TT

EC-Council

Ing2 Commands

WINDOWS \System32\cmd.ex

~Ethical Hacking and Countermeasures uS Module B3 — Scanning~Hping2 forxr Windo
hping2 —help

age: hping host L[options]

—h —help show this help

—v ——version show wversion

—c packet count

wait {u¥ for H microseconds, for example —i wiBB@>

for —i wlB@ABA <18 packets for second>

numeric output
guiet
interface name
verhose mode
debugging info
hind ctrl+z to
unbind ctrl+=

TCP
RAY TP mode

——count
——interval
—+fast alias
——numeric
——guiet
——interface Cotherwiszse default routing interfaced

ttl Cdefault to dst port>

default mode
-8  —rawip

listen mode

zpoof zource address
random stionatio
random source addre
ttl {default 64>

id <default randomd
uze win¥* id byte ordewring
relativize id field

split packets in more frag.
set more fragments flag
set dont fragment flag

zet the fragment offcet

set virtual mtu, implies ——frag if packet size > mtu

type of serwvice {(default BxBA>,. try —tos help

includes RECORD_ROUTE option and display the route buffer
loose source routing and record route

strict source routing and record route

zet the IP protocol field. only in RAW IF mode

ddres
mode -

de. see the man.
see the man.

ate host traffic)>

—morefrag
—dontfrag
—fragoff

rroute

ipproto

{default echo request)
(default @2
s Alias for —icmp —icmptype 13 CICMP timestamp?
icmp—addy» Alias for —icmp —icmptype 17 (ICHP address subnet mask>
—icmp—help diszplay help for others icmp options

icmp type
icmp code

1cmptype

baseport
destport

base source port {default random)
[+1[+]1<port> destination portd{default B> ctrl+=
keep still source port

=ze {(default 64>

ake tcp data offset {instead of tcphdrlen ~ 42
ahnuu only tcp seguence number
<try to> send packets with a bad IP checksum
many systems will fix the IP checksum sending the packet
so0 you'll get bad UDPATCP checksum instead.
set zeguence number
set TCP ack
set FIN flag
set SY¥YH flag
szet RET flag
zet PUSH flag
zet ACK flag
set URG flag
set A unused flag <Bx480>
set ¥ unused flag <BxE@>
uze last tcp—>th_flags as exit code
enabhle the TCP timestamp option to guesszs the HE- uptime

{default is B>

inc-sdec

——tcp—timestamp
Common

—d ——data

—E

—e d- add ’s1gnature‘

dump packets in hex
rintable characters
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c EH SYN Stealth 7 Half Open Scan

Certified = Ethical Hacker

SYN Stealth /7 Half Open Scan is often referred to as half open scan because it does not
open a full TCP connection

First, a SYN packet is sent to a port of the machine, suggesting a request for connection,
and the response is awaited

If the port sends back a SYN/ACK packet, then it is inferred that a service at the
particular port is listening. If an RST is received, then the port is not active/ listening. As
soon as the SYN/ACK packet is received, an RST packet is sent, instead of an ACK, to
tear down the connection

The key advantage is that fewer sites log this scan

; " Copyright © by EC-Council
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C EH Stealth Scan

Certified = Ethical Hacker

Computer A Computer B

192.168.1.2:2342 - - —————————- SYyN--——————————

>192.168.1.3:80
192.168.1.2:2342 <-———————- syn/ack----—————-

192.168.1.3:80
192.168.1.2:2342————cccmmeee o RST e
>192.168.1.3:80

Client sends a single SYN packet to the server on the appropriate port

If the port is open then the server responds with a SYN/ACK packet

If the server responds with an RST packet, then the remote portis in "closed”
state

The client sends the RST packet to close the initiation before a connection
can ever be established

This scan is also known as “half-open” scan
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C EH Xmas Scan

Certified = Ethical Hacker

Computer A Computer B
Xmas scan directed at open port:

192.5.5.92:4031 --————-———- FIN/JURG/PSH----——————— >192.5.5.110:23
192.5.5.92:4031 <-—-——-——-- NO RESPONSE-------—-—-- 192.5.5.110:23
Xmas scan directed at closed port:

192.5.5.92:4031 - —————————- FIN/URG/PSH---——-—————- >192.5.5.110:23
192.5.5.92:4031<--—-—————————- RST/ACK--———————————- 192.5.5.110:23

Note: XMAS scan only works if OS system's TCP/IP implementation is
developed according to RFC 793

Xmas Scan will not work against any current version of Microsoft Windows

Xmas scans directed at any Microsoft system will show all ports on the host as
being closed
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CEH FiNscan

Certified = Ethical Hacker

Computer A Computer B

FIN scan directed at open port:

192.5.5.92:4031 --———-—————- FIN-——— - >192.5.5.110:23
192.5.5.92:4031 <-——-———-—- NO RESPONSE-----—--—-——-- 192.5.5.110:23
FIN scan directed at closed port:

192.5.5.92:4031 -——————————m—- FIN--———m e 192.5.5.110:23
192.5.5.92:4031<--——————————— RST/ACK-————————————— 192.5.5.110:23

Note: FIN scan only works if OS’ TCP/IP implementation is developed
according to RFC 793

FIN Scan will not work against any current version of Microsoft Windows

FIN scans directed at any Microsoft system will show all ports on the host as
being closed
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CEH NuULL Scan

Certified = Ethical Hacker

Computer A Computer B

NULL scan directed at open port:

192.5.5.92:4031 --———-———-- NO FLAGS SET---—-—--—-——- >192.5.5.110:23
192.5.5.92:4031 <-—-——--———-- NO RESPONSE------———-—- 192.5.5.110:23
NULL scan directed at closed port:

192.5.5.92:4031 -———=—-——————- NO FLAGS SET---—-——-—- 192.5.5.110:23
192.5.5.92:4031<---===——————- RST/ACK-——-——————————— 192.5.5.110:23

Note: NULL scan only works if OS’” TCP/IP implementation is developed
according to RFC 793

NULL Scan will not work against any current version of Microsoft Windows

NULL scans directed at any Microsoft system will show all ports on the host as
being closed
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C/EH IDLE scan

Certified = Ethical Hacker

Almost four years ago, security researcher Antirez posted
an innovative new TCP port scanning technique

IDLE Scan, as it has become known, allows for
completely blind port scanning

Attackers can actually scan a target without sending a
single packet to the target from their own IP address

EC-Council All Rights Reserved. Reproduction is Strictly Prohibited
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c EH IDLE Scan: Basics

Certified = Ethical Hacker

Most network servers listen on TCP ports, such as web servers on port 80 and mail
servers on port 25

A port is considered "open" if an application is listening on the port, otherwise it is
closed

One way to determine whether a port is open is to send a "SYN" (session establishment)
packet to the port

The target machine will send back a "SYN|ACK" (session request acknowledgment)
packet if the port is open, and an "RST" (Reset) packet if the port is closed

A machine which receives an unsolicited SYN|ACK packet will respond with an RST. An
unsolicited RST will be ignored

Every IP packet on the Internet has a "fragment identification” number

Many operating systems simply increment this number for every packet they send
So probing for this number can tell an attacker how many packets have been sent since
the last probe
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C EH 'DLE Scan: Step 1

Certified = Ethical Hacker

Choose a "zombie" and probe for its current IPID number

IPID Probe
SYN / ACK Packet L

\\

Response: IPID=31337
RST Packet

Attacker Zombie
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C EH DLE Scan: Step 2.1 (Open Port)

Certified = Ethical Hacker

Send SYN packet to target machine spoofing the IP address of the
“zombie”

SYN Packet to port 80
spoofing zombie IP address

I
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c E H IDLE Scan: Step 2.2 (Closed Port)

Certified = Ethical Hacker

The target will send RST to the “zombie” if port is closed. Zombie will

not send anything back

SYN Packet to port 80

spoofing zombie IP address

3§ port ”
rsTU

L
7 i

Zombie

EC-Council

I

Target
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C EH IDLE Scan: Step 3

Certified = Ethical Hacker

Probe “zombie" IPID again

IPID Probe
SYN / ACK Packet L

\\

Response: IPID=31339
RST Packet

Attacker IPID incremented by 2 since Zombie
Step 1 so port 80 must be open!
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C EH 1cmPEcho Scanning/List Scan

Certified = Ethical Hacker

ICMP Echo Scanning

e This is not really port scanning, since ICMP does not have a
port abstraction

e But it is sometimes useful to determine which hosts in a
network are up by pinging them all

e nmap -P cert.org/24 152.148.0.0/16

List Scan

 This type of scan simply generates and prints a list of
IPs/Names without actually pinging or port scanning them

e A DNS name resolution will also be carried out
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C EH T1CP Connect /7 Full Open Scan

Certified = Ethical Hacker

This is the most reliable form of TCP scanning

The connect() system call provided by the

operating system is used to open a connection to
every open port on the machine

If the port is open, connect() will succeed

If the port is closed, then it is unreachable

EC-Council

SYN

v

ACK

A

SYN

ACK
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c EH SYN/FIN Scanning Using IP

cortes| it woswr L AQIMENTS

It Is not a new scanning method but a modification of the earlier
methods

The TCP header is split up into several packets so that the packet
filters are not able to detect what the packets intend to do
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C E H UDP Scanning

Certified = Ethical Hacker

UDP RAW ICMP Port Unreachable Scanning

e This scanning method uses a UDP protocol instead of a TCP
protocol
e Though this protocol is simpler, scanning it is more difficult

UDP RECVFROMY() Scanning

 While non root users cannot read port unreachable errors directly,
LINUX is intuitive enough to inform the users indirectly when they

have been received
e This is the technique used for determining open ports by non root
users

S—
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C EH Reverse Ident Scanning

Certified = Ethical Hacker

The Ident protocol allows for the disclosure of the username of the owner of
any process connected via TCP, even if that process did not initiate the
connection

So a connection can be established with the http port and then use lIdent to
find out whether the server is running as a root

This can be done only with a full TCP connection to the target port
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C EH Window Scan

Certified = Ethical Hacker

This scan is similar to the ACK scan, except that it can
sometimes detect open ports as well as filtered/unfiltered

ports due to an anomaly in the TCP window size reported
by some operating systems
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EC-Council All Rights Reserved. Reproduction is Strictly Prohibited




C EH Blaster Scan

Certified = Ethical Hacker

A TCP port scanner for UNIX-based
operating systems

Ping target hosts for examining
connectivity

Scans subnets on a network

Examines FTP for anonymous access

Examines CGI bugs

Examines POP3 and FTP for brute
force vulnerabilities

EC-Council
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C EH PortScan Plus, Strobe

Certified = Ethical Hacker

PortScan Plus

e Windows-based scanner developed by Peter Harrison

e The user can specify a range of IP addresses and ports to be
scanned

 When scanning a host or a range of hosts, it displays the open

ports on those hosts

Strobe

e A TCP port scanner developed by Julian Assange
e Written in C for UNIX-based operating systems
» Scans all open ports on the target host

* Provides only limited information about the host
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C EH 1PsecScan

Certified = Ethical Hacker

[ Select CHWINNT System32 cmd.exe

ipEve 1.2 — (c>» 2000-2001. Arne Vidstrom C(arne.vidstromPntsecurity.nur
— http:/sntszecurity.nuw toolboxsipeye

Error: Too few parameters.

Uzage:

ipEye <target IP* <scantype?* —-p <port* [optional parameters]
ipEve <target IP> <{scantype?> —p <from port> <to port’? [optional parameters]

Cgcantype* iz one of the following:
—syn SYN scan
—fin FIN =can

—-null Hull scan
—XMmas imas scan

Cnote: FIM. Mull and ¥mas scans don’t work against Windows systems.

[optional parameters] are selected from the following:
—sip <source IP:* source IP for the scan
—sp {source port> source port for the scan
—d <delay in m=z3> delay hetween scanned portsz in milliseconds
{default set to 758 ms:j]

IPSecScan is a tool that can scan either a single IP address or a
range of IP addresses looking for systems that are IPSec-enabled
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C E H NetScan Tools Pro

Certified = Ethical Hacker

It 1S used to:

*2 _ NetScanTools Pro 2004 BETA - =101 x|

File View Help

NetScanT ools Pro. Because you need to know what's out there. [tm)

g D ete r m I n e th e OWn e rS h I p ::;]i;m; Fort Scanner Use this feature to detect open TCP ports on a target computer.

Toole HEVER scan a computer you do not own or have the owner's permission to scan.

Of I P ad d re S S e S “3 IP Address{Country Mapping ;‘ Target Hostname or Start IP Address Start Port

-2g IP Packet Yiewer IW.I.UJ j C ]2‘1 € Scan Single Host

 Translate IP addresses to B B cuermes  BOSSS
Q hame Server Lookup 10.1.0.254 x|
h OSt n am eS -ig :::;g??:\::vhaaqsyﬂem Hasice F-e:'j-"' . Scan Method Type Selection Ping Before Scan oK
. S k § :::22: r:;:n-nd\ranced porj: 2 b t; LE:TELio;ch&nreachable [~ Enable Ping Cancel
Can n etWO r S ij’ Netmfork Sta.tis.hcs & TCP Ful/UDP ICMP Cormbined If no respanse. .
@l g:gﬁngerpnntmg Edit Se € TCP YN Half Open i Skip T ange w
.. " TCPOth Piompt use =
 Probe ports of target B BN | e e e
3 Fe. RFC Reference it 100 Eswn B I
computers for services e Boc irfo .
=J Create Reports E IF URG : Number of Pings
- - ::rllﬂe:r:zﬁieratm and Relay Test Connect Timeout {1  TCP Packet Parameters 3
« Validate email addresses e [ R TTI v

H% Subnet Calculator . Lo .
B TCP Term Wait After Connec l : I 724 [ ] A ——

® Dete rm i n e th e Own e rs h i p O IumeSynt j] {ﬁj—g Selq.uence W\ndfln W Get HTTP [Web Server) Banners
Orline fabaiciialls iz Clou Edit HTTF Port List

of domains Prgon i | T

For Help, press F1

M ax Parallel Connections Probe Thread Launch Delay (ms]

List the computersina 3 =
domain '
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C E H WUPS — UDP Scanner

Certified = Ethical Hacker

WUPS is a simple but

effective UDP scanner |
for Windows with a W 4 o 193 v st
g raph |Ca| INte rface http:fjwrerw.ntsecurity.nuftoolboxpwups/

IP to scan: |www.xsecuritylcom Start Scan

Start port: I Stop port: 65535 Stop Scan
Delay. ms: [750

Status: |Ha|tt:d.

Open UDP -]
ports:

[
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SuperScan

Certified = Ethical Hacker

== SuperScan 4.0

Scan ] Host and Service Discovery | Scan Uptions] Toals ] Windows Enumerationl About ]
IPs
Hostrame/ P |testmachine2 i Start [P EndIP Clear Selected

19216811 192168.0.255
swtlP X|[ 182 188 1 R =

EndIP &| 192 168 . 1 . 255

Performing hosthame resolution. ..
Performing bammer grabs._ ..
TCP bammer grabbing (0 ports)
UDP barmer grabbing (6 ports)
Beporting scan results. ..
———————— Scan done --------

4 Read IPs from fle =

£

BN |10z.168.1.z458 ~

“ Hostname: [Unknowm]

= UDP ports (1) 161

3

| "

=y Total live hosts discovered 1
Total open TCP ports L1}

' Total open UDT ports [3

=

e

=k

{=1

=2

v

Discowvery scan finished: 04/01/05 23:16:47

[ 3 | ‘ ‘ Yiew HTML Fesults

0036 Saved log file Live: 7 TCP open: O UDP open: & 255255 done

Itis a TCP port scanner, pinger, and hostname resolver

It can perform ping scans, scans port using any IP range, and scans any port range from a
built-in list or specified range
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C EH IPScanner

Certified = Ethical Hacker

IPScanner performs different
types of scans on each target

IP address and reports the ' —
o - - File  ScanResult  Databases Tools  Tray  Registration  Help 6
results in a nice graphical
format for your reVieW El Mew Edstop M Pause $ Purchase gffoptions HAoOnTop  FHelp
Emabha 2 006 &9
Enter IP Mumbers - Tip: You can drag and drop computers from network neigborbiood for easy access -
Starting Ip : Endinglp:
The scan types are :
Starting Mumber: Ending Mumber;
L Pingscan + r€| 127.0.0.1 [ localhost |
W 127.00.2[ ]
e TCPPort scan « W 127.00.3] |
. +- 127 0.0.4] ]
 Netbios scan o W 127.005] |
* NT Services scan _
) Local Groups Scan Ready T Threads : 54 e CPULS%: W Mem, Usage:14.6 M

» Remote Time of Day scan
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c EH Global Network Inventory

Certified = Ethical Hacker Scan n e r

=% Global Netwark Inventory - Unregistered

Global Network
Inventory is a software
and hardware inventory
system that can be used
as an audit scanner in
an agent-free and zero
deployment
environments

It can audit remote
workstations and
network appliances,
including network
printers, hubs, and
other devices

e — |

IHmrI'.r

Helo

g B

Pl eonnechais CJ Syslem dols =] Diperaiing Syslem .-:] Installad zollvae G Hal lwes B Endorinert
Services 7 Statup | ol Deskiop B Widen cortioliers S5 Logical disks o Digh dhives 21 Piinters
B Mebwoik, adanters (@ MeBIOS & Shaies G SHMP spstem M2 Upes proups o Users

Sean sunmany w Compitier spsliem & Piocesson ﬁ_ Main baard # BIDS 'E_') Memom | =0 Memap devices

TN
IF Addiess

Tmesizamp

|| Stabys o+ MAC Addness
Jgmain ; [COUHT=d]
=l IP e : 19216811 [COUMT=1)
= Tirestamp: 31572006 11, 18:07 A [COUMT =1]
adppliance Swocess  0014-8FASBSER
=| IF fddress : T92.168.1. 100 [COUNT=T]
= Tirestaenp: 352008 11: 1816 A [COUMT=1]
ﬂ;.l'-tppl:an:z Success 00-0F-EE-FCE5-2E
=1 IP Ao ; 120681, 100 (COUNT=1)
=0 Trmeslamp 3152006 11181240 [COUMNT=1]
Sabpplance  Swcoess ODD4F201AFDE
=] IP fideas: : 192.168.1. 245 [COUNT=1)
=l Timestamp: 352006 111822 A [COUMT 1]
wabppliance  Swccess 00-0C41-D8-6285

&

Jomain ;W [COLMNT 5]

[P Asders 12IERII0ZCOUNTY)

=l Tieestamp : 3/15/2006 11:18:00 48 [COUNT=1]
W Computes Success OD0E-A5-24.50.5E
# | IF fcdress 1921681102 [COUNT=1)
+| IP Acidres : 1929681706 ([COUMNT=1)
=] IP Addhess : 19216814 [COUMT =1

B« TS I A4 AT AC AR COWIRIT 90

T i =
(odal 9 hem{s)

Resulbs history depth: Last scan for each address Displayed group: &l groups

o

w endor - || Dperating System |« | Processm v

Cizzo-Linksps LLC

Cizca-Linkzys

Cirza Commuications. Lid

Thiz Linkss Growp, |rc.

letel ticrosoft Wwindows =F Inted[F] Perum(l

EC-Council
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c E H Net Tools Suite Pack

Certified = Ethical Hacker

Net Tools Suite Pack is a collection of scanning tools

This toolset contains tons of port scanners, flooders, web
rippers, and mass e-mailers
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C E H Net Tools Suite Pack: Screenshot

Certified = Ethical Hacker

Get Local IP

14 Bandwidth Meter
Filz Tools v IP Address Scanner
System Tools 3 1P Calculatar
Exterior Tools v IP Conwerter
Extra Tools 3 Fort Listener
Search Tools F3 Port Scanner
= Fing

IMini MetTools NebStat
MetTools Notepad e
Ly chiathiow TCPHP Configuration
Stats... F4 Online - Offline Checker
Bandwidth Monitar Resolve Host & 1P

Time Sync
SCHeEnsavers 4 Whais B M Lockup
Music Player Comnactar

Connection Analysator and protector
Range Met Send

Messenger Packet Sniffer

Mek Pager

Active and Passive port scanner
Spoofer

DHCP Restart

HTTP floader {Dos)

Mass Website Visiter

Advanced Port Scanner

Trojan Hunter {multi IF)

Port Connecter Tool

Advanced Spoofer
Advanced Anonymous E-mailer

Exit

IMass Auto-Mailer {Spammer)
Mass E-mailer
E-mail Bormber

E-mail Spoafer

Simple Park Scanner (Fast)
Advanced Metstat Monitoring
* Pinger

‘Web Page Scanner

Fast Part Scanner
Deep Pork Scanner
Fastest Host Scanner (UDP)

Get Header

Cpen Pork Scanner

Multi Port Scanner

[ i HTTP scanner (Open port 80 subnet scannet)

 Mohsanad Abueadi Bidas Mot Ping For Cisco Routers 10216215 W9

TP Packet sniffer
- F————
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C EH FloppyScan

Certified = Ethical Hacker

. ) Interesting ports on 192.168.100.5:
Floppyscan is a dangerous hacking tool (The 1646 ports scanned but not

which can be used to portscan a system  gshown below are in state: closed)
using a floppy disk PORT STATE SERVICE

f
O\
53/tcp open domain ﬁm
o _ W
It boots up mini Linux 88/tcp open kerberos-secg 7
135/tcp open msrpc
139/tcp open netbios-sX@F

389/tcp open 1ldap
It displays “Blue screen of death” screen  445/tcp open microsoft-ds
464 /tcp open kpasswdsb

593/tcp open http-rpc-epmap
636/tcp open ldapssl
1025/tcp open NFS-or-IIS

It port scans the network using NMAP

1026/tcp open LSA-or-nter
3268/tcp open globalcatLD

It sends the results by e-mail to a 3269 /tcp open  globalcatLDAPssl

remote server
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C EH FloppyScan Steps

Certified = Ethical Hacker

Step?2: The system boots to floppy
and BSOD is displayed on the screen

Stepl: Walk to a PC and insert the
Floppy scan disk and restart the
machine

Step3: Performs NMAP scan on the
local network

Step4: Sends the results through e- A s B
mail
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CEH E-mail Results of FloppyScan

Certified = Ethical Hacker

nameserver 192.168.100.5

# nmap 3.50 scan initiated Tue Oct 19 12:21:04 2004 as: nmap -sS -n
Host 192.168.100.0 seems to be a subnet broadcast address (returned
A1l 1659 scanned ports on 192.168.100.1 are: filtered

Interesting ports on 192.168.100.5:
(The 1646 ports scanned but not shown below are in state: closed)

POR_T STATE SERVICE
33/tcp open domain
88/ tcp open kerberos-sec

135/tcp open msrpc

139/tcp open netbios-ssn
389/tcp open Tdap

445 /tcp open microsoft-ds
484 /tcp  open  kpasswd5b
593/tcp open http-rpc-epmap
636/tcp open Tdapssl

1025 /tcp open NFS-or-IIS
1026/tcp open LSA-or-nterm
3268,/tcp open globalcatLDaP
3269,/tcp open globalcatLDaPss]

Interesting ports on 192.1658.100.15:

(The 1642 ports scanned but not shown below are in state: closed)
PORT STATE SERVICE

25/ tcp open smtp

27 /tcp open nsw-fte

110/tcp open pop3

119/tcp open nntp

V
135/tcp open msrpc
139/tcp open netbios-ssn
143 /tcp open imap
389/tcp open Tdap
563/tcp open snews
593/tcp open http-rpc-epmap
636/tcp open Tdapssl
993 /tcp open imaps
995/tcp open pop3s
1031 /tcp open diad2
1040/tcp open netsaint
1050/tcp open java-or-oTGfTileshare
1059/tcp open nimreg
Interesting ports on 192.168.100.31:
(The 16535 ports scanned but not shown below are in state: closed)
FPORT STATE SERVICE
135/tcp open msrpc
139/tcp open netbios-==n
445 /tcp open microsoft-ds
1025/ tcp open NFS-or-IISs

Interesting ports on 192.168.100.32:
{(The 1649 ports scanned but not shown below are in state: closed)

PORT STATE SERVICE
23/tcp open smtp
80/tcp open http

135/tcp open msrpc
139/tcp open netbhios-ssn
443 /tcp open https
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c E H Atelier Web Ports Traffic Analyzer

(AWPTA)

Certified = Ethical Hacker

AWPTA captures the data that flows in and out of your PC since the
time of booting

Atelier Web Ports Traffic Analyzer provides Real-time mapping of
ports to processes (applications and services) and shows history since
boot time of every TCP, UDP, or RAW port opened through Winsock

Optionally, AWPTA can also log (up to 500mb) all traffic since the
last boot to a file
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c E H Atelier Web Ports Traffic Analyzer

(AWPTA): Screenshot

Certified = Ethical Hacker

€% AW Ports Traffic Analyser 2.01 =13
Eile Eun Help
Processes STATLIS
KB C:\Program Files\Weather Pulse\weatherpulse.exe »
& CAPROGRA~TUNTERN~1\explore exe 3632 17921 10B4E8
] CAPROGRA~TUNTERM~1oxplore. oxe 2366 3539 27368
i CAPROGRASTWNORTON~-1\navapwd2 exe 1712 309708 11675 -
< »
[otal Bytes Sent Total Bytes Recened Fauze  Puige  Archive
2028144 & & {J
Details dpaweatherpulse.ee - PID: 1904)
Protoco Source Destination Bytes Sent Bytes Rovd Opened
TCP (Client) 192.168.1.5:1052 63.111.24.29:30 7B 55410 91772003 ~
TCP (Client)  0.0.0.0:106& 63.111.24,20:80 I67 166 9172003
______
TCP [L_Ilert] IZIIIIIZIIZI 070 208 247 206 7880 2 21 8172003
<w.- A e A e e s F.-ra-..-.;.
Data
SR Packet Ozt Hex ASCH
5 Ox0001 (" ala 0 43 6F 6E T4 72 6F &C 73-2... Controle.co... .
5 O=0001 00070 6F 73 74 IA 20 77 7T TT=2... ost: www.tr...
3 Ox0o01 DxDEED 65 73 63 67 6E 73 2E GE-6... esigns.net,....
5 O=x0001 Ox0890 65 2D 43 SF 6E 74 72 aF-6... e-Control:
3 O=x0001 D% DO AT 63 68 &5 O OA OD DA - ara che. ...
0=0002 Ox0000 Raresh
Q=0002 Ox0010 Q
Ox00o0z OxD02 0
O=o0ooz O=0030 b Exit
Trafiic | Archives o
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c E H Atelier Web Security Port Scanner

Certified = Ethical Hacker (AWSPS)

AWSPS provides useful information about other networked machines
and users on a local area network

It also provides traffic details for TCP and UDP traffic, as well as for
control packets (ICMP), including ping

Features:
e Provides TCP scanning functionality RAVYEN gm.@
. i s h&_ﬂ'ﬂ oy

UDP Port Scanning Ay W SN
e Local Network Enumeration
e High-level of detail on the local network set-up

?
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H AWSPS: Connections and Listening Ports.
TCP, UDP and ICMP Statistics

Hacker

& AW Security Port Scanner 4.61 Professional

Poris Bouting = IP/Transpori Protocols | Interfaces

== Connections and Listening Ports: TCP Statistics:

& Froto |L-:-ca| Address |Ftemu:-te Address State A Retransmission time-out algorithm wanj .

i TCF 0.0.0.0:7 0.0.0.0:0 lister hdin. retransmisssion time-out (ms=ec) 200

: TCF 0.0.0.0:49 0.0.0.0:0 lister hlax. retransmission time-out (msec) 120000

g TCP 0.0.0.10:13 0.0.0.0:0 lister M3z number of connections dynamis
TCP 0.0.0.10:17 0.0.0.0:0 lister FAutive Opens 532

: TCF 0.0.0.10:19 0.0.0.0:0 lister F assive Opens &7

% TCP 0.0.0.10:25 0.0.0.0:0 lister Failed connection attempts a2 W

TR R 0.0.0.0:80 0.0.0.0:0 listar T

= rcr 0.0.0.0:135 00000 lister UDP Statistics:

i el 0.0.0.0:443 0.0.0.00 lister Dalagamereceied o W1 3

S |rer 0.0.0.0:445 0.0.0.0:0 lister Ho ports 57a

= lrer 0.0.0.0:1025 0.0.0.0:0 lister Reeeive crot ':' 3
TCP 0.0.0.0:1032 0.0.0.0:0 lister nm““m”p_m 5 e
TCP 0.0.0.0:1033 0.0.0.0:0 lister ICMP Statistics:

{ TGP 0.0.0.0:1035 0.0.0.0:0 lister Received  Sent

TGP 0.0.0.0:1144 0.0.0.0:0 lister fule==aie s 5 <
TrE nnnoATTR nononnen licter 8 Errars o o &
< » < >
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C EH AwsPs: IP statistics/Settings

Certified = Ethical Hacker

™ AW Security Port Scanner 4.61 Professional
Eil= ELn Litilities Help
e - e it 1 Iw = m o . = Ir
'Nety i um b [l &2 e

E} Ports | Routing | |IPTransportProtocols | Interfaces  Registry = LAN Refresh | [ Auto [0 =] sec.
IF StatisticsfSettings: Installed Protocols:

a |Acting as IP router C 1= 5 F D Topip [TCP/IF] £

= DeratiT. WSAFD Tepip [UDEIIF] v

i Packets received Protocol Details:

£ |Received header errars Address Family: 4F_INET 4

= : Protocol: IFFROTO TCP

e Feceived address errors Socket Type: SOCK_STREAM

o |Datagrams forwarded Connectionless: No

== R P 2 b Guaranteed Delivery: Vez hd

ooy rlammaem Arotaenle rac o

L

= Addressing Information Table:

ﬂ IF |Interface index |Sub-net mask L5B in IP non-unicast address Largest IP datagram can reassemble

g 127.0.0.1 000000001 265.0.0.0 1 B5535
= lozaes.i00 000000002 E52E5.2850 1 B5535

Net to Media Table:
Interface index ledia dependent physical address IF addrass Type of mapping
= 000000002 D0-04-554- EA-70-5F 192.162.1.1  dynamic
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C EH AwsPS: UDP Scan

Certified = Ethical Hacker

e AW Security Port Scanner 4.61 Professional

RLn Utilities Help
92 168.1.101 ﬂ Port: |133 Counter: |0 .
—]
= | Udp Scan
3 dp
= Opened Ports Events Report
=1
= | | Remote Port | Service Port A
19 chargen
135 epmaploc-srv
137 nethios-ns
138 nethios-dam v
o] £ ¥
= 2084.
=
— Closed Ports
2087.
Remote Port | Service Port ~
129 pwidgen
130 cisco-fna port 2092.
131 cisco-tha
132 cisco-sys
133 statsrv
134 ingres-net
136 profile by
. < >
e
f : Remote Host
Name: [Reler R[]

e server e R

#10:18:31 AM New scanning.

#10:18:35 AM Opened port 7, local port

Standard Service: Echo
#10:18:39 AM Opened port 9, local port

Standard Service: Discard (sink null)
#10:18:43 AM Opened port 13, local

Standard Service: Daytime

Average RTT (sec): 0004

Initial test probe
(@ Smmart probing
(" User selected

rod
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CIEH AwsPs: Ping

Certified = Ethical Hacker

" AW Security Port Scanner 4.61 Professional

Eile ELun

Delay {ms)
1000 %
Fackets

4 =
Facket Size
3z

W . ¥a hoo . o

.

TITITT .

Wiy . yahoo . com

-

4 »

Enors

[v Resolve IP address
| Don't fragment

s Host Name/IP Address
ﬁ |ww.yahu:u:n.u:u:|m

Record in IP Header [+
hops

3 3

" Timestamp for:

i Route faor:

ﬁ NSLookUp Ping Finger MAE 3 Ping |
- Timeout (ms) | Ping Repon
éi} |5|:”:”:| ﬂ Ping | iddress Hostnate Bytes | Time TTL

[WWW. ..

[ Source Rout,

=

~
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CEH 1PEye

Certified = Ethical Hacker

IPEye is a command-line driven port scanner for Windows

The basic usage for IPEye is:
IpEye <target IP> <scantype> -p <from port> <to port> [optional parameters]

Only SYN SCAN is valid when scanning a Windows system

IPEye scans requested ports, given a valid IP address, and returns a list of ports which are
open, closed, or rejected

IP address of the machine is required while scanning; host names are not accepted

The scan type parameter can take
values of:

-Xxmas = Xmas

-syn = SYN scan -fin = FIN scan -null = Null scan scan
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C EH IPEye: Screenshot

Certified = Ethical Hacker

M=

""Huslname Lﬂﬂkup" ———————————————————————— | [:Dnﬁguraliun

[ 11D'D'D'2 odkup 1 [ Port ligt zetup | |
| Resokved ][Unknawn] Me i Interfacesi

7

r Timeout | | Scan type —— — Scan———

-Startim.n.n.z j | Ping | | Resolve hostnames | |

[ ]‘“_““" [ | ™ Only zcan rezponsive pings | | f00.0.2
i - i | {400 [ = || e manannd
*top|10.0.02 =1 | | | ™ Show host responzes | | Et=Ellgllale]

EDI"II"IEC'ZE i F'mg |:|r||_|r|

;iznnn | € Eveny port in list

W Ignore IP zemo [ | || T Al selected ports in list [ |1

I lgnare IP 255 N E‘;Ed || & Allistpotshom [T 65535 | |
I Extract from file ____i | || € Al ports from 1— EEED | %

PrevC | NestC| 1.254|

2

(]
| -
1]
-
| -

fictive hosts |

1

Open parts

EEE
Save J
Collapze alli

35,2 ready <MDAEROMN-F20001 22

Expand all
Frune i

Min ||
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c EH Ike-scan

WWW.Nta-monitor.com

Certified = Ethical Hacker

Ike-scan is a command-line tool for discovering, fingerprinting, and
testing IPsec VPN systems

It constructs and sends IKE Phase-1 packets to the specified hosts and
displays any responses that are received

iIke-scan allows to:

e Send IKE packets to any number of destination hosts
» Construct the outgoing IKE packet in a flexible way

e Decode and display any returned packets

e Crack aggressive mode pre-shared keys
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C EH Ike-scan: Screenshot 1

Certified = Ethical Hacker

Shell - Konsole

ike-scan-1.8 & 1s
AUTHORS * isakmp.h
COPYING check-sizes.cC *
Changelog config.h.in mdS. c
INSTALL * mdS . h
Makefile.am configure.ac *
Makefile.in * *
MEWS Error.c pkt-custom-proposal.dat
README getopt.c pkt-default-proposal.dat
README -WINZ32 getopt.h psk-crack-dictionary
TODO getoptl . c psk-crack.l
acinclude . md ike-backoff-patterns psk-crack.c
aclocal.md ike-scan.l shal.c
check-hash.c ike-scan.c shal.h

* ike-scan.h udp-backoff-fingerprinting-paper.tx
¥ ike-wendor-ids utils.c
* inet _aton.c Wrappers.c
* *
* isakmp.c

ike-scan-1.8 ¥ grep -R ike-scan-target.test.nta-monitor.com *
ike-scan.c: hp = gethostbyname("ike-scan-target.test.nta-monitor.com");

ike-scan-1.8 # | 4

-
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C EH Ike-scan: Screenshot 2

Hacker

ike-scan-1.9

AUTHORS
COPYING
Changelog
INSTALL
Makefile
Makefile.am
Makefile.in
NEWS

README
README -WIN3Z2
TODO
acinclude.md
aclocal.md

*

check-hash.c

check-hash.o
ES

check-sizes.c
check-sizes.o
config.h
config.h.in
config. log
ike-scan
ike-scan

R
-

(Y=Y

# 1s

configure.ac
*
Error.c
Error.o
getopt.c
getopt.h
getoptl.c
hash_functions.h
ike-backoff-patterns
*

ike-scan.
ike-scan.
ike-scan.
ike-scan.o
ike-vendor-ids
inet_aton.c

*

o0 n =

ip.h

isakmp.c
isakmp.h
isakmp.o

* ¥ O* ¥

md5 . c
md5 . h
md5 . o

*

mtl9937ar.o

pkt-aggr-cert-response.dat
grep -R ike-scan-target.test.nta-monitor.com *

pkt-zggr-mode-response.dat

pkt-@mggressive.dat

pkt-checkpoint-notify.dat

pkt-custom-proposal.dat

pkt-default-proposal.dat

pkt-ikev2.dat

pkt-main-mode-response.dat

pkt-main-natt-response.dat

pkt-malformed.dat

pkt-notify-response.dat

pkt-single-trans.dat

pkt-v2-notify-response.dat

pkt-v2-sainit-response.dat
*

psk-crack-dictionary

psk-crack.l

psk-crack.c

psk-crack.h

psk-crack.o

shal.c

shal.h

shal.o

stamp-hl

udp-backoff-fingerprinting-paper.txt

udp.h

utils.c

utils.o

Wrappers.c

Wrappers.o
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c E H Infiltrator Network Security Scanner

www.infiltration-systems.com

Certified = Ethical Hacker

Infiltrator is an intuitive network security scanner that can quickly
scan and audit your network computers for vulnerabilities, exploits,

and information enumerations

Features:
Information Gathering
Security Auditing and Analysis
i s [ Generates Sleek Scan Reports
\ = | L

\ = |/ )

\ T/ . - . eg - - -

Comes with many built in network utilities such as Whois client
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c EH Infiltrator Network Security

& =% Scanner: Screenshot 1

- X

5+ Scan g Settings o Tools 5 Reports 5 Help

B O @ =] | 182.168.1.2 - 192.168.1 6 ~iGGd

system info shares
Computers Found - Reqgistry Audits

QWAUAID -} AutoShareServer
9 TESTHMACHINEA @ The administrative shares (C$,D4, ADMIMNE, etc) are created on
Q GIGABYTE @ http:/fsupport.microsoft, comfsuppork kb articles/G245/1/17 a5
QWAHDME Wigw Reqgistry Alert #1
9192.168.1.2 Fix Security Alert #1
M Autosharewwks
I} Cached Logon Credentials
@ This could lead to infarmation exposure, CachedlogonsCount st
. htkp: ffis-it-true, orgfntf atips) atips 36, shiml
Wigww Feqgistry Alert #4
Fix Security Alert #4
I DCOM Enabled
m Last logged-on username wisible
I} LM Hash being used
m Anorymous Logins allowed (null sessions)
@ Isers can login anonyrousky and use null sessions bo connect ko
. htkp: fisupport. microsaft, comjdefaulk, aspxFscid=KE;;en-us; 1434
Wigw Reqgistry Alert #24
Fix Security Alert #24
I Audit use of Scheduling service is not enabled
@ The ahility to audit the use of the scheduling service is not enab
. http: fisabernet, home, comcast, net/papersiWindowsMT, Rkml
&b view Reqistry Alert #25

Yerbose Output
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c EH Infiltrator Network Security
| e OCANNEr: Screenshot 2

L+ Scan o Settings o Toolks L+ Reports

B (U & H | Domain:SPYTECHLAN

system info shares

Computers Found +-faff Target Workstation Information

9 SFYTECH-LAPTOP +-[fof MetBios Mame Table: 4 Entries

9 SEYTECH-DESKTOPR E SMMP Information Table
9 CLARE & User Login Session Connection SUCCEEDED

E_ Target Fing

@ ‘webserver Information

@ rassword Policy

% Target Swskem Usernames: 5 Users
a Group Information: 9 Groups

B 192 182.1.100

User Registry Startup kKevs: 4 Keys
Machine Registry Skartup Keys: 11 Kews
D} Hotfixes Installed: 15 Fixes

[ installed Software: 80 Installs

Running Processes: 32 Processes

Yerbose Output
done.
Initializing C&lAeb Abuse Auditing on SPYTECH-LAFTOP ...

CizlAreb Abuse Auditing Complete.

Cleaning up Infiltration...
Cleanup Complete.
Infiltration of SPYTECH-LAPTOF Complete - 00m 23sec 1941 ms
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c E H YAPS: Yet Another Port Scanner

www.steelbytes.com

Certified = Ethical Hacker

Yaps is a small and fast TCP/IP port scanner with little configuration
options and a fairly plain interface

Features:

Supports simultaneous connections to many targets
Supports command line and GUI mode
Customizable timeout

Can scan a range of addresses or single address

Can resolve addresses

Includes names for well known ports
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C EH“ YAPS: Yet Another Port Scanner:

e aScreenshot

Simultaneous | 1000
&bt

‘" A LK ! : e e = - | L o e e | 'III
ARSI et AR tNEREFortScannern i 3
Start Port 1 Start Address | server | Stat |
Stop Port 4000 Stop Address L_______E_t_':_'_l_:'____J

. Cl
Timeout [ms] 1000 () scan ports first Resolve names lij
(=) scan |Ps first [ ] Continuous ﬁj

192.168.1.1: 3457 connect 25 refuze 2432

192 168.1.1:548 zerver zteelbutes local afpovertcp AFF over TCP

192 168.1.1:593 zemver zteelbutes local:http-rpc-epmap HTTE BPC Ep Map
192.168.1.1:636 server. steelbptes. lozal ldaps [dap protocal ower TLSAS55L [wasz sldap)
192.168.1.1:838 server. steelbptes. lozal accezsbuilder AccezsBuilder

192.168.1.1:995 zerver. steelbptes local pop3s pop3 protocol over TLS/55L [was zpop3]
192.168.1.1:1080 zerver. steelbytes. local socks Socks

192.168.1.1:1723 server. steelbytes local pptp pptp

192 168.1.1: 3268 server steelbytes local meft-ge Microzsoft Global Catalog

192 168.1.1: 3269 server steelbytes local maft-gz-z2l Microzaft Global Catalog with LOAPASS51
192 168.1.1: 3306 server steelbytes local mysgl MySEL

192.168.1.1: 3389 zerver. steelbytes. local: me-wht-zemeer M5 WEBT Server
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c E H Advanced Port Scanner

www.famatech.com

Certified = Ethical Hacker

Advanced Port Scanner is a small, fast, and easy-to-use port scanner
that runs multi-threaded for optimum performance

Part zcan
Interface

Featu res. Gerneral M aximum threads: B4 []Uze default

Corpatibility )
b axinurn speed scan, very huge CPU uzage

Fast zcan, huge CPU uzage

Maormal zcan - balance of zpeed and CPU uzage

Fast and Stable multi-threaded . il
Port Scanning 2 e
ey sl0wW 2Can, die Lzage

Custom threads nurmber
Part szan timeaut; ze default

Threads priarity: L b
Fing computers before scan them
For computers that don't rezponce to ping:

Fully configurable Port Scan

[ ] Atternpt to scan

Export scan results
OF. ] [ Cancel ]
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c E H Advanced Port Scanner:

Certified | Ethical Hacker S C re e n S h OtS

¥ Advanced Port Scanner v1.3
File Options Help

D222

RADMIN"®

remote control software

fast. secure. affordable.

Uze group of ranges Port zzan
Interface
19218801 - 132 168.0.10 General [ Use single-threaded MetBIOS names retrival

132.165.0.200 - 192.168.0.255

Campatibility This will eliminate the problem there wiong computer
names appears if scan iz performed under Windows
=P withaut Service Pack 1, but scan speed may be

YERY slow.

[ Add ][ Delete ][Llp-:late][ Save ][ Load ]

Select ports range: - Ilze default ports list
[ ]Usze ports ranges list

+-3 192,168.0.1  Ports {scanned 67 of 67, opened: & closed: 61}
92.168.0.6 { hamlet.horatio.local ) Ports {scanned 67 of 67, opened: 5 closed: 62)
= ﬁ Cpen porks (5)

© 21 open (ftp)

& 25 Cpen (smkp)

@ 110 open (pop3)

lSl:anning [ 64 threads)

ok ][ Cancel ]
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c EH NetworkActiv Scanner

www.networkactiv.com

Certified = Ethical Hacker

NetworkActiv Port Scanner is a network exploration and
administration tool that allows you to scan and explore internal
LANSs and external WANSs

[ Features: J

e TCP connect() port scanner and TCP SYN port scanner
e UDP port scanner with automatic speed control
e Ping scanning of subnets (UDP or ICMP)

e TCP subnet port scanner for finding Web servers and other
servers

e High performance trace-route

 Remote OS detection by TCP/IP stack fingerprinting
* Whois Client

 DNS Dig system
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CEH

Certified = Ethical Hacker

Frorn port: Tril

A drese:

R — B =
ER535 |§  Cptone
o v network actiy. com

_—

8 TCP SN

Host info:
Info -
Porte per zecond; | 0
Threads Funning: || 4
Potrts Pro ceissing: { 1]

Ol scan known ports

R andom order scanning

B ead returm info

z0lo2 abac. com

Fezponze Time: 240msz, Mat Stealth

TCP trme-out: ] 1000

Eead tine-out k
UDP tine-out:|
Max stray TDF:

Multi-packet: |

Moave Femiine

NetworkActiv Scanner:
Screenshot 1

192 168 0 . 254
FPort to =can for:
Hozt info;

Multi-packet:
UDF/ Ping tirne-out ;|

/?: Scan:’i l‘- I'"l i‘. -I-F'ing Hl

TCFP titne-ont:

Eead timne-out
Shared zettings

sirg frann 0

||:!EII:| fi:!.'fr'l ir'lfl:l

[ et | " - g = — o
LR e lsed|  UDP/ 3YN zend port: | 100 Mat threads: m | e 8 | 2 &CIEE' Results

m
TCP 2165512831 80
TP 2165512831 22
TP 2165512831 21

Wiorld wide Web HTTP
55H Remate Login Protocal | Fi Open

File Transfer [Control]
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c EH NetworkActiv Scanner:

Certified | Ethical Hacker S C re e n S h Ot 2

s NetworkActiv Scanner - Wizard - Examit =l=] =]
Netwarkdctiv Scanner 4.0 - Simple Mode B 24 Here iz where pou choose what types of scans, and what ather sorts of

infarmation bo aguire about the host. Mote, the more thingz you choose, the

longer it waill take.
I Pratocol zcan Check host for known ports I

lTrau:e-ru:uute l Guessz 05 DMS Dig | wWholz |

.
Connecttimecut:  [RE bl o il e o0 e neo e e
Send pork (S anly): i1 1]

<-- Back | Festart wizard |

Iy NetworkActiv Scanner - Wizard - Results =] x|
# " alid protocol(z) for host 192.168.0.2; =]

Pratacal 1

Pratocal 2

Pratacal B

Praotocal 17

Frotocal 47

#

# Port zcan resulks:

#

# Open port(z] on host 192.168.0.2

Part 135 - DCE endpoint resolution _—
Port 139 - NETBIOS Session Service

Zopy whole line to clipboard

Display whole line

Port 445 - Microsaft-DS Open With ’
Paort 1025 - netwaork, blackjack Copy port ko clipboard
# Dane scanning i Copy whole line to clipboard
E Guess 05 results: Diplay: whole line |
# Primary 05 guess(es] for host 192.168.0.2 with 100% Match:
EIS_ Winu:l_u:uws_EFlDD F'ru:u_fes_si_u:ungl - St_-:u_u:_k.-"S_lf"I_.-"@F'E_ an E_th,a_rnet_ =

Mate: Right click a ligt itern ta wview a ligt of optionz; some items will have a different list.

Save resultz | Cloze |
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c EH NetGadgets

Certified = Ethical Hacker

WWW.noticeware.com

NetGadgets is a complete set of diagnostic tool for every level of Internet user

The tools within NetGadgets provide invaluable data about your Internet and
network connections, other users, and web site information

It combines all the standard Internet tools like Ping, Trace Route, NS Lookup
and Whois, with other less common tools like Time, Daytime, Echo Plus, Email
Verify, Finger, Name Scan, Ping Scan, Port Scan, Service Scan, and others

W@

P2

HTTP

EC-Council llé
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c EH NetGadgets: Screenshot

Certified = Ethical Hacker

B NetGadpets

Fie Yiew Gadgets Help

a8 7

- Het Test Tools
i - o @

Traca Route : i e = i
T Timaoiit: _II me  Delay: = ms Packat Size: — bastecs @ Shop

Fing 2can Hurber of Pings: S F | ] |

Port Scan

l'r ' Service Scan Slatzlics
B Echi FAus
B eMail Verify
Character Gorerakor
g HTMHL Test
= ,ﬁ Het Query Tools
Hame Sarvics Lookup

Domain Search

?‘ I Seanch i # | IP Address Irbemet Mame Response Time )
g Whais 1 5420863160 88 ms
Time | 2 64.208.63.160 G5 me
& Daytime | 3 B4 208 E5.160 B e
= b e =
Hh | 5 4. 2036976 e
Pﬁj;ﬁ& sl |&  E4 20963760 B8 s
7 B4I03.63760 87 ma
Active Connechons | & 64, 208.69.160 29 e
S Webwork Statistics | 5 B4 869,180 B et
¥ Redte Table [ 10 5420863160 87 ma
5 ARP Sian 11 64.208.63.160 39 me
& Local 7 Information |12 6420363160 B9
[ 13 6420863160 88 ms

14 B4.208.63.160 87 me "
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r
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CIEH P-Ping Tools
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P-Ping Tools is an administrative network scanner that allows
you to scan TCP/UDP ports to see if they are in use

You can scan a single or multiple IP address and also log the
results to a text file that are in use

The program allows you to scan a single port or all of them, as
well as scanning for popular services on an IP range
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C EH P-Ping Tools: Screenshot
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i~ P-Ping Tools ¥2.0(1)
Fle Regster Help

| P-Ping Tools Ver 2.0 ]
_.[-'\dd-i “ Png All Port Scan Single Port Scan Service Scan |

All Port

CEEEACRRTIN (- (Sop) | Ooefol % TepP

I ClotePoi [ Udp Port

5709 of 65535 21473 of 655315
TcpPot | Desc | Service [Defaul Dol mit

1274 Dpen
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c EH MegaPing

www.magnetosoft.com
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MegaPing is the ultimate must-have toolkit that provides all essential
utilities for Information System specialists, system administrators, IT
solution providers, or individuals

Features:
Includes scanners, host and port monitors, system
information viewers, and various network utilities
Automatically detects security vulnerabilities on your network
S~
> |
0//0,0
0 Provides detailed information about all computers and
O/Q network appliances
4
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C EH MegaPing: Screenshot 1
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Lal=7) =
Hh MegaPing

File Wiew Tools Help

22 Ay D8 TEHYPDY 2 O
M5 Lisk Hosks

DMS Lookup Mame
Finger
:i;wmk Time @ Secuity Scanner |29 Operations | B4 Ports G8 Settings B sHMP
g Traceroute Select: Frorm: T
:"Eht'jzrk N FETeD «| [10. 0 0o ]| [10. 0 0 15
Process Info Securty Scanner
I Sycter Info Statuz:  Completed 5 addreszes in 68 secs Rezolve
k. IP Scanner Narmes
NetBIOS Scanner Address 4 Mame Status
B ot v Scanner == 10.0.0.103 alisa Alive A
i + &SEcurity Alerts 3
@ Security Scanner
A r— +-[@] MetBIOS Names &
@ Host Manit B9 adapter address 00-20-EC-40-7F-0D6  GIGA-BYTE ... Hosts Stats
& Host Monitor :
% Domain WORKGROLUP et
Logged on users (MetBEIC0S) <Maone:= Logged on: 0 &
+-g.J Shared Resources 10 e
+- [ Sessions z Failed: 4
+ Prinkers 1
+ % SMMP ALISA UpTime: 0d:...
il vendor Microsoft
+- 12 Configuration Info MT 5.1
+| g sers Total: 10 Loggedom: 1w

Security Scanner
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C EH MegaPing: Screenshot 2
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'E.lﬁ MegaPing
File “iew Toolz Help
2 & o @ e
A A Gasssy 398 TEH Y Y 2|0
ﬁ_' DMS List Hosts :
* NS Lookup Mame JHu:ust kd anitar
Finger
MNetwark Ti :
F,ii;":" e 2 Host Maritor ]@, Settings | @ Alerts ]
Traceroute
%E wihals Maritar Skabus
Metwork, Resources biblailrs|
'{{o' Praocess Infa tonitored hosts
2 System Info
& IP Scanner
_f,;ir WetBIOS Scanner M amne | Ports | Status |
J@” S & oot £ % localhost [127.0.0.1] 1 Host iz alive, but some serv... &
3@ Security Scanner +- (2 ftp.netgcape.cnm 2 21: 3315 [Request Timed ... Browse
.é; =Y S— + ij__JJ i cizco.com [193.133.27.. 1 213308 [0K)
% Hast Monitar -1 MIEHﬁ.ELHD.D.D.IZ] n 213208 [0K)
—|-gin] Settings
{#] Scan Interval B zecond(z) Configure
£d M umber of retries 3 :
Conif
{#] Timeout 2 =CiaHrE Delete
i#] TTL 25E Delete
{#£] Packet Size G4
=@ Last Scan Details p3s  Traceroute I
@ Status ] m
'I:‘Dcal_:fi_m.e: N ES;’EEEI;"EIE 21_;??:08 ﬂ Yiew Log File
Clueries Whols Server
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C EH MegaPing: Screenshot 3
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ﬂ MegaFing

File “iew Toolz Help

22 MRS D8 THFDY

ﬁ_' DMS List Hosts
B OM S Lookup Hame
Finger
Metwork, Time
Fing
gg Traceroute

£ whals
% Metwork, Resources

&% Process Info

B Syztem Info

% IP Scanner

gé' MNetBIOS Scanner
% Share Scanner
3@ Security Scanner
g Port 5 canner

B Host Monitar

OMS Lookup Mame

DMS Lookup Mame

- 4
£

& DMS Lookup Mame

D estination;
<hultiples

Destination Address List

l gfg, OMS Logkup Mame Settings
Cluem Type: Wildoard match

&y

j Stark

H ozt

v 2 localhost

v itp netscape. com
v 2 v ibrn. com

v =) vy, cizco.com

R esults

[ Select Al

[
~|

I arme

| Tupe | TTL | Details |

+-& ftp.netscape.com
= %JJ www_ ibm_com
+-Z] Query Info
= % Anzwers
[¥] 129.4217.99
[¥#] 129.4218.99

&, 182
&, 182

Records: 7 -
Records: 12
Fequest Complet...
Records: 4

Addrezs

Address

ﬂ Save as

EC-Council

Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited




c EH LanSpy

www.lantricks.com

Certified = Ethical Hacker

LanSpy Is a set of network utilities pooled together in a single program
with simple and easy-to-use interface

It includes fast port scanner for gathering information about open ports
on remote computer and displays services using these ports

« Audits your network for security reason issues

» Views processes on remote computers

e Shows a list of installed application on workstations
» Detects shares, open ports, and user accounts

Features:

) Copyright © by EC-Council
EC-Council All Rights Reserved. Reproduction is Strictly Prohibited




™

C EH LanSpy: Screenshot
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E}LanSpr 2.0 —LanTricks: www.LanTricks.com o ]

File Toals Help

32.168.1.28.20 j (= | B B

= 192.168.128.20 [EGF-MT] [Microzoft Windows 2000 Service Pack 4)

‘@ Round Trp Time [RTT]: <10 mz
@ Time TaLiwve [TTL) 128
DMS narne: EGF-MT
=] MetBios names [3)
o) User EGF-NT
bdAC: 00:80:48:B3:16:8C [COMPER INCORPORATELD)
@ Comment;
@ Platform: 500
@ “erzior: 5.0

Fales: [9)
&5 Domair: EGF
25 Primary dommain contraller: EGF-MT
- [# Femote Supports
= Remate Time of Day
Transport [6)
H-0B Users [29)
m Logged Uszers [2]
-0 Global Groups (12)
m Local Groups [12]
: Pazzword policy
-7 Shared rezsources [23)
-- Sezzions [4)
QE} Services [227]
@ Reqgistry
- B Mehwork Statistics
- i TCP portz [15]
- UDP porte (9)

R A

L) Time of scanning 0:00:30 ﬂ
j,) Scanning complete
3 Checking selected UDP ports - successfully ;l
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HoverlP
www.hoverdesk.net

CEH

Certified = Ethical Hacker

HoverlP is a useful set of network utilities, that can display your IP configuration
(on all network cards), perform NsLookup queries, Traceroute, Ping, and port
scanning

EC-Council

!'. P ﬂonﬁg ’_:.-' Mzpokup

3 Routing table

hoverdesk.net w

L  Start ] [ £ Clear History

ns-cachel.oleane.net
194.2.0.20

Server :
Address :

hoverdesk.net
primary name server = ns3.fr.dara.net

_,.J Ping \:, Traceroute
DS settings :
Reguest: |ANY

Server : 194.2.0.20

responsible mail addr = hostmaster. fr.dara.net

serial = 1075214557
refresh = 21800 (6 hours)
retry = 3500 (1 hour)
expire = 604800 (7 days)
default TTL = 90000 (1 day)

§.{ Port scanning

hoverdesk.net
hoverdesk.net
hoverdesk.nat
hoverdesk.net
hoverdesk.net

ns4. fr.clara.net

internet address = 212.43.241. 105

nameserver = ns4,fr.dara.net

nameserver mns3, fr.dara. net

Mx preference = 20, mail exchanger = mx2.fr.dara.net
MX preference = 10, mai exchanger = mx 1.fr.dara.net

nternet address = 80. 1568.69. 10

| X Close
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C EH HoverlP: Screenshot
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“® Hoverlp

i Ty -
i-'f‘,r Routing table | &2 Ping &, Traceroute |B./ Port scanning

bk

j,l IP Config | ® Nslookup

Host ; Options :
. hoverdesk. net Perform Reverse Lookup
Whan checked, HoverIP will try
[ o Start J @ to resolve router's hostname i
they have ane,
Haop IF Time T Info Hostname
1 192.168.0.1 0ms 255 K
2 193.253.160.3 a0ms 126 oK
3 80.10. 158,195 a0ms 252 K GE4-479.ncidf 104, Paris. francet. ..
4 193.252.159. 34 50ms 252 OK pos 12-0.nrsta 104, Paris. francet. ..
3 193.251.126.102  50ms 251 OK pos12-1.ntsta 202, Paris. francet. ..
G 193.251.126.70 60ms 250 OK pos 14-0.ntsta 302, Paris. francet. ..
7 193.252.103.117  50ms 243 OK pos0-0-0-0.nosta 102.Paris. fran. ..
a8 198.32.247.83 a0ms 248 oK Claranet-8975. h. giga. parix.net
9 Z12.43.193.22 o0ms 241 OK fe-2-0-th2-fett.rtr.fr.dara.net
10 212.43.193.246 &0ms 242 4 fe-0-0-0-th2-zuckuss.rtr. fr.dar...
i1 212.43.193.181 a0ms 245 QK ge-2-0-fhg-igda.rir. fr.clara.net
12 212.43,247.145 &0ms 53 oK fe-0-4kala.rtr. fr.dara.net
13 212.43.241.105 a0ms 243 DOME! myhamed. fr.dara.net
Status : idle

[ X Close ]
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C EH“ LANView

Certified = Ethical Hacker WWW 'j Xd eV . CO m

LANView can quickly obtain information about all hosts on a
network, including IP addresses, MAC addresses, hostnames,
users, and groups

Features:

» Multiple applications in one: LAN Search, capturing

and analyzing IP packets
 |P Statistics, IP Traffic, Network Connections,Port
- Scan,Ping Scan, Local interface, and Windows Socket
[ ¢ information ,organized as independent windows allow
'\\ multitask operation

e Multiple thread design ensures the efficiency

e LAN Searcher, IP Capture, Port Scan, Ping Scan, and
some other functions are designed as independent
threads
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C EH LANVIew: Screenshot 1

Hacker

® LANView

File Setting Tool View Help
LocalIP: | 70.0.43133 v e 2 @ O Q_
LAM Search =
From:{ 70 . 0 .43 .2 To:|70. 0 .43 . 6 TmeOu: 100 3| (ms) [¥]Search Shase Resource
a IF Address Wk Group Hozt Mame Llses Mame MAL Address Shane Res...
700436 RUMNING OPERATOR-E OPERATOR-E 00.01.0316.BABC YWOPERAT..
Rur OPERTOR LUEERTREE | 00.01.03.17.BF.11 AWOPERTOL.
700434 RUMNING DOPERATOR Sean Port 00.01.0316.B21C
700433 RUNNING OPERATOR|  pine Host 00.01.03.16.B4.76
700,432 RUMMING OPERATOR, 00.01.0317. E2.40
Browse Resource
Pause Send Meszage To P
Find Computer
ﬁ Copy A1
Stop
w,
Clear
Packet Caplure
Packet Statistics
Metwork, Connectons IP- 70.0.43.6 1
OFPERATOR-6  <0x<UMNIQUE>
M k. Interd
e RUNNING  <Ob<GROUP>
Adapter Traffic OPERATOR-E  <3»<UNIQUE>
Pt OFERATOR-6  <20x<UMIQUE >
ort Scan FLUNHNING {1E»<GROUP:
Ping Scan MAC:00.01,03.16 B4 5C 3
Found Host : 5 Capture: On In: T Packs/Sec
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C EH LANVIew: Screenshot 2
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® LANView
File Setting Tool View Help
Local IP: | 71.03236 v & =2 @ O ,J
LAM Search ————————————r
IP Address : |E| 0,33 2%
Packet Capture
Packel Statistics OpenPot | Protocal Descnphon
z 1 TCP TCP port multiplescer (RFC 1078];
Metwork. Connections 457 ToP
MNetwork Interface 80 TCP Wrld Wide wWeb HTTP;
Ariacter Traffc m TCP SUN Remote Procedure Call;
i 139 TCP MetBl0S Session Servce;
Port Scan 1Mg TCF
1032 TCP
1033 TCF
E15 TCP
620 TCP
199 TCP
Stop
W,
Clear
Save
@ .
Ping Scan <
Found Host @ 22 Capture: On In: T4T7 Packs/Sec Hetstat: Omn
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C EH LANVIew: Screenshot 3

Hacker

¥ LARView
LocalIP: | 70.0.190.36
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c EH NetBruteScanner

www.rawlogic.com
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NetBrute allows you to scan a single computer or multiple IP addresses
for available Windows File & Print Sharing resources

e This is probably one of the most dangerous and easily exploitable security
holes

It is common for novice users to have their printers or their entire hard
drive shared without being aware of it

This utility will help you to find these resources, so you can secure them
with a firewall or by informing your users how to properly configure
their shares with tighter security
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C EH NetBruteScanner: Screenshot
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E]Hetﬂrute Scanner by Baw Logic Software
Optionz  Help
M et e l PartScan | WebBrute

Results _ — Part Settings
: 2.15 Tirne Out: TCP Part
+-[B 192168.1.4 300
+-[& 192168.1.20
= JOHM_DOE [192.162.1.59]
£ STUFF
£ FULL IF Fange : |1—
2 HP 192 163 1
gMPE,S 152 | Jies | T
+-[8 192168.1.60
+-fE 192.168.1.99 Sean | |
+-[& 192168.1.104
+-[B FROMT_DESK [192.1681.109] Riesult Options
+-[B BOB_SMITH [192.168.1.119] (* ANY W MetBlOS Names
--[E 9580 [192.168.1.120]  DISK ™ Show IPC:
£ SHARED ~ PRINT
£ WINSOCKUPDAT
+-[& 192168.1.122 Single
+-[E JANE_DOE [192168.1.153] Computer/Hast Name J
* MARY_SMITH [192.168.1.231]
+-[E MARCUS_ADAMS [152.168.1.22 |

o ] |
Clear [~ Report View Sk @ GetlP

MADAMS MvPC

Range
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C EH solarwinds Engineer’s Toolset
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Engineer's Toolset includes 49 powerful network management,
monitoring and troubleshooting tools to easily and effectively manage
your network

4[ Features: }

e Monitors and alerts on availability, bandwidth
utilization, and health for hundreds of network
devices

» Provides robust network diagnostics for
troubleshooting and quickly resolving complex
network issues

» Offers an array of network discovery tools that
facilitate IP address management, port mapping
and ping sweeps

» Eases management of Cisco® devices with tools
for real-time NetFlow analysis, configuration
management and router management
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Screenshots
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-

SolarWinds Engineer's Toolset El@
Recently Used Tools @ @
Metwork Discovery Cisco Router Password Decr.. Edit Dictionaries
Metwork Monitoring
Jo Re
Fing & Diagnostic I k
Port Scanner Remote T( SolarWinds Engineer's Toolset o™
IP Address Management Recenlly Used Tools % @
Cisco Tools a = Ak .
SNMP Brute Force Attack SNMP D Metwork Discovery Advanced CPU Load Bandwidth Gauges
SMMP Tools Net k Moniton @ é
Fing &Diagnostic CPU Gauge Metwork Monitor
IP Address Management :
Cisco Tools ]
Metwork Performance Monitor Real Time Interface Monitor
SNMP Tools
CEL [~]
Security &=
Router CPU Load SMMP Resal Time Graph

Haost Metwork: Info

2

Help Syslog Server Watch it
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www.networkactiv.com
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NetworkActiv AUTAPF is easy to use, and quick to configure
UDP and TCP Windows based port forwarder

Features: / /K

\

» Define IP address ranges to allow or block for each port being . %
forwarded

» Optionally control IP address filtering via external program or
script - in real-time
« Have program forward multiple ports simultaneously

* View the current data throughput speed of each port forwarding
operation

 Have program log connection events to a text file
« Have program hide in taskbar
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AUTAPF: Screenshots
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& NetworkActiv AUTAPFE

File Settings Help

Global ztatus Statusz of currently selected operation

Current number of threads: &

Current nurnber of threadsz: 3
Current number of seszions: 1 1

Current rumber of sezzions:
Total number of sessions since stark; 1

Total data from client side since start, 78 Butes
Current data rate from client zside; 0 bpz

| Total data from zerver side since start 1.53 MB

| Stop Current data rate from server side: 186.21 Kbps

Filter options for this port forwarding operation

Fort forwarding operations:
| Frotocol | Local IF

192168.0.1

| Local port | For

Statug

Started

Hozt name rezolver [use this to obtain the IP addrezzes needed):

=lo x|

|www. netwarkactiv. canm

Only allow these |F address ranges:

Rezolve | Feverze rezolve | Copy to filkers |

Block theze IP addrezz ranges:
Load filter prafile |

From:| 10 0 . 1 . 0O
Te: | 10. 0.2 .0

Add

Remove

From:| 192 168, 0 . &
To: [ 192 168, 0 . §

Add
Save filter profile

Remove

10.0.1.0-10.0.2.0
192.168.0.0 - 192.1658.0.255
21B85128. 3 - 16551280

192.168.0.6 - 192.168.0.6

Clear all fields

[v Apply filers bo incoming sessions.

Cancel
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OstroSoft Internet Tools is an integrated set of network information utilities

It is intended for use by network, domain and systems administrators, network security
professionals, Internet users, and everyone who wants to know more about network and
Internet

It gives you vital information such as:

« Which computers on domain are running a specified service (domain scanner)

» What network services are running on a specified computer (remote or local) -
(Port scanner)

e Shows you the path TCP packet takes from your system to the remote host
(Traceroute)

» Shows you the information about active connections on your computer (Netstat)

 Resolves host names to IP addresses and vice versa (Host Resolver - dns)

» Returns contact information (address, phone, fax, administrator name, DNS
servers) for specified network (Network Info)

e Shows network-related information (IP address, host name, version of Winsock,
etc.) about your computer (Local Host Info)
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:": OstroSoft Internet Tools
WS Accessories  Watchers Options  Window  Help

nved 0| Olg|A| 8| wiw|Sin|e| T bl=laloS &

Dornain Scanner - =
Port Scanrsr a ’
Ping | Port | ]| Cancel |
THaeEiaLEs 017918 81017924 81017929 81017934 810179.40 810179,
N5 Lockup 017419 81017925 810.175.30 81017435 8.10.179.42 810174,
Host Resobyer 0.179.20 810179.26 8101793 810179.36 8.10.179.44 210179,
Mekstat 01792 81017927 g1017932 81017937 8.10179.47 810179,
Networlk Infi 017323 81017928 81017933 81017939 8.10.179.49 8.10.179.
Local Host Infa »
ried
Exik i
~ AEE!
'S canaiio; | defsul v| Save| Delets| Set |
| Single hast ﬂ |Ia-cah;ust |

| List of parts +| [CommonParts ~ +| Manage

™ Pingbefote scarming [ Resolvehosts  Speed [ B0 conn fmin

I8 ¥ ScanUDP ports |

| Heady

2@ croute a@@

|'fmm || Traceroute |5 |
Tramn:wg route o ﬁnnglé.cmﬂ [54.233.16?.351[ over a masimum of 32 hu{:'uz.. ”~

1 0 vz 0 mz Oms 19276811

2 11 me # 10ms 65142628
3 11 ms 11 ms MM me 6514266229
4

5

42 s 46 mz 42ms 205152145147
42 e 44 ms $1me GBREI237168

b * * Az F5 83236 100 s
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Advanced IP Scanner is a fast, robust, and easy to use LAN scanner,

which gathers various types of information about the local network
computers

It provides access to many useful functions including remote shutdown
and wake up

Results include NetBios username, computer name, group name, and
Mac address

IP addresses can be saved in a list as well for later usage
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' Advanced IP Scanner:

CEH

Screenshot 1

E Advanced IP Scanner v1.5

File Commands

Options

2 WD &

Help

2 ds B C IP 93 @@

RADMIN®

remote control software

fast. secure. affordable.

Selectiange: | g3 .15, 91 . 1 |ta| B3 . 215. 91 . 255
JUze thiz name to get P LA, T
Scan results:
IP Status M ame Fing MetBl0S user flo
@ 3.215.91.200 LWL, O 271 k add
B 53.215.91.201 dead P A P A add all
5321591202 alive C/R 272 Delate
A3 215.91.203 alive archiewwwcom 272 v
< Get MekBIOS Info
= rdomm Abort
IP Statuz Mame Find  wake On Lan =tB|
“AIE3 215.91.200 alive WAL CEOTR 27
Explore
Telnet
HTTP
< FTP 3
F.admin b
lSl:anning [E4 threads)... Properties q )
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— opns

IF: B2 . 25 . 91 . 200 ||Rezolve
Remote Shutdown
Marme: | v, com Rezolve IP Scan Comoutons lite customiaat
M&C: | 00.00.00.00.00.00 Genera| S
Fing: | 263 R adrmin Search rezults list w
MetBIOS info Compatibilty Show fallowing rows for this list:
Uzer name 5 ISFI:atus
| Mame
Computer name 7] Ping fine
Group name v NetBI0S user name
1+ MetBIDS commputer name
zet info v | MetBIOS group name
v MetBI0S MAC address
¥ | Carmment
Comments:
Current operatior;
ar ] [ Cancel

[ Q. ] [ Cancel
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C EH Colasoft MAC Scanner
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Colasoft MAC scanner allows to scan the network and get a list of

MAC addresses along with IP address, machine name, and
manufacturer’s information

It can automatically detect all subnets according to the IP addresses
configured on multiple NICs of a machine

It supports multi-threaded scanning
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Colasoft MAC Scanner:
Screenshot
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C E H Active Network Monitor
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Active Network Monitor allows Systems
Administrators to gather information from all
machines in the network without installing server-

side applications on these computers ‘

Allows to view, store, and compare the received
data

Selects a variety of items to be scanned, including l

installed applications, hotfixes, hardware
resources, OS information, and computer
information

Results are in-depth; however, they are displayed
in individual windows for each scan and can be
hard to manage if many items are included
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C EH Advanced Serial Data Logger
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Advanced Serial Data Logger is a serial port data logging and monitoring
solution that can be used as serial port and RS232 real time sniffer or to log
all received data to a local file

It captures serial data, custom tailors it to your needs, then extracts bits of
data from data packets, and transfers the data to any Windows or DOS
application

It captures data either by sending keystrokes to the application window, or by
passing the data through Dynamic Data Exchange conversations, ODBC, OLE

It supports RS-485, full duplex mode, flexible parameters, plug-ins, and can
run as a service

It also transmits requests or commands out the serial port to control or query

your instruments directly from Advanced Serial Data Logger over ASCII or
MODBUS protocol

) Copyright © by EC-Council
EC-Council All Rights Reserved. Reproduction is Strictly Prohibited




™

CEH

Advanced Serial Data Logger:
Screenshot 1
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Advanced Serial Data Logger:

Screenshot 2

EC-Council
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C E H Advanced Serial Port Monitor
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This program allows to check the flow of data through a computer's COM ports

It can work as serial port monitor and supports full duplex mode, output received data to
file, free data source, and serial device simulation

It supports the miscellaneous baudrates (up to 115200), number of databits, number of
stop bits, different types to parity, flow control types and others

It can monitor the data exchange between any external devices, connected to serial port
and Windows applications
It can run with predefined options and actions or execute commands from plugins
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CEH wotweb
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WotWeb is a port scanner specifically made to scan and display active web
servers and shows the server software running on them

IP lists can be entered manually or by reading from a file

Scanning is fast and accurate and the acquired list of servers can be saved to a
comma separated text file for importing into your favorite spreadsheet
application for further analysis

WotWeb was written to aid system administrators who manage large networks
and need to keep track of all their web servers and the type of server software

running on them
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C EH WotWeb: Screenshot
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""" wotweb 1.06 - Robin Keir - keir.net
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Antiy Ports is a TCP/UDP port monitor that maps the ports in use to the
applications that are currently using them
It offers to kill any selected process and links to additional port information
online
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C EH Port Detective
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Port Detective is a tool that helps you find out what ports
are blocked by the router, firewall, or ISP

It comes pre-configured for the most commonly used
ports, and you can also add your own ports to the list

The program is intended to check the availability of
b common ports for the purpose of self-hosting, as many
R ISPs are blocking these ports to prevent users from
: running public web servers, mail servers etc. on their
¢ home computers
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C EH Port Detective: Screenshot
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® Port Detective v2.0
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C EH Roadkil’'s Detector
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Roadkil"s Detector is a simple port
listener, that allows to monitor
connections to the specific system
ports

It displays the IP address of the
connecting agent, the remote
machine’s name, as well as time
and date of the connection

The output can optionally be saved
to a log file

EC-Council

r
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C EH rortable Storage Explorer
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Portable Storage Explorer displays remote network computer USB devices, removable
storage, CD-Rom and DVD drive information and state, drive type, serial number, revision,
device name, last cleaned time, device vendor and product name, operational state, created
and modified time, device library, etc

= PortableStorageExplorern

sk
o thawte [

Mzauditor Metwork S ecurity Auditor
; : o ; i : Download Here
Over 40 network tools in one program for scanning, sniffing, enumerating and gaining access to machines.
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Femate Storage Info |

A
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Mame:Drive 0
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State:NOT_PRESENT

Created: Thursday, February 02, 2006 10:47:50
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Dirive Mame: v\ \PhyzicalDrivel

Serial Nurnber:

Revizion:2.01

Crive State: DISMOUNTAELE s
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War Dialer Technique
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C EH war Dialer Technique
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War dialing involves the use of a program in conjunction with a modem to penetrate the
modem-based systems of an organization by continually dialing in

Companies do not control the dial-in ports as strictly as the firewall and machines with
modems attached are present everywhere

A tool that identifies the phone numbers that can successfully make a connection with a
computer modem

It generally works by using a predetermined list of common user names and passwords in an
attempt to gain access to the system
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c EH Why War Dialing?
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It doesn't matter how strongly you've locked the front
door to your network if you've left the back door wide

open )

e Has someone inside your organization attached a modem to your
network?

e Are your authorized modems susceptible to a break-in with a
wardialer?

e Are your modems revealing banners with their identity?
e Do your modems still have default manufacturer passwords?
 Is there unknown open access to a legacy system?

e Are you at risk by not conducting regular audits across your
organization?
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C EH Wardialing
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c EH PhoneSweep — War Dialing Tool
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CEH tHCscan
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Scan Mode

Dial Mode DOME: L Step Rate = B
Manual/Autonom Mode = OFF Manual Timeout =
CARRIER Hack Mode : © i F Hudge Delay :
Nudge = ~ramanimandpssspsSysag MR A
Timeout : seconds Redial Busy =
Ringout = seconds BUSY Ouerwrite =

HO DIALTOME exit

Calculate Elapsed Time

Auto DAT save time : 18 minutes
DATA save exceptions A
DAT Filename calculation

It Is a type of War Dialer that scans a defined range of phone
numbers

Another tool for wardialing is PhoneSweeper
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CEH ToneLoc
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TonelLoc is a popular war dialing computer program for MS-DOS
It dials numbers to look for some kind of tone

Command line options for ToneLoc:

ToneLoc [DataFile] /M:[Mask] /R:[Range] /D:[ExRange] /X:
/C:[Config] /S:[StartTime] /E:[EndTime] /H:[Hours] /T[-] /K[-]

It is used to:

Find PBX's
Find loops or milliwatt test numbers
Find dial-up long distance carriers

Find any number that gives a constant tone, or something that your
modem will recognize as one

Finding carriers (other modems)
Hacking PBX's

EC-Council All Rights Reserved. Reproduction is Strictly Prohibited
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c EH ModemScan
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ModemScan is a GUI wardialer software program which utilizes
Microsoft Windows Telephony

{ Features: }

« ModemScan works with hardware you already own and does
not require the additional purchase of specific nor
specialized hardware

 Randomly selects and dials phone numbers from the dial
ranges list to prevent line termination from phone
companies which detect sequential dialing

* Runs multiple ModemScan copies with more than one phone
line and modem on the same computer

e Imports comma delimited text files containing phone
numbers or ranges

e Flexible phone number dialing

« Utilizes Microsoft's Telephony settings for easy modem and
location setup
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c E H War Dialing Countermeasures
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Sandtrap can detect war dialing attempts and notify the administrator immediately upon
being called, or upon being connected to, via an email message, pager or via HTTP POST to
a web server

2 )
Conditions that can be
configured to generate

— notification messages

include:

- J

e Incoming Caller ID
e Login attempt
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Banner Grabbing
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CEH OS Fingerprinting
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OS fingerprinting is the method to determine the operating system that is
running on the target system

The two different types of fingerprinting are:

 Active stack fingerprinting
 Passive fingerprinting

[ g
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C EH Active Stack Fingerprinting
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Based on the fact that OS vendors implement the TCP stack differently

Specially crafted packets are sent to remote OSs and the response is noted

The responses are then compared with a database to determine the OS

The Firewall logs your active banner grabbing scan since you are probing directly
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C EH Passive Fingerprinting
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Passive banner grabbing refers to indirectly scanning a system to reveal
Its server’s operating system

It is also based on the differential implantation of the stack and the
various ways an OS responds to it

It uses sniffing techniques instead of the scanning techniques

It is less accurate than active fingerprinting
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c [ H Active Banner Grabbing Using
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You can use telnet to grab the banner of a website

telnet www.certifiedhacker 80 HEAD / HTTP/1.0

HTTP-/1.1 2080 OK
: Microsoft-115/5.0

: @7 Jul 2005 13:98:16 GMT
Content-Length: 1278
Content-Type: text html
Cache-control: private
Set-Cookie: ASPSESSIONIDQCQTCGBQA=PBLPKEKBMNDGKOFFIPOLHPLNE; path=/
Via: 1.1 Application and Content Networking System Software 5.1.1
Connection: Close

Connection to host lost.
C: N>
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C EH GETREQUESTS
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You might want to try
these additional get
requests for banner
grabbing

01 61 6Y ) 0

Take a look at :

GET REQUESTS
KNOWN_TESTS.htm
file

4

. HITB/1.0',
sdfasdfasdfasdfasdf/. ./ F
asdfasdfasdfasdfasdf/.

—————

NG TO U5S'

[Ty R =S A ry B vy B T Ay B Y B

'GEX\bT / HITE/1.0"
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c EH pof—Banner Grabbing Tool

Ethical Hacker

Certified

pOf is a passive OS fingerprinting technique that is based on analyzing
the information sent by a remote host

-

The captured packets contain enough information to identify the remote

OS
How to run pOf?
Run pOf —1i
<your Open IE and visit
interface card websites
number>

EC-Council

You will see the OS
fingerprinted on
the pOf window
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C E H pOf for Windows
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(:‘ EC-Coundil University - Windows Internet Explorer

e CYWINDOWS\System32\cmd.exe

#& | EC-Council Univ
J:%Ethical Hacking and Countermeazures UEMHudule A3 — Scannings~p@f >plf —-i 2 —
pAf — passive os fingerprinting wtility, version 2.08.4 i ]_
(G) H. Zalewski <lcamtufPdione.cc*, W. Stearnszs <wstearnsfpohox.com>
WIN3Z2 port <C» M. Davis {mikePdatanerds.net>. K. Kuehl <kkuehl@Pcisco.com>
pAf : listening (S¥YH>» on '>“Device~NPF_{CCA1?F4E-51D5-4A4?F-218B-F5?FB643E?363" . 22
3 sigs 12 generic), rule: ‘all’.
1i3.A.A.11:14638 — Windows 28008 5P4. ¥P SP1
—> 64_.78_188.178:80 (distance B, link: ethernet-smodem>
18.A.8.11:14639 — Windows 28008 5P4. ¥P SP1
—» b4.70.188.178:80 <{distance B, link: ethernet-modem>
18.A.8.11:14648 — Uindows 2000 5P4. XP SP1
—> 64.78.188.178:80 (distance B, link: ethernet-modem>
18.8.8.11:14641 — Windows 2000 5P4. XP 5P1
—> 64.78.188.178:88 <{distance B, link: ethernet- modem>
18.A.8.11:14642 — Windows 200@ 5P4. XP 5F1
—> b4.70.188.178:80 {distance B, link: ethernet modem>
18.A.8.11:14643 — Uindows 200@ 5P4. XP 5F1
—> 64_.78_.188.178:80 (distance B, link: ethernet- modem>
18.8.8.11:14644 — Uindows 2008 5P4. XP SP1
—> 64_78_.188_.178:80 (di=ztance B, link: ethernet- modem>
1id.A.8.11:14645% — Windows 28008 5P4. ¥P SP1
—> b4.70.188.178:80 <{distance B, link: ethernet modem> |
18.8.8_11:14646 — UWindows 2888 5P4,. XP SP1 F of today's
—>» 64.78.188.178:80 (distance B, link: ethernet-modem>

rdst - Cd P'Ut Taole usyres 1 o™ LU Tt =.

)

>
.J‘I.
M .

Relevant - Gain expertise in Business, IT, Design, or Education, four of the most in-demand fields in today's
tough job market

Effective - College graduates earn 60% more than nen-college graduates. Advanced degree-holders earn
almost twice the income of non-college graduates

EC-Council Un|\er5|t'? isa pmate learning institution, offering programs at the master's degree levels in e-Business
: ! nts benefit from the opportunities to complete college courses and to obtain
college degrees

Privacy Statement | Copyright | Contact Us
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C EH Httprint Banner Grabbing Tool

Certified = Ethical Hacker

httprintisaweb server fingerprinting tool

It relies on web server characteristics to accurately identify web servers, despite the fact
that they may have been obfuscated by changing the server banner strings, or by plug-
Ins such as mod__security or servermask

httprint can also be used to detect web-enabled devices which do not have a server
banner string, such as wireless access points, routers, switches, and cable modems

httprint uses text signature strings and it is very easy to add signatures to the
signature database
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c EH Httprint: Screenshot

Certified = Ethical Hacker

EC-Council

httprint version 0.301
— Input File P
I (03 - Scanninghttprint web fingerprintshttpring_307win32vnput bt 20 | Load | e tot
nmap
— Sighature File

IJ:'\Ethin::aI Hacking and Countermeasures vBhhodule 03 - Scannin E’,".l

| Puort

| & | Banner Reparted

Apache~<2 2.2 (nizx)

E2CE69236ED3C295811C9DCEEZCER 92 7E2CER D23

SE431BCREED3C295811C9DCE211C9DCE050CED3 2505 FCFES4 276 E4EBE1 1C9DCE
0D7645B5811C9DC5811C9DCSCD37187C11DDCYD7811C9DC5811C9DC584A91CEFSY
FCCCE35BeEDIC295FCCCE35B311C9DCEE2CER 92705 0CED336EDIC29581159DCE
GED3CZ2A5E2CER9 26811 C9DCSEEDIC2956ED3C2956ED3IC2956EDIC295E2CERT 23

Apache~2 0.x: 130 78.31 ﬂ
Apachers1 3 [4-24]: 122 62 .83

Apaches1 .3 .[1-3]: 122 62.83
Apachers1.3.27: 121 61.05

— Repart File

kel € =l

IJ:'\Ethiu:aI Hacking and Countermeasures vahkodule 03 - Scannin E -~
CEv

[~
]
|] Ll Clear All | O ptions |

|httprint has been completed.. |
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C EH Tool: Miart HTTP Header

Certified = Ethical Hacker

Miart HTTP Header is a simple tool to get the HTTP Header
iInformation from any website by entering the URL into the
program

It also includes:
Ping tool |
Nttp:/w

Traceroute tool

Domain name/IP resolver
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C E H Miart HT TP Header: Screenshot

Certified = Ethical Hacker

B4 MiArt HTTP Header Info Tool

HRL Iwel:uattan:k. Can

HT TP Header Info

HTTFA.1 200 0k
Server. Microzaft-15/5.0

Diate: Mon, 13 Aug 2007 15:19:32 GMT
Content-Type: texthtrml
Accept-Hanges: bptez

ETag: "ed3a80f49522c11:a1c"
Content-Length: 40917

0l

Content-Location: http:/ fwebattack. comdindes. shtml

Lazt-Modified: Sat, 17 Aug 2001 18:46:39 GMT

Ahout Fing

Traceraute

Feszalve

EC-Council
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c E H Tools for Active Stack

Certified | Ethical Hacker F i n g e r p r i n t i n g

XPROBE2

It is a remote OS detection tool which determines the OS running
on the target system with minimal target disturbance

RING V2 http://www.sys-security.com/

e This tool is designed with a different approach to OS detection

» This tool identifies the OS of the target system with a matrix-based
fingerprinting approach

Most of the port scanning tools like Nmap are used for active stack

fingerprinting
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C EH Netcraft

Certified = Ethical Hacker

3 Neteraft What's That Site Hunning Resailts - Magilia Firefas
W P

v Oookmeris Took Help
LT T S e

g Dumfien MF oneck = 5, e oot

Netcraft toolbar —
(http://www.netcraft.com) e
can be used to identify the AdeTCREET
remote OS of a target .
system passively =

05, Web Server and Wosting Wistory Tor www. italia. it
w0 laxt gueried st (0-Mur-2007 3111048 GMT - redrech e Eaport

iphime

Moet recuessted &
P —

Abaut Wetoet

Cantact t

mmants Bnd suggestcons s most selome sebmasiscEneire

tart. O & ¢ @WP S F B [&ibeiwemeao, | @ Meomesabmam. %) eiosfihets et
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C EH Disabling or Changing Banner

Certified = Ethical Hacker

Apache Server

e Apache 2.x users who have the mod headers module loaded can
use a simple directive in their httpd.conf file to change banner
information Header set Server "New Server Name*

» Apache 1.3.x users have to edit defines in httpd.h and recompile
Apache to get the same result

1S Lockdown Tool

1S users can use

following tools to

disable or change
banner information

1S Server

ServerMask
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C E H 1S Lockdown Tool

Certified = Ethical Hacker

% Internet Information Services Lockdown Wiz

Select Server Template )
Y'ou can easily configure thiz server by selecting the template that most clozely = r"

I I S LOdeown Wizard iS used matches its rale.
to tu r n Off U n n e Cessa ry Select the template that most clozely matches the role of this server. To view the settings for thiz

template, zelect the View termplate settings check bowx, and then click Hext.

features to reduce attack
surface available to attackers e Wb Acorss) -

Exchange Server 2000 [0wia, PF Management, IM, SMTP. NNTF)
SharePaint Portal Server
FrontPage Server Extensions

gigaT[;EDsir:[; # Internet Information Services Lockdown rd x|
Commerce & -
y/ Prasy Serve Seript Maps . L . . <

Chatic Web Because script maps can poze a security risk, pou can dizable them on thiz server. =
Other [Serve

Ceneer Hhat
v View tem Dizable support far the selected soript maps:

[ ictive Server Pages [.aspk
- v Index Server Web Interface [idg, htw, .ida)

[v Server zide includes [ zhtml, zhtm, .ztm)

1

v lrternet Data Connectar [Lidc)
W HTE scripting [.htr]

v Intgrnet printing [.printer]

>
< Back | Mewt » | Canhcel | Help |
Copyright © by EC-Council
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c EH Tool: ServerMask

Certified = Ethical Hacker

It modifies web server's "fingerprint" by removing unnecessary HTTP response data,
modifying cookie values and adjusting other response information

ServerMask hides the identity of server

-8 ServerMask Properties

Serverazk * Enabled [ Duzabled

‘web senver macking

5 Ertin S s ki Modified...

' Remove Server heads
[ Masquesade a3 common nondlS server

Randomze among Comimaon terves
" Set custom Server headsr name

Emidste Apache header order

Advanced maskng
f* Dafal SMTF banne

Modiy SMTP banner
W Remove any sdentipng headens Configure
o Mazk ang sesion Cookaed Corfigure.
-
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C EH Tool: ServerMask (cont'd)

Certified = Ethical Hacker

EC-Council

Features: bg

 Numerous HTTP masking options
» Unique cookie masking feature

e Disables potentially dangerous features like Microsoft WebDav
with one click (Windows 2000 SP3 or greater only)

e Controls other signatures such as the SMTP banner display

e Compatible with 11S Lockdown, URLScan, major third party
server-side scripting platforms like ASP, ASP.NET, ColdFusion,
PHP, JSP, Perl

e Supports FrontPage publishing and Outlook Web Access

e Super-fast, stable ISAPI filter with no noticeable server
performance impact

e Quick and easy installation and configuration

Copyright © by EC-Council
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C E H Hiding File Extensions

Certified = Ethical Hacker

Hiding file extensions is a good practice to

mask the technology generating dynamic pages

Apache users can use mod_negotiation
directives

I1S users can use tools as PageXchanger to
manage file extensions

EC-Council
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C EH Tool: PageXchanger

Certified = Ethical Hacker

PageXchanger is a I1S server module that negotiates content with browsers and
mask file extensions

Features:

 Allows removal of file extensions in source code without affecting site
functionality

* Redirects requests for pages and allows content to be served without file
extensions

* URLs no longer display file extensions in a Web browser's address or location bar

Benefits:

* Security: Enhances security by obscuring technology platform and stops hacker
exploits

» Migration: Changes site technology easily without broken links or numerous
redirects

» Content Negotiation: Transparently selects and serves language, image, and
other content based on the user's browser

A clean URL site: Easier for users to navigate, simple to maintain, and makes for
more effective and lasting URLs in all company communications

) Copyright © by EC-Council
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C EH PageXchanger: Screenshot

Certified = Ethical Hacker

)‘ PageXchanger Settings Manager E]
File Help
PageXchanger 0 port80
L NOOOn0A 4 04 00004 1 1 010004 1104 0004 1 1 0000 OnOc A EnE e ssfrEsra
wieb Sites Status Iv Enable Pagexchanger far Default 'eb Site
Default Settings Enabled
All'web Sites

Dynamic Megatistion | Language Megotiation ] Advanced ]

b Detaultweh St Ensbled slelte ezl

Iv Enable Static File Negotiation Type Filter: | et - Add...

Pagexchanger Megaotiated Types Available Types for Megatiation

Mirne | Sub-type | E=tenzion | J Mirne | Sub-type | Extenzion | ﬁ
bt hitrnl bt temt tab-zepar... tav

best htral htral J bt h323 323

bt CEg CEg temt w-vicard wif

bt sl sl temt w-compon... htc

bt sl wzl temt webview... hit

beit htrl whitrml bemt plain h

bewt w-zetext ety ¥
| | hdd | |

Help About... )4 | Cancel
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Vulnerability Scanning

) Copyright © by EC-Council
EC-Council All Rights Reserved . Reproduction is Strictly Prohibited




C E H Bidiblah Automated Scanner

Certified = Ethical Hacker

Bidiblah automates footprinting, DNS enumeration, banner grabbing,
port scanning, and vulnerability assessment into a single program

This tool i1s based on the following methodology:

Intelligence . . . - Vulnerability Penetration
gathering Footprinting Targetting Finger printing
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c E Bidiblah Automated Scanner:

Screenshot

Certified = Ethical Hacker

[%} SensePost BIDIBLAH v0.9.99
SETUP | I Sub-domains > | Forward > | Metblocks = | < Reverse > | Port scanner > | Banners = | Targeting | Reporting

Domains 5/l | m Email addresses siu | m Sub domiins s/u m
ibm.com ableinfo @us.ibm.com almaden jbm.com
adrian dick @uk.ibm.com alphaworks ibm.com

watson.ibm.com au1ibm.com
in jbm.com ustin ibm.com

bany

bbemand@us ibm.com boulderibm.com
bro@&zurich ibm.com ca ibm.com
brezin @us.ibm.com chess ibm.com
bth &Ewatson ibm.com developer.ibm.com
ctider@us ibm.com dfw ibm.com
daves @ca.ibm.com eg.ibm.com
davisbriZus ibm.com europe ibm.com
dnsmith @watson ibm .com haifa ibm.com
fellerj @us ibm.com hursley ibm.com
gk 4&austin ibm .com il ibm.com
goldpos 2on jbm.com ilhaifa.ibm.com
grosof @us.ibm.com in.ibm.com

il &in.ibm.com ngi.ibm.com
iwynne@us ibm.com patents ibm.com
l<ingman&austin jbm.com pc.ibm.com

lerys @us ibm.com printers ibm.com
Imartin@ca ibm.com raleigh ibm.com
lprusak @us ibm.com raleighics ibm.com
mvaziri@us ibm.com redbooks ibm.com
narten@us ibm.com research ibm.com
oows 2002@watson ibm.com tr ibm.com
pbabem@aul.ibm.com ule ibm.com
podlasec@us ibm.com us ibm.com

pzf @uk: ibm.com watson jbm.com
reports@us ibm.com zurich ibm.com
rsalz@us ibm.com

rschl us jbm.com

[ e@us ibm.com
yman &ca.ibm.com
sherifl@eg.ibm.com
singer@almaden jbm.com
snir@watson jbm.com
vittorio @us jbm.com

Al done..
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CEH

Certified = Ethical Hacker

Qualys Web-based Scanner

www.qualys.com/eccouncil

QUALYS

Evaluate QualysGuard Today

Qualys” on demand service QualysGuard provides the easiest way
to manage vulnerabilities and achieve compliance. Register now
for a 14-day free trial of QualysGuard and get full access to all the
features that make it the most accurate and comprehensive
vulnerability management solution. As an on demand service,
there's no software to deploy or maintain. All you need is a Web
browser, 3 public IP address and a few minutes to forever change
the way you manage network security risk.

Your QualysGuard 14-day free trial includes:

m A fully functional evaluation for up to three users
m Thousand of vulnerability checks, verified fixes and reports

m Free technical workshops, onlineg training and technical
support

m Mo financial obligation

To get your FREE trial, please complete this form:

Mote: * = Required

EC-Council
QUALYSGUARD @
Expeutive Repont o
e — [respee
——T"r= T T

L3

= — [r—r——

P ——

S i

T
; =
12

1 =

[

—ine

e —

T
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CEH saINT

Certified = Ethical Hacker

It is also known as Security

Administrator's Integrated Network
Tool

It detects the network vulnerabilities
on any remote target in a non-
intrusive manner

It gathers information regarding
what type of OS is running and
which ports are open

EC-Council

4 Steps to a SAINT™ Scan

1. FIND TARGETS
HOST IS ALIVE <

Z;) PORT SCAN
/ HTTP SERVICE RUNNING (
sﬁﬁ NING

ENGINE

3> HTTP VULN. CHECK

15 5 VULNERABILITY! &

4. i * Execulive Summary
e m *Detailed Technical Reports

HEPUFﬁ'_ =8 *Recommended Fixes
- = «Trend Analysis
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C EH 1ss security Scanner

Certified = Ethical Hacker

Internet Security Scanner provides
automated vulnerability detection and
analysis of networked systems

It performs automated, distributed, or
event-driven probes of geographically
dispersed network services, OS,
routers/switches, firewalls, and
applications and then displays the scan
results

EC-Council

- 4 -, 2CaNns web
= ) ey :(_;' senvers, lirewalls,
1 | and intranets,
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C E H ISS Security Scanner: Screenshot

Certified = Ethical Hacker

EISS Internet Scanner - [Sesziond.seszion] ﬂ Start ‘
g Fil= Edit “iew Policy Scan Beportz Tool: Window Help =18]x] # U
O] & -+ =[] =la] e e (s
= 1 Vulnerabiiies = H..| Yulherabilitp Mame | Rigk Diescription ﬂ
; a e el 0 MetBIOS share C$ Low MetBIOS shares disks to world
% e Backup Privilege [1] 0 MetBIOS share DE Low MetBI0S shares disks to world
+1-@) getadmin [1] o MetBI0S zhare print Low MetBI0S zhares disks bo world
=) Modified Teardrop Attack [1] I repair insecure Medium  Repair Directory Beadable
+ (g Festore Privilege [1] I, DNS Predictable Query Medium  DNS Predictable Query
+ g securitylog [1] a getadmin High Getadmin Patch nat applisd
+ a Windows Key Permiszions [1 I oob_crash Medium  ulherable to out of band DOS attack on port 139
+ a “Windows NT SMB logon Do I s3ping Medium  Ssping Patch not Applied
+- 1 Al Access NetBIOS share - | 0 land Lo Land denial of zervice attack.
+-/ 1% Chargen Patch [1] 0 FPPT patch Low igzing PowerPoint 5ecurity Patch
+- 1y DS Predictable Query [1] & L4 zecunty Law Lat M anager Security
#- 1y echo [1] ] I, Chargen Patch tedium  Chargen Patch not Applied
o SEllEE Ry I, WINS Patch Medium  /INS Patch nat Applied
: : ::I;WE::Sr ?ﬁ'tm i e Modified Teardrop Attack High Modified teardrop attack blue screens Windows sys.
H l pr;n (1] e Windows MT SMB logon DoS  High Windows MT denial of service attack
i l regfile [1] o aystemlog Low Windows MT Spztemn Log Acceszible
31-dfk reghile - permissions [1] e zecuritylog High Windows MT Secunity Log Accessible
4 I\, repair insecure [1] 0 applog Lo Readable NT Application Log
B [ D f B alerte Low Alerter and meszenger services il
q |- | of
:.:l_ I_JE g Srropeties | M Stz 1 Vulnerabilities |58 Servicss | S Users ]
|deritd zerver bound |a]
S endmail pipe bug rezponse server bound
Sendmail identd bug rezponge server bound J
Fzh zpoof responze server bound
Rlogin spoof response server bound
Responge zerver thread started j
Y General .-& Sessiond Sessian f
For Help, presz F1 harmful 1 Host[z) 1048
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CEH Nessus

Certified = Ethical Hacker

Nessus is a vulnerability scanner which looks for bugs in software

An attacker can use this tool to violate the security aspects of a software
product

Features:

e Plug-in-architecture
 NASL (Nessus Attack Scripting Language)

e Can test unlimited number of hosts
simultaneously

e Smart service recognition

 Client-server architecture

e Smart plug-ins

e Up-to-date security vulnerability database
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EC-Council All Rights Reserved. Reproduction is Strictly Prohibited




™

C EH Nessus: Screenshot 1

Certified = Ethical Hacker

* Messus "NG" Report - 0O X

Subnet = | Port $| Severity -

v = M T T = | e —————
. = 10.0.0 ¥ pop3(1l0ftcp) J i Ak SecurtyWﬂrnlng
ntp (123/udp) ¢ Security Note

W

nfs (2049/tcp)
nethios-ssn (139/tcp)
microsoft-ds (445/tcp)

¢ |ldap i389/tcp)

¢ imaps (993/ftcp)

¢ imap (143 ftcp)

¢ http (80/tcp)

A
Host T i & generalftcp
O - 10.0.0.251 ¢ domain (53/tcp)
¥ cisco-sccp (2000/tcp) |
It seemns thatwour web server tries to hide its version
or name, which is a good thing.
Howewer, using a special crafted request, Nessus was able
& to determine that is is running :
CUPS/1.1
Risk factor: Mone
Solution : Axyour configuration.
Save report. .. Close window
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C EH Nessus: Screenshot 2

Certified = Ethical Hacker

EC-Council

Messusid host| Plugins ‘ Prefs. ‘ Scan options | Target selection |User | KB |Credits |

Plugin selection
CGl abuses ¥
Gain root remotely 2
Peer-To-Peer File Sharing 3
Backdoors !
Firewalls |
RPC |
Useless services |
Windows 1
Misc. 1
FTF ¥|[=]

| Enahle all H Enable all blydangerous pluging | | Disahle all || Upload plugin... |

Enable dependencies at runtime | Filter... |
AppSocket Dos & O H
Genetic fload & O
BIMNDS Do
AnalogH SimpleServarWWiw Dol
Marconi 45X Dos & O
Interscan 3.32 SMTP Denial & O
ME RPC Services null painter reference Dos & [l
RealServer Ramgen crash {ramcrash) & |
BFTelnet Dos & O
Dragon telnet overflow & |
HTTP method overflow & O
FTE Serv-Il 7 56 NnS A M

Start the scan | | Load report | | Gt |
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C/EH GFI LANGuard

Certified = Ethical Hacker

GFI LANGUARD analyzes the
operating system and the
applications running on a
network and finds out the
security holes present

It scans the entire network,
IP by IP, and provides
Information such as the
service pack level of the
machine and missing security
patches, to name a few

EC-Council

3l

7 GFE LAnguard Sebwork Security Scanner v(3.1) =10 |
Ele Edt Ylew Scan Patches Tooks |ANguad Tiay el
: z -
Q060 0DE TOLA @-m B & Teefafeonn 1?2
) Mail Alests 1] a|lCommunity string : public -
1] SMTP server allows relaying Pone sending, waiting For responses ...
) Setvce Aleds {21} ICHF SwWweep ... (PIHG!)
I | tdminaskslon sccounl el Dame '_.1'r|.|li|||J, vaiting For responses ...
5[] Uset kebigl | ) neves logged on POHG from 172.16.138.73
5[] use . '
- £ ICH® code in response = B => Windows box
=[] L B :
- L. Llsae BackOinoe Advervet | Baci Qs Sdmerats i Ready
41| User ABE24TCF BABD-AFE 248 | Spstoehl alonfAB 3 ' —
o . : SR, ; Computer{s) Found.
# ] Ueee Lleer) [ Ussi? | never logged on - =)
w1 | | Uses Usord | Usei2 | nover logped of [172.16.130.73]
1 E Ut Llser3 { U = SHR probing ...
# || Usee Ulgerd | Us Connecting ...{1/8)
- L Jmt UlperS | Upeh Hame “"BOFF2K" encoded as
= | Kleew balf2h | bolfa) | neves logoed o "ECEPEGEGDCELCACACACACACACACACACA"
2| ] Uses _ venisie_used__ | __vimwaie_usel | ne Session established.(2/76)
= i Lsed Tertng Usel | Testng Security mode : user
-5 :_ Veed Testng Useil | Tes Protocol negotiated.(3/6)
5[] User Tostng Usei2| T Operating systen : Windows 2000
2 11 Used Testing Uzead | T bomain : BACKOFFICE
£ ‘_:J.-U..e;"f . LAN manager : Windows 2000 LAM Manager
B At varise st P HULL session established.(%/6)
¢ YA o0 enabl
Nt fiacts 18 Connected to IPCS.(5/6)
= .'FJ',_":_: I'I '_It e Mo share 1ist.
1 ':‘"I'j'"' 2 'H‘__H Establishing remote session (HT way) ...
|5 AutoShersWES {2] i Username : “Adninistrator”
= 1] CachedLogon Ciedentisl =||Session established OK.
‘ : ] =
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c EH GFI LANGuard Features

Certified = Ethical Hacker

Fast TCP and UDP port scanning and identification

Finds all the shares on the target network

It alerts the pinpoint security issues

Automatically detects new security holes

Checks password policy

Finds out all the services that are running on the target network

Vulnerabilities database includes UNIX/CGI issues
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c E H SATAN (Security Administrator’s

Certified = Ethical Hacker

Tool for Analyzing Networks)

Security-auditing tool developed by Dan Farmer and Weitse
Venema

Examines UNIX-based systems and reports the vulnerabilities

Provides information about the software, hardware, and
network topologies

User-friendly program with an X Window interface

Written using C and Perl languages. Thus to run SATAN, the
attacker needs Perl 5 and a C compiler installed on the system

In addition, the attacker needs a UNIX-based operating system
and at least 20MB of disk space

Copyright © by EC-Council
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C EH Retina

Certified = Ethical Hacker

Retina network security scanner is a network vulnerability assessment scanner

It can scan every machine on the target network, including a variety of operating
system platforms, networking devices, databases, and third party or custom

applications

It has the most comprehensive and up-to-date vulnerability database and
scanning technology

=~
g/ 1
\
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c EH Retina: Screenshot

Certified = Ethical Hacker

File Edit Wiew Action Tools Help

General

Address 192.168.0.44
Report D ate 06412403 03:04:32 PM
Domain Hame neo.office. upstream. ze
Ping Response Hozt Reszponded
Awg Ping Response | 10 msz
Time To Live 128
Traceroute 192168.0.44
Audits 2168000044
4 MetBIOS Mull 5ession
i |Hemote Access PCanmmbers
=} IP Services TCF IP Security
O |Registry Auto Sharing Dirive Problem - NT Server
O |Registry Auto Sharing Dirive Problen - NT Wik
O |Registry M5 RaS Logging
O |Registry MSCHAPY2 WPMN
O |Registry WNTFS 8 Dat 3
O |Registry Printer Diriver Sec
O |Registry Shutdown without Logon
O |Hemote Access DCOR Enabled
O |Remote Access Dialup 5ave Paszword LI
M Dnemnbn Ann~nn AT DOAC Commrnimk

TCPJIP Security is not enabled. It is recommended For maximum security that wou setk up skrick
settings as to what ports wou will allow incoming data to go to. For example, if your server only
acts as a web server wou should set the TCPJIP security options to be:

TCP Permit Only: 80,443

UDP Permit Cnly: none

IP Permit All

Risk Level: ~ [EEWE

How To Fix: Ta configure TCPSIP security setkings:
1. Open Contral Panel LI
\;{ Did you know...
Suppart You can easily enter a range of IP Addresses to scan from the Scanner Inkerface by byping CTRL + R, -
Link=
Scan complete i
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Nagios Is a host and service monitor designed to inform you of
network problems before your clients, end-users, or managers do

Features:

e Monitoring of network services (SMTP, POP3, HTTP, NNTP,
PING, etc.)

e Monitoring of host resources (processor load, disk and memory
usage, running processes, log files, etc.)

e Simple plugin design that allows users to easily develop their
own host and service checks

 Ability to define network host hierarchy, allowing detection of
and distinction between hosts that are down and those that are
unreachable

e Contact notifications when service or host problems occur and
get resolved (via email, pager, or other user-defined method)
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Magios - Netscape
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Magios - Netscape

File Edit “iew Go Communicator Help
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Back Fieload Home Seach  Metscape Security Shop
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% Status Overview
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®Trends
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Magios - Hetscape
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®Home
% Documentation

® Tactical Overview
% Status Detail

% Status Overview

% Status Summary
® Status Grid

® Status Map

#3.D Status Map

% Service Problems
% Network Outages

®Trends

® Availability
% Alert History
% Notifications
%Log File

® Comments

% Process Info
“Performance Info

*View Config
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C E H PacketTrap's pt360 Tool Suite

Certified = Ethical Hacker

It consolidates the PacketTrap free network management tools into a
real time reporting solution and replaces disparate IT tools from

multiple vendors

It also includes integration with brower-based open source networking
tools such as Nagios, OpenNMS, and others

Features: ]

Real Time Reporting

Dashboard

Favorites

Recent Tools Lists

Networks

Custom Tools and Categories
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PacketTrap's pt360 Tool Suite:
Screenshot

Hacker

i PT360 Tool

File [Edit Favorites Tools Window Help

Metwork Essentials Build: 1.0.2191.0 | Date: 11,/01/07 19:19:04 8§ Give Feedback (P Help
, ; F - = \
¢ @ 0 B8 s § 5 B qg 4§ E &
Ping Scan Enhanced Ping Graphical Ping DNS Audit WHOIS Port Scan MAC Scan  SNMP Scan WMIScan Wake on LAN Trace Route Traffic Jam TFTP Server

PacketTrap ptControl Network Dashboard & Add & Tab @ Rename

C'ltical lé}st.ems

buildmachine jetstreamnetworks local

Oms

» projectsenver jetstreamnetworks local Ome
E medianiki jetstreamnetworks Jocal 482ms

E de-packetirap jetstreamnetworks Jocal Oms

E bugzilla jetstreamnetworkcs local Oms

wiki jetstreamnetworks Jocal Oms

deile jetsireamnetworks Jocal Oms

38 44 50 5[‘:rl_mc ':‘Jé:‘]s P(';:!_ g 1:12 AM]ZL' 26 32 38 exchange-packeliap jelatreamnetworka Jocal Oms

autodiscover jetstreamnetworks com Oms

blog.packettrap.com

Ic

Current Response 62 ms Avg Packet Loss 0%

@ Quick Launch | |l Dashboard
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CEH NiIkTO
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NIKTO is an open source web server scanner

It performs comprehensive tests against webservers for
multiple items

It tests web servers in the shortest time possible

Uses RFP’s libwhisker as a base for all network functionality
For easy updates, the main scan database is of CSV format
SSL support

Output to file in simple text, html, or CSV format

Plug-in support

Generic and server type specific checks

EC-Council All Rights Reserved. Reproduction is Strictly Prohibited
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c E H SAFEsuite Internet Scanner,

e 1dentTCPScan

SAFEsuite Internet Scanner

» Developed by Internet Security Systems (1SS) to examine the
vulnerabilities in Windows NT networks

e Requirements are Windows NT and product license key

» Reports all possible security gaps on the target system

e Suggests possible corrective actions

e Uses three scanners: Intranet, Firewall, and Web Scanner

)
g
g N

%

IdentTCPScan

« Examines open ports on the target host and reports the services

running on those ports '
* Itis a special feature that reports the UIDs of the services @
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Draw Network Diagrams of
Vulnerable Hosts
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c EH FriendlyPinger

Certified = Ethical Hacker

A powerful and user-friendly application for network administration andmonitoring

It can be used for pinging of all devices in parallel at once and in assignment of external
commands (like telnet, tracert, net.exe) to devices

4 Friendly Pinger [Demo.map]

File Edit iew Ping Motfication Scan Conneckions  Inventory Help

Feboot
Telnet

| (& open
E Open in WinCrnd
Select in FChat

By Edit 3

= align 3

= Ping, Trace »

LX Natification v

% Inventary...

Set Device Type 4

= Configure Device Type. .. ﬂ
|F‘inging. oo £ Configure Device... E
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c EH LANSurveyor

www.solarwinds.com
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VisioLANsurveyor automatically discovers your network and produces
comprehensive and easy-to-view network maps that can be exported
into Microsoft Office

Features:

« Automatically discovers and diagrams network
topology |

e Generates network maps in Microsoft Office® Visio® <3

« Automatically detects new devices and changes made to
the network topology

e Performs inventory management for hardware and
software assets

e Directly addresses PCI compliance and other regulatory
requirements
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c EH vaw.Iumeta.com
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Lumeta's IPsonar actively scans the network to collect all data
related to these factors via Network Discovery, Host Discovery,

Leak Discovery, and Device Fingerprint Discovery

PARTNER S
CONNECTIONS ~ EXPOSED- (b=
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www.10-strike.com
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LANState is a network mapping, monitoring, management, and
administration software solution for corporate Microsoft Windows
networks

Benefits: }

e LANState builds a network map automatically by
scanning Windows network neighborhood or IP-
address range

e Save your network map for future use, print it, and
export it to a bitmap file

» Be notified by background device monitoring via a
screen message, sound, or e-mail when your
servers go down or start working
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C EI'I“ Insightix Visibility

www.Insightix.com
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Insightix Visibility obtains a complete inventory of all network devices,
Including firewalled, unmanaged and virtual devices, and provides
location information and a full list of associated properties

Features:

e Complete IT Asset Discovery — It delivers a comprehensive
inventory of every device on the network, including firewalled,
unmanaged and virtual devices, and provides location information
and a full list of associated properties

» Accurate Network Topology Map — It maps the entire physical
network topology, including all devices, such as workstations,
servers, printers, wireless access points, VolP phones, SWItCheS
routers, and more

e Real-Time Change Detection — It continuously monitors the
network for any changes made to the network and/or any of the
devices on the network
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www.paessler.com

Certified = Ethical Hacker

IPCheck Server Monitor helps organizations to monitor critical
network resources and detect system failures or performance
problems immediately, thus minimizing downtimes and their

economic impact

Features:

e Powered by Paessler's reliable IPCheck™ technology
 Remote Management via web browser, PocketPC, or Windows

client

» Notifies users about outages by email, ICQ, or pager/SMS, and
more

e Monitors network services with its comprehensive sensor type
selection

e Multiple location monitoring using secure Remote Probes
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Home My Account  Administration  Add New Group
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IPCheck 5erver, Monitor - “support@paessler.com™ @ 10.0.0.193
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IPCheck Server Monitor:

Screenshot 3
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c E H PRTG Traffic Grapher

www.paessler.com
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PRTG Traffic Grapher is an easy to use Windows software for
monitoring and classifying the bandwidth’s usage

It provides system administrators with live readings and long-term
usage trends for their network devices

Features:

Avoid bandwidth and server performance bottlenecks

Find out what applications or what servers use up your bandwidth

Deliver better quality of service to your users by being proactive

Reduce costs by buying bandwidth and hardware according to the
actual load

) Copyright © by EC-Council
EC-Council All Rights Reserved. Reproduction is Strictly Prohibited




™

CEH

Certified = Ethical Hacker

@ PRIG Traffic Grapher
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Network Card on Marvin 258 kbit/second Daily Averages - 365 Days
=| Server Menitoring: Server Statler E0D 4
Physical Memory Used on statler 1.5596.736 kbyte N
Virtual Memory Used on statler 1.740.736 kbyte E a0
MNumber of Processes on statler 43H R
CPU Privileged Time on statler 25% Eakle 4 et
23 PAESSLER CPU Processor Time on statler 25 Bl s Sl L e
£ >
133013 refreshs 4% CPU Load
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c E H PRTG Traffic Grapher Screenshot:

Customizable Screen Layout

Certified = Ethical Hacker

@ PRTG Traffic Grapher

File Edit View Tags Extras Help

Views View: Custom Graph Layout Using Customizable Panels
°© | @ & | & | @
[ Add  Delete Edit Amange
Dat
EL Leased_Line_Traffic || Firewall_Traffic || Traffic_Monitoing_via_SMMP_or_NETFLOW _or_Packet_Sniffing | Server_Sam | Server_Rowif || Server_M: % *
s8R cPu Totals O [ 0] Disk Drives Totals EE
' Hourly Averages - 30 Days Live Graph - 60 Minutes - 30 sec Interval
1{){:'-:
ok ARtk Thhbhhb i Eh 300 5
1 AU RUpU RPN | KOS | N &
G F200
Uy | R Ry S| I
Zg.ijl___..____.: _____ III I.__ -1'||;'III--||I ______ !'II___' ___________ :‘1{){:‘?
T e, T Ty T Y T Ty R Iy " |1 ) . 1 I
R 15 ik 23 Aug 29 e 15 o 12 {:'—'JI ,‘—""""".\" il R il 'il'ﬁ—“”, .““’“”“‘,’L“‘h".““
|~;:| | 0520 0r5: 30 0540 0550 10:00 10:10
|:| | Il CPU Privileged Time on statler CPU Processor Time on statler
Reports CPU Usar Time on stather | Il Disk Time on statler Diisk Transfers per Sec on statler |
5 '~;]:' Table: Port 65539 (3Com 3C920 integrierter Fast Etherne @ [+ ] Memory and Processes O ME
BI";IWSEF Port 65539 (3Com 3C920 integrierter Fas Huurl}i _ﬂverages 30 Da}is
beaker2
LFE0O00 3 - - - m o F&D
Bandwidth Traffic IN Bandwidth 7 1.700.000 1 r N A g2
£ 1,650,000+ l]j R N Rht - 50,
| kbyte | kbit'zecond kbyte = 1.600.000 F/--H----- |_-||-J-,; ------------------ 45
. 1,550,000 - -- £+ N o o et (0 0 1 PPt 1
|| 12.09.2006 10:15 - 10:20 6136235 245340 39.081 56 +.500.000 T S Tl s b bt il Al B o
T P e e T P e e e e e e e
: 12.09.2006 10:10 - 10:15 8.985,841 245417 57.378 67 Aug 15 Aug 22 Aug 29 Sep 05 Sep 12
[ 12.09.2006 10:05 - 10:10 8.984 265 245 363 57.31203 Phusical Memony Used on statler [l Virtual Memony Used on statler
| b Mumber of Processes on statler

135543 refreshs 1%& CPU Load
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c E H PRTG Traffic Grapher Screenshot: Access

Monitoring Data from Anywhere Using a Web Browser

Certified = Ethical Hacker

View: Web Browser

@

Back Home Refresh
hitp://10.0.0. 200/ Server_Statler/panel htm Ztimeout=60&=4position=0

Logout [#]

View FRTG Demo W Custom Graphs = Server_Stathe

Sensor List

BrEmELE Server_Statler

Events -

CPU Totals Disk Drives Totals
Hourly Averages - 30 Days Live Graph - 60 Minutes - 30 sec Interval
E-z!:»: z

Admin Contact

______________ LSRN Y O

Aug 15 Aug 22 Aug23  Sepl5  Sepl? 1030 100 1MED LL00 1L10 1120
12.09.2006 11:22:21

Il CPU Privileged Time on stather Il Ci=k Time on statler

CPU Processor Time on statler Diisk Transfers per Sec on statler

CPU User Time on statler

Table: Port 65539 (3Com 3C920 integrierter Fast Ethernet-
Controller (3C905C-TX kompatibel)) on beaker2 (48 Hours,
5 s Averates) Hourly Averages - 30 Days

Memory and Processes

Port 65538 (3Com 3C5920 integrierter F A 1 f
o L7000 - - - e e
Bandwvidth Traffic IN Bandwidtt 5 1.600.000 F—F---- ES:
kbyte kbit'zecond kbyte 1,500,000 !
12.09.2006 11:20 - 11:25  3.420 451 245278 2172250 e i e s emte e
12.09.2006 11:15-11:20 9027117 246525 5743054 ug ug ug Sep Sep

12.08.2006 11:10-11:15 9008676 245030 57428884
12.09.2006 11:05-11:10 10658882 281,077 57.51528
12.09.2006 11:00-11:05 9718758 265413 57.60530%
S 4

Physical Memony Used on statler
W Virtusl Memory Used on statler
Mumber of Processes on statler

/7.1.0.217 Netflow Edition LocalDev 8 2003-2006 P
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Preparing Proxies

) Copyright © by EC-Council
EC-Council All Rights Reserved. Reproduction is Strictly Prohibited




C EH Proxy Servers

Certified = Ethical Hacker

Proxy is a network computer that can serve as an
Intermediate for connection with other computers

They are usually used for the W
following purposes: J

e As a firewall, a proxy protects the local
network from outside access

e As an IP addresses multiplexer, a proxy allows the
connection of a number of computers to the
Internet when having only one IP address

e Proxy servers can be used (to some extent) to
anonymize web surfing

» Specialized proxy servers can filter out unwanted
content, such as ads or 'unsuitable' material

» Proxy servers can afford some protection against
hacking attacks
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C E H Use of Proxies for Attack
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— DIRECT ATTACK/ NO PROXIES (]_)
v

v

———

W_

VICTIM

i

w &= ) Logged proxy

PROXY
(2)

v

The last proxy IP address
is logged

There can be thousands
of proxies used in the
attack process

Traceback can be
extremely difficult

ATTACKER

CHAIN OF PROXIES

| 00—
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C E H Free Proxy Servers

Certified = Ethical Hacker

Attacks using thousands of proxy servers around the world are difficult to trace

Thousands of free proxy servers are available on the Internet

Search for “free proxy servers” in Google

Some of them might be a honeypot to catch hackers red-handed

Using proxy servers can mask your trace
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C EH Free Proxy Servers (cont'd)
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<} Google Search: free proxy servers - Microsoft Internet Explorer

File Edit View Favorites Tools Help

GBack ~ = - i) 1) ﬁ| D Search [ Favarites S Media Q|_—=jv = M= e s
Address |»£_$L| htkp:f feo, google, comfsearch?complete=1&hl=enfq=Ffree+proxy+servers

Go glf:" free proxy servers j| B Search web - QSearch Site: 2R (=] | @- | Eh511 blocked 'El.ﬁ.l.

Weh |mages Groups MNews Froogle Local more »

Advanced Search
GO l._h nge IfrEE Proxy servers Search | Freferences

Suggest

Web Results 1

FREE PLUELIC PROXY SERVERS LIST HTTP HTTFS, CONMECT, IRC, SOCKS ...
FRFF FLIRIIC PROXY SFRVFRS | |ST- WAaan FTRIRC, SOCKS, TR NFT, WINGATF
tools. rosinstrument. comfproryy - 9k - Cached - Similar pages

Proxy 4 Free: Proxy List- Page 1

FroxyWay is a Free proxy server agent (proxy software) which you use together with ...
Also it can be used as a simple local proxy server. Free version of ...

www. proxydfree. com/pagel html - 48k - 8 Jul 2005 - Cached - Similar pages

Proxy 4 free - Free Public Proxy Servers: Horme
List of thousands free anonymous proxy servers. Updated daily.
whioe. proxydfree.comd - 15k - Cached - Similar pages

FREE PROXY servers: free lists, detailed proxy FAQ, programs ...

Free proxy servers. Information about check free proxy lists and how to work with free
proxy list. Frograms: Proxy List Filter, Proxy Checker, ONS Resolver, ...

wwne freeproxy.ruf - 19k - Cached - Similar pages
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C EH SocksChain
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SocksChain is a program that works
through a chain of SOCKS or HTTP
proxies to conceal the actual IP-address

SocksChain can function as a usual
SOCKS-server that transmits queries
through a chain of proxies

EC-Council

IC|

[=]
= = —_ W
Harne | part | application = 127.0,0.1: 2484
@ Testchain 1081 24,1,202.175:3330

210.95.19,163:3128

SocksChain starting -
READY

Connect request to 64.202.165.58:3538
Connect reguest to 209,61.213.52:25
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C EH Proxy Workbench
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Proxy Workbench is a small proxy server which resides inside the
network and monitor’s connection

Configuration:

Install Proxy Workbench

Configure the clients to use this proxy IP to connect to port 8080

=

A 4

.@ Internet

0= [HTTP
l]% )
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C EH Proxy Workbench: Screenshot
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" Proxy Workbench
File “iew Toolz Help

Monitaring: 192 (0.0.0.192] | Details for Dead (09:28:55 500] |Evert2af9 |Pagelcf1 |4

L& Al A& ctivitg -]
A HTTP (20)

Ll 192 168.016E to 203.147.239.9 [www b £
i j|1| Deadwith Error [09:28:47.730)

= ‘jil Dead [09:28:54.650)

: Femote connection request .
: :ﬂil Diead [09:28:52.890) [192.168.0.166:2159] ey H 127.0.0.1:80
: :ﬂil Dead [09:28:562.220) 09:28:55.420
‘jﬂ Dead [09:28:53.500)

: jlil Dead [09:28:53.830) r 1
2] Dead (09:28:55.260) % ; ._'r : % L
i jlil Dead [09:28:55.370) L :

A2l Dead (09:26:55.800) M9 1RAN1RR 7RG Do byiesof datshasbeen 457 q.0n A coli§
- Remote connection request acce 4 1 i b
%] BYE bytes of data has been recei__|
+-F A connechion request has been

¥ The connection request ta the rer GET http: . swww. tcpig.constocplg-spel ln:hen:k/incx*SpEllChf_f_J

1FI eal time data for Dead [09; 28:55.800) b

%27 BAE bytes of data has been sent | Aooept ; %o
-8 144 bytes of data has been recer Referer: http:<“www tcpig.com J
%77 144 bytes of data has been sent | Accept—Language: en—au

= Th t e Prozv—Connection: Keep-Aliwve
| |15 TBMOIE SEVEINas dStinnet  11f-Modified-Since: Sun, 24 Jun 2001 05:55:34 GMT
1 PwB has disconnected from the If-Hone—Hatch: "d0b0s24872fcc0l; 29£963"

: jﬂil Dead [09:28:55.970) User—Agent: Mozilla-4 .0 (compatible; MSIE &.0; Window:
2] Dead (09:28:56.680) Host. www. teopig. com
A| Dead [03:28:56.740] v| [Eragma: no—cache = =
‘ | Ll | »
.Mé.mcur_l,l: 136 KBytes Sockets 24 Events 260 Terminate: OFf | Befuse: OF | Throtte: ON -Dangle: [IfF .Lngging: Qff [9:33 &M
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C EH ProxyManager Tool
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PrOHyManager =& ﬂ

File Edit Wiew cCheck Tool Help

dH|+ AX @043 |DSs e

* | Tvpe | Proxy Server | Pork | Lser Password | Timeds)fSkatus --Rematk- | j
=-[ proxy document OHTTP 134.150.124.202 8080 0.4
ProxyManager connects to S avi e
| Russia
the Internet and downloads . | ... e e :
lists of proxy servers from - Owe sseizees o s
= = - DHTTF‘ 165,12.2.86 50 1.9
Varlous WebSIteS - ZEL:I:H DHTTP 165.12.40.116 a0 1.9
- France DHTTF‘ 165,.12.40,103 50 1.9
"~ England OHTTP 129.33.12.42 30 1.9
) china OurTP  168.12,108.58 a0 1.9
- canada OOHTTP  168.12.40.91 80 1.9
You will have thousands of 5 e Oime 1esiz4022 o
+ Amercia DHTTF‘ 165.12.40.120 50 2.1
proxy server IP addresses O 202207 e
1 1 1 CHTTP 188.12.2.59 30 2.2
Wlthln mInUteS DHTTF‘ 165.12.247.34 50 2.2
DHTTP 168.12.233.69 S0 2.3
DHTTF‘ 165.12.22.140 50 2.3 ﬂ
™o A e e -
- - * | web Page | Web LRL | --Remark-- |
Saves tlme InStead Of Samair htkp:f e, samair, rufprocey findess hkm Page 1
S —~FAdyA Samair hikbpe Py, samnair, rufprocey fproscee- 30, hkm Page 30
manual Iy VISItI ng Proxy 4 Free Rkt f Py, proscy4Free. comfpage . bl \ ’ / Page 1

individual web sites looking ~—
for free proxy servers

Ready

) Copyright © by EC-Council
EC-Council All Rights Reserved. Reproduction is Strictly Prohibited




C E H Super Proxy Helper Tool
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4 N

Super Proxy Helper will help you to:

- )

Find anonymous, free, or fastest proxy
Check proxy status response time within a country

Determine Proxy type (Transparent, Anonymous, or High
anonymity)

Import export proxy
Download proxy lists from the web
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C EH Super Proxy Helper Tool (cont'd)
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¥ Super Proxy Helper

Swstem Help

Statuz Proxy T [P to Courtry T Firig T YW hoiz T Tracert T Finger T About

Prowy Server
Auto-Config
[vw Uze prosy -_—

Prosy Server 65 205122 46 R pon 3128 Download Proxys
Prozy Country |LINITED STATES Check. Check

|Jze Server Fart | Protocol Status Timne Type Country S Check Al

[] 20114715852 8080 HTTP Free 4547 Unknown MEXICO

] 2001215871 80  HTTP Free 1734 Urnknawn PERL Stop

[ 84201213245 80  HTTP Free 212700 Unknawn POLAND

[ 19421086122 80  HTTP Free 18458 Unknawn PORTUGAL New

[] 842351002 8080 HTTP Free 2047 Unknown SAUDI ARABLA, -

[] 842351002 8080 HTTP  Free 2157 Unknown SAUDI ARAEIA Madify

[] 803516352 80 HTTP Free 12644 Urnknawn SPAIM

] 821981212 8080 HTTP Free 3829 Unknown SPAIN Delete

] 16330166131 80 HTTP Free 593 Unknown Tl AN

[] 220132150147 80 HTTP  Free 22641 | Unknown TAMWEAN Delete Al

[ 8121562232 8080 HTTP Free -4990 Unknown TURKEY -

] 207.71.18.26 B0 HTTP Free 28203 Unknawn UMITED STATES Filtrate

O F0.168.187.78 a0 HTTF Free 19391 k.o k.o

] 12941.280.20 80 HTTP Free 23453 Unknawn UMITED STATES Import
E5.208.122.45 | 3 22407 | Unknown |  UMITED STATES

[] 209203227133 80 HTTP Free 1417 Unknawn UMITED 5TATES Export

[] 2003113758 6588 HTTP Free 3515 Unknown YEMEZUELA, -

[] 20093114133 8080 HTTP Free 13469 Unknawn YEMEZUELS, Congfig

O 201.24282.210 BR3E HTTP Free 5766 k.o k.o

[] 2031628961 8000 HTTP Free 2890 Unkmown YIET Mah >
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c E H Happy Browser Tool (Proxy-based)
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Happy Browser is a multifunctional web browser with many
Integrated utilities

You can dynamically change proxy servers while browsing the
web

You can even use hundreds of proxy servers to browse the web

It Is a complete automated proxy-based web browser

Copyright © by EC-Council
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c E H Happy Browser Tool (Proxy-based)
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(cont’d)
& S
@ O O 1B B A % . P

Back Forward Stop Refresh Home  Fiker  Procey Clear
SEEIEE (3 Proxy Server,

Maleell -~ Connect State o
Conmection |p,.:,,.:}. Prosy Server |82 67 365 Fart  [an IF |
Frosy Server
el Jze Server Fart | Protocol Status Type Country - Check |
| 212013314 a0  HTTR Free Tranzparent SUDAM
5 O 22121416452 8080 HTTP Free AnonymoLs CHIMA, Check &l
| 20853223129 a0 HTTP Free Tranzparent CAMADA
O 2109915633 8080 HTTP Free Trangparent REPUBLIC OF KOREA Stap
O 21717233188 a0 HTTP Free Tranzparent BAHRAIM
| 21916611390 3123 HTTP Free Tranzparent JAPAN MNew
: O 203187 24270 a0 HTTP Free Tranzparent IMDI

Auto 3 m Anonprmous FRAMNCE b iy

C_h at [l 2121218365 BOBO  HTTP Free Anaryrmous SALDI ARABLA

Fina [ 212116209234 8020 HTTP Free Diztorting SalD| ARABIA Delete

Gam O 219341213 8080 HTTP Free ARonymoLs JAPA

Gea [ M7194154129 328 HTTFP Free Transparent MIGERIA Delete All

Grou [] 20923612424 8080 HTTP Free Transparent UNITED STATES

Heall I 5 zpzi074291 7128 HTTP Free Transparent INDIA, Filrate
O 41.193.10812 a0 HTTR Free Tranzparent GHAMA
| 202.78.81.3 N8 HTTP Free 9485 Transparent PHILIPPINES Export
[ 200140131134 80 HTTP Free 11083 I nknown BRAZIL
O 2031152283 8000 HTTP Free 11218 Tranzparent SRl LaMES Impart
| 2125193143 a0  HTTP Free 11281 Anonymous SLOVAK]S
| 212606522 a0 HTTP Free 11344 AnonymoLs GARB L Online [mport
[1 80207185140 80 HTTP Free 12391 Anonymons ITaLY
[ 20210323433 8080 HTTP Free 12531 Trangparent CHIMA Coanfig
O 8212916713 3128 HTTP Free 12719 Tranzparent EGYPT 3
| 195.175.37.9 8080 HTTP Free 12969 Tranzparent TURKEY ") Cloze | E 2005
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C EH MultiProxy
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What if your Firewall is blocking you from various proxy servers and
anonymizers?

MultiProxy uses different proxies every time you visit the Internet

Add thousands of proxies to the list and your Firewall does not see a
pattern in your traffic

This tool can make the trace difficult
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c EH MultiProxy (cont’d)
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Options
General options ~ Proxy servers list I Advanced opliohs ]
* | host name port | |P address ping war... | anon | sfers
#  cachenesicom.net 2080 2161689625 93999 o no 1
&  ftp.bufex.com a0 209180121217 99999 no no 1
&  bos-29-d-218.bos.del.cerfret.com 80 209187147218 99993 no no 1
& 2041961232 a0 209.32 48 225 93333  no no 1
®  :mtp.mcheitech. com 20 208.230.262.2 93993 ro no 1
i | PP PR F P | [nln} AT 4440 7 [ninlnlnln] - - 4

General options l Prozy servers Iist] &dvanced options l

Accept connections on pork [a0ag] I Test all servers on start-up

[ Start minimized
Max simultaneous connections |2 e e e e

Default imeaut [sec] 20 [ Maintain fized prosyd|P per web-site
Connect wia Select nest server
4 ¥ Anonymous proxies only " Random server
. ™ Mor-anonymous proxies only {+ Mext fastest available server
Al responding proxy servers " Mest avalable server

" Rotate every seconds

Test anonymity via

" Connect back to my computer to port #2081

% Don't check for anonymity at all

(] | Cancel Help
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C EH How Does MultiProxy Work
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ttacker

}

MultiProxy running
at 127.0.0.1:8088

EC-Council

List of Proxy Servers

164.58.28.250:80

194 .muja.pitt.washdctt.dsl.att.ne
t:80

web.khi.is:80
customer-148-223-48-

114 .uninet.net .mx:80
163.24.133.117:80
paubrasil.mat.unb.br:8080
164.58.18.25:80
bpubl014.hgo.se:3128
bpubl007.hgo.se:3128

www . reprokopia.se:8000
193.188.95.146:8080
193.220.32.246:80
AStrasbourg-201-2-1-

26 .abo.wanadoo.fr:80

gennet .gennet.ee:80
pandora.teimes.gr:8080
mail.theweb.co.uk:8000
mail.theweb.co.uk:8888
194.6.1.219:80
194.79.113.83:8080
ntbkp.naltec.co.i1:8080
195.103.8.10:8080
poolsl-31.adsl.nordnet.fr:80
poolsl-98.adsl.nordnet.fr:80
195.167.64.193:80
server.sztmargitgimi.sulinet.hu:8
0

los.micros.com.pl:80
195.47.14.193:80
mail.voltex.co.za:8080
196.23.147.34:80
196.40.43.34:80

Internet
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C EH T0r Proxy Chaining Software
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Tor is a network of virtual tunnels connected together and works like
a big chained proxy

It masks the identity of the originating computer from the Internet

Tor uses random set of servers every time a user visits a site

A branch of the U.S. Navy uses Tor for open source intelligence
gathering, and one of its teams used Tor while deployed in the
Middle East

Law enforcement agencies use Tor for visiting or surveillance of web
sites without leaving government IP addresses in their web logs and
for security during sting operations

Visit http://tor.eff.com
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C EH TOR Proxy Chaining Software

Ethical

Hacker

E) How Tor Works: 1 2 Tornede

« e Unencrypted link
—— oncrypted link

Alice

A

- Step 1: Alice's Tor

- client obtains a list
- of Tor nodes from

- a directory server.

n Lo ]

Jane

Dave Bob

v

Ef) How Tor Works: 2 &5 Tor node

- « = Unencrypted link
—pe CNCrypted link

Alice
| O m =

Step 2: Alice's Tor client
picks a random path to
destination server. Green
links are encrypted, red

links are in the clear. Jane

wd “ﬂ\ﬂ ——

If_
TR -

Dave Bob

Alice /
;.

Step 3: If the user wants
access to another site,
Alice's Tor client selects
a second random path.
Again, green links are
encrypted, red links are
in the clear.

Dave

Ef) How Tor Works: 3

« o o UnEncrypted Hink
—p oncrypted link

'
.

. 3 Tor node

EC-Council
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C EH Additional Proxy Tools
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#F Proxy Finder o im] 5 | &= ProxyBag — |3 =]

File Help

b E N IF address I Hosk narne I Zounkr | Lo nil
' - gl © B> < y 5 A ¥n d x A © 4.22.156.10:80 —

) 24.75.2.244:8000
I_ ) 55.251.74.100:8080
n SEQ f EE83 .
[ ]F'“d P n Tool x Eait m ©) 59,144,126, 235: 5000

®il 561.11.26.142:80

24,9565, 231842517212 al Le0.50
61.117.1591.2128%28: 80 3 :
61.129,75.1458428:80 /' Automated Proxy Leec =10l x| .10:20
61,129,75. 1458828181 .
£1.142,212.465%25: 2080 U8 Stat @ Abort | 15 L=0:8020
£1.232.4,1858#25: 3128 ; : 303050
£3.96,51,578428: 5050 I Bt
£3.96,51, 58802818080 . J . Jil| =" -=[Charon v0.5.3]=- I ) 55
£4.37.117,2148#28:80 -20:5
£5.82,122,302425: 3128 G011 — —
69.19,14,118828:3128 v Automate Leeching Counters | Cr | PP o — [Cha I‘On] — Rhi
£9.46,0,608#28:3128 . Sites: :
[L=E a ;
E2.46.0.67a#2m3128 Howe bl FE ] 212 Quick buttons| ['1est 1P | Hostname [Pot [anor [ Ping [ speed [wia [ Gateway [ site
£9.50,182.179%%28: 80 Iu |3|j 0 Pioxies: 01 1749 W
£9.50,182.151 &828:80 - 0.2
72.2.16,75&#28:8080 . i : o
21,265, 36882880 Bat Timeout: IB Seconds Cycles: 1 B 9,98 Dp"Dgs |
85.216.14.21 38828180 . _ Pooals | =, g d | 32 Genea
125.244.111.1948428: 5080 Time Remaining:  00:29:45 Timeouts: 0 u(."vglf Options
125,245.20,1308428: 3080 .11 ) Sean
125,245,226, 28428 8080 = Dptions
Site | Statiiz |
=TT o
File Options Shedule Help puons
Filter
S T L
J Prowy servers §[4 I @ Annnym\tyl = E—ma\lsl f,f. Settingsl Options
Site
DMS name IP address Success code s Tpitns
- Judge
Tester

=101

Leached Proxys 199 Good Proxys 0 .
201.28.123,90:3 128 Timest
- L0k e
201,6.116.127:3128 —_ [ =000 ]
201,17.156,.26:3128 o Sackets
71.128.104.57:3128
200,188 219, 1633 128 [ 15 ]

210.211.136,93:3128 Start Checking i |
212.0,147,122:80 Anon:0 Nor:0 Sock:0 Other:0
ation Loaded 00 257 79 193530 - Stap Checking

4 | »] [ Sawe ] [ Clear ] [ Sawe ] [ Clear ] [ Grab Progys ]
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C EH Anonymizers
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Anonymizers are services that help to make web surfing anonymous

The first anonymizer developed was Anonymizer.com, created in 1997 by Lance
Cottrell

An anonymizer removes all the identifying information from a user’s computers
while the user surfs the Internet, thereby ensuring the privacy of the user

{ Why Use Anonymizer? W

)

 Example: Google.com keeps track of all your web
searches on their servers by placing a cookie on
your machine

» Every single search you entered at Google is
logged
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C EH surfing Anonymously
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Bypasses the
security line

v

\ 4

www.proxify.com

User wants to access
Sites (e.g. www.target.com) which have been
blocked as per company’s policy

Gets access to
www.target.com
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c EH Primedius Anonymizer

| o e WWW. primedius.com

l Consumer \I Enterprise \

|E>rimediué|

Digital Privacy

Member Login

= pn.mm = k.~
Products | Support | Privacy Matters | Downloads | About

WebTunnel protects
your privacy
& identity

WebTunnel hides vour IP to prevent collection of
personal information and online activity, and
enables access in restrnicted & blocked networks
or countries

-

Trusted. erdwie.

WebTunnel Hides & Secures:

Web Searches (Google..) & investigations
Chat, IM & VOIP (Skype, MSN,....)

File Sharing (Kazaa, Morpheus...)

Web mail (Hotmail, Yahoo...)

Mewsgroup, online dating, Adult sites
Wireless activity in any network or Hotspot
Your own private network VPN

Against Geo-location, Spyware, keyloggers
Your Digital Art, research & legal material
Use on any PC, LAN, WAN, WAP Worldwide
Break through firewalls, filters & blocking

Evaluation &
Promotions

F"I‘EIC‘tiCE SHfE Internet when yvou shop or search online...[ more)

Click here If
inside a
restrictive
network, or
state: Iran,
China...
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C EH StealthSurfer
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StealthSurfer offers comprehensive protection of
personal information, credit card numbers, and
financial transactions from online snoops

It is tiny enough to carry on a keychain, and bundled
with its own high-speed browser; the USB 2.0 flash drive
plugs into the USB port of a Windows XP or Windows

2000 computer and allows users to surf the web with
total privacy

EC-Council
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C EH Anonymous Surfing: Browzar
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EC-Council

@bﬁowenn'“

With Browzar you can search and surf the web without
leaving any visible trace on the computer you are using.

Browzar is hased on the Internet Explorer hrowser angine.
lts free and only takes seconds to download and you don't
even need to install it, so you can download Browzar time
and time again, whenever and wherever you need it to
protect your privacy.

Mo browsing history, stored files, or cookies

Mo embarrassing search auto-complete

Mo installation. Just click 'run' and go

Mo registration required

Copyright © by EC-Council
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c EH Anonymous Surfing: Browzar 1
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'® Browzar | Your private window on the Web - Browzar

File Edit WiEw Toals Help

-
T T T % ? © | hittp:/ A browzar. comn/start/ default! <1500 T 'e‘ T 9 &) Private Search... 9‘

g IJI"DLUECI " web search

Search the Webh

The best results from

Google £7 Livesearch ¢E)

Do you love Browzar? So do lots of other people. Help us spread the word!

Key Features Help & FAGQ Tell a Friend Feedbhack Contact Us

® 2006 - 2008 Browezar

_—
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c EH Anonymous Surfing: Browzar 2
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‘® Search: Microsoft - Browzar - Browzar

File | Edit | |SF

TT S

| Help

Q-__-)br‘DLUEQ ™ web search

Search the Web Images Audia Wideo
Microsoft ﬂ_,
The best results from
Google £7 LiveSearch @
All Search Engines 1 - 20 of about 73,586,500 Results 12 Mext=

1. Latest News on Microsoft
Get the Latest Software Reviews By the Experts
Sponsored by: BizTech2.com/ [Found on Ads by Google]

2. Meed a.Job at Microsoft?
100's of Jobs in Microsoft Submit Your Resume Free. Mowl
Sponsored by: Monsterlndia.com/ [Found on Ads by Google]

3. Free Office Makeover
Amazing chance to revamp your Yorkspace Free. Register Now!
Sponsored by MakeovertyOffice. co.infWin-Prizes/ [Found on Ads by Google|

4. Microsoft Johs
200000+ Jobs in Various Fields Get Your Dreamn Job Herel
Sponsored by: Maokn.com! [Found on Ads by Google]

5. Microsoft
Yahoo's 2nd biggest shareholder has asked Microsoft to raise its bid
Sponsored by www aolin/mews/ [Found on Ads by Google]

6. Wicroseft Corporation
Ilain site for product information, support, and news.
wirw. microsoft.comf [Found on Google, Ask.com]

7. MWicrosoft Windows Update
The Microsoft Windows Update Consumer site provides critical updates, security fixes, software downloads, and Microsoft

EC-Council

& hip:isearch brawzar. comus. bz /searchiwebMisrasalty-t-F - -ttt bt Qe R ol % M () Private Search.. Q
o~

Are you looking for?
MEN
Internet Explorer

Microsoft Download
History of Microsoft
Microsoft Windows
Microsoft Support
Microsoft Ward

Microsoft Free Downloads

Browzar Cleanup

Browezar is performing cleanup...

v/ History

g/ Cookies

- .
Temporary Internet Files

Tempaorary Java Files

Activce Contralz

Flazh Local Shared Objects
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c EH Torpark Browser

www.torrify.com/index.php

Certified = Ethical Hacker

Torpark is free, portable, zero-install, pre-
configured, fully anonymous, and encrypted
browser which runs on Windows

It is based on the Firefox browser and connects to
the Internet via the onion router network

You could even put it on a USB keychain and surf
anonymously and leave no tracks behind
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EC-Council All Rights Reserved. Reproduction is Strictly Prohibited




™

C EH Torpark Browser: Screenshot
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& Google - Torpark == =T
File Edit Wiew Go Bookmarks Tools Help

.0 .8 '

Forpeard

Folska

Oog[

JIndex of /pub/mozilla.org/firefoxfreleases/2 Db2/win32/xpi - Torpark

Web Images Groups MNews more» File Edit

“iew  Hiztory  Bookmarks | Toolz  Help
Bookmark This Page... Chl+D

| Google Sea I'm Feeling Lucky. | Subscribe b This Page. . L h
Bookmark &l Tabz...  Ctil+Shift+D
Organize Bookmarks...
Google.pl offered in: polski Ind X Of /l] =y Bookmarks Toolbar Falder 3 fﬁPEfOX/r
| &dd Languages to Torpark. 2,062
- _ I Natne : ) Last mw
Droge Tor Em:uj,,-"
Parent Directory
af.xpi 2 B-=Aug
ar.xpi 2 b-—hug
bg.xpi 2 b-—hug
ca.xpi 2 B-=Aug
c2.xpi ZB-—hug
= v 2 E—D11r1
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C EH GetAnonymous
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GetAnonymous offers a comprehensive online privacy and protection
solution that combines several popular features into a single product

Features:

 Shields your IP address

* Provides you with enhanced proxy suit

» Cleans all traces left on your pc after surfing the Internet
» Keeps cookies off your computer

e Destroys all logs that may keep information about your surfing habits
e Controls data going out of your computer

» Blocks data sent to you by a suspicious server

e HTTP, HTTPS, SOCKS4, and SOCKS5 support

 Logs all your surfing activities

e Controls your level of privacy with customized settings
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C EH GetAnonymous: Screenshots 1
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GetAnonymous v2.o

The Unidentified Expariance
General Settings [ Server Settings
= Server Port
Y advanced cottinne |
Server Type Sta

4 - —
_ N0 : -

,m Other Setkings

ALLINIL] L%
— |:| Autostart GetAnonyrmous
/AT
ielp [ ]1'm Behind a Firewal
Auta Ca ~

EC-Council

-

GetAnonymous 2.0
The Umdentified Exparience

F. - '_"_“I. — Privacy

— - [#]2P Shielding {Connect Using Prozos Chain 3
Advanced Settings | .':::. Use one Prosy

Y ProwyTools | (¥) Choose best prowy

Y RActivity Logs | () Let Me Select Procy

p — — |

) Use Proxy Chain
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C EH GetAnonymous: Screenshots 2
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GetAnonymous zo

The Unidentified Expariance

Proxy Capture

Captured Programs

i

Prograrn Marme Pratocal Type

Praxy Tools GetAnonymous 2.0

The Umdentified Exparience

[“liauto dean on brovwser exit!

EETRE A S [ ]auto dean on windows skart

Menus

Rur Histary

[ IFind Computer

[] clear Mebwork connections
[]Telnet Hiskary

Lask Login

[IFind Files

Add Program Hemove Program

EC-Council

Windows Cleaner

|:| Auko clean on program exit

Clean Mow

Folders
[Jrecycle Bin
[ ] Temp Folder
[ Jrecent Folder

Select Al
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| IP Privac
c EH www.privac:z//—pro.com
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IP Privacy is a privacy protection tool that hides your computer IP
address preventing your surfing habits and your Internet activity
over the Internet form being tracked by websites or Internet Service

Providers

IP Privacy provides a good online privacy protection by cleaning all
online traces that may harm or use inadvertently information on your

computer:

 Clears Internet History

e Clears Typed URL

e Clears Temporary Internet Files @0/ %/b
e Clears Cookies

e Clears Auto Complete Forms History

e Clears Auto complete Password History

e Clears Internet Favorites
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c EH IP Privacy: Screenshot
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anonymizer
a8 update now 4 help

I J select a proxy
New Tested
— J |130.60.48 211:3124-> Switzerland v 1306048211 312455mieland |
1306048 211:31 24+ Switzerland
Selyan oo 202 261 28->L|K — ” ke Choose a prosy from the Tested list that includes
313919142, 4:31 28> Gemany gh provies you have aleady tested dunng one
arivacy ] 195 116.60.1- M 225 Paland zegzion of uzing [P Anonymizer
1936370183124 UK
S56192.28.109.142:2128-> Denmark
) ] 141.24.33.161: 31 24-> Germary b
settings
@ Disable Online Anonimity i
register ] e
@ Enable Privacy i
—
Mode: TRIAL COFY
% Status: Online Anonpmity: Enabled
Privacy: Dizabled

To learn more about Anonymity and Privacy  click here

Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited




c E H Anonymity 4 Proxy (A4Proxy)

Certified = Ethical Hacker

www.Inetprivacy.com

A4Proxy is a personal anonymous proxy server and anonymizing software

This local proxy server includes a database with hundreds of anonymous
public proxy servers located all over the world

Benefits:

* Visits any website in the world without telling them who you are and
where you live

e Optionally modifies the operating system and other technical
information sent out by your browser

e Confuses the websites further by sending them a fake IP address along
with your requests

e Downloads files with programs like GetRight and other download
managers staying anonymous to the sites from which you download

 If you are a webmaster, submit multiple webpages to search engines
without having to worry about submission limits - submit each page
using a different anonymous proxy!
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c E H Anonymity 4 Proxy: Screenshot 1
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-=$=- Anonymity 4 Proxy [ 2]
File Edit Options Help
Prowy Activity  Prosp Check l Prozy Options ] Browser Options ] security & Redirection Rules ]

Provye List Selected: 1 From poszition; 12
| | Frow 1P | Fart | Frosy M arme | Ext. | Last Check. | Fesponze =

i 4 Z06.171.134.223 80 cachel.zntcll. pacbell. net MET 030740, 0003130 ;

2 & 207136.80... 80 proxyhard.idirect. com COM 03/702... 00:01 101 .
@ 2073420272 A28 cachel.cointerlog.com COWM 034070, 002530 —

2@ 20920426 a0 cachel torontocnterlog.com  COM 03/07/0..  00:02.470 Y

2@ 209204265 N8 cachel torontouinterdlogq.com  COM o 03707400, 00:01.650 ]
& 209.153.145.3 an fastnetl 45003 vayagernet  MET 030770 00:01,650
& 2E56.42.3 a0 vy cazavillesd k12 wive  US 03/07/0.. 0003130 ]

@@ 209226519 an nl-cache-1.nt net MET 03/02/0.  00:01,870 il
& 2081332081 an 2081332081 03020, 0001270 — —
& 2043817733 a 20438177 33 03020, 00:01,320 ;
® 209226519 080 ML-Cache-1.nt.net MET  03/02/0.. s mne |
|x 212 208.65.3 020w, quaternet. fr FA 02/0340... H:-:Z:-::-:Z:-::-::-:Alﬂ

L | [
Check. Praxy | | Fesetdata FRepeats 0 Active Fequests: O Stop & Save |
Check LRL | |http: /M etPrivacy. con =]

Hide Shutdown | Help
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c E H Anonymity 4 Proxy: Screenshot 2
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-=$=- Anonymity 4 Proxy
File Edit Optionz Help

Prowy Activity | Prosy Check  Prosy Options ] Browser Options | Security & Redirection Rules |

Dizable proxies that use wanables: (ther options
[ HTTP_WI& [prirany for prosy detection) [ Use new proxy on each request
[ HTTP_FORw'ARODED [
[ HTTP_USER_AGEMT_'IA [ "COMMECTION: Keep-dlive' anly
[ HTTF_CACHE_INFO [ Aemove Proxp-[Connection) wariable
v HTTP_CACHE_COMTROL I+ Simulate HTTE CLIEMT [P
[ HTTP_[PRO:=Y-JCOMMECTION: Cloze [ Simulate HTTP <_FORWARDED_FOR_IP
Anaryrmity rank: N Anonymity Check Optiohz
Frosies in us NN [ Check far anorymity on each request
9/15 I+ Check for FTR/HTTPS suppart on Reset Data
Browser part Check port
|g|:| ﬂ |g|:| ﬂ Default Proxy: 195,43, 240 2:3128
Hide S hutdawr Cnpaet.a
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c E H Anonymity 4 Proxy: Screenshot 3
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-=$=- Anonymity 4 Proxy
File Edit Optionz Help

Prosy ctivity ] Frozy Check. ] Froxy Options ] Broweser Options ] Security & Bedirection Rules l

Sockets achivity: Socketz used: 6 [HEN
IO | Status FReceived | Sent Frosy P Puort Client
&0 FReceived 351 a5 209.2042 6 an 127.0.0.1
%1 Connect 209200426 an 127.0.0.7
L2 Sent 403 a5 20920426 an 127.0.0.1
B8 Cept o FRF 119 209.20 127.0.0.1
&4 Closed by Bemoate 17123 277 2097522131 an 127.0.0.1
#5 Clozed by Remate 7339 287 209792213 an 127.0.0.7
4] | i
Frowy Clients: Feguested Hosts:

ZE0.01 ricrasaft. com
. doubleclick. net
ad.doubleclick. net
hig. hitbo. com
209.75.21.6 j

Hide EE— | Help
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C EH Psiphon
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Psiphon is a human rights software project developed by the Citizen Lab at the
Munk Centre for International Studies

It allows citizens in uncensored countries to provide unfettered access to the Net

They can access with their home computers to friends and family members who
live behind firewalls of states that censor
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C EH Psiphon: Screenshot
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i NEE)
Link:  https:ff127.0.0.1:443] | Start |
Users | Log
User ID  Username  Full name E-mail [ setup... |
| Ext |
< psiphon name
add... | | Edit.. | | Remove | Pleasename your psiphon (3-Z, 0-5).
Mame: |
| ok || Exit
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C EH connectivity Using Psiphon
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uncensored country

-
w
=
~
|
;" _':uj-h ..'\ r
&G £33N B
—
-u'.h‘ TT:‘ i i
S s
WIKIPEDIA o
{dir frete Brrzyiinndidie -"-|
_. r
-
Firewall

censored country

Connect to Wikipedia

EC-Council
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c E H Connectivity to Wikipedia — Step 1
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uncensored country

censored country

Firewall

EC-Council
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c E H Connectivity to Wikipedia — Step 2
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uncensored country <\ censored country

»
=2\ =Y

. . - Q
Authenticating pl | | £
| , ',‘." r/_ \
: S = \ O
o5 ) .;__..r-'- — .
S 28 e
WIKIPEDIA é’ Access
~ Denied
E
Firewall

EC-Council
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c E H Connectivity to Wikipedia — Step 3
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uncensored country = censored country

- Q)
-
’{_&{ﬂ ‘.1'\' '1I' ) r‘ f;_ —_—
e IR e IK }
2 Sl - \ o
Lt [ — y -
% e
g s Lz ; ,
! c ok Y
s 10 « o
WIKIPEDIA /m L2
Die freie Enzykinpidie ~+ ELh
:' | --..
Firewall WIKIPEDIA
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c [ H Bloggers Write Text Backwards

o wae L0 Bypass Web Filters in China

Bloggers and journalists in China are using a novel approach to bypass Internet filters
in their country — they write backwards or from right to left

The content therefore remains readable by human beings but defeats the web filtering
software

China is known to implement ‘packet filtering’ — a technique that detects TCP packets
containing controversial keywords like Tibet, Democracy, Tiananmen, etc

To dodge these censors, Internet writers in China are writing backwards when posting
to web forums and blogs

They do it using this web tool that flips sentences to read right to left instead of left to
right, and vertically instead of horizontally
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Dismissing privacy

concerns, a judge

—>

YouTube to disclose

ordered

who watches which

video clips and when.
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C EH Vertical Text Converter
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http://www.cshbl.com/gushu.html

Vertical text converter A netizen asked city posters column Home

This teol can be converted into ordinary text Hengpai classical Shupai from right to left manner, and to increase the appropriate standard line for readers. You can Forum, to speak before the blog tool to
use this article to be published by the conversion, and then paste it to be published by the Forum, blog boost. This can be an effective procedure to prevent the site search filtering of certain terms, and
without pre=:t~~ *4 read. That is, promote the Chinese classical culture, has al~~ -~=~sed interest. Try not fast. By Curl + D BOOKMARK

ﬂ 1' Browser can be directly converted vertical text! "1 1' You no longer need to find this page, to copy to a copy. "1 1' New tools simpler, more

;_'j( uickly. the vertical text more easily.
F=s=s=s===3 | | Bcand the | | | | | not show off | | former |, | || || nuisance | | on the use and | | this || | | te hir

1, vou want to convert the text input to the input box below

2, click the button ‘conversion’

Per page | 18 | + | Vertical lines, each vertical line | 10 | + | The use of the word | Two-line + fine line | + | Border [ Traditional conversion /ﬁ:ﬁ‘el ) Copy conversion

results [ | Not to increase the converter information

3, the result below, vou can copy to the group, the blog to the inside
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c E H How to Check If Your Website Is

- =Y Blocked In China or Not

"How do I find out if web users in China can access my website at xyz.com?”

If you get a "Packets lost" error or there is a time-out while connecting to your site,
chances are that the site is restricted

1. Just Ping - They have checkpoints inside Hong Kong and Shanghai in China
 http://www.just-ping.com/index.php

2. Watch Mouse - This service too has monitoring stations inside Hong Kong and Shanghai in
China

* http://www.watchmouse.com/en/ping.php

3. Website Pulse - In addition to Hong Kong and Shanghai, Website Pulse conducts website
connectivity test from a computer located in Beijing as well

* http://www.websitepulse.com/help/testtools.china-test.html
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c E H Mowser and Phonifier
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Surf the web using Mowser and Phonifier, a new service that is free and
converts any website into a mobile phone friendly format

WWW.MOWSer.com
www.phonifier.com

mowser ¥ dotMobi

m nbiﬁzing the web

24 www.Ccnn.com

1)

= feeds > free games! (@ directory ¢ tech100 =
politics 100 . searches

@ about

& dotMobi 2007-2008. All rights reserved
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C EH AnalogX Proxy
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AnalogX Proxy iIs a small and simple server that allows any other
machine on your local network to route it’s requests through a central
machine

Supports HTTP (web), HTTPS (secure web), POP3 (receive mail),
SMTP (send mail), NNTP (newsgroups), FTP (file transfer), and
Socks4/4a and partial Socks5 (no UDP) protocols

Configure Analog Proxy._. x| |
— Services I-_cnggmg: : _
HTTE  FTP HNTP | e Disabled ..

I On I I R Mews server address:

sMTF  POP3 socks I”EWS

I I CIFf I On Froxy Binding:

{10.10.0.201

4:19 Phd
Configure Email .ﬂ.lu Ok
Copyright © by EC-Council
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NetProxy is a secure, reliable, and highly cost-effective
method of providing simultaneous Internet access to
multiple network users with only one Internet connection of

NetProxy

www.grok.co.uk

almost any type

EC-Council

AL MetProxy 4.0

Services Edt Optiors Uss Group Help

d rm il SBP &

Servibes

Salvice Pait
(W Prosy A0
@ FTP Galewray iy
Uiy Tt Giateway 23
%,fm.'k'. Server 10E0
G DNS Server 53
%‘]F}i"‘inn_l.l'.l P& Promy 1050
@4 FITSF Frowy 554
s DHCP Searver i

67
110
@y Mepped SMTP Pod 28

2y bl apmed NNTF Post 114
%Nﬂ.ﬁu‘r Tima Pratocal [MTF) 123

HetFrary engine 15 runnirg

Shale

Emnabled
Emnabled
Emnabied
Ernabled
Ernabled
Ernabled
Enabled
Ensbied

Enabled
Enabied
Erabled

NetPrROXY

Ueaiz

E:TE [rgzcription s

# Fred Smith Tea Boy

G GllBates Chinf Executive Offic
s Joe Dos o
Groups

GEIoup [hezcriphion

FF Unauthenficated Usaaz who could mot be

Is.ﬂd"i*i:.lla'n,'l:.
R Contracton
WG Soies
lEF\.lnrrr
'!E'rrkrlrd
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Proxy+
c EH www.glroxyplus.net
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Proxy+ works as firewall proxy server and mail server
Features:
3 Sattings - Microsoft Intarnet Explorar
 Separates the LAN from the - DT EESIEERIERICCE -
Internet to protect from attacks Proxy+ | Proxies Setup
* Insecure interfaces (connected to o S
the internet) are detected o HITE ooy @ ot 100
automatically b b
« Cache increases speed of data o S
retrieval and enables the use of data iy B
even if a connection is not Coscudig . NS Forwardr - Secer|
established s p—
 Sends and receives mail for many Secuity .
Internet mail boxes at one time WHW Server .
using the POP3 protocol hininitrar
e Full SMTP mail server for one or
more domains
e Option for leaving messages on
POP3 server = @ i )
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c EH ProxySwitcher Lite

WWW.proxyswitcher.com
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ProxySwitcher Lite is a handy tool to quickly switch between different
proxy servers while surfing the Internet

Features:

Change proxy settings on the fly
Automatic proxy server switching for anonymous surfing
Works with Internet Explorer, Firefox, Opera, and others
Flexible proxy list management

Proxy server availability testing

Anonymous proxy server list download
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C EH ProxySwitcher Lite: Screenshot
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httn=127.0.0.1:8080

webattack, prosey, com: 5030 hﬂCk-PfDW-CDWZBDBD
kI hktp=127.0.0.1:8080

gopher=server, proxy, com: 5080

Direct Connection

about, ..

Yisit Homepage. ..

wj Confidire: More Software Click Here

| Exit

e R ———————
'mm o007 |
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CEH JaP
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JAP enables anonymous web surfing with any browser through
the use of integrated proxy services that hide your real IP address

i JAP (=13

AP Anonymity & Privacy
Services: | 1% ULD (1u1) - ULD {1u1) hd '@:.S' Details
L T . paar Anommnity
User: 2054 s y -y & on
Traffic: EAEAAEEEEN o
Balance:
Own anomymized Data: 82.8 kByte Activity: HH
Forwarder: Oon Activity:
H 1 ? Assistant Config Exit
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C EH JAP: Screenshot
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o Settings
User Interface | AN.ON i'GenP.raI |
Fayment
JAP Update Availahle senvices
¥ Matwork
- i Dresden-Dresden Users: A

Fartliztensar ; . .
ProwyFirewall ® ULD (1ut) - ULD (Tul) Reachable e 141.76.45.33

75 DD (HE) - ULD (1ut) [HighSpeed] :
' STIT Ksar-Hellal - Munich Ports: 22,80, 443, 6544
s Testhed for Payment

Forwarding Client
W Anonyrity
InfoSerce
Services
Forwarding Servar

Certificate Autharities : A :
Reload Select Manual Edit Delete
Debuoging | @ J ‘ ‘ ‘ |

Click on the mix icons to get information about the
individual operators of this serice.

First Mix of Dresden-Dresden

Position: 10f 2 (First Mix)

Operator: JAP-Team at University of Technoloogy, Dresden
E-Mail: japiinf.tu-dresden.de

Location: Dresden, Saxomy, Germany

Certificate: verified, valid

7 Reset to Default Values Cancel Accept
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C EH Proxomitron
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Proxomitron is a flexible HTTP web filtering proxy that enables to filter web
content in any browser

This program runs as a local proxy server and needs to configure browser to
use a local host at port 8080 in order to activate filtering

Proxomitron allows you to remove and replace ad banners, Java scripts, off-
site images, Flash animations, background images, frames, and many other
page elements

HTTP headers can be added, deleted, or changed

Proxomitron filters can be customized and edited as per needs
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C EH Proxomitron: Screenshots
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Out In

v

1

Accept-encoding: Allow webpage encod ~
Accept-encoding: prevent webpage encoding (o
Autharization: Exarnple password entry [out]
Cache-Control: always cache [in]
Connection: Cloze all connections [[n+0ut)
Content-Type: character set filter (in)
Content-Type: Fix MIME types [In]
Content-Type: Show contents of .pac files [in)

s Content-Type: Wiew Fealbudio links [in]

——— Find: |
"
]

gw?reﬁFage Filters ,-.-"Z.
v Quigoing HesderFiters

"Wﬁﬁcuming Heads .
P 3 £ g -.‘-'

i
m i

If' Banner Replacer

I_ﬁ' Banner Blaster [limit text)

I Banner Blaster [full text)

If' DOM Banner Blaster w0.007

I DO container killer +0.007

B~ Area Map Ad Blaster

I_ﬁ' Area Map Ad Blaster pt2 [show all links]
I_ﬁ' Kill JavaScript Banners

If' Kill specific Java applets
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C EH Google Cookies
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"Google builds up a detailed profile of your
search terms over many years. Google
probably knew when you last thought you
were pregnant, what diseases your children
have had, and who your divorce lawyer is."
BBC technology commentator Bill Thompson

G-Zapper helps you stay anonymous while
searching Google by deleting or blocking the
Google cookie that tracks your preferences and
search history

This is what Google's log might look like when you
search for “cars””

inktomil-Ing.server.ntl.com - 25/Mar/2003 10:15:32
http://www.google.com/search?g=cars'™ - MSIE 6.0; Windows NT 5.1 -

What iz G-Zapper

G-Zapper - Pictecting vour Search Privacy

them to track the kewwords vou seanch for. G-Zapper will zet a privacy setting to block

@ Did you know - Google stores a unigue identifier in a cookie on vour PC, which allows
thiz cookie in wour web browser and protect yowr Google search histom.

ﬂ A Google Tracking ID exists on your PC.
Your Google 1D: 3274c2e5651a5046

Google installed the cookie onc Thursday, August 11, 2005 08:25:29 AM

Your searches have been racked for 185 days

j ou have 200 Google searches saved in Intermet Explorer and 22 in Mozilla Firefiox

Hiow to Use It
& Todelete the Google cookie, chick the Delete buthon.

L

'b,-.;‘_' A new cookie will be aszigned the next me you vizsit Google, obscuring your identity
" from past searches.

To block and delete the search cookies, chick the Block Cookie button
[Gmail, Adsense, and other search featwes will be unavalable with the cookie blocked)

[ Block Cookis ] [Delﬂe Cn:vukie] [ Test Google J Exit

740674ce2123e969 | <

EC-Council

PRIVACY COOKIE
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C EH SSL Proxy Tool
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SSLproxy is a transparent proxy that can translate between encrypted and
unencrypted data transport on socket connections

It also has a non-transparent mode for automatic encryption-detection on netbios

When should | use SSLProxy?

 Let’s say you want to launch an attack on a remote server which has SSL installed

» The exploits you send will be caught by the IDS and you want to mask this detection

e Run SSLproxy on your machine and tunnel all the exploits through this proxy, which will use SSL to
transmit the packets to the remote server blinding the IDS

Exploits SSLProxy IDS SSL Protocol |——
ESTABLISH SSL TUNNHEL TO SEND EXPLOITS
( T2 > o
{e== T/

A 4

INTERNET
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All Rights Reserved. Reproduction is Strictly Prohibited

EC-Council




CEH HowtoRunSsL Proxy
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and send your exploits

e Then type GET /

o C\WINDOWS\System32 \cmd.exe - sslproxcy -1127.0.0.1 -I5

=

C

J:“Ethical Hacking and Countermeasures vS Module B3 - Scanning>sslproxyssslproxy
_native_windows“Release?sslproxy —-L127.8.8.1 -155 -R 64.980.176.18 —» 443 —c dumm
ycert.pem —p szl

proxy ready, listening for connections

connection on fd=1928

%5L: Mo verify locations. trying default

55L: Cert error: unknown error 28 in ~C=US-0=Equifax Secure Inc. CH=Egquifax Secu
re Global eBusiness CA-1

%5L: negotiated cipher: DES-CBC3-MDS

client: broken pipe (read?

Jumping catch

Window 1: Client — Hacker Machine Run:

esslproxy -L127.0.0.1 -155 -R <some remote IP> -r
443 -c dummycert.pem -p ssl?2

Window 2: Client - Connect to 12.0.0.1 port 55

« Example: telnet 127.0.0.1 55

¢+ Command Prompt

C:“Documents and Settings“Haja>*telnet localhost 55

EC-Council
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C EH HTTP Tunneling Techniques
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PRIVATE NETWORK

End Users usa HTTP-Tunnel to transmit and

receive data through the firewall HTTP Tunnellng teCh n0|0gy
: facks of TR Tume semvers . AIIOWS UISETS TO perform various
. - Internet tasks despite the
S Q restrictions imposed by firewalls
I e o gj J

|
[ L This is made possible by sending

HTTP Praxy
“‘t 1 Or

% Firenaall INTERNET
‘? e

receive and relay the data d ata th rou g h H TTP (po rt 80)

Router
i
i I‘..e-' -- \ I ~ -._.# 1 )
".‘ q q | \":-u \::
.1 L] .q. .., _.__‘:- J
9 = =l ; %ju S e

Previously inaccessible servers and services
{eq. web servers, e-mall servers, peer to peer software, IM servers,
dalabase seners, e-commaearce seners) COpyrIght © by EC-COUHCIl
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C EH why Do I Need HTTP Tunneling
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Remote server
Let’s say your running FTP
organization has
blocked all the ports in
your firewall and only
allows port 80/443

Port 23 [X]

and you want to use INSIDE THE NETWORK ot o T OUTSIDE THE NETWORK

FTP to connect to Port 79 [X] A
some remote server on Port 25 [X]

the Internet Port 110 [X]

Port 500 [X]
Port 69 [X]

Port 80 [Y] Internet
Port 443 [Y] \

7

FTP Client
Software

In this case, you can
send your packets via
http protocol

FTP data is
unwrapped

7
l Firewall rule only &;Q&
Http tunneling Allow port 80 and \/y
client running on 443
local port
Http tunneling
server software

FTP data is V running
encapsulated in __—% 74

http packet
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C EH Httptunnel for Windows fj\f::
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httptunnel creates a bidirectional virtual data connection tunnelled in HTTP requests. The HTTP
requests can be sent viaan HTTP proxy if so desired

This can be useful for users behind restrictive firewalls

If WWW access is allowed through an HTTP proxy, it is possible to use httptunnel and, say, telnet or
PPP to connect to a computer outside the firewall

On the server you must run hts. If | wanted to have port 80 (http) redirect all
traffic to port 23 (telnet) then it would go something like:

hts -F server.test.com:23 80

On the client you would run htc. If you are going through a proxy, the -P option is
needed otherwise omit it.

htc -P proxy.corp.com:80 -F 22 server.test.com:80

Then telnet localhost and it will redirect the traffic out to port 80 on the proxy server and on to
port 80 of the server, then to port 23.
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C E H How to Run Httptunnel

Certified = Ethical Hacker

hts.exe -F 10.89.144.241:79 443

Windows 2000
Web Server

)
|
|

{

'
o

8 —
.(:‘

htc -F79 10.89.144.166:443
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CEH HTTP-Tunnel
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HTTP-Tunnel acts as a socks server allowing you to use your Internet
applications safely despite restrictive firewalls and gives you an extra
layer of protection against hackers, spyware, and ID theft's

Features:

* Bypasses any firewall

e Secures Internet browsing

e Can use favorite programs without being monitored
e Has extra security for online transactions

e Encrypts all your Internet traffic

* Visits sites that were previously blocked

e Prevents 3rd party monitoring or regulation of your Internet
browsing and downloads

» Uses your favorite applications previously blocked
e Hides your IP address
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C EH HTTP-Tunnel: Screenshot 1
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E AEG)

@) Help @Eﬂ Configure o= Enter Fey [ Mail Support Eﬂl E xit

Connections  Log lSpeed Test Diagnastics].ﬁ.huut] Configuration

<20 07 - 42 HTTP-Tunnel Client w4, 4. 4000
Fromy Server

(v Auto detect
" Mo Prosy, only a Firewall Cancel

" Specify Proy

Server Mame/|P Port

-

| zemarme: |

Pazaword: |

[ Minimize [Hide) on Startup
Accesz Restrictions

Turn thiz OM toallow 2 1Ps o uze this HTTP-Tunnel
client. Leave thiz OFF if you anly want to uze
ke not Found 0 KB Up/0 KE D HTTP-Tunnel fram programs running on thiz PC.

[ Alloww up bo bwa |Ps to connect ta HTTP-Tunnel.
Advanced Users

For advanced uzers anly, pleaze contact Suppaort far info.
Thiz option will drastically improve performance if it is
supparted by your proxy. Thiz will work DMLY if you have

a proxy. The connechion test does not test this option.

[ Prowy supports the "CONNECT" command
Default Port
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C EH HTTP-Tunnel: Screenshot 2
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- AES)

@) Help @f‘ Configure = Enter key ] b ail Support Eﬂ' E uit

Conmections:  Log ISpeed Test Diagnnstics] & bt ]
<21 : 07 0 42> HTTP-Tunnel Clent »4.4.4000
<2111 : 07> Configuration succeszsfully updated

<21 : 11 : 07 Configuration: Firewall-0nly kode.
<27 : 07 Init; Connecting to Login Server.

key nok Found 0 KB Up/0 KB Down
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C EH HTTP-Tunnel: Screenshot 3
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ﬂ HTTP-Tunnel Client v4.4.4000
File Settings Help

) Help @ Configure f== Enter Fey 4 Maill Support !i-ﬁl Ewit

|
Connections  Lod l Speed Test Diagnnsticsl it alull s ]

£21 07 - 2% HTTP-Tunnel Chent w4.4. 4000
£21: 11 : 07 Configuration successfully updated
£21 171 : 07 Conhiguration: Firewall-Only Mode.
£21 11 07 Init: Connecting to Login Server.
<2112 30 Retreving |P &ddrezs of HTTP-Tunnel Server. ..
<2112 31 Retrieved Free Server IP [207.176.6.149]
£21 12 3> Avalable Free Servers: 1
1232 HTTRPAHTTPSASOCES 4/50CKS 5 Servers started on Part 1080
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CEH HTTPOIt
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< HTTPortase I x] RI=EY

Systarn Proxy ] Paort rapping ] About] Register1 Systern l Proxy Port mapping ]About1 Register]
~ HTTR proxy you need to bypass - [~ Static TCR/IP port mappings (tunnels) -
Haost narme or IP address: Part: i

H- 3 Add
[+ External HTTP proxy [samplel Rernove

| o

5
F- Microsoft Mews server

Proxy options [+ IRC server [sample)

+- Microsoft Qutlook POP2

5

™ Authorize Other options: T Microscft Qutiook SMTP

User narme! User-Agent:

] ]IE .0 _"_J Select a mapping to see statistics: LED=:
Pazzword: Bypass rmode: Mo stats - inactive lOgOoog

=3 8
| |Rem0te host _‘L] ek HEE T nia 3 Proxy

Built-in SOCKS4 servar -

Usze personal rermote host at (if blank, uze public) [¢ Run SOCKS server (port 1080)

Host name or IP address: Port: Pazzword: Sila b e i RenToter Haet: e

| fo | [~ Full 50CKS4 suppart (BIND)

_?] #—This button helps

? | «—This button helps

HTTPort (client) and HTTHost (server) are free tools which can be used to tunnel any TCP traffic
through HTTP protocol

Visit http://www.htthost.com for more information

It is a free open source tool. Source code is available on the Internet
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c EH Spoofing IP Address
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IP Spoofing is when an attacker changes his IP address so that he/she appears to

be someone else

When the victim replies back to the address, it goes back to the spoofed address
and not to the attacker’s real address

You will not be able to complete the three-way handshake and open a successful
TCP connection by spoofing an IP address

Example: (7.7.7.7 1s
the spoofed address)

Hping2 www.eccuni.us -a
7.7.7.7

EC-Council

o C\WINDOWS\System32 \cmd.exe

J:“Ethical Hacking and Countermeasures UE\Hndule A3 - Scanning“~Hping2 for Hlnduull
= hping2 www.eccuni.us -1 2 -1 —-a P.7.7.7 .
1. “Device~MPF_GenericDialupAdapter (Generic dialup adapter?

2. “Device“NPF_{CCA17F4E-51D5—4A?F-918B-F59FA643E?36> (5i% NIC SISHIC)

HPING wwu.eccuni.us (lo 64.98.188_178>: icmp mode set, 28 headers + @ data bytes

RemotelP=64_.98_.188_178
RemotePort=A
[send_ip] sendto: Mo error

J:“Ethical Hacking and Countermeasures uS5“Module B3 — Scanning™Hping2 for Window

=
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c EH Spoofing IP Address
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From Address: 10.0.0.5
To Address: 10.0.0.25
Attacker
10.0.0.5
B
0
: Peter
; 10.0.0.25
Spoofed Address | |
EC-Council 10 - O - O - 50 All Rights Reserved. ReprodCu?:Ft)iyorr:gi:tS?it():i/I)ECF:’-rSEiL:J?tZ:JII




c EH Spoofing IP Address Using

e O0UIce Routing

For this technique to work, an attacker must inject himself into the path that
traffic would normally take, to get from the destination machine back to the source

Source routing allows you specify the path a packet will take through the Internet

Source routing feature is built into the TCP/IP protocol suite

4 ) (" N\
The sender specifies a list of IP
%quc?ﬁ 5’ ?Eg&e) addresses t%at the traffic or
Types of packet must go through y
source ) - h
routing: _ -
Strict source The sender specifies the exact
routing (SRS) path that the packet must take
\_ J N J
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c EH Spoofing IP Address Using

o o OOUIce Routing (cont’d)

Source routing works by using a 39-byte source route option field in the
IP header

You can specify upto 8 IP addresses in this field

An attacker sends a packet to the destination with a spoofed address but
specifies loose source routing and puts his IP address in the list

When the recipient responds, the packet goes to the attacker’'s machine
before reaching the spoofed address
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c EH Spoofing IP Address Using

o OOUrce Routing (cont’d)

For this technique to work, an attacker must inject himself into the
path that traffic would normally take to get from the destination
machine back to the source

3. Attacker sees the 1. Spoofed packet
reply as it goes back From Address: 10.0.0.5
to 10.0.0.5 To Address: 10.0.0.25
A% /\/ /
2. Replies &
sent back
Spoofed to: 10.0.0.5
Address Attacker Peter
10.0.0.5 10.0.0.50 10.0.0.25
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C EH Source Routing Command
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The command in Windows:
etracert —j 10.0.0.50 10.0.0.5

The command in hping2:
-hping2 —G 10.0.0.50 10.0.0.5

Countermeasures
e DISABLE IP SOURCE ROUTING AT THE ROUTER

o Command Prompt

C:=~Documents and Settings“Haja tracert —j 64.78.188.178 wuww.eccouncil.org

— -

Tracing route to www.eccouncil.org [64.98.176.181
over a maximum of 38 hops:

1

Hequest timed out.
Request timed out.
Request timed out.
Request timed out.
Request timed out.
Request timed out.
Request timed out.

XK Kk Kk kX

~

2
3
4
5
[
?
8
~

sJocuments and SettingssHajartracert —j 64.90.188.178 www.eccouncil.oryg
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C EH Detecting IP Spoofing
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When an attacker is spoofing packets, he/she is usually at a different location than the
address being spoofed

Attacker's TTL will be different from the spoofed address' real TTL

If you check the received packet’'s TTL with spoofed one, you will see TTL does not match

Sending a packet with spoofed
10.0.0.5 IP — TTL 13

.

RRRRNT

Attacker

- - - ) W
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C EH Despoof Tool
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Despoof is a free, open /despoot fopts] [~ dev) (=% 0-3] [-1ip num | [-s sze] (-t sec] [T TTLI carges
source tool that

measures the TTL to

determine whether or weess

not a packet has been 9 Gevace T grER ocel IF oF SmiE Sem, dstem

Spoofed :,_ ?f:%-a: port to f-a':. :T,zd_eis';;: _s ={1] |

The idea is simple - if ¢ time in seconds te wait for all replies (defaul
you receive a packet en

that you suspect is
spoofed, try to
determine the real TTL
of the packet and

compare it to the TTL of
the packet you received
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C EH Scanning Countermeasures
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The firewall of a particular network should be good
enough to detect the probes of an attacker. The firewall
should carry out inspection having a specific rule set

Network intrusion detection systems should be used to
find out the OS detection method used by some tools
such as Nmap

Only necessary ports should be kept open and the rest
should be filtered

All sensitive information that is not to be disclosed to the
public over the Internet, should not be displayed
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CIEH Tool: SentryPC
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Secure Filtering, Monitoring, and Access Control

SentryPC enables you to control, restrict, and monitor access and usage of your
PC

Features:

e Complete Time Management
» Application-on Scheduling and Filtering
» Website Filtering
 Chat Filtering
» Keystroke Filtering
» Powerful Security Features
* Protects your Users
e Logs
» Keystrokes Typed
» Application Usage
» Website Visits
» Chat Conversations
« Windows Viewed
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c EH SentryPC: Screenshot 1

Certified

EC-Council

Ethical Hacker

_*.iEt_] LI-:r'.J“.-:':' _-‘ 1L ST

%o

| Current User C.pyuech I

Time Used this Week: O1h 34m
- Time Left this Week:  18h 26m |
L bt - Syritihy o Minimized Interface |

1 e Administratog€ant

Salact & User to Configure: | Spytech

ﬂﬁ Configure|Website

- i Current Users Spytech
= | (5 Expeort Sethngs
nfigure Security i O Import Settings
g I & Proset Configurations
i (& User Summaries
onfigure Additional | B useris an Administrator

S =

[ Sentry PU Sethings

Mternng Settings

| I;::l Sk Adnoin ez opd
el LU B AT O program Settings
b oilas

E:I Advancad Saltinigs
E:l Progean Help
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C EH SentryPC: Screenshot 2
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Sentry(si— dministratoControllPane|

Current Usar: YATD
G Expo-t Setlings

Select a User o Configure: |WAID

Configure Security &) Import Settings
&) Preset Configurations

':} User Summrdr s

@ Configure Additional D Useris_an_Adninistrator
iltering Settings y 1

SentryPT Settings

&) set Admin Passerord
”" Configure Wehbsite Confiaure and View s
: g AcessRe St NS ' Quick User Configuration
& Quick User Configuration

B Time Management | Bl Website Fiteing B Application] | Select User Settings

Spytech SentryPC Filtering Options Properties

& Chat Filkering a Secuity Settings | E Kaystroke] Salect § Usar Noa)
- Total Usage par Week: 20 hours -
Enable Chat Filtering S—
Monitoring Level: Simple Manitoring -
Chat Filters
Thi i &d trator for 5 P
ACL Chat/IM MSH Meszenger L] This user is an Administrator for Sentry
AIM/AIM Enpress Trillian [ Enable Applications Filtering®
E ¥ahoo! Messenger mlRc D Enable Websites Filtering™
ICQ Massengar E Odigo D Enable Chat Client Filtaring
Excite D Enabla Keyword Filtaring™

*Filters need to be added separately,
D Alert Usar on Block Event

Enabling a chat filkar will causae that chat software to ba clos

"\-'I'l'El'l a ugartries accessing it -

Step 1! Selact a User from the list
Step 2! Configure usar settings, click Apply

Step 31 Repeat Steps 1 and 2 for additional users,
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c E H What Happened Next?
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Stephen could not believe the information that
was exposed after the scan. Stephen could lay his
hands on the following information:

e Operating System of the Web server

e System services

e Firewall mechanism

e Vulnerabilities present on the web server
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C EH Summary
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Scanning is one of the three components of intelligence gathering for an attacker

The objective of scanning is to discover live systems, active/running ports, the operating systems, and the
services running on the network

FTP bounce scanning is a type of port scanning which makes use of the Bounce attack vulnerability in FTP
servers

War dialing involves the use of a program in conjunction with a modem to penetrate the modem-based
systems of an organization by continually dialing in

OS fingerprinting is the method to determine the operating system that is running on the target system

Proxy is a network computer that can serve as an intermediate for connecting with other computers

A chain of proxies can be created to evade the traceback of the attacker
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CEH
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2 1998 Randy Glasbergen. E-mail: randy@glasbergen.com

e
(O

g — - GASEERSES

“We were way ahead of schedule, so we revised the schedule.
Now we’re way behind schedule because we lost too much
time revising the schedule. What we need is a schedule
to help us revise our schedules on schedule.”
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Copyright 2001 by Randy Glasbergen.
wiww.glasbergen.com

EC-Council

“How do they expect us to learn time management
when every hour here feels like three hours,
a week feels like a year, and the weekends
fly by like ten minutes?”
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