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Cryptography

Cryptography is the study and art of hiding information in human unreadable

format.
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Lab Scenario

The ability to protect and secure information is vital to the growth ot electronic
commerce and to the growth of the Internet itself. Many people need or want
to use communications and data security 11 different areas. Encrypting the data
plays a major role 1 security. For example, banks use encryption methods
around the world to process financial transactions. This involves the transfer of
large amounts of money from one bank to another. Banks also use encryption
methods to protect their customers ID numbers at bank automated teller
machines. There are many companies and even shopping malls selling anydung
from flowers to bottles of wines over the Internet and these transactions are
made by the use of credit cards and secure Internet browsers, including
encryption techniques. Customers using the Internet would like to know the
connection is secure when sending their credit card information and other
financial details related to them over a multi-national environment Tins will
only work with the use of strong and unforgeable encryption methods. Since
you are an expert ethical hacker and penetration tester, your IT director will
instruct you to encrypt data using various encrypting algorithms 11 order to
secure the organization’s information.

Lab Objectives

Tins lab will show you how to encrypt data and how to use it. It will teach you
how to:

m  Use encrypting/decrypting commands

m  Generate hashes and checksum files

Lab Environment

To earn~out die lab, you need:
m A computer nuuiing Window Server 2012

m A web browser with Internet access

Lab Duration

Time: 50 Minutes

Overview of Cryptography

Cryptography is the practice and study of hiding information. Modern cryptography
intersects the disciplines of mathematics, computer science, and electrical
engineering.
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Cryptology prior to the modern age was almost synonymous with encryption, die
conversion of information from a readable state to one apparently without sense.

Lab Tasks

Overview

Recommended labs to assist you 111 Cryptography:
m Basic Data Encrypting Using HashCalc
m Basic Data Encrypting Using MD5 Calculator
m Basic Data Encrypting Using Advance Encryption Package
m Basic Data Encrypting Using TrueCrypt
m Basic Data Encrypting Using CrypTool
m  Encrypting and Decrypting the Data Using BCTextEncoder
m  Basic Data Encrypting Using Rohos Disk Encryption

Lab Analysis

Analyze and document the results related to the lab exercise. Give your opinion on

your target’s security posture and exposure.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS

RELATED TO THIS LAB.
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Lab

Basic Data Encrypting Using
HashCalc

HashCalc enablesyou to compute multiple hashes, checksums, and HM ACsfor

files, text, and hex strings. 1t supports MD2, MD4, AIDS, SHA1, SHA?2
(SHA256, SH.4J84, SHA512), RIPEMD160, PANAMA, TIGER,
CRCJ2,ADLERJ2, and the hash usedin eDonhy and eMn/e toaks.

Lab Scenario

Laptops are highly susceptible to theft and frequently contain valuable data.
Boot disk encryption requires a key in order to start the operating system and
access the storage media. Disk encryption encrypts all data o011 a system,
including tiles, folders, and the operating system. Tins is most appropriate when
the physical security of the system is not assured. Examples include traveling
laptops o1~ desktops that are not 1 a physically secured area. When properly
implemented, encryption provides an enhanced level of assurance to the data,
while encrypted, cannot be viewed 01" otherwise discovered by unauthorized
parties 111 the event of theft, loss, o1” interception. 111 order to be an expert
ethical hacker and penetration tester, you must understand data encryption
using encrypting algorithms.

Lab Objectives

This lab will show you how to encrypt data and how to use it. It will teach you
how to:

m Use encrypting/decrypting command

H Tools

demonstrated in m  Generate hashes and checksum files

this lab are .

available in Lab Environment

D:\CEH-

Tools\CEHVS To carry out the lab, you need:

Module 19 ' HashCalc located at D:\CEH-TOOIS\CEHv8 Module 19

Cryptography Cryptography\MD5 Hash Calculators\HashCalc
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You can also download the latest version of HashCalc from the link
http:/ Avww.slavasott.com/hashcalc/

If you decide to download the latest version, then screenshots shown
11 the lab might differ

Follow the wizard driven installation instructions
Run tins tool 11 Windows Server 2012

Administrative privileges to run tools

Lab Duration

Time: 10 Minutes

Overview of Hash

HashCalc is a fast and easy-to-use calculator that allows computing message
digests, checksums, and HMACs for files, as well as for text and hex strings. It
offers a choice of 13 of the most popular hash and checksum algontinns for
calculations.

Lab Tasks

1

Launch the Start menu by hovering the mouse cursor on the lower-left
corner of the desktop.

m3 Windows Server 2012
ivni”n
AGURE 11 Windows Senver 2012—Beskigp view
Click the HashCalc app to open the HashCalc window.
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3. The main window ot HashCalc appears as shown 11 the following

figure.

4. From the Data Format drop-down list, select File.

H

Data Format:

r

17

|— eDortkey/

HMAC

MD5

MD4

SHA1

SHA256

SHA384

SHA512

HashCalc

Data:

1 -1
Key Format: Key:

| Text string

RIPEMD160

PANAMA

TIGER

MD2

ADLER32

CRC32

eMule

SlavaSoft

I

| Calculate | Close 1 Help 1

FIGURE 13 HeshCalc mainwindow

5. Enter/Browse the data to calculate.

6. Choose the appropriate Hash algorithms and check the check boxes.

7.

Now% click Calculate.
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HashCalc
Data Format: Data:
IS H lic:\pfogtam Files (x86I\HashCalc\HashCalc.exe
Key Foirnat: Key.
r HMAC IText shing "e|
R MD5 €922301da3512247ah71407096ab7810
r MD4
W SHAL 67559307995703808ed2f6n723e00556dbb0e01
r  SHA256
r SHA384
r SHA512

17 RIPEMD160 a751 ce46a02b73b792564Gch0ccf810bc00dd6b4
T PANAMA

I TIGER

r mp2

I ADLER32

W CRC32

|~ eDonkey/
eMule

SlavaSoft. Calculate 4 Help

HGURE 14 Heshisgererated for cdhosenhesh dring

Lab Analysis

Document all Hash, MD5, and CRC values for furtlier reference.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Tool/Utility Information Collected/Objectives Achieved

Output: Generated Hashes for

' MD5
HashCalc 1 SHA1

' RIPEAID160
' CEC32

Questions

1. Determine how to calculate multiple checksums simultaneously.
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Internet Connection Required
O Yes 0 No
Platform Supported

0 Classroom 0 !Labs
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Basic Data Encrypting Using MD5

Calculator

MD5 Calculator is a simple application that calculates the AIDS hash of a
givenfile. 1t can be used with bigfiles (some GB). Itfeatures aprogress counter
and a textfieldfrom which thefinal AID2 hash can be easily copied to the

clipboard.
Lab Scenario

There has been a need to protect information from “prying eyes.” 111 the
electronic age, information that could otherwise benefit or educate a group or
individual can also be used against such groups or individuals. Industrial
espionage among highly competitive businesses often requires that extensive
security measures be put into place. And, those who wish to exercise then~
personal freedom, outside of the oppressive nature of governments, may also
wish to encrypt certain information to avoid suffering the penalties of going
against the wishes of those who attempt to control. Still, the method ol data
encryption and decryption are relatively straightforward; encryption algorithms
are used to encrypt the data and it stores system information files on the
system, safe from prying eyes. 111 order to be an expert ethical hacker and
penetration tester, you must understand data encryption using encrypting
algorithms.

Lab Objectives

Tins lab will give you experience on encrypting data and show you how to do it.
It will teach you how to:

m  Use encrypting/decrypting commands
m Calculate the MD5 value of the selected file

Lab Environment

To earn* out the lab, you need:

CEH Lab Manual Page 922 Ethical Hacking and Countermeasures Copyright © by EC-Council

All Rights Reserved. Reproduction is Stricdy Prohibited.



Module 19 - Cryptography

MDS5 Calculator located at D:\CEH-Tools\CEHv8Module19
Cryptography\MD5 Hash Calculators\MD5 Calculator

You can also download the latest version of MD5 Calculator from the
link http: / /www.bullzip.com /products/ md5/mfo.php

If you decide to download the latest version, then screenshots shown
11 the lab might differ

Follow the wizard driven installation instructions

Run this tool 11 Windows Server 2012

Administrative privileges to run tools

Lab Duration

Tune: 10 Minutes

Overview of MD5 Calculator

MD5 Calculator is a bare-bones program for calculating and comparing MD5
tiles. While its layout leaves somedung to be desired, its results are tast and simple.

TASK 1

Checksum

m VD6 chedsumis
%togereratel\/ljs

2.

CEH Lab Manual Page 923

Lab Tasks

Calculate MD5 1

To find MD5 Hash of any file, right-click the file and select MD5
Calculator from the context menu.

IL& Install
nd5Scalc( Repair
0).ms
Uninstall
CmdHere
MDS5 Calculator
Troubleshoot com patibility
Open with >
Share with >
Add to archive
Add to "md5calc(1.0.0.0).rar"
Compress and email...
§ Compress to "md5calc(1.0.0.0).rar" and email

Restore previous versions
Send to *
Cut
Copy
Create shortcut
Delete
Rename
Properties

MD5 Calculator shows the MD5 digest of the selected file.

Ethical Hacking and Countermeasures Copyright © by EC-Council
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Note: Alternatively, you can browse any file to calculate the MD5 hash and click
the Calculate button to calculate die MD5 hash of the file.

MD5 Calculator “r X
B|C:\LIsers".Administrator\DesktopVnd5calcl'1.0.0.0).i B ' % B -.II-I- 0~ ¢ -
mﬁl’;‘a(ﬂ' Calculate  J
chedsum) functios s a
mdgu ﬁwﬂ MD5 Digest Compare To
ofafile
19434b8108cdecab051867717cc58dbdf 1 | 1 1
| | Uppercase
Exit
HGURE 22 MDb is gererate for the chosen file
Lab Analysis
Analyze and document die results related to die lab exercise.
PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.
Tool/Utility Information Collected/Objectives Achieved
MD5 Calculator Output: MD5 Hashes for selected software
Questions
1. What are the alternatives to the AIDS sum calculator?
2. Is the \ID5 (Message-Digest algorithm 5) calculator a widely used
cryptographic hash function with a 128-bit hash value?
CEH Lab Manual Page 924 Ethical Hacking and Countermeasures Copyright © by EC-Council
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Internet Connection Required
O Yes 0 No
Platform Supported
0 !'Labs
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Basic Data Encrypting Using
Advanced Encryption Package

Advanced Encryption Package is most noteworthyfor itsflexibility; not only can
yon encryptfilesforyour ownprotection, butyon can easily create “selfdecrypting’
versions of yourfiles that others can run without needing this or any other
softllare.

Lab Scenario

Data encryption and decryption operations are major security applications to
secure data. Most systems use block ciphers, such as public AES standard.
However, implementations of block ciphers such as AES, as well as other
cryptographic algorithms, are subject to side-channel attacks. These attacks
allow adversaries to extract secret keys from devices by passively monitoring
power consumption, other side channels. Countermeasures are required for
applications where side-channel attacks are a threat. These include several
military and aerospace applications where program information, classified data,
algorithms, and secret keys reside on assets that may not always be physically
protected. 111 order to be an expert ethical hacker and penetration tester, you
must understand data encrypted over files.

Lab Objectives

Tins lab will give you experience on encrypting data and show you how to do it.
It will teach you how to:

m  Use encrypting/decrypting commands

H Tools

demonstrated in m Calculate the encrypted value of the selected file

this lab are

available in Lab Environment

D:\CEH-

Tools\CEHV8 To carry out the lab, you need:

Module 19 .

Cryptography ” Advanced Encryption Package located at D:\CEH-Tools\CEHvV8
Module 19 Cryptography\Cryptography Tools\Advanced Encryption
Package
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m You can also download die latest version of Advanced Encryption
Package from the link http://www.secureaction.com/encryption pro/

m Ifyou decide to download the latest version, then screenshots shown

Mthe lab might differ

m  Follow the wizard-driven installation instructions

®  Run tins tool M Windows Server 2012

m  Administrative privileges to mil tools

Lab Duration

Time: 10 Minutes

Overview of Advanced Encryption Package

Advanced Encryption Package includes a file shredder diat wipes out die contents
of your onguial tiles. It also integrates nicely widi Windows Explorer, allowing you
to use Explorer's context menus and avoid having another window clutter your

screen.

Lab Tasks

1. Launch the Start menu by hovering the mouse cursor on the lower-left

corner of the desktop.

u3 Windows Server2012
mJJ&l&lJIMI. a Nat4l0r coey. Rildg0:'
AGURE3 1 Windons Snex2012—Eesdapvie

2. Click the Advanced Encryption Package app to open the Advanced
Encryption Package window?

Start

<*rvor

fL

S 3

o

rowSwH
r

Control

\Y

Prompt

SL

o]

Hype-V
Virtual

«?

Workspace

Studio

Nmap +

on

Administrator £

Adi/antod
Encryption

Hiper-v
Manager

& ®

SQL Server
installation

\Y

Moxzilla

«

HashCak

a

AGURE 32 Windons Senver 2012- Ags
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3. The Register Advanced Encryption Package 2013 trial period
window appears. Click Try Now!.

Advanced Encryption Package 2013 Professional

011 Register Advanced Encryption Package 2013

Professional now

You may use AEP PRO during the trial period. It expires in 30
days. Please click Buy Now! if you would like to continue using it
after that period.

You can order the registered version online. Immediate online
delivery is available from www.aeppro.com

Try Now! n Buy Now! 1|~ Activate 11 Cancel

AGURE 33 Adivation\indow

4. The main window of Advanced Encryption Package appears, show
M the following figure.

Advanced Encwlion Packag2012 ~ V5 67 wTrial V<*i™n [}

Fie E-Mail Options Tools Help

> encrypt  j[ Decrypt
»a (L - I
- X zIP
m  Advanoe Boryption N
Pk is easyto e for >2 pelte || e
NOVIGSS. O Ewcypion
Mode: Password
| <mi "1 || pubkekey |
Password:
oo
Again:
Ridde:
Algorithm:
JDESX 128-bitkey V.

[ Pack file, then crypt
Source Files
r Delete after encryption

I Securely delete

o sewnsen o cmmttoae
(+ Apply filter... [/ A custom:
l’AZ)p\y’iL 1 1
Logfimfl:
Encrypt Now!
ZgﬁlsaMCM HGURE 34:Waaone soreen of Advance Bnaryption Pedece
5. Select the sample file to encrypt. The file is located D\CEH-

Tools\CEHvs Module 19 Cryptography\Cryptography Tools\Advanced
Encryption Package.

6. Click Encrypt. It will ask you to enter the password. Type the password
M the Password field, and again type the password in the Again field.

7. Click Encrypt Now!.
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e B\l Qs Tk M “rmm

> fcC: [_ Encrypt |  Decrypt
Arab:
A £ CEH-Tods SFX L ozp
© M CEHvB Module 02 Footpmbng and Recormarssance Delete
> CEHv8 Module 03 Scanrmg Networks 16
© >) C&tv8 Moduie 04 Enumeration 0 Encryption
~ CEHv8 Module 05 System Hacking
> CBi/8 Module 07 Viruses and Worms Mode: Password
a  CEHv8Module 18 Cryptography | [ PublicKey ]
a Advance Enayption Package Pwd (6of 16)
0 spppr.md
113] Sample File.docx 1 E
&M HAQIAK Again:
> 2 MOS5 Calculator ey
t New folder
> E Riddle:
o
Agorithm:
JDESX 128*itkey v
r Packfite, then crypt
Source Fles
P Delete after enayption
= Securely delete
Files Flter Set Output Folder
r Showall files (+ Current folder
(+ Applyfilter... o
Apply

& Tools _ AGURE 35 Waoone soreen of Advance Enaryption Padace
demonstrated in

this lab are The encrypted sample file can be shown 1lthe same location of the
available in original tile, as shown Il the following tignre.
D:\EH Advanced Encryption Package 2012 Profession v5 67 « Trial Version

Tools\CEHvs fie B (ios Tk Hb
Module 19 ©
Cryptography ® CerToas

& CEHvB Module 02 Footprntmg and Recormarssance
> CEMVE Module 03 Scarmng Networks
> . CEHV8 Module 04 Enumeration 0 Encryption
& j. C&tv8 Modiie 05 System Hadang
> J. C&tv8 Module 07 Viruses and Worms Mode: Password
a j. CEHvBModule 18 Cryptography

a 3. Advance Encryption Package

0 aeppromsl

gJ1 Sample File.docx EE
|«3 Sample File.doot.aep]|
> J  HashCalc
>
J. MD5 Calculator PQ:
1, New folder Fiddie:
Algorithm:
DESX 128bit key

I Packfie, then crypt

Source Files

P Delete after encryption
£ Securely delete

Files Filter Set Output Folder
r Showall files (+ Current folder

Q

Apply
Logg™g:
D D:\CEH-TOOIS\CEHv8 Module 18 Cryptography\Advance Enayption PackageV |
Sample Fie.docx [18 K] -> Sample Fie.docx.aep [18 KB]
0 Done. Processed 1files. Succeeded: 1 Failed: 0 a’
0 Processed 18KB. Average speed: 18 KBls
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AGURE 36 Borypting the solected file

9. To decrypt die tile, first select the encrypted file. Click Decrypt; it will
prompt you to enter the password.

10. Click Decrypt Now!.

Advanced Encryption

"B Gios

CEH-Tods el || ap
CEHVB Module 02 Footpmting and Recomassance
J4 CEHVB Module 03 Scamng Networks
,.. CEHV8 Module 04 Enumeration
. CEHv8 Module 05 System Hadang
JA CEHVE Module 07 Viruses and Worms Mode: Password
~  CBW8 Module 18 Cryptography PvKey |
a .. Advance Encryption Package

m It maﬁm $ aeppro.msi Password:

Delete | E-mai

O Decryption

- 3) sample File.docx
sifexrading files o sed 23 e e domsaep 1 OE
$ ml > A HashCaic Find password on USB Shck
> J. MO5 Calculator
1. New folder Source fle(s):

(* Leaveitalone

r  Delete

Files Fiter Set Ojtput Folder
r Showaflfiles (+ Current folder
(+ Applyfilter... o

Apply

Logging:

Q  DIVCEH-TOOIS'CEHV8 Module 18 CryptographyWivance Encryption PackageV
Sample Ne.docx [18 KB| -> Sample He.docx.aep [18KB]

0 Done. Processed 1files. Succeeded: 1. Faled: 0

0 Processed 18 KB. Average speed: 18KB/s

HGURE 37: Dearypting die selected file
Lab Analysis

Analyze and document the results related to die lab exercise.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Tool/Utility Information Collected/Objectives Achieved

Advance
Encryption Output: Encrypted simple File.docx.ape
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Package

Questions

1. Which algorithm does Advanced Encryption Package use to protect
sensitive documents?

2. Is there any other way to protect the use of private key tile with a
password?

Internet Connection Required
O Yes 0 No
Platform Supported
0 !Labs
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B asic D ata E ncry pting U sing

T ru e C ry pt

TrueCrypt is a software systemfor establishing and maintaining an on-thefly
encrypted volume (data storage device). On-thefly encryption means that data is
automatically enaypted or decrypted right before it is loaded or saved, nithout any
user intervention.

Lab Scenario

CiTx is a billion-doUar company and does not want to take chances 01 risk the
data stored OL1 its laptops. These laptops contain proprietary partner
information, customer data, and financial information. CiTx cannot afford its
data to be lost to any of its competitors. The CiTx Company started using full
disk encryption to protect its data from preying eyes. Full disk encryption
encrypts all data 011 a system, including files, folders and the operating system.
Tins is most appropriate when the physical security of the system is not assured.
Encryption uses one 01" more cryptographic keys to encrypt and decrypt the
data that they protect.

Lab Objectives

This lab will give you experience 011 encrypting data and show you how to do it.
It will teach you how to:

m  Use encrypting/decrypting commands

m Create avirtual encrypted disk with a file

Lab Environment

To carry out the lab, you need:

m  TrueCrypt located at D:\CEH-Tools\CEHvs Module 19
Cryptography\Disk Encryption Tools\TrueCrypt

m  You can also download the latest version of TrueCrypt from the link
http://www.trueclypt.org/downloads

Ethical Hacking and Countenneasures Copyright© by EC-Council
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m If you decide to download die latest version, dien screenshots shown

M the lab might differ

m  FoUow the wizard-driven installation instructions
®  Run tins tool MWindows Server 2012

m  Administrative privileges to run tools

Lab Duration
Time: 10 [Minutes

Overview of TrueCrypt

TrueCrypt is a software application used for on-die-fly encryption (OTFE). It is
distributed without cost, and die source code is available. It can create a virtual
encrypted disk widiui a tile or encrypt a partition or an entire storage device.

B TAask 1 Lab Tasks

Create a Volume

CEH Lab Manual Page 933

1. Launch the Start menu by hovering the mouse cursor on the lower-lett
corner of the desktop.

HGQURE 4.2 Windons Senver 012-Beskdop\vienv
2. Click the TrueCrypt app to open the TrueCrypt window.

AGLRE 42 Windons Senver 2012- Agps

3. Tlie TrueCrypt main window appears.
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Select the desired volume to be encrypted and click Create Volume.

O TrueCrypt
Volumes System Favorites Tools Settings Help Homepage
Drive  Volume Size Encryption algorithm Type a
e\-|-:-|-
s*"P;
S-
X
1S
XOT
Create Volume Volume Properties... Wipe Cache
Volume
Select File.
W Never save history
1 Volume Tools. Select Device.
Auto-Mount Devices Dismount All Exit

HGURE 43 TreQrypt MiinWindoanWith Crete \olune Cption
The TrueCrypt Volume Creation Wizard window appears.

Select the Create an encrypted file container option. Tins option
creates avirtual encrypted disk within a tile.

By default, the Create an encrypted file container option is selected.
Click Next to proceed.

O TrueCrypt Volume Creation Wizard

TrueCrypt Volume Creation Wizard

'« Create an encrypted file container

Creates a vrtual encrypted disk within a file. Recommended for
inexperienced users.

More mformabon
Encrypt a non-system partition/drive

Encrypts a non-system partition on any internal or external
drive (e.g. a flash drive). Optionally, creates a hidden volume.

Encrypt the system partition or entire system drive

Encrypts the partition/drive where Windows is installed. Anyone
who wants to gain access and use the system, read and write
files, etc., will need to enter the correct password each time
before Windows boots. Optionally, aeates a hidden system.

More information about system encryption
Help < Back Next > Cancel

HGURE 44: TrueQrypt \olurre Qrestion Wizard-Qreate Enorypted Fle Gortainer

Ethical Hacking and Countermeasures Copyright© by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited.



SL[ﬁmsa
cxmeﬂcdled
chrighality. as

CEH Lab Manual Page 935

Module 19 - Cryptography

8. 1llthe next step of the wizard, choose the type of volume.

9. Select Standard TrueCrypt volume; this creates a normal TrueCrypt
volume.

10. Click Next to proceed.
rzz 1"~

TrueCrypt Volume Creation Wizard

Volume Type

| « Standard TrueCrypt volume |

Select this option if you want to create a normal TrueCrypt
volume.

C Hidden TrueCryptvolume

It may happen that you are forced by somebody to reveal the
password to an encrypted volume. There are many situations
where you cannot reflise to reveal the password (for example,
due to extortion). Using a so-called hidden volume allows you to
solve such situations without revealing the password to your
volume.

More information about hidden volumes

< Back

AGURE 45 TreQypt Volune QretionWizard \Volune Type
11. M the next wizard, select the Volume Location.

12. Click Select File...,

w TrueCrypt Volume Creation Wizard

Volume Location

1? Never save history

ATrueCrypt volume can reside in a file (called TrueCrypt container),
which can reside on a hard disk, on a USB flash drive, etc. A
TrueCrypt container is just like any normal file Otcan be, for
example, moved or deleted as any normal file). Click ,Select File' to
choose a filename for the container and to select the location where
you wish the container to be created.

WARNING: If you select an existing file, TrueCrypt will NOT encrypt
it; the file wi be deleted and replaced with the newly created
TrueCrypt container. You will be able to encrypt existing files (later

on) by moving them to the TrueCrypt container that you are about
to create now.

Help | <Back | Next> | Cancel

HGURE 46 TrueQrypt Volue Qregtion\Wizard\Volune Location

13. The standard Windows file selector appears. The TrueCrypt Volume
Creation Wizard window remains open in the background.

14. Select a desired location; provide a File name and Save it.
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Specify Path and File Name T oa
© © " A~ ['- »Libraries » Documents v C Search Documents
Organize ¥  New folder
>0 Documents - Name Date modified | Type
>N Music . i
) Ji Hyper-v 8/8/2012 2:22 PM Filefolder
S Pictures . . y
b§ Vid Ji Snagit 8/7/2012 11:42PM  Filefolder
10e0s . . -
Ji SQL Server Management Studio 8/9/2012 5:40 PM Filefolder
Visual Studio 2010 9/4/2012 2:58 PM Filefolder

~19 Computer

>ib Local Disk (C:)

P1* Local Disk (D)
>< * Local Disk (E) =

paﬂnggd“@ard (% Nework
virtiel volunes is XTS
Vo> "
File name:  MyVolume
Save as type: Al Files (.9
Hide Folders

AGURE 4.7:Windoas Sancard-Soedify Path and File Narre Wincow

15. After saving the file, the Volume Location wizard continues. Click Next

to proceed.

[m]

m  TrueQyptvolures
donot cortain knoanfile.
heackys and diieir oontert is
indisinguisheble from
randomckta

TrueCrypt Volume Creation Wizard
Volume Location

[C:VIsefs\AdministratOr p 0QjmentsV>1yVO ‘ Select File." |

W Never save history

ATrueCrypt volume can reside in a file (called TrueCrypt container),
which can reside on a hard disk, on a USB flash drive, etc. A
TrueCrypt container is just like any normal file Otcan be, for
example, moved or deleted as any normal file). Click 'Select File' to
choose a filename for the container and to select the location where
you wish the container to be created.

WARNING: If you select an existing file, TrueCrypt will NOT encrypt
it; the file will be deleted and replaced with the newly created
TrueCrypt container. You will be able to encrypt existing files (later
on) by moving them to the TrueCrypt container that you are about
to create now.

Help < Back |  Next> j Cancel

AGURE 4.8 TrueQrypt Volune Qregtion WizardVolune Location

16. Encryption Options appear 11l the wizard.

17. Select AES Encryption Algorithm and RIPEMD-160 Hash Algorithm
and click Next.

CEH Lab Manual Page 936

Ethical Hacking and Countermeasures Copyright© by EC-Council
All Rights Reserved. Reproduction is Stricdy Prohibited.



Module 19 - Cryptography

r=
L3 TrueCrypt Volume Creation Wizard

Encryption Options

m TruaGyﬁ;} aurertly
supparts die Talloaing hesh Test
a'm FIPS-approved cipher (Rjjndael, published in 1998) that may be
- used by U.S. government departments and agencies to protect
HFEI\/D‘].G) classified information up to the Top Secret level. 256-bit key,
128-bit block, 14 rounds (AES-256). Mode of operation is XTS.

m HASR?
- V\hri[:l]i More information on AES Benchmark |
Hash Algorithm
|RIPEMD-160 1v] Information on hash algorithms
AGURE 49 TrueQrypt Volue Qregtion Wizard Eharyption Gptions
18. 11 the next step, Volume Size option appears.
19. Specif)* the size of the TrueCrypt container to be 2 megabyte and click
Next.
O TrueCrypt Volume Creation Wizard
Volume Size
C kb < VB c GB
Free space on drive C:\is 10.47 GB
Note: The button
L'l[}ibxt"W" md&ﬂw Please specify the size of the container you want to create.
In
"'pl fidsaetesame If you create a dynamic (sparse-file) container, this parameter w |
specify its maximum possible size.
Note that the minimum possible size of a FAT volume is 292 KB.
The minimum possible size of an NTFS volume is 3792 KB,
HGURE 4.10 TrueQypt \lurre QregtionWizard\blure Sz
20. The Volume Password option appears. Tins is one of the most
important steps. Read the information displayed 1 the wizard window
on what is considered a good password carefully.
21. Provide a good password Illthe first input field, re-type it 1lthe
Confirm held, and click Next.
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O TrueCrypt Volume Creation Wizard |- 1O

Volume Password

Password:
Confirm: |

r Usekeyfiles Keyfiles...
V~ Display password e

It is very important that you choose a good password. You should
avoid choosing one that contains only a single word that can be found
ina dictionary (or a combination of 2, 3, or 4 such words). It should
not contain any names or dates of birth. It should not be easy to
guess. Agood password is a random combination of upper and lower
case letters, numbers, and special characters, suchas @ A= $ * +
etc. We recommend choosing a password consisting of more than 20
characters (the longer, the better). The maximum possible length is 64
characters.

Help | <Back | Next > | Cancel

HGURE 4.11: TrueQypt \Wlurre Gretion Wizard-\olurre Passaard

22. The Volume Format option appears. Select FAT Filesystem, and set
the cluster to Default.

23. Move your mouse as randomly as possible within the Volume Creation
Wizard window at least for 30 seconds.

24. Click Format.

"[3 TrueCrypt Volume Creation Wizard |— 1| D

Volume Format

Options -
Filesystem Cluster |Default v] 1 Dynamic

Random Pool: 933382CB6290ED4B3&33B13E03911ESE-J17
Header Key:
Master Key:

Done Speed Left

IMPORTANT: Move your mouse as randomly as possible within this
window. The longer you move it, the better. This significantly
increases the cryptographic strength of the encryption keys. Then
dick Format to create the volume.

< Back | Format | Cancel

AGURE 4.12 TrueQrypt Vilurre QreationWizard-\Volurre Formrat

25. After clicking Format volume creation begms. TrueCrypt will now
create a file called MyVolume 1l the provided folder. Tins file depends
on the TrueCrypt container (it will contain the encrypted TrueCrypt
volume).

26. Depending on the size of the volume, the volume creation may take a
long time. After it finishes, the following dialog box appears.
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TrueCrypt Volume Creation Wizard

o The TrueCrypt volume has been successfully created.

OK

HGURE 413 TrueQypt Volune Qregtion Wizard- Volurre S.ocessfully Qrested Dialog Bax
27. Click OK to close the dialog box.
28. You have successfully created a TrueCrypt volume (file container).

29. M the TrueCrypt Volume Creation wizard window, click Exit.

TrueCrypt Volume Creation Wizard

O
Volume Created

The TrueCrypt volume has been created and is ready for use. If you
wish to create another TrueCrypt volume, dick Next. Otherwise, dick

Exit.

[l
1M1

Help < Back

FGURE 4.14 TrueQypt Volune Qreation WizardH\Volune Qreated

30. To mount avolume, launch TrueCrypt.
31. M the main window of TrueCrypt. click Select File...
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All Rights Reserved. Reproduction is Strictly Prohibited.

CEH Lab Manual Page 939



Module 19 - Cryptography

O TrueCrypt

Volumes System Favorites Tools Settings Help Homepage

Create Volume Wipe Cache

il SelectRle...

ﬁ hH b Never save history .
Volume Tools... Select Device...

Auto-Mount Devices Dismount All

AGURE 4.15 TrueQrypt IViinWindowwith Select File Button
32. The standard tile selector window appears.

33. MMl the tile selector, browse to the container tile, select the tile, and click

Open.
B Select a TrueCrypt Volume
(ML(E>'7 ~ 13 * Libraries » Documents v C | | Search Documents /\1
Organize v  New folder = ®
* "if Favorites Name Date modified Type Size
m  Desktop Hyper-V 8/8/2012 2:22 PM Filefolder
£Ui Default mout . Downloa Jt Snagit 8/7/2012 11:42PM  File folder
@mmbﬁm’]ﬁw A Recentp 1. SQL Server Management Studio 8/9/2012 5:40 PM File folder
Infrerran A _) J* Music , Visual Studio 2010 9/4/2012 2:58 PM File folder
) r@ 9/25/2012 3:02 PM File
’ *  Libraries
(i Documei
> Music
B Pictures
>3 Videos
*:P» Computer
1L Local Dis*
File name: |MyVolume v |All Files (*.*)
Open Cancel

HAGURE 4.16 Windows Stanchrd File Selector Window

34. The tile selector window disappears and returns to the main TrueCrypt
window.
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35. 11 the main TrueCrypt window, click Mount.

[l TrueCrypt

Volumes System Favorites Tools Settings Help Homepage

Drive  Volume Size Encryption algorithm Type Is

<*»G:
'L
=P
LaQ
N*S
Create Volume Volume Properties... Wipe Cache
Volume
| C:VJsers\AdministratorVDocumentsWyVolume = ]
17 Never save history i
Volume Tools... Select Device...
Auto-Mount Devices Dismount Al

AGURE 4.17: TrueQrypt VainWindowwith Mount Btton
36. The Password prompt dialog window appears.

37. Type the password (which you specified earlier for tins volume) in the
Password input field and click OK

1 1
Enter password for C:\Users\Administrator\Docu...\MyVolume

3C3CXX:3CXXX3Cxj
Password: X OK

F Cache passwords and keyfiles in memory Cancel

I~ Display password
[” Usekeyfiles Keyfiles... Mount Options...

HGURE 418 TrueQypt Pessword Window

38. TrueCrypt now attempts to mount the volume. After the password is
verified, TmeCrypt will mount the volume.
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39.
40.

41.

42.

Module 19 - Cryptography

AGURE 4.19 TrueQrypt MainVindow
MyVolume has successfully mounted the container as a virtual disk ..

The virtual disk is entirely encrypted (including file names, allocation
tables, tree space, etc.) and behaves like a real disk.

You can save (or copy, move, etc.) files to tins virtual disk and they will
be encrypted on the fly as they are being written.

To dismount avolume, select die volume to dismount and click
Dismount. The volume is dismounted.
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a TrueCrypt 1-i°r»

Volumes System Favorites Tools Settings Help Homepage

Drive | Volume Size | Encryption algorithm Type "

m-Hi
I: C:yjsers\Administratordocuments VyVolume
WK
Y
X«b)?
0
U TrueGryat cannat '
auarretically dismount dl o8
rounted TrieQypt LA
valures on 9EEm
shutcoan/restart.
Create Volume Volume Properties... | Wipe Cache
Volume
1C:Visers\Administratordocuments VVAlyVolume _9 Select File...
1?7 Never save history )
Volume Tools.. i Select Device...

Auto-Mount Devices Dismount All

HGURE 420 TrueQrypt MainWIndowwidi Dismount Button

Lab Analysis

Analyze and document die results related to die lab exercise.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS

RELATED TO THIS LAB.

Tool/Utility Information Collected/Objectives Achieved
Encrypted Volume: |
TrueCrypt
Volume File System: FAT
Questions

1. Determine whether there is any way to recover the files from the
TrueCrypt volume if you forget the volume password.

2. Evaluate whether TrueCrypt uses any tmsted program module
(TPM) to prevent attacks. If yes, find out the relevant TPM.
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Internet Connection Required
O Yes 0 No
Platform Supported
0 !Labs
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Lab

B asic D ata E ncry pting U sing

C ry p T o ol

CiypTool is a freeware program that enables you to apply and anagjy~e
cryptographic mechanisms. 1t has the typical look andfeel of a modem Windows
application. CrypTool includes every state-of-the-art cryptographic function and
allowsyon to learn and use cryptography within the same environment.

Lab Scenario

Most security initiatives are defensive strategies aimed at protecting the
perimeter of the network. But these efforts may ignore a crucial vulnerability:
sensitive data stored 011 networked servers is at risk from attackers who only
need to find one way inside the network to access this confidential information.
Additionally, perimeter defenses like firewalls cannot protect stored sensitive
data from the internal threat of employees with the means to access and exploit
this data. Encryption can provide strong security for sensitive data stored 011
local or network servers. 111 order to be an expert ethical hacker and penetration
tester, you must have knowledge of cryptography functions.

Lab Objectives

This lab will give you experience 011 encrypting data and show you how to do it.
It will teach you how to:

m  Use encrypting/decrypting commands
m  Visualize several algorithms

m  Calculate hash values and analysis

Lab Environment

To carry out the lab, you need:

m  CrypTool located at D:\CEH-Tools\CEHvs Module 19
Cryptography\Cryptanalysis Tools\CrypTool
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m You can also download the latest version of CrypTool from the link
http: / /www.cn~ptool.org/en/download-ctl -en

m Ifyou decide to download the latest version, then screenshots shown
Mthe lab might differ

m  Follow the wizard-driven installation instructions
m  Run this tool on Windows Server 2012 host machine

m  Administrative privileges to run the tool

Lab Duration
Time: 10 Minutes

Overview of CrypTool

CrypTool is a tree, open-source e-leaming application used Ilthe implementation
and analysis ot cryptographic algorithms. It was originally designed for internal
business application for information security training.

Lab Tasks

1. Launch the Start menu by hovering the mouse cursor on the lower-left
corner of the desktop.

| Windows Server2012

WiVasSener X)V Bekceca Cardicete Detacerte
fonarior aopy. MO 54%

AGURE S Windons Snver 012-Besdtpview
2. Click the CrypTool app to open the CrypTool window.

Server
Manager

Windows
PowerShell

Google
Chrome

Hyper-v
Manager

CrypTool

Fa. T 0 m ci
Computer Control Hyper-V SQL Server
Panel Virtual Installation
Machine... Center...
t) v 0 ?
Command Workspace Mozilla
Prompt Studio Firefox
e .
3
3m
Nmap - HashCalc
Zenmap
GuUI

Ethical Hacking and Countermeasures Copyright © by EC-Council
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3. The How to Start dialog box appears. Check Dont show this dialog
again and click Close.

How to Start

16 41
CrypTool is a free e-learning program, designed Fo o
to demonstrate the application and analysis of
encryption algorithms.
m 68 FB
6A BB
CrypTool includes an extensive online help
database. Context-sensitive information can be
accessed by pressing the F1 key while selecting
any menu item or viewing any dialog box.
If you press the F1 key now. the online help
vill present an introduction to CrypTool
Have fun!
4K B1
4F 2C
[* 1Don't show this dialog again Close
m c%ypTod_Qiire_(ﬁ
PrOVICES an eaIting Ins HGURE 53 Howto Sart DialogWindow
o tevaridof © %
gygd%ma\m&y 4. The mam window ol CrypTool appears, as shown in die following
,mﬁ.;ﬁs il figure. Close die startingexample-en.txt window in CrypTool.
CrypTool 14.31 Beta 5 [VS2010] - startingexample-en.txt
File Edit View Enjrypt/Decrypt Digital Signatures/PKI Jndiv. Procedures Analysis Qptions Window Help
DlcgjtflHiai xi»lal *M W I
AGURE 54: sartingeanple-entdwindowin QrypTool
5. To encrypt die desired data, click the File option and select New from
the menu bar.
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0 CrypTool 1.4.31 Beta 5 [VS2010] V-V T X

File 1Edit View Encrypt/Decrypt Digital Signatures/PKI Indiv. Procedures Analysis Options Window Help
New Ctrl+N | fl¥2)

Open... Ctrle 0

Close Ctri*F4

Save Ctrl+s

Save as...

Document Properties...

Print... Ctrle P

Print Setup...

Recent Files

Exit Alt+F4

Creates a new document - -

AGURE 55 QypTod ManWindow

03 QypTodwes 6. Type a few lines M the opened Unnamedl Notepad of CrypTool.
mgm%?mh :
intemal bLsiness . On the menu bar, select Encrypt/Decrypt, Symmetric (modern),
?Fﬂf",}%_‘mf“'m'm and select any encrypting algorithm.

8. Select the RC2 encrypting algorithm.

CrypTool 1.4.31 Beta 5 [VS2010] ~ Unnamed|
File Edit View ~ncryp~Decryp” Digital Signatu es/PKI Indiv. Procedures Analysis Options Window Help
Dla-rf U Symmetric (classic)
Symmetric (modern)
Asymmetric RC2...
Hybrid RCA...

The CrypTool portal is a centralized place forj DES (ECB)...
project. The CrypTool project develops the w< DES (CBQ...

programs in the area of cryptography and cry
Triple DES (ECB)...

Triple DES (CBC)...
Rijndael (AES)... Shift + Strg + R

Further Algorithms

AES (self extracting)...

Encryption / decryption with RC2 L1 CZ27 pP:227 NUM
FGURE 56; Hatt the R2 Baypt algornithm

9. 1M the Key Entry: RC2 wizard, select Key length from the drop-
down list

10. Enter the key using hexadecimal characters and click Encrypt.
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Key Entry: RC2

Enter the key using hexadecimal characters (0..9, A..F).

Key length; ~ !bits "3

Encrypt Decrypt Cancel

HGURE 57: Hetirg Key Lergthin the hexedsdinal deracter

11. RC2 encryption of Unnamed 1 notepad will appear as shown 11 the
following figure.

RC2 encryption of <Unnamed1>, key <00> O0m
. 00000000 EC 55 4F 23 16 IB A4 72 E4 67 D4 IB (UOH#...1 .g..
m - Qyplodirduds 000000: 40 73 6E 09 A2 3A 9D FI 24 EI CE A7 ten
) 1 00000018 AD 49 3D B7 23 B5 36 28 43 6D 2F BC  .1=.#.6(Cm/.
icfudtionad 00000024 9B C8 C9 4B 57 87 E2 96 71 48 46 E3 ...KU...gHF.
dlonsyoutoleamandluse 00000030 6B 4F 41 12 AE 2A 2B 42 57 CC 09 43  kOA..*+BU..C
ithindiese 0000003C DD 62 FB 9C E4 A4 C2 6C 98 6B OB 71 R I.k.q
a 00000048 96 98 78 57 4B A6 E6 B7 99 94 38 7A  ..xWK 8z
00000054 BE A9 7A CE 2B 81 58 50 A0 94 8C F4 Lz A XP__
00000060 DA E6 8B DA 57 5A IB B2 88 EC 78 Al L WZo X
0000006C 2A 97 BA DA D6 B2 62 24 4F 40 49 FC  * b$0@!.
00000078 F3 30 02 5F 5B 03 8B 77 B9 76 41 4E . 0 . .w.vAN
00000084 96 OA 72 81 3A C7 30 6A BB F8 E4 08 T 0.
00000090 C8 00 FO 8B EA B9 84 C8 BD 2A FB 9D *
0000009C 6B 2D 3C 91 B9 6E DD 5D ID F8 C3 DF  k-<..n.]....
nnnnnrufi F9 84 F9 17 39 5n 1F 3n 7? ?9 NN an 91 wmrl -
AGURE 58 Qutput of R2enarypted cia
Lab Analysis

Analyze and document die results related to die lab exercise.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Tool/Utility Information Collected/Objectives Achieved
Encrypted Algorithm: RC2
CrypTool
Result: Encrypted data for selected text
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Questions
1. What are the alternatives to CrvpTool for encrypting data?

2. How can you differentiate between encrypting data 111 CrypTool and
other encrypting tools?

Internet Connection Required

O Yes 0 No
Platform Supported

0 Classroom 0 1Labs
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E n cry p ting a n d D ecry pting D ata

U sing B C T e x tE n c o d e r

BCTextEncoder simplifies encoding and decoding text data. Plaintext data is
confpressed, encrypted, and converted to textformat, which can then he easily
copied to the clipboard or saved as a textfile.

Lab Scenario

111 order to be an expert ethical hacker and penetration tester you must
have knowledge of cryptography functions.

Lab Objectives

Tins lab will give you experience 011 encrypting data and show you how to do it.
It will teach you how to:

m Use encode/decode text data encrypted with a password

Lab Environment

To carry out the lab, you need:

m BCTextEncoder located at D:\CEH-Tools\CEHvs Module 19
Cryptography\Cryptography Tools\BCTextEncoder

® You can also download the latest version of BCTextEncoder from the
link http://www.jetilcO.com/eliciTptiOn-bctextencoder/

m Ifyou decide to download the latest version, then screenshots shown
111 the lab might differ

®  Run tins tool 011 Windows Server 2012 host machine

m  Administrative privileges to run the tool

Lab Duration

Time: 10 Minutes

Ethical Hacking and Countermeasures Copyright© by EC-Council
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Overview of BCTextEncoder

BCTextEncoder uses public key encryption methods as well as password-based
encryption. Tins utility software uses strong and approved symmetric and public
key algonthms for data encryption.

a T»sm1l LabTasks

Encrypting the 1. Double-click the BCTextEncoder.exe file. The main window of
Data BCTextEncoder appears, as displayed 111the following figure.
BCTextEncoder Utility v. 1.00.6 L1

File Edit Key Options Help

[3 0 s? 2
Decoded plain text: Encode by: password vl | Encode |
I A
m Youcnaon
%rd%/\ﬂrimdaje)mnxbr
http:/Amawvjeticocom
\Y
Encoded text: [ Decode ]
A
\Y
HGUREG.L Minwindoof BCTexdEnoody
2. To encrypt the text, type the text 111 Clipboard (OR) select the secret
data and put it to clipboard with Ctrl+V.
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m  BCTextEoocky
utilizes the folloning
enoryption algorithTs:
* ZLIBoonpression
dgoritm
* ASS[Hjrctd)
enoryptionalgarithmfor
pessaord besd
enoryption
] C
Ionalgarithmfor
public key encryption
3. Click Encode. The Enter Password window will appear. Set the
password and confirm the same password 11l the respective fields.
4. Click OK
BCTextEncoder Utility v. 1.00.6 L AN
File Edit Key Options Help
Decoded plain text: 130 B Encode by: password
bi%irnn Enter password
Passv>
Session key algorithm AES-256
Password: ~  eseeccccet Cancel
BCTextEncoder is Confirm :

intended for fast
encoding and
decoding text data

Encoded text:

AGURE 63 St die pessword for enaryption
5. The encoded text appears, as show 1I1the following figure.
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BCTextEncoder Utility v. 1.00.6 11°° X
File Edit Key Options Help
Decoded plain text: 128 B Encode by: password V| | Encode |
Login Infomation: A
Username:samchoang ®yahoo.com
m 'I'henmnadﬂt@ password:asdfgh
of BCTextEoodky is
support of public key
enoyption
\%
Encoded text: 664 B [ Decode
A

----- BEGIN ENCODED MESSAGE-----
Version: BCTextEncoder Utility v. 1.00.6

Wy4ECQMCDgigsNHLCPBgULNwWLKVWVMEXFmIL/zkMcwowjohkL 7w/dsw2sfC 51pJ3
OnABN +yXn 12RINYpUBN IVNRNFWV +S9hLNrkA6A3eBumfSyNE70qdguFmjYs8yhVO
b 5b5-folmROaUBQjcYNMS5XapnTidpfbsspMtTMzQgXATaiEECSBMhEgyPqpdUrR 5
pmeRQVEVQYO08GUbT+HiOyS40

----- END ENCODED MESSAGE--—--

FAGURE 64: Enoockd text

3 task 2 6. To decrypt the data, you first clean the Decoded plain text

. clipboard.
Decrypting the P
Data 7. Click the Decode button
HGURE 65 Decoding the ciia
8. The Enter password for encoding text widow will appear. Enter
die password 1 die Password held, and click OK.
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BCTextEncoder
not only encrypts,
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compresses the
data
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BCTextEncoder Utility v. 1.00.6

File Edit Key Options Help

Decoded plain text: Encode by; password

Enter password for encoding text

Encoded text -Session key packet

Password : Cancel

Encoded text: 664 B [ Decode

----- BEGIN ENCODED MESSAGE-----
Version: BCTextEncoder Utility v. 1.00.6

Wwy4ECQMCDgigsNHLCPBgULNwLKVWVmEXFmiL/zkMcw-9wjOhkL 7w/dsw2sfC5JpJ3
OnABN+yXn 12RINYpUBN IVNRNFwV+S9hLNrkA6A3eBumfSyNE70qdguFrnjYs8yhVo
b 5b5-fhimROaUBQjcYNMS5XapnTidpfbsspMtTMzQgXATaiEECSBMhEgyPgpdUrR 5

pmeRQVEVQY08GUbLT+HiOyS+0
----- END ENCODED MESSAGE--—--
AGURE 66 Enter the pessword for decoding
9. Decoded plaintext appears as shown in the following figure.
5 BCTextEncoder Utility v. 1.00.6 L“ T n X
File Edit Key Options Help
Decoded plan text: 128 B Encode by: |password v | |~ Encode
Login Infomation: A
Username:samchoang ®yahoo.com
Password:asdfgh
\
Encoded text: 664 B Decoded by password |  Decode
— -BEGIN ENCODED MESSAGE----- [71

Version: BCTextEncoder Utility v. 1.00.6

Wy 4ECQMCDgsNHLCPBgULNWLKMWVMEXFML/zkMcw9wjohkL7w/dsw 25fC51pJ3
OnABN +yXn 12RINYpUBN IVNRNFWV +S9hLNrkA6A3eBumfSyNE70qdguFmjYs8yhVo
b5b5+bJmR0aUBQjcYNM 5XapnTi4pfbsspM tTMzQgXATaiEECSBMhEgyPapdUrR5
pmeRQVEVQYO08GUDT-H-li0yS+0

----- END ENCODED MESSAGE-----

FGURE 6.7 Qutput deooded text

Lab Analysis

Analyze and document die results related to die lab exercise.
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PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Tool/Utility Information Collected/Objectives Achieved
BCTText Result: Encoding and Decoding text for selected data
Encoder

Questions

1 How can you differentiate between encrypting or decrypting the data in
BCTextEncoder and other encrypting tools?

Internet Connection Required
O Yes 0 No
Platform Supported

0 Classroom 0 !Labs

CEH Lab Manual Page 956 Ethical Hacking and Countenneasures Copyright© by EC-Comicil
All Rights Reserved. Reproduction is Stricdy Prohibited.



ICON KEY

[EZ7 Valuable
inform ation
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& Tools
demonstrated in
this lab are
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Tools\CEHv8
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Cryptography
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Lab

B asic D ata E ncry pting U sing

R o h o s D isk E n cry p tion

The Rohos Disk Encryption-program creates hidden andprotectedpartitions on
the computer or USBflash drive andpassu o/dprotects/locks acoess toyour
Internet applications.

Lab Scenario

Today's web browsers automatically encrypt text when making a connection to
a secure server. This prevents intruders from listening in on private
communications. Even if they are able to capture the message, encryption
allows them to only view scrambled text or what many call unreadable
gibberish. Upon arrival, the data is decrypted, allowing the intended recipient to
view the message 11l its original form. 111 order to be an expert ethical hacker
and penetration tester, you must have knowledge of cryptography functions.

Lab Objectives

Tins lab will give you experience on encrypting data and show you how to do it.
It will teach you how to:

m  Use encrypting/decrypting commands

m  Create avirtual encrypted disk with a file

Lab Environment

To carry out the lab, you need:

m  Rohos Disk Encryption located at D:\CEH-Tools\CEHv8Module19
Cryptography\Disk Encryption Tools\Rohos Disk Encryption

m You can also download the latest version of Rohos Disk Encryption
from the link http://www.rohos.com/products/rohos-disk-encryption/

m [fyou decide to download the latest version, then screenshots shown
1 the lab might differ

m  Follow the wizard-driven installation instructions

Ethical Hacking and Countermeasures Copyright© by EC-Council
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Module 19 - Cryptography

m  Run diis tool 011 Windows Server 2012 host machine

m  Administrative privileges to run the tool

Lab Duration

Time: 10 Minutes

Overview of Rohos Disk Encryption

Rohos Disk Encryption creates hidden and password protected partitions 011 the
computer or USB flash drive with megabytes of sensitive tiles and private data 011
your computer or USB drive. Rohos Disk uses NIST-approved AES encryption
algondim, and 256 bit encryption key lengdi. Encryption is automatic and on-die-

fly.
TASK 1 Lab Tasks
Installation of 1. To install Rohos Disk Encryption, navigate to D:\CEH-ToolIs\CEHvs
Rohos Disk Module 19 Cryptography\Disk Encryption Tools\Rohos Disk
Encryption Encryption.
2. Double-click the rohos.exe tile/ Select the language English and click
OK
Select Setup Language
Select the language to use during the
installation:
English
OK Cancel
R,
FEAMRIATOPCE oo AGURE71 Hetdelagee
3. The Setup window appears. Read the instruction and click Next.
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Setup - Rohos Disk Encryption

Welcome to the Rohos Disk
Encryption Setup Wizard

This will install Rohos Disk 1.9 on your computer.

It isrecommended that you dose all other applications before

continuing.

m  Porable Rohos Disk © Release Date: 06.07.2012 15:31:09
Bmserailol\sutowe

anon
Ao A
without irgtall.

Cancel
HGURE 7.2 Rohos setupwizad

4. Tlie Licence Agreement window will appear. Read the agreement
carefully and select the | accept the agreement radio button

5. Click Next.
Setup - Rohos Disk Encryption

License Agreement
Please read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

Tesline-Service S.R.L.
Ca E’n’ygjm[s http://www.rohos.com/ d
autonaticand onthe-fly. Liconse 1 o distributi
AB%U“Q/IGW icense for use and distribution
WsingNIST conpliart
Wmm The Rohos Logon and Rohos Disk Enaypbon (‘Rohos') are distributed

as try-before-you-buy. This means:

1. All copyrights to Rohos are exclusively owned by the authors

® laccept the agreement

O 1donotaccept the agreement

< Back Cancel

HGURE 7.3 Licerse agreanert window
6. Click Next.
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Virtualization:
prevents secret
data leak outside
encrypted disk
on TEMP folders,
Registry, Recent
documents list,
etc.
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FAGURE 75 creating Rohos desktopioon
Click Install. Rohos Disk Encryption is ready to install.
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Module 19 - Cryptography

Setup ~ Rohos Disk Encryption

Ready to Install
Setup is now ready to begin installing Rohos Disk Encryption on your computer.

Click Install to continue with the installation, or dick Back if you want to review or
change any settings.

Start Menu folder: A
Rohos

Additional tasks:
Additional icons:
Create a desktop icon

wwmal
- \2
< Back Install Cancel
HGURE 76 Rohos diskenoryptioninstallation
9. Click Finish.
Setup - Rohos Disk Encryption _ 0
Completing the Rohos Disk
Encryption Setup Wizard
S Setup has finished installing Rohos Disk Encryption on your

computer. The application may be launched by selecting the
installed icons.

Click Finish to exit Setup.

© 0 Launch Rohos Disk

Finish

FGURE 7.7: Conplete irstallation of Rohos diskenornyption
10. The Rohos Get Ready Wizard window will appear. Specify the

TASK 2 . L
. . password to access the disk 11l the respective field.
Disk Encryption
11. Click Next.
12. Alternatively, you can also launch the program trom the Start menu
apps of Windows Server 2012,
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Rohos Get Ready Wizard

Step 10f 3
Disk Encryption

This wizard helps you create your personal encrypted disk. You can use it to store sensitive files
and folders. The disk will be protected by a password. The wizard has determined best
parameters for the disk but you may change it using ‘details’ link.

Encrypted Rohos disk size 5000 Megabytes, disk letter R :. Disk container path:
Documents\rdiskO.rdi.[Change...]

NSTWAS Specify password to access disk:
tit Wm lqlle"gh Confirm password:

You can change disk parameters later on in Rohos Center window

Press Next'.
Skip this Wizard... Exit Next >
HGURE 7.8 SHett pessword for aooess dik
13. The Setup USB Key window appears. Read the information, and
click Next.

Rohos Get Ready Wizard

Step 2 0of 3
Setup USB Key

If you have a USB key, you can use it to access your Rohos disk, so you don't have to
manually enter the password every time.

C a- m%w EI:EI-“ in and choose check boxes to setup USB Key. If you don't have a USB flash drive, dick
usahility: Your first e ‘
Divecn . .
? 2 Please insertyour USB device. Change...
med onwithasinde Y (Change...
didkor autondticaly on

mm—p Setup this USB device :

To access your Rohos disk

Learn more..
Press 'Next'.
Skip this Wizard... Exit Next >
FIGURE 79 SHect USBley chvice
14. The Rohos Updates window appears. Click Finish.
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Rohos Get Ready Wizard

Finish
Rohos Updates
With Rohos Center you can check for updates over an Internet connection.You will have a
chance to see what's new in Rohos and update size, and to download and install update
instantly.

Information:

R ram 16.2g You may dose Rohos Center window and Rohos will continue to run in
C 3221l taskbar (near the dock).

Find and use Rohos disk icon through Save As/Open dialog within MS Office
and others applications.

It is strongly recommended to create a Password Reset File for Rohos disk \
to prevent forgotten password.

Press 'Finish' to create Rohos disk and open Rohos Center.

Skip this Wizard. Exit Finish

HGURE 7.10 Rohos disk enaryption upckte window

15. The encrypted disk is created successfully, as shown 111 following
figure.

Rohos Disk Encryption

Roh 1 Support Q Help..

Disk is connected. Encrypted Disk (R:)

1 Size: 4.88 GB. Free space: 4.82 GB.
Disconnect  Browse  Tools...

Hide folder Options
!_(£) Hideand encrypta particular folder from Setup disk auto start, disconnect hotkeys and
PC into Rohos Disk. other options.

Change password Setup USB Key
Spedfy new password to access Rohos Setup USBstick as a hardware key to access
disk. o 4 Rohos disk.

Encrypt USB drive = Connect more...

| _* Create protected partition on your USB m Create another one... i

flash drive. ' Create Rohos Disk within media file
m Restore Rohos disk.

30-day trial period. 30 days left. Purchase License.

HGURE 7.11: Sucessful areation of encrypted disk
16. To decrypt the disk, click Disconnect.
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Rohos Disk Encryption -1 pm i

Roh S | Support

Disk is connected. Encrypted Disk (R:)

Size: 4.88 GB. Free space: 4.82 GB.
Disconnect | Browse  Tools...

Il wantto

p*2! Hide folder 0 Options

i— e> Hide and encrypt a particular folder from Setup disk auto start, disconnect hotkeys and
PC into Rohos Disk. other options.
Change password Setup USB Key
Specify new password to access Rohos ° T Setup USBstick as a hardware key to access
disk. Rohos disk.

‘a Encrypt USB drive Connect more...

|
Create protected partition on your USB m Create another one... _
£ flash drive. m Create Rohos Disk within media file
|

Restore Rohos disk.
30-day trial period. 30 days left. Purchase License.

AGURE 712 Deaypt the disk

17. Atter decrypting the disk, it will be displayed, as shown 1Ilthe
following figure.

Rohos Disk Encryption

ROh < 3 Updates £ Support Q Help..

Primary Rohos disk is not connected.
ft Connectdisk

I wantto
pa, Hide folder Options
L .(2) Hide and encrypta particular folder from Setup disk auto start, disconnect hotkeys and
PC into Rohos Disk. other options.
Change password Setup USB Key
Specify new password to access Rohos Setup USBstick as a hardware key to access
disk. Rohos disk.
Encrypt USB drive = Connect more...
Create protected partition on your USB m Create another one... . o
flash drive. m Create Rohos Disk within media file

m Restore Rohos disk.
30-day trial period. 30 days left. Purchase License.

AGURE 7.13 Decrypt the disk

Lab Analysis

Analyze and document the results related to the lab exercise.
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PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Tool/Utility Information Collected/Objectives Achieved
Rohos Disk Result: Successful connection of encrypted disk
Encryption

Questions

1. Determine whether there is any way to recover the files from Rohos
Disk Encryption if you forget the volume password.
Internet Connection Required
O Yes 0 No
Platform Supported

0 Classroom 0 !Labs
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	Cryptography

	Lab Scenario

	Lab Objectives

	Lab Environment

	Lab Duration

	Overview of Cryptography

	Lab Tasks

	Lab Analysis


	Basic Data Encrypting Using Hash Calc

	Lab Scenario

	Lab Objectives

	Lab Environment

	■	Run tins tool 111 Windows Server 2012


	Lab Duration

	Overview of Hash

	Lab Tasks

	Lab Analysis

	Questions


	Basic Data Encrypting Using MD5 Calculator

	Lab Objectives

	Lab Environment

	■	MD5 Calculator located at D:\CEH-Tools\CEHv8Module19 Cryptography\MD5 Hash Calculators\MD5 Calculator


	Lab Duration

	Overview of MD5 Calculator

	Lab Tasks

	Lab Analysis

	Questions


	3

	Basic Data Encrypting Using Advanced Encryption Package

	Lab Scenario

	Lab Objectives

	Lab Environment

	■	Run tins tool 111 Windows Server 2012

	Lab Duration

	Overview of Advanced Encryption Package

	Lab Tasks

	2.	Click the Advanced Encryption Package app to open the Advanced Encryption Package window7.

	Advanced Encryption Package 2013 Professional

	011׳ Register Advanced Encryption Package 2013 Professional now

	4.	The main window of Advanced Encryption Package appears, 111 the following figure.

	6.	Click Encrypt. It will ask you to enter the password. Type the password

	111	the Password field, and again type the password in the Again field.

	7.	Click Encrypt Now!.

	The encrypted sample file can be shown 111 the same location of the original tile, as shown 111 the following tignre.

	Q

	9.	To decrypt die tile, first select the encrypted file. Click Decrypt; it will prompt you to enter the password.

	10.	Click Decrypt Now!.




	Lab Analysis

	Analyze and document the results related to die lab exercise.


	Questions

	Basic Data Encrypting Using TrueCrypt

	Lab Scenario

	Lab Objectives

	Lab Environment

	■	TrueCrypt located at D:\CEH-T00ls\CEHv8 Module 19 Cryptography\Disk Encryption Tools\TrueCrypt


	Lab Duration

	Overview of TrueCrypt

	Lab Tasks

	4.	Select the desired volume to be encrypted and click Create Volume.

	TrueCrypt

	Select the Create an encrypted file container option. Tins option creates a virtual encrypted disk within a tile. By default, the Create an encrypted file container option is selected. Click Next to proceed.

	9.	Select Standard TrueCrypt volume; this creates a normal TrueCrypt volume.

	10.	Click Next to proceed.

	13.	The standard Windows file selector appears. The TrueCrypt Volume Creation Wizard window remains open in the background.

	14.	Select a desired location; provide a File name and Save it.

	11.	111 the next wizard, select the Volume Location.

	12.	Click Select File...,

	Volume Location

	Volume Type

	15.	After saving the file, the Volume Location wizard continues. Click Next to proceed.

	16.	Encryption Options appear 111 the wizard.

	and click Next.


	Encryption Options

	18.	111 the next step, Volume Size option appears.

	19.	Specif)* the size of the TrueCrypt container to be 2 megabyte and click Next.


	Volume Size

	20.	The Volume Password option appears. Tins is one of the most important steps. Read the information displayed 111 the wizard window on what is considered a good password carefully.

	21.	Provide a good password 111 the first input field, re-type it 111 the Confirm held, and click Next.


	Volume Password

	22.	The Volume Format option appears. Select FAT Filesystem, and set the cluster to Default.

	24.	Click Format.


	TrueCrypt Volume Creation Wizard

	27.	Click OK to close the dialog box.

	28.	You have successfully created a TrueCrypt volume (file container).

	29.	111 the TrueCrypt Volume Creation wizard window, click Exit.

	30.	To mount a volume, launch TrueCrypt.

	31.	111 the main window of TrueCrypt. click Select File...


	32.	The standard tile selector window appears.

	33.	111 the tile selector, browse to the container tile, select the tile, and click Open.

	34.	The tile selector window disappears and returns to the main TrueCrypt window.

	35.	111 the main TrueCrypt window, click Mount.

	36.	The Password prompt dialog window appears.

	37.	Type the password (which you specified earlier for tins volume) in the Password input field and click OK.



	Enter password for C:\Users\Administrator\Docu...\MyVolume

	38.	TrueCrypt now attempts to mount the volume. After the password is verified, TmeCrypt will mount the volume.



	Lab Analysis

	Analyze and document die results related to die lab exercise.


	Questions

	1.	Determine whether there is any way to recover the files from the TrueCrypt volume if you forget the volume password.

	2.	Evaluate whether TrueCrypt uses any tmsted program module (TPM) to prevent attacks. If yes, find out the relevant TPM.

	Internet Connection Required

	Platform Supported



	Basic Data Encrypting Using CrypTool

	Lab Scenario

	Lab Objectives

	Lab Environment

	■	CrypTool located at D:\CEH-T00ls\CEHv8 Module 19 Cryptography\Cryptanalysis Tools\CrypTool


	Lab Duration

	Overview of CrypTool

	Lab Tasks

	3.	The How to Start dialog box appears. Check Don’t show this dialog again and click Close.

	4.	The mam window ol CrypTool appears, as shown in die following figure. Close die startingexample-en.txt window in CrypTool.

	5.	To encrypt die desired data, click the File option and select New from the menu bar.

	6.	Type a few lines 111 the opened Unnamedl Notepad of CrypTool.


	and select any encrypting algorithm.

	8.	Select the RC2 encrypting algorithm.

	10.	Enter the key using hexadecimal characters and click Encrypt.

	Key Entry: RC2

	3־

	11.	RC2 encryption of Unnamed 1 notepad will appear as shown 111 the following figure.



	Lab Analysis

	Analyze and document die results related to die lab exercise.


	Questions


	Encrypting and Decrypting Data Using BCTextEncoder

	Lab Scenario

	Lab Objectives

	Lab Environment

	■	BCTextEncoder located at D:\CEH-T00ls\CEHv8 Module 19 Cryptography\Cryptography Tools\BCTextEncoder


	Lab Duration

	Overview of BCTextEncoder

	5.	The encoded text appears, as show 111 the following figure.

	3 t a s k 2	6.	To decrypt the data, you first clean the Decoded plain text

	clipboard.


	Data	7.	Click the Decode button

	8.	The Enter password for encoding text widow will appear. Enter die password 111 die Password held, and click OK.

	9.	Decoded plaintext appears as shown in the following figure.



	Lab Analysis

	Analyze and document die results related to die lab exercise.


	Questions


	Basic Data Encrypting Using Rohos Disk Encryption

	Lab Scenario

	Lab Objectives

	Lab Environment

	Lab Duration

	Overview of Rohos Disk Encryption

	Lab Tasks

	Setup - Rohos Disk Encryption

	Welcome to the Rohos Disk Encryption Setup Wizard


	4.	Tlie Licence Agreement window will appear. Read the agreement carefully and select the I accept the agreement radio button

	Setup - Rohos Disk Encryption

	Click Install. Rohos Disk Encryption is ready to install.

	9.	Click Finish.

	10.	The Rohos Get Ready Wizard window will appear. Specify the password to access the disk 111 the respective field.

	11.	Click Next.

	12.	Alternatively, you can also launch the program trom the Start menu apps of Windows Server 2012.


	Questions






