
CEH Lab M anual

C r y p t o g r a p h y

M o d u le  1 9



Module 19 -  Cryptography

Cryptography
Cryptography is the study and art of hiding information in human unreadable 

format.

Lab Scenario
The ability to protect and secure information is vital to the growth ot electronic 
commerce and to the growth of the Internet itself. Many people need or want 
to use communications and data security 111 different areas. Encrypting the data 
plays a major role 111 security. For example, banks use encryption methods 
around the world to process financial transactions. This involves the transfer of 
large amounts o f money from one bank to another. Banks also use encryption 
methods to protect their customers ID numbers at bank automated teller 
machines. There are many companies and even shopping malls selling any dung 
from flowers to bottles o f wines over the Internet and these transactions are 
made by the use of credit cards and secure Internet browsers, including 
encryption techniques. Customers using the Internet would like to know the 
connection is secure when sending their credit card information and other 
financial details related to them over a multi-national environment Tins will 
only work with the use o f strong and unforgeable encryption methods. Since 
you are an expert ethical hacker and penetration tester, your IT director will 
instruct you to encrypt data using various encrypting algorithms 111 order to 
secure the organization’s information.

Lab Objectives
Tins lab will show you how to encrypt data and how to use it. It will teach you 
how to:

■ Use encrypting/decrypting commands

■ Generate hashes and checksum files

Lab Environment
To earn־ out die lab, you need:

■ A computer nuuiing Window Server 2012

■ A web browser with Internet access

Lab Duration
Time: 50 Minutes

Overview of Cryptography
Cryptography is the practice and study of hiding information. Modern cryptography 
intersects the disciplines of mathematics, computer science, and electrical 
engineering.
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Module 19 -  Cryptography

Cryptology prior to the modern age was almost synonymous with encryption, die 
conversion of information from a readable state to one apparently without sense.

Lab Tasks
Recommended labs to assist you 111 Cryptography:

■ Basic Data Encrypting Using HashCalc

■ Basic Data Encrypting Using MD5 Calculator

■ Basic Data Encrypting Using Advance Encryption Package

■ Basic Data Encrypting Using TrueCrypt

■ Basic Data Encrypting Using CrypTool

■ Encrypting and Decrypting the Data Using BCTextEncoder

■ Basic Data Encrypting Using Rohos Disk Encryption

Lab Analysis
Analyze and document the results related to the lab exercise. Give your opinion on 
your target’s security posture and exposure.

Overview

P L E A S E  T A L K  T O  Y O U R  I N S T R U C T O R  I F  Y O U  H A V E  Q U E S T I O N S  
R E L A T E D  T O  T H I S  L A B .
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Module 19 -  Cryptography

Lab

Basic Data Encrypting Using 
Hash Calc
HashCalc enables you to compute multiple hashes, checksums, and HMACs for 
files, text, and hex strings. It supports MD2, MD4, AIDS, SHA1, SHA2 
(SHA256, SH.4J84, SHA512), RIPEMD160, PANAM A, TIGER, 
CRCJ2, ADLERJ2, and the hash used in eDonhy and eMn/e tools.

Lab Scenario
Laptops are highly susceptible to theft and frequently contain valuable data. 
Boot disk encryption requires a key in order to start the operating system and 
access the storage media. Disk encryption encrypts all data 011 a system, 
including tiles, folders, and the operating system. Tins is most appropriate when 
the physical security o f the system is not assured. Examples include traveling 
laptops 01־ desktops that are not 111 a physically secured area. When properly 
implemented, encryption provides an enhanced level o f assurance to the data, 
while encrypted, cannot be viewed 01־ otherwise discovered by unauthorized 
parties 111 the event o f theft, loss, 01־ interception. 111 order to be an expert 
ethical hacker and penetration tester, you must understand data encryption 
using encrypting algorithms.

Lab Objectives
This lab will show you how to encrypt data and how to use it. It will teach you 
how to:

■ Use encrypting/decrypting command

■ Generate hashes and checksum files

Lab Environment
To carry out the lab, you need:

 HashCalc located at D:\CEH-T00ls\CEHv8 Module 19 י
Cryptography\MD5 Hash Calculators\HashCalc

ICON KEY
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Module 19 -  Cryptography

■ You can also download the latest version o f HashCalc from the link 
http :/ Avww.slavasott.com/hashcalc/

■ If  you decide to download the la test version, then screenshots shown 
111 the lab might differ

■ Follow the wizard driven installation instructions

■ Run tins tool 111 Windows Server 2012

■ Administrative privileges to run tools

Lab Duration
Time: 10 Minutes

Overview of Hash
HashCalc is a fast and easy-to-use calculator that allows computing message 
digests, checksum s, and HMACs for files, as well as for text and hex strings. It
offers a choice of 13 of the most popular hash and checksum algontlnns for 
calculations.

Lab Tasks
1. Launch the Start menu by hovering the mouse cursor on the lower-left 

corner o f the desktop.

■3 Windows Server 2012

**I Windows Server 2012 Revise Qnflidau C0t»c<mr 
Evaluator cop;. 9u! d MOC

i v n i ^

FIGURE 1.1: Windows Server 2012—Desktop view

2. Click the HashCalc app to open the HashCalc window.

3  TASK 1

Calculate the 
Hash

c a  You can also
download HashCalc from 
http://www. slavaso ft. com
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Module 19 -  Cryptography

S t a r t

Server
Manager

Windows 
PowerS hell

Google
Chrome

Hyper-V
Manager

Fa m <9 י ו
Computer Control

Panel
Hypef-V
Virtual
Machine...

SQL Server 
Installation
Center...

V ¥

e
Inlrmr* i*plnm

Command
Prompt

F־

Worlcspace
Studio

5

Mozilla
Firefox

<©
Nmap
Zenmap
GUI

HashCalc

O ' * , O ₪

&  HashCalc simple 
dialog-si2e interface 
dispenses with glitz to 
plainly list input and 
results.

FIGURE 1.2: Windows Server 2012 — Apps

3. The main window ot HashCalc appears as shown 111 the following 
figure.

4. From the Data Format drop-down list, select File.

H HashCalc

Data Format: Data:

1 -1

Key Format: Key:
r  HMAC | Text string

W MD5

r  MD4

lv  SHA1

r  SHA256

r  SHA384

r  SHA512

I* RIPEMD160

r  PANAMA

r  TIGER

r  MD2

r  ADLER32

17 CRC32

 /eDortkey —ן
eMule 1־

SlavaSo ft | Calculate | Close 1 Help 1

m  Hash algorithms 
support diree input data 
formats: file, text string, 
and hexadecimal string.

FIGURE 1.3: HashCalc main window

5. Enter/Browse the data to calculate.

6. Choose the appropriate Hash algorithms and check the check boxes.

7. Now% click Calculate.
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Module 19 -  Cryptography

HashCalc

| C:\Pf0 gtam Files (x86l\HashCalc\HashCalc.exe

Key Foirnat: Key_____________________________

IT ext shing ״• |

Data Format: Data:

IS H I

e922301da3512247ab71407096ab7810

67559307995703808ed2f6n723e00556dbb0e01

a751 ce46a02b73b792564Gcb0ccf810bc00dd6b4

r  HMAC

R  MD5 

r  MD4 

W SHA1 

r  SHA256 

r  SHA384 

r  SHA512 

I?  RIPEMD160 

T  PANAMA 

r  TIGER 

r  MD2

r  ADLER32 

W CRC32

 /eDonkey —ן
eMule

HelpCalculate ~|S la v a S o ft.

ט  HashCalc is used to 
generate crypting text.

FIGURE 1.4: Hash is generated for chosen hash string

Lab Analysis
Document all Hash, MD5, and CRC values for furtlier reference.

P L E A S E  T A L K  T O  Y O U R  I N S T R U C T O R  I F  Y O U  H A V E  Q U E S T I O N S  
R E L A T E D  T O  T H I S  L A B .

T o o l/U tility Inform ation  C ollected /O bjec tives A chieved

H ashC alc

O utput: Generated Hashes for 
 MD5 י
 SHA1 י
 RIPEAID160 י
CEC32 י

Questions
1. Determine how to calculate multiple checksums simultaneously.
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In ternet C onnection R equired

□  Yes

Platform  Supported

0  C lassroom

0  No

0  !Labs
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Basic Data Encrypting Using MD5 
Calculator
MD5 Calculator is a simple application that calculates the AIDS hash of a 

given file. It can be used with big files (some GB). It features a progress counter 
and a text field from which the final A ID כ hash can be easily copied to the 
clipboard.

■ con key ־־ Lab Scenario
There has been a need to protect information from “prying eyes.” 111 the 
electronic age, information that could otherwise benefit or educate a group or 
individual can also be used against such groups or individuals. Industrial 
espionage among highly competitive businesses often requires that extensive 
security measures be put into place. And, those who wish to exercise then־ 
personal freedom, outside o f the oppressive nature o f governments, may also 
wish to encrypt certain information to avoid suffering the penalties o f going 
against the wishes o f those who attempt to control. Still, the method ol data 
encryption and decryption are relatively straightforward; encryption algorithms 
are used to encrypt the data and it stores system information files on the 
system, safe from prying eyes. 111 order to be an expert ethical hacker and 
penetration tester, you must understand data encryption using encrypting 
algorithms.

Lab Objectives
Tins lab will give you experience on encrypting data and show you how to do it. 
It will teach you how to:

■ Use encrypting/decrypting commands

■ Calculate the MD5 value of the selected file

Lab Environment
To earn* out the lab, you need:

H  Tools 
demonstrated in 
this lab are 
available in 
D:\CEH- 
Tools\CEHv8 
Module 19 
Cryptography

£__ Valuable
information

Test your
knowledge

— W eb exercise

m W orkbook review
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Module 19 -  Cryptography

■ MD5 Calculator located at D:\CEH-Tools\CEHv8Module19 
Cryptography\MD5 Hash Calculators\MD5 Calculator

■ You can also download the latest version o f MD5 Calculator from the 
link http: /  / www.bullzip.com / products/ md5 / mfo.php

■ If  you decide to download the la test version, then screenshots shown 
111 the lab might differ

■ Follow the wizard driven installation instructions

■ Run this tool 111 Windows Server 2012

■ Administrative privileges to run tools

Lab Duration
Tune: 10 Minutes

Overview of MD5 Calculator
MD5 Calculator is a bare-bones program for calculating and comparing MD5 
tiles. While its layout leaves some dung to be desired, its results are tast and simple.

Lab Tasks
1. To find MD5 Hash o f any file, right-click the file and select MD5 

Calculator from the context menu.

TASK 1

Calculate MD5 
Checksum

m w ||
IL&
nd5calc( 
0.0).ms

In s ta l l

R e p a ir

U n in s ta l l

C m d H e r e

M D 5  C a lc u la to r

T r o u b le s h o o t  c o m p a t ib i l i t y

O p e n  w i t h ►

S h a re  w i t h ►

A d d  t o  a rc h iv e .. .

A d d  t o  " m d 5 c a lc (1 .0 .0 .0 ) .ra r "

C o m p re s s  a n d  e m a il . . .

§  C o m p re s s  t o  " m d 5 c a lc (1 .0 .0 .0 ) . ra r "  a n d  e m a il

R e s to re  p r e v io u s  v e rs io n s

S e n d  t o *

C u t

C o p y

C re a te  s h o r t c u t

D e le te

R e n a m e

P ro p e r t ie s

m  MD5 checksum is 
used to generate MD5 
hash.

FIGURE 2.1: MD5 option in contest menu

2. MD5 Calculator shows the MD5 digest o f the selected file.
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Module 19 -  Cryptography

Note: Alternatively, you can browse any file to calculate the MD5 hash and click 
the Calculate button to calculate die MD5 hash o f the file.

MD5 Calculator “  r  x

B|C:\Llsers'.Administrator\DesktopVnd5calcl'1.0.0.0).i B  ’ -■־■׳.־ ■ ~ • ־' ■ % 
Calculate J

MD5 Digest Compare To

19434b8108cdecab051867717cc58dbdf 1 ו 1
I I Uppercase

1

Exit

FIGURE 2.2: MD5 is generate for the chosen file

Lab Analysis
Analyze and document die results related to die lab exercise.

P L E A S E  T A L K  T O  Y O U R  I N S T R U C T O R  I F  Y O U  H A V E  Q U E S T I O N S  
R E L A T E D  T O  T H I S  L A B .

T o o l/U tility Inform ation  C ollected /O bjec tives A chieved

M D5 Calculator O utput: MD5 Hashes for selected software

Questions
1. W hat are the alternatives to the AIDS sum calculator?

2. Is the j\ID 5 (Message-Digest algorithm 5) calculator a widely used 
cryptographic hash function with a 128-bit hash value?

MD5 hash (or 
checksum) functions as a 
compact digital fingerprint 
of a file.
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In ternet C onnection R equired

□  Y e s

Platform  Supported

0  No

0  !Labs
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3

Basic Data Encrypting Using 
Advanced Encryption Package
Advanced Encryption Package is most noteworthy for its flexibility; not only can 
yon encrypt filesfor your own protection, but yon can easily create "selfdecrypting' 
versions of your files that others can run without needing this or any other 
soft!!are.

Lab Scenario
Data encryption and decryption operations are major security applications to 
secure data. Most systems use block ciphers, such as public AES standard. 
However, implementations o f block ciphers such as AES, as well as other 
cryptographic algorithms, are subject to side-channel attacks. These attacks 
allow adversaries to extract secret keys from devices by passively monitoring 
power consumption, other side channels. Countermeasures are required for 
applications where side-channel attacks are a threat. These include several 
military and aerospace applications where program information, classified data, 
algorithms, and secret keys reside on assets that may not always be physically 
protected. 111 order to be an expert ethical hacker and penetration tester, you 
must understand data encrypted over files.

Lab Objectives
Tins lab will give you experience on encrypting data and show you how to do it. 
It will teach you how to:

■ Use encrypting/decrypting commands

■ Calculate the encrypted value o f the selected file

Lab Environment
To carry out the lab, you need:

” Advanced Encryption Package located at D:\CEH-Tools\CEHv8
Module 19 Cryptography\Cryptography Tools\Advanced Encryption 
Package

I C O N  K E Y

/ Valuable
information

> > Test your
knowledge

— W eb exercise

m W orkbook review

H  Tools 
demonstrated in 
this lab are 
available in 
D:\CEH- 
Tools\CEHv8 
Module 19 
Cryptography
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M o d u le  1 9  -  C ry p to g ra p h y

■ You can also download die latest version of Advanced Encryption 
Package from the link http://www.secureaction.com/encryption pro/

■ If you decide to download the latest version, then screenshots shown 
111 the lab might differ

■ Follow the wizard-driven installation instructions

■ Run tins tool 111 Windows Server 2012

■ Administrative privileges to mil tools

Lab Duration
Time: 10 Minutes

Overview of Advanced Encryption Package
Advanced Encryption Package includes a file shredder diat wipes out die contents 
of your onguial tiles. It also integrates nicely widi Windows Explorer, allowing you 
to use Explorer's context menus and avoid having another window clutter your 
screen.

Lab Tasks
1. Launch the Start menu by hovering the mouse cursor on the lower-left 

corner of the desktop.

■3 Windows Server 2012

Windows vmi r 2 0 3 < ו2 >>א1י *  CarxMaK o*srm.׳־ 
Iv»l*4t10r cosy. Build 80:׳mmGJj&l&iJIMl■ a

FIGURE 3.1: Windows Servex 2012—Desktop view7

2. Click the Advanced Encryption Package app to open the Advanced 
Encryption Package window7.

S t a r t Administrator £

<*rvor
rowSwH S L

H/per-V Adi/antod 
Manager Encryption

fL r o 8h ®י 

Control Hyp«-V
Virtual

SQL Server 
installation

V «? V

S 3

Command
Prompt

E5“

Workspace
Studio

■

Mozilla

«

Nmap • HashCak

יס—*יי o■ a

FIGURE 3.2: Windows Server 2012 - Apps

=  TASK 1

Encrypting a File

m  You can also 
download Advance 
Encryption Package from 
http://www.secureaction.c 
ora
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A ll Rights Reserved. Reproduction is Stricdy Prohibited.

C E H  Lab M anual Page 927

http://www.secureaction.com/encryption
http://www.secureaction.c


M o d u le  1 9  -  C ry p to g ra p h y

3. The Register Advanced Encryption Package 2013 trial period 
window appears. Click Try Now!.

Advanced Encryption Package 2013 Professional

׳011  R eg is te r A dvan ced  E nc ryp tion  Package 2 0 1 3  

P ro fe ss iona l n o w

You may use AEP PRO during the trial period. It expires in 30 
days. Please click Buy Now! if you would like to continue using it 
after that period.

You can order the registered version online. Immediate online 
delivery is available from www.aeppro.com

Try Now! 11 Buy Now! 1|~ Activate ] | Cancel

show

FIGURE 3.3: Activation Window

4. The main window of Advanced Encryption Package appears, 
111 the following figure.

Advanced Encwlion Packag2012 ־ v5 67 ■ Trial V<*i־n .  □
Fie E-Mail Options Tools Help

> c:
► a 01

> 2 *

Encrypt j [ Decrypt

SFX || ZIP

Delete | | E-mail

O Encryption

Mode: Password

| <■ PubkcKey I | | ! ״ 1
Password:

□ 0
Again:

Ridde:

Algorithm:

jDESX 128-bit key v |
[“  Pack file, then crypt 

Source Files

r  Delete after encryption

I”  Securely delete

Wes Fiter Set Output Folder 
C  Show all files (• Current folder 

(• Apply filter... [777] ^  Custom:

1------------------------------------------- 1 1Apply | 1— 1

Logflmfl:

Encrypt Now!

> <

FIGURE 3.4: Welcome screen of Advance Encryption Package

5. Select the sample file to encrypt. The file is located D:\CEH- 
Tools\CEHv8 Module 19 Cryptography\Cryptography Tools\Advanced 
Encryption Package.

6. Click Encrypt. It will ask you to enter the password. Type the password
111 the Password field, and again type the password in the Again field.

7. Click Encrypt Now!.

m  Advance Encryption 
Package is easy to use for 
novices.

m  Advanced Encryption 
Package is a symmetric-key 
encryption comprising 
three block ciphers, AES- 
128, AES-192 and AES- 
256.

E th ica l H ack in g  and Countermeasures Copyright ©  by EC-Council
A ll Rights Reserved. Reproduction is Stricdy Prohibited.

C E H  Lab M anual Page 928

http://www.aeppro.com


M o d u le  1 9  -  C ry p to g ra p h y

- r m mFile E-Mail Options Tools Help
> f c C :
A r  a D:

A ±  CEH-Tods
t> M  CEHv8 Module 02 Footpmbng and Recormarssance
> CEHv8 Module 03 Scanrmg Networks 
t> >) C&tv8 Moduie 04 Enumeration

^  CEHv8 Module 05 System Hacking
> CBti/8 Module 07 Viruses and Worms 
a CEHv8 Module 18 Cryptography

a Advance Enayption Package
0  sppprn. m«i

[ _  Encrypt | Decrypt

SFX L  ZIP

Delete 1 6׳™־

O  Encryption

Mode: Password

| [ Public Key ]

Pwd (6 of 16)

113] Sample File.docx 1 
t> M  HA4h(JAk
> 2  MO 5 Calculator 

t  New folder 
״ ► E:

2 ־=׳

E  -
Again:

“־״״־1

Riddle:

Algorithm:

jDESX 128 * i t  key v |

r  Pack fite, then crypt 

Source FJes

P  Delete after enayption

■  Securely delete

Set Output Folder 
(• Current folder

Files FI ter
r  Show all files

(• Apply filter... ם

Apply

FIGURE 3.5: Welcome screen of Advance Encryption Package

The encrypted sample file can be shown 111 the same location of the 
original tile, as shown 111 the following tignre.

Advanced Encryption Package 2012 Profession v5 67 • Trial Version

File E-Mail Options Tools Help

0  Encryption

Mode: Password

E E

PQ: □C 
Riddle:

Algorithm:

128 ■bit keyDESX

I-  Pack fie, then crypt 

Source Files

P  Delete after encryption

f ” Securely delete

.c:

±  CEH-Tools
t> CEHv8 Module 02 Footprntmg and Recormarssance
> CEHv8 Module 03 Scarmng Networks
> , .  CEHv8 Module 04 Enumeration
t> j . C&tv8 Modiie 05 System Hadang
> J .  C&tv8 Module 07 Viruses and Worms 
a j .  CEHv8 Module 18 Cryptography

a J . Advance Encryption Package 
0  aeppro.msl 
gJ*I Sample File.docx

|« 3  Sample File.doot.aep|
> J  HashCalc
> J. MD5 Calculator 
1, New folder

Set Output Folder 
(• Current folder

Files Filter 
r  Show all files

Q
Apply

Logg^g:

D  D:\CEH-T00ls\CEHv8 Module 18 Cryptography\Advance Enayption PackageV *  | 
Sample Fie.docx [18 KB] - >  Sample Fie.docx.aep [18 KB]
0  Done. Processed 1 files. Succeeded: 1. Failed: 0
0  Processed 18 KB. Average speed: 18 KB/s v  Ia

&  Tools 
demonstrated in 
this lab are 
available in 
D:\CEH- 
Tools\CEHv8 
Module 19 
Cryptography
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FIGURE 3.6: Encrypting the selected file

9. To decrypt die tile, first select the encrypted file. Click Decrypt; it will 
prompt you to enter the password.

10. Click Decrypt Now!.
rc— Advanced Encryption

Fie E-Mai Options lools Help

** II ZIP

Delete | E-mai

O  Decryption

Mode: Password

Pnv Key |

Password: 

....1 □E
Find password on USB Sbck

Source fle(s):

CEH-Tods
CEHv8 Module 02 Footpmting and Recomassance 

J4 CEHv8 Module 03 Scamng Networks 
,. CEHv8 Module 04 Enumeration 
, .  CEHv8 Module 05 System Hadang 

JA CEHv8 Module 07 Viruses and Worms 
^  CB־tv8 Module 18 Cryptography 

a ,. Advance Encryption Package 
$  aeppro.msi 
3 )  Sample File.docx 

|< 3  Sample File.docx.aep |
> ^  HashCaic
> J .  MO 5 Calculator 
1. New folder

(• Leave it alone 

r  Delete

Set Ojtput Folder 
(• Current folder

Files Fiter
r  Show afl files

(• Apply filter... Q

Apply

Logging:

Q  D:VCEH-T00ls'CEHv8 Module 18 Cryptography Wivance Encryption PackageV 
Sample Ne.docx [18 KB] - >  Sample He.docx.aep [18KB]
0  Done. Processed 1 files. Succeeded: 1. Faled: 0 
0  Processed 18 KB. Average speed: 18 KB/s

FIGURE 3.7: Decrypting die selected file

m  It creates encrypted 
self-extracting files to send 
as email attachments.

Lab Analysis
Analyze and document the results related to die lab exercise.

P L E A S E  T A L K  T O  Y O U R  I N S T R U C T O R  I F  Y O U  H A V E  Q U E S T I O N S  

R E L A T E D  T O  T H I S  L A B .

T ool/U tility Information C ollected/O bjectives Achieved

Advance
Encryption Output: Encrypted simple File.docx.ape
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Package

Questions
1. Which algorithm does Advanced Encryption Package use to protect 

sensitive documents?

2. Is there any other way to protect the use of private key tile with a 
password?

0  No

Internet Connection Required

□  Yes

Platform Supported

0  !Labs
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B a s i c  D a t a  E n c r y p t i n g  U s i n g  

T r u e C r y p t

TrueCrypt is a software system for establishing and maintaining an on-the fly 
encrypted volume (data storage device). On-thefly encryption means that data is 
automatically enaypted or decrypted right before it is loaded or saved, nithout any 
user intervention.

Lab Scenario
CiTx is a billion-doUar company and does not want to take chances 01־ risk the 
data stored 011 its laptops. These laptops contain proprietary partner 
information, customer data, and financial information. CiTx cannot afford its 
data to be lost to any of its competitors. The CiTx Company started using full 
disk encryption to protect its data from preying eyes. Full disk encryption 
encrypts all data 011 a system, including files, folders and the operating system. 
Tins is most appropriate when the physical security of the system is not assured. 
Encryption uses one 01־ more cryptographic keys to encrypt and decrypt the 
data that they protect.

Lab Objectives
This lab will give you experience 011 encrypting data and show you how to do it. 
It will teach you how to:

■ Use encrypting/decrypting commands

■ Create a virtual encrypted disk with a file

Lab Environment
To carry out the lab, you need:

■ TrueCrypt located at D:\CEH-T00ls\CEHv8 Module 19 
Cryptography\Disk Encryption Tools\TrueCrypt

■ You can also download the latest version of TrueCrypt from the link 
http:/ /  www.truec1ypt.org/downloads

I C O N  K E Y

/  V a lu a b le

in fo r m a t io n

> > T e s t y o u r

kn o w le d g e

— W e b  exerc ise

m W o r k b o o k  re v ie w

&  Tools 
demonstrated in 
this lab are 
available in 
D:\CEH- 
Tools\CEHv8 
Module 19 
Cryptography
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■ If you decide to download die latest version, dien screenshots shown 
111 the lab might differ

■ FoUow the wizard-driven installation instructions

■ Run tins tool 111 Windows Server 2012

■ Administrative privileges to run tools

Lab Duration
Time: 10 ]Minutes

Overview of TrueCrypt
TrueCrypt is a software application used for on-die-fly encryption (OTFE). It is 
distributed without cost, and die source code is available. It can create a virtual 
encrypted disk widiui a tile or encrypt a partition or an entire storage device.

Lab Tasks
1. Launch the Start menu by hovering the mouse cursor on the lower-lett 

corner of the desktop.

FIGURE 4.1: Windows Server 2012—Desktop view

2. Click the TrueCrypt app to open the TrueCrypt window.

FIGURE 4.2: Windows Server 2012 - Apps

3. Tlie TrueCrypt main window appears.

B  TASK 1

Create a Volume

m  You can also 
download Truecrypt from 
http://www. traecrypt.org
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4. Select the desired volume to be encrypted and click Create Volume.

TrueCrypt□
Hom epageVolum es System Favorites Tools Settings Help

Size Encryption algorithm Type aDrive Volume

e ־̂: TT 
*#»K: 
*#*l:
>̂ N:
s ״* P:
s-Q:
«̂ R:
,̂ S:
x̂»T:

Wipe CacheVolume Properties...Create Volume

Volume

-  Select File.

Select Device.Volume Tools.
W  Never save history

1

ExitDismount AllAuto-Mount Devices

m  TrueCrypt is a 
software application used 
for on-the-fly encryption 
(OTFE). It is distributed 
without cost and the source 
code is available.

m  TrueCrypt have the 
ability to create and run a 
hidden encrypted operating 
system whose existence 
may be denied.

FIGURE 4.3: TrueCrypt Main Window With Create Volume Option

The TrueCrypt Volume Creation Wizard window appears.

Select the Create an encrypted file container option. Tins option 
creates a virtual encrypted disk within a tile. 

By default, the Create an encrypted file container option is selected. 
Click Next to proceed.

.כ

.6

TrueCrypt Volume Creation Wizard□

m  IMPORTANT: Note 
that TrueCrypt will not 
encrypt any existing files 
(when creating a TrueCrypt 
file container). If you select 
an existing file in this step, 
it will be overwritten and 
replaced by the newly 
created volume (so the 
overwritten file will be lost, 
not encrypted). You will be 
able to encrypt existing files 
(later on) by moving diem 
to the TrueCrypt volume 
that we are creating now.

FIGURE 4.4: TrueCrypt Volume Creation Wizard-Create Encrypted File Container

Help < Back Next > Cancel

Create an encrypted file container •׳

TrueCrypt Volume Creation Wizard

Creates a vrtual encrypted disk within a file. Recommended for 
inexperienced users.
More mformabon

Encrypt a non-system partition/drive

Encrypts a non-system partition on any internal or external 
drive (e.g. a flash drive). Optionally, creates a hidden volume.

Encrypt the system partition or entire system drive

Encrypts the partition/drive where Windows is installed. Anyone 
who wants to gain access and use the system, read and write 
files, etc., will need to enter the correct password each time 
before Windows boots. Optionally, aeates a hidden system.

More information about system encryption
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8. 111 the next step of the wizard, choose the type of volume.

9. Select Standard TrueCrypt volume; this creates a normal TrueCrypt 
volume.

10. Click Next to proceed.
rzz----------------------------------------------------------------------1— ״ 1  ^

□  TrueCrypt Volume Creation Wizard

Note: After you 
copy existing unencrypted 
files to a TrueCrypt 
volume, you should 
securely erase (,wipe) the 
original unencrypted files. 
There are software tools 
that can be used for the 
purpose of secure erasure 
(many of them are free).

< Back

FIGURE 4.6: TrueCrypt Volume Creation Wizard-Volume Location

13. The standard Windows file selector appears. The TrueCrypt Volume 
Creation Wizard window remains open in the background.

14. Select a desired location; provide a File name and Save it.

FIGURE 4.5: TrueCrypt Volume Creation Wizard-Volume Type

11. 111 the next wizard, select the Volume Location.

12. Click Select File...,

w TrueCrypt Volume Creation Wizard ־

Volume Location

I ?  Never save history

A TrueCrypt volume can reside in a file (called TrueCrypt container), 
which can reside on a hard disk, on a USB flash drive, etc. A 
TrueCrypt container is just like any normal file Ot can be, for 
example, moved or deleted as any normal file). Click ,Select File' to 
choose a filename for the container and to select the location where 
you wish the container to be created.

WARNING: If you select an existing file, TrueCrypt will NOT encrypt 
it; the file w i be deleted and replaced with the newly created 
TrueCrypt container. You will be able to encrypt existing files (later 
on) by moving them to the TrueCrypt container that you are about 
to create now.

Volume Type
| ♦ S ta n d ard  T ru e C ry p t v o lu m e  |

Select this option if you want to create a normal TrueCrypt 
volume.

C H idden  T ru e C ry p t vo lu m e

It may happen that you are forced by somebody to reveal the 
password to an encrypted volume. There are many situations 
where you cannot reflise to reveal the password (for example, 
due to extortion). Using a so-called hidden volume allows you to 
solve such situations without revealing the password to your 
volume.

More information about hidden volumes

Help | < Back | Next > | Cancel

m  TrueCrypt supports a 
concept called plausible 
deniability.
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r־ aSpecify Path and File Name□
Search DocumentsV C© © ״  ^  [" - ► Libraries ► Documents 

Organize ▼ New folder

- Name Date modified | Type

J i Hyper-V 8/8/2012 2:22 PM File folder
J i Snagit 8/7/2012 11:42 PM File folder
J i SQL Server Management Studio 8/9/2012 5:40 PM File folder

=

Visual Studio 2010 9/4/2012 2:58 PM File folder

V < ו ייי

> 0  Documents
> ^  Music

t> S  Pictures 
t> §  Videos

^ 19  Computer
> i b  Local Disk (C:) 
P 1_* Local Disk (D:)
> <_* Local Disk (E:)

t %  Network

MyVolume

All Files (ף.״

File name: 

Save as type:

Hide Folders

m  The mode of 
operation used by 
TrueCrypt for encrypted 
partitions, drives, and 
virtual volumes is XTS.

FIGURE 4.7: Windows Standard-Specify Path and File Name Window

15. After saving the file, the Volume Location wizard continues. Click Next 
to proceed.

m  True Crypt volumes 
do not contain known file 
headers and dieir content is 
indistinguishable from 
random data.

FIGURE 4.8: TrueCrypt Volume Creation Wizard-Volume Location

16. Encryption Options appear 111 the wizard.

17. Select AES Encryption Algorithm and RIPEMD-160 Hash Algorithm
and click Next.

Help < Back | Next > j Cancel

□  TrueCrypt Volume Creation Wizard

Volume Location

[ C:VJsefs\Administrat0r p 0QjmentsV>1yV0 ▼j Select File.״  I 
W  Never save history

A TrueCrypt volume can reside in a file (called TrueCrypt container), 
which can reside on a hard disk, on a USB flash drive, etc. A 
TrueCrypt container is just like any normal file Ot can be, for 
example, moved or deleted as any normal file). Click 'Select File' to 
choose a filename for the container and to select the location where 
you wish the container to be created.

WARNING: If  you select an existing file, TrueCrypt will NOT encrypt 
it; the file will be deleted and replaced with the newly created 
TrueCrypt container. You will be able to encrypt existing files (later 
on) by moving them to the TrueCrypt container that you are about 
to create now.
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FlPS-approved cipher (Rjjndael, published in 1998) that may be 
used by U.S. government departments and agencies to protect 
classified information up to the Top Secret level. 256-bit key, 
128-bit block, 14 rounds (AES-256). Mode of operation is XTS.

More information on AES Benchmark I

|RIPEMD-160 ]▼] Information on hash algorithms

Hash Algorithm

Encryption Options

Test

r= ----------------------------------------------------------
L3 TrueCrypt Volume Creation Wizard

m  TrueCrypt currently 
supports die following hash 
algorithms:
RIPEMD-160 ־
■ SHA-512
■ Whirlpool

FIGURE 4.9: TrueCrypt Volume Creation Wizard-Encryption Options

18. 111 the next step, Volume Size option appears.

19. Specif)* the size of the TrueCrypt container to be 2 megabyte and click 
Next.

TrueCrypt Volume Creation Wizard□

Volume Size

C kb <* MB c  GB

Free space on drive  C:\ is 10.47 GB

Please specify the size o f the container you want to create.

If you create a  dynamic (sparse-file) container, this parameter w l 
specify its maximum possible size.

Note that the minimum possible size of a FAT volume is 292 KB.
The minimum possible size o f an NTFS volume is 3792 KB.

FIGURE 4.10: TrueCrypt Volume Creation Wizard-Volume Size

20. The Volume Password option appears. Tins is one of the most 
important steps. Read the information displayed 111 the wizard window 
on what is considered a good password carefully.

21. Provide a good password 111 the first input field, re-type it 111 the 
Confirm held, and click Next.

Note: The button 
"Next" will be disabled 
until passwords in both 
input fields are the same.
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□  TrueCrypt Volume Creation Wizard | -  | □

Volume Password
Password:

Confirm: |

r  Usekeyfiles Keyfiles...
V~ Display password ------------*

It is very important that you choose a good password. You should 
avoid choosing one that contains only a single word that can be found 
in a dictionary (or a combination of 2, 3, or 4 such words). It should 
not contain any names or dates of birth. It should not be easy to 
guess. A good password is a random combination of upper and lower 
case letters, numbers, and special characters, such as @ A = $ * + 
etc. We recommend choosing a password consisting of more than 20 
characters (the longer, the better). The maximum possible length is 64 
characters.

Help | < Back |  Next > | Cancel

m  The longer you move 
the mouse, the better. This 
significantly increases the 
c ry p to g ra p h ic  
s tre n g th  of the 
encryption keys.

FIGURE 4.11: TrueCrypt Volume Creation Wizard-Volume Password

22. The Volume Format option appears. Select FAT Filesystem, and set 
the cluster to Default.

23. Move your mouse as randomly as possible within the Volume Creation 
Wizard window at least for 30 seconds.

24. Click Format.

" [3  TrueCrypt Volume Creation Wizard | — | ם

Volume Format

1“  Dynamic| Default ▼]Cluster

Options - 

Filesystem

Random Pool: 933382CB6290ED4B3&33B13E03911ESE-J17 
Header Key:
Master Key:

Done Speed Left

IMPORTANT: Move your mouse as randomly as possible within this 
window. The longer you move it, the better. This significantly 
increases the cryptographic strength of the encryption keys. Then 
dick Format to create the volume.

< Back | Format | Cancel

m  TrueCrypt volumes 
have no "signature" or ID 
strings. Until decrypted, 
they appear to consist 
solely of random data.

FIGURE 4.12: TrueCrypt Volume Creation Wizard-Volume Format

25. After clicking Format volume creation begms. TrueCrypt will now 
create a file called MyVolume 111 the provided folder. Tins file depends 
on the TrueCrypt container (it will contain the encrypted TrueCrypt 
volume).

26. Depending on the size of the volume, the volume creation may take a 
long time. After it finishes, the following dialog box appears.
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TrueCrypt Volume Creation Wizard

o  The TrueCrypt volum e has been successfully created.
m  Free space on each 
TrueCrypt volume is filled 
with random data when tlie 
volume is created.

OK

FIGURE 4.13: TrueCrypt Volume Creation Wizard- Volume Successfully Created Dialog Box

27. Click OK to close the dialog box.

28. You have successfully created a TrueCrypt volume (file container).

29. 111 the TrueCrypt Volume Creation wizard window, click Exit.
_ □ xTrueCrypt Volume Creation Wizard□

Volume Created

The TrueCrypt volume has been created and is ready for use. If  you 
wish to create another TrueCrypt volume, dick Next. Otherwise, dick 
Exit.

[II

1 ^ 1
< BackHelp

FIGURE 4.14: TrueCrypt Volume Creation Wizard-Volume Created

30. To mount a volume, launch TrueCrypt.

31. 111 the main window of TrueCrypt. click Select File...

1y=! TrueCrypt is unable 
to secure data on a 
computer if an attacker 
physically accessed it and 
TrueCrypt is used on the 
compromised computer by 
the user again.

Mount a Volume
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TrueCrypt□
H om epageVolum es System  Favorites Tools Settings Help

Wipe CacheCreate Volume

H  r
j j  | Select Rle...

H h H  Iv  Never save history
Volume Tools... Select Device...

Dismount AllAuto-Mount Devices

m  Mount options affect 
the parameters of the 
volume being mounted. 
The Mount Options dialog 
can be opened by clicking 
on the Mount Options 
button in the password 
entry dialog.

FIGURE 4.15: TrueCrypt Main Window with Select File Button

32. The standard tile selector window appears.

33. 111 the tile selector, browse to the container tile, select the tile, and click 
Open.

B Select a TrueCrypt Volum e

(^1) ( 1*>) ' 7 ^  1 3  * Libraries ► Documents v  C  | | Search Documents ^1
®
Size

SEE

Type

File folder 

File folder 

File folder 

File folder

Date modified

8/8/2012 2:22 PM 

8/7/2012 11:42 PM 

8/9/2012 5:40 PM 

9/4/2012 2:58 PM

9/25/2012 3:02 PM File

Organize ▼ New folder

Name

Hyper-V 

Jt Snagit

1. SQL Server Management Studio 

, Visual Studio 2010

* "if Favorites

■  Desktop 

J(. Downloa 

^  Recent p 

J* Music

* Libraries 

( j  Documei

> Music

t> B  Pictures

> 3  Videos

* ;P» Computer

1L  Local Dis '

Cancel

v  | All Files (*.*) 

Open

File name: | MyVolume

£Ui Default mount 
options can be configured 
in the main program 
preferences (Settings ־) 
Preferences).

FIGURE 4.16: Windows Standard File Selector Window

34. The tile selector window disappears and returns to the main TrueCrypt 
window.
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35. 111 the main TrueCrypt window, click Mount.

TrueCrypt□
H om epageVolum es System  Favorites Tools Settings Help

Drive Volume Size Encryption algorithm Type /s

<*»G:

״«-- L

■>-»P
'-■*Q

N*S
-

Wipe Cache IVolume Properties...Create Volume

Volume

־ ב
Select Device...Volume Tools...

| C:VJsers\AdministratorVDocumentsWyVolume 

17 Never save history

Dismount AllAuto-Mount Devices

m  This option can be 
set in the password entry 
dialog so diat it will apply 
only to that particular 
mount attempt. It can also 
be set as default in the 
Preferences.

FIGURE 4.17: TrueCrypt Main Window with Mount Button

36. The Password prompt dialog window appears.

37. Type the password (which you specified earlier for tins volume) in the 
Password input field and click OK.

------------------------- 1---------------------------- 1------------------------
Enter password for C:\Users\Administrator\Docu...\MyVolume

Password: 3C3CXX:3CXXX3Cxj
OK

F  Cache passwords and keyfiles in memory Cancel

I־־ Display password

”־]  U sekeyfiles Keyfiles... Mount Options...

m  When a correct 
password is cached, 
volumes are automatically 
mounted after you click 
Mount. If you need to 
change mount options for a 
volume being mounted 
using a cached password, 
hold down the Control 
(Ctrl) key while clicking 
Mount, or select Mount 
with Options from the 
Volumes menu.

FIGURE 4.18: TrueCrypt Password Window

38. TrueCrypt now attempts to mount the volume. After the password is 
verified, TmeCrypt will mount the volume.
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FIGURE 4.19: TrueCrypt Main Window

39. MyVolume has successfully mounted the container as a virtual disk I:.

40. The virtual disk is entirely encrypted (including file names, allocation 
tables, tree space, etc.) and behaves like a real disk.

41. You can save (or copy, move, etc.) files to tins virtual disk and they will 
be encrypted on the fly as they are being written.

42. To dismount a volume, select die volume to dismount and click 
Dismount. The volume is dismounted.

m  No data stored on an 
encrypted volume can be 
read (decrypted) without 
using the correct password 
or correct encryption key.
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1 - i ° r »
Homepage

TrueCrypt□
Volumes System Favorites Tools Settings Help

Size I Encryption algorithm Type ^Drive I Volume 

•■ -H i
I: C:yjsers\Administrator documents V̂ ly Volume

K«*»־

•W״M 
x«1»N •+*0 
s*P 
s*.Q
«*««S
■̂ T

Wipe CacheVolume Properties... |Create Volume

Volume

1 C:VJsers\Administrator docum ents V l̂yVolume ­פ Select File...

I?  Never save history
Volume Tools..

-

_ j .
Select Device...

Dismount AllAuto-Mount Devices

U5UJ TrueCrypt cannot 
automatically dismount all 
mounted TrueCrypt 
volumes on system 
shutdown/restart.

FIGURE 4.20: TrueCrypt Main Window widi Dismount Button

Lab Analysis
Analyze and document die results related to die lab exercise.

P L E A S E  T A L K  T O  Y O U R  I N S T R U C T O R  I F  Y O U  H A V E  Q U E S T I O N S  

R E L A T E D  T O  T H I S  L A B .

Tool/Utility Information Collected/Objectives Achieved

TrueCrypt
Encrypted Volume: I

Volume File System: FAT

Questions
1. Determine whether there is any way to recover the files from the 

TrueCrypt volume if you forget the volume password.

2. Evaluate whether TrueCrypt uses any tmsted program module 
(TPM) to prevent attacks. If yes, find out the relevant TPM.
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Internet Connection Required

□  Y e s

Platform Supported

0  N o

0  !Labs
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Lab

B a s i c  D a t a  E n c r y p t i n g  U s i n g  

C r y p T o o l

CiypTool is a freeware program that enables you to apply and anajy-̂ e 
cryptographic mechanisms. It has the typical look and feel of a modern Windows 
application. CrypTool includes every state-of-the-art cryptographic function and 
allows yon to learn and use cryptography within the same environment.

Lab Scenario
Most security initiatives are defensive strategies aimed at protecting the 
perimeter of the network. But these efforts may ignore a crucial vulnerability: 
sensitive data stored 011 networked servers is at risk from attackers who only 
need to find one way inside the network to access this confidential information. 
Additionally, perimeter defenses like firewalls cannot protect stored sensitive 
data from the internal threat of employees with the means to access and exploit 
this data. Encryption can provide strong security for sensitive data stored 011 
local or network servers. 111 order to be an expert ethical hacker and penetration 
tester, you must have knowledge of cryptography functions.

Lab Objectives
This lab will give you experience 011 encrypting data and show you how to do it. 
It will teach you how to:

■ Use encrypting/decrypting commands

■ Visualize several algorithms

■ Calculate hash values and analysis

Lab Environment
To carry out the lab, you need:

■ CrypTool located at D:\CEH-T00ls\CEHv8 Module 19 
Cryptography\Cryptanalysis Tools\CrypTool

I C O N  K E Y

/  V a lu a b le

in fo r m a t io n

> > T e s t y o u r

kn o w le d g e

— W e b  exerc ise

m W o r k b o o k  re v ie w

&  Tools 
demonstrated in 
this lab are 
available in 
D:\CEH- 
Tools\CEHv8 
Module 19 
Cryptography
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■ You can also download the latest version of CrypTool from the link 
http: /  /  www.cn~ptool.org/en/download-ctl -en

■ If you decide to dow־nload the latest version, then screenshots shown 
111 the lab might differ

■ Follow the wizard-driven installation instructions

■ Run this tool on Windows Server 2012 host machine

■ Administrative privileges to run the tool

Lab Duration
Time: 10 Minutes

Overview of CrypTool
CrypTool is a tree, open-source e-leaming application used 111 the implementation 
and analysis ot cryptographic algorithms. It w־as originally designed for internal 
business application for information security training.

Lab Tasks
1. Launch the Start menu by hovering the mouse cursor on the lower-left 

corner of the desktop.

: |  W in d o w s  S e rv e r  2012

WifYfexvs Server X)V Belcaca Card id ate Datacente
fcwuarj 0י copy. MO 54*

■ I  . ■

FIGURE 5.1: Windows Server 2012—Desktop view

2. Click the CrypTool app to open the CrypTool window.

m  You can also 
download CrypTool from 
http://www.cryptool.org

FIGURE 5.2: Windows Server 2012 — Apps
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3. The How to Start dialog box appears. Check Don’t show this dialog 
again and click Close.

How to Start

16 41 
F6 4F

68 FB 
6A BB

CrypTool is a free e-learning program, designed 
to dem onstrate the application and analysis of 
encryption algorithms.

CrypTool includes an extensive online help 
d atabase. Context-sensitive information can be 
accessed  by pressing the F1 key while selecting 
any m enu item or viewing any dialog box.

If you press the F1 key now. the online help 
vill present an introduction to CrypTool

Have fun!

m

4 K B 1 
4F 2C

Close[* I Don't show this dialog again

FIGURE 5.3: How to Start Dialog Window

4. The mam window ol CrypTool appears, as shown in die following 
figure. Close die startingexample-en.txt window in CrypTool.

CrypTool 1.4.31 Beta 5 [VS2010] - startingexample-en.txt
File Edit View Enjrypt/Decrypt Digital Signatures/PKI Jndiv. Procedures Analysis Qptions Window Help

DlcgjtflHiai xi»lal * M  W l

FIGURE 5.4: startingexample-en.txt window in CrypTool

5. To encrypt die desired data, click the File option and select New from 
the menu bar.

m  CrypTool Online 
provides an exciting insight 
into the world of 
cryptology with a variety 
of ciphers and encryption 
mediods.
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0 CrypTool 1.4.31 Beta 5 [VS2010] \ - \ ° T  x

File 1 Edit View Encrypt/Decrypt Digital Signatures/PKI Indiv. Procedures Analysis Options Window Help

New Ctrl+N | f | ¥ ? |
Open... Ctrl♦ 0

Close Ctri*F4

Save Ctrl+S

Save as...

Document Properties...

Print... Ctrl♦ P

Print Setup...

Recent Files

Exit Alt+F4

Creates a new document

1lLI

FIGURE 5.5: CrypTool Main Window

6. Type a few lines 111 the opened Unnamedl Notepad of CrypTool.

7. On the menu bar, select Encrypt/Decrypt, Symmetric (modern),
and select any encrypting algorithm.

8. Select the RC2 encrypting algorithm.

CrypTool 1.4.31 Beta 5 [VS2010] ־ Unnamedl

File Edit View ^ n c ry p ^ D e c ry p ^  Digital Signatu es/PKI Indiv. Procedures Analysis Options Window Help

Shift + Strg + R

RC2...

RC4...

DES (ECB)...

DES (CBQ...

Triple DES (ECB)... 

Triple DES (CBC)... 

Rijndael (AES)... 

Further Algorithms 

AES (self extracting)...

Symmetric (classic)D l a r ־ f  U
Symmetric (modern)

Asymmetric

Hybrid

The CrypTool portal is a centralized place forj 
project. The CrypTool project develops the w< 
program s in the  area of cryptography and cry

NUML:1 C.Z27 P:227Encryption /  decryption with RC2

FIGURE 5.6: Select the RC2 Encrypt algorithm

9. 111 the Key Entry: RC2 wizard, select Key length from the drop- 
down list

10. Enter the key using hexadecimal characters and click Encrypt.

0=5! CrypTool was 
originally designed for 
internal business 
application for information 
security.
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Key Entry: RC2

Enter the key using hexadecimal characters (0..9, A..F). 

Key length: bits !־3

CancelDecryptEncrypt

FIGURE 5.7: Selecting Key Length in the hexadecimal character

11. RC2 encryption of Unnamed 1 notepad will appear as shown 111 the 
following figure.

0 0 ■RC2 encryption of <Unnamed1>, key <00>

-

00000000 EC 55 4F 23 16 IB A4 72 E4 67 D4 IB .UO#. . . r . g . .
0000000c 40 73 6E 09 A2 3A 9D F l 24 E l CE A7 t e n
00000018 AD 49 3D B7 23 B5 36 28 43 6D 2F BC . 1 = . # . 6 (C m /.
00000024 9B C8 C9 4B 57 87 E2 96 71 48 46 E3 . . . KU. . . qHF.
00000030 6B 4F 41 12 AE 2A 2B 42 57 CC 09 43 kOA. . *+BU. . C
0000003C DD 62 FB 9C E4 A4 C2 6C 98 6B 0B 71 . b ..........l . k . q
00000048 96 98 78 57 4B A6 E6 B7 99 94 38 7A . . xWK 8z
00000054 BE A9 7A CE 2B 81 58 50 A0 94 8C F4 . . z . + . XP___
00000060 DA E6 8B DA 57 5A IB B2 88 EC 78 A l . . . . WZ. . . . x .
0000006C 2A 97 BA DA D6 B2 62 24 4F 40 49 FC *  b$0@I.
00000078 F3 30 02 5F 5B 03 8B 77 B9 76 41 4E . 0 . . w. vAN
00000084 96 0A 72 81 3A C7 30 6A BB F8 E4 08 . . r . : . 0 j . . . .
00000090 C8 00 F0 8B EA B9 84 C8 BD 2A FB 9D *
0000009C 6B 2D 3C 91 B9 6E DD 5D ID F8 C3 DF k - < . . n . ] . . . .
nnnnnrufi F9 84 F9 1 7 39 5ח 1 F 3ח 7? ?9 חח an 91 ■ r l

FIGURE 5.8: Output of RC2 encrypted data

Lab Analysis
Analyze and document die results related to die lab exercise.

P L E A S E  T A L K  T O  Y O U R  I N S T R U C T O R  I F  Y O U  H A V E  Q U E S T I O N S  

R E L A T E D  T O  T H I S  L A B .

Tool/Utility Information Collected/Objectives Achieved

CrypTool
Encrypted Algorithm: RC2

Result: Encrypted data for selected text

m  CrypTool includes 
every state-of-the-art 
cryptographic function and 
allows you to learn and use 
cryptography within die same 
environment.
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Questions
1. What are the alternatives to CrvpTool for encrypting data?

2. How can you differentiate between encrypting data 111 CrypTool and 
other encrypting tools?

0  No

Internet Connection Required

□  Yes

Platform Supported

0  1Labs0  Classroom
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E n c r y p t i n g  a n d  D e c r y p t i n g  D a t a  

U s i n g  B C T e x t E n c o d e r

BCTextEncoder simplifies encoding and decoding text data. Plaintext data is 
con/pressed, encrypted, and converted to text format, which can then he easily 
copied to the clipboard or saved as a text file.

Lab Scenario
111 order to be an expert ethical hacker and penetration te ste r you must 
have knowledge o f cryptography functions.

Lab Objectives
Tins lab will give you experience 011 encrypting data and show you how to do it. 
It will teach you  how to:

■ Use encode/decode text data encrypted with a password

Lab Environment
To carry out the lab, you need:

■ BCTextEncoder located at D:\CEH-T00ls\CEHv8 Module 19 
Cryptography\Cryptography Tools\BCTextEncoder

■ You can also download the latest version of BCTextEncoder from the 
link http://www.jet1c0.com/e11ciTpt10n-bctextenc0der/

■ If you decide to download the latest version, then screenshots shown 
111 the lab might differ

■ Run tins tool 011 Windows Server 2012 host machine

■ Administrative privileges to run the tool

Lab Duration
Time: 10 Minutes

I C O N  K E Y

[£Z7 V a lu a b le
in fo r m a t io n

S T e s t y o u r

kn o w le d g e

— W e b  exercise

m W o r k b o o k  re v ie w

&  Tools 
demonstrated in 
this lab are 
available in 
D:\CEH- 
Tools\CEHv8 
Module 19 
Cryptography
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Overview of BCTextEncoder
BCTextEncoder uses public key encryption methods as well as password-based 
encryption. Tins utility software uses strong and approved symmetric and public 
key algonthms for data encryption.

a T»s ■ 1 Lab Tasks
Encrypting the 1. Double-click the BCTextEncoder.exe file. The main window of

Data BCTextEncoder appears, as displayed 111 the following figure.

BCTextEncoder U tility v. 1.00.6 L ־ I ° - ׳

File Edit Key O ptions Help

[3  0  s?  ?

Decoded plain text: Encode by: password v  I I Encode |

I A

V

Encoded text: [_ Decode ]

A

V

m  You can also 
download BCTextEncoder 
from
http://www. jetico.com

FIGURE 6.1: Main window of BCTextEncoder

2. To encrypt the text, type the text 111 Clipboard (OR) select the secret 
data and put it to clipboard with Ctrl+V.
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3. Click Encode. The Enter Password window will appear. Set the 
password and confirm the same password 111 the respective fields.

4. Click OK.

י ד ^ BCTextEncoder U־ tility v. 1.00.6

File Edit Key Options Help

Encode by: passwordDecoded plain text: 130 B

Enter password

Cancel

Session key algorithm AES-256 

Password: • • • • • • • • • י

Confirm :

Login
Usern
Passv>

Encoded text:

FIGURE 6.3: Set die password for encryption

5. The encoded text appears, as show 111 the following figure.

m  BCTextEncoder 
utilizes the following 
encryption algorithms:
• ZLIB compression 

algorithm
• AES (Rijndael) 

encryption algorithm for 
password based 
encryption

• RSA asymmetric 
encryption algorithm for 
public key encryption

BCTextEncoder is 
intended for fast 
encoding and 
decoding text data
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BCTextEncoder U tility v. 1.00.6 1 1 ° ־  X

File Edit Key Options Help

Decoded plain text: 128 B Encode by: password v | | Encode |

Login Infomation:
Username: samchoang ®yahoo. com 
Password:asdfgh

A

V

Encoded text: 664 B [ Decode

-----BEGIN ENCODED MESSAGE-----
Version: BCTextEncoder Utility v. 1.00.6

wy4ECQMCDgigsNHLCPBgULNwLKVwVmExFmiL/zkMcw9wj0hkL7w/dsw2sfC 51pJ3 
OnABN +yXn 12R9NYpU6N lvNRNFwV +S9hLNrkA6A3eBumfSyNE70qdguFmjYs8yhV0 
b 5b 5 -fblmROaUBQjcYNM 5XqpnTi4pfbsspMtTMzQgXAT aiEEcS8MhEgyPqpdUrR 5 
pmeRQVEVQY08GUbT +HiOyS 40 
-----END ENCODED MESSAGE-----

A

m  The main advantage 
of BCTextEncoder is 
support of public key 
encryption.

FIGURE 6.4: Encoded text

3  t  a s k 2 6. To decrypt the data, you first clean the Decoded plain text
clipboard.

Decrypting the
Data 7. Click the Decode button

FIGURE 6.5: Decoding the data

8. The Enter password for encoding text widow will appear. Enter 
die password 111 die Password held, and click OK.
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BCTextEncoder U tility v. 1.00.6

File Edit Key Options Help

Encode by; passwordDecoded plain text:

Enter password fo r encoding text

Cancel

Encoded text -Session key packet

Password :

Encoded text: 664 B [ Decode

-----BEGIN ENCODED MESSAGE-----
Version: BCTextEncoder Utility v. 1.00.6

wy4ECQMCDgigsNHLCPBgULNwLKVwVmExFmiL/zkMcw-9wj0hkL7w/dsw2sfC5JpJ3 
OnABN+yXn 12R9NYpU6N lvNRNFwV+S9hLNrkA6A3eBumfSyNE70qdguFrnjYs8yhVo 
b 5b 5 -fbJmROaUBQjcYNM 5XqpnTi4pfbsspMtTMzQgXAT aiEEcS8MhEgyPqpdUrR 5 
pmeRQVEVQY08GUbT+HiOyS +0 
-----END ENCODED MESSAGE-----

FIGURE 6.6: Enter the password for decoding

9. Decoded plaintext appears as shown in the following figure.

5 " BCTextEncoder U tility v. 1.00.6 L “ T n  x

File Edit Key Options Help

Decoded plan text: 128 B Encode by: | password v  | |~ Encode

Login Infomation:
Username: samchoang ®yahoo. com 
Password:asdfgh

/\

V

Encoded text: 664 B Decoded by password | Decode

— -BEGIN ENCODED MESSAGE----- [7 ]
Version: BCTextEncoder Utility v. 1.00.6

wy4ECQMCDg1gsNHLCPBgULNwLKVwVmExFm1L/zkMcw9wj0hkL7w/dsw2sfC5JpJ3 
OnABN +yXn 12R9NYpU6N lvNRNFwV +S9hLNrkA6A3eBumfSyNE70qdguFmjYs8yhVo 
b 5b 5 +bJmR0aUBQjcYNM 5XqpnTi 4pfbsspM tTMzQgX AT aiEEcS8MhEgyPqpdUrR 5 
pmeRQVEVQY08GUbT -H-liOyS +0 
-----END ENCODED MESSAGE-----

FIGURE 6.7: Output decoded text

Lab Analysis
Analyze and document die results related to die lab exercise.

£fl BCArchive includes 
the BC Key Manager utility 
to manage your own 
public/secret key pair as 
well as public keys you 
have received from other 
people

BCTextEncoder 
not only encrypts, 
but also
compresses the 
data
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P L E A S E  T A L K  T O  Y O U R  I N S T R U C T O R  I F  Y O U  H A V E  Q U E S T I O N S  
R E L A T E D  T O  T H I S  L A B .

Tool/U tility Information Collected/Objectives Achieved

BCTText
Encoder

Result: Encoding and Decoding text for selected data

Questions
1. How can you differentiate between encrypting or decrypting the data in 

BCTextEncoder and other encrypting tools?

0  No

Internet Connection Required

□  Yes

Platform Supported

0  !Labs0  Classroom
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Lab

B a s i c  D a t a  E n c r y p t i n g  U s i n g  

R o h o s  D i s k  E n c r y p t i o n

The Rohos Disk Encryption-program creates hidden and protectedpartitions on 
the computer or USB flash drive andpassu 0/dprotects/ locks access to your 
Internet applications.

Lab Scenario
Today's web browsers automatically encrypt text when making a connection to 
a secure server. This prevents intruders from listening in on private 
communications. Even if they are able to capture the message, encryption 
allows them to only view scrambled text or what many call unreadable 
gibberish. Upon arrival, the data is decrypted, allowing the intended recipient to 
view the message 111 its original form. 111 order to be an expert ethical hacker 
and penetration tester, you must have knowledge of cryptography functions.

Lab Objectives
Tins lab will give you experience on encrypting data and show you how to do it. 
It will teach you how to:

■ Use encrypting/decrypting commands

■ Create a virtual encrypted disk with a file

Lab Environment
To carry out the lab, you need:

■ Rohos Disk Encryption located at D:\CEH-Tools\CEHv8Module19 
Cryptography\Disk Encryption Tools\Rohos Disk Encryption

■ You can also download the latest version of Rohos Disk Encryption 
from the link http: /  / www.rohos.com/products / rohos-disk-encryption/

■ If you decide to download the latest version, then screenshots shown 
111 the lab might differ

■ Follow the wizard-driven installation instructions

I C O N  K E Y

[£Z7 V a lu a b le
in fo r m a t io n

S T e s t y o u r

kn o w le d g e

— W e b  exercise

m W o r k b o o k  re v ie w

&  Tools 
demonstrated in 
this lab are 
available in 
D:\CEH- 
Tools\CEHv8 
Module 19 
Cryptography

E th ica l H ack in g  and Countermeasures Copyright ©  by EC-Council
A ll Rights Reserved. Reproduction is Strictly Prohibited.

C E H  Lab M anua l Page 957

http://www.rohos.com/products


M o d u le  1 9  -  C ry p to g ra p h y

■ Run diis tool 011 Windows Server 2012 host machine

■ Administrative privileges to run the tool

Lab Duration
Time: 10 Minutes

Overview of Rohos Disk Encryption
Rohos Disk Encryption creates hidden and password protected partitions 011 the 
computer or USB flash drive with megabytes of sensitive tiles and private data 011 
your computer or USB drive. Rohos Disk uses NIST-approved AES encryption 
algondim, and 256 bit encryption key lengdi. Encryption is automatic and on-die- 
fly.

Lab Tasks
1. To install Rohos Disk Encryption, navigate to D:\CEH-T00ls\CEHv8 

Module 19 Cryptography\Disk Encryption Tools\Rohos Disk 
Encryption.

2. Double-click the rohos.exe tile/ Select the language English and click 
OK.

TASK 1

Installation of 
Rohos Disk 
Encryption

Select Setup Language

Select the language to use during the 
installation:

English

CancelOK

FIGURE 7.1: Select die Language

3. The Setup window appears. Read the instruction and click Next.

y=H You can also 
download Rohos from 
http://www.rohos.com
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Setup - Rohos Disk Encryption

W elcom e to  th e  Rohos Disk 
Encryption Setup W izard

This will install Rohos Disk 1.9 on your computer.

I t is recommended th a t you dose all other applications before 
continuing.

Release Date: 06.07 .2012 15:31:09

s

©

Cancel

FIGURE 7.2: Rohos setup wizard

4. Tlie Licence Agreement window will appear. Read the agreement 
carefully and select the I accept the agreement radio button

5. Click Next.

Setup - Rohos Disk Encryption

License Agreement
Please read  the following important information before continuing.

Please read  the following License Agreement. You must accept the  terms o f this 
agreem ent before continuing with the  installation.

□

-

Tesline-Service S.R.L.
h ttp : / /www. rohos. com /

License for use and distribution

The Rohos Logon and Rohos Disk E naypbon ('R ohos') a re  distributed 
a s try-before-you-buy. This means:

1. All copyrights to Rohos are  exclusively owned by the  authors

®  I accept the  agreem ent

O  I do not accept the agreem ent

Cancel< Back

m  Portable Rohos Disk 
Browser allows to use 
encrypted partition on any 
PC without Admin rights, 
without install.

ca Encryption is 
automatic and on-the-fly. 
AES 256 bit key length. 
Using NIST compliant 
encryption standards

FIGURE 7.3: License agreement window

6. Click Next.
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FIGURE 7.5: creating Rohos desktop icon

Click Install. Rohos Disk Encryption is ready to install.

File
Virtualization: 
prevents secret 
data leak outside 
encrypted disk 
on TEMP folders, 
Registry, Recent 
documents list, 
etc.

m  Any file or folder can 
be easily moved into 
Encrypted Rohos Disk with 
shredding afterwards.
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Setup ־ Rohos Disk Encryption

Ready to Install
Setup is now ready to begin installing Rohos Disk Encryption on your computer.

Click Install to continue with the installation, or dick Back if  you want to review or 
change any settings.

Start Menu folder: A
Rohos

Additional tasks:
Additional icons:

Create a desktop icon

V

< l>

CancelInstall< Back

FIGURE 7.6: Rohos disk encryption installation

9. Click Finish.
Setup - Rohos Disk Encryption_ ם

C om pleting th e  Rohos Disk 
Encryption Setup W izard

Setup has finished installing Rohos Disk Encryption on your 
computer. The application may be launched by selecting the 
installed icons.

Click Finish to exit Setup.

0  Launch Rohos Disk

o

S

©

Finish

FIGURE 7.7: Complete installation of Rohos disk encryption

10. The Rohos Get Ready Wizard window will appear. Specify the 
password to access the disk 111 the respective field.

11. Click Next.

12. Alternatively, you can also launch the program trom the Start menu 
apps of Windows Server 2012.

m  Secured virtual 
keyboard - protect 
encrypted disk password 
from a keylogger

TASK 2
Disk Encryption
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Rohos Get Ready Wizard

Step 1 of 3

D isk  E n c ry p tio n

This wizard helps you create your personal encrypted disk. You can use it to store sensitive files 
and folders. The disk will be protected by a password. The wizard has determined best 
parameters for the disk but you may change it  using 'details' link.

Encrypted Rohos disk size 5000 Megabytes, disk le tter R :. Disk container path: 
D ocum en ts \rd isk0 .rd i. [Change...]

Specify password to access disk:

Confirm password:

You can change disk parameters later on in Rohos Center window 

Press ,Next'.

Next >ExitSkip this W izard...

FIGURE 7.8: Select password for access disk

13. The Setup USB Key window appears. Read the information, and 
click Next.

Rohos Get Ready Wizard

Step 2 of 3

S e tu p  USB K ey

I f  you have a USB key, you can use it to access your Rohos disk, so you don't have to 
manually enter the password every time.

Plug i t  in and choose check boxes to setup USB Key. I f  you don't have a USB flash drive, dick 
,Next'.

Please inse rt yo u r USB device. [Change...]

Learn more..

Setup this USB device :

To access your Rohos disk

Press 'Next'.

Next >ExitSkip this W izard...

FIGURE 7.9: Select USB key device

14. The Rohos Updates window appears. Click Finish.

teisl Rohos disk uses 
NIST approved AES 
encryption algorithm, 256 
bit encryption key length.

c a  Rohos cares about 
usability: Your first 
Encrypted Drive can be 
turned on with a single 
click or automatically on 
system startup.
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Rohos Get Ready Wizard

Finish
R o h o s  U p d a te s

With Rohos Center you can check for updates over an Internet connection.You will have a 
chance to see what's new in Rohos and update size, and to download and install update 
instantly.

Inform a tion :

R ra■ 16.2g You may dose Rohos Center window and Rohos will continue to run in 
. J z? la ll taskbar (near the dock).

Find and use Rohos disk icon through Save As/Open dialog within MS Office 
and others applications.

It is strongly recommended to create a Password R eset File for Rohos disk \  
to prevent forgotten password.

Press 'Finish' to create Rohos disk and open Rohos Center.

FinishExitSkip this Wizard.

Partition password 
reset option allows creating 
a backup file to access your 
secured disk if you forgot 
your password or lost USB 
key.

FIGURE 7.10: Rohos disk encryption update window

15. The encrypted disk is created successfully, as shown 111 following 
figure.

Rohos Disk Encryption

Q  Help..I SupportRoh

Disk is co n n e c te d . Encrypted Disk (R:)
I Size: 4.88 GB. Free space: 4.82 GB.

Disconnect Browse Tools...

O p tio n s
Setup disk auto start, disconnect hotkeys and 
other options.

S e tu p  U SB  Key
Setup USB stick as a hardware key to access 
Rohos disk.

■ Connect more...
■ Create another on e ...
י  Create Rohos Disk within media file
■ Restore Rohos disk.

•?

H ide  fo ld e r  
! _ ( £ )  Hide and encrypt a particular folder from 

PC into Rohos Disk.

C h a n g e  p a ssw o rd
Spedfy new password to access Rohos
disk.

E n c ryp t U SB  d r iv e  
I  _* Create protected partition on your USB 

flash drive.

30-day trial period. 30 days left. Purchase License.

FIGURE 7.11: Successful creation of encrypted disk

16. To decrypt the disk, click Disconnect.

m  This option brings 
affordable and AES 256 
strength encryption solution 
to improve security issues by 
preventing unaudiorized 
access to your Internet apps, 
such as Google Chrome, 
Firefox
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- 1 °  p m iRohos Disk Encryption

ן  SupportRoh s

Disk is connected. Encrypted Disk (R:) 
Size: 4.88 GB. Free space: 4.82 GB.
Disconnect | Browse Tools...

0  O p tio n s
Setup disk auto start, disconnect hotkeys and 
other options.

S e tu p  U SB  Key
Setup USB stick as a hardware key to access 
Rohos disk.

■ Connect more...
■ Create another one...
■ Create Rohos Disk within media file
■ Restore Rohos disk.

• ז

I  w a n t  t o ...
p*2 !! H id e  fo ld e r
i— e>  Hide and encrypt a particular folder from 

PC into Rohos Disk.

C h a n g e  p a ssw o rd
Specify new password to access Rohos 
disk.

'a  E n c ry p t U SB  d r iv e
Create protected partition on your USB 
flash drive.£

3 0 -d ay  tria l period . 30 days left. Purchase License.

FIGURE 7.12: Decrypt the disk

17. Atter decrypting the disk, it will be displayed, as shown 111 the 
following figure.

H U  Yon can open or Save 
your protected documents 
right from MS Word (Excel) 
by clicking 011 die personal 
disk icon.

£  Support Q  Help..

Rohos Disk Encryption

< 3  UpdatesRoh

Primary Rohos disk is not connected.
f t  Connect disk

O p tio n s
Setup disk auto s tart, disconnect hotkeys and 
other options.

S e tu p  U SB  Key
Setup USB stick as a hardware key to access 
Rohos disk.

■ Connect more...
■ Create another one...
■ Create Rohos Disk within media file
■ Restore Rohos disk.

I  w a n t  t o ...
p a ,  H id e  fo ld e r  
L .(2) Hide and encrypt a particular folder from 

PC into Rohos Disk.

C h a n g e  p a ssw o rd
Specify new password to access Rohos 
disk.

E n c ryp t U SB  d r iv e
Create protected partition on your USB
flash drive.

3 0 -d ay  tria l period . 30 days left. Purchase License.

FIGURE 7.13: Decrypt the disk

Lab Analysis
Analyze and document the results related to the lab exercise.
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P L E A S E  T A L K  T O  Y O U R  I N S T R U C T O R  I F  Y O U  H A V E  Q U E S T I O N S  
R E L A T E D  T O  T H I S  L A B .

T ool/U tility Information C ollected/O bjectives Achieved

Rohos Disk 
Encryption

Result: Successful connection of encrypted disk

Questions
1. Determine whether there is any way to recover the files from Rohos 

Disk Encryption if you forget the volume password.

0  No

Internet Connection Required

□  Yes

Platform Supported

0  !Labs0  Classroom
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	Cryptography

	Lab Scenario

	Lab Objectives

	Lab Environment

	Lab Duration

	Overview of Cryptography

	Lab Tasks

	Lab Analysis


	Basic Data Encrypting Using Hash Calc

	Lab Scenario

	Lab Objectives

	Lab Environment

	■	Run tins tool 111 Windows Server 2012


	Lab Duration

	Overview of Hash

	Lab Tasks

	Lab Analysis

	Questions


	Basic Data Encrypting Using MD5 Calculator

	Lab Objectives

	Lab Environment

	■	MD5 Calculator located at D:\CEH-Tools\CEHv8Module19 Cryptography\MD5 Hash Calculators\MD5 Calculator


	Lab Duration

	Overview of MD5 Calculator

	Lab Tasks

	Lab Analysis

	Questions


	3

	Basic Data Encrypting Using Advanced Encryption Package

	Lab Scenario

	Lab Objectives

	Lab Environment

	■	Run tins tool 111 Windows Server 2012

	Lab Duration

	Overview of Advanced Encryption Package

	Lab Tasks

	2.	Click the Advanced Encryption Package app to open the Advanced Encryption Package window7.

	Advanced Encryption Package 2013 Professional

	011׳ Register Advanced Encryption Package 2013 Professional now

	4.	The main window of Advanced Encryption Package appears, 111 the following figure.

	6.	Click Encrypt. It will ask you to enter the password. Type the password

	111	the Password field, and again type the password in the Again field.

	7.	Click Encrypt Now!.

	The encrypted sample file can be shown 111 the same location of the original tile, as shown 111 the following tignre.

	Q

	9.	To decrypt die tile, first select the encrypted file. Click Decrypt; it will prompt you to enter the password.

	10.	Click Decrypt Now!.




	Lab Analysis

	Analyze and document the results related to die lab exercise.


	Questions

	Basic Data Encrypting Using TrueCrypt

	Lab Scenario

	Lab Objectives

	Lab Environment

	■	TrueCrypt located at D:\CEH-T00ls\CEHv8 Module 19 Cryptography\Disk Encryption Tools\TrueCrypt


	Lab Duration

	Overview of TrueCrypt

	Lab Tasks

	4.	Select the desired volume to be encrypted and click Create Volume.

	TrueCrypt

	Select the Create an encrypted file container option. Tins option creates a virtual encrypted disk within a tile. By default, the Create an encrypted file container option is selected. Click Next to proceed.

	9.	Select Standard TrueCrypt volume; this creates a normal TrueCrypt volume.

	10.	Click Next to proceed.

	13.	The standard Windows file selector appears. The TrueCrypt Volume Creation Wizard window remains open in the background.

	14.	Select a desired location; provide a File name and Save it.

	11.	111 the next wizard, select the Volume Location.

	12.	Click Select File...,

	Volume Location

	Volume Type

	15.	After saving the file, the Volume Location wizard continues. Click Next to proceed.

	16.	Encryption Options appear 111 the wizard.

	and click Next.


	Encryption Options

	18.	111 the next step, Volume Size option appears.

	19.	Specif)* the size of the TrueCrypt container to be 2 megabyte and click Next.


	Volume Size

	20.	The Volume Password option appears. Tins is one of the most important steps. Read the information displayed 111 the wizard window on what is considered a good password carefully.

	21.	Provide a good password 111 the first input field, re-type it 111 the Confirm held, and click Next.


	Volume Password

	22.	The Volume Format option appears. Select FAT Filesystem, and set the cluster to Default.

	24.	Click Format.


	TrueCrypt Volume Creation Wizard

	27.	Click OK to close the dialog box.

	28.	You have successfully created a TrueCrypt volume (file container).

	29.	111 the TrueCrypt Volume Creation wizard window, click Exit.

	30.	To mount a volume, launch TrueCrypt.

	31.	111 the main window of TrueCrypt. click Select File...


	32.	The standard tile selector window appears.

	33.	111 the tile selector, browse to the container tile, select the tile, and click Open.

	34.	The tile selector window disappears and returns to the main TrueCrypt window.

	35.	111 the main TrueCrypt window, click Mount.

	36.	The Password prompt dialog window appears.

	37.	Type the password (which you specified earlier for tins volume) in the Password input field and click OK.



	Enter password for C:\Users\Administrator\Docu...\MyVolume

	38.	TrueCrypt now attempts to mount the volume. After the password is verified, TmeCrypt will mount the volume.



	Lab Analysis

	Analyze and document die results related to die lab exercise.


	Questions

	1.	Determine whether there is any way to recover the files from the TrueCrypt volume if you forget the volume password.

	2.	Evaluate whether TrueCrypt uses any tmsted program module (TPM) to prevent attacks. If yes, find out the relevant TPM.

	Internet Connection Required

	Platform Supported



	Basic Data Encrypting Using CrypTool

	Lab Scenario

	Lab Objectives

	Lab Environment

	■	CrypTool located at D:\CEH-T00ls\CEHv8 Module 19 Cryptography\Cryptanalysis Tools\CrypTool


	Lab Duration

	Overview of CrypTool

	Lab Tasks

	3.	The How to Start dialog box appears. Check Don’t show this dialog again and click Close.

	4.	The mam window ol CrypTool appears, as shown in die following figure. Close die startingexample-en.txt window in CrypTool.

	5.	To encrypt die desired data, click the File option and select New from the menu bar.

	6.	Type a few lines 111 the opened Unnamedl Notepad of CrypTool.


	and select any encrypting algorithm.

	8.	Select the RC2 encrypting algorithm.

	10.	Enter the key using hexadecimal characters and click Encrypt.

	Key Entry: RC2

	3־

	11.	RC2 encryption of Unnamed 1 notepad will appear as shown 111 the following figure.



	Lab Analysis

	Analyze and document die results related to die lab exercise.


	Questions


	Encrypting and Decrypting Data Using BCTextEncoder

	Lab Scenario

	Lab Objectives

	Lab Environment

	■	BCTextEncoder located at D:\CEH-T00ls\CEHv8 Module 19 Cryptography\Cryptography Tools\BCTextEncoder


	Lab Duration

	Overview of BCTextEncoder

	5.	The encoded text appears, as show 111 the following figure.

	3 t a s k 2	6.	To decrypt the data, you first clean the Decoded plain text

	clipboard.


	Data	7.	Click the Decode button

	8.	The Enter password for encoding text widow will appear. Enter die password 111 die Password held, and click OK.

	9.	Decoded plaintext appears as shown in the following figure.



	Lab Analysis

	Analyze and document die results related to die lab exercise.


	Questions


	Basic Data Encrypting Using Rohos Disk Encryption

	Lab Scenario

	Lab Objectives

	Lab Environment

	Lab Duration

	Overview of Rohos Disk Encryption

	Lab Tasks

	Setup - Rohos Disk Encryption

	Welcome to the Rohos Disk Encryption Setup Wizard


	4.	Tlie Licence Agreement window will appear. Read the agreement carefully and select the I accept the agreement radio button

	Setup - Rohos Disk Encryption

	Click Install. Rohos Disk Encryption is ready to install.

	9.	Click Finish.

	10.	The Rohos Get Ready Wizard window will appear. Specify the password to access the disk 111 the respective field.

	11.	Click Next.

	12.	Alternatively, you can also launch the program trom the Start menu apps of Windows Server 2012.


	Questions






