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SQL Injection

SOL injection is a technique often used to attack a website. It is the most common
website vulnerability on the Internet.

Lab Scenario

A SQL injection attack is done by including portions ot SQL statements 111 a web
form entry field 1lan attempt to get the website to pass a newly formed rogue SQL
command to the database (e.g., dump the database contents to the attacker). SQL
injection is a code injection technique that exploits security vulnerability 11 a
website's software. The vulnerability happens when user input is either incorrectly
filtered for string literal escape characters embedded 1 SQL statements or user
input is not strongly typed and unexpectedly executed. SQL commands are thus
injected from the web form into die database of an application (like queries) to
change the database content or dump the database information like credit card or
passwords to die attacker. SQL injection is mostly known as an attack vector for
websites but can be used to attack any type of SQL database.

As an expert ethical hacker, you must use diverse solutions, and prepare
statements with bind variables and wliitelisting input validation and escaping. Input
validation can be used to detect unauthorized input before it is passed to the SQL

query.

Lab Objectives

The objective of tins lab is to provide expert knowledge on SQL Injection
attacks and other responsibilities that include:

Understanding when and how web application connects to a database
server M order to access data

Extracting basic SQL injection flaws and vulnerabilities
Testing web applications for blind SQL injection vulnerabilities
Scanning web servers and analyzing the reports

Securing information in web applications and web servers

Lab Environment

To earn* out die lab, you need:

A computer running Windows Server 2012
Window 7 ninning Mlvirtual machine
A web browser with an Internet connection

Administrative privileges to configure settings and run tools
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Lab Duration
Time: 50 Minutes

Overview of SQL Injection

SQL injection is a technique used to take advantage ot non-validated input
vulnerabilities to pass SQL commands through a web application for execution by
a backend database.

E task 1- Lab Tasks

Overview Recommended labs to assist you in SQL Injection:

Performing blind SQL injection
Logging on without valid credentials
Testing for SQL injection

Creating your own user account
Creating vour own database
Directory listing

Denial-of-service attacks

Testing for SQL injection using the IBM Security AppScan tool

Lab Analysis

Analyze and document the results related to the lab exercise. Give your opinion on
your target’s security posture and exposure.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
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RELATED TO THIS LAB.
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SQL Injection Attacks on MS SQL

Database

SOL injection is a basic attack used either togain unauthorised acoess to a database
or to retrieve information directlyfrom the database.

Lab Scenario

Today, SQL injection is one ot the most common and perilous attacks that website’s
software can experience. Tliis attack is performed on SQL databases that have weak
codes and tins vulnerability can be used by an attacker to execute database queries to
collect sensitive information, modify the database entnes, 01 attach a malicious code
resulting 1 total compromise of the most sensitive data.

As an Expert penetration tester and security administrator, you need to test web
applications running 011 the MS SQL Server database for vulnerabilities and flaws.

Lab Objectives

Tlie objective of tins lab is to provide students with expert knowledge 011 SQL
mjection attacks and to analyze web applications for vulnerabilities.

1ltins lab, you will learn how to:
m Log Ollwithout valid credentials
m Test for SQL injection
m Create your own user account
m  Create your own database
m  Directory listing

m  Execute denial-of-service attacks

Lab Environment

To earn~out die lab, you need:

m A computer running Window Server 2012 (Victim Maclnne)
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m A computer ruimmg Window 8 (Attacker Machine)
m  MS SQL Server must be ruimmg under local system privileges

m A web browser with an Internet connection

Lab Duration

Time: 30 Minutes

Overview of SQL Injection Attacks

SQL injection is a basic attack used either to gain unauthorized access to a
database or to retrieve information directly from die database. It is a flaw in web
applications and not a database or web server issue. Most programmers are still not
aware of diis direat.

Lab Tasks

Blind SQL injection is used when a web application is vulnerable to SQL
injection but the results of the injection are not visible to die attacker.
Log on without

valid Credentials Blind SQL injection is identical to normal SQL injection, except diat, when an

attacker attempts to exploit an application, rather dian seeing a useful error message,
ageneric custom page displays.

TASK1
1. Run diis lab ML Firefox. It will not work 1 Internet Explorer.

2. Open aweb browser, type http://localhost/realhome 1ldie address bar,

Try to log on using and press Enter.
code ' or 1=1 —as login
3. The Home page of Real Home appears.

“1HT

mA dpiamically
generated SQL query is
used to retrieve the number
of matching rows.

FIGURE 11 Old House Restaurant home page

Assume diat you are new to diis site and have never registered with diis
website previously.

¥ Now log in widi code:
blah®' or 1=1 --
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|/__ When the attacker
enters blah’ or 1=1, then
the SQL query look like
this:

SELECT Count(*) FROM

Users WHERE

UserName="blah’ Or 1=1-
AND Password=".

0 A user enters a user
name and password that
matches arecord in the
Users table.

TASK 2

Creating Your
Own User
Account
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6. Enter any password Illthe Password held or leave die password field
empty.
7. Click Login or press Enter.

FIGURE 1.2: Old House Restaurant login page

You are logged 11to die website with a take login. Your credentials are not
valid, but you are logged in. Now you can browse all the web pages of die
website as a registered member. You will get a Logout link at die upper-
corner of die screen.

Reai Home!

FIGURE 13; Old House Restaurant web page

You have successfully logged on to die vulnerable site and created your own
database.

TASK2
Create a user account using an SQL injection query.
9. Open aweb browser, type http://localhost/realhome and press Enter.

10. The home page of Real Home appears.
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Try to insert a string
value where a number is
expected in tlie input field.

U=!l To detect SQL
Injection, check if the web
application connects to a
database server in order to
access some data.

Ityj Error messages are
essential for extracting
information from the
database. Depending on
die type of errors found,
you can vary the attack
techniques.

Understanding the
underlying SQL query
allows the attacker to craft
correct: SQL Injection

11

12.

13.
14.

Module 14- SQL Injection

FIGURE 14: Old House home page

Enter die query
blahl;insert into login values ("juggyboyjuggyl23®); —

Click Login or press Enter.

m die Login name field and enter any password 1l1die Password held or
leave die Password held empty. 111tins query, juggyboy is the username,
and juggy123 is the password.

After executing the query you will be redirected to die login page; tins is

Try juggyboy as the username, and juggy123 as the password to log in.

FIGURE 15: Old House Login page

15. If no error message is displayed on die web page, it means diat you liave

successfully created your login using SQL injection query.

16. To verify whether your login has been created successfully, go to the

login page, enter juggyboy 11the Login Name field and juggy123 1llthe
Password field, and click Login.

Manual Page 787
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m Different databases
require different SQL
syntax. ldentify the
database engine used by the
server.

M TAS* 3

Create Your Own
Database
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FIGURE 16:0ld House Login page

17. You will login successfully with the created login. Now you can access
all the features of the website.

Go to Start menu apps and launch SQL Server Management Studio
and login with the credentials.

FIGURE 17: Old House Login page
TASK3

\3 Open aweb browser, type http://localhost/realhnome 1ilthe address bar,
and press Enter.

19. The Home Page of Real Home appears.
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YQMost injections land in
the middle of a SELECT
statement. 111a SELECT
clause, we almost always
end up in die WHERE
section.

m Mosdyv die error
messages show you what
DB engine you are working
on with ODBC errors. It
displays database type as
part of the driver
information.

Try to replicate an
error-free navigation, which
could be as simple as ' and
'1'="10r 'and'l' = "2,
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FIGURE 1.8: Old House Home page
20. Mthe Login Name field, type
blahl;create database juggyboy;
and leave the Password field empty. Click Login.

21. 1Mltins query, juggyboy is the name of the database.

FIGURE 1.9: Old House Login page

22. No error message or any message displays on die web page. It means diat
die site is vulnerable to SQL injection and a database with die name
juggyboy has been created at die database server.

23. When you open Microsoft SQL Server Management Studio, under
Database you can see the created database, juggyboy.
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\/i Time delays are a

type of blind SQL Injection
that causes die SQL engine
to execute a long-running
query or a time delay
statement, depending on
the logic injected.

TASK 5

Denial-of-Service
Attack

Once you determine
the usernames, you can
start gathering passwords:

Username: "union select
password,l,I,1 from users
where username = ‘admin'm

m The attacker dien
selects the string from the
table, as before:

Username: 'union select
ret,1,1,1 from foo—

Microsoft OLE DB
Provider for ODBC
Drivers error '80040e07'.
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FIGURE 1.10: Microsoft SQL Server Management Studio

24. Open aweb browser, type http://localhost/realhome 11lthe address bar,
and press Enter.

25. The Home Page of Real Home is displayed.

FIGURE 1.11: Old House Home page
26. Li die Login name held, type

blah" ;exec master..xp_cmdshell ,ping
www.certifiedhacker.com -1 65000 -t*;

and leave the Password field empty, and click Login.

27. M the above query, you are performing a ping for the
www.certliledhacker.com website using an SQL injection query: -l is the
send buffer size, and -t means to ping the specified host until stopped.

Ethical Hacking and Countermeasures Copyright © by EC-Council
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(B.Use the bulk insert
statement to read any file
on the server, and use bcp
to create arbitrary text files
on the server.

m Using die
sp_OACreate,
sp_OAMethod and
sp_OAGetProperty system
stored procedures to create
Old Automation (ActiveX)
applications diat can do
everything an ASP script
can do.
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28.

29.

30.

31.

32.

Module 14- SQL Injection

FIGURE 112: Old House Login page

The SQL injection query starts pinging die host, and die login page shows a
Waiting for localhost... message at the bottom left side of die window.

To see whether die query has successfully executed or not and ping is
running, open your Task Manager window.

M Task Manager, under the Details tab, you see a process called
PING.EXE running 1lthe background.

Tins process is die result of die SQL injection query diat you entered 1ldie
login held of the website.
Task Manager 1- o1 o*

fie Option* Viw

P'cce;les 1Performance 1Users Detail! Services 1

Nam* PID  Statue Liter name ~ CPU  KAerrciv (p._  De<tnptin

KjIPNG.EXE 350  Running SYSTEM 00 972K TCP/IP Ping Command
> 7fcteaedSearchere 1956 Running Administra 00 3536 K PretectedSearch
' ReporingServicesSer. 1800 Running ReportSeive 00 52,644K  Reporting Service: Service

scrlices.exe 580 Running SYSTEM 00 3628 K Services and Controller app

252 Running SYSTEM 00 296K Alndows Session Manager

Li snecit32.exc 3340 Running Administra. 05 32.204K  Snagit
f/f SnaSHtE dtor.ce 4028 Running Administra 00 19.T24K  Snagit Editor
" SnceFnv exe 3844 Running Administra 00 V 68K Sncert RPC Helper
f snmoe<e 2016 Running SYSTEM 00 2.764K  SNMP Service
<HT3pIAOHBAEIC 3460 Running Administra. 00 1,112K  Print driver host for applications f

speclsv.exe 1200 Running SYSTEM 00 2568K  Spooler SubSystem App
tmJlgkervr.ees 1612 Running SYSTEM 00 34,292 K SQL Server Wimdo-A* NT - 64 Bit
[sqirwker.exe 2644 Running SYSTEM 00 1,164 K SQL Server VSSWriter 64 ~ Bit =
31svcagnt.exe 13%  Running 5YSTEM 00 5436 K Amdows Desfctep Agent
3 sveognt.cxe 1172 Running SYSTEM 00 2,696K  Windows Desktop Agent
21 svchostexe €95 Rumning SYSTEM 00 1972K  Host Process for Windows Services
5 svchostexc 73 Running NETWORK. 00 3,164 K Host Process for Windows Services
(L3s\chodLexe 88  Running LOCAL SE 00 7.372K  Host Process for Windows Services
Qtvdvxtm 872 Running SYSTEM 00 13.432K  Hod Procecc for Wmdowe Services
' Mikaleo 908 Running LOCAL SE. 00 6,188 K Hont Proteu for Windoiv* Service*
“WSVChOStexe 996  Running NETWORK. 00 6,596 K Host Process for Windows Services
[l rrchoiloic 700 LOCAL CL. 00 w324K  1lo*t Proecsi for Wirsdow* Scrvicej
W7SYCutee 1233 Running SYSTEM 00 2.784 K Host Process for Windows Services
@ Fiwe! dctiii | Endtask |

FIGURE 1.13: Task Manager

To manually kill dns process, nght-click die PING.EXE process and select
End Process. This stops pinging of the host.

Lab Analysis

Analyze and document the results related to die lab exercise. Give your opinion on
your target’s security posture and exposure.
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Tool/Utility Information Collected/Objectives Achieved
SQL Injection m Loginid: 1003, 1004
Attacks on MS m Login Username: juggyboy

SQL Database m Password: juggvl23

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED.

Internet Connection Required
O Yes 0 No
Platform Supported

0 Classroom 0 iLabs

CEH Lab Manual Page 792 Ethical Hacking and Countermeasures Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited.



ICON KEY

/ Valuable
information

y* Testyour
knowledge

S Web exercise

M Workbook review

H Tools
demonstrated in
this lab are
available D:\CEH-
Tools\CEHvV8
Module 14 SQL
Injection

CEH Lab Manual Page 793

Module 14- SQL Injection

Lab

Testing for SQL Injection Using IBM
Security AppScan Tool

IBM Security AppScan is a web application security testing tool that automates
winerability assessments, prevents SO L injection attacks on websites, and scans
websitesfo r embedded malware.

Lab Scenario

By now, you are familiar with the types of SQL injection attacks an attacker can
perform and the impact caused due to these attacks. Attackers can use the
following types of SQL injection attacks: authentication bypass, information
disclosure, compromised data integrity, compromised availability of data, and
remote code execution, which allows them to spoof identity, damage existing
data, execute system-level commands to cause denial of service of the
application, etc.

1M the previous lab you learned to test SQL injection attacks 011 MS SQL
database for website vulnerabilities.

As an expert security professional and penetration tester of an organization,
your job responsibility is to test the company’s web applications and web
services for vulnerabilities. You need to find various ways to extend security
tests and analyze web applications, and employ multiple testing techniques.

Moving further, in this lab you will learn to test for SQL injection attacks using
IBM Security AppScan tool.

Lab Objectives

The objective of tins lab is to help smdents learn how to test web applications for
SQL injection threats and vulnerabilities.

Mltins lab, you will learn to:
m  Perform website scans tor vulnerabilities
m  Analyze scanned results
m  Fix vulnerabilities in web applications

Ethical Hacking and Countermeasures Copyright © by EC-Comicil
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mYou can download
IBM AppScan from
http://www-01 .ibm.com.

CQ Supported operating

systems (both 32-bit and

64—bit editions):

= Windows 2003:
Standard and Enterprise,
SP1 and SP2

m Windows Server 2008:
Standard and Enterprise,
SP1 and SP2

TASK 1

Testing Web
Application

m A personal firewall
running on die same
computer as Rational
AppScan can block
communication and result
in inaccurate findings and
reduced performance. For
best results, do not run a
personal firewall on the
computer that runs
Rational AppScan.
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Generate reports for scanned web applications

Lab Environment

To earn~out die lab, you need:

Security AppScan located at D:\CEH-Tools\CEHv8 Module 14 SQL
Injection\SQL Injection Detection ToolsMBM Security AppScan

A computer running Window Server 2012

Double-click on SEC_APPS_STD_V8.7_ EVAL_WIN.exe to install
You can also download the latest version of Security AppScan from
the link http: / / www-
01.1bm.com/software/awdtools/appscan/standard

A web browser with Internet access

Microsoft .NET Framework Version 4.0 or later

Lab Duration

Time: 20 Minutes

Overview of Testing Web Applications

Web applications are tested for implementing security and automating vulnerability
assessments. Doing so prevents SQL injection attacks 011 web servers and web
applications. Websites are tested for embedded malware and to employ a multiple of
testing techniques.

Lab Tasks

1

Follow die wizard-driven installation steps and install die IBM Security
AppScan tool.

To launch IBM Security AppScan move your mouse cursor to die lower-
left corner ol your desktop and click Start.

FIGURE 2.1: Window's Server 2012 Desktop view

Ethical Hacking and Countermeasures Copyright © by EC-Council
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3. Click die 1BM Security AppScan Standard app from Start menu apps.

Start
S'w wnOowi Google hypei-V Anhemc.. Comeai-
sunagef Powiyiel Chreme Manage™ lester lest
LB You can configure F= * 0 * a 1
Scan Expert to perform its rmrxler  Control Morlla SO1 Server FrrodeD.  Fiphsxm
analysis and apply some of Fare Qo Yornge i
its recommendations y . '© \Y * <fi
automatically, when you Ve
updates eainty
start the scan. e Ao,
*> # %
n
HITP Tokni
Ragjiacl Analyr(
Ctor
P A

FIGURE 2.2: Windows Server 2012 Desktop view

4. The main window of IBM Security AppScan —appears; click Create New
Scan... to start die scanning.

/ AppScan can scan
both web applications and
web services.

FIGURE 2.3: IBM Rational AppScan main window

5. 1ldie New Scan wizard, click die demo.testfire.net hyperlink.

Note: 111 die evaluation version we cannot scan otiier websites.

Malware test uses
data gathered during the
explore stage of a regular
scan, so you must have
some explore results for it
to function.
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New Scan
Recent Templates Predefined Templates
C*> Browse... Regular Scan
Q Quick and Light Scan
2 Comprehensive Scan
A Parameter-Based Navigation
WebSphere Commerce
£3 WebSphere Portal
Ix | demo.testfire.neT|
Hacme Bank

M Launch Scan Configuration Wizard

Help Cancel

FIGURE 24: IBM Rational AppScan—New window

Mone of he options in 6. 1ldie Scan Configuration Wizard, select Web Application Scan, and click
the scan configuration

wizard is for Scan Expert Next.

to run ashort scan to - *

evaluate the efficiency of Sean Configuration Wizard

the new (fonfigu_ration for Welcome lo the Configurdtion Wizard
your particular site.

T+ Configurator Wi2ardwill hdp you cortegure an* *car based or Ihe ecan tempi(e: dercoteotfirenei

Selectthetypeof scanyouwishto yxlexrr
| (3 Web Application Scon|
O WebService Scar
Tho GSC Viob Sorteicos recorde* is netirctal ee

DawtighO GSC ¥w

General Tasks

1755~ ]

FIGURE 2.5: IBM Rational AppScan—Scan Configuration Wizard

7. 1M URL and Servers options, leave the settings as their defaults and click

Next.
Scan Configuration Wizard
SI) SMmno "N
Sarttho €canfromthe URL:
Il'demoteettirerec |
/VThere are some For exarples htip7/de DDresfire net/
. O Scanonly lirks inand belowttis tfrecxxy
changes diat Scan Expert
can 0n|y app|y with human Wi Case-Sensitive Path
intervention, so when you Treatall paths as case-sensitive (Lhix. lirux efc)
select the automatic option, &) Additional Servers and Domains
some changes may not be Indude the foloAirc adcitcra servers and ctorars in:Hi 1
applied.
d  Ineedtoconfigjte aoditoral ngs (proxy. HTTP.
X WI5e*1con'Kxrator
*Ytp
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FIGURE 2.6: IBM Rational AppScan—Scan Configuration Wizard

M Login Management, select option Automatic and enter the user name
details as Username: jsmith and Password: Demo1234 and click Next.

URL 2nd Servers
Login Management

mThe total number of
tests to be sent, or URLs to
be visited, may increase
during a scan, as new links
are discovered.

General Tasks

Scan Configuration Wizard

W Login Method
Use thefollowing method to log 1*

O Recorded (Recommended)

O Prompt
| (7) Autometic | JserName: lench
O nore Password +eees
Cerfrm Password. +=+++

Ifa IN)esession deteCJQii is ei clleC but Icon cieOomab lave net yet teen vei Tied

I | Iwanttocontigureln-Seeeicneatoctcnoptcns

X Siofvar

I <Back

pece

FIGURE 2.7: IBM Rational AppScan Scan Configuration window

9. Li Test Policy options, click Next to continue.

r

URL and Servers
Login Management
Test Policy

| Security Issues view
shows the actual issues
discovered, from overview
level down to individual
requests/responses. Tins is
the default view.

General Tasks

10. Click Finish to complete die Scan Configuration Wizard.

URL and Servers
Login Management
Tost Policy
Complete

m Results can display in
three views: Security Issues,
Remediation Tasks, and
Application Data. The view
is selected by clicking a
button in the view selector.
The data displayed in all
three panes varies with the
view selected.

Gerreral Tavk>

X W 15« COnft3uratcr

Prep
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Scan Configuration Wizard
Ki) rict Poltry Defrfull
Ueo this Toot Policy for 410scan

Thi* polcy IndudM allt*ft* »xccpt Inveer +a'y

rol<Y Mcs
pert Iskéor tMis

R*c«at Pokw(

fi) Devadt

£ Browse..

Predefined Pokcks

£} Default

rfl Applicaton-Oniy

Q  Infrastructure-Only
. £] Til'd Party-Only

V] Send tees on login and 0goj: paces
( Clear session identifiers bcfo testing lcgir :ogee-

FIGURE 2.8: IBM Rational AppScau Full Scanwindow

Scan Configuration Wizard
W Complete Scan Cuuftourattum Wkard

“You hove successful 1/ completed tte Scar Conifurabos .*fcard

How doyou warttosari?

[ (swStan afull autoTatic scan j
C Slorlwith oot Explore only
C Sianwith Manal Bxplore

O Iwill startthe scan later

3 Slart Scan Expert *hen Scan Corfiauratcr Yizard is complete

| <Bak || hnBh-
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FIGURE 2.9: IBM Rational AppScan Full Scan window

11. When die Auto Save window prompts you to save automatically during
scan, click Yes to save die file and proceed to scan.

Auto Save X

The scan needs to be saved now because AppScan is set to Automatically save during scan'.
« J Would you like to save the scan now?

Click Yes' to save the scan now.
Click No'to disable Automatically save during scan' fof this scan only.
foti Click Disable' to disable Automatically save during scan' for this and future scans.
Remediation Tasks
view provides a To Do list
of specific remediation
tasks to fix the issues found “

v N Disable |
by tlie scan. ® 0 ” isavle |

FIGURE 210: Auto Save window

12. Security AppScan starts scanning die provided URL for vulnerabilities.

I_ Tlie Result List
displays the issues for
whatever item is selected in
the application tree. These
can be for:

Root level: All site issues

display
[ P_age level: All issues for
die page S e 1 wiow'm d'm—
m Parameter level: All FIGURE 2.11: IBM Rational AppScan Scanning Web Application window
issues for a particular i i . i ..
request to a particular Note: It will take a lot of time to scan die complete site; 111 diis lab we have
page

stopped before scanning is complete.

13. After die scan is complete, die application lists all die security issues and
vulnerabilities 111 die website.

14. Results can be displayed Mldiree views: Data, Issues, and Tasks.

15. To view die vulnerabilities and security issues in particular website click die
Issues tab.

You can export tlie
complete scan results as an
XML file or as a relational
database. (The database
option exports tlie results
into a Firebird database
structure. This is open
source and follows ODBC
andJDBC standards.).
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FIGURE 2.12: IBM Rational AppScau Scanning Web Application Result window

16. To analyze die scan results, click any of die results, such as SQL Injection,
to list all die links diat are vulnerable to SQL injection.
Analyze Result -

Pe'l sap 1 m-

TASK 2

t__/ The severity level (
— ¢ cmmtnml pmzt

assigned to any issue can be Dk
changed manually by light- 17 Sordertmairicat
clicking on die node. (o

0 TChtl>ivmi:

T PR

FIGURE 2.13: IBM Rational AppScan Scanning Web Application Result window

M Resutt Expert 17. Click die Advisory tab 1lldie bottom pane ot die window to see the severity
consists of various modules ot diat particular link.

that are used to process

scan results. The processed | T

results are added to the > oo onve 1 B sho oo+ ©g

Issue Information tab of . " R
the Detail pane, making die el IR 3. jo

information displayed there
more comprehensive and |
detailed, including screen

shots where relevant.
Tothnid Ootoiptor

stivr. « nca

Sieatiossalun Ty axeael L belazo'em
B e e et P08 v

m «>J*g ¢ HFHMISHIU i-ltwewnrs

The Security Report . . o .

reports security issues FIGURE Z14: 1BM Rational AppScau Scanning Web Application Result window

found during the scan. . . . Creas . . . .
Security information may 18. To fix diese direats and vulnerabilities, click Fix Recommendation to view
be very extensive and can a list of advice for fixing these vulnerabilities.

be filtered depending on

your requirements. Six e

standard templates are 0 Y R-dis oQ- eO

included, but each can
easily be tailored to include

. A 3EnV/bum [W e b MpVITGWAN
or exclude categories of

. - r-4 V<dg
information. FO0™NMo Rty
X pre3" Eocrstrict! fat mete t
% clu»drretfugun Itatgg){\a gf!ynm t tht upjatc*botwter dxj et
£w « ATNEGEWE (it m:t«l«Tsn) abefosrenor viidstion utamj ucaul Ttfecof
8 QM Sona mﬂ'spcudatlaapcmymvrlpam» SETE
9nvmvmltsq|re>!<ﬁhr<o>>ﬁmd<m0mrmnvteﬂ@/m|§s
spteotneim. (icveiru
Im!min

FIGURE 2.15: IBM Rational AppScan Scanning Web Application Result window
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19. After Rational AppScan assesses your site's vulnerability, you can generate
— TASK 3 customized reports configured for die various personnel Ilyour

Generate Report organization.

20. You can open and view die reports from within Security AppScan, and you
can save a report as a tile to be opened with a tlurd-party application.

21. To generate areport, select Tools -> Report.... The Create Report window
appears.

m Hie Industry

Standard Report reports
the compliance (or non-
compliance) of your
application with a selected
industry committee or your
own custom standards
checklist.

¢ a The Template Based
Report is a custom report

containing user-defined ) ) )
data and user-defined FIGURE 2.16: IBM Rational AppScan Report Option window

document formatting in . . .
Microsoft Word ,dof 22. Select die type of report to generate, check options, and click Save

format. Report...,
1

%ty industry Standard  Regulatory Compliance  Delta Analyis  terrpiate Bated

m The Delta Analysis
report compares two sets
of scan results and shows
the difference in URLs
and/or security issues
discovered.

m The Regulatory
Compliance Report: It
reports on the compliance

(or non-compliance) of FIGURE 2.17: IBM Rational AppScan Create Report window
your application with a

large choice of regulations 23. Save die report to die desired location. The saved report will be helpful for
or legal standards or with .
your own custom future guidance.

template).

Lab Analysis

Analyze and document the results related to the lab exercise. Give your opinion on
your target’s security posture and exposure.
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Tool/Utility Information Collected/Objectives Achieved
IBM Security L
AppScan m  SQL Injection attack detected

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Questions

1. Analyze how to speed up die scanning process and reduce the number of
pages that IBM Rational AppScan finds.

2. Evaluate whether it is possible to perform scans against live production

environments with IBM Rational AppScan. Will that cause damage or hurt
the site?

3. Analyze how variables can be implemented 11a multi-step sequence with
IBM Rational AppScan.

Internet Connection Required
0 Yes O No
Platform Supported

O !Labs
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Testing for SQL Injection Using

WebCruiser Tool

WebCmiser. Web Vulnerability Scanner is an effective and‘powerful neb
penetration testing tool that willaidjo/t in anditingjour website. It has a
Vulnerability Scanner and a series of security tools.

Lab Scenario

A deeper understanding of detecting SQL injection attacks using the IBM
Security AppScan too was examined 1l1the previous lab. 111 this lab we will have
a look at a real case scenario where SQL injection attacks were implemented to
steal confidential information from banks.

Albert Gonzalez, an indicted hacker, stole 130 million credit and debit cards,
the biggest identity theft case ever prosecuted in the United States. He used
SQL injection attacks to install sniffer software on the companies' servers to
intercept credit card data as it was being processed.

He was charged for many different cases 111 which the methods of hacking
utilized were:

m Structured Query Language (“SQL”) was a computer programming
language designed to retrieve and manage data on computer databases.

m  “SQL Injection Attacks” were methods of hacking into and gaining
unauthorized access to computers connected to the Internet.

m  “SQL Injection Strings” were a series of instructions to computers used
by hackers 111 furtherance of SQL Injection Attacks.

m  “Malware” was malicious computer software programmed to, among
other dungs, identity, store, and export information on computers that
were hacked, including information such as credit and debit card
numbers and corresponding personal identification information of
cardholders (“Card Data”), as well as to evade detection by anti-virus
programs running on those computers.

As an expert security professional and penetration tester you should have a
complete understanding of SQL injection attack scenarios and list high=risk
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& Tools
demonstrated in
this lab are
available D:\CEH-
Tools\CEHvV8
Module 14 SQL
Injection

M You can download
WebCraiser from
http://sec4app.com/downl
oad

M To produce time-
consuming SQL sentence
and get infomiation from

die response time

TASK 1

Testing Web
Application
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components and note entry points to start testing and exploring. Hence, as
another aspect 111 SQL Injection testing, in this lab you will be guided to test for
SQL injection using the WebCruiser Tool.

Lab Objectives

Tlie objective of tins lab is to help students learn how to test web applications for
SQL injection direats and vulnerabilities.

111 tins lab, you will learn to:
m Perform website scans for vulnerabilities
m  Analyze scanned results
m Fix vulnerabilities 11 web applications

m Generate reports for scanned web applications

Lab Environment

To earn”out die lab, you need:

" WebCruiser located at D:\CEH-Tools\CEHv8 Module 14 SQL Injection\SQL
Injection Detection Tools\VWebCruiser

Run tliis tool 111 Window Sender 2012

m You can also download the latest version of WebCruiser from the link
http://sec4app.com/download.htm

m A web browser with Internet access

m  Microsoft NET Framework Version 4.0 or later

Lab Duration

Time: 20 Minutes

Overview of Testing Web Applications

Web applications are tested for implementing security and automating vulnerability
assessments. Doing so prevents SQL injection attacks on web servers and web
applications. Websites are tested for embedded malware and to employ multiple
testing techniques.

Lab Tasks

1. To launch WebCnuser 111 your Windows Sen“er 2012 host machine,
navigate to D:\CEH-Tools\CEHv8 Module 14 SQL Injection\SQL Injection
Detection ToolsVWebCruiser.

2. Double-click WebCruiserWVS.exe to launch it.
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iy=H Scanning is not
necessary for SQL
Injection POC, you can
launch POC by input the
URL

directly, or launch from the
Scanner.

WebCruiser support:

* GET/Post/Cookie
Injection;

* SQL Server:
PlaiuText/FieldEcho(Unio
n)/Blind Injection;
*MySQL/DB2/Access:
FieldEcho(Union)/Blind
Injection;

* Oracle:
FieldEcho(Union)/Blind/C
rossSite Injection;

0 WebCruiser Web
Vulnerability Scanner for
i0S, an effective and
convenient web penetration
testing tool that will aid you
in auditing your website!
WebCruiser can find the
following web
vulnerabilities currently:

* GET SQL Injection(Int,
String, Search)

*POST SQL Injection(Int,
String, Search)

* Cross Site Scripting(XSS)

M 1t can support
scanning website as well as
POC (Proof of concept)
for web vulnerabilities:
SQL Injection, Cross Site
Scripting, XPath Injection
etc. So, WebCruiser is also
an automatic SQL injection
tool, an XPath injection
tool, and a Cross Site
Scripting tool!
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WebCruiser - Web Vulnerability Scanner Enterprise Edition -

Fle Tools View Configuration Help

J& tA
URL

& Browser

| v Vrerdlit-Scanner
POC(Froof Of Cencep
SQLhecion *

# O Cross St® Scriptir
AtfmwrawnEnts ~
Sis'enT06

{- & ReocncTool
H  CootoeTool
CodeTodl --
sbmgTao -+,

ot

Scanner SAL (XSS d Resend LJ Cootie flta Repct © Setting & ScanSite | £1] Scan LR
| Ger -C ...

| WebBrowser  uJ Reeend

WebCruiser - Web Vulnerability Scanner
http:"sec4app.com

http :www.ianusec com
http:twitter.comjanuscc

FIGURE 3.1: WebCruiser niaiii window

Enter die URL diat you want to scan; 111 tins lab we are scanning
http://10.0.0.2/realhome/ (diis IP address is where die realliome website is

hosted).

WebCruiser - Web Vulnerability Scanner Enterprise Edition | ar

Fle Tools View Configuration Help

J4j| 0 Browser Scanner EI SQL (3>XSS rf Resend [J Cookie Q Repert Setting
URL: htlpr/'00.0 ~rMlhorre/ | | GET

y  "Jrcnbkt) Scanner
HPX(Ftoof OFCaxep
SQL InBrion 3

Q Qs Ste Sariptir ;
AGiw Sraia Bt
SlslenToo ~ -
rrf ResotcToa)
CootoeTool 3 [
CedeTool 0 -| |,
978lingTx :2
_ Settings J<u

Ldlﬁﬂ_

| Ui Sean Site | Lai Sean URL
«SQO

| WdcBrowra | Rooond

WebCnuser - Web Vulnerability' Scanner
http: sec lapp.com

htttxwww ianusec com
http." twitter.com januscc

FIGURE 3.2: WebCruiser Scanning a site

A software disclaimer pop-up will appear; click .OK to continue.
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M System Requirement:
.NET FrameWork V2.0 or
higher, you can Download
.NET FrameWork V2.0
From Microsoft.

HU SQL injection is a
code injection technique
that exploits a security
vulnerability occurring

in the database layer of an
application.

1QQ The vulnerability is
present when user input is

either incorrectly filtered

esLpe characters
embedded in SQL
statements or user input is
not strongly typed and
thereby unexpectedly
executed.
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Confirm

*Software Disclaimer:

*Authorization must be obtained from the web application owner;

*This program will try to get each link and post any data when

scanning;
= Backup the database before scanning so as to avoid disaster;

* Using this software atyour own risk.

121

* Login as a legal user will help you find vulnerabilities to the most

extent.
*Butnot login is better if you intend to scan the login/authentication

page.
*Continue?

WebCnuser starts with die URL scan as shown in die following screenshot.

OK Cancel

FIGURE 3.3: WebCruiser Software Disclaimer pop-up

It shows Site Stmcture, and die following table is vulnerabilities.

File  Tools  View

!9 Browser 2 Scanner 3 SQL ~XSS I' Resend

URL  http:v10.0.0.2/realhome/’

WebCruiser - Web Vulnerability Scanner Enterp-ise Edition

Configuration  Help

Cootie ffio Report  Setting

j GET »H (D Q

© © ViebBowrser Scan Current Site Scan Current URL ~ Scan Multi-Site  Reset/Clear Scanner  Import ~ Export
1S Vjlrcrabfit) Scanner squerytpsy
ag gmz gc"ce" ..DD_belotcdPNG_0 0.80111n*j
o Ste Scnptr B HealHome o
} 1 Aa o 7k DK>ANMIRC FaxPivRTK] OM9u
£ Sﬂm.rmt WebResauce «d
Reacnc Logn.aspx
oo index aspx
CedeTool B ,
m jauery triggerjs
SUngTod mecd*-dld 1
1R 9 jauely.scrolTo-133%
1O w
URL/ Refer URL Paralete< KeyWord/ActionURL ~ Vulnerabilty
hitpJ f10.0.02ealhome/Logm aspx 3lron2=L>. 1013012=3  Stmg  foat POST SQLINJEC
O hitp7/10 00 2/RealHomelLofinasox"Bjtior2=l ~ Texitkw29" Sma  float POST SQL INJEC
<L_ I
<r Checking Form Vul: hitp//10.0.0.2/RealHome/property.aspx
HTTP Thread: 4

Right-click each of the vulnerabilities displayed 111 the scan result, and dien

FIGURE 34: WebCruiser Scanning Vulnerabilities

v-u Call laillicll SQL IlljeCUOIl POC (Proofof Concept).
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WebCruiser -~ Web Vulnerability Scanner Enterprise Edition

Fle Tools View Configuration  Help

J J J 0 Browser Q Scanner |j *QL ~JXSS IJResend EJ Cookie ytc Report Q Setting Q ScanSite |£ Scan URL
Lfu:  http:// 13.0.012/realhome/ GET "B OO
O ViebBrowse' scar Current Site ScanCurrent URL ~ Scan Multi-Site  Reset/Clear Scanner  Import  E>pert
\Ainefrity Scanner
S POCPracr Of Corcep Friquery.ilpsy.js
;3 SQ_hjectbn ReaiHumlzz,helaledPNGjo 8a-mhjs ~5
N f‘ Cross 5@ Senpin d2d=UsZWnif IQSpA -| M3RD3 (PYVRTICLFbAVAThOMSILOKGHOVIHVIVI" QoG
o <5 st 1mWeb Resource.ad
It is ail instance of a TP Resendoo-! 1- Laginasp
nefexaepx ;
more general class of S Codetoa -
iliti % Haverytriiggerjs |
vulnerabilities & zlmgTod el
that can occur whenever A R:ggs 1’ iquery.scrollTo-1.3.3is
one programming or 1@
scripting language is URL/ Rrfw,URL Typ K'yWerd AcionURI  Vuhvrability
insi vewim i
embedded |n3|de_ . Ohtlpj/10.0.0.Z'RealHome/Looinaspx"Bjltsn2«L . TedBO*2«@  Snrq Copy URL To ClipBoard
another. SQL Injection is SQL INJECTION POC
one of the most common Delete Vulnerability
application layer attack
techniques
used today.
A

FIGURE 3.5: WebCmiser SQL Injection POC (Proofof Concept)

7. Tins will launch the SQL injection and till die relevant fields. Click Get
Environment Information.

WebCruiser - Web Vulnerability Scanner Enterprise Edition
File fools ‘'/lew
3 50 o prowser Q Scamner ffSQL  j>XSS 0 SanSte Q ScanlRL
WRL  htt9://10.0G2 'realhorne/Login.aspx | POST "EJID Q
Data lutt<n2=U{1tA_!IV!NTAROET=A EVEJTAROUNEJ=A IEWSTATESMEPMMITWKII 11m 052 FtAU' FT7«kkr2/je 6 BkyilucE=«_EVEH |>
DetaBase: UnKnown v KeyWord: float Injection Type String v| Resat

-y VASHEBETYV ] 337 HeLplBadd | Sitm GRRAAR HftonBEhua |

a  SGLhector

Configuration Help

Resend 2 Cookie Report Setting

; Emvronment g | DataRa* ] 0 Canwund ] Q]

M There are many
methods to getting data in

Cress Sie Senptm

idTwwrabonEntr* 2 —»

E-© SrstsrrTcol

SQL Injection, but not all | ResenetTool
these methods are Q CoskeTocl
. CoieTool
supported in an actual stmeTeol
penetration test. Hfii ot 1
L @ About ’

| Get Environment Infomation
Get Environment Infomaticn HTTP Thread: 0

FIGURE 3.6: WebCruiser SQL Injection POC Tool

8. Itwill display die environment informadon where die site is hosted.

Lab Analysis

Analyze and document die results related to die lab exercise. Give your opinion on
your target’s security posture and exposure.

Tool/Utility Information Collected/Objectives Achieved

WebCruiser m  SQL Injection Detected
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PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Questions

1. Analyze how to speed up die scanning process and reduce die number of
pages die IBM Rational AppScan finds.

2. Evaluate whether it is possible to perform scans against live production

environments with IBM Rational AppScan. Will that cause damage or hurt
the site?

3. Analyze how variables can be implemented 111 a multi-step sequence with
IBM Rational AppScan.

Internet Connection Required
O Yes O No
Platform Supported

0 Classroom 0 1Labs

Ethical Hacking and Countemieasures Copyright © by EC-Council
All Rights Reserved. Reproduction is Stricdy Prohibited.



ICON KEY

/ Valuable
information

Test your
knowledge

S Web exercise
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& Tools
demonstrated in
this lab are
available D:\CEH-
Tools\CEHV8
Module 14 SQL
Injection
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Testing for SQL Injection Using N-
Stalker Tool

A ]-Stalker Web Application Security Scanner 2012 is a sophisticated Web Security
Assessment solutionforyour Ireb applications. By incorporating the irell-knotrn “N -
Stealth HTTP Security Scanner” and its 39,000 Web Attack Signature database
along rrith a patent-pending component-oriented Web Application Security
Assessment technology, N-Stalker is a ‘must hare” security tool to developers,
system/ security administrators, 1T auditors, and staff.

Lab Scenario

111 the previous lab you examined how to use the Webcruiser tool to scan a
website as well as POC (Proof Of Concept) for web vulnerabilities: SQL
injection.

Few attackers perform SQL injection attacks based oil an “error message”
received trom the server. If an error is responded from the application, the
attacker can determine the entire structure of the database, and read any value
that can be read by the account the ASP application is using to connect to the
SQL Server. However, it an error message is reuirned trom the database server

complaining that the SQL Query’s syntax is incorrect, an attacker tries all
possible True and False questions through SQL statements to steal data.

As an expert security professional and penetration tester you should be
familiar with the tips and tricks used 111 SQL injection detection. You must also
be aware of all the tools that can be used to detect SQL injection flaws. 111 tins
lab you will learn to use the tool N-Stalker to detect SQL injection attacks 111
websites.

Lab Objectives

The objective of tins lab is to help students learn how to test web applications for
SQL Injection threats and vulnerabilities.

111 tliis lab, you will learn to:

m  Perform website scans for vulnerabilities

Ethical Hacking and Countenneasures Copyright © by EC-Council
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m  Analyze scanned results
m Fix vulnerabilities in web applications

m  Generate reports for scanned web applications

Lab Environment

To earn”out die lab, you need:
¢ a You can download N-

ﬁﬁ'pk‘jm\’/w stalker com/ m  N-Stalker located at D:\CEH-Tools\CEHv8 Module 14 SQL Injection\SQL
products/editions/free/do Injection Detection Tools\N-Stalker Web Application Security Scanner
wnload

m Run this tool 111 Window Server 2012
m You can also download the latest version of N-Stalker from the link
http://www.1istalker.com/products/editions/free/download

m A web browser with Internet access

M Founded upon die m  Microsoft NET Framework Version 4.0 or later
U.S. Patent Registered
Technology of

Component-oriented Web Lab D u I’atio n

Application Security

Scanning, N-Stalker Time: 20 Minutes
Enterprise Edition allows

for assessment of Web

Applications Overview of Testing Web Applications

Web applications are tested for implementing security’ and automating vulnerability
assessments. Doing so prevents SQL injection attacks on web servers and web
applications. Websites are tested for embedded malware and to employ multiple
testing techniques.

TASK 1 Lab Tasks

Testing Web

LS 1. To launch N-Stalker move your mouse cursor to die lower-left corner of
Application

your desktop and click Start.

M N-Stalker Web
Application Security
Scanner 2012 Enterprise
Edition provides the most

complete and effective Widons Sdver 212 Ritc'Se Careickte Dat'ccat
suite of Web Security pAIgn

assessment checks to

enhance the overall security FIGURE 4.1: Windows Server 2012 Desktop view

of your Web Applications

against a wide range of 2. Click die N-Stalker Free 2012 app to launch it.

vulnerabilities and
sophisticated hacker
attacks.
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Start Ahirdre £
CerrpUer Tai g&%? O'Googree

M N-Stalker also allows *] * o

you to create your own

assessment policies and 9@?“ Natepad

requirements, enabling an & 1D i

effective way to manage )

your application’s SDLC, kamet’.  Hpov  hode

including die ability to - a W

control information
exposure, development
flaws, infrastructure issues
and real security —
vulnerabilities that can be
explored by external agents.
FIGURE 4.2: Windows Server 2012 Start menu Apps

3. Click die Update button to update die N-Stalker database in die main
window of N-Stalker as shown 111 die following screenshot.
afne’51" e

* -4 7 & fw a "

-Stalker

b loeurty iMIigatKC iorvee

0 Web Security
Intelligence Service (WSIS)
is provided by WSI Labs
and will ensure you always
get the latest updates
available for N-Stalker Web
Application Security
Scanner as well as for its
attack signature database.
New 0-day exploits and
common vulnerabilities will
be added on daily or weekly

basis, giving you the ability FIGURE 4.3: N-Stalker Mainwindow
to scan you Web Server i . . . .
infrastructure periodically 4. A software disclaimer pop-up will appear. Click OK to continue.

against the latest threats. .
N Sfafcer\Web T v

°© eEEEE * T r i AJF ¥

-Stalker K Suliter Fres Edition 1

Will 15 » 3] MHIyim* 5-vies

N-iuikw pre<totor

NSUkifUplanart limeedmEraUxorand b

M System Requirement: Mode Wttt G g
.NET FrameWork V2.0 or POrE*5VIL  TOAHBATQID)

higher, you can Download @K MW W "

.NET FrameWork V2.0 . e l«l

From Microsoft.

FIGURE 4.4: N-Stalker Free Edition pop-up

5. N-Stalker will start updating the database; it will take some time to update.
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M To run N-Stalker
Web Application Security
Scanner appropriately,
there are minimum
requirements to be met:

« 128MB RAM (available to
N-Stalker)

« At least 500MB Hard
Disk free space (caching
purposes)

*Win32 Platform (Win
2000, XP, 2003 or Vista
and later)

« Internet connection to
download N-Stalker
database/software updates

M You may modify N-
Stalker's cache options to
avoid web pages from
being permanently stored
in Jour hard disk. This
might be useful to preserve
disk space on large
assessments
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(VROHM

-Stalker NBtilka PrM fearior =

toSeauriy latclqotics same*

*! mn n
AT,
»an 10H
3nawtrPK*awlwto *'1* Hi INKum 1
d aw SWit* Bat INH
h IMH
Ao, WNOT Ir»e 0%
fo 1 x

FIGURE 4.5: N-Stalker database updating status

After updating is complete, click Start to start anew scanning session.

" - D x

-Stalker

Web Seautfer Utelkienco Sd

FIGURE 4.6: N-Stalker database updated

111 N-Stalker Scan Wizard, enter die URL as http://10.0.0.2/realhome/ (diis
IP address is where die realliome website is hosted).

Set die Scan Policy as OWASP Policy, and click Next.
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M To run N-Stalker
Scanner from command
line, you will need a scan
session policy that will
contain policies, host
information and specific
configurations needed to
run the entire session.

ca N-Stalker HTTP
Brute Force tool does what
the name says. It is an
HTTP authentication brute
force tool that works by
taking a web macro and
attempting to run a series
of authentication requests
to obtain valid credentials
(you may provide your own
user and password list).

M N-Stalker Web Proxy
is a combination of web
proxy and HTTP
inspection tool. It includes
a full Web Proxy support
(for external browsers)
along with an event-driven
interception mechanism,
that allows you to inspect
HTTP communications
(even SSL) based on
keyword matching.
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N-Stalker Scan Wizard m

Start Web Application Security Scan Session
You must enter an URL and choose policy Scan Settings may be configured

»r Web Application URL

B ] |http://10.0.0.2/reafrome/
(E.g: hitp:/MVww.exampte.tl. htips, www test UVrt-alDirectory.. etc)
Choose Scan Policy
| Choose URU Policy JEl
Optmze Settings Load Scan Session

Review Summary

131 -

Start Scan Sesson (You may toad scan setting* from prevousty uv«d *can *essmor)

Load Spider Data

(You may toad sprier sata from provousty uvM *car iMicni)
O Use local cache from preveusly saved sesson (Avoid new web crawling)

FIGURE 4.7: N-Stalker Choosing URL and Policy
9. Click .Yes 11 die URI Restriction Found pop-up to continue.

URl Restriction Found

You have provided the following page/directory pattern:
[/realhome/]

Do you want to restrict your scan to the above directory only?

Yes ( No

FIGURE 4.8: N-Stalker URI Restriction Found pop-up
10. 1M1 Optimize Settings, click Next to continue.

N-Stalker Scan Wizard

Start Web Application Security Scan Session
You must enter an URL and choose policy. Scan Settings may be configured

Optimizing Settings

Ihttp://10.0.0.2/reatx)me/
(You may choose to run a s*r*s of tests to alow for opbmaaton or obck Next to oont~ue)

Optimize Results  Authentication ~ False Postive ~ Engme Miscellaneous

Choose URL & Pobcy Optimization Progress
Optimize Settings
Review Summary Press “Optimize" to optimize scan setting
Start Scan Session Optimization Results

Avg Response Conn Failures

|Scan Setllngsj Optimize ~ Back Cancel Next A

FIGURE 4.9: N-Stalker Optimize Settings

11. Click Yes 111 die Optimize Settings pop-up.
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M  Tlie term "GHDB"
was allegedly coined by
Johnny Long, which started
to maintain a number of
"google-based" queries that
would eventually reveal
security flaws in websites
(without one having to scan
the site direcdy for that
vulnerability).

M This is a string
encoding tool which is
useful to encode/decode
data on multiple formats
used by Web Applications.

0 Thisis aWeb Server
Discovery tool which will
attempt to discover HTTP
servers and fingerprint
them to obtain dieir
platform version. It might
run based on afile list or IP
range.
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Settings Not Optimized

You haven't optimized your scan settings yet
but we strongly recommend you to do that.

Do you want to continue anyway?

L Yes......... 1 No

FIGURE 4.10: N-Stalker pop-up

12. On die Review Summary tab, click Start Session to continue.

Choose URL & PoScy
Optmze Settings
Review Summary

Start Scan Sesson

13. Tlie N-Stalker
continue.

N-Stalker Scan Wizard X

Start Web Application Security Scan Session
You must enter an URL and choose policy. Scan Settings may be configured

Review Summary

|http://10.0.0.2/reaJhome/

Scanning Settings

Scan Setting Value
Host Information P: [10.0.0.2] Port: [80] SSL: [no]

* Restricted Directory Ireahome/

= Policy Name OWASP Pofccy

« False-Positrve Settings ~ Enabled for MuKpie Extensions Enabled for 404 pages N
Enabled (recommended n most cases)
Max URLs [500] Max Per Node [30] Max Depth [0]

JS [Execute/Parse] External JS [Deny] JS Events [Execute

= New Server Dttcovery
Spider Engine
< HTML Parser

B

= Server Technologies N/A
= Alowed Hosts No addtonal hosts configured v
Scan Settings « Back Cancel Start Session

FIGURE 4.11: N-Stalker Review Summary

Free Edition pop-up displays a message. Click OK to

N-Stalker Free Edition

N-Stalker Free Edition has a restriction to crawl only the first
500 pages within the same scan session. For more information
about our Commercial Edition, please, contact us:

E-mail: sales@ nstalker.com
Phone: +55-11-3675-7093 (GMT-0300)

FIGURE 4.12: N-Stalker Free Edition pop-up

14. Click Start Scan after completing die configuration of N-Stalker.
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M Google Hacking
Database (GHDB) Tool is
a unique application that
will allow you to search for
"google-like" queries within
a saved spider data. N-
Stalker, GHDB Tool can
be invoked by clicking on
"GHDB Tool" button
under "Miscellaneous
Tools™:

CQ HTTP Load Tester is
a performance tester tool.
It will run a Web Macro on
a concurrent basis (up to
you to decide how many
instances) and will provide
areport on number of
connection failures and
success.

md Macro Recorder is a
tool to manage "Web
Macros" within N-Stalker
Web Application Security
Scanner.
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15. You can view scanning details as shown in the following screenshot.

FIGURE 4.14: N-Stalker Start Scan Status

16. N-Stalker will scan die site widi four different mediods.

FIGURE 4.15: N-Stalker Scanning methods

17. 11 the left pane, die Website tree displays die pages of the website.
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M "Web Macro" is a
user-provided navigation
script that is usually
recorded using aweb
browser and aweb proxy
tooL. Macro Recorder
allows you to insert manual
URLSs as well and you must
choose between an
authentication or
navigation macro.

FIGURE 4.16: N-Stalker Website Tree

18. 111 Results Wizard, select the relevant options as shown 111 die following

screenshot and click Next.
M  An authentication
Web Macro is used to Results Wizard
authenticate N-Stalker's

against Web Forms or any i ed successfully.
other of user interaction
based authentication.

Session Management Options

| ¢ Save scan results |

O Discard scan results

Next Steps
Total Scan Time

0 Hour(s) 4 Hinute(s)

O Close scan session and return to main screen

O Open N-Stalker Report Manager

Total Vulnerabilities - .
® |<eep scan session for further analysis]

High: 0
Medium: 0
Low: 2
Info: 10

FIGURE 4.17: N-Stalker Results Wizard

19¥J . N-Stalker displays the summary of vulnerabilities. Click Done.

As applications
provide both a mean to
login and logoff,
Authentication Macros
have a "logout detection”
control that can be
configured to prevent
accidental logoff.
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Results Wizard m

Scan Session has finished successfully.

L N-Stalker found 12 vulnerabilities
M A navigation Web

Macro is used to provide a Ssummary

specific path widiin the - . A
application to be followed m'ﬁ'znpgsjem o
A H Ol el es
by N-Stalkers spider High Vulnerabilities 0
engine. Medium Vulnerabilities 0
Low Vulnerabilities 2
Total Scan Time Info Vulnerabilities 10
0 Hour(s) 4 Minute(s) Total Hosts Found 1 =
Total HTTP Cookies 0
Total Vulnerabilities Total Directories Found o]
High: 0 Total Web Forms Found 3
Medium: 0 Total Password Forms 0
Low : 2 Total E-mails Found 0
Into: 10 Total Client Scripts 9
3
Your request has been successfully processed.
| Dore
M When you are FIGURE 4.18: N-Stalker Summary
generating reports, N-
Stalker allows you to 20. You can view die complete scan results o f die URL 111 the main dashboard

customize template and .
data that will be used to ot die N-Stalker.

%e;tirzfeg;‘ih‘:'e"::]zep‘m- oy Aopicaicscoyy Seavke 2012 ~oc ol 1
technical reports allow for
that customization.

& Go0o* Maeknc n«*jlb*a# (GHOO) Signature Found

o IaQ.R 1«DMO0>M»onad.ocnalom

M These macros can use
any URLs and will not be
prevented from calling
external services widiin N-
Stalker's spider engine.
FIGURE 4.19: N-Stalker Dashboard

Lab Analysis

Analyze and document the results related to die lab exercise. Give your opinion on
your target’s security posUire and exposure.

Tool/Utility Information Collected/Objectives Achieved

Scan session successfully processed with 12

N-Stalker I
vulnerabilities detected
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PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Questions

1. Analyze how to speed up die scanning process and reduce the number of
pages the IBM Rational AppScan finds.

Evaluate whether it is possible to perform scans against live production

environments with IBM Rational AppScan. Will that cause damage or hurt
the site?

3. Analyze how variables can be implemented 111 a multi-step sequence with
IBM Rational AppScan.

Internet Connection Required
O Yes 0O No
Platform Supported

0 Classroom 0 1Labs
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	SQL Injection

	Lab Scenario

	Lab Objectives

	■	Extracting basic SQL injection flaws and vulnerabilities

	■	Testing web applications for blind SQL injection vulnerabilities


	Lab Environment

	Lab Duration

	Overview of SQL Injection

	Lab Analysis


	SQL Injection Attacks on MS SQL Database

	Lab Scenario

	Lab Objectives

	Lab Environment

	Lab Duration

	Overview of SQL Injection Attacks

	Lab Tasks

	11.	Enter die query

	12.	After executing the query you will be redirected to die login page; tins is normal.

	13.	Try juggyboy as the username, and juggy123 as the password to log in.

	14.	Click Login or press Enter.


	15.	If no error message is displayed on die web page, it means diat you liave successfully created your login using SQL injection query.

	16.	To verify whether your login has been created successfully, go to the login page, enter juggyboy 111 the Login Name field and juggy123 111 the Password field, and click Login.


	M TAS* 3	TASK3

	20.	111 the Login Name field, type

	and leave the Password field empty. Click Login.

	21.	111 tins query, juggyboy is the name of the database.

	22.	No error message or any message displays on die web page. It means diat die site is vulnerable to SQL injection and a database with die name juggyboy has been created at die database server.

	23.	When you open Microsoft SQL Server Management Studio, under Database you can see the created database, juggyboy.

	24.	Open a web browser, type http://localhost/realhome 111 the address bar, and press Enter.

	Attack	25.	The	Home	Page	of	Real	Home	is	displayed.

	26.	Li die Login name held, type


	27.	111 the above query, you are performing a ping for the www.cert1i1edhacker.com website using an SQL injection query: -I is the send buffer size, and -t means to ping the specified host until stopped.

	28.	The SQL injection query starts pinging die host, and die login page shows a Waiting for localhost... message at the bottom left side of die window.

	29.	To see whether die query has successfully executed or not and ping is running, open your Task Manager window.

	31.	Tins process is die result of die SQL injection query diat you entered 111 die login held of the website.



	Lab Analysis

	Analyze and document the results related to die lab exercise. Give your opinion on your target’s security posture and exposure.



	Testing for SQL Injection Using IBM Security AppScan Tool

	Lab Scenario

	Lab Objectives

	Lab Environment

	Lab Duration

	Overview of Testing Web Applications

	Lab Tasks

	3.	Click die IBM Security AppScan Standard app from Start menu apps.

	4.	The main window of IBM Security AppScan — appears; click Create New Scan... to start die scanning.

	Note: 111 die evaluation version we cannot scan otiier websites.

	6.	111	die	Scan	Configuration	Wizard,	select	Web	Application Scan, and click

	7.	111	URL	and	Servers	options,	leave	the	settings as their defaults and click

	11.	When die Auto Save window prompts you to save automatically during scan, click Yes to save die file and proceed to scan.


	Note: It will take a lot of time to scan die complete site; 111 diis lab we have stopped before scanning is complete.

	13.	After die scan is complete, die application lists all die security issues and vulnerabilities 111 die website.

	14.	Results can be displayed 111 diree views: Data, Issues, and Tasks.

	15.	To view die vulnerabilities and security issues in particular website click die Issues tab.

	16.	To analyze die scan results, click any of die results, such as SQL Injection, to list all die links diat are vulnerable to SQL injection.

	17.	Click die Advisory tab 111 die bottom pane ot die window to see the severity ot diat particular link.


	19.	After Rational AppScan assesses your site's vulnerability, you can generate customized reports configured for die various personnel 111 your organization.

	20.	You can open and view die reports from within Security AppScan, and you can save a report as a tile to be opened with a tlurd-party application.

	21.	To generate a report, select Tools -> Report.... The Create Report window appears.


	22.	Select die type of report to generate, check options, and click Save Report...,


	Lab Analysis

	Analyze and document the results related to the lab exercise. Give your opinion on your target’s security posture and exposure.


	Questions


	Testing for SQL Injection Using WebCruiser Tool

	Lab Scenario

	Lab Objectives

	Lab Environment

	Lab Duration

	Overview of Testing Web Applications

	Lab Tasks

	Enter die URL diat you want to scan; 111 tins lab we are scanning http://10.0.0.2/realhome/ (diis IP address is where die realliome website is hosted).

	4.	A software disclaimer pop-up will appear; click .OK to continue.


	Lab Analysis

	Questions


	Testing for SQL Injection Using N- Stalker Tool

	Lab Scenario

	Lab Objectives

	Lab Environment

	■	N-Stalker located at D:\CEH-Tools\CEHv8 Module 14 SQL lnjection\SQL Injection Detection Tools\N-Stalker Web Application Security Scanner


	Lab Duration

	Overview of Testing Web Applications

	Lab Tasks

	Lab Analysis

	Questions



