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Sniffing a Network

A packetsniffer is a type of program that monitors any bit of information entering
or leaving a netirork. It is a type ofplug-and-play J)iretap device attached to a
computer that eavesdrops on netirork traffic.

Lab Scenario

Sniffing is a teclniique used to intercept data 11 information security, where many
of the tools that are used to secure the network can also be used by attackers to
exploit and compromise the same network. The core objective of sniffing is to steal
data, such as sensitive information, email text, etc.

Network sniffing involves intercepting network traffic between two target network
nodes and capturing network packets exchanged between nodes. A packet sniffer
is also referred to as a network monitor that is used legitimately by a network
administrator to monitor the network for vulnerabilities by capuinng the network
traffic and should there be any issues, proceeds to troubleshoot the same.

Similarly, smtfing tools can be used by attackers 111 promiscuous mode to capmre
and analyze all die network traffic. Once attackers have captured the network traffic
they can analyze die packets and view the user name and password information 11
a given network as diis information is transmitted 1 a cleartext format. Au attacker
can easily intnide into a network using tins login information and compromise odier
systems on die network.

Hence, it is very cnicial for a network administrator to be familiar with network
traffic analyzers and he or she should be able to maintain and monitor a network
to detect rogue packet sniffers, MAC attacks, DHCP attacks, ARP poisoning,
spoofing, or DNS poisoning, and know the types of information that can be
detected from the capmred data and use the information to keep the network
running smoodilv.

Lab Objectives

The objective of this lab is to familiarize students with how to sniff a network
and analyze packets for any attacks on the network.

The primary objectives of tins lab are to:
m  Sniff the network
m  Analyze incoming and outgoing packets

m  Troubleshoot the network for performance
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m  Secure the network from attacks

Lab Environment

111 tins lab, you need:
m A web browser with an Internet connection

m Administrative privileges to mil tools

Lab Duration

Time: 80 Minutes

Overview of Sniffing Network

Sniffing is performed to collect basic information from the target and its network.
It helps to tind vulnerabilities and select exploits for attack. It determines network
information, system information, and organizational information.

Lab Tasks

Pick an organization that you feel is worthy of your attention. Tins could be an
educational institution, a commercial company, or perhaps a nonprofit charity.

Recommended labs to assist you 111 sniffing the network:
m Sniffing die network using die Colasoft Packet Builder
m Sniffing die network using die OmniPeek Network Analyzer
m Spooling MAC address using SMAC
m Sniffing the network using die WinArpAttacker tool
m Analyzing the network using the Colasoft Network Analyzer
m Sniffing passwords using W ireshark
m Performing man-in-tlie-middle attack using Cain & Abel

m Advanced ARP spoofing detecdon using XArp

Detecting Systems running 11 promiscuous mode 11 a network using
PromqgryUl

m Sniffing a password from captured packets using Sniff - O - Matic

Lab Analysis

Analyze and document the results related to the lab exercise. Give your opinion on
your target’s secuntv posture and exposure through public and free information.
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PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

CEH Lab Manual Page 587 Ethical Hacking and Countenneasures Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited.



ICON KEY

/ Valuable
information

S  Testyour
knowledge

W Web exercise

Workbook review

t*"Tools
demonstrated in
this lab are
available in
D:\CEH-
Tools\CEHv8
Module 08
Sniffing

CEH Lab Manual Page 588

Module 08 - Sniffers

Sniffing the Network Using the
OmniPeek Network Analyzer

Own/Peek is a standalone network analysis tool used to solve networkproblem.

Lab Scenario

From the previous scenario, now you are aware of the importance of network
smtting. As an expert ethical hacker and penetration tester, you must have sound
knowledge of sniffing network packets, performing ARP poisoning, spooling the
network, and DNS poisoning.

Lab Objectives

The objective of tins lab is to reinforce concepts of network security policy, policy
enforcement, and policy audits.

Lab Environment

111 tins lab, you need:

OmniPeek Network Analyzer located at D:\CEH-Tools\CEHv8 Module 08
Sniffing\Sniffing Tools\OmniPeek Network Analyzer

m  You can also download the latest version ol OmniPeek Network Analyzer
from the link
http://www.wildpackets.com/products/omnipeek network analyzer

m |fyou decide to download die latest version, dien screenshots shown 111
the lab might differ

m A computer running Windows Server 2012 as host machine
m  Windows 8 running on virtual machine as target machine
m A web browser and Microsoft .NET Framework 2.0 or later

m  Double-click OmniPeek682demo.exe and follow the wizard-driven
installation steps to install OmniPeek682demo.exe

m  Administrative privileges to run tools

Ethical Hacking and Countenneasures Copyright © by EC-Council
All Rights Reserved. Reproduction is Stricdy Prohibited.


http://www.wildpackets.com/products/omnipeek

Module 08 - Sniffers

Lab Duration

Tune: 20 Minutes

Overview of OmniPeekNetwork Analyzer

OmniPeek Network Analyzer gives network engineers real-time visibility and expert
analysis of each and every part ol the network from a single interface, winch
includes Ethernet, Gigabit, 10 Gigabit, VolP, video to remote ottices, and 802.

Lab Tasks
™MTASK 1 1
2012.
Installing
OmniPeek 2

Network Analyzer

Install OmniPeek Network Analyzer on die host machine Windows Server

Launch the Start menu by hovering die mouse cursor on die lower left
corner of die desktop.

FIGURE 1L1:Windows Server 2012 —Desktop view

3. Click die WildPackets OmniPeek Demo app 11 die Start menu to launch

£8<lOmniPeek Enterprise
provides users with the
visibility and analysis they
need to keep Voice and
Video applications and
non-media applications
running optimally on die
network
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FIGURE 1.2: Windows Server 2012 —Start menu
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m To deploy and
maintain Voice and Video
over IP successfully, you
need to be able to analyze
and troubleshoot media
traffic simultaneously with
the network the media
traffic is running on

Starting New
Capture

ffll OmniPeek Network
Analyzer offers real-time
high-level view of the entire
network, expert analyses,
and drill-down to packets,
during capture.
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4. The main window of WildPackets OmniPeek Demo appears, as shown 1

die following screenshot.

New Capture

e o OmOPWK!

Reteat rlit* Ixalior

luulluim
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OtkuranUtion

WMV Jnlid
IMIMKtDUppan

VMM MENMIVIKHRatFiviwe CO »

6mi»ed
fijL_=t
*
OpenCapture File  VAv*OnrlEnor»4  StartMontor
Stmixry
Swmwj
Retouce
1xdn QO
MN\idPacketj

FIGURE 1.3: OmniPeek main screen

5. Launch Windows 8 Virtual Machine.

6. Now, 11 Windows Server 2012 create an OmniPeek capture window as

follows:

a. Click die New Capture icon on die main screen of OmniPeek.

b. Mew die General options 11 die OmniPeek Capture Options dialog

box when it appears.

c. Leave die default general settings and click OK.

Capture Options ~ vEthernet (Realtek PCle GBE Family Controller - Virtu 1 1 !

General General
Adapter
&2]1 Capture title: Capture 1
Triggers .
) O Continuous capture
Filters
Statistics Output O Capture to disk
Analysis Options File path:
C:\Users\Administratorpocuments\Capture 1- O
File size: | 256 :* megabytes
[1] Stop saving after | 1000 megabytes
| IKeep most recent 10 1= files (2,560 MB)
1 INew file every 1
| ILimit each packetto 128 3+ bytes
O Discard duplicate packets
Buffer size: | 100 *  megabytes

(0]

Show this dialog when creating a new capture

Cancel Help

FIGURE 1.4: OmniPeek capture options - General

Ethical Hacking and Countenneasures Copyright © by EC-Council
All Rights Reserved. Reproduction is Stricdy Prohibited.



[03 Network Coverage:

W ith the Ethernet, Gigabit,
10G, and wireless
capabilities, you can now
effectively monitor and
troubleshoot services
running on your entire
network. Using the same
solution for
troubleshooting wired and
wireless networks reduces
the total cost o f ownership
and illuminates network
problems that would
otherwise be difficult to
detect.

£ Q Dashboards display
important data that every
network engineer needs to
know regarding the
network without spending
lots of time analyzing the
captured data.
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d. Click Adapter and select Ethernet 111 die list for Local machine. Click

OK.

General
|Adapter*

802.11

Triggers

Filters

Statistics Output
Analysis Options

Capture Options ~ Ethernet

Adapter

00

>ee(0 File
9y Module: Compass Adapter
-a 8 Local machine: WIN-MSSELCK4K41
M | Local Area Connection* 10
M . Ethernet]
m9 vSwitch (Realtek PCle GBE Family Controller ~ Virtual
|- mp vEthernet (Realtek PCle GBE Family Controller ~ Virfa
\-m vSwitch (Virtual Network Internal Adapter)
m5 vEthernet (Virtual Network Internal Adapter)

<E ]

Property Description

Device Realtek PCle GBE Family Controller
Media Ethernet

Address DO: :36

Link Speed 100 Mbits/s

WildPackets API No

Cancel Help

FIGURE 15: OmniPeek capture options - Adapter

7. Now, click Start Capture to begin capturing packets. The Start Capture
tab changes to Stop Capture and traffic statistics begin to populate the
Network Dashboard w1 die capture window of OmniPeek.

Wid= -
W .. VVIig-»t- &rJ u , .Bi»eIQEj F

‘OmniPeek

sitn @ vaptatpedes

Utiblitton / Mmt.s Window* (I Smand Assr1ue)

lop Protocol*

FIGURE 1.6: OmniPeek creating a capture window
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m)nuiiPeek

Professional expands the
capabilities of OmniPeek
Basic, extending its reach
to all small businesses and
corporate workgroups,
regardless of the size of the
network or the number of
employees. OmniPeek
Professional provides
support for multiple
network interfaces while
still supporting up to 2
Omni Engines acting as
bodi a full-featured
network analyzer and
console for remote
network analysis.

m Hie OmniPeek Peer
Map shows all
communicating nodes
within your network and is
drawn as avertically-
oriented ellipse, able to
grow to the size necessary.
It is easy to read the maps,
the diicker the line between
nodes, the greater the
traffic; the bigger die dot,
the more traffic through
that node. The number of
nodes displayed can also be
limited to die busiest
and/or active nodes, or to
any OmniPeek filters that
mav be in use.
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8. The captured statistical analysis of die data is displayed o1 die Capture tab
of die navigation bar.

*eyn. y. 3. %

—whwfa Fhrhiw
Netwarfc inaifrffun 5 Minute Window (1 Second Average)

LA

20%
20017 12« IBM&EL

2617615226

10002 10008 1BIAFB 0 s,

0102110 " 364202 6388167 6667222 o TP

PG 1QP

9 Bhdnat Retdts 1973 Dutica: 00125
FIGURE 1.7: OmniPeek statistical analysis of die data

9. To view die captured packets, select Packets 111 a Capture section ol die
Dashboard 11 die left pane ot die window.
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FIGURE 1.8: OmniPeek displaying Packets captured
10. Similarly, you can view Log. Filters. Hierarchy, and Peer Map by selecting
die respective options 11 the Dashboard.

11. You can view die Nodes and Protocols from die Statistics section of die
Dashboard.

Ethical Hacking and Countermeasures Copyright © by EC-Council
All Rights Reserved. Reproduction is Stricdy Prohibited.



Module 08 - Sniffers

m On-the-Fly Filters:
You shouldn't have to stop
your analysis to change
what you're looking at.
OmniPeek enables you to
create filters and apply
diem immediately. The
WildPackets “select
related” feature selects the
packets relevant to a
particular node, protocol,
conversation, or expert
diagnosis, with a simple
right click of die mouse.

FIGURE 1.9: OmniPeek statistical reports of Nodes

12. You can view a complete Summary of your network from tlie Statistics
section of the Dashboard.

£Q Alarms and
Notifications: Using its
advanced alarms and
notifications, OmniPeek
uncovers hard-to-diagnose
network problems and
notifies the occurrence of
issues immediately.
OmniPeek alarms query a
specified monitor statistics
function once per second,
testing for user-specified
problem and resolution

conditions.
FIGURE 1.10: OmniPeek Summary details
13. To save the result, select File"*Save Report.
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OmniPtek -0 x 7
Fle | fH UM tooit <rtl'OmniPvefc
ier3 TA«Luuiivwij o« id.
>
i * ua3” i
amw -
5150012
2125
M2
m  Using OmniPeek’s
local capture capabilities,
centrali2ed console
distributes OmniEngine g
intelligent software probes, m.Jaw S
Omtiipliance®,
Timeline™ network
recorders, and Expert
) n
Analysis. o

Lot Plikfta 2000 Dumal 001.B

FIGURE 1.11: OnuiiPeek saving die results

14. Choose the format of the report type from die Save Report window and
dien click Save.

Save Report

2e 1Report type:
pull PDF Report jv

Q Report folder:

C:\Users\Administratordocuments Reports\Capture 1
m  Engineers can
monitor tlieir entire

network, rapidly Report description

troubleshoot faults, and fix PDF reports contain Summary Statistics, Node Statistics, Protocol
problen:(s to.mammdlze Statistics, Node/Protocol Detail Statistics, Expert Stream and Application
network uptime and user Statistics, Voice and Video, Wireless Node and Channels Statistics, and

satisfaction.
graphs.

Save Cancel Help

FIGURE 1.12: OnuiiPeek Selecting the Report format

FKjUKfc. 1.12 (Jmml-'eek Selecting the Report tomiat

15. The report can be viewed as a PDF.
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m Compass Interactive
Dashboard offers both
real-time and post-capture
monitoring o f high-level
network statistics with drill
down capability into
packets for the selected
time range. Using the
Compass dashboard,
multiple files can be
aggregated and analyzed
simultaneously.
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OmniPeek Report: 9/15/2012 12:21:22
©OmniPeek Report

A ft Dashboard
-"tf Statistics
12 Summary
12 Nodes
12 Protocols
®1? Expert
17 Summary
Flows

Start: 9/15/2012 12:02:46, Duration: 0:01:25

Total Bytes: 1014185. Total Packets: 2000

17 Application
L Voice & Video
*'Lf Graphs

1 Packet Sues

1/ Network
Utilisation
(bits/s)

I Network
Utilization
(percent)

(? Address
Count
Comparisons

” Ap§ |§atlnn

Tools  Sign  Comment
Bodanarfa Summary Statistics. Reported 9/15/2012 12.21.22
, B* fte
3 i? OmniPeek Report —
& Dashboard
-'tf Statistics
1P Summary Start Date
Start Time
(? Nodes Duration
12 Protocols
Expert Group. Network
12 Summary
Total Bytes 1014185
?
(2 Fows Total Packets N'A
1?7 Applications Total BIO Kic. 5t 1061 0105
1f Voce & Video Total Multicast 6933 63 0585
Average Utilisation (percent) 0096 0096 0096
®ff Graphs Average Utilisation (blts/s) 95989 95089 95989
If Packet Sues Current Utilisation (percent) 0360 0360 0360 0360
If Network Current Utilization (bits/s) 360320 360320 360320 360320
Utlivat Max Utilization (percenl) 0.795 0795 0.795 0796
Hlization Max Utilization (bits/s) 79%656 794656 794656 794656
(bitsls)
12 Network
Utilization Group Errors
(percent) '
Total
12 Address RC
Frame Alignment
Comparisons Runt
ff Application Oversize

FIGURE 1.13: OmniPeek Reportin PD F format

Lab Analysis

Analyze and document the results related to the lab exercise.
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Tool/Utility Information Collected/Objectives Achieved

Network Information:

m  Network Utilization

m  Current Activity

" Leg

m Top Talkers bv IP Address
m  Top Protocols

Packets Information:

m Source

m Destination

m Size
OmniPeek m  Protocol

Network Analyzer Nodes Statistics:

Total Bytes for a Node
Packets Sent

Packets Received
Broadcast/Multicast Packets

Summary includes Information such as:

General
Network

Errors

Counts

Size Distribution

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.
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Questions

1 Analyze what 802.1111 adapters are supported 111 OmniPeek Network
Analyzer.

2. Determine how you can use the OmniPeek Analyzer to assist with firewall
rules.

3. Evaluate how you create a filter to span multiple ports.

Internet Connection Required
O Yes 0 No
Platform Supported

0 Classroom 0 !Labs
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Lab

Spoofing MAC Address Using SMAC

SM AC is apon eif/i1and easy-to-use tool thatis aM A C address changer (spoofer).
The tool can activate a newM A C address right after changing it automatically.

Lab Scenario

M the previous kb you learned how to use OmmPeek Network Analyzer to capture
network packets and analyze the packets to determine it any vulnerability is present
11 the network. If an attacker is able to capture the network packets using such tools,
he o1”she can gain information such as packet source and destination, total packets
sent and received, errors, etc., which will allow the attacker to analyze the captured
packets and exploit all the computers in a network.

If an administrator does not have a certain level of working skills of a packet sniffer,
it is really hard to defend intrusions. So as an expert ethical hacker and
penetration tester, you must spoof MAC addresses, sniff network packets, and
perform ARP poisoning, network spoofing, and DNS poisoning. 111tins lab you will
examine how to spoofa MAC address to remain unknown to an attacker.

Lab Objectives

The objective of tins lab is to reinforce concepts of network security policy, policy
enforcement, and policy audits.

1ltins lab, you will learn how to spoofa MAC address.

Lab Environment
111 the lab, you need:

m  SMAC located at D:\CEH-ToolIs\CEHv8 Module 08 Sniffing\MAC Spoofing
Tools\SMAC

®m You can also download the latest version ot SMAC from the link
http://www.klcconsulting.net/smac/default.hntm#smac27

m |t you decide to download the latest version, then screenshots shown 11
the lab might differ

Ethical Hacking and Countermeasures Copyright © by EC-Council
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ffisM AC is apowerful
yet easy-to-use and intuitive
Windows M AC address
modifying utility (MAC
address spoofing) which
allows users to change

M AC addresses for almost
any Network Interface
Cards (NICs) on the
Windows 2003systems,
regardless o fwhether die
manufacturers allow diis
option.

CQ smac works on die
Network Interface Card
(NIC), which is on the
Microsoft hardware
compatibility list (HCL).

Q=sJWhen you start SMAC
program, you must start it
as the administrator. You
could do this by right click
on die SMAC program
icon and click on "Run as
Administrator if not logged
in as an administrator.
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m A computer running Windows Server 2012 as Host and Windows Server
2008 as  tun Machine

m  Double-click smac27beta_setup.exe and follow the wizard-driven
installation steps to install SMAC

m  Administrative privileges to run tools

m A web browser with Internet access

Lab Duration

Time: 10 Minutes

Overview of SMAC

Spoofing a MAC protects personal and individual privacy. Many organizations
track wired or wireless network users via their MAC addresses. 111 addition, there are
more and more Wi-Fi wireless connections available these days and wireless
networks use MAC addresses to communicate. Wireless network security and
privacy is all about MAC addresses.

Spooling is carried out to perform security vulnerability testing, penetration testing
on MAC address-based authentication and authorization systems, i.e. wireless
access points. (Disclaimer: Authorization to perform these tests must be obtained
from the system’s owner(s)).

Lab Tasks

1 Launch die Start menu by hovering die mouse cursor on die lower-left
corner of die desktop.

4 Windows Server 2012

‘Windows Sewer 2012 Rdcttt Cardidatc Datacen!'
Bwdud.kn copy Build 81CC

& rcllT!In™H

FIGURE 2.1:Windows Server 2012 —Desktop view

2. Click die SMAC 2.7 app w1 die Start menu to launch die tool.
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FIGURE 2.2: Windows Server 2012 —Start menu

3. Tlie SMAC main screen appears. Choose a network adapter to spoof a
MAC address.

£ TASK 1

S poofi ng MAC % SMAC 2.7 Evaluation Mode - KLC Consulting: www.klcconsulting.net
Add ress File Vievr/ Options  Help
ID.éActlve isinoofed I Network Adapter IPAddressA
migi m I Hyper-V Virtual Ethernet Adapter #2 EM U ET
0017 Yes  No HypereV Virtual Ethernet Adaptei #3 169.254.103.138 0L

17 Show O\ Active Network Adapters

Remove MAC

New Spoofed MAC Address RestartAdapter  \ IPConfig

Random MAC List

Refresh Exit
Spoofed MAC Address Network Connection
|Not Spoofed J  |vEthernet (Realtek POe GBE Famdy Controller «Virtual Switch)
Active MAC Address Hardware ID. %
po-rrr-m A | |vms_mp

Disclaimer: Use this program at your own risk. We ate not responsible fot any damage that may occur to any system
This program is not to be used for any illegal or unethical purpose Do not use this program if you do not agree with

E Q smac helps people to
protect their privacy by

hiding dieir realM AC FIGURE 2.3: SMAC main screen
Addresses in the widely
available W i-Fi Wireless 4. To generate arandom MAC address. Random.
Network.
Update MAC Remove MAC
Restart Adapter IPConfig
Random MAC List
Refresh Exit

FIGURE 24: SMAC Random button to generate M AC addresses

5. Clicking die Random button also inputs die New Spoofed MAC Address to
simply MAC address spoofing.
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m SMAC also helps
Network and IT Security
professionals to
troubleshoot network
problems, test Intrusion
Detection / Prevention
Systems (IDS/IPS,) test
Incident Response plans,
build high-availability
solutions, recover (MAC
Address based) software
licenses, and etc.

£Q sm \c does not
change die hardware
bumed-in MAC addresses.
SM\C changes the
software-based IMAC
addresses, and die new

M A C addresses you change
are sustained from reboots.
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6.
7.

10.

11
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SMAC 2.7 Evaluation Mode - KLC Consulting: www.klcconsulting.net -ra I
File View Options Help
ID | Active | Spoofed | Netwenk Adapter
0015 Yes No Hyper-V Virtual Ethernet Adapter 82 10.0.0.2 DO 5
0017 Yes No Hyper-V Virtual Ethernet Adapter #3 169.254.103.138 (D=’ -m08
I* Show Only Active Network Adapteis Update MAC Remove MAC |
N fed MAC Ac ~o .
ew Spoofed MAC Address Restart Adapter | IPConfig
IE -] 05 -|FC -| 63 -| 34 - O7 | xj )
Random MAC List
|SCHENCK PEGASUS CORP. [0005FC] —_ D Refresh Bxit
Spoofed MAC Address Network Connection
|Not Spooled IvEthemet (Realtek POe GBE Famdy Conliollei «Virtual Switch)
Active MAC Address Hardware 1D
|DO-»W « m36 Al vms_mp

Disclaimer: Use this program at your own risk. We are not responsible 101 any damage that may occur to any system
This program s not to be used for any illegal ot unethical purpose Do not use this progiam if you do not agree with

FIGURE 2.5: SMAC selecting anew spoofed M AC address
The Network Connection o1"Adapter display dieir respective names.

Click die forward arrow button 11 Network Connection to display die
Network Adapter information.

r
Network Connection
IvEthemet (Realtek PCle GBE Family Controller mVirtual Switch)

FIGURE 2.6: SMAC Network Connection information

Clicking die backward arrow button 11 Network Adapter will again display
die Network Connection information. These buttons allow to toggle
between die Network Connection and Network Adapter information.

r
Network Adapter
|Hyper-V Virtual Ethernet Adapter 82

FIGURE 2.7: SMAC Network Adapter information

Similarly, die Hardware ID and Configuration 1D display dieir respective
names.

Click die forward arrow button 111 Hardware

Configuration ID information.

ID to display die

Hardware ID
lvms_mp

FIGURE 28: SMAC Hardware ID display

Clicking die backward arrow button 111 Configuration ID will again display
die Hardware ID information. These buttons allow to toggle between die
Hardware ID and Configuration ID information.

Configuration ID
|{C7897B 39-EDBD-4M0-B E95-511FAE4588A1}

FIGURE 2.9: SMAC Configuration ID display
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12. To bring up die ipconfig information, click IPConfig.

S TAsK 2

Lo . Update MAC Remove MAC
Viewing IPConfig
Information Restart Adapter IPConfig
Random MAC List
, Refresh Exit j

FIGURE 2.10: SMAC to view7the information of IPConfig

13. Tlie IPConfig window pops up, and you can also save die information by
clicking die File menu at the top of die window.

File

Windows IP Configuration

Host Name :WIN-MSSELCK4K41
Primary Dns Suffix

Node Type : Hybrid

IP Routing Enabled :No

WINS Proxy Enabled :No

Ethernet adapter vEthernet (Virtual Network Internal Adapter):

Connection-specific DNS Suffix .

Description : Hyper-V Virtual Ethernet Adapter 83

€ Q t 1elPConfig Physical Address :00- -08

) ) ) . DHCP Enabled :Yes

information will show in ) i

the "View IPConfi Autoconfiguration Enabled....: Yes

N g Link-local IPv6 Address : fe80::6868:8573:b1b6:678a%19(Preferred)

Window. You can use the X .

File menu to save or print Autoconfiguration IPv4 Address. .: 169.254.103.138(Preferred)

tt:e IPCo:fi in;lorma;:ioln Subnet Mask $255.255.0.0

9 : Default Gateway

DHCPV6 IAID : 452990301
DHCPv6 Client DUID: 00-01 -00-01 m 1 - A-16-36
DNS Servers : fec0:0:0:ffff::1%1

fec0:0:0:ffff::2%1

Close 1

FIGURE 2.11: SMAC IPConfig information

14. You can also import the MAC address list into SMAC by clicking MAC List.

Update MAC Remove MAC
Restart Adapter IPConfig
Random MAC List
K Refresh i Exit

FIGURE 2.12: SMAC listing M AC addresses
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15. If there is 110 address in die MAC address held, click Load List to select a
JMAC address list tile you have created.

MAC List
<- Load List

CQ1lt Ile IPConfig
information will show in
the "View IPConfig
Window. You can use the
File menu to save or print
the IPConfig information.

Select

Close

No List

FIGURE 2.13SMAC MAC list window

16. Select die Sample MAC Address List.txt tile from the Load MAC List

window.
Load MAC List
0 2 When changing MAC
. mf " ProgramData » KLC » SMAC v C Search SMAC
address, you MUST assign
M AC addresses according Organize w  New folder r s m
to IANA Number
Assignments database. For = Desktop A Name Date modified Type

example, "00-00-00-00-00-
00" is not avalid MAC
address, therefore, even
though you can update this
address, it may be rejected
by the N I1C device driver
because it is not valid, and

4 Downloads —

i-1 LicenseAgreement.txt 6/6/200811:11 PM Text Document

jof Recent places
. , Sample_MAC_Address_List.txt

J|. SkyDrive

4/50/20061:23 PM Text Document

Libraries

0 Documents

TRUE MAC address will
be used instead.
Otherwise, "00-00-00-00-
00-00" may be accepted by
the NIC device driver;
however, the device will
not function.

CEH Lab Manual Page 603

J* Music
fcl Pictures
B Videos

Computer
U . Local Disk (G)
1 j Local Disk (DO

File name: |Sample_MAC_Address_List.txt %

Open pr

FIGURE 2.14: SMAC MAC Listwindow
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m

SMAC is created and

maintained by Certified
Information Systems
Security Professionals
(CISSPs), Certified
Information System
Auditors (CISAs),
Microsoft Certified Systems
Engineers (MCSEs), and
professional software
engineers.

m

SMAC displays the

following information
about a Network Interface
Card (NIC).
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Device ID

Active Status

N 1C Description
Spoofed status

IP Address

Active MAC address
Spoofed M \C Address
NIC Hardware ID

N 1C Configuration 1D

Module 08 - Sniffers

17. A list of MAC addresses will be added to die MAC List 11 SMAC. Choose a
MAC Address and click Select. This MAC Address will be copied to New
Spoofed MAC Address on die main SMAC screen.

% MAC List
0D= 199

(o] B

(o] B

(0D . -Er7

C:\ProgramD ata\KLC\S MAC\S ample_MAC_Address_List. txt

FIGURE 2.15: SMAC MAC Listwindow

18. To restart Network Adapter, click Restart Adapter, which restarts die
selected Network Adapter. Restarting die adapter causes a temporary
disconnection problem for your Network Adapter.

Update MAC
| Restart Adapter IPConfig
Random MAC List
Refresh Exit u

FIGURE 2.16 SMAC Restarting Network Adapter

Lab Analysis
Analyze and document die results related to die lab exercise.

Tool/Utility Information Collected/Objectives Achieved

Host Name
Node Type
MAC Address
IP Address
DHCP Enabled
Subnet Mask
DNS Servers

SMAC

Ethical Hacking and Countermeasures Copyright © by EC-Council
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PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Questions

1 Evaluate and list the legitimate use of SMAC.
2. Determine whether SMAC changes hardware MAC addresses.

3. Analyze how vou can remove the spoofed MAC address using die SMAC.

Internet Connection Required
O Yes 0 No
Platform Supported

0 Classroom 0 iLabs
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1 Valuable
information

Testyour
knowledge

Web exercise

€a Workbook review
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Sniffing a Network Using the
WinArpAttacker Tool

WinArpAttacker is aprogram thatcan scan, attack, detect, andprotect computers
on a localarea network (LAN).

Lab Scenario

You have already learned in the previous lab that you can conceal your identity by
spoofing the JMAC address. A1 attacker too can alter his o1"her MAC address and
attempt to evade network intrusion detection systems, bypass access control lists,
and impersonate as an authenticated user and can continue to communicate widiin
the network when die authenticated user goes offline. Attackers can also push MAC
flooding to compromise die security of network switches.

As an administrator, it is very important for you to detect odd MAC addresses o11
the network; you must have sound knowledge of footprinting, network protocols
and their topology, TCP and UDP services, routing tables, remote access (SSH o1~
VPN), and authentication mechanisms. You can enable port security o11 the switch
to specify one or more MAC addresses tor each port. Another way to avoid attacker
sniffing o11 your network is by using static *ARP entries. 111tins lab, you will learn to
run the tool WinArpAttacker to smtt a network and prevent it from attacks.

Lab Objectives

The objectives of tins lab are to:

m Scan. Detect. Protect, and Attack computers o1 local area networks
(LANS):

m Scan and show the active hosts o11 the LAN widiin a very short time
period of 2-3 seconds

m  Save and load computer list tiles, and save the LAN regularly for a new
computer list

m  Update the computer list 11 passive mode using sniffing technolog}~

Ethical Hacking and Countenneasures Copyright © by EC-Council
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~~Tools
demonstrated in
this lab are
available in
D:\CEH-
Tools\CEHv8
Module 08
Sniffing

WinARPAttacker
works on computers

rumiing Windows /2003.

*TA S K 1

Scanning Hosts

on the LAN
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Freely provide information regarding die type of operating systems they
employ?

Discover the kind ot firewall, wireless access point and remote
access
Discover any published information on the topology of the network

Discover if the site is seeking help for IT positions that could give
information regarding the network services provided by the
organization

Identity actual users and discover if they give out too much personal
information, which could be used for social engineering purposes

Lab Environment

To conduct the lab you need to have:

WinArpAttacker located at D:\CEH-Tools\CEHv8 Module 08 Sniffing\ARP
Poisoning Tools\WinArpAttacker

You can also download the latest version ot WinArpAttacker trom the link
http://www.xfocus.net

Ifyou decide to download the latest version, then screenshots shown in
the lab might differ

A computer running Windows Server 2012 as host machine
Windows 2008 mnning on virtual maclune as target maclune
A computer updated with network devices and drivers
Installed version ot WinPcap dnvers

Double-click WinArpAttacker.exe to launch WinArpAttacker

Administrative pnvileges to run tools

Lab Duration
Time: 10 Minutes

Overview of Sniffing

Sniffing is performed to collect basic information of a target and its network. It
helps to find vulnerabilities and to select exploits for attack. It determines network
information, system information, and organizational information.

Lab Tasks

1
2.

Launch Windows 8 Yutual Maclune.

Launch WinArpAttacker 11 the host maclune.

Ethical Hacking and Countemieasures Copyright © by EC-Council
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Untitled  WinArpAttackw 3.5 20066.4 poTTMA
Fte lean Attack Dctect options View Help
o A * »aa* q.

Caution:This program Xev opsn  s&e scan " stopsendiiat Cpflu*ascut
is dangerous, released just Ho::~" ¢ | Online ~ SnitfL.  Attack APSQ | AP | APRQ 1ADRP | Packets ( Teffio(d ]
for research. Any possible
loss caused by this program
bears no relation to the
author (unshadow), if you
don’t agree with this, you
must delete it immediately.

| AtiHot! | FitetHovl | Fifs(tH(KE2 [ Count |

10001 00m:
10003 00-

10.004 00

10.005 o]
10007 00 e
10008

10002% FF-

16*2542562%5  F*
240022 01*

—HNSAH<E1200<—
war Relew! m tsenored.ovie 11«ty

r % s ML
térms :» 1000V treptogrir ruy 981 119y
16 3GW taao.| Q0 Off: 0 Sniffing: :

KeeDDfe = y 163GW Q0L O 0 Off, 0 Sreffm: Q ,

Q=JWiiiArpAttacker is a FIGURE 31: WiiiArpAttacker main window
diat s . . . .
ttatk. detet, and protect 3. Click die Scan option from die toolbar menu and select Scan LAN.
computers on alocal area . R . . .
network. 4. The scan shows die active hosts ou die LAN 1t avery short period ol time

(2-3 seconds).

5. The Scan opUon has two modes: Normal scan and Antisniff scan.

Untitled  WinArpAttackef 35 2006 6.4 [~ Dr 5-1
& Lkect send hedart Cpfiuit |kelf  a:cut
JL*q | Mofmalitan Hwhmne 1 Online | SnrtfL. | Attade | ApSQ| AmSP | AMW | AAP | Padafa | Tufficog |
0 3 Theebption scan can
scan and show the active 1 Evint 1ActHotl Sff«aHoa2 | Count | 1Mat
10001 0o~
hosts on the LAN within a 10003 oa
10004 oa -
very short time. It has two 1000 5 0 - - e
100.07 Do IE-2D
scan modes, Normal 1000a o0 .
andAntisniff. The second is }g,"gﬁs% ,F:FP: : :'-'F;:
to find who is sniffing on 240022
the IAN .
Bl it ERY Kk 6a/fp fmv Qvkee«
MacOOfc & 163GW:1000.1 .0 0 Qff:0 SnrffmyQ , J
FIGURE 3.2: WuiArpAttacker Scan options
6. Scanning saves and loads a computer list die and also scans die LAN
regularly for new computer lists.
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& | n this tool, attacks
can pull and collect all the
packets on the LAN.

ARP Attack

CQ t lle Flood option
sends IP conflict packets to
target computers as fast as
possible. If you send too
many, the target computers
go down.
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Untitled  WinArpAmrker 5 2006.6.4 33 .

Fit" ' Tt
Qj Qen%ave Sorl Aftack Slop  Seni Ruw Optow lfeep AQKit
10nline 19W. | Attkfc | ApSQ| A(EP | IUpfiQ| fopBP | Pty | TrdfiiQ T
4cc 10001 Onlin
36 WN-MSSEICK... Onin

0 1003 =06 WNOOWST  Oniin

0 10004 <709 WNDOWS8  Oniin

0 10aa5 T»-08 WNDXQNBW.. Onlin

0 10007 E-20 WORKGROUP Onlin

0 10008 «0E  AOMN Onlin

| Bt 1 AdHOK P | it

20120 17104905 New M« 10007 10001 00f* » I *cc

2012-00-17104905  IW.Hotf 10001 10001 © *06

2012091710A0S  NmHoU 10008 10004 [ -

2012091710498 fep.Sun 10002 10005 om - - B

201200 17104905 Ne*Hoa 10004 10006 @1 © - *©

201200 17101906 New-Hok 10005 10007 04+ E2
10008
1000.255 o+
16025255255

53 GV 10001 Qu7 Off: @ Sriffing: O

FIGURE 3.3: WinAipAttacker Loadinga Computer list window

By performing die attack action, scanning can pnll and collect all die packets
on die LAN.

Select a host (10.0.0.5 —Windows Server 2008) from the displayed list and
select Attack -> Flood.

Untitled - WinArpAttarker 3 5 2006.6.4 sonm
L . I
s MR U 1l
1 miwfi- 11 I *ran | **s* | *aw*al fcpwl
Bet 1ActHo f@l I m
201200 17104906 New ND* 0007
202017101905 NowFtotf 1001 io00j o
2012-0921710090S  Neee”HolU 10008 10004 00«
2002001710801 /*p.Sun 10002 0005 o
201200 17104905 NeawHOK 10004 0006 00+
201209 17104905  Ntw.Host 10005 10007 04«
100100 -

1000.255 Fr-o
180254258255 FFe*
K Mlau ofi090.1, <>y tit

163GW: 1001 Qu 7 Qim0 SniffmyO

FIGURE 3.4:WinAipAttacker ARP Attack type

9. Scanning acts as another gateway or IP-forwarder without odier user

recognition on die LAN, while spoofing ARP tables.

10. All die data sniffed by spoofing and forwarded by die WuiArpAttackerlP-

forward fiinctions are counted, as shown 111 die main interface.
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COIThe
BanGatewayoption tells the
gateway wrong MAC
addresses o f target
computers, so the targets
can't receive packets from
the Internet. This attack is
to forbid die targets access
the Internet.

C Q t lle option,
IPConflict, like ARP Flood,
regularlysendslIP conflict
packets to target
computers, so that users
may not be able to work
because of regular ip
conflict messages. In
addition, the targets can’t
access the LAN .
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San Attack QT'ct Cptiol

Untitled  WinArpAmrk<*r 006.6.4? 5T

E & som Tk m stop S hexiw Cltow IHeUp /@
Adfret |Foitrare  |Qilire S Adck I't.pipj ApEP I fl.FAQI fi
0 10001 00 -+ 4CC 10001 Oonline  Not..  Normdl 8 10 2B
0 10002 Do 53 WNMSSEICK.. Online Nor.. H 5 5
O 100108 0 « * *06 WNOOWSS  Online Nor. n 0oz
0 10004 oc T % "e-  WNOCWSS Online Nor...  Normal s ) 4
E10A06 00-++ ®£0 VMNUQNBW.. Online Nor. % 0 2
0 10007 D4-» E2D WORKGROP  Oniine Nor- 1 0 2
0 100108 0.+ ~"E  AMN Onine Nor..  Nomal a o D
Iav Bt 1ActHotf [ Court |
PU<BITKMW& N'w_MO* 1007
7012001710490  NawHoU 10001
201200-1: 10490 Pj»Ho3 10008
2012.0017105401 A Sean 10002
201209 17104905  New.Host 10004
201200 1710405 Nec*.Host 10005

> 19001, mepyjrini ney*

iR |

0
pie:)

1
1
1
1
1

coocococoo

r Ba

| lmmikig |
a0

000
000
000
000
000
000

102542626 ff-

&GA a1

6 GW.1000m!

FIGURE 3.5:WinArpAttacker data sniffed by spoofing

11. Click Save to save the report.

m
File Scan Attack Detect Options View
ARPNZ
] JB [ - tm -
New Open Save scan Attack

FIGURE 3.6: WiiiArpAttacker toolbar options

QU7 Of:* Sniffing0 yA

o7 off.: Sniffiny0

Untitled - WinArpAttacker 3.5 2006.6.4

Help

4dm 3

Send Recount Options

Stop

S «
Live Up

®
About

12. Select a desired location and click Save die save die report..

Lab Analysis

Analyze and document die scanned, attacked IP addresses discovered 11 die lab.

Tool/Utility

WinArpAttacker

Information Collected/Objectives Achieved

PLEASE TALK TO YOUR
RELATED TO THIS LAB.

Host Name
Node Type
MAC Address
IP Address
DHCP Enabled
Subnet Mask
DNS Servers

INSTRUCTOR

IF YOU HAVE QUESTIONS

Ethical Hacking and Countenneasures Copyright © by EC-Council
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Questions
1 WuiArp

Internet Connection Required
O Yes 0 No
Platform Supported

0 Classroom 0 !Labs
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Analyzing a Network Using the
Capsa Network Analyzer

Capsa Ne/)j ork Analyser is an easy-to-use Ethernet network analyser (i.e., packet
sniffer orprotocol analyser)for network monitoring and troubleshooting.

Lab Scenario

Using WinArpAttacker you were able to sniff the network to find information like
host name, MAC address, IP address, subnet mask, DNS server, etc. An attacker,
too, can use tliis tool to gain all such information and can set up a rogue DHCP
server serving clients with false details. A DNS attack can be performed using an
extension to the DNS protocol.

To prevent tins, network administrators must securely configure client systems and
use antivirus protection so that the attacker is unable to recnut 1us or her botnet
army. Securely configure name servers to reduce the attacker's ability to corrupt a
zone hie with die amplification record. As a penetration tester you must have sound
knowledge ol sniffing, network protocols and their topology, TCP and UDP
services, routing tables, remote access (SSH o1"YPN), and authentication
mechanisms. Tins lab will teach you about using other network analyzers such as
Capsa Network Analyzer to capture and analyze network traffic.

Lab Objectives

The objective of this lab is to obtain information regarding the target
organization that includes, but is not limited to:

m  Network traffic analysis, communication monitoring
m  Network communication monitoring

m  Network problem diagnosis

m  Network security analysis

m  Network performance detecting

m  Network protocol analysis

Ethical Hacking and Countenneasures Copyright © by EC-Council
All Rights Reserved. Reproduction is Stricdy Prohibited.



&Tools
demonstrated in
this lab are
available in
D:\CEH-
Tools\CEHv8
Module 08
Sniffing

£Q1 ColasoftCapsa
Network Analyzer runs on
Server 2003 /Server

2008/7 with 64-bit Edition.

3 tabK 1

Analyze Network

Capsa Network
Analyzer is an easy-to-use
Ethernet network analyzer
(i.e., packet sniffer or
protocol analyzer) for
network monitoring and
troubleshooting.

Module 08 - Sniffers

Lab Environment

To earn’ out die lab, you need:

m ColasoftCapsa Network Analyzer located at D:\CEH-Tools\CEHv8 Module
08 Sniffing\Sniffing Tools\Capsa Network Analyzer

m  You can also download the latest version of ColasoftCapsa Network
Analyzer from die link http://www.colasoft.con:

m Ifyou decide to download die latest version, dien screenshots shown 111
the lab might differ

m A computer running Windows Server 2012 as host machine
m  Windows 8 running on virtual machine as target machine

m Double-click capsa_free 7.4.1.2626.exe and follow die wizard-driven
installation steps to install Colasoft Capsa Free Network Analyzer

m  Administrative pnvileges to 11111 tools
m A web browser with an Internet connection

Note: This lab requires an active Internet connection for license key registration

Lab Duration

Time: 20 Minutes

Overview of Sniffing

Sniffing is performed to collect basic information of die target and its network. It
helps to find vulnerabilities and select exploits for attack. It determines network
information, system information, password information, and organizational
information.

Sniffing can be Active or Passive.

Lab Tasks

1. Launch the Start menu by hovering the mouse cursor on the lower-left
corner of the desktop.

S3 Windows Server 2012

Windows Server 2012 Release Candidate Datacen!
v Evaluation copy. Build 840

M mafeLLxjjLtt! la a "

FIGURE 4.1: Windows Server 2012—Desktop view
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2. Click Colasoft Capsa 7 Free Network Analyzer to launch the Network

Analyzer tool.

3. The Colasoft Capsa 7 Free - Activation Guide window will appear.
Type the activation key that you receive 11 your registered email and

click Next.

Module 08 - Sniffers

FIGURE 4.2: Windows Server 2012 —Start menu

Colasoft Capsa 7 Free - Activation Guide

Welcome to Colasoft Capsa 7 Free Activation Guide.

License Information:

User Name: Windows User
Company: SKMC Groups|
Serial Number 03910-20080-80118-96224-37173

Click here to getyour serial number...

To activate the product now, select one of the following and click the
Next button. Please contact capsafree@colasoft.com for any
question.

® Activate Online (Recommended)

O Activate Offline

| Next> | | Cancel" Help

FIGURE 4.3: Colasoft Capsa 7 Free Network Analyzer —Activation Guide window

Ethical Hacking and Countermeasures Copyright © by EC-Council
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4. Continue to click Next on the Activation Guide and click Finish.

Colasoft Capsa 7 Free - Activation Guide

Successfully activated!

Finish Help

FIGURE 4.4: Colasoft Capsa 7 Free Network Analyzer—Activation successful

5. Tlie Colasoft Capsa 7 Free Network Analyzer main window appears.

Name P foak, N g TS Bfe Ui A Noadbptersdectsd
- \Yued Netmart Adapter(*) P
O Ethemet 10002 1 122Kps 1401Mbps 718 170.1a. o Capture Filter &
0 Unfeno*c 127001 0 Obps 14101 Mbps 0 08 Nofilter selected, accept al
LJ teihe<nei (Virtual Network Intemal Ada..  1689054,108.. 0 Obps  14lal Mbps 7 1Bk % | et Captre Fiter
0 Jrferosn 127001 0 Obps 14101 Mbps 0 05 @ Coptu
O Ethemet 100.02 1 1232Kbps  1010Mbps 763 1756® %y Network Profile "
Full Analysis
To provide comprehensi
c Q as anetwork analyzer, mdd\mw.ﬁ“
. and network problem!
Capsa make it easy to
) Plugin module loaded:
monitor and analyze MSN
Yahoo Messenger

network traffic with its
intuitive and information-

rich tab views.
0 ) 0]

FulAnatyia ~TrafficMonto* HTTPAnalytic Email Analyst DNSAnalytk — FTPAnalyt* iMAnNtlytit

FIGURE 4.5: Colasoft Capsa Network Analyzer main screen
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£ Q t 1le network
utilization rate is die ratio
of current network traffic
to the maximum traffic that
aport can handle. It
indicates die bandwidth use
in the network.
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6. llthe Capture tab of the main window, select the Ethernet check box
11 Adapter and click Start to create a new project.

Name P Pede... bp, Speed Packet”  Byte UNcati. a  Bhemet

- \ited Me:wort Adapter”) R
(3 Ethemet 10002 9 1580Kps 141liMbps 2424 55247 <[ CoptureFiler
L1 Unbkre room 0 Obps 14iai Mbps o 08 % Nofilter selected, accept a
[ véthednet (Virtual Network IrlUiiml Ada..  169.254.1030 " Obps 14101 Mbps 48 12156KB « 1 Set Capture Fitter
D Unknown 1270101 0 Obps  1.41al Mbp: 0 0B OoN
D Etemet 10002 9 ISEOKDPi  1000Mbpi M2 S8206- O H  Network Profle &

m o
1 e e—
....... analysis of all the applications

ILLTLLIU NI | and network pioblarm
Plugin moduli loaded:
1 IR e,

173 Ff=« 1-r-m pspsm

% m Jtl'a o

Ful Avelysis  Tiafftc Mcnitoi - HTTP Analysis ~ Eeil Analysis  DNSAnalysis  FTP Analysis  IMAnalysis

FIGURE 4.6: Colasoft Capsa Network Analyzer creating a New Project

7. Dashboard provides various graphs and charts of the statistics. You can
view the analysis report in a graphical format 111 the Dashboard section
ol Node Explorer.

P

Vr yallr <

Pk .
uieings O Bt 1+ Oupd Ot

Cs;hfec;r3 x [ Summery [Diagnosis[Protocol] Physical Enfipomt [PErvfrr Ccl;.”-yicr ] IPCeorecatie 4 * Online Resource
- s itBI- 1
t£] fm AWS45 Defait

New Capsa v7.6
s T AAGIZIMCI (1)

. Released
39 Physkaloowa 106 Trafficby Bytes Releas
o Pofid ryitFree Q1
116318 |
Rhid live Owno
483318 -
IJV\]L - eJ V.lo Is Uitij NetowfoBardac
£ HowtoDetect AP Macts
i FowoCemanduacioop
Top IP Total Traffic by Bytes Top Application Protocols by Bytes Hawto Mortor W
4) HowtoNonts! @S
More Video* -
W3DKB 4t21K» L )
MSLK8 »M}KS
#4018 -3 MM linpluytres Wbk
22TK8

03 Icannot ntphwr M1 timic
331 Cloote IrallH UcatweeUcrt
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FIGURE 4.7: Colasoft Capsa Network Analyzer Dashboard
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E O a liigh network
utilization rate indicates the
network is busy, whereas a
low utilization rate
indicates the network is
idle.

E/Tools
demonstrated in
this lab are
available in
D:\CEH-
Tools\CEHvV8
Module 08
Sniffing
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The Summary tab provides full general analysis and statistical
information of the selected node in the Node Explorer window.
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FIGURE 4.8: Colasoft Capsa Network Analyzer Summary

9. The Diagnosis tab provides the real-time diagnosis events of the global

network by groups of protocol layers or security levels. With tins tab
you can view the performance of the protocols

10. To view the slow response of TCP, click TCP Slow Response in
Transport Layer, which 11 turn will highlight the slowest response 111
Diagnosis Events.
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FIGURE 4.9: Colasoft Capsa Network Analyzer Diagnoses
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11. Double-click the highlighted Diagnosis Event to view the detailed
information of this event.
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FIGURE 4.10: Analyzing Diagnosis Event

12. The TCP Slow ACK - Data Stream of Diagnostic Information window

appears, displaying Absolute Time, Source, Destination, Packet Info,
TCP, IP, and other information.
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FIGURE 4.11: TCP Slow ACK —Data Stream of Diagnostic Information window

13. The Protocol tab lists statistics of all protocols used 111 network

transactions hierarchically, allowing you to view and analyze the
protocols.
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FIGURE 4.12: Colasoft Capsa Network Analyzer Protocol analysis

14. The Physical Endpoint tab lists statistics of all MAC addresses that
communicate 111 the network hierarchically.
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FIGURE 4.13: Colasoft Capsa Network Analyzer Physical Endpoint analysis

15. The IP Endpoint tab displays statistics of all IP addresses
communicating within the network.

16. On the IP Endpoint tab, you can easily find the nodes with the highest

traffic volumes, and check if there is a multicast storm or broadcast
storm u1your network.
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C Q as adelicate work,
network analysis always
requires us to view die
original packets and analyze
them. However, not all the
network failures can be
found in avery short
period. Sometimes network
analysis requires a long
period of monitoring and
must be based on the
baseline of die normal
network.

CQ tt1 tells die router
whedier die packet should
be dropped ifit stays in the
network for too long. TTL
is initially designed to
define a time scope beyond
which the packet is
dropped. As TTL value is
deducted by at least 1 by
the router when die packet
passes through, TTL often
indicates the number of the
routers which the packet
passed through before it
was dropped.
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FIGURE 4.14: Colasoft Capsa Network Analyzer IP Endpoint view
17. The Physical Conversation tab presents the conversations between
two MAC addresses.
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FIGURE 4.15: Colasoft Capsa Network Analyzer Physical Conversations
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18. The IP Conversation tab presents IP conversations between pairs of
nodes.

19. The lower pane of the IP conversation section offers UDP and TCP
conversation, which you can drill down to analyze.
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20. Double-click a conversation 111 the IP Conversation list to view the full

Module 08 - Sniffers

1 a$N«two* Croup j
—— HNeawTagle U W 4A
P A\ Alam Sfitmgi P&gﬁs R’"S,.'?ﬁ““" apt
Metwort Frotur Avelyrt Profle Dita storage
Hdpe.' M.ta
AJ i S’ HrAiet JPConvertiat \ 57\
!> <Egt2 Dein BE B> -96s Bs As> Pa ASS—
3 1M® 3 ABEHIB 4B ZAKE 260 4 ¥ D 1BI~
vIN®B 2002 Qo gbB @B 0B I7 g 0 15"
3 W4 S22 axon ®B ®E 0B B B 0 15
allo®™ = 100t [€:15 (] 2B 24E 3 2 2 0 1B
3 10® 3 1B [u o) 5B BB 0B 3 3 0 132
31M® S anon 4HBam\re 0B 4 4 0 Im2
a 00s g 2002 4B 48E OB 7 7 0 1B
3 m®2 9 1B Qm 0B I1DE OB 0 1Im’m3
>INk g 2002 aid 1S I1WN 0B T7 g 0 1B
3 >eelu " 22008 [a o dbB B 0B 2 3 0 18D
me 2AEEE @B BB BR—WS- 2 8 3 134
swo.o 9 aere ZB82Z2Z8 0B 8 8 0 18s
« IPQNAMIaN TUPGnduian] 1
A6 C | Toeni  >20@XTPCywiMat 10
Lxpat 1> <Hut2 B« Fdet
ThrednatimioAfeffnia. . .
Il >
Pecuigint “ractive  Duratiorr 01:29:49" 14 1880Reecky

[TorT<cpoom| < Oniine Resource

"R

Try it Free

A% to Ditret PYALap
A HOD tonitr IMNege
Jrirto

1More WAbov.. 1

How TO-
_J Monitor (mptoyeet Webvle
_J I cannot capture ALLtraltR.
_J Create Traffic UtifeaUon Chart
U [EntiSlart a Wirele™ Cepture

J Ocac Tatfc UMl Offft
| More m KnowlertoeKtr. |

FIGURE 4.16: Colasoft Capsa Network Analyze! IP Conversations

analysis of packets between two IPs. Here we are checking the
conversation between 10.0.0.5 and 239.255.255.250.
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FIGURE 4.17: Colasoft Capsa Network Analyzer IP Conversations

21. A window opens displaying full packet analysis between 10.0.0.5 and

239.255

.255.250.
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E Q a backdoorin a
computer system (or
cryptosystem or algorithm)
is a method of bypassing
normal authentication,
securing remote access to a
computer, obtaining access
to plaintext, and so on.
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FIGURE 4.18: Full Packet Analysis of Nodes in IP Conversations

22. The TCP Conversation tab dynamically presents the real-time status of
TCP conversations between pairs oi nodes.

23. Double-click a node to display the full analysis ol packets.
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FIGURE 4.19: Colasoft Capsa Network Analyzer TCP Conversations

24. A Full Analysis window is opened displaying detailed information of
conversation between two nodes.

CEH Lab Manual Page 622 Ethical Hacking and Countermeasures Copyright © by EC-Council

All Rights Reserved. Reproduction is Stricdy Prohibited.



£Q In networking, an
email worm is a computer
worm that can copy itself
to the shared folder in a
system and keeps sending
infected emails to

stochastic email addresses.

In this way, it spreads fast
via SMTP mail servers.
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FIGURE 4.20: Full Packet Analysis of Nodes in TCP Conversations

25. The UDP Conversation tab dynamically presents the real-time status of
UDP conversations between two nodes.

26. The lower pane of this tab gives you related packets and reconstructed
data flow to help you drill down to analyze the conversations.
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FIGURE 4.21: Colasoft Capsa Network Analyzer UDP Conversations

27. Oil the Matrix tab, you can view the nodes communicating 11 the
network by connecting them 11 lines graphically.

28. The weight ot the line indicates the volume ot traffic between nodes
arranged 111 an extensive ellipse.
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29. You can easily navigate and shift between global statistics and details of
specific network nodes by switching the corresponding nodes 111 the
Node Explorer window.
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; & \0 hidel oVl
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FIGURE 4.22: Colasoft Capsa Network Analyzer Matrix view

30. The Packet tab provides the original information tor any packet.
Double-click a packet to view the full analysis information of packet
decode.
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FIGURE 4.23: Colasoft Capsa Network Analyzer Packet information
31. The Packet decode consists of two major parts: Hex View and Decode
View.
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£Q Protocol decoding is
the basic functionality as
well There is a Packet tab,
which collect all captured
packets or traffic. Select a
packet and we can see its
hex digits as well as the
meaning of each field. The
figure below shows the
structure of an ARP packet.
This makes it easy to
understand how the packet
is encapsulated according
to its protocol rule.

FIGURE 4.24: Full Analysis of Packet Decode

32. The Log tab provides a Global Log, DNS Log, Email Log, FTP Log,
HTTP Log. MSN Log and Yahoo Log.

33. You can view the logs ot TCP conversations, Web access, DNS
transactions. Email communications, etc.

FIGURE 4.25: Colasoft Capsa Network Analyzer Global Log view
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FIGURE 4.26: Colasoft Capsa Network Analyzer HTTP Log view

34. If you have MSN or Yahoo Messenger running on your system, you can
view the MSN and Yahoo logs.
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FIGURE 4.27: Colasoft Capsa Network Analyzer MSN Log view
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35. The Report tab provides 27 statistics reports from the global network to
a specific network node.

FIGURE 4.28: Colasoft Capsa Network Analyzer Full Analysis’s Report

36. You can click the respective hyperlinks tor information or you can
scroll down to view the complete detailed report.

/ 31 c
Full Analysis's Report

£Q Almost all Trojans and
worms need an access to 1 Summary Statistics
the network, because they
have to return data to the
hacker. Only the useful

1 Diagnosis Statistics

m  Protocols Statistics

data are sent for the Trojan 1Toa ADDlication Protocols
to accomplish its mission. 1Tup Physical Address
So itis a good solution to 1 vop 1P Address

start from the aspect of
traffic analysis and protocol
analysis technology.

1T0p Local IP Address
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FIGURE 4.29: Colasoft Capsa Network Analyzer Full Analysis’s Report
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37. Click Stop o11 toolbar after completing your task.

A’ Analysis Project 1 - Fill Analysis - Colasoft Capsa 7 Free (50 Nodes)
Andlysis  System View

i Network Group
m Y pTi

~  Name Table
Adapter Fiter 7l hy Alarm Settings

Network Profile Data Storage Utilization

FIGURE 4.30: Colasoft Capsa Network Analyzer Stopping process

Lab Analysis

Analyze and document die results related to the lab exercise. Give your opinion o011
your target’s security posture and exposure through public and free information.

Tool/Utility Information Collected/Objectives Achieved
Diagnosis:
m Name

m  Physical Address
m |IP Address

Packet Info:

m  Packet Number
m  Packet Length
m  Captured Length

Ethernet Type:

m  Destination Address
Source Address
Protocol

Physical Endpoint

Capsa Network )
IP Endpoint

Analyzer

Conversations:

m  Physical Conversation
IP Conversation

TCP Conversation
UDP Conversation

Logs:

Global Log
DNS Log
Email Log
FTP Log
HTTP Log
MSN Log
Yahoo Log
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PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Questions

1 Analyze how Capsa affects your network traffic, while analyzing the

network.

2. What types of instant messages does Capsa monitor?

Determine it the packet buffer will affect performance. If yes, then what
steps can you take to avoid or reduce its effect on software?

Internet Connection Required

0 Yes O No
Platform Supported
0 Classroom O !'Labs
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— Tools
demonstrated in
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available in
D:\CEH-
Tools\CEHvs
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Lab

Sniffing Passwords Using
Wireshark

Wireshark is a netirorkpacket analy-er. A. netirorkpacket analysernil! try to
capture netirork packets and displaypacket data in detail

Lab Scenario

As 111 the previous lab, you are able to capture TCP and UDP conversations; an
attacker, too, can collect tins information and perform attacks o011 a network.
Attackers listen to the conversation occurring between two hosts and issue packets
using the same source IP address. Attackers will first know the IP address and
correct sequence number by monitoring the traffic. Once the attacker has control
over the connection, he o1"she then sends counterfeit packets. These sorts of attacks
can cause various types of damage, including die injection into an existing TCP
connection of data and the premature closure of an existing TCP connection by die
injection of counterfeit packets with the FIN bit set.

As an administrator you can configure a firewall o1” router to prevent the damage
caused by such attacks. To be an expert ethical hacker and penetration tester,
you must have sound knowledge of sniffing network packets, performing ARP
poisoning, spoofing the network, and DNS poisoning. Another use of a packet
analyzer is to sniff passwords, which you will learn about 11 tins lab using die
Wireshark packet analyzer.

Lab Objectives

The objective of tins lab is to demonstrate the sniffing teclnnque to capture from
multiple interfaces and data collection from any network topology.

Lab Environment

111 the lab you will need:

”  Wireshark located at D:\CEH-To0IS\CEHv8 Module 08 Sniffing\Sniffing
Tools\Wireshark
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®m You can also download die latest version of WireShark from die link
http: / /www.wireshark.org/download.html

m If you decide to download die latest version, then screenshots shown 111
die kb might differ

m A computer running Windows Server 2012 as Host (Attacker) machine

/Y ou can download m A virtual machine (Windows 8 or Windows 2008 Server) as a Victim

Wireshark from machine
http://www wireshark.org.

m A web browser with Internet connection

m  Double-click Wireshark-win64-1.8.2.exe and follow the wizard-driven
installation steps to install WireShark

m  Administrative privileges to mn tools

Lab Duration

Time: 20 Minutes

Overview of Password Sniffing

Password sniffing uses various techniques to sniff network and get someone’s
password. Networks use broadcast technology to send data. Data transmits
dirough die broadcast network, which can be read by anyone on the odier
computer present on die network. Usually, all the computers except the recipient of
die message will notice diat die message is not meant for diem, and ignore it.

Many computers are programmed to look at even' message on die network. If
someone misuses die facility, they can view message, which is not intended of
odiers.

Lab Tasks

1. Before starting tins lab, login to the virtual machine(s).

Capturing Packet 2. On the host machine, launch the Start menu by hovering the mouse
cursor on the lower-left corner of the desktop.

FIGURE 5.1: Windows Server 2012—Desktop view
£Q Wireshark is an open
source software project, 3. Click Wireshark to launch the application.
and is released under the
GNU General Public
License (GPL)

CEH Lab Manual Page 631 Ethical Hacking and Countermeasures Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited.


http://www.wireshark.org/download.html
http://www

C Q a network packet
analyzer is a kind of
measuring device used to
examine whatis going on
inside a network cable, just
like a voltmeter is used by
an electrician to examine
what's going on inside an
electric cable (but at a
higher level, of course).
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FIGURE 5.2: Windows Server 2012—Desktop view

The Wireshark main window appears.

The Wireshark Network Analy2er [Wireshark 122 (SVN Rev44520 from Arunk-18)]

He £dit Vie* Go Capture Analyze Stafisics Telephony Tools Internals Hdp

litK V

Fitcr.

BBl Q E g1':»IH

v Expiesaon-. Clear Apply Sac

The World's Most Popular Network Protocol Analyzer

[V\/l RESHARK  Vversion 1.8.2 (SN Rev 44520 from ftrunk-181

rg. Interface List

E| ft Website
*HP  \«Byr< cictut I'i***s opf>aplviojm/ caoxiM van e prater LwbsT

(towraif<cniro MOQ

Start

A 10 MVice\NPFISF2i7C66757E7.43F99 B72-9447DB2
RealteicPCk GOE Farrily Controller: \Dcvice\NPFjfi

Open Reicnt g Users cuide
= UW1 Giee (ol 1

Sample Captures

Afenauconvni of Sy put *r» onin® A Security

Vhvkwith Arreshirxal

fofj \DevieNPF._{550021FE-BafiF-41EB-B37E-4CAFBC
J<in —Ur ji—<n.rupr '

Capture Options

How to Capture

Sup»/ seais asumessl cacure soc

Network Media

Sptfir riwtar-“efescarrg o

Recct> 10 load ci cepturc

FIGURE 5.3: Wireshark Main Window
FIGURE 5.3: Wireshark Main Window

D From the Wireshark menu bar, select Capture -> Interfaces (Ctrl+l).
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GQwrireshark is used for:

Network administrators use
it to troubleshoot network
problems

= Network security
engineers use it to
examine security
problems

m Developers use it to
debug protocol
implementations

m People use it to learn
network protocol
internals

E Q Wireshark Features:

m Available for UNIX and
Windows

' Capture live packet data
from a network interface

m Display packets with
very detailed protocol
information

m Open and Save packet
data captured

= Import and Export
packet data from and to
alot of other capture
programs

£Q Wireshark can capture
traffic from many different
network media types - and

despite its name - including
wireless LAN as well.
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- o
The Wireshark Network Analyzer [Wireshark 1.82 (SVN Rev 44520 from /ttunk-1 8)] ra-rs
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anmtwrr#'y fw r» csovie  or In'¥ |J| SECUI’ily
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Profile Default

FIGURE 5.4: Wireshark Main Window with Interface Option

6. The Wireshark Capture Interface window appears.

9.

Wireshark: Capture Interfaces

Description P Packets Packets/s
P B none 0 0 Details
Realtek PCle GBE Family Controller 28 9 Details
none 0 0 Details
0 @ Microsoft Corporation fe80::686&8573:b1b6:678a 0 0 Details
0 &] Microsoft Corporation fe80::14a6:95a&f534:2b% 21 2 Details I.']
Help Start Stop Options Close

FIGURE 5.5: Wires!!ark Capture Interfaces Window

11 the Wireshark Capture Interfaces dialog box, find and select the
Ethernet Driver Interface that is connected to the system.

111 the previous screenshot, it is the Realtek PCle GBE Family
Controller. The interface should show some packets passing through it,
as it is connected to the network.

Click Start 11 that interface’s line.
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yiA supported network Wireshark: Capture Interfaces

card for capturing: Description P Packets Packets/s
Ethernet: Any card 0 .
supported by Windows none Details
should work. See the wiki ) .

0 !® Realtek PCle GBE Family Controller none 340 Details
pages on Ethernet capture
and offloading for issues D 0 none 0 Details
that may affect your
environment. DI gf Microsoft Corporation fe80::6868:8573:b1b6:678a 4 Details

@ @ Microsoft Corporation fe80::14a6:95a&f534:2b% 244 Details

Help Start Stop Options Close
FIGURE 5.6: Wireshark Capture Interfaces Window —Starting Capture
10. Traffic informs of packets generated through the computer while
browsing the Internet.
FIGURE 5.7: Wireshark Window with Packets Captured
11. Now, switch to the virtual machine and login to your email ID tor
which you would like to sniff the password.
= TAS K 2 m
Stop Live 12. Stop the running live capture by clicking the icon on the toolbar.
Capturing
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Saving Captured
Files

f fi Wireshark can save
packets captured in a large
number of formats of other
capture programs.
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1
fc3Capt1»1ngfron1R11,11.kPCleGBFFamilyContrallPf:\n™ce\NI>F_(8F?F18B6-B?1V4110-A6VI-F6»BIM?B8B<>:  Wirfstiark 1.82 (SYINRpvM W ho... 17 1 I 1
file fde P<w Q0 Eaptulr Analyte Sracsti Telephory 10011 Interrals Hiip

U «tfaTlat & e 0 Xa 1In, ¢ ¢ « 1 BlME ! ga3 0
filte: |vj bpieiiion.. Ceer Apply Sort
inetion Protocol length info
123 12.2578910 10.0.0. 5 202.53.8.8 dns 75 standard query 0x25f4 a www.sebl.qov.ln
124 12.2656640 202. 53. 8.6 10.0.0.5 DS 107 StanCarcSqueryresponse 0x25f4 A 203.199.12.51 A 124 247 2*3.1
125 12.35B282010.0.0. 5 74.125.236.166 T 60 nust-p2p> http [ack] Seq-1494 Ack-7S3 uln-65028 Len:

126 12.368853010.0.0. 5 123.176.32.155 TP
127 13.155.14071e80: :b9ea:d 0iil: 3eoffo2: :1:;
128 14.0015310f*80:

60 must-backplane > http [AQQ] 5e<?-1161 Ack-497 Win- S5aodLen-0
DVCP6 IO Solicit XID: Ox5a82df c:0: 0001000117e22aab00155da87800

§ DHOPVE 150solicit XID: 0*83*0”9 CID: 0001000117*8*14*00155da87805

129 15.294313010.0.0.2 68.168.1 K65S Cantinuation

130 1S. 3162430 192. 168. 168. 1 10.0.0.2 W £ Peese i ] > ISysg- Se Ade2 Wn€293D Len0 SE1
131 18.7433560 fe80: :3d78:efc3: c57ff02 16 90yulticast Listener Report Messa e,

132 18.7442050 10.0.0. 7 22 e Yz &5\5/\13§1 ?%m feae 5£4OOE

133 18.7473350fe80: 3d78 efc3: 687”02 16 icmpv6 20 *ultleast Llstener Report Message v2

134 18.748122010.0 224.0.0.22 IGMPV3 60 vesbership Report  30in group 224 0.0.252 for any sources

135 18. r504540fe80 3‘1178 efC3:! (}17”02 :16 ovPve 9 vulticasr Listener Report Message v2

136 18.751295010.0.0.7 224.0.0.22 IGMPV3 60 veabership Report  Leave group 224 0.0.252

137 18. 7512960 f e80: : 3d78:efC1:C87ff 02 : :16 ovPve i

90 vultlcasr listener Report Message V:

- Erame 12 150 bytes on wire (1200 bits). 150 bytes captured (1200 bits) on interface O

- Ethernet 11, Src: Mlcrosof.as:78:05 (00:15:Sd:as:78:05), ost: 1Pvé»rasr_00:01:00:02 (33:33:00:01:00:02)
 internet Protocol version 6, src: fe80::518:c2d8:5bb0‘def ({e80::518:c7d8:5bfeO:4cl), ost: f02::1:2 (f02::1:2)
g tier Datacra- Protocol. Src Port: dhcpvé-cllerrt (546), Dst Port: dhcpv&-*ervar (S47)

* DHPVG

0000 i 0001 0 I Sd «B78 OS5 86 dd00 00 33..
0010 UD 0000 00 00 00 5d f«

Fea'rerPC<586=3rtyCOn»1c e ‘Device~.  Padets 135D J 1365 Marked: 0
FIGURE 5.8: Wireshark Window—Stopping Live Capture

13. You may save the captured packets from File ™ Save As, provide a
name lor the file, and save it in the desired location

k3 Capturing from Realtek PCle GEE Family Controller: \Device\NPFJBF?F 18B6-B215 4110 AZ59 FGBFEB4?BBAY)  [Wireshark 182 (SVN Rev44520fro.. '~ | rr
* %
o dtok * * e + |@r
NKOF- Q Fe¥won. Ot sw
ObW  202.53.8.8 TS Standard query 0x2SH A wirwsebt.gov. in
10.0.0.5 107 Standard query response asd A 20319912, 81 A124:241.233134
9 ]74.125.236. 166 60 aust-p7p [ACK] $#Q-1494 ACK-7S] win-65028 t
1LCtrtS| 123.176.32.155 60 aust backplane >http [ack] seq-I161 ack-497 win- 65304 1600
nff02; 2 ici

OMOP6 150 Solicit XTOr Ox5a*?ctf CtD: 0001000117e?2aab00155da87800
OHCPV6 l%sollcll )CO: 0x83e049 CIO: 0001000117«8el4+00155d487805

\BSS Continuation Message

Upgit retledPackaw 66 microsoft-ds > Isysg-1m 'ack] seq-l Ack-2 win-62939 Len-0 &e-1 “W-
POTPem<QitiMiem o IOVPV6 90 Multicast Listener Report Message V2

Expo*Stieced Pacui fiytts .0.22 IK'P3 60 Membership Report  Leave group 224 0.0.252

Lot SSScuton el . e ICVPve

Multicast Listener Report Message v2
18PV Membership Report 60 * :oln group 53400252 for any sources
Multicast Listener Report Message v2 90
0.22 ICfP3  Membership Report / Leave group 60 224.0.0.252
I0'Pv6  Multicast Listener Report Message v2 90

2 3000 06
0090 00 17 00 11 00 27 I

| Uk s b OLpbyr IM - MUJ. U 0

FIGURE 5.9: WireShark —Saving the Captured Packets

14. Now, go to Edit and click Find Packet...

Ethical Hacking and Countermeasures Copynght © by EC-Council
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TclWs).peapno W' pshalt (SVN Rev+MVO trom 1S n
X Satisis Tdphony look  Intemals  Udp

Gy >1T g1 Pi: eiD * 1/ "* a
| * FdPadet - ine . ae .
L findnet Q Exprssioo. Om Appt/ Si.(
Ne RndP*QOVB artB Pro\cml length  Info K
2% Standard query 0x2>f4 A miv. sebi.gov. in

Merk Pacte (toggle} | Qi 107 Standard clery response OXPSid A 20319912 51 A 124247.233.134

MIAAJ DiglayedPcts ShiftCIM 166 TCP 60 must-p2p > http [ACKI seq=1494 ACK753-~ win=65028

Jnrr-ait ADDaptr, d Packets Ctrl. Alt-M | 155 tcp 60 must-backplare > hup ack seq-1161 Ack-497 win- 55204 Leo 0

FindNee Mk SifteCHri-N dhcpv6 150 Solicit XTD: Ox5aSadf CIO: 0001000117¢22aab00155da87800

SndPre.icvs LUt Shift.Ctrl.B DHCPV6 150 Solicit XID: 0x836049 CID: 0001000117e8el4e001s5da87805

11 NBSS 55 NBSS Continuation Message
igorePecke (toggle] ax T 66 mIcrosoft-ds > Isysg-1m [ack] seq-l Ack-2 win-62939 Len-0 sle-1 sre-
. . ignore tfop(AedPedets(toggle] - SHTQLAIX icUpv6 90 Multicast Listener Report Message v2
AW ireshark is not an Uvignore Al Fede! SO I<*P\3 60 Membership Report / Leave group 22400232
. . . ICMP6 90 Multicast Listener Report Message v2
intrusion detection system. 0 SetTntfidaaKt JcHit] T Itypv3 BOMwlrbershlp Report ( 301n group 224 0.0.252 for any sources
A IMTirme Reference Al Packets AT 1a"Pv6 90 Multicast Listener Report Message
It will not warn you when ' QAN io’pv3 60 Membership Report / Leave group 5 24.00.252
v 90 Multicast Listener Report Message v2
someone does strange find Prsviov> Tane Réelr-ce ar*AbS
© T'* Sift- shiftcul.T

things on your network
that he/she isn't allowed to
do. However, if strange . Shife- Qi

iT titter Add Pecked Comert.

i ; B FRAANRD %*s 4038 55 84 9 29
tilings happen, Wireshark Gd Sous o 4} 1))
. . 0 00 0001 00 02 02 22 A
might help you figure out BE BARBE Z 0N GEOAOEL 1.a.......
i i He gnRoagRd 2 Rgey N1 %
what is really going on. 41 & 6d69 6« 2d O 43 00 10 G« QD00 01 37
00 08 4d53 46 54 20 35 2« 30 Q6 00 08 00 18
00 17 001100 27
1 Readytok 2266Displayect 2266 Marked. 000

FIGURE 5.10: Wireshark —Finding Packet Option

15. The Wireshark: Find Packet window appears.

Wireshark: Find Packet

By: ® Displayfilter O Hexvalue O String

Filter

Search In String Options Direction
® Packet list n Case sensitive O Up
O Packet details ~ Character set ® Down

O Packetbytes  ASCll Unicode & Non-Unicode v

Help Find Cancel

FIGURE 5.11: Wireshark —Find Packet Window

16. 11 Find By, select String, type pwd 11 the Filter field, select the radio
button for Packet details under Search In and select ASCIlI Unicode &
Non-Unicode trom the Character set drop-down list. Click Find.

Wireshark: Find Packet — 0

fI=J. Wireshark will not
manipulate things on the

network, it will only By: O Display filter O Hexvalue ® String

"measure” things from it.
FHter:  pwd]|

Find

Wireshark doesn't send
packets on the network or
do other active tilings

(except for name Search In String Options Direction
resolutions, but even that . .
can be disabled). O Packet list O Case sensitive O up

* Packet details Character set: e Down

Packet bytes ASCII Unicode & Non-Unicode v

Help Find Cancel

FIGURE 5.12: Wireshark —Selecting Options in Find Packet Window
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17. Wireshark will now display die sniffed password from die captured
packets.

'
0 Test(Ws).pcapng [Wireshark 122 CSWN Rev 44520 from /trurk-1.8)| -1D P
fle fhe yor £0 £«paxc Avjlyre Sratiaks Telephony Tools Jnternab ijdp

I»a<n«» =g 8NalIN T4ilals e ice 4*wa a

[vj Lipifetict

Sauree Destination Protocol L 1] -l
1193610310 feBg::3aBiefcd CaTHOR LAR 5standard query OxaSfl any win-039mrShi9ed
219.161888010.0.0.7 224.0.0.252 LLM\R 5 Standard query OxaSfl AWy WIN-D39mr5h19E4
319.198519010.0.0. 7 1»'Pg )Membersh\p Reporr / 1011l grcup 224.0.0.252 for any sources
419.1993230 fe80: :3<J78;efc3 087”02 107Pv6 ast_Listener Vi ssa e
520.49>166010.0. 0. 5 1'}82]55 ™ ﬁ E’htt 539.2]’
6 20. 5856390 123.176. 32.155 ™™ 5http > SDZ 11- lapp 5>n. *ck] seq-0 Ack 1 wlrv 1450[] ten-Omss-1460
Observe the 720586514010.0.0. 5 12317632155 0802-11-'app > hitp [ACK|Seq™l AckAl Win=65700 L
8 20. 870180 10.0. 0. 5 123.176.32.155 2post” ‘Laglriver Iy picp kitp/L.1" (appMecaTionx WWAforl-urtencoded) |
9205960500123.176.32.155  10.0.0.5 Dhttp > 802-11 'app [ACK] 5eq-| Ack-819 win-16236 Lcn-0
Password 020/6078200 74.125.128. 189 1000. 2 9 Application Data
120.65%1600 10.0.0.2 ThHgge e 1T vij ip > https [ack) 5eq-l *ck-56 win-63361 ten-0
2 20.6974400123.176.32.155 ) 1ITCP s«@w T of a reusc*bltd AU
1206982220 123.196.32. 155 10.0.0.5 Imitp/l.] 102 Moved Tetporarlly
420.698520010.0.0.5 123.176. 32.155 D802 11 1app > hitp [ACK] 5¢q-819 Ack-1481 wi11-65700 Lcii-0
5207011130 10.0.0. 5 12310840, B bartifact g > http fSYN] s#q-0 Wiruai92 1%n-0 Mss-1460 ws-4 sack_pi

line based te*t data: applicatton/x-www-form-url encoded

»a 0i oa «4 40 2* b« 6r te D' »&m'ﬂb/\n 41
DEFARAB L LIV R [lasdse 20220001
PR BRREE N BGO UG Hde e Cowen
BUERESRR ARQEY HIL Dee el
72 6C 65 6 63 6f 64 65 64 Od Oa 43 6f 6e 7465 r\encude d conte
%e’ & I2d c 65 6e 67 74 6fl 3a 20 31 30 32 QdCa engt h: 102..
C O Wireshark media types
are supported depends on
many tilings like the Paketc 2D 0ia Prcfle Devait
operating system you are
using. FIGURE 5.13: Wireshark —Sniffed Password in Captured Packet
18. If you are working o11 iLabs environment, then use the Test(WS)
sample capUired file located at D:\CEH-To0Is\CEHv8 Module 08
Sniffing\Sniffing Tools\Wireshark\Wireshark Sample Capture files to
sniff the password.
Lab Analysis
Analyze and document die results related to die lab exercise. Give your opinion o011
your target’s security posture and “exposure” through public and free information.
Tool/Utility Information Collected/Objectives Achieved
m Time
m  Source
m  Destination
m  Protocol
W ireshark m Length
m Info
m Internet Protocol
m  TCP, Source Port Info
m  User ID and Password
CEH Lab Manual Page 637 Ethical Hacking and Countermeasures Copyright © by EC-Council
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PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Questions

1. Evaluate die protocols that are supported bv Wireshark.
2. Determine the devices Wireshark uses to capture packets.
Internet Connection Required
0 Yes O No
Platform Supported

0 Classroom O !'Labs

CEH Lab Manual Page 638 Ethical Hacking and Countermeasures Copyright © by EC-Council
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Valuable
mformation

Test your

Web exercise

m  Workbook re\
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Performing Man-in-the-Middle
Attack Using Cain & Abel

Cain (&AbeZis apassword recovery toolthat a/Zom recovery ofpasswords by
sniffing the network, cracking encryptedpasswords.

Lab Scenario

You have learned 111 die previous lab how you can get user name and password
information using Wireshark. By merely capturing enough packets, attackers can
extract the user name and password if the victim authenticates themselves 11 a
public network especially into a website without an HTTPS connection. Once the
password is hacked, an attacker can simply log into the victim’s email account or use
that password to log 111 to their PayPal and drain dieir bank account. They can even
change die password for the email. Attackers can use Wireshark to decrypt the
frames with the victim’s password they already have.

As preventive measures an administrator 111 an organization should always advise
employees not provide sensitive information 111 public networks without an HTTPS
connection. VPN and SSH tunneling must be used to secure the network
connection. As an expert ethical hacker and penetration tester you must have
sound knowledge of sniffing, network protocols and their topology, TCP and UDP
services, routing tables, remote access (SSH or \T*N), authentication mechanism,
and encryption techniques.

Another method through which you can gain user name and password information
is by using Cain & Abel to perform a man-in-the-middle attack.

Lab Objectives

The objective of tins lab to accomplish the following information regarding the
target organization that includes, but is not limited to:

m  Smtt network traffic and perform ARP poisoning
m Launch a man-in-the-middle attack

m  Sniff the network for the password

Ethical Hacking and Countenneasures Copyright © by EC-Council
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Lab Environment

To carry-out the kb, you need:

AN
der-r:ggslirated in ' Cain &Abel located at D:\CEH-Tools\CEHv8 Module 08 Sniffing\ARP
this lab are Poisoning Tools\Cain & Abel
aD\:/\egEIEsz_Ie in m  You can also download the latest version ol Cain & Abel from
Tools\CEHV8 http://www.oxid.it
Module 08 m Ifyou decide to download the latest version, then screenshots shown 111
Sniffing the lab might differ
m A computer running Windows Server 2012 as host machine
m  Windows 8 running on virtual macliuie as attacker machine
m  Windows 2008 Server running on virtual machine as the victim machine
m A web browser with Internet connection
m  Double-click ca_setup.exe and follow die wizard-driven installation steps
to install Cain & Abel
m  Administrative privileges to run tools
Lab Duration
Time: 20 Minutes
Overview of Man-In-The-Middle Attack
£ Q y ou can download A man-in-the-middle attack (AfITM) is a form ol active eavesdropping 11which

Cain & Abel from

http:/ / www. oxid.it. the attacker makes independent connections with the victims and relays messages
between them, making them believe that they are talking directly to each other over
a private connection, when 11 fact the entire conversation is controlled by the
attacker.

Man-in-the-middle attacks come 111 many variations and can be carried out on a
switched LAN.

Lab Tasks

TASK 1 1
Man-In-The-Middle 2.
Attack 3.

CEH Lab Manual Page 640

Launch your Windows 2008 Server virtual machine (Victim Machine).
Launch your Windows 8 virtual machine (Attacker Machine).

On the host machine (Windows Server 2012), launch the Start menu by
hovering the mouse cursor on the lower-left corner of the desktop.

Ethical Hacking and Countermeasures Copyright © by EC-Council
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fl=JMan in die Middle
attacks has the potential to
eavesdrop on a switched
LAN to sniff for clear-text
data (McClure, Scambray).
It can also be used for
substitution attacks diat
can actively manipulate
data.

G31Cain & Abel covers
some security
aspects/weakness intrinsic
of protocol's standards,
audientication methods and
caching mechanisms.

E Q replay attacks can also
be used to resend a sniffed
password hash to
authenticate an
unauthorized user.

CEH Lab Manual Page 641
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FIGURE 6.1: Windows Server 2012 —Desktop view

4. Click Cain in the Start menu to launch Caiu& Abel.

Stal"[ Administrator »
Saner Google Mzilld
Meniager Chrome hretox

i *
K 1] ©
Control H)P«V Hypei-v
Pane £ Manager Virtual
W %
Adnnett..  Command 1 1 Uninstall
fools Prompt Cain
% T | H 2P

nag*

onp W

FIGURE 6.2: Windows Server 2012 —Desktop view

5. The mam window of Cain & Abel appears.

rie View Configure Took Help

3 e sk 9% +, 3

|<a Decodgi | * Mrtwyt Iffi Suffc |,_/ Ciacker Troceroute 1E1 cccim  Aireless [1V) Query |
, Cached Passwords
Protected Storage Pressthe * button on the toolbar to dump the Protected Storage
>£ LSA Secrets
Wireless Passwords
0 IFPaocOrck
Windows Mail Passwords
Dialup Passwords
Edit Boxes
% Enterprise Maneyci
* Cedeotid Manage

| http/.'vrwwaiid.it
FIGURE 6.3: Cain & Abel Main Window

6. When you hrst open Cain & Abel, you will notice a series ol tabs near
the top of the window.

7. To configure the Ethernet card, click Configure from the menu bar.

Ethical Hacking and Countermeasures Copyright © by EC-Council
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CQaPR-SSHI can
capture and decrypt SSH
version 1 session that are
then saved toa text file.
APR-HTTPS can intercept
and forge digital certificates
on the fly but becauses
trusted authority does not
sign these certificates a
warning message will be
displayed to die end user.

COIFor IP and MAC
spoofing you have to
choose addresses that are
not already present on die
network. By default Cain
uses die spoofed MAC
"001122334455" for two
reasons: first that address
can be easily identified for
troubleshooting and second
itis not supposed to exist
in your network.

Note: You cannot have on
the same Layer-2 network
two or more Cain machines
using APR's MAC spoofing
and die same Spoofed
MAC address.

10.

Module 08 - Sniffers

©

W | Took Hwlp

J MW + ¢ | SO mo

|41 Dccodaj u Netwtk Sriffer |§ cl

, Cached Piuivoidi
Protected Storage

joT L5A Secrets.

Wireless Passwords *2

IERAIFOG £

~  Winder Mail Passmores
Dialup Passwords

F  Edit Boess

7*| Enterprise Maneger
Gedentid Vaiace

http/imvyw.Oiid.it

0©n9J.

Troccioutc 1188 CCCU 1" Aircles:. %) Query |

Pressthe '» button on the toolbar Or dump the Protected Storage

FIGURE 6.4: Cain & Abel Configuration Option

FIGURE 6.4: Cain & Abel Configuration Option

The Configuration Dialog window appears.

Tlie Configuration Dialog window consists of several tabs. Click the
Sniffer tab to select the sniffing adapter.

Filters and ports
Certificate Spoofing |

Select Adapter and click Apply and then OK.

Configuration Dialog S

| HTTP Felds | Traceroute
Certificates Collector

Shiffer APR (Arp Poison Routing) | Challenge Spoofing
Adapter IP address | Subnet Mask
£& \Device\N PFJ8F2F18B... 192.168 168.110  255.255.255.0
i&\Device\NPF {5F237C6... 0.0.00 0.0.00

10.0.0.2 255.255.255.01
*i>\Device\NPF_{35DD21.. 0.0.00 0.0.0.0
£) \Device\N PFJ36D19C.. 0.0.00 0.0.00
<| m 1>l

Winpcap Version

4.1.0.2001

Current Network Adapter

Options

F Start Sniffer on startup

WARNING !!! Only ethemet adapters supported

f~ Don! use Promiscuous mode

F Start APR on startup

OK

Cancel Apply Help

FIGURE 6.5: Cain & Abel Configuration Dialog Window
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11. Click the Start/Stop Sniffer icon o11 the toolbar.
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a N
£il¥ Vi'w  Configur* Took Hp

-ffel® KIEW +y s  oemsraw Baoe o om»
"€ DeZTdcfi | A VicUwt Smffer \+f Ciacket |4Q Troceioutc [K3 CCDU |'fl  Anglos |.A) Query |

, Cached Piuivoidi
jf Protected Storagem
JT L5A Seqrets
Wireless Passwords
IE7PaTAOTS £
~ Windows Mail Passmores
Dialup Passwords )E£(

H H F  Edit Boess
p Qt ]:Ie mpst cruu.al |tem 11 Eitcprise Manege
in that list is the radioactive Gedentid Vaiace * 1

hazard APR. Itis in this
window that we select our
victim(s).

Activate/ Dcactnale the Sniffer

FIGURE 6.6: Cain & Abel Configuration Dialog Window
FIGURE 6.6: Cain & Abel Configuration Dialog Window

Note: If you get Cam Warning pop-up, click OK.
12. Now click the Sniffer tab.

£i« Vie* C2nfgur« Took Hdp
AaxSfaism + K H u so0 W1oe 27 /1
= Dcicdtf: 1j  Netva7r Traccroutc [Q CCDU Wrd«ii | ) Query |
MAC address | OUi fingerprint B. B. Bi |Or [MO MI Mi
CO095BAE24CC  Netgear, Inc.
4 Be warned diat there is
the possibility that you will
cause damages and/or loss
of data using this software
and that in no events shall
the audior be liable for
such damages or loss of
data.
5b MP5tim : KPR |~» Routing | Paaaworda

Lost packptt: C%
FIGURE 6.7: Sniffer tab
13. Click the Plus (+) icon or right-click in the window and select Scan
MAC Addresses to scan the network for hosts.

14. The MAC Address Scanner window appears. Select All hosts in my
subnet and check the All Tests check box. Click OK.

Ethical Hacking and Countenneasures Copyright © by EC-Council
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CQapr-rdp can capture
and decrypt Microsoft’s
Remote Desktop Protocol
as well.

£5~ Speeding up packet
capture speed by wireless
packet injection

GQINote that Cain & Abel
program does not exploit
any software vulnerabilities
or bugs that could not be
fixed with litde effort.

CEH Lab Manual Page 644
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TH i« View CanfiigoM Tadol{ Hedp
J e ©awsSi 8 +[»" A~ A

MAC Address Scanner

l.c* Deccder: Meteoric Sniffer \+/ Cracker
| MAC address | OUI fingerprint
0000SBAE24CC  Netgear, Inc. I Alhoston  subret|
C Range
Fiom
Promiscuous Modo Scanner-——

W ARP Test (Broa‘cad 31at)
17 ARP Tssl. (3roalcart " &tr)
P ARP Te* (Broadcast 87
FAPP Test (jDtp St

F ARP Tort (Vutbaet gioup0]
W ARP Test (Multcest oioud 1
P (MifoatGapJ

x

1 Hosis JO er |4 Routing |\ Passwords ~| ~  VolP |

Lost packets 0%

ot J

12>) Que>y-|
|R..|B8 |G | MO|MI 1M3 ]|

FIGURE 6.8: Cain & Abel —-MAC Address Scanner Window

FIGURE 6.8: Cain & Abel —-MAC Address Scanner Window

15. Cain & Abel starts scanning for MAC addresses and lists all found MAC

address.

FIGURE 6.9: Cain & Abel —Scanning MAC Addresses Window

16. After scanning is completed, a list of detected MAC addresses is

displayed.

17. Click the APR tab at the bottom of the main window.
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ER PR state Half-
Routing means that APRis
routing the traffic correctly
but only in one direction
(ex: Client->Server or
Server->Client). This can
happen if one of the two
hosts cannot be poisoned
or if asymmetric routing is
used on the LAN. In this
state the sniffer loses all
packets of an entire
direction so it cannot grab
authentications that use a
challenge-response
mechanism.

L=U-.APR state Full-
Routing means that the IP
traffic between two hosts
has been completely
hijacked and APR is
working in FULL-
DUPLEX, (ex: Serverc-
> Client). The sniffer will
grab authentication
information accordingly to
the sniffer filters set.
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£1+ Vie* Cgrfigur Took Help
) ' ' 8 ' © t J1
Traceroute |0 coou | B wiretess  [P)overy |

| MAC address

Decoders | N Network \A Sniffer \i’/ Cracker

© § Status
APR-Cat

4, APR-DNS
M APR-sSH-1 (01
APR-HTTPS (0)
APR ProxiHTTPS (0)
59 APF-PXP(G)
13 APR-FTPS (0)
i APR-POP3S (0)
APR-IMAPS () Status
APR-IDAPS Sﬁ)
3 aprsPS(0)

11P address | Fatkets -> 1<- Packets | MAC address

| IPaddress | MACaddress | packets -> | <- Packets | MAC address

< " R Configuration JRouted Packets |

=4 Hosts | (X APR || *J* Routing |

lest packets: 0%

Passviords | J* VolP |

FIGURE 6.10: Cain & Abel ARP Tab
FIGURE 6.10: Cain & Abel ARP Tab

18. Click anywhere 111 the Configuration/Routed Packets window of APR

to activate the Plus icon.

File \Eaw Cjnf<jiz Tools Help

j * © & ra'm f+]la %is ylll1Ba3@iaO'~'s O f |

<& Decoders | 2 Network |~ 1 Sniffer |m/ Cracker |'Ci Traeeroute |KS CCDU 11 Wireless 1Y Query |

©APR status
Q APRCcit
Jj, APR DNS
= APRSSH-1 (0L
~ APRHTTPS (0)
3 AP-: Pex>HITPS(0)
98 APRROP 1(
13 APRFTPS(0)
3 APR-POP3S(0)
3 APR IMAPS(0) Status
13 APR LDAPS(0)
3 APR-SPS O

| IPaddress | MAC address  Packets ®> | <» Packets | MAC address

| IP address | MAC address  Packets -> | <- Packets | MAC address

> ] A
£a HoCt |Q *P R ||* Routing |

Los: packets; 0%

Pastwords |~ VoIP [

FIGURE 6.11: Cain & Abel ARP Tab

19. Click the Plus (+) icon; the New ARP Poison Routing window opens

from which you can add die IPs to listen to traffic.
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M _u
j *©O®me +y is gyl 1*s a O ot fl
Decoders | NftrodLd i1 snifle 14" cxuktt 1%6 Trarfrmiit .M K
Q AR New ARP Poison Routing

1-0 APR Ceft(0>
L APRDNS ) ) )
mmSStH @ APR 3notlccyou tohijack IP traffic betw@en VB coloctod host bnetBleftlet aid al elected hostsonthe ncitlet inboth
diteNicm It a 2elected hoit hai roiling capbiltet WAN frafhc wil be nierreDteda: wel Peare note thet 2moeyaur

U fi APRHTTPS (O Iwchire has not the *are performance of a router you oouid cause DaS *you U<APR te:*een your Delaul Gateway and
h'S APR-PirayHITR ailether host! or>QuiLAN
: 51 APRRDP 10
ifi APS-FTPSm
A ) APSPOPSS(0) 1P Here« | MaC | Hostrair* IF acHe™r vtic Hottrame
UJ Hie Protected Store is a : fs z;‘“c"::;z)l 10001 CO0BRAE240C
storage facility provided as 17 emsren) o0 e
i 10005 CDISEDA%SE B
part of Microsoft o fryyss oD
CryptoAPI. It's primarily 10.0010 DA0EDSCIC3CC
. 100011 Q0155DAG006
use is to securely store 100012 SusEissTan
private keys that have been
<L " 1> il

issued to a user. —

|~ 1&  Configuration/Routed Packets |

HortT"[AMIPB |** ~mrrr | Pattwowk

FIGURE 6.12: Cain & Abel ARP Tab
FIGURE 6.12: Cain & Abel ARP Tab

20. To monitor the traffic between two computers, select 10.0.0.3

(Windows 8 virtual machine) and 10.0.0.5 (Windows 2008 Server
virtual machine). Click OK.

New ARP Poison Routing

WARNING !I!

APR enables you to hiiack IP traffic between the selected host on the left list and al selected hosts on the light list in both
directions If a selected host has routing capabiliies WAN traffic win be mteicepted as well Please note that since youi
mechine has not the same performance of a router you could cause DoS if you set APR between youi Defavit Gateway and
all other hosts onyour LAN

Q Allof the information IP ackess | MAC | Hostname IP acdress | MAC I Hostname
in the Protected Store is 10,001 Q009BBAE2ACC 100013 001550A87804
encrypted, using a key that 10003 00155DA86E06 | 100.0.12 00155DA87800
is derived from the user's IO(l)J gg %1550"‘33;2 18%%31-10 00155DA87805
logon password. Access to 10007 10007 DABEDOC3CE2D
the information is tighdy 10.0.010 D4BEDAC3C30C 10005 | 00155DAB6ED3
regulated so that only the ig%%]fz %Jl.SEDAS;% ig.g.g.il oonssmsefgg
owner_ofthe material can 100013 00155D/-\855DA87804 o 00005BAE
access it
<| n 5 < <] m >
FIGURE 6.13: Cain & Abel ARP Tab
FIGURE 6.13: Cain & Abel ARP Tab
21. Select the added IP address in the Configuration/Routed packets and
click the Start/Stop APR icon.
Note: If the Couldn’t bind HTTPS acceptor socket pop-up appears, click
OK
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kJ Many Windows
applications use this
feature; Internet Explorer,
Outlook and Outlook
Express for example store
user names and passwords
using this service.

Module 08 - Sniffers

FIGURE 6.14: Cain & Abel ARP Poisoning

22. Now launch the command prompt in Windows 2008 Server and type
ftp 10.0.0.3 (IP address of Windows 8 machine) and press Enter

23. When prompted tor Username type “Martin” and press Enter and for

UJ There is also another password type “apple ' and press Enter.

set used for credentials that

should persist on the local
machine only and cannot
be used in roaming profiles,
this is called "Local
Credential Set" and it refers
to the file:

\Documents and
Settings\%Username%\Lo
cal Settings\Applicatiou
Data\Microsoft\Credential
s\%UserSID%\Credentials

CEH Lab Manual Page 647

:3Administrator C:\Windows\system32\cmd.exe - ftp 10.0.0.3

Microsoft Windows LUersion 6.0.6001J
Copyright <c> 2006 Microsoft Corporation. All rights reserved.

C:SUsers\Administrator>ftp 10.0.0.3
Connected to 10.0.0.3.

220 Microsoft FTP Service

User <10.0.0.3:(none)): Martin

331 Password required

Password:

230 User logged

ftp> _

FIGURE 6.15: Start ftp://10.0.0.3

24. Now, on the host machine, observe the tool listing some packets

exchange.
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£7 Credentials are stored in
the registry under die key
HKEY_CURRENT_USER
\Software\Microsoft\Prote
cted Storage System
Provider\

fit This set of credentials is
stored in the file
\Documents and
Settings\%Username%\Ap
plication
Data\Microsoft\Credentials
\% U serSID%\Credentials
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Ic1 T
File /mcm Configuie Tools Help

J 6 8 & B sSs + ' i o « fl
Derofleri 1i Nrta/yl |i&l Soifler | Y Crafker 1"3 Traceroiiio|| 1 CCOU 171 Waxfles | _v Cuen |

@;00) Statu* | IPaddress | MAC address Packets "< >” Packets MAC oddress | IP address
o APR Cot ( ~Poison,rg 10003 (DISSDASBEQS |5 7 001S5DABGR03  100.0.S
- APRDNS 4
APR-SSH-l = )0(
i-£ APRHTTPS(Dj
i St i?5-Fror>nnPS)0(
APR-ROP )(
i-fl APRFTPS))
~ ]JAPR-POP3SP
JAPR IMAPSP 3 :
15 APRLCAPSOI
APRSIPS(O £_1(
Status | IPaddrecc | MAC address Packets-> <-Packet; | MAC address  \ IP addrest

Configuration / Routed Packets ~ f =
>1 . 1<

Hom |0 APR | Routng | j\ Passwords | VolP |
Lot packets. C%
FIGURE s.16: Sniffer window with more packets exchanged

FIGURE 6.16: Sniffer window with more packets exchanged

25. Click the Passwords tab as shown 111 the following screenshot to view

the sniffed password for ftp 10.0.0.3.

Fie Jfor Configure Toob Help
j 6 ® ia WtSB + ‘'my |8 U = BSS saD«aotu

Dwodfrs | $ Nemwyic [1& Satffer 111 Crack™ |*Q Tncernntf |R®CCDU | A Wrelfss |V r!d,J
2\ Passwords Timestamp | FIP server | Client Usemarme Passnord
144y j 18009/2012 10005 10003 155410 Mditin (apple
A HTTP(7)
igl MAP (0)
SJ .0AP(O)
i ("'HO)
“+ SVMS(@3)
u Telnet (0)
=] XNCO)
j 5V TDS(0)
j» 8fc TVS(0) =
31 SMIP(0)
:ff mntpo;
I- g§ DCEIRPC (0L
S0 MSKe*5-PreAjam
A Radijs-Ker: 1)
C Radius-Useis (0)
Jg CQ(0)
S KEPSKQL
i-ifc MySGL (0)
3 SN0
(4 SPO)
<[ " > FP |
—I Hosts |S>APR | ¥ Routng | )\ Passwords Il vop 1

Lost peckels  C%

FIGURE 6.17: Sniffer window with more packets exchanged

Lab Analysis

Analyze and document the results related to die lab exercise. Give your opinion on
your target’s security posture and “exposure” through public and free information.
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Tool/Utility Information Collected/Objectives Achieved

IP Address —10.0.0.3
MAC Address - 00155DA86E06
Packets Sent —b

Cain & Abel Packets Received —7
FTP Server —10.0.0.3
Username —Martin
Password —apple

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Questions

1. Determine how you can defend against ARP cache poisoning in a network.

2. How can you easily find the password captured 111 an EDP MITM attack
using only Notepad or some other text editor?

3. How can one protect aWindows Server against RDP MITM attacks?
Internet Connection Required

0 Yes O No
Platform Supported

0 Classroom 0 iLabs
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Lab

Delecting ARP Attacks with the
XArp Tool

AL4/p is a security application that uses advanced techniques to detect AK P-based
attacks.

Lab Scenario

You have already learned in the previous lab to capmre user name and password
information using Cain & Abel. Similarly, attackers, too, can sniff the username and
password of a user. Once attackers have a user name and password, they can simply
gain access to a network’s database and perform illegitimate activities. If that account
has administrator permissions, attackers can disable firewalls and load fatal vimses
and worms on die computer and spread diat onto the network. They can also
perform different types of attacks such as denial-of-service attacks, spoofing, buffer
overflow, heap overflow, etc.

When using awireless connection, as an administrator you must use the strongest
security supported by vour wireless devices and also advise other employees to use a
strong password. The passwords must be changed weekly or monthly.

Another method attackers can implement is ARP attacks through which they can
snoop ot"manipulate all your data passing over the network. Tliis includes
documents, emails, and YoicelP conversations. ARP attacks go undetected by
firewalls; hence, 11 tins lab you will be guided to use the XArp tool, which provides
advanced techniques to detect ARP attacks to prevent vour data.

Lab Objectives

The objective of tins lab to accomplish the following regarding the target
organization that includes, but is not limited to:

m  To detect ARP attacks
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demonstrated in

this lab are

available in u

D:\CEH-

Tools\CEHV8 .

Module 08

Sniffing
|
[
| |
|
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Lab Environment

To carry-out die lab, you need:

XArp is located at D:\CEH-Tools\CEHv8 Module 08 Sniffing\ARP Spoofing
Detection Tools\XArp

You can also download the latest version ol XArp from
http:/ /www.clrasmc.de/development/xarp/ index.html

If you decide to download die latest version, dien screenshots shown in
the lab might differ

A computer running Windows Server 2012 as host machine

Double-click xarp-2.2.2-win.exe and follow the wizard-driven installation
steps to install XArp

Administrative privileges to run tools

Lab Duration

Tune: 10 Minutes

Overview of XArp

XArp helps users to detect ARP attacks and keep dieir data private. Administrators
can use XArp to monitor whole subnets for ARP attacks. Different security levels
and fine-tuning possibilities allow normal and power users to efficiendy use XArp to
detect ARP attacks.

Lab Tasks

B TASK 1 L
Launching the
XArp tool
2.

CEH Lab Manual Page 651

Launch the Start menu by hovering the mouse cursor on the lower-left
corner of the desktop.

FIGURE 7.1: Windows Server 2012 —Desktop view

Click XArp 11 the Start menu to launch the XArp tool.

Ethical Hacking and Countermeasures Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited.


http://www.clrasmc.de

C 7Address Resolution
Protocol (ARP) poisoning
is a type of attack where
the Media Access Control
(MAC) address is changed
by tlie attacker.

& A MAC address is a
unique identifier for
network nodes on a LAN.
MAC addresses are
associated to network
adapter that connects
devices to networks. The
MAC address is critical to
locating networked
hardware devices because it
ensures that data packets
go to the correct place.
ARP tables, or cache, are
used to correlate network
devices’ IP addresses to
their MAC addresses.
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Server Computer Google Mjlilla
Mereger Chrome hretox
.. . 9 <s
PV Hiper-V/
g s Manager Virtual
Machine.
XAip
Qaviep

FIGURE 7.2: Windows Server 2012—Apps

Tlie main Window of XArp appears with a list of IPs, ]MAC addresses,
and other information for machines 11 the network.

XArp - unregistered version

File XArp Professional  Help

Status: noARP attacks Security level setto: high

aggressive The high security level adds better
. network discovery which resuts ina
Read the Hyidino ARP attacks’ help higher detection rate but sends out
XA loaSe high more discovery packets into the
network. Aggressive inspection
modles are employed which might

basic give false alerts in some
Get XArp Professional now! environments.
ReosterXArp Professional mnmai
P | MAC | Host | Vendor I Interface | Online | Cache | First seen | Last see
10.00.1 00-09-5... 10.0.0.1 Netgear, Inc. 0x11 - Microso...  yes yes 9/20/2012 14:22:55  9/20/20
10.0.0.2 dO-67-e... WIN-MSSELCK... unknown 0x11 - Microso. yes no 9/20/2012 14:22:55  9/20/20
10.0.0.6 00-15-5... ADMIN-PC Microsoft Cor...  Ox11 - Microso... yes yes 9/20/2012 14:22:55  9/20/20
& 10.0.0.7 d4-be-...  WIN-D39MRS... unknown Ox11 - Microso... yes yes 9/20/2012 14:22:55  9/20/20
10.0.0.8 00-15-5. ADMIN Microsoft Cor...  0x11 - Microso... yes yes 9/20/2012 14:22:55  9/20/20
10.0.0.10 d4-be-...  WIN-2N9STOS... unknown 0Ox11 - Microso... yes yes 9/20/2012 14:22:55  9/20/20
& 10.0.0.12 00-15-5... WINDOWS8 Microsoft Cor... ~ Oxll - Microso... yes yes 9/20/2012 14:22:55  9/20/20
10.0.0.13 00-15-5... WIN-EGBHISG...  Microsoft Cor... ~ 0xl1 - Microso... yes yes 9/20/2012 14:22:55  9/20/20

XArp 222 * 8 mappings - 2 interfaces - 0 alerts
FIGURE 7.3: XArp status when security level set to high
4. On the host machine, XArp displays no ARP attacks.

Note: If you observe the same results, log in to a virtual maclune and run Cain
& Abel to initiate ARP poisoning to the host machine.

5. By default the security level is set to high. Set the Security level to
aggressive on the XArp screen.
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& An attacker can alter
the MAC address of the
device that is used to
connect the network to
Internet and can disable
access to the web and other
external networks.

£5" XArp allows alert
filtering for excluding
specific hosts. Another
feature includes settings for
alerting intensity and how
the alerts are presented.
Also allows sending alerts
through email and detailed
alerting configuration.
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File  XArp Professional  Help

Status: no ARP attacks
+ Read the Viandlina ARP attacks’ heb
+  View XAtd kxifile

Get XAtd Professional now!
Reaister XAtd Professional

P | MAC | Host

10.0.0.1 00-09+5.. 10.0.0.1

10.0.0.2 d0-67-e... WIN-MSSELCK..
10.0.0.6 ADMIN-PC
10.0.0.7 WIN-D39MRS...
10.0.0.8 ADMIN
10.0.0.10 d4-be- WIN-2N9STOS...
10.0.0.12 00-15-5... WINDOWS8
10.0.0.13 00-15-5... WIN-EGBHISG...

XArp 222 - 8 mappings - 2 interfaces - 0 alerts

Sniffers

XArp " unregistered version

Security level setto: aggressive

1 agg ressive The aggressive security level enables
al ARP packet inspection modules
and sends out discovery packets in

high high frequency. Using this level might
give false attack alerts as it operates
on a highly aggressive packet
basic inspection philosophy.
o al
| vendor j Interface | Online | Cache | First seen | Last see
Netgear, Inc. 0x11 = Microso... yes yes 9/20/2012 14:22 55 9/20/20
. unknown 0x11 = Microso... yes no 9/20/2012 14:22 55 9/20/20
Microsoft Cor...  Oxll - Microso... yes yes 9/20/2012 14:22 55 9/20/20
unknown 0x11 - Microso...  yes yes 9/20/2012 14:22 55 9/20/20
Microsoft Cor...  Ox11 - Microso... yes yes 9/20/2012 14:22 55 9/20/20
unknown 0Ox11 = Microso... yes yes 9/20/2012 14:22 55 9/20/20
Microsoft Cor...  0x11 = Microso... yes yes 9/20/201214:22 55 9/20/20
Microsoft Cor...  0x11 - Microso. yes yes 9/20/2012 14:22 55 9/20/20
>

FIGURE 7.4: XArp status when security level set to aggressive

6. Log mw to Windows 2008 Server, and nan Cain & Abel to initiate
ARP attack on a Windows 2012 host machine.

7. The XArp pop-up appears displaying the alerts.

9/20/2012

14

DirectedRequestfilter: targeted request,
destination mac of arp request not set to

broadcast/invalid address

Interface 0x11

[ethernet]

source mac: dO- -36
dest mac 00- -cc
type 0x806

Carp]

direction out

type request

source ip 10.0.0.2

dest ip 40 00X

source mac; dO-

dest mac 00-

FIGURE 7.5: XArp displaying Alerts

Now, the XArp Status changes to ARP attacks detected.

an
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XArp " unregistered version

Status: ARP attacks detected! Security level setto: aggressive

View detected attacks The aggressive security level enables

" N . al ARP packet inspection modules
Read the *Handling ARP attacks’ help and sends out discovery packets in

« View XArp logfite high frequency. Using this level might
£7 Tlie simp|est form of give false attack alerts as it operates.
e - C s on a highly aggressive packet

certification is tlie use of inspection philosophy.

Get XArp Professional now!

static, read-only entries for ) )
Register XArp Professional

critical services in die ARP
cache of ahost. This only
prevents simple attacks and

3 MAC | Host | Vendor | Interface | Online | Cache | First seen | Last see
does not scale on a large 1000.1 1000.1 Netgear, Inc.  OXL1 = Microso... yes yes 9/20/2012 1422:55  9/20/20
network, since the mapping * 10002 WIN-MSSELCK.  unknown 0x11 « Microso... yes no 9/20/2012 1422555 9/20/20
has to be set for each pair X 10003 1000.3 Microsoft Cor...  OKLL - Microso... yes yes 9/20/2012 1425:06  9/20/20
. - - X 10.0.0.4 Windows8 Microsoft Cor... 0x11 - Microso.. yes yes 9/20/2012 14 25:08 9/20/20

of machines resulting in « 10005 10005 Microsoft Cor...  OXI1 - Microso... yes ves 9/20/2012 1425:54  9/20/20
(n*n) ARP caches that have ~ 10006 ADMIN-PC Microsoft Cor...  Oxl1 «Microso... yes yes 9/20/2012 14 22:55  9/20/20
to be configured. AntiARP v 10007 WIN-D39MR5...  unknown 0x11 « Microso... yes yes 9/20/2012 14 2255 9/20/20
also provides Windows- 10008 ADMIN Microsoft Cor...  Oxl1 - Microso... yes yes 9/20/2012 1422:55  9/20/20
: ) -y 100010 WIN-2N9STOS..  unknown 0L - Microso...  yes yes 9/20/2012 1422:55  9/20/20

based spoofing prevention 'S 1000.12 WINDOWSS Microsoft Cor...  Ox1 - Microso... ~yes yes 9/20/2012 1422:55  9/20/20
at the kernel level. vV 100013 WIN-EGBHISG..  Microsoft Cor...  OXLL ~ Microso... yes yes 9/20/2012 1422:55  9/20/20
< ”I 1 >

XArp 2.22 - 11 mappings - 2 interfaces - 25 alerts

FIGURE 7.6: XArp —ARP attacks detected

Lab Analysis
Analyze and document die results related to die lab exercise.

Tool/Utility Information Collected/Objectives Achieved

Interface [Ethernet]: Ox11
Source Mac: dO-XX-XX-XX-XX-36
Destination Mac: 00-XX-XX-XX-XX-CC
Type [arp]: 0x806
XArp Direction: Out
Source IP: 10.0.0.2
Destination IP: 10.0.0.1
Host: 10.0.0.1
Vendor: Netgear, Inc.

CEH Lab Manual Page 654 Ethical Hacking and Countemieasures Copyright © by EC-Council
All Rights Reserved. Reproduction is Stricdy Prohibited.



CEH Lab Manual Page 655

Module 08 - Sniffers

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Questions

1. Determine how you can defend against ARP cache poisoning 111 a network.

Internet Connection Required
0 Yes O No
Platform Supported

0 Classroom 0 !'Labs
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knowledge
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Delecting Systems Running in
Promiscuous Mode in a Network
Using PromgryUl

Pron/giyUl is a tool with a ‘Windonsgraphical interface that can be used to detect
network interfaces that are rnnning inpromiscuous /node.

Lab Scenario

With an ARP storm attack, an attacker collects the IP address and MAC address of
the machines 111 a network for future attacks. An attacker can send ARP packets to
attack a network. If an ARP packet with a forged gateway MAC address is pushed
to the LAN, all communications within the LAN may fail. Tins attack uses all
resources of both victim and non-victim computers.

As a network administrator you must always diagnose die network traffic using a
network analyzer and configure routers to prevent ARP flooding. Using a specific
technique with a protocol analyzer you should be able to identify the cause of the
broadcast storm and a method to resolve the storm. Identify susceptible points o11
the network and protect them before attackers discover and exploit the
vulnerabilities, especially 011 ARP-enabled LAN systems, a protocol with known
security loopholes that allow attackers to conduct various ARP attacks.

Attackers may also install network interfaces to 11111111 promiscuous mode to capture
all the packets that pass over a network. As an expert ethical hacker and
penetration tester you must be aware of die tools to detect network interfaces
running 1w promiscuous mode as it might be a network sniffer. 111 tins lab you will
learn to use die tool PromqgryUl to detect such network interfaces running 1
promiscuous mode.

Lab Objectives

The objective of tins lab to accomplish:

m  To detect promiscuous systems 111 a network

Ethical Hacking and Countenneasures Copyright © by EC-Council
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& Tools
demonstrated in
this lab are
available in
D:\CEH-
Tools\CEHV8
Module 08
Sniffing

5 task 1

Running
PromgryUl
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Lab Environment
To carry-out die kb, you need:

m  PromqryUl is located at D:\CEH-Tools\CEHv8 Module 08
Snrffing\Promiscuous Detection Tools\PromqryUl

®m  You can also download the latest version ol PromgryUl from
http://www.microsolt.com/en-us/download/detalls.aspx?1d= 16883

m Ifyou decide to download die latest version, dien screenshots shown 111
the lab might differ

m A computer running Windows 2008 Server

m  Administrative privileges to run tools

Lab Duration

Time: 10 Minutes

Overview of PromqryUl

PromqgryUl can accurately determine if a modern managed Windows system has
network interfaces in promiscuous mode. If a system has network interfaces m
promiscuous mode, it may indicate die presence of a network sniffer running on die
system.

PromqgryUl cannot detect standalone sniffers or sniffers running on non-Windows
operating systems.

Lab Tasks

1. Go to the tool location at Z:\CEHv8 Module 08 Sniffing\Promiscuous
Detection Tools\PromqryUl.

2. Double-click promqryui.exe, and click Run.
Open File - Security Warning 1 3|
Do you want to run tNs file?

Name ..,misojous Detection ToolfromarvUIl bromarvui.exe
Publisher Microsoft Corporation
Type Application

From Z:\CEHv8 Module 08 Sniffers*romiscuous Detectio...
Run Cancel

1* Always ask before opening this file

While files from the Internet can be useful.this file type can
J potentially harm your computer. Only run software from publishers
you trust. What's the risk7

FIGURE 8.1: PromgryUl —Run prompt

Ethical Hacking and Countermeasures Copyright © by EC-Council
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3. Click Yes 11 the PromgryUl License Agreement window.

PromqryUl

Please read the following license agreement. Pressthe PAGE DOWN key
to see the rest of the agreement.

END-USER LICENSE AGREEMENT FOR
PROMQRY and PROMQRYUI

IMPORTANT-READ CAREFULLY: This End-User Ucense
Agreement fEU LAl is a legal agreement between you (either an
individual or a single entity) and Microsoft Corporation for the Microsoft

”.] a network, software Product identified above, which includes computer software
promiscuous mode allows a f SOFTWARE!. The terms and conditions of this EULA are separate
network device to intercept and apart from those contained in any other agreement between
and read each network Microsoft Corporation and you. BY INSTALLING. COPYING OR
packet that arrives in its OTHERWISE USING THE PRODUCT (AS DEFINED BELOW). YOU
entirety. AGREE TO BE BOUND BY THE TERMS OF THIS EULA. IFYOU

DO NOT AGREE TO THE TERMS OF THIS EULA. DO NOT
INSTALL. COPY OR USE THE PRODUCT.

Do you accept all of the terms of the preceding Ucense Agreement? If you
choose No, Install will close. To install you must accept this agreement.

Yes No

FIGURE 8.2: PromgryUl —License Agreement dialog box
4. The WinZip Self-Extractor dialog box appears. Browse to a desired
location (default location is c:\promqgryui) to save the unzipped folder
and click Unzip.

WinZip Self Extractor - PROMQR~I.LEXE |5
To unzip all files in PROMOR'I.EXEtothe Unzip
specified folder press the Unzip button.
Run WinZip
Unzio to folder:
Browse... Gose
F7 Overwrite files without prompting About
Help
In a network,
promiscuous mode allows a -
network device to intercept FIGURE 8.3: PromgryUl —WinZip Self-Extractor dialog box
and read each network .
packet diat amives inits 5. Click OK after tile Ulizip is successful.
entirety.
2 file(s) unzipped successfully
OK
FIGURE 84: WinZip Self-Extractor dialog box
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Unzip to folder allows
you to browse and select a
destination of your choice
to save die setup file.

z task 2

Running .NET
Framework 1.1

The .NET Framework
version 1.1 redistributable
package that includes
everything you need to run
applications developed
using die .NET
Framework.
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6. Now, click Close to close the WinZip Self-Extractor dialog box.
WinZip Self Extractor - PROMQR~I.EXE

To unzip al files in PROMQR~1.EXE to the

- . Unzip
specified folder press the Unzip button.
Run WinZip
Unzip to folder:
Browse. Close
W Overwrite files without prompting About
Help

2 file(s) unzipped successfully

FIGURE 8.5: PromqryUl —WinZip Self-Extractor dialog box

7. Now, install .NET Framework 1.1 by double-clicking the dotnetfx.exe
file located at Z:\CEHv8 Module 08 Sniffing\Promiscuous Detection
Tools\PromqgryUl.

8~ Click Run 11 the Open File - Security Warning dialog box.

Open File - Security Warning
Do you wart to run this file?

Name ...omiscuous Detection TO0LfromarvUIl\dotnetfx. exe
Publisher Microsoft Corporation
Type Application
From Z:\CEHv8 Module 08 Snifferspromiscuous Detectio,..

Run Cancel

W  Always ask before opening this file

While files from the Internet can be useful.this file type can
f potentially harm your computer. Only run software from publishers
you trust. What's the risk7

FIGURE 86: .NET Framework - Run dialog box

9. Click Yes to initiate the .NET Framework installation in the Setup
dialog box.

Microsoft .NET Framework 1.1 Setup - 3]_

L J 1 Would you like to install Microsoft .NET Framework 1.1 Package?

Yes No

FIGURE 8.7: .NET Framework—Install dialog box
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10. Wiliile attempting to install .NET Framework 1.1, you will get a
Program Compatibility Assistant dialog box. Click Run Program.

& Program Compatibility Assistant 2<j|

This program has known compatibility issues

Check online to see if solutions are available from the Microsoft website. I solutions are found, Windows will
automaticaly display a website that lists steps you can take.

e— — -1 Proaram: Microsoft .NFT Framework 1.1
Publisher: Microsoft
Location: Not Available

Ths software has known incompatibility with 11S services on this platform.

I a Jrtdedetate Check for solutions onlne | Run program || Cancel |

- Don't show this message agan
FIGURE 8.8: .NET Framework —Program Compatibility’ Assistant dialog box

11. Select the radio button for I agree and click Install in the License
Agreement dialog box.

TASK 3

Installing .NET
Framework 1.1

j'J! Microsoft .NET Framework 1.1 Setup

N License Agreement
| |

Microsoft'
crosoft ! (A copy of this license is available for printing at

http: 7go.microsoft.com fwlink'?Linkld=122S3 )

'1r] e I [ SUPPLEMENTAL END USER
]

LICENSE AGREEMENT FOR .
\TTrpn<;nFT ~oftwart; zI

I have read, understood and agree to the terms of the
End User License Agreement and so signify by clicking
"l agree" and proceeding to use this product.

1 I (« i agree

| | r 1do not agree

Install Cancel

FIGURE 89: .NET Framework—License Agreement dialog box

12. Once the installation is complete, click OK in the Microsoft .NET
Framework 1.1 Setup dialog box.

J~r Microsoft .NET Framework 1.1 Setup \]3 E H

1fc<4Al>.z**nc.'l *maiMl *y i il ou

Installation of Nicrosoft .NET Ft;imework1.1 is complete.

OK |
H TASK 3 FIGURE 8.10: .NET Framework - Installation complete message box
Installing 13. Now, go to C:\promqgryui and double-click pgsetup.msi and follow the
PromgryUl installation wizard to install PromqgryUl.
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S ' Promiscuous mode can
be used in a malicious way
to sniff on a network. 111
promiscuous mode, some
software might send
responses to frames even
though they were addressed
to another machine.
However, experienced
sniffers can prevent this by
using carefully designed
firewall settings.

With the PromqgryUl
tool, you can add either a
single system or multiple
systems to query.
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14. Once installation is complete, go to Start and click Promgry to launch
the program.

a Server Manager

Command Prompt

Administrator
Mozilla Firefox
Documents
(©  Ease of Access Center
Computer
J Notepad
Network
Internet Explorer
Control Panel
Windows Update
pd Administrative Tools >
Help and Support
rvices Run...
]
Password Changer for Windows
' Paint
> All Programs
I"tart Search ©

lJa M » |

FIGURE 8.11: Windows 2008 Server —Start menu

15. The main window of PromqryU|I appears. Click Add.

.Jii

FIGURE 8.12: PromqryUl —Main window

16. The Select Addition Type dialog box will appear. Click Add Single

System.
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For systems that you
need to query, a range of IP
addresses can be provided.
Also, you can just carry a
query for a local system.
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Add Single Add Multiple
System Systems

FIGURE 8.13: PromqryUl —Adding system

17. Type the IP address of the system you want to check for promiscuous
mode in the IP Address held 11 the Add System to Query dialog box
and click Save.

IP Address:
10

Host Name:

Cancel

FIGURE 8.14: PromgtyUl —Add System to Query

18. Select the added IP address 11 the Systems To Query section and click
Start Query.

ft Promary
I'me Cdt hcb

Systems To Query Query Restilts
Sar. IFocdress  End IFaddless  Query S.atus
» 10002

FIGURE 8.15: PromqtyUl —Querying system
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19. Results will be displayed 111 Query Results.

_If71x]
Pie fatt help

Systems To Query 3uer, Resjits
SartPdodress | EncIPaodress  Query Status |3uery star. tine. 9/20/2038.48.11 2" PV 1

; ,
w 11002 done:positivel | iing 10002 success

Querying 10.00.2...
Active. True

InstaiceName.

WAN Mhiport (P> —
NEGATIVE Prorriscuojs mode currently NOT enabed

Active. True
InstaiceNamc.

Hyper-V Vitual Swtcl Extenson Adapter
NEGATT/E Prormcuous mode currently NOT enabed

Active. True

biMoeNfime

lypei-V Vxtual 3»v<ci Cxtenson Adapter #2
NCGATIC Prorrocuous mode currently NOT enabed

£ "Query results will let Tnaticetioms

you know if the system is ey NoTenaes .
promiscuous mode or not

and provides other

information like Computer

name, Domain, Computer

Model, Manufacturer,

Owner, etc. ;
Systems To Quer,

Start IP address End IP 3ddrees | Guery Statue NEGATIVE™ Pronisanus mode cjrrenty SOT enabled

™ 10.00.2 done: postive! e e

hstanceNarne:

WAN Miniport (Network Vlailcr)

NEGATIVE: Protweudus node carrenty NOT enabled
Active True
hstanceNarme:
Hyper-V Vrtua Etiemei Adapter #2

NEGATIVE: Proiwcudus mode carrenty NOT enabled

Systen Surm»'y
POSIIVE at least one rterface on systen was found ir prorriscuous mode

Conputer name VYN-O3OMRSHLIE4

Dona” : WORKGROUP

Conputer manufacturer Del He.

Conputer nodel: CptPtex 390

Primery owner: wnajws iser

user currenny Dggec or: vir*-039WRSMLOfe4\Admn1strator

Opciail system Mijosol Windows Server 2012 Release Candidate Datacenter
Organza'Jon

FIGURE 8.16: PromgryUl —Query Results

Lab Analysis
Analyze and document die results related to die lab exercise.

Tool/Utility Information Collected/Objectives Achieved

Computer name: WIN-D39MR5HL9E4
Domain: WORKGROUP
Computer manufacturer: Dell Inc.
Computer model: OptiPlex 390

PromqryUl Primary owner: Windows User
User currently logged on: WIN-
D39MR5HL9E4\Administrator
Operating system: Microsoft Windows Server
2012 Release Candidate Datacenter
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PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Questions

1. Determine how you can defend against ARP cache poisoning 111 a network

Internet Connection Required
0 Yes O No
Platform Supported

0 Classroom 0 !Labs

Ethical Hacking and Countermeasures Copyright © by EC-Council
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ICON KEY

Valuable
information

Test your

Web exercise

m  Workbook re\
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Lab

Sniffing Password from Captured
Packets using Sniff- O- Matic

Sniff —O —Matic is a networkprotocol analyser andpacketsuffer nith a clear
and intuitive inteiface.

Lab Scenario

Attackers may install a sniffer 11 a tmsted network to capture packets and will be
able to view even* single packet that is going across the network, if the network uses
a hub or a router for data transmission. With the captured packets, attackers can
learn about vulnerabilities and sniff the user name and password and log in to die
network as an authenticated user. Once logged 11 successfully to a network, die
hacker can easily install vinises and Trojans to steal data, sensitive information, and
cause serious damage to that network.

As an expert ethical hacker and penetration tester you should have sound
knowledge of sniffing, network protocols, and audientication mechanisms and
encryption techniques. You should also regularly check your network and close die
unnecessary ports diat are open. Always ensure diat if any sensitive data is required
to be sent over the network, you use an encrypted protocol to minimize the data
leakage.

Lab Objectives

The objective of this lab to sniff passwords using the tool Sniff- O - Matic
through captured packets.

Lab Environment

To carry-out the lab, you need:

m  Sniff- O- Matic is located at D:\CEH-Tools\CEHv8 Module 08
Sniffing\Sniffing Tools\Sniff-0-Matic

®  You can also download the latest version of Sniff - O- Matic from
http://www.kwakkeltlap.com/smffer.html
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m Ifyou decide to download die latest version, dien screenshots shown 111
die kb might ditter

[24/Tools = A t ing Windows Server 2012 as host machi

demonstrated in computer running Windows Server as host machine

thiS_ lab are m  Double-click snifftrial.exe and follow die wizard-driven installation steps to

available in install Sniff - O- Matic

D:\CEH-

Tools\CEHVS m  Administrative privileges to run tools

Module 08 .

Sniffing Lab Duration
Time: 10 Minutes
Overview of Sniff- O- Matic
Sniff —O —Matic captures network traffic and enables you to analyze die data.
Detailed packet information is available 111 a tree structure or a raw data view of die
packet data. Sniff—O —Matic's button and columnar data display logically and
succincdy presents the collected network traffic data.
Lab Tasks

1. Launch the Start menu by hovering the mouse cursor on the lower left
corner of the desktop.
. TASK 1 FIGURE 9.1: Windows Server 2012 —Desktop view
Launching the 2. Click Sniff - O - Matic in the Start menu to launch the Sniff —O
Sniff-O-Matic tool Matic tool.
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S ' Sniff-O-Matic a packet
sniffer is a computer
program or apiece of
computer hardware that
can intercept and log traffic
passing over a digital
network or partofa

network.

3.

3 TASK 2

Sniff-O-Matic:

Start Packet

Capture

4,
5.
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FIGURE 9.2: Windows Server 2012—Desktop view

The main Sniff - O - Matic window appears; select the adapter from the

drop-down list and click the Start Capture +1 button.

FIGURE 9.3: Sniff-O-Matic —Start capture

1 * *iviuiun [ : 1 11

When the tool starts capturing the packets, launch a browser and log 1
to your email account.

Then, click the Stop Capture | I button to view the captured packets.
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Packet capture is die
act of capturing data
packets crossing a
computer network.

From the captured
packets, detailed

information such as Header

Length, Protocol, Header
Checksum, Source IP,
Destination IP, etc. can be
viewed by selecting a
particular packet.
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Sniff O ~ Malic 1.07 Trial Version 13 n fx
File Capture Options Help
| 17111 \m\  Hvoer-WirtualEtherne"Adaoter 82 b vi <€'Mm N« c.111
Podko! .owes Domination Size Prolog Tmo Port 8c
1 lao.a7 123.176.32.13 66 TCP 03/24/12 14:25:16 2773 -
2 10QQ7 74125236175 55 CP 09/24/12 1425716 2749
3 74.125.236175 10.Q0.7 66 TCP 03/24/12 142516 80
4 10.0.Q7 123.176.32.13 66 TCP 03/24/12 14:25:19 2773
5 10.0.Q7 123176.32.153 54 CP 09/24/12 14:25:20 2762
5 10.0.Q7 123176.32.153 54 CP 03/24/12 14:25:20 2763
7 10.0.Q7 123176.32.153 54 TCP 03/24/1214:25:20 2762
3 123.176.32153 10.Q0.7 54 TCP 09/24/1214:25:20 80
3 10.0.07 123.176.32.153 54 TcP 03/24/12 14:25:20 2763
10 12317632153 10.00.7 54 TCP 03/24/12142520 80
n 10.0.Q7 123.176.32.195 726 TCcP 03/24/1214.2523 2753
12 123.176.32155 10.Q0.7 54 TCP 03/24/1214:25:23 80 _
n 17k 171721~ 1nnn7 an TCP mnAniu'&n m
<1 I >
A
. >
hllo: //\VWWW.<nakkeNao.con

Frce JRF. 9.4: SniflF-O-Matic —Stoo ramnire
FIGURE 9.4: SnifF-O-Matic —Stop capture

6. 111 the list of captured packets, select a packet to view detailed

information.

Sniff - O ~ Matic 1.07 Trial Version
File Ccpture Options Help

HioerWrtual Elhemet Adapter 82 _Vj ou\ pg]l cj

Docinoticn Tme Port @ 1P Headltr
100.Q7 123.176.32.13 03/24/12 14:25:16 2773 O Version*4
10007 74125236175 TP 00124/1214-25°16 2749 Hearker Lengih m5 (20 yte?)
74125236175 10.Q0.7 TP 05/24/121425T6 80 ft TypeOf Service w000
100.c7 1231763213 TP 0302412 14:2519 2773 © ot Lorgh - 40

99 Idertifcation mOcABDE
10067 12317632153 e 09/24/1211:2>20 2762 2 Roges 0(03
100C7 123176.32.153 Top 03/24;12 14:25:20 2763 Frgwl  +0QID
100Q 7 __ 123176.32.153 Tcp 05/24/1214:2520 2762 0 TimToLive - &

H FIOCI) = 6(FCP)
100.07 123.176.32153 Top 03124112 142520 2763 @ HeaderChecksim - QCBAS
12317632153 10007 TcP 03/24/12142520 1P Soiree IP-123.175.32.153
100Q7 1231763218 TcP 03/24/12 14.25.23 )P Cest. IP 10007 -
12117632155 10.Q07 0P 42523 TCP Header
12312632155 1nnn7 TP W +« Soiree Port =80 (HTTP)

i
OXCOOO *»5 00CO 2S5 AB D3 00 00 3D 06
OXCOIO OA 0000 07 00 50 OA CA 9A 3B
0X0020 50 1139 Os 77 29 OO 00

0 " Destination Pat - 2762

« Seq Nurrber = (81CBE781
me /CK Number = QcFDD7CEI3
€ 0ff93t 20)5 ~ bytess

j® Rags=Qd1

8 Windows Size =1450}

@ Checksum =0(7728

O Urgent Pointer - QOX)

LiJ
hilp; MwMiwatotftto.rcn

FTGIIRF. 9.5: SnifF-O-Matir —Vifrcrina oarker information
FIGURE 9.5: SnifF-O-Matic —Viewing packet information

7. 1 the right pane, select items from the tree and the data for
respective item will be liighlighted 111 red.

the
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Sniff - O - Matic 1.07 Trial Version
File E«pture Options Help

Hvoer-V Virtual Etheme E \/j 1wl a *J cj | T 1»1'Adacter 82
Pk $0C9 Declination sz Protosoi Tmo Port #« ®mm
1 10007 1231763213 68 o 03/24/1214:25:16 2773 “mm© Time To Live = 6L
2 10007 71125236175 55 TCcP 03/24/12 142516 2749 r=® Protocol 67 (TCP)
3 74.125.23e.175 10007 66 Tcp 03/24/12 142516 80 @ Header Checksmi = (k7845
4 10.D.Q7 123.176.32.13 66 TCcP 03/24/1214:25:79 2773 o }z zr?Plz 110230115 32158
5 10.0.Q7 123.176.32.153 54 TCcP 03/24/12 11:25:20 2762 N
5 100.Q7 123.176.32.153 54 TP 03124/12 14:25:20 2763 Qj TCP Heaer
7 103.Q7 123.176.32.153 54 Tcp 0324,1214:25:20 2762 - © Destiration Pat - 2762
13 123.176.32153 10007 03/24,1214:25:20 80 e Seq Nittber = QUACBETEL
3 103C7 123.175.32.153 ™ 032412 14:25:0 U «ficK NLinber - )VFDD7CE13
10 12317632153 10007 :Ei) 03/24/12112520 80 Xffost - 5(20bytes 9
n 1000.7 123176.32.1S 03/24/1214.2523 2753 B f Rags=0<ll
12 123.17632155 meo.7 03/24/1214:25:23 80 P FNe="1
d] n fomn 1nnn7 I@ Psyn=0
il p RST*0
| oxoooo 45 00 00 2e AB D3 0O 0O BO 20 99 ""w PUSH+ 0
0X0010 OA 00 GO 07[30 53|oa ca D7 CE 13 P .. - p ACK-1
0X0020 SO 11 39 08 700 00 28 5 P.o.w(. P URG- 0
p ECE-0
.. pPCWR-0

A Window! SI7- 14600
Choskaum 3 ( = k7723
...»  Urgent Pointer mIKQO90

& Port numbers
can occasionally
be seen ina web

. FIGURE 9.6: Sniff-O-Matic —Viewing packet information
or other service.

By default, HTTP 8. Now, perform a search for the data in captured frames. Select Options
uses port 80 and “» Find.
HTTPS uses port -
r Sniff - O - Matic 1.07 Trial \
4431 but a URL - Re Capture | Options | Help
http://www.exam * 4 o jou\ o«|] cj |
! WTM
. packi s . N% A~ — siio Protocd Tmo PO 9C - FragTent offett ~ QD
Ie'com_' 8080/path/ mi 163213 66 e 03/24/1214:25:16 2773 g Tire To '-:\g(:caé)
01f] St 236175 55 Top 09/24/1214/516 2749 FTotood C
speCIerS that the hl Jonaes 7 66 ToP 03124112 142516 80 O Header Checksim m O7BAS
web resource be m@ 6.32.13 66 TcP 03/24/1214 2519 2773 )z ?'“T;P’igg'gs'”'ﬁg
101" EchkTodipo 632153 54 ToP 08/24/12 11:2520 2762 . )Tcp o
10LIU/ 12, 1/6.32.153 5 Tcp 03/24/12 142520 2763 ’ iliii
se rve d by th e 10.0.G7 123.176 32.153 54 TcP 03/24/1214:25:20 2762 o errﬂ)’l]cﬂlpla! I27IezE. I
HTTP server on 123.176.32153 10.Q07 54 Top 03/24/12 142520 80 « Seq Niftber mRIACBETSI
10007 123.175.32.153 5 Top 03/24/12 142520 2763 « ACK NLimber« (KFDD7CEI3
12317632153 10Q0.7 5 Tcp 0324112142520 80 O Offcet - 5(20byte8’
port 8080 10007 123176.32.155 726 Tcp 03124112 142523 2753 It Rags 10 -
12117632155 10.Q07 5 TP 0324112142523 80 i moANL-
17117635 10 inon? qn TCP n9mvany 11~'<3  fin O N |syn=0
L ! i Porst=0
OXCOOO ™5 0000 26 AB D3 0O 0O | PUSH 0"
OXCOIO OA 0000 07 DO 50 OA CA h JAACK=1
0X0020 50 1139 08 77 23 00 00 | nure-o
PECE=0

p cwr o
ft Windows Size = 14503
O Chockaum - Qc7728
» Urgent Pointer = 000D

FTCtTIRF97m Sniff-O.Matir- Performing srarrh

FIGURE 9.7: Sniff-O-Matic - Performing search

9. The Find pop-up box appears; type pwd to search for the password
information.
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Sniff 0 Motic 1.07 Tri3' Version

File Ceuc Options Help
» !*Ld HjpeA Titual EfamotAcfoptdi 82 ~H Yj jJu] 9 «J CjJg
Deihnaton S2e Piota™ol Time Pert trc j-e#* Version =4
mo.o.7 12217632155 54 T 03/24/12142523 2753 * Header Length ™ blesj 20(5
123106.40.33 10007 1514 ™ 03/24/12142523 83 £&7+ TopeCk Senvice ” KOO
1Q007 1221084033 5% ™ 0324112142523 2723 [ m;;;mh jmlga
12310840 33 10007 B4 TP 03/24/12142523 83 Pty
12313810 B 10007 1514 Tcp 09'24/12142523 83 i—Ap F(aﬁ e e 11))
1007 1221084033 5 ™ 0024112142523 2723 e e v
1231084033 10007 Find -)A Protocol - C(TCP
10007 74.125.235.1( i @ Hocdor Chsckajm - €FBAL
1Q007 mieels | | Jp SoucelP~ 1231084033
) 12317632 16 10007 JpAg i-Jp Dost IP~1000.7
£7 Detailed packet 74.125.236.154 10007 o 1 ip TCP Header
. . . . . <m Asci r Matchcase Fn R
information is available in a »  1ecor el M _ A Seiree Pot- 80 (HTTR
1nnn7 lawTL ¢ Hex A Daatincton Port - 2723
tree structure or a raw data '” Cercel | j'es# SeqNurbst - QOCI77B\D
. 0X0000 <s 00 cs D5 EI 0O -+« ACK Humbw  KDE73610
view of the packet data. 0X0010 OA 00 GO 00 SO OA ro= — l«".}A Offset * 5 (20bjrtes
0X0020 SO 10 26 BE le IFOO 00 48 S* 54 SO 2F 31 2E 31 P.S... gt 5 W/ 1
0X0030 20 32 30 30 20 4F4B OD OA 44 61 74 65 3A 20 4D 200 OK..Date: M i- Widows Size» 5918
0X0040 6r 6E 2C 20 32 3420 S3 65 70 20 32 30 31 32 20 on, 24 Sep 2012 ® Qiockaitn W&181F
0X0050 30 33 3A 35 36 3A30 39 20 47 4D 34 OD OA 53 65 03:56:03 3MT.3e  wr Lroert Porter ' JVOX
0X0060 72 76 65 72 3A 2041 70 61 63 63 €5 OD OA 45 7e :ret: Ap«=he.Ex cwa3<
0X0070 70 69 72 65 73 3A20 54 60 75 2C 20 31 39 20 4E pices: Thu, 19 N '+ Detalength m 1460
0X0030 6r 76 20 31 39 3331 20 30 36 3A 33 32 3A 30 30 ov 1981 03:32:00
0X0090 20 47 4D 34 OD OA43 61 63 68 63 2D 43 6T 6E 74 GMT..CacJic-Con
OXOOAO 72 6r <C 3A 20  «EGF 2D 73 74 6F 72 63 2C 20 6E rol: r.0-3COre, n

10.

hitiyMwwy LwakkellUon

FIGURE 9.8: Stiiff-O-Matic —Performing password search

riLrU Kt V.b: bnilt-U-Matrc —i'eitorming password search

as shown 11 the following screenshot.

An icon w (packets with binoculars) will appear for the found packets,

Sniff O Matic 1.07 Trial Vers on l_ D-
Pie Capture Opbens Help
Hypd-V V(ud Etncmot Adapior ti2 \4 OU\ a« | e)
e Destiretion I 5re Protocd IKW 1P 1 1P Header
74125.236.1G2 1Q007 09/24/1214:25:55 < « Version 4!
74125.236.162 1Q007 02124/12142555  a . : %'2@“'5;%
. . 1000.7 74123236182 09/24/1214.2555 1 +H - Typedf Serve &
&m Snlff-O-Math s key 74125236 182 10007 09241121455 25 L " IL:?MLE@ °
features include: 1000 7 12317632156 00/24/12142556 2 b Hags‘“&m
123.176.32.156 1007 jed 00/24/1' 142556 & A BTV oltt =0°0000
»  Capture IP packets 123176.32.156 1007 TP 00124112 142556 & - UWTOL:!, e
on your LAN 1060.7 12317632155 00/24/12142555 2 A Protocdl 6 (TCP)
. 123.176.3213) 1Q007 09/24/12142555 & Header Cherkeum -10+205
without packet loss 10cc? 2025388 wP 09/24/121425:55 5 P Souee IP=74 125236182
. 2025388 1Q00.7 uoP 00/24/12 142556 5 JP Dect IP- 10.0.07
*  Monitor network ﬁ;w 1231084033 Top Wf?425'55 2 | TCP Header
activity in real time 119 Tnadim TP A Soiree Pert - 443 (HTTPS)
X A Deetinatbn Port - 1049
*  Filters to show only CXO0DO 45 00 00 23 9E CO 00 00 A Soq Nurmber - (ke€BO7BOAC
0X0010 OA 00 00 07 01 BS 04 19 A ACK Number 9339& - AFIC
the packets you CX0020 50 10 FF FF FE 3B 00 00 O Cffe - 5 (20bytes)
want 1P FlagsGelo
X A Windows Site =55535
*  Real-time checksum Checksur - (KFE3B
calculation "0 Ugone Porter - 500

e Save and load
captured packets

e Auto start capturing
and continuous
capture

e Traffic charts with
filter info
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FIGURE 9.9: Siiiff-O-Matic - Password search results

11. Select the found packet and scroll
information, which will be indicated in blue.

down the data list for

the
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& Packets
captured using
Sniff-O-Matic
allows you to sniff
the password
available in
cleartext format.
If an attacker is
able to capture
these packets, he
can easily identify
the password and
login to the
network as an
authenticated
user. Attackers
will have an
advantage if they
discover the same
password is being
used for all the
computers.
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Sniff 0 Matic 1.07 Trial Vers on
Fle Rapture Optcm Help

> lal-d  HpOv Vkud EthemetAdapter V2

65 37. 20 ;q«0.3..Ccokis:
60 39 €% ir.ld«ac6573fl»v9
69 34 0D rd2akS7addl7ui4.

74 3D 69 ...f_»ourc«r«c'h
61 69 6C cCF%3A%2F«2Fnail
6D 61 69 .xr.co»%2Facv»ai

26 6C 67 1% 2Flabox.phptlg
3D 72 69 fm “nallsf_id rl
70 77 64 aiBacchevoiflpwd]

=T

a \ersion4”
ft Header Length = 5 (20 bytes)
« TypeOf Sefvce =GfA0
t Total Length = 720
ft dentfication =Q{7B8C
Rags =(MU
ft Fragment ofiset = 09(0000
ft Time To Live =128
t Protocol =6 (TCP)

Header Cherkeun - itOOX
p Stree IP=10007
p Dest IP=123.176.32155

o

ft ACK Number-&05G19rCA3
ft Cffoc - 5(20bytes)

P Hop18& -

ft Wibdonj Sire - 63751

23 Checksum m&A31D

ft Urgent Porta ~ o00%)
Date

ft Detalength w683

FIGURE 9.10: Sniff-O-Matic —Password search results

12. To mark the packets, right-click the selected packet and click Mark.

Sniff O Matic 1.07 Trial Vers on
Fle Capture Optcrts Help

> 1*1d  HpeVVitud EthemetAdopter t2 - Vj ow lawl ej 1
0X0000 <5 0300 23 7B BD 40 00 80 06 00 OO GA 00 00 07

0X0010 TB 3020 93 DA Cl 00 50 33 5a 37 B5 56 1A 02 63 { .......P.27
0X0020 50 10FA FO A6 6C 00 00 P 1.

FIGURE 9.11: Sniff-O-Matic —Marking a packet

12 Header 9
h Versionmmm4
Yeoft Header length m 5 (20 bytes
Hisft TypeOf Swvce mQD
ft Toal Length =i « 40
{mft IdantficaHon mQ<BED
B P Hagr mOkQY
|- ft (gt otturt m (00O
Jeft Tim ToLwe m128
=yt Protocol *6
He*d»r Ch*Skeun * 4)0030
JP Source IP- 1000.7
1-JP Deet IP- 12317632155
Qj TCP Heodor
ft Source Pert - 2753
; )ft Destination Port - 80 (HTTP
ft Sog Number - &BB5A3785
| ft ACK Number -&561A0268
)t Offset —5 (20bytes
Fags- &10 » ®
ft Windows Sice : 54243
I~ Thecksum - (KI\S6C 3
ft Urgent Porter - (n{X{{0

hitpyhwww KueKKellfiDmcom

13. Once the packets are marked, they will have a different icon.
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Sniff 0 Matic 1.07 Trio! Vers on 1= DT x
Fie Rapture gpbcro Help
» *Ld  Hopav vk EfdactAdaptor 2 » vi ou Qra| ej 33
Pack*  Sauce Destination 1Sze | Protocd | et Pat sic Pota [=9 Verson4~ A
09 74125.286.182 1Q0.0.7 a7 TP T 00/24/1214:2555 443 04 \-m Headerlenith 20)5° bes>
&170  10cC7 123176.32.155 73 e 09/24/12142555 2753 o MEH Typed Servce QD
M 12317632125 1Q00.7 5 TP 09/24/12 142555  eo o5 L% Tod Lengh 60
12 123176215 10007 B4 TP 091241121725 %5 o s ) :";‘S"fo"‘g‘o =(easm
10007 12317632.155 5 TP 00/24/121°25-55 2753 &
U T 12317632135 100.0.7 “ T 00/24/121°25555  £0 BEEUi A TigTol K& —&
175 10007 202.53.88 n WP 002412 142555 S377C L4 Proocd =619
176 2025338 100.0.7 4 wP 002412142555 53 57 1@ fleacter Checkeum = (KCIFS
w1067 123108.40.33 % TP 00/24/12142555 2776 8 P SoucelP=12317632155
S ' One of the features of 178 1QQc7 123108.40.33 53 TP 09124112 142556 2777 0 L)P Dect IP=10.0.07
. 73 1007 1231753213 52 TP 0S125-67°24/121' 2775 @ 9 TP Header =
the tool includes, protocol 180 10Q07 1231753213 =% Top 0024112172557 2775 ® © Source Pat - 80 (HTTP)
and port dataY the program -fi 17117k m N__ 1nnn7 _ @ 1P 914955V Ny
. > " < 11 a SeaNurber- cS6LAG257
displays source and CX0000 45 m@ae 15 74 00 00 3D 06 Cl FE 7B 30 20 93 E. roo=oo{. . - | O ACKNuber- QBSSASTES
destination IP addresses, 0X0010 cz. 07 00 50 2L CI 56 171 02 57 B6 51 3T 85 P. V. .W.Z7. O Offset - 5(20byte?)
0X0020 50 19 56 D1 98 52 00 00 35 20 € 6F CD 61 €9 € P.X. R donain 0 P flogh- Qu8
and raw packet 0x003a 3D 2S 69 61 2E €3 6F €D 0D OA OD OA *.in ,coaa. i O YWdowa Size - 22737

. . m ® Checksum »t0&352
information. The program @ Uigort Porler » CHOOM
offers no IP address to

domain name conversion.. o bealengh =20 o
FIGURE 9.12: Sniff-O-Matic —Marked packets
Lab Analysis
Analyze and document die results related to die lab exercise.
Tool/Utility Information Collected/Objectives Achieved

Header Length: 5

Time To Live: 61

Protocol: 6

Header Checksum: OxCIF6
Sniff-O-Matic Source IP: 123.176.32.155

Dest. IP: 10.0.0.7

Source Port: 80 (HTTP)

Destination Port: 2753

Username and password

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Questions

1. Determine how you can defend against ARP cache poisoning 111 a network.
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Internet Connection Required
0 Yes O No
Platform Supported

0 Classroom 0 iLabs
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