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Viruses and Worms

A. virus is a sef-rep/icatingprogram thatproduces its own code by attaching copies of
it onto other executable codes. Some viruses affect computers as soon as their codes are
executed; others lie dormantuntil apredetermined logical circumstance is met.

Lab Scenario

A computer virus attaches itself to a program or tile enabling it to spread from
one computer to another, leaving infections as it travels. The biggest danger
with a worm is its capability to replicate itself 011 your system, so rather than
your computer sending out a single worm, it could send out hundreds or
thousands of copies of itself, creating a huge devastating effect. A blended
threat is a more sophisticated attack that bundles some of the worst aspects of
viruses, worms, Trojan horses and malicious code into one single threat.
Blended threats can use server and Internet vulnerabilities to initiate, then
transmit and also spread an attack. The attacker would normally serve to
transport multiple attacks 111 one payload. Attacker can launch Dos attack or
install a backdoor and maybe even damage a local system 01" network systems.

Since you are an expert Ethical Hacker and Penetration Tester, the IT director
instructs you to test the network for any viruses and worms that damage 01" steal
the organization’s information. You need to construct viruses and worms and
try to inject them 1t a dummy network (virtual machine) and check whether
they are detected by antivirus programs 01" able to bypass the network firewall.

Lab Objectives

The objective of this lab is to make students learn how to create viruses and
worms.

111 this lab, you will learn how to:
m Create viruses using tools

m Create worms using worm generator tool

Lab Environment

To earn~this out, you need:
m A computer running Window Server 2012 as host machine

m  Window Server 2008, Windows 7 and Windows 8 running 011 virtual
machine as guest machine

A web browser with Internet access

Administrative privileges to run tools
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Lab Duration

Tune: 30 Minutes

Overview of Viruses and Worms

A virus is a self-replicating program that produces its own code by attaching copies
of it onto other executable codes. Some viruses affect computers as soon as their
codes are executed: others lie dormant until a predetermined logical circumstance is
met

Computer worms are malicious programs that replicate, execute, and spread across
network connections independently without human interaction. Most worms are
created only to replicate and spread across a network consuming available
computing resources. However, some worms carry a payload to damage the host

system.
= TAK 1 Lab Tasks
Overview Recommended labs to assist you 11t creating Viruses and Wormes:
] Creating a virus using the |PS Vims Maker tool
[ ] Yinis analysis using IDA Pro

m Yinis Analysis using Vims Total

m  Scan for Viruses using Kaspersky Antivirus 2013

m  Vkus Analysis Usuig OllyDbg

m  Creating aWorm Using the Internet Worm Maker Tliing

Lab Analysis

Analyze and document the results related to the lab exercise. Give your opinion on
your target’s security posture and exposure.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.
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Creating a Virus Using the JPS
Virus Maker Tool

JPS Virus Makeris a tool to create viruses. It also has afeature t converta vims
into a orm.

Lab Scenario

111 recent rears there has been a large growth 111 Internet traffic generated by
malware, that 1s, Internet worms and viruses. This traffic usually only impinges
on the user when either their machine gets infected or during the epidemic
stage of a new worm, when the Internet becomes unusable due to overloaded
routers. Wiliat is less well-known is that there is a background level of malware
traffic at times of non-epidemic growth and that anyone plugging an
unhrewalled machine into the Internet today will see a steady stream of port
scans, back-scatter from attempted distributed denial-of-service attacks, and
hostscans. We need to build better firewalls, protect the Internet router
infrastructure, and provide early-warning mechanisms for new attacks.

Since you are an expert ethical hacker and penetration tester, your IT director
instructs you to test the network to determine whether any viruses and worms
will damage or steal the organization’s information. You need to construct
viruses and worms, try to inject them into a dummy network (virtual machine),
and check their behavior, whether they are detected by an antivirus and if they
bypass the firewall.

Lab Objectives

The objective of tins lab is to make students learn and understand how to make
viruses and worms.

Lab Environment

To earn”out die lab, you need:

m  JPS tool located at D:\CEH-Tools\CEHv8 Module 07 Viruses and
WormsWirus Construction Kits\JPS Virus Maker

Ethical Hacking and Countenneasures Copyright © by EC-Council
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k* TASK 1

Make a Virus

Note: Take a
Snapshot of the
virtual machine
before launching
the JPS Virus
Maker tool.

u The option, Auto
Startup is always checked
by default and start the
virus whenever the system
boots on.
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m A computer running Windows Server 2012 as host machine
m  Windows Server 2008 running on virtual machine as guest machine
' Run tins tool on Windows Server 2008

m  Administrative privileges to run tools

Lab Duration

Time: 15 Minutes

Overview of Virus and Worms

A virus is a self-replicating program diat produces its own code by attaching
copies of it onto odier executable codes. Some vinises affect computers as soon
as dieir codes are executed; odiers lie dormant until a predetermined logical
circumstance is met.

Lab Tasks

1. Launch your Windows Server 2008 vutual machine.

2. Navigate to Z:\\CEHv8 Module 07 Viruses and WormsWirus Construction
Kits\JPS Virus Maker.

3. Launch die JPS Virus Maker tool. Installation is not required for JPS Virus

maker. Double-click and launch the jps.exe hie.

4. The JPS (Virus Maker 3.0) window appears.

JPS ( Virus Itaker 3.0 )

Virus Options:

a

Disable Registry

Disable MsConfig
Disable TaskManager
Disable Yahoo

Disable Media Palyer
Disable Internet Explorer
Disable Time

Disable Group Policy
Disable Windows Explorer
Disable Norton Anti Virus
Disable McAfee Anti Virus
Disable Note Pad
Disable Word Pad
Disable Windows
Disable DHCP Client
Disable Taskbar

Disable Start Button
Disable MSN Messenger
Disable CMD

Disable Secuiity Center
Disable System Restore
Disable Control Panel
Disable Desktop Icons
Disable Screen Saver

ooo0ooooooOoopoooooDoDooDoooao
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Hide Services

Hide Outlook Express

Hide Windows Clock

Hide Desktop Icons

Hide Al Proccess in Taskmgr
Hide Al Tasks in Taskmgr
Hide Run

Change Explorer Caption
Clear Windows XP

Swap Mouse Buttons
Remove Folder Options
Lock Mouse & Keyboard
Mute Sound

Always CD-ROM

Tun Off Monitor

Crazy Mouse

Destroy Taskbar

Destroy Offlines (YIMessenger)
Destroy Protected Strorage
Destroy Audio Service
Destroy Clipboard
Terminate Windows

Hide Cursor

Auto Startup
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FIGURE 11:JPS Virus Maker main window

5. JPS lists die Virus Options; check die options that you want to embed 111 a

&This creation of a new vkus tile.

virus is only for knowledge

purposes; don’t misuse this JPS ( Virus Maker 3.0)
tooL Virus Options:

=)

Hide Services

Hide Outlook Express

Hide Windows Clock

Hide Desktop Icons

Hide All Proccess in Taskmgt
Hide All Tasks in Taskmgr

Disable Registry
Disable MsConfig
Disable TaskManager
Disable Yahoo

Disable Media Palyei
Disable Internet Explorer

Disable Time Hide Run
Disable Group Policy Change Explorer Caption
Disable Windows Explorer Clear Windows XP

Disable Norton Anti Vims
Disable McAfee Anti Viius
Disable Note Pad
Disable Word Pad
Disable Windows
Disable DHCP Client
Disable Taskbar

Disable Stait Button
Disable MSN Messengei
Disable CMD

Disable Secuiity Center
Disable System Restore
Disable Control Panel
Disable Desktop Icons
Disable Screen Saver

Swap Mouse Buttons
Remove Folder Options
Lock Mouse 1 Keyboard
Mute Sound

Allways CD-ROM

TurnOff Monitor

Crazy Mouse

Destroy Taskbar

Destroy Offlines (YIMessenger)
Destroy Protected Strorage
Destroy Audio Service
Destroy Clipboard
Terminate Windows

Hide Cursor

Auto Startup

m A list of names for
the virus after install is
shown in the Name after
Install drop-down list.

OoO0ODO00DOoO0OoDODO0DoO0OO0ODO0O0O0DO0ODooO0OO0oO0oao
o e o e o o e e e e e o e o s o o R A R s R

O Restart O Logoff O Tumoff O Hibrinate O None

Name After Install: |Rundl32 3 Server Name: |Sender.exe

About I Cieate vitus! — 1»1

JPS Virus Maker 3.0

FIGURE 1.2:JPS Virus Maker main window with options selected

6. Select one of die radio buttons to specify when die virus should start
attacking die system after creation.

O Restart OLogUff O Turn Off O Hibrinate O None

Name After Install: RundlI32 J Server Name: Sender.exe

About Create Virus!

JPS Virus Maker 3.0

FIGURE 1.3:JPS Vkus Maker main window with Restart selected

_mA "ts_t Otfhsefs"e’ names 7. Select the name of the service you want to make virus behave like from die
IS present in the Server .
Name drop-down list. Name after Install drop-down list.

Select any server name.

FIGURE 14:JPS Vkus Maker main window with die Name after Install option

Select a server name for die virus from die Server Name drop-down list.
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O Restart O Log Off OTurnDff O Hibrinate O None

Name After Install: RundlI32 Server Name: Svchost.exe

mSvchost.exe Q

Create Virus! IKernel32.exe m

Don't forget to Ispoolsv.exem
change die settings for JPS Virus Maker 3.0 ALG.EXE
every new virus creation. svchost.exel

Otherwise, by default, it
takes the same name as an
earlier virus.

FIGURE 1.5:JPS Vims Maker main window with Server Name option

9. Now, before clicking on Create Virus! change setting and vinis options by

clicking die icon.

Create Virus!

JPS Virus Maker 3.0

FIGURE 1.6:JPS Vkus Maker main window with Settings option

10. Here you see more options for the virus. Check die options and provide
related information 111 die respective text field.

m TASK 2 1PS ( Virus Maker 3.0)
Virus Options:
O Change XP Password: Jp @ sswQ(d
Make a Worm ¢ P
O Change Computer Name: |Test

O Change IE Home Page  jwww !uggyboy com

a

Close CustomWindow: [YahoolMe mmnget

a

Disable Custom Service :HAlertef

o

Disable Custom Process {ypaget.exe

o

Open Custom Website : | --ley blogta c :'

o

Run Custom Command: |

0 Enable Convert to Worm ( auto copy to path's)

Worm Name : | Copy After : |1 [Tl sec

Change Icon:
IUsa You can select any

fcon from the change icon 0 o 0 oo 0 o7 on
og:;ogs' An:W ICOr:l can be O FlashIcon 1 O IPG Icon O setuplicon
a e_ apart from those on O Flash Icon 2 O BWPIcon O setup2 Icon
the list. O Font Icon 3 O Help Icon O 2IP Icon
JPS Virus Maker 3.0
FIGURE 1.7:JPS Virus Maker Settings option
11. You can change Windows XP password. IE home page, close custom
window, disable a particular custom service, etc.
12. You can even allow the virus to convert to a worm. To do diis, check die
Enable Convert to Worm checkbox and provide a Worm Name.
CEH Lab Manual Page 535 Ethical Hacking and Countermeasures Copyright © by EC-Council
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Make sure to check
all the options and settings
before clicking on Create
Virus!

Features
Change XP Password
Change Computer Name
Change IE Home Page
Close Custom Windows
Disable Custom Service
Disable Process
Open Custom Website
Run Custom Command
Enable Convert To Worm
- Auto Copy Server To
Active Padi With Custom
Name & Time
Change Custom Icon For
your created Virus (15
Icons)
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13. For die worm to self-replicate after a particular time period, specify die time
(111 seconds) 111 die Copy after held.

14. You can also change the virus icon. Select die type of icon you want to
view for die created vims by selecting die radio button under die Change
Icon section.

IPS (Virus Maker 3.0)
Virus Options:
O Change XP Password : |
O Change Computer Name | jP S

O Change IE Home Page |[www ~ -

=)

Close CustomWindow : [Yahoo' Me eengei

=)

Disable Custom Seivice :J Alerter

=}

Disable Custom Process : |

)

Open Custom Website : | - .c<

O Run Custom Command: |

O Enable Convert to Worm (auto copy to path's)

Worm Name : [fedevi| Copy After : fl | s
O Transparnet 0 Doc Icon O EXElcon
O Love Icon O PDF Icon O BATIcon
O Flash 1con 1 O JrG 1con O setup1 Icon
O Flash Icon 2 O BMP Icon O setup2 Icon
O Font 1con 3 O Help Icon O 2P Icon

O Restart O LogOff O Turn Off O Hibrinate O None

Name After Install: Rundl32 Server Name: Svchost.exe

IPS Virus Maker 3.0

FIGURE 1.8:JPS Virus Maker main window with Options

15. After completing your selection of options, click Create Virus!

FIGURE 1.9:JPS Virus Maker Main window with Create Vkus! Button

16. A pop-up window with the message Server Created Successfully appears.
Click OK.

JPS (Virus Maker 3.0)

FIGURE 1.10:JPS Virus Maker Server Created successfully message

Ethical Hacking and Countermeasures Copyright © by EC-Council
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17. The newly created virus (server) is placed automatically 111 the same folder as
jps.exe but with name Svchost.exe.

18. Now pack tins virus with a binder or virus packager and send it to the
victim machine. ENJOY!

Lab Analysis

Document all die tiles, created viruses, and worms 111 a separate location.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Tool/Utility Information Collected/Objectives Achieved

To make Virus options are used:

m  Disable Yahoo

Disable Internet Explorer
Disable Norton Antivirus
Disable McAfree Antivirus
Disable Taskbar

Disable Security Restore
Disable Control Panel
Hide Windows Clock

Hide All Tasks 111 Task.mgr
Change Explorer Caption
Destroy Taskbar

Destroy Offlines (YIMessenger)
Destroy Audio Services
Terminate Windows

Auto Setup

JPS Virus Maker
Tool

Questions

1. Infect a virtual machine with the created viruses and evaluate the behavior
of die virtual machine.

2. Examine whether the created viruses are detected or blocked bv any
antivirus programs or antispyware.

CEH Lab Manual Page 537 Ethical Hacking and Countermeasures Copyright © by EC-Council
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Internet Connection Required
O Yes 0 No
Platform Supported
0 !Labs
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Virus Analysis Using IDA Pro

Computer norms are malicious programs that replicate, execute, and spread
themselves across network connections independently, without human interaction.

Lab Scenario

Virus, worms, 01" Trojans can erase your disk, send your credit card numbers
and passwords to a stranger, 01" let others use your computer for illegal
purposes like denial ol service attacks. Hacker mercenaries view Instant
Messaging clients as then~personal banks because of the ease by which they can
access your computer via the publicly open and interpretable standards. They
unleash a Trojan horse, virus, 01" worm, as well as gather your personal and
confidential information. Since you are an expert ethical hacker and penetration
tester, the IT director instructs you to test the network for any viruses and
worms that can damage 01" steal the organization’s information. You need to
construct viruses and worms, try to inject them 111 a dummy network (virtual
machine), and check their behavior, whether they are detected by any antivirus
programs 01~ bypass the firewall of an organization.

Lab Objectives
The objective of tins lab is to make students learn and understand how to make

vinises and worms to test the organization’s firewall and antivirus programs.

Lab Environment
To earn* out die lab, you need:

m IDA Pro located at D:\CEH-TOOIS\CEHv8 Module 07 Viruses and
Worms\Malware Analysis Tools\IDA Pro

m A computer running Windows Server 2012 as host machine
m  Windows Server 2008 running o011 virtual machine as guest machine
m  Run tins tool 011 Windows Server 2008

m You can also download the latest version of IDA Pro from the link
http: / /www.1lex-rays.com/products/ida/Index.shtml

Ethical Hacking and Countenneasures Copyright © by EC-Council
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m  Administrative privileges to run tools

Lab Duration
Time: 15 JMinutes

Overview of Virus and Worms

Computer worms are malicious programs diat replicate, execute, and spread

across network connections independendy, without human interaction. Attackers

use worm payloads to install backdoors in infected computers, which ttirn them
into zombies and create botnets; these botnets can be used to carry out further

cyber-attacks.

Lab Tasks

TASK 1 1. Go to Windows Server 2008 Virtual Machine.

2. Install IDA Pro, which is located at D:\CEH-Tools\CEHv8 Module 07
Viruses and Worms\Malware Analysis Tools\IDA Pro.

IDA Pro

3. Open IDA Pro, and click Run in die Open File-Security Warning dialog
box.

Open File - Security Warning

The publisher could not be verified Are you sure you want to
run this software?

Name: ...rs\Administrator\Pesktop\idademo63_windows.exe
Publisher:  Unknown Publisher
Type: Application
m You have to agree the From: C:"Users\Administrator desktop ‘jdademoo3_windo...

License agreement before
proceeding further on this

tool Run Cancel
1?7 Always ask before opening this file

This file does not have a valid digital signature that verifies its

publisher. You should only run software from publishers you trust.

How can |decide what software to run~

FIGURE 2.1: IDA Pro About.
4. Click Next to continue die installation.

CEH Lab Manual Page 540 Ethical Hacking and Countermeasures Copyright © by EC-Council
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\ Setup - IDA Demo Vv6_S

| M Welcome to the IDA Demo v6.3
Setup Wizard

This will install IDA Demo v6.3 on your computer.

It is recommended that you dose all other applications before
continuing.

Click Next to continue, or Cancel to exit Setup.

0 Read the License
Agreement carefully before

accepting.
Demo
Version 6.3
Hex-Rays 2012
Cancel
FIGURE 2.2: IDA Pro Setup
5. Select the I accept the agreement radio button for the IDA Pro license
ag reement.
6. Click Next.
~ Setup - IDA Demo v63
License Agreement
Please read the following important information before continuing.
Please read the following License Agreement. You must accept the terms of this
S ' Reload die input file agreement before continuing with the installation.
This command reloads the IDA License Agreement
same input file into the
database. IDA tries to SPECIAL DEMO VERSION LICENSE TERMS

retain a,s ml_mh information This demo version of IDA is intended to demonstrate the capabilities
as possible in the database. of the foil version of IDA whose license terms are described
All the names, comments, hereafter. The demo version of IDA may not, under any circumstances,
segmentation information be used in a commercial project.
and similar will be retained.
The IDA computer programs, hereafter described as 'the software’
are licensed, not sold, to you by Hex-Rays SA pursuant to the Z\

(= 1 accept the agreement

C 1 do not accept the agreement
< Back Next > Cancel

FIGURE 2.3: IDA Pro license.

7. Keep die destination location default, and click Next.

CEH Lab Manual Page 541 Ethical Hacking and Countermeasures Copyright © by EC-Council
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ad Add breakpoint

This command adds a
breakpoint at the current
address. If an instruction
exists at diis address, an
instruction breakpoint is
created. Or else, IDA
offers to create a hardware
breakpoint, and allows the
user to edit breakpoint
settings.

H Trace window

In diis window, you can
view some information
related to all traced events.
The tracing events are the
information saved during
the execution of a program.
Different type of trace
events are available:
instruction tracing events ,
function tracing events and
write, read/write or
execution tracing events.

CEH Lab Manual Page 542
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FIGURE 24: IDA Pro destination folder

8. Check the Create a desktop icon check box, and click Next.

~ Setup - IDA Demov63

Select Additional Tasks
Which additional tasks should be performed?

JH3

Select the additional tasks you would like Setup to perform while installing IDA Demo

v6.3, then dick Next.

Additional icons:

W Create a desktop icon

<Back j Next >\ Cancel

FIGURE 3.5: Creating IDA Pro shortcut

9. The Ready to Install window appears; click Install.

Ethical Hacking and Countermeasures Copyright © by EC-Council
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Add execution trace

This command adds an
execution trace to tlie
current address.

LJ Instruction tracing

This command starts
instruction tracing. You can
then use all die debugger
commands as usual: the
debugger will save all the
modified register values for
each instruction. When you
click on an instruction trace
event in the trace window,
IDA displays the
corresponding register
values preceding the
execution of this
instruction. In the 'Result’
column of the Trace
window, you can also see
which registers were
modified by this
instruction.

CEH Lab Manual Page 543
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\ Setup -

Ready to Install
Setup isnow ready to begin installing IDA Demo v6.3 on your computer.

Click Install to continue with the installation, or dick Back if you want to review or
change any settings.

Destination location: )
C: /Program Files (x86)\IDA Demo 6.3

Additional tasks:
Additional icons:
Create a desktop icon

< Back Install Cancel

FIGURE 26: IDA Pro install
. Click Finish.

. Setup - IDA Demov63

1 O * Completing the IDA Demo v6.3
Setup Wizard

Setup has finished installing IDA Demo v6.3 on your computer.
The application may be launched by selecting the installed
icons.

Click Finish to exit Setup.

R Launch IDA Demo

Demo

Version 6.3
IHex-Rays 2012
Finish

FIGURE 2.7: IDA Pro complete installation

. Tlie IDA License window appears. Click |1 Agree.
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The configuration files
are searched in the
ID A.EXE directory. In the
configuration files, you can
use C, C++ style
comments and include files.
If no file is found, IDA
uses default values.

/1 Compile an IDC script.

/1 The input should not
contain functions that are

/1 currently executing -
otherwise the behavior of
the replaced

/1 functions is undefined.

/1 input - ifisfile != 0,
then this is the name of file
to compile

11 otherwise it
hold the test to compile

/1 returns: 0 - ok,
otherwise it returns an
error message.

string CompileEx(string
input, long isfile);

/1 Convenience macro:

#define Compile(file)
CompileEx(file, 1)

Module 07 - Viruses and Worms

IDA License Agreement
SPECIAL DEMO VBISION LICENSE TERMS

This demo version of IDA is intended to demonstrate the capabilities

of the full version of IDA whose license terms are described

hereafter. The demo version of IDA may not, under any circumstances,
be used in a commercial project.

The IDA computer programs, hereafter described as 'the software"
are licensed, not sold, to you by Hex-Rays SA pursuant to the
terms and conditions of this Agreement. Hex-Rays SA reserves any
right not expressly granted to you. You own the media on which the
software is delivered but Hex-Rays SA retains ownership of al
copies of the software itself. The software is protected by copyright
law.

The software is licensed on a "per user" basis. Each copy of the
software can only be used by a single user at a time. This user may
instal the software on his office workstation, personal laptop and

home computer, provided that no other user uses the software on those
computers. This license also allows you to

Make as many copies of the installation media as you need for backup
or installation purposes. Reverse-engineer the software. Transfer the
software and all rights under this license to an other party together
with a copy of this license and all material, written or electronic,
accompanying the software, provided that the other party reads and
accepts the terms and conditions of this license. You lose the right
to use the software and all other rights under this license when
transferring the software.

Restrictions

You may not distribute copies of the software to another party or
electronically transfer the software from one computer to another if
one computer belongs to another party.

You may not modify, adapt, translate, rent, lease, resell, distribute,
rr rrmat* rWiVishva MinHre kacaH livan — cnftlA>Ar<s nr *rtv/ rvart

| Agree | Disagree |

FIGURE 2.8: IDA Pro License accepts.

12. Click die New button in die Welcome window.

\ IDA: Quick start

New | Disassemble a new file
Go | Work on your own
Previous | Load the old disassembly

W Display at startup

FIGURE 2.9: IDA Pro Welcome window.

13. A file browse window appears; select Z:\CEHv8 Module 07 Viruses and
Worms\Viruses\Klez Virus Livel\face.exe and click Open.
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Function tracing

This command starts
function tracing. You can
then use all debugger
commands as usual: the
debugger will save all
addresses where a call to a
function or areturn from a
function occured.

S1Add/Edit an
enum

Action
name : AddEnum

Action
name: EditEnum

These commands
allow you to define
and to edit an enum
type. You need to
specify:

- name of enum

- i1ts serial
number

(1,2...)

representation
of enum
members

CEH Lab Manual Page 545
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] 3 - KRR
0Done
. 5| :aarodiiec || tvp.

Povari*Lr3 _AfABOU 1250 =ieFodE_
U Deskd 12.1):3:0;78  Apli<rer

*\26MABI52PM  Apdcaacr
jil DacuteC £:3/2003 L02AV! Application
R i 4 200310:36°/27,... Apdraiior
Q RecentlyCented
P Statch
I Pive

FIGURE 2.10: IDA Pro file browse window.

14. Tlie Load a new file window appears. Keep die default settings and click
OK

~ Load a new file

Load file Z\CEHv8 Module 07 Viruses and Worms\V1rusesV0ez Virus Live!\face.exe as
Portable executable for 80386 (PE) [pe.ldw]

Processor type

Intel 80x86 processors: metapc B
Analysis
Loading segment 10x00000000
W Enabled
Loading offset |0 W Indicator enabled
Options
W Create segments
Load resources
1 Rename DLL entries
P Manual load Kernel options 2
F Rl segment gaps
17 Make imports segment Processor options

V  Create ALAT group

DLL directory |C:\Windows

oK Cancel Help

FIGURE 2.11: Load a new file window.

15. If any warning window prompts appear, click OK
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l | ISeIect appropriate
options as per your
requirement

& TMP or TEMP:
Specifies the director)’
where the temporary files
will be created.

a Add read/write trace

This command adds a
read/write trace to the
current address.

Each time the given
address will be accessed in
read or write mode, the
debugger will add a trace
event to the Trace window

CEH Lab Manual Page 546
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16. The Please confirm window appears; read die instructions carefully and
click Yes.

IDA-View has now a new mode: proximity view.
This mode allows you to browse the interrelations between functions and data items.
When inside a function, press  to toggle the proximity viewer and '+ ' to zoom back into a function.

Do you want to switch to proximity view now?

I~ Don't display this message again

FIGURE 2.12: Confirmation wizard.

17. The final window appears after analysis.

File Edt Jjmp Search
Ahlnn ket
1}

Ddxjocer Options  Windows  Help

»I>amso|iad * t+&lpooFw difcltfljairr

hexViewA J | [a] Stuctres | W =ajmrs j oft mports 0 1 Mexpors o 1
Function rone

71 sub_"0:0C0

3 sub <01198

3 sub «01284
3 gheih

3 subjloufa

Ti 6048

3 sub_1017m
Sub_-<08C8 .
71 “ub.-Wietl 1t
3 sub_<0;819
3 tub_«OIAIE
3 sub_<0%02
é\ sub_40220C
“ub_<023:9

" njansid"

100.03% <4193,30 |(377,171:1 [300C7312 0C4073Z2: WinMain

Gnplirg file 'C\F3yemHll
Executing runc-lar. 'Onload".. .

IDA is analysing the input rile...
You may start to explore the input file right

“FHMAEN0 SAidc\Onleal.idc’

Pawn U1K 94&B

FIGURE 2.13: IDA Pro window after analysis.

18. Click View ™ Graphs ™ Flow Chart from die menu bar.
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B Create alignment

directive

Action name: Make

Alignment

This command allows you
to create an alignment

directive.

CA:oom in o navea

better view o fthe details
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Fle Edt Jumo Sea<t Deougger  Opliors  Viirdows ~ Help
Openstovtews . " osi X1t 2 Ir® debugger SIRYS D!
] s
f Functions vwndow» Q Cacuator. . 2
Fii screen . Function calls CtH4F12 || 81 Imports J m  Exports
FincooT rame
3 r Outputwirdew X Xrefisto
3 « Graph Cvervew A Xrefs from
3 sub_401254 A Reiert sapt3 A9 Si User *refs *art
3 Sl Database snapshot manager...  QH4-Shift+T
3 sub_d013FA
71 StartAddress ip] Pmt segment registers ctri+Space
I sub_017% | Print nterral flags F
3 sub_<0170
% jﬂj‘“’mmc% =t roe CrritNuTipad-
- +fr Umidc CtH-Nunpodi &

sub_*018F9
3 9ub_401AE Hweal
71 sub_017EC2 3*. unr*oeal
3 «ub 4082CC X Ocefc hidden o'co

%‘3&9 Seuc hdden ftems

) 4

«* 406809
7] 5ub_020"w0
7] Sub_<02C3B
3 *uh_40»00
7] sub 402072

71 sub”02DCE

3y sub_-i02EE0
¢

101tpu: window

LOO.00»[T4i9C - :114,25) 0000’ 312 C0«03127: Mir.Mair.(l,

Executing function ,main*__
Conpilina file 'C:\Eroara2l Files (xE6)MEA Demo S.3\idc\cnload.idc’
Executing fusetian ,OnlLoad' .

IDA i a analysing the input file

Toa may 3-art to explore one lapuc rile right now.

nc |
Display flow chart cf the cuirene function

FIGURE 2.14: 1D A Pro flow chartmenu

19. A Graph window appears with die flow; zoom to view clearly.

Edit Jump Search Debugger  Option;
JDIxj

mn Rk View Zoom Move Hep

Function name
7] sub_"»120> h
71 sub_401196 i

3 sub_401284 i

71 Sub_~«13A9

3 sub 4013R\

71 StartAdcress

" sub_4017-¢

71 sub_4017°E JL )

7] sub_401303 A = v

71 SUb_<DIMI

3 sub 40138 .
3 6ub_401AIE
3 SUb_401€02
3 sub 40220C
7] 8ub_402319
71 stb HOSM5
3 "b 402680
71 sub 40234D
3 sub_>2c3B
3 sub 402000

v atp, 66

1 .
; imiodteqaM

e 8
rvIcontanraM
I S Ty (((4{]/«««»»]‘ Off**t SrVIcMil
150C o7t PAt *w r? < :

95 ﬁﬁ 3T

¢ 034 i TSSO e, effort lo 719
O A B it R A 1 “
71 sub 402EE)

J=c

Executing runct
Cogpiling file
Executing funct

is analysir. 5714% (00) 8nodes, 2E edge segments, O crossirgs
You may Start tu tnpxi l—m. xiAjuu 1iil j.).lu tun—-
IDC

idle  Down

FIGURE 2.15: IDA Pro flow chart
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0 Zoom in to have a FIGURE Z16: IDA Pro zoom flow chart.

better view of the details [3 WnGraph32 Graph at_WnMain<>16 - 110 x|
jFte <ew 2001 How Hejp
[la]lIK 3. g9y |4 © ® \
byte_410004, 0 3

short loc_407420

true

push offset byte_4100D4; IpFileName

call sub_4CJ5BOF
anp dword_4938F8, 0 -
jz short loc_407449 test eax, eax
0] ecx
j& short loc_407457
end rebp+-var_8l, 0
and [ebp+-var_4J, 0
lea eax, [ebp+ServiceStartTable]
rov [ebp~ServiceStartTable.lpServiceName], offset ServiceNare
push eax ; IpServiceStartTable
rov [ebp+ServiceStartTable .IpServiceProc], offset loc_4073C3
call ds:StartServiceCtrID ispatcherA
nor eax, eax
|call sub_40T2F2| leave
retn I0h
ifl
85.71% (-153,-240) 8 nodes, 28 edge segments, 0 crossings A
FIGURE 217: EDAPro zoom flow chart
20. Click View ™ Graphs ™ Function Calls from die menu bar.
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S Empty input file

The input file doesn't
contain any instructions
Ol"data. i.e. there is
nothing to disassemble.

Some file formats
allow the simation
when the file is not
empty but it doesn't
contain anything to
disassemble. For
example,
COFF/OMF/EXE
formats could contain a
file header which just
declares that there are
no executable sections
in the file.

CEH Lab Manual Page 549

Module 07 - Viruses and Worms

B
tJ*"fm X I»y
"I Flow <hart FI2
~odbdrs Print flow cla't labels
p] Camahr. . r 1 | 13 Impotls | [f+] Expoits
Function rame Hi screen Fil 13
sub 17 _»01000 T Output tvirdew
SubJy198 3 Graoh Cvervev> 1 xrefisfran
sb Lo Recent sarpts AHES 1 User xrefe :Kart
St_*01349 Database snapshot manager...  Ci+Shift+T
sub_*013FA 3
Slﬂ"Add’eSS 71, Ip] Pntsegment registers clri+5pace
sub_4017> | Print nterral flags F
sub J7 0171
5ub_-1018ce 21 = foe Ctri-+Numpack+-
sub_*018*1 J7
- Ci7HAIIMpoG
sub_<018F9 3
£5ub_-H)IA ]7 Weal
sub_<01EC2 ]7 v}, urmoean
ib_a0:2cr« 3 A Decfe Hdden o'co
b J7_*02319 Seuc hdden items
5ub 7 _402
1h <02PO 7
sub 21_"K28©
sub_<02C38 2
tub_483D0D 3
sub £Lky2072
Sub 71_302DCE
_’ﬁ: 17 S0XEO
Lne 7o %8 J LO0.00%[ (419C, - 6 ) irs d [000073Ei \mzudfamb‘z‘ztzf
wncow
Executing function ,main+

Conpilina file 'C:\Eroaran Files (x£6)\IE& Dem3 6 3\idc\onload. idc”
Ixacuting fur.etian Onloade--—

IDA is analysing tae input file...

Tou may 3-art to explore one input; rile right now.

oc -
Display graph of fucction calls

FIGURE 2.18: IDA Pro Function calk menu.

21. A gindow showing call flow appears; zoom to have a better view.

FIGURE 2.19: IDA Pro call flow of face.
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H Emptrinput file

The input file doesn't
contain any instructions
or data. i.e. there is
nothing to disassemble.

Some file formats
allow the simation
when the file is not
empty but it doesn't
contain anything to
disassemble. For
example,
COFF/OMF/EXE
formats could contain a
file header which just
declares that there are
no executable sections
in the file.
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FIGURE 2.20: IDA Pro call flow of face with zoom.

22. Click Windows ™ Hex View-A.

1V IDA Z\CCltve Module 07 Vituses and Worms\Wiruscs\Klcz Virus Livel\foce.cxc
File Edt Juro Sea'd* Vtew DeSugger Opbors | Windows I Help

B *1*%j] %] & 1™ 1 f ®] Load desktop.. 12 X J» O Q |to debugger

“I P Sjve decctop. .
i€ Delete desktop..
71 Functions woeow» D7 IDAView  Reset deskiop *—0O 10 evns j 51 Import J 19 Export
q - Reset hidden messages.
7 ;u% 01178 © Windowslist
Next Window

[Z]] zfzgi’? % Previous window shiftare
"/1 StartAddress ] Cose vindoly Al
- St 40170 Focus conrrard Ine
3 sub_dotrre JT] Functions window Aita1

b 20150 11 IDAWewA At42
3 sub_400B4L
3 sub_"0188
7] 6ub_401AE 1A Structure3 Altas
7] sw_osc2 Enums J01 Alt+s
by s S
3 sub<0*<6 Export 0 Alt47
7} sub_<0»80
7] aib_r028®
3" sub_402C»
3 sub_«)2DD
7] mb_k>72
H Sub_402Xfc

Vn sub.OPFFO

Line 70f 258 100.00*1(4190,-76) [(1S2.2£) [0000732" -04073E2: WmMsle(x, X, XX *

[T] Outpu: wncov.”
— AU TTBK i 'BUU
Executing fraction emain*...
Compiling file 'Crvirograa Filoa (xSCIVICA Dema 6.3\ide\onload idc
Executing fur.ctisr. *OnLoad*-.-
IDA is analysing tne input- rile. ..
You may start to explore cfee input; file right a

@r

1lie Down

FIGURE 221: IDA Pro Hex View-A menu.

23. The tollowmg is awindow showing Hex View-A.
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ZI\CEMV8 fKxKkj*e 07 /irusndiH 1 Wonm\V)nn»es\KkA Ving» Lveldte.cxc
Tie Edit Jupp Ssaci ‘ftew Debugger Opboro Windows help

¥glile e *141j|90]| 4 ositw’ L X 100 Cromae Hilt s'Ihar
r

Functions windovr dIDAMe>v-A 10]hexvew-AQ | 2] Structures [o fruns | £1) [irports | " Exports
cton nahe - 004073B2 00 00 00 FF 35 1C 39 49 00 FF 15 58 DO 40 00 E8 ... 5.91. .x-e.F
sjb_KDI0X 8C4073B2 93 D8 FF FF 85 CO 74 05 E8 33 FF FF FF C9 C2 04 off a*tF3

sib 401138 5G4073C2 00 68 7C 73 40 60 68 DC 33 49 00 FF 15 34 DO 40 .tls@.h 31. .4-0

b 401234 9C4073D2 00 60 00 03 1C 39 49 00 E8 9D FF FF FF C2 08 08 .j.U.9LF.

- 464073E2 88 EC 81 EC AO 01 00 60 8D 85 60 FE FF FF 58 Uig.8d___ Y\ P
Slb_4013A9 8P4073F? 6A 07 FF 15 FO 01 40 00 FB FF FL FF FF 85 CO 74 j. .a-Q.F ft a+t
sub_4013FA 0G407402 54 E8 F5 F9 FF FF 80 3D D4 06 41 60 00 74 OF 68 TF)" Q=¢.A.st.h
StartAodress 8P407417? D4 08 41 80 F8 F4 E6 FF FF 85 CQ 59 75 37 83 3D ¢.AF(1 a«Villa=
Sjb_Wi7-« 9G407422 F8 38 49 00 00 74 20 83 65 F8 00 83 65 FC 00 8D "81.-t ae®.aen.
sjb_40174E 00407437 45 FR .7 45 FO nr. 33 49 00 50 C7 45 F4 C3 73 48 E=IE= 31 -P!E(+GP
SIbWISDfi 9G407442 00 FF 15 U4 DO 40 00 E8 ro D7 FF FF 85 CO 74 05 . ..-@.Fv» a»t
Sb 401841 0P40745? FB 9R FF FF FF 33 00 09 07 00 55 8R EC RB 81 Ft! 3+m*84)5 . o
ot 401865 00407462 38 01 00 EO r6 6A 00 00 53 16" TF 75 A E8 10 00 8..Ft..SU u.F

- 0040/4/2 U0 00 88 DB 33 F6 3b Db 59 89 5D F4 8V 75 F8 89 ..I'e3F:!Yel(eu"e
Slb wOlAE 00407482 75 rc 75 87 33 CO E9 DD 00 86 00 57 68 80 38 01 wunu.3*Tj..Uhg8
SJb_401K)2 0040/4y2 10 8D 85 /4 U/ FE FE 56 50 1M 51 02 00 00 bi C4 ..at!! UPFP...3"
eub_d022X 00407*102 oc 33 CO 8D BD 78 C7 FE FF 3B 45 OC 73 66 8B 2D .3*.eX|| E.sFi'H
SIb_40231S 004074B2 08 88 OC CH 84 C9 74 D 88 8C IE 46 40 89 /5 FC ."..a*t.§.Fueun
sub 40264e 00407MC2 3B 45 0C 72 E9 3B 45 OC 73 4n 8B C8 8e 55 08 80 ;E.rT:E.gJI*!1U.5
Cib_40263C 0040/402 3G 11 00 fb 06 41 3B 4D OU r/ F1 BB D1 28 00 83 <..u.A;M.rtl"+-a
b 40280 004074E2 FA 00 73 11 38 CL 73 C1 8B 55 08 8A 14 10 88 14 =+.s.;-s-i'U.e..O.

004074F2 |IE 46 40 EB EF 81 7D F8 10 27 00 60 73 OF FF 45 _FQUI. <*". .S. E
Sk 402¢3C 00407502 F8 89 47 FC 89 17 83 C7 08 8B CL EB 9C 89 75 FC °eCne.2J.l -dfoun
Cjb_402D00 00407512 33 F6 EB 48 88 45 F8 89 75 FC 88 F8 Cl E7 03 8D 3+dH1E'euni*"t..
S1b.402C72 0040752? 5C 37 04 53 F8 64 00 00 00 8B FO RB 45 F8 57 89 \7.SFd..A*YF'W»
sjL 402CCE 00407532 06 8D 85 74 C7 FE FF 50 8D 46 04 50 E8 BD 06 00 ..at'; P.F.PFe..
sjib 402EC -1 00407547 00 FF 75 FT RD 44 37 04 FF 75 F4 50 Ffi AD 06 00 . un.D7. 1(PF4..
1 L 00407552 00 80 45 16 83 C4 1C 89 18 80 5D rd4 53 E8 87 06 .IE.a .e.il(SF$
T] Dutpu: virdovi 9 X
les X8S)\IDA Deno 6.3\idc\onload. ids
IDA is analysing “Le Input rile...
You nay start to explore the input file right now.
oc [
Disk: 4GS
FIGURE 2.22: IDA Pro Hex View-A result.
24. Click Windows ™ Structures.
1V IDA  ZACCltve Module 07 Vituses and Worms\VIru»cs\K lcz Virus Livem\focc.cxc
File Sdt Jumo Sea'd” View De3ugger Opbors | Wirdowsl Help
"¥ % *] & 1™ |f ®I Load deskiop.. Ulilx Q Q [to debugger  ~ . n 2t
I“ P Sjve decctop.
1€ Delete desktop...
7 | Functions wncov' CHilEA ViewsReset desktop *— O 103 EVvns j Imports | (¢ Export
Ftncaon rarae 00407307 Reset hidd 58 no un no 8 ... K-(aF. 5-91
S H100 00407382 eset hidden messages. . FF FF CO C2 O a+t.F3e0 ¥
71 sub_ 0118 004073C2 & \indowslis 349 00 FF 15 3* DO 40 .h|sG.h_31. -4°@
77 sub 401254 0040/302 8 9D FF FF FF C2 08 OB ..J.U.91-F
7]su5013'/-w 064073E2 Next window F6 08D 85 60 FE FF FF 50 U8 .8a a'l P
= 004073F2 Previous window Shift+F6 zUF(b FF FF 85 CO 7U j. .a-G.F ft a+t
2] sub_"OL3FA 00407402 Ctose windoA Aan3 00 00 74 OF 68 TF)» £=«-A..t.h
StartAddress 00407412 N - F 85 CO 59 75 37 83 3D -AF(l atVura. +
w" SUb_4017® 00407422 ocus commard Ine 5 F8 00 83 65 FC 00 8D ..t de°.den..81"
3 sub_4017E 00407432 . 0 50 C7 45 FEC3 [13@0 E=_31.PIE(+S
6ub 71808 00407442 71 Functionswndow  Alt+1 BUHTPE B 0T B aire-
7] sub_400Ba1 00407452 '] IDAViewA Alt+2 55 SB EC B8 8C FC) 3++-. _1118.8
-, 00407462 h - Al 356 FF 75 0C E8 1D 00 ..Ft...SU U.F..
3 sub A018E9 [0] hex VEw'A It43 Y
I b sone 00407472 9 89 5D F4 89 75 F8 89  Vel(eu;;* 3¢l .
sub_ 0040/482 Altad 157 68 80 38 01 unu.3M;. ..
7] s o 00407492 1] Enums Ats 0 EB50 02 00 ..-at11 UPFP.".a
3 _ sub_4022CC 00407407 51 s s F 3B115 On 73 X! ESFI'M+.+3,
77 5ub_402319 00407482 Inports 8 PCIE *6 >10 0. .a«-.0 .. FOcun.
71 sub <o0*<6 004074C2 9] Exports Alta7 3 A0 C8 80 E.rT;E sJI'+VU.C;
7) sub <0»80 00407402 UAM Il <43
- FB 0B 7311 3B C173 C1 *.S.;7°s". i
7] aio g0 1E 46 40EB EF 817D F8 00 73 OF Fodn.>°...s. E
3 sub 402C38 00407502 F8 80 47FC 89 17 83 C7 EB 9C 89 ofino. 23. 1-dI'i*iin*
3 sub_«2D0D 00407512 33 T6 ED48 8D 45 T8 89 T8 C1 E7 .. dHi'Eetflini'0 t :3
7] b -K)2D72 00407522 5C 37 (%53 E8 64 Oft 00 8B 45 F8 SFd...i-I'E°We.7\
H  5ub_402Xfc 00407532 06 8D 8574 C7 FEFF 50 8D *46 (V. 50 E8 BO .+ht\\ P.F.PF.
VﬂsubmeFo 00407542 00 FF 75FC 8D 44 37 04 FF 75 F4 50 E8 BO ..un.D7. u(PFi
00407552 00 BR 4510 83 C4 10 89 18 RB 5D FIl 53 F8 1F.a-.P.i](SFg
Live 70f 258 JQOGT3E2 1004073E2 : WinMiin (x,X, X, X)
In Outpu: woow 8 X

—ke -.omghfal ji1t3 allv. UL uei
Executing fur.ction emain*...
Compiling file +C:\Erograa Filca (xfIENIDA. Dd  6.2\ide\onload.idc
Executing fur.ctisr. *Onload".
IDA Is analysing tne input rile. ..
You may start to explore the input

e I

me  Down

ile right

FIGURE 2.23: IDA Pro Hex Structure menu

25. Tlie followingis a luidow showing Structures (to expend structures click
Ctrl and +).
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& Tools
demonstrated in
this lab are
available in
D:\CEH-
Tools\CEHvV8
Module 07 Viruses
and Worms
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Fle Edt Jumo Sead™ View Dexjgcer Opbors Windows Hdp

Vs aoF~” dMlainar r 3
1
Ens

7] Functions winoowr 5 X | QgiCAView-A | [0] hex ViewA (X Structures Q | | gj Imports | 0 Exparts
rame BQQUGGOG
SUBOI000 |7 06006090 ‘
B 06006090 CPPEH RECORD struc (5izeof-0x18) ; SREF: starter
< 06006000 crtLCMapStringAir
sub_<01284 ]7 06006090 old esp dd 2 ; XREF: start+23Tu
St 4013A9 00006030 ; start:loc GORUSTY .

Sb_ 0000009*1 exc ptr dd ? ; XREF: start:loc JIO852Ftr ; oFfset
| StartAddress/ 06006008 registration Cl13 EXCEPTION REGISTRATION ? ; XREF: start:loc *408*4CVtu
_>017» 06006008 crtLCMapstringfH "10fiTw

sub 7 >017° 00006018 CPPEH RECORD ends

f;ui]jmlsce 17 06006018

7
003
Hhg
3h4 I
U <072CC
§b3 230

I6»
»jh_403620
sub -K(200

|7
2D

7

7

24. CPPEH SZCORD:COCO
j1 gt veeow
Executing fur.cti3n main*

Conpilina file *C:\Erogram Files (x£6"\IEA Demo €.3\idc\onload. idc”
Exacuting funetiDn *Onload1.

IDA i: analysing the input file...
Toa may 3-art to explore ti%e Inpao rile right now. y
IDC
Disk. 3438
FIGURE 2.24: 1D A Pro Hex Structure result
26. Click Windows  Enums.
1V IDA Z:\CCltve Module 07 Viruses and W orms\Viruscs\K lcz Virus Uvel\»oce.cxc alafd

Fle Edt Jump Seact View Deouooer Opttors | Wirdcws | Help

3Hill, - jjys e Loed desktcp.., b XJ P Yo r\Uenuger ]ID DIELH’]*F
I *H i $  Save deolctop..
- _ & Delete desktop..
£ functions vymdowr s X ICAView-  Reset desktop are' Q | dD Enuns | Imports | 141 Exports
s - et hictien messges
71 ab 40118 Windowslist Beof-Ox18) ; X starter
1 __crtLenapstringfljr
3 sbamx Next window F6 ; XREF: start+23Ti
7] b 01320 H . star 23Tu
3 = Previous window Shift4Fs ; start:10cJ4fI85U3tr ...
sub_"013FA Cose windoAm Al4P3 ; XREF: start:locJ10852Ftr ; offset
71 StartAddress ” 10N_REGISTRATIOH ? ; XREF: start:locJ*084cM u
b 0178 Focus command Ine . crtLCMc1pStringA+I0fiTw ...
3 shal/E * [71 Functions wndow Alt-fl
7] sub_*018C8 131 1A Viewma At
71 b0 131 1DA View o
3 b0 [yl hex VewA At+3
71 5ub_401AE ial Strictures At
g ?EJBME A5
7] i 003t 2 Imports Atds
b <Otx (3 Exporto Alt-47
3 sub_<0%680
71 9ub_4028®©
71 Stb_02C3B
3 «Jb_40TX10
S abADE
cub”403T0
<L
Line 7of 258 24. CPPEH PZCOXD: GOCD
51 Outpu: wncov.
OOH a1t

Executing fur.ctian *main”
Compiling file +Ci\rrograsl Filca (»S6:\EA. Doj
Executing £ur.cti3n 'Osl-3ei'. .

1DA is analysing the input rile.
You may ssart to explore the

S.3\idclonlo

put file right

IoC 1
Hie Sown

FIGURE 2.25: IDA Pro Emims menu.

27. A gindow appears, showing die Enum result.
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Fle Edt Juno Sea-d” View Deougger Opliors Windows Help

utar& 1% 1 *Im liisi 911

-t XxT

xliiwogl"x*x" difclfriliiairr

1 Functions winoow S X [IMICA titewA | [0]hexViewA J (X Structures JD Enure Q J Imports | ("™ Exparts

inction name -* ; Ins/Del/Ctrl-E: create/delete/edit enumeration types
sub_*01000 ; HICtrl N : create/edit a symbolic constant
) 7 Y

3 sub_"011S8
[7] sub_«01254
2] SUn_*0;
3 Sub 4013FA
~_ StartAddress
Tj sub_*017%
7] sub_<017~
21 5ub_1018ce
71 sub_4018*1
3 sub *018F9
7] 8ub_401AE
71 sub 401EC2
3. ftA 40220C
sub_«02319
sub_026w®
«jb_4056a0
7] 5ub_H20w0
7] SubJ02C3B
3 *ub_40X>00
7] sub_H?2D72
71 sub_0ZCE
3 sub DED d
*1 >
Lire 7of 258
1 Outpu: wndow
[ oo b

Executing function

: delete a symbolic constant
-1 or : set a comment for the current iten

; For bitfields the line prefixes display the bitmask

Conpilina file 'C:\Eroaran Files (xE6)\IDA Demo S.3\idc\onload.idc'...

IDA i @ analysing Che mpuc £ile
Tou may 3-arl to explore ore input rile right now.
ide 1

IS w —

FIGURE 2.26: IDA Pro Eiiums result.

Lab Analysis

Analyze and document the results related to die lab exercise. Give your opinion on
your target’s security posUire and exposure.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Tool/Utility Information Collected/Objectives Achieved

File name: face.exe

Output:

IDA Pro L

View functional calls
Hex view-A

View structures
View enums
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Questions

1. Analyze the chart generated with die dow chart and function calls; trv to

find die possible detect that can be caused bv the virus file.

Try to analyze more virus files from die location D:\CEH-Tools\CEHv8
Module 07 Viruses and Worms\Viruses\Klez Virus Live!.

Internet Connection Required

O Yes 0 No
Platform Supported
0 Classroom 0 iLabs
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ICON KEY

/ Valuable
information

Test your
knowledge
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Virus Analysis Using Virus Total

Computer worms are maliciousprograms that replicate, execute, and spread
themselves acrass netirork connections independently, without human interaction.

Lab Scenario

111 today's online environment it's important to know wliat risks lie ahead at
each click. Even~ day millions of people go online to find information, to do
business, to have a good time. There have been many warnings issues, about
theft of data: identity theft, phishing scams and pharming; most people have at
least heard of denial-of-seivice attacks and "zombie" computers, and now one
more type of online attack has emerged: holding data for ransom. Since you are
an expert ethical hacker and penetration tester, the IT director instructs you to
test the network for any viruses and worms that can damage o:™ steal the
organization’s information. 1 this lab we explain how to analyze a virus using
online virus analysis services.

Lab Objectives

The objective of tins lab is to make students learn and understand how to make
viruses and worms to test the organization’s firewall and antivims programs.

e Analyze virus files over the Internet

Lab Environment

To earn~out die lab, you need:
m A computer running Windows Server 2012 as host machine

m A web browser with Internet connection

Lab Duration

Time: 15 Minutes
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VirusTotal
Scanning service
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Overview of Virus and Worms

Computer worms are malicious programs that replicate, execute, and spread
across network connections independently, without human interaction. Attackers

use worm payloads to install backdoors in infected computers, which turn them
into zombies and create botnets; these botnets can be used to carry out further

cyber-attacks.

Lab Tasks

1. Open aweb browser 111 die Windows Server 2012 host machine,

2. Access die website http:/ /www.Yrustotal.com.

VirusTotal Free Online Virus, Malware and URL Scanner Wozilla Fircfox
[Fie Edt Vie* History Bookmarks Tools Help
1151 VrusTotal = Online Virus, Malware »...

A A hrtpcjfunvhyv Furtotal.com e Ik i Google

=\ Comnuiity Stalstich Ducjuentatior ~FAQ  About

» Hvirustotal

VirusTotal is a free service that analyzes suspicious files and URLs and facilitates
the quick detection of viruses, worms trojans, and all kinds of malware

No fie sdcOcd

Maximum Tile size 32M8

Dy clicking ‘Scan itf. you consent to ou! Teims of Seriice and allow VirusTotal to
chart this Mo with the security corrmunny See our Privacy Policy 10r details.

You may prefsr to scar a URL or search through the VirusTotal datasst

Englsh Espand
RInn | Twitter I r.nntar.tffivinisrota: r.nm I fiinol=* rrniios |1 Tnfi | Prvar.v

FIGURE 3.1:Virus Total Home Page

3. The A'mis Total website is used to analyze online viruses.

4. Click die Choose file button, and select a vims tile located 111 D:\CEH-
Tools\CEHv8 Module 07 Viruses and WormsW iruses\tini.exe.

5. Click Open.
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(*)vo ~ 71

Organize " New folder - me
Name Date mocEfied Type sz
J_. Win32.Botvoice. A 4/12/20111:10 PM File fclder
Music 3. d_infected@Ch 4/12/20111:10 PP Filefclder
3. Wore«o Eoch 4/12/20111:10PM  Filefolder
Lbral>? Win32.Minip2p©Ch 4M2/2011 TICPM  Filefelder
0? Documet J. Win32.Wamet.B. 4/12/20111:10 PM  File fclder
1 Music worm_cris 4/12/20111:10PM  File folder
§ Pictures 3 ysnetha 4420204 110PM  Filefolder
H=yl You can upload any Vdeot 3. ysor mwm Filefclder
infected file to analyze 3. levach 9122120122:16 M File fclder
*® Compute! 'U netbu»l7.rar 4/4/2011 548PM  WinRARorchive
Umtocol 03 | finj o 2AM  Application
u Local Os ABDnH7pm WinRaR ZP *rehiv
r I0(IL 01V

(o2]

Eie Edit Yew Hiilory Bocknidrki looli

VirusTotal
File Upload

CEHv8Module07v'ruSMa=  » Viruses

Tree Online Virus,

Malware and URL Scanner

Mozilla Hrcfox

E

Search Viruses

You may prefer to scan a URL ot search through the VirusTotal dataset

Englsh mEspaficl
Hinn I Iwittar | rmntarffefivinifir>7al rnm | :simnie riming | IrS 1Pru/arv nnlirv

FIGURE 3.2: Select afile for Virus analysis

. Click Scan it!.

VirusTotal Tree Online Virus, Ma'ware and URL Scanner Mozilla Firefox

Help

1 ‘/rudatil « Fre# Onkni# irus, Malwarea ..| 4~

A Community Statistics Documentation

&Tools
demonstrated in
this lab are
available in
D:\CEH-
Tools\CEHvs
Module 07 Viruses
and Worms

C 1151 * Googlt P

About

fao

£2virustotali

VirusTotal is a free service that analyzes suspicious files and URLs and facilitates
the quick detection of viruses, worms, frolans and all kinds of malware

Choose File
Maximum fie size. 32MB

By clicking Scan ifI. you consent to our Terms of Service and allow VirusTotal to
share this file with the security commurwy See our Privacy Policy fbr details

You may prslw to scan a URL or search through tho VirusTotal dataset

Engli«h - bsparicl
Bing I Twillft! 10 >nIAR@/TuMniAl com LA.6iTfif: a'cua 1TcE 1Privacy nnlic

FIGURE 3.3: Click Send button to send the files for analysis

7. The selected hie will be sent to die server for analysis.

8. Click Reanalyse.
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VirusTotal Tree Online Virus, Malware and URL Scanncr  Mozilla Fircfox
fie £dr View History Ecckmarks Tools Help

‘/rwTotil - frte Onhne Virus. Malwarea...| 4~

A+ fi httpse/w\  virustotalcom

File already analysed

This file was already analysed by VirusTotal or 2012-09-21 17:32:24.

Detection ratio 40/43
You can take a look at the last analysis cc analyse it agar now. 9 I

Choose HI#
Maximum M- si2e 32MB

By clicking Scan it you coneent to our tarns of S«mc= and allow Viruslotal to
share this file with the security communty See our Pvacy Policy for details

You may prefer to scan a URL Ol search thicugh the VirusTotal dataset

FIGURE 3.4: Sending File

9. The selected hie analysis queues are scanned, as shown in die following
figure.

Antivirus scan for b7513cc75c68bdcc96c814544717¢413 at UTC  VirusTotal  Mozilla fircfox ‘o x

| fie Edit Vca Ustory Bookmarks Tools Help

1j & Antivirus sron ferh/M i##VtHbrUry®r... j 4 |
41 ft Mrtj>c Avwawird. drtotsl.colnt11<4/%6S4hb;4H1<WHI bOhji»blt»>0/r0rt H«o ( c| ~ Google P # 1
I 1 Community Statisics Documentaihn FAQ  About Join our commu' D

1stvirus total

O Yourtile is at position 4397 in the analysis queue.

SHA256: 9654bb748199882h0fb29h1fa597cOcfe3b9d610adi4183a:)t>UCI3fafSee527

File name™ tin! exe
Vv
Wari detaiB
Comments Vot«s Additional information

| BugBoppor idontifoc thic filo ac Tinv.aoni More info htto ‘/BuaBoooor ¢:>1r./M3lwaro rf0.MD5/b7/b7613co75c&8bd0c96c811'S447170413 aeo
1 #tr> #bkdrlq rftini

ntIM 2years*y' oy MigBopoerGuy

You havo not signod in. Only rogictorod ucorc can loavo comments  sign in and heo  voicol

Signh  Join the community

L :
FIGURE 3.5: Scanned File

10. A detailed report will be displayed after analysis.
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m Antivirus scan for b7513ec75¢68bdec96c814644717e413 at UTC  VirusTotal  Mozilla Firefox Tt oxg
[ Filr Fdt View Hitary root Mi. Toov Hdp
J [P Antivirus s:37+0"t . 5'icc/icbfcbiccVice.. | +
1A i hitpsy JalSee527'analy51S/ 1344418\ t v C 141 'mGoogle Poor o1
A Statistics  Documentation  FAQ ~ About Join our community  Sigo in
is v iru s to ta I
SHA266 9654bb’ 10adid 188aDM4 Of3f:
SHAL 3f8e7Sd0*3e33e8eebO991122cc0bbA420BIEC
MD5 b7513e675¢68bdecI6CB14WAT17e413 © 5 ® 0
Fite 520 3.0KB (3072 bytos )
File name tro exe
File type 'A03? EXE
DetectOn ratio  39/42
Analisis dale  2012-09-22 08 56 26 UTC ( 1 minute ago )
A
More deuic
Antivirus Result Update
Agntjm Backdoor. Tiny'AaycdfDNCxtfi 20120921
Antivir BDS/Tini B 20120022
FIGURE 3.6: Fie Queued for analysis
a Antivirus scan for b7513ee75c68bdec96¢814644717e413 at UTC  VirusTotal  Mozilla Firelox - 1°1 »1

A Fdt Viwe Hklor/ Foitrwlv 7004 Mip

»LArt!™ : scarforb513~cc75<Mbd«c¥%c. | m
I < Nmﬁvm'wwuslmal"cmt © 4 <~ bb4dli>t"bOtb2ybifas9rcOcfeibydOK>adf418fi*Of)44C 1 »aricc/am»Vit>"W « * c" if = Google

Documentation  FAQ  About

Antivirus RmuiN Update

Agnfcum Backdoor TinyiAaycdfDNCWQ 20120921
AntiVir BDSffini B 20120922
Artiy-AVL Backdoor/Win32.Try.g&n 20120911
Avast Win32:TmyXU [Tq] 20120921
AVG BackDoorTiny A 20120922
BitDefcnder Backdoor. Tiny.B 20120922
ByteHero 20120918
CATQuickCal Backdoor Tiny.c.n3 20120922
OamAV Trojan Tiny-1 20120922
Comirtouch Wa32fMal\vareldaOd 20120921
Corrodo Backdoor Win32.Tny.B 20120922
DrWeb BackDoor Tiny 88 20120922
bmsJDCt Backdoor Win32.Trry.clK 20120919
eSafe Win32 BackDoor IQ B 20120920

FIGURE 3.7: Analyzing die file

Lab Analysis

Analyze and document die results related to die lab exercise. Give your opinion o1
your target’s secimtv posture and exposure.
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PLEASE TALK TO YOUR

INSTRUCTOR IF YOU HAVE QUESTIONS

RELATED TO THIS LAB.

Tool/Utility Information Collected/Objectives Achieved

Scan Report shows:

Virus Total

Questions

SHA256

SHA1

MD5

File size

File name

File type
Detection ration
Analysis date

1 Analyze more vims files from D:\CEH-Tools\CEHv8 Module 07 Viruses
and WormsW iruses with the demonstrated process.

Internet Connection Required

0 Yes
Platform Supported

0 Classroom

O No

O iLabs
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Scan forViruses Using Kaspersky
Antivirus 2013

Computer nonus are maliciousprograms that replicate, execute, and spread
themselves across network connections independently, without human interaction.

Lab Scenario

Today, many people rely on computers to do work and create or store useful
information. Theretore, it is important tor the information on the computer to
be stored and kept properly. It is also extremely important for people on
computers to protect their computer from data loss, misuse, and abuse. For
example, it is crucial for businesses to keep information they have secure so that
hackers can't access the information. Home users also need to take means to
make sure that their credit card numbers are secure when they are participating
in online transactions. A computer security risk is any action that could cause
loss of information, software, data, processing incompatibilities, o1~ cause
damage to computer hardware.

Once you start suspecting that there is spyware o11 your computer system, you
must act at once. Tlie best thing to do is to use spyware remover software. Tlie
spyware remover software is a kind of program that scans the computer files
and settings and eliminates those malicious programs that you actually do not
want to keep ou your operating system. In tliis lab Kaspersky Antivirus 2013
program detect the malicious programs and vulnerabilities in the system.

Lab Objectives

Tlie objective of tins lab is to make students learn and understand how to make
viruses and worms to test the organization’s firewall and antivirus programs.

Lab Environment

To earn~out die lab, you need:

Kaspersky Antivirus 2013 is located at D:\\CEH-ToolIs\CEHv8 Module
07 Viruses and Worms\Anti-Virus Tools\Kaspersky Anti-Virus

Ethical Hacking and Countenneasures Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited.



m Download the
Kaspersky Antivirus 2013
from the link
http:/Apww.kaspersky.com/
anti-virus

— TASK 1

Scan the System
to Detect Virus

m Advanced anti-phishing
technologies proactively
detect fraudulentURLs and
use real-time information
from the cloud, to help
ensure you're not tricked into
disclosing your valuable data
to phishing websites.
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m  You can also download die latest version of Kaspersky Antivirus 2013

Module 07 - Viruses and Worms

from the link http:/Avww.kasperskv.com/anti-virus

m Ifyou decide to download the latest version, then screenshots shown

w1 the lab might differ

m  Run tins tool 11 Windows 7 virtual machine

m Active Internet connection

Lab Duration
Time: 15 Minutes

Overview of Virus and Worms

Computer worms are malicious programs diat replicate, execute, and spread
across network connections independendy, without human interaction. Attackers
use worm payloads to install backdoors in infected computers, which turn them
into zombies and create botnets; diese botnets can be used to carry out furdier
cyber-attacks.

Lab Tasks

Note: Before running diis lab, take a snapshot of your virtual machine.

1
2.
3.

Start die Windows 7 Virtual Machine.
Before scanning die disk, mtect die disk widi viruses.

Open die CEH-Tools folder and browse to the location Z:\CEH-
Tools\CEHv8 Module 07 Viruses and WormsYViruses.

Double-click die tini.exe file.

[} 1
1M

FIGURE 4.1: Tini Virus file

Open die CEH-Tools folder and browse to the location Z:\CEHv8
Module 07 Viruses and Worms\Viruses\netbus17.

Double-click the Patch.exe tile.
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Kaspersky
Protects against
all viruses by
combining cloud-
based
functionality and
powerful security
technologies that
runs on your PC

m Kaspersky Anti-Virus
2013 works beliind-the-
scenes —defending you and
your PC againstviruses,
spyware, Trojans, rootkits and
other threats

CEH Lab Manual Page 563

Module 07 - Viruses and Worms

7. Open die CEH-Tools folder and browse to die location Z:\CEHv8
Module 07 Viruses and Worms\Viruses\Klez Virus Livel.

8. Double-click die face.exe tile.

u
b
Chernobel AVKillah Blaster CodeRed.a
« + *
digital doom Doomijuice.a Doomjuice.b
DrDeathviruses killharddisk Living
Lnwtg Parparosa

FIGURE 4.3: Face Virus file
9. Note diat diese tools will not reflect any changes.

10. Go to die locadon D:\CEH-Tools\CEHv8 Module 07 Viruses and
Worms\Anti-Virus Tools\Kaspersky Anti-Virus.

11. Install Kaspersky Antivirus 2013 software 111 Windows 7.

12. Wlule installing it will ask for activation; click Activate Trial Version
and dien click Next.

13. The main window of Kasperskv Antivirus 2013 as show 11 below
figure.
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y=J.Kaspersky Antivirus
2013is fully compatible widi
Microsoft's latest operating
system
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1*1_ ' X "

KA$PERS$KY! hi O

Cloud protection .
Reports Settings

Computer is protected

! Threats: malware
\'/ Protection components: enabled
V ' Databases: have not updated for a long time

s/ License: 30 days remaining

© @) X 5 >

Scan Update Tools Quarantine

Help  Support My Kaspersky Account Licensing

FIGURE 4.4:Kaspersky main window

14. Select Scan Icon.

Q
Cloud protection

Reports Settings

Computer is protected

! Threats: malware
X V  Protection components: enabled

>

Databases: have not updated for a long time

V  License: 30 days remaining

® @) X 5 >

Scan Update Tools Quarantine

Help  Support My Kaspersky Account Licensing

FIGURE 4.5: Kasperskv Scanwindow

15. Select Full Scan to scan the computer (Windows 7 Virtual Machine).
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Tools
demonstrated in
this lab are
available in
D:\CEH-
Tools\CEHvV8
Module 07 Viruses
and Worms

m Kaspersky Anti-Virus
2013 is optimised so that it
does not have a significant
impact on network activity,
the installation o f programs,
the launch o fweb browsers
or die launch of programs.
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kaJperJkyi hi O

Cloud protection :
P Reports Settings

Back Scan Manage tasks
Full Scan Critical Areas Scan
Scans your entire computer Aquick scan of objects that are loaded
~ We recommend you run a Full Scar n with the operating system at startup. It
immediately after installing the does not require much time
application. Note that this may take
sometime

Vulnerability Scan

Scans your system and applications
~ for vulnerabilities that may allow for
malicious attacks

For a custom scan of an object drag it here or
browse tor it

Help  Support My Kaspersky Account
FIGURE 4.6: Kaspersky Starting fall scan

16. It will display die Full scan window. Click Scan now.

Q — X

KA$SPERS$KYI hi &

Cloud protection .
Reports Settings

Scan

Kaspersky Anti-Virus 2013

. Full Scan
Scans your entire comd >that are loaded
We recommend you ru tem at startup. It
immediately alter insta El:vt/at?asis arebout of Céadt& ing. We strondl Itime.
- reats can be mrssed durng scanning. We strongly
apphca}mn. Note thatl recommend to wait unt] the update is completed.
sometime
Scan after the update (recommended)
Scan task wi be run after the databases are updated
Vulnerability Scan ~  Scan now

Scan task wi be run before update is completed
Scans your system an(

~ for vulnerabilities that n You are using A trial version.
malicious attacks You are advtsed to purchase a commercial version.
For a custom scan of an object drag it here or
Drowse for it
Help  Support My Kaspersky Account Licensing

FIGURE 4.7: Scanning process

17. Kaspersky Antivirus 2013 scans die computer. (It will be take some
time so be patient.)
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m Even if your PC and
the applications running on it
haven't been updated with die
latest fixes, Kaspersky Anti-
Virus 2013 can prevent
exploitation o fvulnerabilities
by:

« controlling the launch of
executable files from
applications with
vulnerabilities

= analysing the behaviour
o f executable files for
any similarities with
malicious programs

« restricting die actions
allowed by applications
with vulnerabilities

m The maininterface
window is optimised to help
boost performance and ease
ofuse for many popular user
scenarios —including
launching scans and fixing
problems
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ka%perk

Q' 1x

i &

Cloud protection .
Reports Settings

Scan

Critical Areas Scan

Remainma. - minutes- Annirk Qran nfnhiprta that are loaded

n Task Manager

— x tartup. It

Full Scan 50%

Scanning: C:\WIndows\wrnsxs\amd64_miao 30d42f42615860\flpres dil mul
Remaining: 9 minutes

Scanned: «13.118 files

Threats: 6
Neutralized: 0
When scan is complete  keep the computer turned on

Close

Help Support My Kaspersky Account

FI1GURE 4.8: Scanning process

18. The Virus Scan window appears; it will ask lor to perform a special
disinfection procedure.

19. Click Yes, disinfect with reboot (recommended).

Kaspersky Anti-Virus 2013

VIRUS SCAN

Active malware detected.

Trojan program:
Backdoor.Win32.Netbus.170 ©

Location:
c:\Windows\patch.exe

Do you want to perform a special
disinfection procedure?

Yes, disinfect with reboot (recommended)

The most reliable disinfection method, after which the
computer will be rebooted. We recommend you dose all
running applications and save your data.

Do not run

Object will be processed according to the selected action,
The computer will not be rebooted.

You are using a trial version.

You are advised to purchase a commercial version.

Apply to all objects

FIGURE 4.9: Detecting die malware
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Tools\CEHv8
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and Worms
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20. The Advanced Disinfection scan will start; it will scan the complete
system (tins may take some time).

1a1- 11 7T
kalJperlJkyi

X *ts Settings
r» Task Manager

lagefesks
Advanced Disinfection 49%
Object: C \Windows\System32\msasn 1 dll
Remaining: <l minute
Scanned: 2,648 tiles
Threats: | loaded
rtup it

Neutralized: 1

Full Scan 's

Vulnerability Completed: <1 minute ago
Scanned: 83,366 files
Threats: 5
Neutralized: 4

Help  Support My Kaspersky Account
FIGURE 4.10: Advanced Disinfection scanning
21. The cleaned viruses will appears, as shown in the following figure.

% Detailed report

0 Detected threats > Today, 9/24/2012
8  Protection Center
Scan View w |
Components
Object Event Time

A2 File Anti-Virus ) ) .
D Full Scan: completed 33 minutes ago (events: 38. objects: 83366. time: 00:14:33)
t1. Mail Anti-Virus

Task completed 9/24/2012 5:33:55 PM
Web Anti-Virus A KeyHook.dll Will be deleted on reboot... 9/24/2012 5:33:55 PM
A IM Anti-Virus KeyHook.dll Backed up: Backdoor.Win... 9/24/2012 5:33:55 PM
®  System Watcher O KeyHook.dll Detected: Backdoor.Win3... 9/24/2012 5:33:55 PM
tiniexe Not processed: Backdoor.... 9/24/2012 5:33:54 PM
Otiniexe Detected: Backdoor.Win3... 9/24/2012 5:33:40 PM
A patch.exe Will be deleted on reboot... 9/24/2012 5:33:40 PM
patch.exe Backed up: Backdoor.Win... 9/24/2012 5:33:40 PM
© patch.exe Detected: Backdoor.Win3... 9/24/2012 5:33:35 PM
patch.exe Deleted: Backdoor.Win32 9/24/2012 5:33:34 PM
NetBus.exe Deleted: Backdoor.Win32.... 9/24/2012 5:33:34 PM
m .

Group: Full Scan

Events: 38

Help Save..

FIGURE 4.11: Cleaned infected files

Lab Analysis

Analyze and document die results related to die lab exercise. Give your opinion on
your target’s security posUire and exposure.
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PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Tool/Utility Information Collected/Objectives Achieved

Kaspersky Result:
Antivirus 2013 | jst of detected vulnerabilities 11 the system

Questions
1 Using die linal report, analyze die processes affected by the vims hies.

Internet Connection Required
O Yes 0 No
Platform Supported

0 Classroom 0 !Labs
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Lab

Virus Analysis Using OllyDbg

OllyDbg is a debugger that emphasises binary rode analysis, nhich is useful when
source coce is not available. It traces registers, recognises procedures, AP | calls,
snitches, tables, constants and strings, as well as locates routinesfrom objectfiles and
libraries.

Lab Scenario

There are literally thousands of malicious logic programs and new ones come
out all the time, so that's why it's important to keep up-to-date with the new
ones that come out. Many websites keep track of tins. There is no known
method tor providing 100% protection for any computer or computer network
from computer viruses, worms, and Trojan horses, but people can take several
precautions to significantly reduce their chances of being infected by one of
those malicious programs. Since you are an expert ethical hacker and
penetration tester, your IT director instructs you to test the network to
determine whether any viruses and worms will damage or steal the
organization’s information. 111 this lab ollvDbg is used to analyze viruses
registers, procedures, API calls, tables, libraries, constants, and strings.

Lab Objectives

The objective of tins lab is to make students learn and understand analysis of the
viruses.

Lab Environment

To earn”out die lab, you need:

m  OllyDbg tool located at D:\CEH-Tools\CEHv8 Module 07 Viruses and
Worms\Debugging Tool\OllyDhg

m A computer running Windows Server 2012 as host macliine

m You can also download the latest version of OllyDbg from the link
http: / /www.ollvdbg.de/

' Run tins tool on Windows Server 2012
Admnnstrative privileges to mn tools
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** task 1

Debug a Virus

m You can also
download the latest version
of OllyDbg from die link
http://www.ollydbg.de
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Lab Duration
Tune: 10 Minutes

Overview of OllyDbg

The debugging engine is now more stable, especially if one steps into the exception
handlers. There is a new debugging option, "Set permanent breakpoints o1 system
calls.*  When active, it requests OllyDbg to set breakpoints o1
KERNEL32.UnllandledExcepdonFl1iter Q NTDLL.KiUserExceptionDispatcherQ,
NTDLL.ZwContinue(), and NTDLL.NtQuen’InformationProcess(}.

Lab Tasks

1 Launch die OllyDbg tool. Instaﬁlation is not required for OllyDbg. Double-
click and launch die ollydbg.exe file.

2. The OllyDbg window appears.

5 OllyDbg 1- 1o '
File, Vjew Debyg Trace ptions Windoys, Hel

Ui WA I OGNV G H

OllyDbg v2.00 (intermediate version « under development!) Ready

FIGURE 5.1: OllyDbg main window

3. Go to File from menu bar and click Open...

4, Browse to D:\CEH-To0Is\CEHv8 Module 07 Viruses and
WormsW irusesWirus Total\tini.exe.

5. Click Open.
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OllyDbg —

Mg‘i] DeHl;:ﬁiéace O;tions Windlo-‘v\ljs Help ﬂn\i »]

m  Data formats. Dump % Select 32-bit executable and specify arguments
windows display data in all
. ) N

common formats: Look in: | . Virus Total Vij EHl)%s
hexadecimal, ASCII, . Name * Date modified
UNICODE, 16-and 32-bit | [t tini.exe 6/23/20054:03AM  a|
signed/unsigned/liexadeci
mal integers, 32/64/80-bit
floats, addresses,
disassembly (MASM,
IDEAL, HLA or AT&T).

<1

Filename: |trilexe Open

files of type:  |Executable file fexe) ID Cancel

Arguments: I D

OllyDbg v2.00 (intermediate version munder development!) Ready

FIGURE 5.2: Select tini-exe Vitus total

6. The output of CPU-main thread, module tini is shown in die following
figure.

OllyDbg - tini.exe
File View Debug Trace Options Windows Help
»l<4 xj »je]" 1MIUIIINT ~jjdj L E_MTji_cj-"1 Bj Mi_Hi

CPU - main thread, module tini oo X
68 14304000 PUSH OFFSET tin im00403014
00401005 68 01010000 PUSH 101 _
0040100t E8 B7020000 CALL <JMP.&WSOCK32.«115> EXX CotE83Ch KERNEL32.754E83CD
ggjgllgff gg 8f Push e EDX 00401000 t in i.<ModuleEntryPc
m  OllyDbg can debug 00401013 60 02 PUSH 2 EBX Tra0R090
) . 00401015 E8 D0020000 COLL <JMP.&WSOCK32.023> ESP Q018EESS
multithread applications. 0040101ft 03 02314000 MOU DWORD PTR DS:[403102D.EOX ES| 00000000
) 0040101F 66: C70S 0631' MOU WORD PTR DS:[4031062 E3! 00000000
You can switch from one 00401028 C705 0031400! MOU DWORD PTR DS:[403100],0 CP 00401000 ModuleEntyp
00401032 66:C705 0831' MOU WORD PTR DS:[403108],611E tini.<ModuleEntryPc
e thraamen. DOI0LE 0 dDiso0n D Meser 1in 1 g0s0au0s Sq g5 ooz 2abr oerrerre)
resume and kill threads or 00401042 FF35 02314001 PUSH DWORD PTR DS:[4031023 Rd 80023 sabit 8EEEEEEEEE3
change their priorities. 00401048 E8 85020000 COLL <JMP.&WSOCK32#2> o8 Soa8 Ot FEFEEEEE

32
32bit F
32bit 7FADFO00(FFF
32bit 0(FFFFFFFF)
LastErr 00000000 ERROR_SUCC
EFL 00000246 (NO,NB,E,BE,NS,PEC

00401040 o ?}gdﬁsbsuom pmrll‘lerﬁ-rm

Stack [0018FFS4:=0
Inn=tini.00403014

oc ~ON>
coocopono

n

»

o

S

a

4

tini<ModuleEntryPoint>
Address  He 7S4ES308 walNARETURN to KERNEL327S4E"
00403000 65 65 00 63 6F 6D 6D 61— OO18FFEC  TEADS000 .

0018FF90
00403010 63 6F 60 00 00 00 00 00 00 00 00 00 00 U

0018FF94  77D99A3F AUVMRETURN to ntd11.77D99A3
00403020 00 00 00 00 00 00 00 00 00 00 00 00 Oe— OL8FFS4 T7DISASE AL

00403030 00 00 00 00 00 00 00 00 00 00 00 00 06 B
00403040 00 00 00 00 00 00 00 00 00 00 00 00 06  SOIBFF9C  BBAELTGH =wMk
00403050 00 00 00 00 00 00 00 00 00 00 00 00 0s  JOLSEFNO GBOBG080
00403060 00 00 0 00 00 00 00 00 00 00 00 00 06  JOBEFG4  ODOVGOOC
00403070 00 1+ 00 00 00 00 00 00 00 00 I 0s  OO18FFO8  7R4D9000
00403080 00 00 00 00 00 00 00 00 00 00 00 00 06  JOBEFAC  1iSF2rCy
00403090 00 00 00 00 00 00 00 00 00 00 00 00 05  O9FSEFBO  FEFFFS02
004030A0 00 00 00 00 00 00 00 00 00 00 00 00 06

00403080 00 00 00 00 00 00 00 00 00 00 00 00 05  JOLSFEBS FEFEEASO

004030C0 00 00 00 00 00 00 00 00 00 00 00 00 06 v Eﬁ% oL reS

Entry point of main module Paused

FIGURE 5.3:CPU utilization of tinLexe

7. Click View from die menu bar, and dien click Log (Alt+L).
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OllyDbg - tini.exe

File | View | Debug Trace Options Windows Help

iJj Jjwxl_ciid =)

Executable modules L .
read, module tini
004 Memory map sisters (FPU)
004 Threads 754E83CD KERNEL32. 754E83C0
oos 00401000 Xin i.<ModuleEntryPq
004 cPU 7E546000
004 0018FF88 .
0018FF90Q
004 Watches [403102] EOX 00000000
£0 FullUNICODE 883 106:,2
_ [4031003 0
support. A ll operations 004 Search results £03108],611E 00401000 tin i.<ModuleEntryPq"
) i 004 ;
available for ASCI1 strings 004 Run trace Eg 88%2 g%ﬂ:{ 8%;,&;;;;;;} !
are also available for 881 gg 8855 352% 8§EEEEFFFF§
i 1
UNICODE, and vice 004 INTS breakpoints FS 0053 32bit 7E54FO00(FFF),
b
) : GS 002B 32bit 0(FFFFFFFF
versa. OllyDbg is able to Memory breakpoints vl )

recognize U T F-8 strings. Hardware breakpoints

File...

\ bj—
00403010 63 6F 6D 00 00 00 00 00 00 00 00 00 00
00403020 MM 00 00 00 00 00 00 00 00 00 00 00 06—
00403030 00 00 00 00 00 00 00 00 00 00 00 00 OC
00403040 00 00 00 00 00 00 00 00 00 00 00 00 06
00403050 00 00 00 00 00 00 00 00 00 00 00 00 06
00463060 00 00 00 00 00 00 00 00 00 00 00 00 06
00403070 m m m m m m m m m m m M 06

00 00 00 00 00 00 00 00 00 00 00 00 06—
Open Log window Paused

FIGURE 5.4: Selectlog information

8. The output of log data tuu.exe is shown 1u die following figure.

- n] X
OllyDbg - tini.exe -
File View Debug Trace Options Windows Help
: . i AR N 1 Fi-
JT Breakpoints: »ji£]I A+ij>[IH MN-UJ 1JeImZ).£j:d _biml h) mg
OllyDbg supports CPU - main thread, module tini
all common kinds
of breakpoints: Log data oom
Address Mese
INT37 memory and )JOllyDbg v2.00 (intermediate version - under developmentf
hardware. You File "'D:\CEH-TO0 1snCEHV8 Module 07 Uiruses and W orns\Uiruses\Uirus T otal\tini.e«e
ew process CID 000011F4) created
1 00401000 Maln thread (ID 00000060) created
may SpECIfy nload nodule 00260000
Unload nodule 754C0000
number of passes Unload nodule 00260000
Unload nodule 00260000
and Set 00400000 Module D:\CEH-Tools\CEHv8 Module 07 Uiruses and Worns\Uiruses\Uirus Totalltini.exe
74E80000 Modu le Cs\W indows\SVSTEM32\UISOCK32.d Il
cond|t|ons for Different PE headers in file and in nenory
)?Systen update is pending(
Module Csindows\SVSTEM32\bcryptPrinit ives.dll
Different PE headers in file and in nenory
pause )?Systen update is pending(
Mudu\e Cs\Windows\SVSTEM32\CRVPTBfiSE.dII
Different PE headers in file and in nenory
Modul"~r illddr€ SVSTEM32'S Cl' dn
Different PE headers in file and in nenory
ma]]) (Systen update is pending?)
£ Module Cs\W indous\SVSTEM32\KERNEL32. DLL
Different PE headers in file and in nenory
(Systen update is pending?)
768E0000 Module C\WIndoWS\SVSTEM32\RPCRT4 di1
D ifferent PE headers in file and in nenory
(Systen update is pending?)
76990000 Module C:MUindows\SYSTEM32\NSI.d11
Different PE headers in file and in nenory
Entry point of main module Paused

FIGURE 55: Output ofLog datainformation of tinLese

9. Click View from die menu bar, and click Executable module (AIt+E).

10. Hie output of Executable modules is shown 11 die following figure.
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OllyDbg - tini.exe
File | View | Debug Trace Options Windows Help

Bl«|xJd »lilnj MIiiliilll 2idJj 13 Jh|Jjcjd vamihd

CPU - main thread, module tini ) X
mWatches: Watch is an Executable modules O O .
expression evaluated each Base File version u D)
time die program pauses. You 74E80000 00008000 74E810C0 WSOCK32 6.2.8400.0 m C:\W‘Lngows\\SVSTEM32\\é\/soch32Adll
" 75390000 00051000 75394955 bcryptPrim 6.2.8400.0 n1C: Milindows\SYSTEM32Nbcry ptPrinit
can use registers, constants, 753F0000 00009000 753F1005 CRYPTBPSE  6.2.8400.0 mC \Wlndé)ws\\SVSTEM32\\CRVPTBhSdE.dI
i 75400000 0001C000 7540PC84 SspiC li 6.2.8400.0 n1C:\Windous\SVSTEM32\Ssp i C Ii.d11
address expressions, Boolean 754C0000 00130000 754D0005 KERNEL32 6.2.8400.8 m C:\U)indous\SVSTEM32\KERNEL32.DLL
and algebraical operations of 768E0000 000RCO00 7690E42S 6.2.8400.0 ni C:\Windous\SVSTEM32\RPCRT4.dll
’ 76990000 00008000 76991520 6.2.8400.0 m C: Milindows\SVSTEM32\NSI . d |1
any complexity 76B60000 00033000 76861005 sechost 6.2.8400.0 m C:\Windows\SVSTEM32\sechost.dll
76E20000 @ 76E210B1 WS2_32 6.2.8400.0 m C:\Windows\SVSTEM32\WS2_32.dlI
76E70000 ‘ \“. 76E7C575 nswcrt 7.0.8400.0 ni CsindousNSVSTEM32\nsvert.dll
77050000 00005000 7706302C KERNELBRSE 6.2.8400.0 n1Cs\y indows\SVSTEM32\KERNELBASE. d
77D40000 00156000 ntdl | 6.2.8400.0 nj C:\Windows\SVSTEM32sntd11. d11
00 00 0000 00 00 00 00 00 00 00 00OF  O08FFB4  0C24F950 P-5.
83855355 53 85 8555 85 83 89 %%y ppREER miereec £
v OORFRL At
Entry point of main module Paused

FIGURE 5.6: Output o f executable modules o f tini.exe

11. Click View from the menu bar, and then click Memory Map (Alt+M).
12. Tlie output of Memory Map is shown in die following figure.

OllyDbg ~ tini.exe

File IViewl Debug Trace Options Windows Help

b |« |xj » yjit diliiliiliil _j_EjM]jrj.cjj bIm)hj |=|
CPU - main thread, module tini OOO
1A
"OIIyDbg n Memory map 00 m
t f Address Si2e Owner Section Contains Type Access Initial acc Mapped as A
r r 00085000 06~(36000 Priv RW Sua RU Guarded _
supports Tou 0018C000 00002000 C ot Priv RD Gua RW Guarded =
H H 0018E000 00002000 Stack of nain t Priv
different deCOdlng 00190000 00004000 Map R R
d MASM 001Q0000 00002000 Priv RW RW
. 001E0000 00004000 Priv. RW RW
modes: ' 00290000 00007000 Priv. RW RW 2
00400000 00001000 t in i PE header Ing R RWE CopyOnW
Ideal, HLA and 00401000 00001000 t in i text Code ing RE RWE CopyOnW
00402000 00001000 tin i .rdata Inports Ing R RWE CopyOnW
AT&T 00403000 00000000 t in i .data Data Ing RW Cop RWE CopyOnW
00410000 00075000 Map R R \Dev ice\Hard<
00550000 00003000 Priv. RW RW
74E80000 00001000 WSOCK32 PE header Ing R RWE CopyOnW
74E81000 00003000 WSOCK32 Ing RE RWE CopyOnwW
74E84000 00001000 WSOCK32 Ing  RW RWE CopyOnW
74E85000 00003000 WSOCK32 Ing R RWE CopyOnW v
75390000 00001000 bcryptPr PE header Ing R RWE CopyOnW -
75391000 0004B000 bcryptPr Ing RE RWE CopyOnW N
753DC000 00001000 bcryptPr Ing RW RWE CopyOnW
753DD000 00004000 bcryptPr Ing R RWE CopyOnW
753F0000 00001000 CRVPTBAS PE header Ing R RWE CopyOonW
753F1000 00004000 CRYPTBAS Ing RE RWE CopyOonW
753F5000 00001000 CRVPTBAS Ing  RW RWE CopyOnW
753F6000 00003000 CRVPTBAS Ing R RWE CopyOonW
75400000 00001000 SspiCli PE header Ing R RWE CopyOnW
75401000 00015000 SspLCli Ing RE RWE CopyOnW
75416000 00001000 SspiCli Ing  RW RWE CopyOnW
75417000 00005000 SspiCli Ing R RWE CopyOnW
754C0000 0QQ01QQQ KERNEL32 PE header Ing R RWE CopyOnW
754D0000 - -- ~ - - - KERNEL32 Ing RE RWE CopyOnwW Voo
Entry point of main module Paused
FIGURE 5.7: OutputofMemory map oftiui.exe
12. Click View from die menu bar, and dien click Threads (Alt+T).
13. Tlie output of Threads is shown w the following figure.
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1k OllyDbg - tini.exe L>" X

File View Debug Trace Options Windows Help

\T\ Threads

- g lx
Old Ildent lwindow's t it Le|Last error IEntry ITIB ISuspend IP riorit User tine A
Main 88888868 ERROR SUCCESS (88!t in i m<Mo. 7E54F808 8
w -
"0 00 a0 00 a0 50 90 20 00 Do 00 00 0 0018FFB4  8C24F950 P-5.
e
00 00 00 00 00 00 00 00 00 00 00 00 0¢  OO1B8FFBS FFFFFABE 7m
0018FFBC £t
0
00 00 00 00 00 00 00 00 00 00 00 00 Oev O9BFEEC mﬁmmﬁﬂ .....
Entry point of main module Paused

FIGURE 5.8: Output ofthreads

Lab Analysis

Document an die tiles, created viruses, and worms 11 a separate location.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Tool/Utility Information Collected/Objectives Achieved
Result:
m  CPU-main thread
OllyDhbg m Log data
m Executable modules
m  Memory map
m  Threads
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Questions

1 Using die linal report, analyze die processes affected by the virus tiles.

Internet Connection Required
O Yes 0 No
Platform Supported

0 Classroom 0 !Labs
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ICON KEY

.__ Valuable
information

s Test your
knowledge

AT Web exercise

e a Workbook review

H Tools
demonstrated in
this lab are
available in
D:\CEH-
Tools\CEHvs
Module 07 Viruses
and Worms
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Module 07 - Viruses and Worms

Creating a Worm Using Internet
Worm Maker Thing

Internet Worm Maker Thing is a tool to create norms. It also has afeature to
converta vims into a norm.

Lab Scenario

11 recent years there has been a large growth in Internet traffic generated by
malware, that is, internet worms and yimses. This traffic usually only impinges
ow the user when either their machine gets infected or during the epidemic
stage of a new worm, when the Internet becomes unusable due to overloaded
routers. Wiliat is less well-known is that there is a background level of malware
traffic at times of non-epidemic growth and that anyone plugging an
unfirewalled machine into the Internet today will see a steady stream of port
scans, back-scatter from attempted distributed denial-of-service attacks, and
hostscans. We must better firewalls, protect the Internet router infrastructure,
and provide early-warning mechanisms for new attacks.

Since you are an expert ethical hacker and penetration tester, your IT director
instructs you to test the network to determine whether any viruses and worms
will damage or steal the organization’s information. You need to construct
viruses and worms, try to inject them into a dummy network (virtual machine),
and check their behavior, whether they are detected by an antivirus and if they
bypass the firewall.

Lab Objectives

The objective of tins lab is to make smdents learn and understand how to make
viruses and worms.

Lab Environment

To earn~out die lab, you need:

m Internet Worm Maker Thing located at D:\CEH-TooIs\CEHv8 Module 07
Viruses and Worms\Worms MakerMntemet Worm Maker
Thing\Generator.exe

Ethical Hacking and Countermeasures Copyright © by EC-Council
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TASK 1

Make a Worm

6 Note: Take a
Snapshot of the
virtual machine
before launching
the Internet
Worm Maker
Thing tool.

ty! option, Auto
Startup is always checked
by default and start die

Module 07 - Viruses and Worms

m A computer rumung Windows Server 2012 as host machine
m  Run this tool on Windows Server 2012

m  Administrative privileges to nin tools

Lab Duration

Time: 10 Minutes

Overview of Virus and Worms

A virus is a self-replicating program diat produces its own code by attaching
copies of it onto odier executable codes. Some vimses affect computers as soon
as dieir codes are executed; others lie dormant until a predetermined logical
circumstance is met.

Lab Tasks

1 Launch die Internet Worm Maker Thing tool. Installation is not required
for Internet Worm Maker Thing. Double-click and launch die
Generator.exe tile.

2. The Internet Worm Maker Thing window appears.
1=101

Internet Worm Maker Thing: Version 4,00 Pubic Edition

INTFRNFT WORM MAKFR THING V4
Paytoaee-
C Activate Payloads Cn Dote

b3

Change Homepage

1 Clue Saeen Of Death

Dkabe Syttnn Raster* N
Infection Options:

MO0033T«r

Dozble Wrdows Secunty

r
) r InfectBat Files
r Doable Morten Security Tide:
r r T RandonlyA'ivace Pabads it rion Sonpt Sbdang rinfect vbs Nes
Chanceofactivaing paybads:  p pisable Mecro Security + Loop Sound r MfenvteNes
M| CHANCE Dsable Run Commrd T Hide Desktop
(v Induck [C] Notice ' MKeAl Drives ‘(’ B:::: i'z;";’*” P Disabe Matware r Hide Virus Fibs
. Outocxnn 1_ oo
OupIT Path: P Dsable T~ Manager £ Disable Wdows Updotc " 1 Discte Winders
r Dsable Keybord V' NoSearch command V' ComT Antrus
CoTDIETOEK & ¢ Dsable Mouse I Swap Mouse Butters
r~ Message Box ’m_o“e" \Webpage
Spreading Optoas [de:
Siartjp: T MuteSoeakers
V. Cfi Dnve I
F Global Pegsfr™’ Sta*tjp + Change IE Title Bar DeleteaF u%m"@m"ve le .
r DeleteaFfc ndex:
- Text:
- Local Ragwtry Starxo & Path: (C:Wndoweviol 1
T Wiagon 91H Hoot AddToContext Menu I Youlked Ths Frooran tease
I Start At Service Voit Ve On
r Chonge ClockText httos/Zxructcarr failemctAO'k. con
Englsh Sta'tip If You Know AnyttMKI About /BS
r Dooole Regedt Text "lox 8 Chars). Ptug'omtig hdp Stuport This
f~ Ge¢manstarao Pfojcct By Matorg AMupr (See
r Disoolc Explorer.exe r openedDives ~  Fmmm=e————- Readme). Thinks
r ioamshitarxo
f- Perch SWlip 1 €1 Reg Oumer LockWorkstation r Cherme Aspecer ok "1 Conmapand
¢ owiwsao P . Doinbad hie Petn O " Keyboard
WL r AddToFo/ontes Generate Warm
1" Change Reg Organisation . CPUMonster
Crgansaten: r chanoerme

Execute DowHoadec

FIGURE 6.1: InternetWorm maker thing main window

Created W O flll.

desydedl.  Check die Compile to EXE support check box.

boots on.

CEH Lab Manual Page 577

5. M startup: select English Startup.

031|T.h Enter aWorm Name, Author. Version. Message, and Output Path tor die
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.0
Internet Worm Maker Thing: Version 4.00: Pubic Edition r

INTERNET WORM MAKER THING V4

r Change horrepoge
C Activate Payloads Cn Dote

198 Worm
: r Sue Screen Of Death
Ajthor: t~ I>wbe SystemRestye Infocfon Cptions
[xigsiroy I Disable Wndows Securty F- Change MO032Texr et g
R 1 Disable Norton Security Tifc;
C Rardonly Activate Peybads " T | Teit Vbs Pies
rr r uninstall Norton 5:nDt shefcra H
Chanceofactvawg poybads:  r  pisable Macro Security Loop Sound
150jr systemisefec 1w | CHANCE | Disable Run Commnd I~ rtde Deskiop
2 Indud? [C] hebre Hde Al Drives " Disable Shutdown £~ Dischb Mwere © Hide Virus Fibs
- [~ Osable logoff I Outoocrtn 1 * 1 ;
Ouipjt Path: - DsaWead< Manager (" Deable Window! Update I Olseple vindevss
[c:\Wot» 1 Dsablc Keybord 1" No SeorcH Commend
V' Cerruot Andvtus
W Conjle ToCXI S<aojtt T DsaWe Mouse T swep Mause Butions Change G
" Weceqe3or F Open Webpage HNH'\T;QE omputer
] A list of names for SDreadnc optons e W
the virus after install is Startup: V Mutetoeakers ¢ * Chaige Drivlcon
shown in the Name after r UcbalKeoBry sta'tjo I' Chanoe IE Title Bat ¢ Deletear CU.BE ICO e
; LxdReOstiyStefl Text: _
Install drop-down list. " LxdReOstlyStetio Pad-: [CWSdowiVIoT [
roMar@sidvesc o e = AEdTo Context Venu | YouLked THEPiCBLan “lase
[ Start As Setvice h eI
¢ Change Win MediaPbrerTxt oo corerai T~ Change Clock Text httD://*rustear.faiemeuolc 01
W Englsh Sto'jpi Text 1 YouKnow Anything About /BS
I DisaoteReoeclt r Text (Max8 Chars): Programing Heip SLppor! This
b Ccnan Startup Project By Maklro APKKIF (See
L SpanishStarsp r Disaoie explorer.exe OpenCd Drives ot By ek
V' Cranoe Reg Owner r clwnoe .".ataoef j
¢ Perch statjp ] F LockWorkstaton I Hacill Gates J ] ¢ Control Parei
b taiar Startup Oner Dowibad File ~re? | Peth Ot URL: V' KevooardDBco
--------- W V- ACd lora/ornes Gererate Worm
Change Reg Organisation - CPUMonster None;
Ogansatkn r Change Tine

“TFEvai-i daMPs]at<
FIGURE 6.2: Select die options for creatingWorm

6. Select die Activate Payloads on Data radio button, and tor Chance of
activating payloads, enter 5.

7. Check die Hide All Drives, Disable Task Manager, Disable keyboard.
Disable Mouse and Message Box check boxes.

8. Enter Tile. Message, and Select Icon as Information from die drop-down
list.

9. Check die Disable Regedit, Disable Explorer.exe and change Reg owner
check boxes.

CEH Lab Manual Page 578 Ethical Hacking and Countermeasures Copyright © by EC-Council
All Rights Reserved. Reproduction is Stricdy Prohibited.



Module 07 - Viruses and Worms

Internet Worm Maker Thing : Version 4.00  Public Edition
INTERNET WORM MAKER THING V4
P Charge Homepoge
B Wom (- Activate Payloads On Date . o W w
r Blue Screen Of Deatn
P DsaWe S>s™r Resxre Infecton Opbore
’
P Disable Windows Security
*® P Charo?NX>32Text ¢ infiec: BatPies
P Disshle Norton Security
C Rendoml! Actv ate Pa<loads " . I Irifect vbsFles
rr P Uninstall torton script Blocanc Sound
Chance " actr/atng payloads: pisable Macro Security P Loop Soun P tiifect YbeFiles
IyOjr system s efed w i CHANCE | Disable Run Commnd r HMeDeskicp
o Al Dri P Disable Shutdown F Ivare i
p Hde Al Drives r Hide Vins Fifes
P i G Hase : " ot r Qfuer?) | R
Output Patti: P Deadc "5ck Maroger ¢ Disable WindoiAS Ubdate r- :saglst\g‘muvs
R e Protection
|C:\Worm p Disable Keybord I" No Search Command
» Bt I Corrupt Antivirus
P COTuieTOEKE Suaxxt P Disable Mocse . ;WEDW“‘? ons
V' Message Box penWeopege
i R
SDreading Opton e
Startup:
P prle tail fhee L_Charge ie Tide Ba o . Charge Drive loon
clobsl Kegsrv staituc
Message: o r DLBE IC0:  Index
E |your *yttwn is HArked Paih: jewiidoivswi [l
1 Wintogon Sid hool font S r AddToContextMeny | YouLiked Tiiis Proy an ®base
I Start AsScjvke Wﬁ . \Act WeOn .,
infyrraoon T] 1 CicrU:a fdcfc [~ Change Clock Text ht©/ftorusteam.fa(lemetwo'k.0n1
p Dngloh Sta'tjp 1 You Know Anything *bout VBS
& Dsable *eged* ~ »afd > 1 (Max8Chars) Prog-amming Help Suopor: This
P Ge-rean Startup Projects/ Mahno A Plucr (See
P DsaWestplorer.exe Readme). Thanks.
P Spanish Startup ’ m - g
) P Chance Rea Cviner I r  Chanceviatoace™ r
+ Perch Sta'jp P m o rControl Panel
Dat1Or LRL: <
P ltalian Startup " <elboard Dsco

10. Check

p Change Reg Crgansaticn
Oconboton:
[pocver G>rr|

B’

F CPJMonstar

n_Ghance Tree

P Addto Pavontes
Name:

AAUREGI Hetthe gptionfor aretirgwom

die Change Homepage check box.

http: / /\\Ayw.powrgym.com.

11

In die

Generate Wom*

URL held, enter

Check die Disable Windows Security. Disable Norton Security. Uninstall
Norton Script Blocking. Disable Micro Security, Disable Run Command.
Disable Shutdown. Disable Logoff. Disable Windows Updates. No
Search Command. Swap Mouse button, and Open Webpage check boxes.

12

Check the Change IE Title bar, change win Media Player Txt, Open Cd
drive, and Lock workstation check boxes.
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Autkr:

|Juggyboy

Verson

/aur tycten i e*ler

P Indjde (Ol Moo

p Compfe ToDXESjpport

Sj cocmo Cptons
Cta'tx):
P Global Regso >Startuo
Local Regist'v Ssrtup

o -

viriooon Shdl hock
Start As Server
Engiish Startup
Gettiti Sta™t_0
Spansn Sta'to
Feend” StatL.C
Italian StarLo

e

Payloads:
(> Actr/ate Pavioads OnDate

)
R
C Randory Acttvote PeVoech

Lil\e]nrsf aai /W:

P Hd* ANDvec

p Disshle Task velgjc'
W Olbl Keybord

p Deabic*Mocse

P Mes&sgeBox

Tite:

Hecked

vessage:

1a r sysem s Hacked

i-inrrarcn ”
(7 Dsaoie RegeCi:
p D exe

p Chnge homepage

| A poivergym com

P Deate WHeOAS Seaxity
P DaabfeNoiton Security
(P unnstall Norton script Blsrtm
P DaabfeMauoSearitr

P DoableRun Cotrmmd

P Dcaglt Shutdown
Dsaftleiocpff 7 (

P Daable WrdoAs Update
P NoCcad' Coirmand

P Swap Mouoe Buttons

P Cpen Webpage

R

[/wa po*ergym air

P Chxioe IE Title Bat

P Change Reg Onner

|juayte>y

17 Change «eg oroansat»n
Orgarisation:

[powsr Gm

P op

p  Lodi Worotobon]

P CoArload Fie Myc" |
WL

P CxciutcDownbaled

r [BicSaTeoe

P ChnOPMO003ZText
e

r Gaiérl 2l
wu

r MtteSpeske's
P Ceietea =le
Path

r Deteiea=0Ue’

P Change v.alpaper
PathOr LRL:

r CPUVertKer
P change *me

"SR

Loop Sound

Mde Desktop

r- Head* Maiart
Remove

[15<He Windows
Pie PioUslion

corrupt Antwruc

P Charge Drive Icon
OLBEICO  Index:
[C.:Wndowsriol i

r AddTo ContextMenu
P Change Clock Text
Text0'8x 8 Chars):

I HockBlGates _?J

T Keyboard Disco

P AddTo Favorites
None:

1 Slue Screen Of Death
infectwn opoons:

P Infect Bat Pies

P Infect Vb* Tiles

P Infect Vi*Him

1 Hde Viu* Hee

If rou Lked This Prog'an Pteaae
Me.

t Mean
htlp: //xrusteam. fialtennetwortc car

1f rou Know Anytirc About VES
Programmming Help Support Ths
Proct By Melone APtugm (See
Readme). Thanks.
Control Pong-———
Generate worm
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FIGURE 6.4: Select the option for creatingworm

13. Check die Print Message, Disable system Restore, and Change NOD32
Text check boxes.

14. Enter aTitle and Message 111 die respective iields.

15. Enter die URL as http://\ww\v.po\vrgvm.com and die Sender Name as
juggyboy.

16. Check die Mute speakers. Delete a Folder. Change Wallpaper, and CPU
Monster check boxes.

17. Select die Change Time check box enter hour and 11111 the respective lields.

r*"

|B Worm

Author

Version:

rr

(yojt system iseEetf
W Indixfc [C] Nctoc
OulputPath:
(c\Wom

(7 Coroie To EXE Support

Saieadmc QpUro
Startup:
V' Global Regofir Stotjp
r Lscd Regstr/ Starxo
r Whi&gen &>d Hoe<
1 Start Ac Service
P Engleh SUtjp
f~ O'run Startup
I SpmthAtirtip
P French Sta'tup
+ laiar startLC

Internet Worm Maker Thing: Version 4.00: Publ-c Edition T=Tg!

INTERNET WORM MAKER THING V4
pa/twes:
(= Actuate Payloads Cn Date

Or
Crandonti activte Payloads
Chave ofactvairg paybads:
1IN [5 CHANCE
HdeA.1 Drives
17 DsaWe Taskc Manager
' DsaWe Keybord
n Csable Mouse
Iv NessaoeSo*
i
[fed
Mewogc
[rajf system Is HacXed
Icon:
[T'1'p noton et}
W_OfecOfcRegedt
0aDfcExploret.exe
[v Change Reg Owro™
Owner:
ligg>bo/

[v Change Reg Organisation
Crgansaticn:

FIGURE 6.5: Selectthe option for creatingworm

18. Check die Change Date check box, and enter die DD, MM, YY i die
respective fields.

19. Check die Loop Sound, Hide Desktop, Disable Malware Remove. Disable
Windows File Protection, Computer Antivirus, and Change Computer
Name check boxes.

20. Check the Change die Drive Icon, Add To Context Menu, Change Clock
Text, Keyboard Disco, and Add To Favorites check boxes.
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& Tools
demonstrated in
this lab are
available in
D:\CEH-
Tools\CEHV8
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Worm Nam?
iB Wom
Author:
luggyboy

[ycu”system be “fecl
p Indude [C] NoSce
Output Pat*
[c\Wom

P comcfe TOtxt suxxrt

Spreadrg Opbanc
Star tu>
V' Clobd Regatiy Startup
r Locaflcjijfr' ;tgrto
r Wnbgon Shdiltnt.
|- StartAs Senvice
p Crghh Startup
' Germen Startjo
1 spansh staruo
1 Fenchstartup
[~ Italian Sartuo
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INTERNET WORM MAKER THING V4

C Rancorriy Actwate Paybads
Chance ofadvatna payloads:
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HceAllDrves
Cisaote Task Marager
Ctsacle Keybord
Caote”cu3c
Message 60x

Tide

Esdcad

Meosage:

|lar svstem shacked
leon-

[kVonnaben T]

- © © © o

p Disade Regedit

p Dissble E>perer.exe

P Change Reg OAner
Currer:

["gg7bey

P Change Reg Organisation
Organisation;

P Change Homepage
WL
T{Mvivi.powergym cam
Dsable Windows Securty
Dsable Norton Searifcy
Lhnstall Norton Scrpt Bladrg
Dsable Mono Security
Psat)le Runcomand
Dibble Shutdown
Dsable Logoff
Csable Windows Update
No Search Command
SN0 Mouse Buttons
Open Weboage
WL
I'/Wvr.powergym.com

P Change [ETitle Bar
Text:

cvocoTToToTTT T T

P Opened Drives

P Lock Workstation

r DownloadFile More’
WL

Execute Downloaded

P [DBatte s*sten Rsstxe
P charts fCD32Tett
Tite:

|adcad

Message:

Yy vj syslaiis Hecxec

[* OudockFm1 * |
W
AAC>/Hvw.0onerg/n '
Sende* Nan's

AWAS0y

P Mitc Speaker:

P Drkxerfc

Path;

P Defea Fokler
Path

p Owge Walpaper
Patn Or LRL:

p CPIMarwfer

p Giance Troe

(S

Lcoo Sojnc
Hide Desktop
Diseble Mahere

© ©

Doable Wrdows
File Protecton

©

Corrupt Antivirus
Charge Comauter
Name

p Charg Drive [eon
CIL, DC, ICO: Index;
ew 5™ iw i

P Add ToContextMru
P Changé Clock Tévt
Tort (Mex8 Chare).

I HoikDll'ldes ?
W Keyboard Disco

p ~dc To Favorites-
Nare:

FIGURE 6.6: Select the option for creatingworm

TSTS1

I Blue Screen Of Deade
Infecton Optiors:

© Inflect BatFiles

V. ineci vbsPile?

T~ Infect Vbe Files

r  Hide il.SRes

F Custom Code

If You Liked This Program Plecse

it Ve Or

ttp:/AwriJSteam falHwiehvork ran
1f Yourww Anythrg Al»Jt VES
Prog-amming Help Suppo'tihs
Project By Mating APugn (See
Readme). Thants.

Control Panel

Generate Worm

21. Check the Exploit Windows Admin Lockout Bug and Blue Screen
Death check boxes.

22. Check the Infect Bat Files check box from Infection Options.

23. Check the Hide Virus Files check box from Extras.

24. Click Generate Worm 11 Control Panel.
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Worm~a'lim Faloads: P Change Honepaje
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p Disable Norton Security
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P Chanoe Reg OAner
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litggyboy
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rext:

p OpenCdDnves

P LockWorkstation
Download Rle  More7

LRL:

P Execute Downbaded

p Disable Srsten Restore
p Char02 NCC32Text
Tite:
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Hde Desktop
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Fit Protecton
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p Charge Drive [con
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FIGURE 6.7: Select die option for creating worn!

Expiat Windows
Adrin Lockout Bjg

p Bl Soeen Of Death
Infecton Options:

P Infect BatFiles

r Infect bsFles

I Infect vbe Files
Extras:

P [Lide I* Fles

Pbans

[f YouUked This Program Mease
Visit

M20n
rittpm/4jl5tean falfcnnebvork a t
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-Control Panel

Generote Worm
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25. The worm is successfully created. The following window appears. Click OK.

Information! X

~ )1 Your new worm.vbs has Deen made!

OK

26. The created worm.vbs file is located at die C: drive.

Lab Analysis

Document all die files, created viruses, and worms 11 a separate location.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Tool/Utility Information Collected/Objectives Achieved

To make Worms options are used:

Hide all drives

Disable Task Manager
Disable keyborad
Disable mouse

Message box

Disable Regedit

Disable Explorer.exe
Change Reg Owner
Change HomePage
Disable Windows security
Disable Nortorn security
Disable Run command
Disable shutdown

Internet Worm
Maker Thing
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Module 07 - Viruses and Worms

Questions

1 Examine whether the created worms are detected or blocked by any
antivirus or antispyware programs.

Internet Connection Required
O Yes 0 No
Platform Supported

0 Classroom 0 iLabs
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