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Module 02 - Footprinting and Reconnaissance

Footprinvting a Target Network

Footprinting refers to uncovering and collecting as much information aspossible
regarding a target netn ork

Lab Scenario

Penetration testing is much more than just running exploits against vulnerable
systems like we learned about 1M1 the previous module. 111 fact, a penetration test
begins before penetration testers have even made contact with the victim3
systems. Rather than blindly throwing out exploits and praying that one of
them returns a shell, a penetration tester meticulously studies the environment
for potential weaknesses and their mitigating factors. By the time a penetration
tester runs an exploit, he or she is nearly certain that it will be successful. Since
failed exploits can 111 some cases cause a crash or even damage to a victim
system, or at the very least make the victim un-exploitable 111 the tumre,
penetration testers won't get the best results, or deliver the most thorough
report to then~clients, if they blindly turn an automated exploit machine on the
victim network with no preparation.

Lab Objectives

The objective of the lab is to extract information concerning the target
organization that includes, but is not limited to:

m |P address range associated with the target
m  Purpose of organization and why does it exists
m  How big is the organization? What class is its assigned 1P Block?

m  Does the organization freely provide information on the type of
operating systems employed and network topology 111 use?

m  Type of firewall implemented, either hardware or software or
combination of both

m Does the organization allow wireless devices to connect to wired
networks?

m  Type of remote access used, either SSH or \T N

m Is help sought on IT positions that give information on network
services provided by the organization?
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m IdentitV organization’s users who can disclose their personal
information that can be used for social engineering and assume such
possible usernames

Lab Environment

Tins lab requires:
m  Windows Server 2012 as host machine
m A web browser with an Internet connection

m  Administrative privileges to 1111 tools

Lab Duration
Time: 50 JMinutes

Overview of Footprinting

Before a penetration test even begins, penetration testers spend time with their
clients working out the scope, mles, and goals ot the test. The penetration testers
may break 1lusing any means necessary, from information found 11the dumpster,
to web application security holes, to posing as the cable guy.

After pre-engagement activities, penetration testers begin gathering information
about their targets. Often all the information learned from a client is the list of IP
addresses and/or web domains that are 11l scope. Penetration testers then learn as
much about the client and their systems as possible, from searching for employees
on social networking sites to scanning die perimeter for live systems and open ports.
Taking all the information gathered into account, penetration testers sftidv the
systems to find the best routes of attack. Tins is similar to what an attacker would do
or what an invading army would do when trying to breach the perimeter. Then
penetration testers move into vulnerabilitv analysis, die first phase where they are
actively engaging the target. Some might say some port scanning does complete
connections. However, as cybercrime rates nse, large companies, government
organizations, and other popular sites are scanned quite frequendy. During
vulnerability analysis, a penetration tester begins actively probing the victim
systems for vulnerabilities and additional information. Only once a penetration
tester has a hill view of the target does exploitation begin. Tins is where all of the
information that has been meticulously gathered comes into play, allowing you to be
nearly 100% sure that an exploit will succeed.

Once a system has been successfully compromised, the penetration test is over,
right? Actually, that's not nght at all. Post exploitation is arguably the most
important part of a penetration test. Once you have breached the perimeter there is
whole new set of information to gather. You may have access to additional systems
that are not available trom the perimeter. The penetration test would be useless to a
client without reporting. You should take good notes during the other phases,
because during reporting you have to tie evervdiing you found together 111 a way
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everyone from the IT department who will be remediating the vulnerabilities to the
business executives who will be approving die budget can understand.

Lab Tasks

Pick an organization diat you feel is worthy of vour attention. Tins could be an
educational institution, acommercial company. 01 perhaps a nonprofit
charity.

Recommended labs to assist you 1l footprinting;

Basic Network Troubleshooting Using the ping utility and nslookup Tool
People Search Using Anywho and Spokeo Online Tool

Analyzing Domain and IP Address Queries Using SmartWhois

Network Route Trace Using Path Analyzer Pro

Tracing Emails Using eMailTrackerPro Tool

Collecting Information About a target’s Website Using Firebug

Mirroring Website Using HT Track Web Site Copier Tool

Extracting Company’s Data Using Web Data Extractor

Identifying Vulnerabilities and Information Disclosures 111 Search Engines
using Search Diggity

Lab Analysis

Analyze and document the results related to die lab exercise. Give your opinion 011
your target’s security posture and exposure through public and free information.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS

RELATED TO THIS LAB.
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Lab

Footprinting a Target Network
Using the Ping Utility

Ping is a computer network administratiQl utility usedto test the reachability of a
hoston an Internetprotocol (IP) network and to measure the ronnd-trip timefor
messages sentfrom the originating host to a destination computer.

Lab Scenario

As a professional penetration tester, you will need to check for the reachability
of a computer 111 a network. Ping is one of the utilities that will allow you to
gather important information like IP address, maximum Packet Fame size,
etc. about the network computer to aid 11 successful penetration test.

Lab Objectives

Tins lab provides insight into the ping command and shows how to gather
information using the ping command. The lab teaches how to:

m  Use ping
m  Emulate the tracert (traceroute) command with ping
m  Find maximum frame size for the network

m |dentity ICMP type and code for echo request and echo reply packets

Lab Environment
To carry out this lab you need:
m  Administrative privileges to run tools
m  TCP/IP settings correctly configured and an accessible DNS server

m  Tins lab will work 11the CEH lab environment - on Windows Server
2012. Windows 8, Windows Server 2008. and Windows 7

Ethical Hacking and Countermeasures Copyright © by EC-Council
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Lab Duration

Tune: 10 Minutes

Overview of Ping

& PING stands for The ping command sends Internet Control Message Protocol (ICMP) echo request
Packet Internet Groper. packets to the target host and waits tor an ICMP response. During tins request-

Ping command Syntax: response process, ping measures the time from transmission to reception, known as
ping [a) 1 LRI [e die round-trip time, and records any loss of packets.

Count] [-iWait] [-s
PacketSize] Host.
Lab Tasks
1. Find the IP address lor http:/ Avww.certihedhacker.com

2. To launch Start menu, hover the mouse cursor in the lower-left corner
of the desktop

FIGURE 1.1: Windows Server 2012—Desktop view

3. Click Command Prompt app to open the command prompt window
Locate IP Address

FIGURE 12 Windows Server 2012—Apps

Type ping www.certifiedhacker.com 1llthe command prompt, and

For die command, press Enter to find out its IP address

ing -c count, specify die . .
2urgbe,0fechopreqfuyestsm b. The displayed response should be similar to the one shown 1lthe

send. following screenshot
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M The piiig command,
“ping —wait,” means wait
time, that is the number of
seconds to wait between
each ping.

Finding Maximum
Frame Size

M Request time out is
displayed because either the
machine is down or it
implements a packet
filter/firewall.

M 11 the ping command,
option —£ means don’t
fragment.
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Administrator: C:\Windows\system32\cmd.exe I=p' *

C:\)ping uuu.certifiedliacker.com
Pinging www.certifiedhacker.com [202.75.54.1011 witll 32 bytes of data:
Request timed out.
Reply from 202.?5.54.101: bytes=32 time=267ms TTL=113
Reply from 202.75.54.101: bytes=32 time=288ms TTL=113
Reply from 202.75.54.101: bytes=32 time=525ms TTL=113
Ping statistics for 202.75.54.101:
Packets: Sent = 4, Received = 3, Lost = 1 <25z loss),
Approximate round trip times in milli—seconds:
Minimum = 267ms, Maximum = 525ms, Overage = 360ms

C:\>

FIGURE 13 The ping command to extract die IP address for www.certifiedhacker.com

6. You receive the IP address of www.certifledhacker.com that is
202.75.54.101

You also get information 011 Ping Statistics, such as packets sent,
packets received, packets lost, and Approximate round-trip time

Now, find out the maximum frame size 011 the network. 111 the
command prompt, type ping www.certifiedhacker.com -f-1 1500

Administrator: C:\Windows\system32\cmd.exe * !

:\<ping wwu.certifiedllacker.com -f -1 1500

IPinging www.certifiedhacker.com [202.75.54.1011 with 1500 bytes of data:
Packet needs tobe fragmented but UPset.

Packet needs tobe fragmented but DF set.

Packet needs tobe fragmented but DFset.

Packet needs tobe fragmented but DF set.

Ping statistics for 202.75.54.101:
Packets: Sent = 4, Received = 0, Lost = 4 <100* loss).

FIGURE 14: The ping command for www.certifiedhacker-comwith ——21500 options

9. The display Packet needs to be fragmented but DF set means that the
frame is too large to be on the network and needs to be fragmented.
Since we used -f switch with the ping command, the packet was not
sent, and the ping command returned this error

10. Type ping www.certifiedhacker.com -f-1 1300

Administrator: C:\Windows\system32\cmd.exe Por=mo X

Ic:\>jping www.certifiedhacker.com -f -1 1300

Pinging www.certifiedhacker.com [202.75.54.1011 with 1300 bytes of data:

Reply from 202.75.54.101: bytes=1300 time=392ms TTL=114
Reply from 202.75.54.101: bytes=1300 time=362ms TTL=114
Reply from 202.75.54.101: bytes=1300 time=285ms TTL=114
Reply from 202.75.54.101: bytes=1300 time=331ms TTL=114

Ping statistics for 202.75.54.101:

Packets: Sent = 4, Received = 4, Lost = 0 <Ox loss),
Approximate round trip times in milli—seconds:

Minimum = 285ms, Maximum = 392ms, Average = 342ms

C:\>

FIGURE 15: The ping command for www.certifiedhacker.com with—£—21300 options
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In die ping command,
“Ping—g,” means quiet
output, only summary lines
at startup and completion.

¢ a The router discards
packets when TTL reaches
0(Zero) value.

' The ping command,
“Ping —R,” means record
route. It turns on route
recording for the Echo
Request packets, and
displays die route buffer on
returned packets (ignored
by many routers).

CEH Lab Manual Page 8

Module 02 - Footprinting and Reconnaissance

11. You can see that the maximum packet size is less than 1500 bytes and

more than 1300 bytes

12. Now, try different values until you find the maximum frame size. For

instance, ping www.certifiedhacker.com -f-1 1473 replies with
Packet needs to be fragmented but DF set and ping
www.certifiedhacker.com -f-1 1472 replies with a successful ping. It
indicates that 1472 bytes is the maximum frame size on tins machine
network

Note: The maximum frame size will differ depending upon on the network

Administrator: C:\Windows\system32\cmd.exe I 1D x 1

C:S)ping wow.certifiedhacker.com -f 1473 1~

Pinccinc» www.certifiedhacker. com [202 75 54 1011 witli 1473 bytes of data:
Packet needs tobe fragmented but

Packet needs to be fragmented but DF set

Packet needs tobe fragmented but DF set.

Packet needs tobe fragmented but DF set.

Ping statistics for 202.75.54.101:
Packets: Sent = 4, Received =0, Lost = 4 <100/ loss).

FIGURE 1.6: The ping command for www.certifiedhacker.comwith ——21473 options

Administrator: C:\Windows\system32\cmd.exe 1- 1=" » '

C:\>'ping www.certifiedhacker.com -f -1 1472
[Pinging www.certifiedhacker.com [202.75.54.101] with 1472 bytes of data:
7

Reply from 202.75.54.101: bytes=1472 time=359ms TTL=114
Reply from 202.75.54.101: bytes=1472 time=320ms TTL=114
Reply from 202.75.54.101: bytes=1472 time=282ms TTL=114
Reply from 202.75.54.101: bytes=1472 time=317ms TTL=114

Ping statistics for 202.75.54.101:

Packets: Sent = 4, Received = 4, Lost = 0 <0X loss),
Approximate round trip times in milli-seconds:

Minimum = 282ms, Maximum = 359ms, Overage = 319ms

FIGURE 17: Hie ping command for www.certifiedhacker.comwith ——21472 options

13. Now, find out what happens when TTL (Time to Live) expires. Everf

frame OL1 the network has TTL defined. If TTL reaches 0, the router
discards the packet. This mechanism prevents the loss of packets

14. M the command prompt, type ping www.certifiedhacker.com -i 3.

The displayed response should be similar to the one shown 1the
following figure, but with a different IP address

Ethical Hacking and Countermeasures Copyright © by EC-Council
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TASK 3

Emulate Tracert

Ca In the ping command,
the -i option represents
time to live TTL.
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ej Administrator: C:\Windows\system32\cmd.exe
C:\>ping uuw.certifiedhacker.com -i 3
Pinsrincf 17uu. certlfledhacker com [202.75 .54.101] uith 32 bytes of data: p
Reply from 183.82.14. TTL expired in transit.
Reply from 183.82.14. 17 TTL expired in transit.
Reply from 183.82.14.17: TTL expired in transit.
Reply from 183.82.14.17: TTL expired in transit.
mPing statistics for 202.75.54. 101
Packets: Sent = 4, Received =4, Lost = 0 <0X loss).
Ic:\>
I <l il i KM
FIGURE 1.8: The ping command for Wwwcfrrifiedhacker.comwith -i 3 options
15. Reply from 183.82.14.17: TTL expired in transit means that the router

16.

17.

18.

(183.82.14.17, students will have some other IP address) discarded the
frame, because its TTL has expired (reached 0)

The Emulate tracert (traceroute) command, using ping - manually,
found the route from your PC to ww~w.certl1ledhacker.com

The results you receive are different from those 111tins lab. Your results
may also be different from those of the person sitting next to you

111 the command prompt, type ping www .certifiedhacker.com -i 1 -n
1. (Use -11 1in order to produce only one answer, instead of receiving
four answers on Windows or pinging forever on Linux.) The displayed
response should be similar to the one shown in the following figure

Administrator: C:\Windows\system32\cmd.exe

C:\>ping www.certifiedhacker.com — 1 — 1

Pinging www.certifiedhacker.com [202.75.54.101] with 32 bytes of da
Request timed out.

Ping statistics for 202.75.54.101:
Packets: Sent = 1, Received = 0, Lost = 1 <100x 10ss>"

C:\>

FIGURE 19: The ping command for ™ *!' crnifiedliacker.comwith—-1—r 1 options

19. 1 the command prompt, type ping www.certifiedhacker.com -i 2 -n

1. The only difference between the previous pmg command and tliis
one is -i 2. The displayed response should be similar to the one shown
M the following figure

Ethical Hacking and Countermeasures Copyright © by EC-Council
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Administrator: C:\Windows\system32\cmd.exe

C:\)ping www.certifiedhacker.com — 2 — 1
i Pinging www.certifiedhacker.com [202.75.54.101] with 32 bytes of da
M 111 the ping command, Request timed out.

-t means to ping the Ping statistics for 202.75.54.101:

specified host until Packets: Sent = 1, Received = 0, Lost = 1 <100X loss),
stopped.
C:\>
FIGURE 1.10: The ping command for www.certifiedliacke1.con with -i 2- 111 options
20.11the command prompt, type ping www.certifiedhacker.com -i 3 -n
1. Use -n 1 Morder to produce only one answer (instead of four on
Windows or pinging forever on Linux). The displayed response should
be similar to the one shown 1M the following figure
C:\)ping www.certifiedhacker.con -i 3 -n 1
Pinging www.certifiedhacker.com [202.75.54.101] with 32 bytes of da
Reply from 183.82.14.17: TTL expired in transit.
Slnthepingcommand, Ping statistics for 202.75.54.101:
the -v option means Packets: Sent = 1, Received =1, Lost = 0 <0X loss),
verbose output, which lists C:\>

individual ICMP packets, as
well as echo responses.

FIGURE 1.11: Hie ping command for www.cerdfiedliacker.comwith—-3—r 1 options

21.11the command prompt, type ping www.certifiedhacker.com -i 4 -n
1. Use-n 1 Morder to produce only one answer (instead of four on
Windows or pinging forever on Linux). The displayed response should
be similar to the one shown 1llthe following figure

[€=1] Administrator: C:\Windows\system32\cmd.exe H»I1 >

D:\>ping www.certifiedhacker.com -i 4 -n 1

Pinging www.certifiedhacker.com [202.75.54.101] with 32 bytes of da
Reply from 121.240.252.1: TTL expired in transit.

Ping statistics for 202.75.54.101:
Packets: Sent = 1, Received =1, Lost = 0 <0X loss).

FIGURE 1.12: Hie ping command for wT.vw.certifiedhacker.comwith—-4 — 1 options

£Q In the ping command, 22. We have received the answer from the same IP address in two different

the —Es12e option means to ) ) . ) - .

send the buffer size. steps. Tins one identifies the packet filter; some packet filters do not
decrement TTL and are therefore invisible
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M 11 the ping command, 23. Repeat the above step until you reach the IP address for
the -w option represents www .certifiedhacker.com (Ilthis case, 202.75.54.101)
the timeout in milliseconds
to wait for each reply.

i Administrator: C:\Windows\system32\cmd.exe EM

C:\)ping www.certifiedhacker.com -i 10 -n 1

Pinging www.certifiedhacker.com [202.75.54.101] with 32 bytes of data:
Reply from 120.29.216.21: TTL expired in transit.

Ping statistics for 202.75.54.101:
Packets: Sent = 1, Received =1, Lost = 0 <0x loss),

C:\>

FIGURE 1.13: The ping command for www.certifiedhacker.comwith—-10— 1options

24. Here the successful ping to reach www .certifiedhacker.com is 15
hops. The output will be similar to the trace route results

Administrator: C:\Windows\system32\cmd.exe

\>ping www.certlf ltedhacker.com -1 12 -n 1

inging www.certifiedhacker.com [202.75.54.1011 with 32 bytes of data
equest timed out.

ing statistics for 202.75.54.101:
Packets: Sent =1, Received =0, Lost =1 (100x loss),

:S)ping www.certifiedhacker.com -i 13 -n 1
M Traceroute sends a
sequence of Internet
Control Message Protocol
(ICMP) echo request ing statistics for 202.75.54.101:
packets addressed to a Packets: Sent =1, Received =1, Lost =0 <O0x loss),

destination host. :S)ping www.certifiedhacker.com — 14 —a 1

inging v4ww.certifiedhacker.com [202.75.54.1011 with 32 bytes of data
eply from 1.9.244.26: TTL expired in transit.

inging Hww.nRrtiflRrthacker.com [202.75.54.1011 with 32 bytes of data
eply from 202.75.52.1: TTL expired in transit.

ing statistics for 202.75.54.101:
Packets: Sent = 1, Received =1, Lost = 0 <Ox loss),

\>ping www.certifiedhacker.com -i 15 -n 1

inging www.certifiedhacker.com [202.75.54.1011 with 32 bytes of data
eply from 202.75.54.101: bytes=32 time=267ms TTL=114

ing statistics for 202.75.54.101:

Packets: Sent = 1, Received =1, Lost = 0 <0X loss),
pproximate round trip times in milli-seconds:

Minimum = 267ms, Maximum = 267ms, Overage = 267ms

FIGURE 1.14: Hie ping command for www.cettifiedliacker.com with —+15—+11 options

25. Now, make a note of all die IP addresses from which you receive the
reply during the ping to emulate tracert

Lab Analysis

Document all die IP addresses, reply request IP addresses, and their TILLs.
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Tool/Utility Information Collected/Objectives Achieved
IP Address: 202.75.54.101

Packet Statistics:

m  Packets Sent —4

m  Packets Received —3

m  Packets Lost —1

m  Approximate Round Trip Time —360ms

Ping

Maximum Frame Size: 1472

TTL Response: 15 hops

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Questions

1. How does tracert (trace route) find the route that the trace packets are
(probably) using?

2. Is there any other answer ping could give us (except those few we saw
before)?

3. We saw before:
' Request timed out
' Packet needs to be fragmented but DF set
1 Reply from XXX XXX XXX.XX: TIL expired M transit
What ICMP type and code are used for the ICMP Echo request?

4. Why does traceroute give different results on different networks (and
sometimes on the same network)?

Internet Connection Required
0 Yes O No
Platform Supported

0 Classroom D iLabs
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Footprinting a Target Network
Using the nslookup Tool

nslookup is a network administration command-line tool availablefo r many
computer operating systemsfor querying the Domain Name System (DNS) to
obtain the domain name, the IP address mapping, orany other specific DN S record.

Lab Scenario

11 the previous lab, we gathered information such as IP address. Ping
Statistics. Maximum Frame Size, and TTL Response using the ping utility.
Using the IP address found, an attacker can perform further hacks like port
scanning, Netbios, etc. and can also tind country or region 1Ll which the IP is
located and domain name associated with the IP address.

111 the next step of reconnaissance, you need to find the DNS records. Suppose
M a network there are two domain name systems (DNS) servers named A and
B, hosting the same Active Directory-Integrated zone. Using the nslookup
tool an attacker can obtain the IP address of the domain name allowing him or
her to find the specific IP address of the person he or she is hoping to attack.
Though it is difficult to restrict other users to query with DNS server by using
nslookup command because tins program will basically simulate the process
that how other programs do the DNS name resolution, being a penetration
tester you should be able to prevent such attacks by going to the zone’s
properties, on the Zone Transfer tab, and selecting the option not to allow
zone transfers. Tins will prevent an attacker from using the nslookup command
to get a list of your zone’s records, nslookup can provide you with a wealth of
DNS server diagnostic information.

Lab Objectives

The objective of tins lab is to help students learn how to use the nslookup
command.

This lab will teach you how to:

m Execute the nslookup command

Ethical Hacking and Countermeasures Copyright © by EC-Council
All Rights Reserved. Reproduction is Stricdy Prohibited.



& Tools
demonstrated in
this lab are
available in
D:\CEH-
Tools\CEHvs
Module 02
Footprinting and
Reconnaissance

CEH Lab Manual Page 14

Module 02 - Footprinting and Reconnaissance

m  Find the IP address of a machine

m Change the server you want the response from

m  Elicit an authoritative answer from the DNS server
m Find name servers for a domain

m Find Cname (Canonical Name) for a domain

Find mail servers tor a domain

Identify various DNS resource records

Lab Environment
To carry out the lab, you need:
m  Administrative privileges to run tools
m TCP/IP settings correctly configured and an accessible DN Sserver

m Tins lab will work 1l1the CEH lab environment - 0l1windows Server
2012. Windows 8, Windows Server 2008'and Windows 7

m |t the nslookup command doesn’t work, restart the command
window, and type nslookup tor the interactive mode.

Lab Duration

Time: 5 Minutes

Overview of nslookup

nslookup means name server lookup. To execute quenes, nslookup uses die
operating system’s local Domain Name System (DNS) resolver library, nslookup
operates in interactive OL" non-interactive mode. When used interactively by
invoking it without arguments 01"when die first argument is -(minus sign) and die
second argument is host name 01" IP address, the user issues parameter
configurations 01 requests when presented with the nslookup prompt (>). When 110
arguments are given, then the command queries to default server. The - (minus
sign) invokes subcommands which are specified 011 command line and should
precede nslookup commands. In non-interactive mode. i.e. when first argument is
name Ol internet address of the host being searched, parameters and the query are
specified as command line arguments 111 the invocation of the program. The non-
interactive mode searches the information for specified host using default name
server.

With nslookup you will eidier receive a non-audiontative or authoritative answer.
You receive a non-authoritative answer because, by default, nslookup asks your
nameserver to recurse 1lorder to resolve your query and because your nameserver is
not an authority for the name you are asking it about. You can get an authoritative
answer by querying the authoritative nameserver for die domain you are interested

Ethical Hacking and Countemieasures Copyright © by EC-Council
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Lab Tasks

1. Launch Start menu by hovering the mouse cursor Mthe lower-left
corner of the desktop

S TAK 1
Extract
Information
ij Windows Server 2012
fird MR PRIEVIOMECGIMM
hewgioagy fdd
IPPRPGS *5;10'|%Y)
FIGURE 2.1: Windows Server 2012 —Desktop view
2. Click the Command Prompt app to open the command prompt
window
FIGURE 2.2: Windows Server 2012—Apps

__ The general 3. 1Mithe command prompt, type nslookup, and press Enter
command syntax is A .
nslookup [-option] [name | 4. Now, type help and press Enter. The displayed response should be similar
 Teerver. to die one shown 1the following figure
CEH Lab Manual Page 15 Ethical Hacking and Countermeasures Copyright © by EC-Council
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ss Administrator: C:\Windows\system32\cmd.exe - nslookup
C:\)nslookup S
Default Server: nsl beamnet.in
Address: 202.53.8.
> help
Commands: (identifiers are shown in uppercase, LJ means optional)
NAVE - print info about the host/domain NAME using default server
NAME1 NAME2 - as above, but use NAME2 as server
help or ? T oprint info on common commands
set OPTION - set an optlon
all print options* current server and host
[no]debug - print debugging information
[nold2 T print exhaustive debugging information
[noldefname - append domain name to each query
S A R [nolrecurse - ask for recursive answer to query
D Typing "help" or "?" at [tno!search - ulse domain search Illst
no lve - always use a virtual circuit
thecomman_dpmmp_t omain =NAVE set default domain name to NAME
generatesal|stofava|lab|e srchlist=N1[/N2/.. /N61 set domain to N1 and search list to NI1,N2, etc.
d root =NAME - set root server to
commands. retry=X - set number of retries to X
tlmeout X - set initial time-out interval to X seconds
=X - set query type (ex. AAAAAA*AAAA ANY,CNAME,MX,NS PTR,
SOASRU)
querytype =X - same as type
class —set query class <ex. IN (Internet), ANY)
[no]msxfr - use MS fast zone transfer
ixfrver=X - current version to use in IXFR transfer request
server NAMVE - set default server to NAME, using current default server
Iserwer NAVE - set default server to NAME, using |n|t|a| server
ro et current default server to the roo
Is [opt] DOMAIN [> FILE] - list addresses in DOMAIN (optional: output to FILE)
list canonical names and aliases
d — list all records
-t TYPE - list records of the given RFC record type (ex. A,CNAME,MX,NS,
PTR etc.>
view FILE - sort an 'Is' output file and view it with pg
exit - exit the program

>

FIGURE 2.3: The nslookup command with help option
5. 1lthe nslookup interactive mode, type “set type=a” and press Enter

6. Now, type www.certifiedhacker.com and press Enter. The displayed
response should be similar to die one shown 1lldie following figure

Note: The DNS server Address (202.53.8.8) will be different from die one shown 1.
die screenshot

FIGURE 24: hi nslookup command, set type=a option

7. You get Authoritative or Non-authoritative answer. The answer vanes,

Use Elicit - . o
but Mdiis lab, it is Non-authoritative answer

Authoritative
8. Mlnslookup interactive mode, type set type=cname and press Enter

9. Now, type certifiedhacker.com and press Enter
Note: The DNS server address (s.8.8.8) will be different dian die one 1llscreenshot

10. The displayed response should be similar to die one shown as follows:
> set type=cname

CEH Lab Manual Page 16 Ethical Hacking and Countermeasures Copyright © by EC-Council
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Q T ASK 3
Find Cname
111 nslookiip

command, root option
means to set the current
default server to the root.
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> certifiedhacker.com
Server: google-public-dns-a.google.com
Address: 8.8.8.8

Administrator: C:\Windows\system32\cmd.exe ~ ns... D X
1:\>nslookup
Jefault Server: google-public-dns-a.google.con
lddress: 8.8.8.8
>set type=cname
>certitiedhacker.com
Jeruer: google-public™dns"a.google.con
lddress: 8.8.8.8
certif iedhacker.con
primary nane seruer = nsO.noyearlyfees.com
responsible mail addr = admin.noyearlyfees.com
serial = 35
refresh = 900 (15 mins>
retry = 600 (10 mins)
expire = 86400 (1 day)
default TTL = 3600 (1 hour>

FIGURE 25:111iislookup command, set type=cname option

11. M nslookiip interactive mode, type server 64.147.99.90 (or any other IP
address you receive in the previous step) and press Enter.

12. Now, type set type=a and press Enter.
13. Type www .certifiedhacker.com and press Enter. The displayed response
should be similar to the one shown Lldie following tigure.

[8B Administrator: C:\Windows\system32\cmd.exe - ns." L~.

FIGURE 26:111 nslookiip command, set type=a option

14. It you receive a request timed out message, as shown in the previous
tigure, dien your firewall is preventing you trom sending DNS queries
outside your LAN.

Ethical Hacking and Countermeasures Copyright © by EC-Council
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15. M nslookup interactive mode, type set type=mx and press Enter.

16. Now, type certifiedhacker.com and press Enter. The displayed response
should be similar to the one shown 11die following figure.

* To make queiytype
of NS a default option for
your nslookup commands,
place one of the following
statements in the
user_id.NSLOOKUP.ENV
data set: set querytype=ns
or querytype=ns.

FIGURE 2.7: In nslookup command, set type=mx option

Lab Analysis

Document all die IP addresses, DNS server names, and odier DNS information.

Tool/Utility Information Collected/Objectives Achieved
DNS Server Name: 202.53.8.8
Non-Authoritative Answer: 202.75.54.101

CNAME (Canonical Name of an alias)

m Alias: certlfiedhacker.com
m Canonical name: google-publlc-d11s-a.google.com

MX (Mail Exchanger): MallcertIfiedllacker.com

nslookup

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Questions
1. Analyze and determine each of the following DNS resource records:
m SOA
CEH Lab Manual Page 18 Ethical Hacking and Countermeasures Copyright © by EC-Council
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NS

A

PTR
CNAME
MX
SRY

2. Evaluate the difference between an authoritative and non-audioritative
answer.

3. Determine when you will receive request time out in nslookup.

Internet Connection Required

0 Yes O No
Platform Supported
0 Classroom O !Labs
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People Search Using the AnywWho

Online Tool

A _nyWho is an online whitepagespeople search directoryfor quickly looking up
individualphone numbers.

Lab Scenario

You have already learned that the first stage in penetration testing is to gather as
much information as possible. 111the previous lab, you were able to find information
related to DNS records using the nslookup tool. If an attacker discovers a flaw 11la
DNS server, he or she will exploit the flaw to perform a cache poisoning attack,
making die server cache the incorrect entries locally and serve them to other users
that make the same request. As a penetration tester, you must always be cautious
and take preventive measures against attacks targeted at a name server by securely
configuring name servers to reduce the attacker's ability to cormpt a zone hie with
the amplification record.

To begin a penetration test it is also important to gather information about a user
location to intrude into the user’s organization successfully. 111tins particular lab, we
will learn how to locate a client or user location using die AnyWho online tool.

Lab Objectives

The objective of tins lab is to demonstrate the footprinting technique to collect
confidential information on an organization, such as then: key personnel and then”
contact details, usnig people search services. Students need to perform people
search and phone number lookup usnig http: / /www.allywho.com.

Lab Environment

Mlthe lab, you need:
m A web browser with an Internet comiection
m  Admnnstrative privileges to run tools

m  Tins lab will work 1l1the CEH lab environment - on Windows Server
2012. Windows 8, Windows Server 2008. and Windows 7

Ethical Hacking and Countemieasures Copyright © by EC-Comicil
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Lab Duration

Tune: 5 \luiutes

Overview of AnyWho

AnyWho is a part ot the ATTi family ot brands, which mostly tocuses 011 local
searches tor products and services. The site lists information from the White Pages
(Find a Person/Reverse Lookup) and the Yellow Pages (Find a Business).

Lab Tasks

1. Launch Start menu by hovering the mouse cursor 011 the lower-left
corner of the desktop

M AnyWho allow you to

search for local businesses

by name to quickly find

their Yellow Pages listings

with basic details and maps, )

plus any additional time w8 Windows Server 2012

and money-saving features, Windows Senvet 2012 Refece Candicate:
such as coupons, video iluatioftcopy fd
profiles or online %\M
reservations. FIGURE 3.1: Windows Server 2012 —Desktop view

2. Click the Google Chrome app to launch the Chrome browser 01"launch
any other browser

FIGURE 3.2: Windows Server 2012—Apps

3. Li die browser, type http://www.anywho.com.and press Enter 011 the
keyboard

TASK 1

People Search
with AnyWho
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ua AnyWho is part of the
ATTi family of brands,
which focuses on local
search products and
services.

¢ a Include both the first
and last name when
searching the AnyWho
White Pages.

M Yellow Pages listings
(searches by category or
name) are obtained from
YP.COM and are updated
on aregular basis.
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£ % C (wwanyA»or
AnyWho

9 KLfHELOMP

White Pages | Find People By Name
Find a Person Fad Peoote QU write Fages Directory

Voyi uk M ) frsn I Tryngrosifyw ad?
Grabintss Ty r’{Vy

m @8 et e P crector e

o 700 wmPart Il
BINw | ByARMM | By FrcMimme o On(v°diton i e o
1O 100 treils tre as: fume thtn *archagj ir

* Vindattare 1 coion reluk Gl et v
ViiaJ
o »efoitdg rMme|~(1

FIGURE 3.3: AnyWho - Home Page http://www.anywho.com

4. Input die name of die person you want to search for in die Find a Person
section and click Find

i+T™M
It
White Page?| People Fin: A
< C © www.anywho.com
ft Bs YELLOWPACES X WHTE PAGES O REVERSE LOOKUP | AREAZIP CODE LOOKUP © ups
White Pages | Find People By Name
P
Find a Person Tind People in Our White Pages Directory
Are you starching for an old friend? Trying to verify an address?
ose | Christian Oi maybe you see an unfamiliar phone number in your records?
AnyWho provides a free online while pages directory where you
can find people by their name, address or you can do a reverse
City or ZIP 1State [vi lookjp by phone number
The AnyWho While Pages is updated weekly with phone
ByMama By Address | By Phone Number numbers of irdr/duals from across the nation For best resuts,
include both the first and last name when searching the
Personal identifying information available on AnAVho AnyWho White Pages and. ifyou have it. the ZIP Code

is n:tcio* JeJ by AT&T and is provided solely by an
uraflated find parly. Intefm8. Inc Full Disclaimer

FIGURE 34: AnyWho—Name Search

5. AnyWho redirects you to search results with die name you have entered.
The number of results might van~

Find a Person by Name . Byrane .ByAddiets mByPhone Nufntwr

Rose Chnstian City or 7IP Cofle =1501

tin* 10c 0 VULl Welue.com Tind mote inloimallon ftom Intollus
1 10Listings Poundfor Rose Chnstian
Rose A Christian More information for Rose A Christian
« Email anfl Otner Phone Lookup
" Get Detailed Background information
Ge( Pucnc Records
" view Property & Area Information

»am toAccrees 899( " Mece &onvng Drocners " View Social Network Profile
Rose B Christian More information for Rose B Christian
*M M| Cmm+0* OMW O O M if » Email ano other Phone Lookup

*>Getoetaiso Backflround information
* Gel Public Records
* view Praocitv &Area Information

» Add o Address BOSK » Maps &Drivhg Dikeclors 1« view Social Network Profile
Rose € Chrififiny More Information for Rose C Christian
MM + Email 300 otner Phone 1ookup
W 96 9ttt * GetDitilac Backgiound nformaton
3 GHIPJI'C RCOGS
# \Wew Property &Alea Information
» A4D(o/.Mim B9% '>Maps 4 Drivhg Dictions * view Social NetworkProfile:
Rose E Christian More information tor Roe* E Christian

FIGURE 35: AnyWho People Search Results
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task 2

Viewing Person
Information

M The search results
display address, phone
number and directions for
the location.

Itell The Reverse Phone
Lookup service allows
visitors to enter in a phone
number and immediately
lookup who it is registered
to.
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6. Click die search results to see the address details and phone number of
that person

Rose A Christian Add to Address Book | Print
Southfield P, Ire, MD 21212
o-f H'6

Are you Rose A Christian? » Remove Listing Information provided solely by Intelius

Get Directions

I:| Enter Address

\JJ Southfield Pl. 3 «Te MD 21212

>Reverse Directions Cet Directions

Qulf o

0 Jattz jr/jndui il 1>

FIGURE 3.6: AnyWho - Detail Search Result of Rose A Christian

7. Sinulady, perform areverse search by giving phone number or address 111
die Reverse Lookup held

C 0 wwanywrbe.com severse-lookup

AnyWho

fa320Arcc-f Pitert m 358 o>

-]_ KWHIE PACES = KIBACRSELOOKUP A«bWIPC006 LOCKLP

Reverse Lookup | Find People By

O Reverse Lookup Phone Number

AnWho's Reverse Phone LooKup sewce allows Visitors to enter
4)9(»«r| *1 A "N nummber and immediately lookupwhoiit is registered
i cal andvant to

Perhaps you mssed
> 8185551212 (8186651212 kaonuho s bewe you call back. Typethe e ke o

search1ofn i out exactlywhoiit is regstasiE o T as
HP Catl phone nLbers are not eniietle metch far th pone number well showyouthe registrants first

andlast name, and maimg address Ifyou vantto do reverse
phone ocapfor alusiness e ks then check ot
Rwrse Lookup at

Personel “Brr.inc infornetion availeble on Ao

is N« pwaeo byATT andis povided solerfbyan )

inaffiated third pery irteius. Inc Full Disciainer

FIGURE 3.7: AnyWho Reverse Lookup Page
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Unpublished
directory records are not
displayed. If you want your
residential listing removed,
you have a couple of
options:

To have your listing
unpublished, contact your
local telephone company.

To have your listing
removed from AnyWho
without obtaining an
unpublished telephone
number, follow the
instructions provided in
AnyWho Listing Removal
to submit your listing for
removal.
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Reverse lookup will redirect you to die search result page widi die detailed
information of die person for particular phone number or email address

n> yp.com \

N - C O anywhoyp.yellowpages.com/reversephonelookup?from=anywho_cobra & \

Rose A Christian

~ Southfield PI, - - lore. MD 21212

Are you Rose A Christian7 » Remove Listing

Get Directions

D Enter Address

mSouthfield Pl. +— *K>re, MD 21212

+ Reverse Directions

Chinguapin

take Evesham Park Belvedere

Govanstown

W Northern Py t N°*

Rosebank

Mid-Govans

Wooi
Pjtk Cameron '// H
Wyndhurst Village

Chinquap
Pork

Kenilworth Park

Roland Park
Winstqn-Ggvans

FIGURE 38: AnyWho - Re\*etse Lookup Search Result

Lab Analysis
Analyze and document all the results discovered 111die lab exercise.

Tool/Utility Information Collected/Objectives Achieved

WhitePages (Find people by name): Exact location
of a person with address and phone number

Get Directions: Precise route to the address found

AnyWho
lor a person

Reverse Lookup (Find people by phone number):
Exact location of a person with complete address
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PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Questions
1. Canvou collect all the contact details of the key people of any organization?
2. Canyou remove your residential listing? It yes, how?

3. It you have an unpublished listing, why does your information show up in
AnyWho?

4. Canyou tind aperson in AnyWho that you know has been at the same
location for a year or less? I f yes, how?

5. How can a listing be removed from AnyWho?
Internet Connection Required

0 Yes O N
Platform Supported

0 Classroom O !'Labs

CEH Lab Manual Page 25 Ethical Hacking and Countermeasures Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited.



ICON KEY

("7 Valuable
information

Test your
knowledge

- Web exercise

m  Workbook review

& Tools
demonstrated in
this lab are
available in
D:\CEH-
Tools\CEHvs
Module 02
Footprinting and
Reconnaissance

CEH Lab Manual Page 26

Module 02 - Footprinting and Reconnaissance

People Search Using the Spokeo

Online Tool

Spokeo is an onlinepeople search toolproviding realHtime information aboutpeople.
This toolhelps nith onlinefootprinting and allowsyon to discover details about

people.
Lab Scenario

For a penetration tester, it is always advisable to collect all possible information
about a client before beginning the test. 111 the previous lab, we learned about
collecting people information using the AnyWho online tool; similarly, there are
many tools available that can be used to gather information 011 people, employees,
and organizations to conduct a penetration test. 111 tins lab, you will learn to use the
Spokeo online tool to collect confidential information of key persons m an
organization.

Lab Objectives

The objective ot tins lab is to demonstrate the footprinting teclnnques to collect
people information usmg people search services. Students need to perform a people
search usmg http://www.spokeo.com.

Lab Environment

1lthe lab, you need:
m A web browser with an Internet coimection
m  Administrative privileges to run tools

m  Tins lab will work 1the CEH lab environment - 011 Windows Server
2012. Windows 8, Windows Server 2008, and Windows 7

Lab Duration

Time: 5 Minutes

Ethical Hacking and Countermeasures Copyright © by EC-Council
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~ task 1
People Search
Spokeo

M Spokeo's people
search allows you to find
old friends, reunite with
classmates, teammates and
military buddies, or find
lost and distant family.
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Overview of Spokeo

Spokeo aggregates vast quantities of public data and organizes die information into
easy-to-follow profiles. Information such as name, email address, phone number,
address, and user name can be easily found using tins tool.

Lab Tasks

1. Launch the Start menu by hovering the mouse cursor 1lthe lower-left
corner of the desktop

:8 Windows Server 2012

Windows Senver 2012 Releaie Candidate Caiacealn
Buwsaa

wwilP'L W'w 1 D H

FIGURE 4.1: Windows Server 2012—Desktop view

2. Click the Google Chrome app to launch the Chrome browser

Start Administrator »

Mwugor ml Tools Mamer

Fa * "

TR B R AT

Q x rn
Eath

Vv oy g ©
fbx e
T .

FIGURE 4.2: Windows Server 2012- Apps

w

Open aweb browser, type http://www.spokeo.com, and press Enter (L1 die
keyboard
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4 C ‘iwiwviwiecccrr

spckeo

Nme 1 Hwoe  itvmna  AMn>

M Apart from Name )

Not your grandma's phone book
search, Spokeo supports
four types of searches:

* Email Address

* Phone Number

* Username Qi
 Residential Address

FIGURE 4.3: Spokeo home page http:/Afwvp.spokeo.com

4. To begin die search, input die name of die person you want to search for 111
die Name field and click Search

_S) M WG>)<I'| o oley -
spckeo

Emal Prwe Uwnww Mtni

Rom Chriatan

Not your grandma's phone book

c>

° n V m

FIGURE 4.4: Spokeo—Name Search

5. Spokeo redirects you to search results widi die name you have entered

M Spokeo's email search
scans through 90+ social
networks and public
sources to find die owner's
name, photos, and public
profiles.

FIGURE 4.5: Spokeo People Search Results
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FIGURE 46: Spokeo People Search Results

M Public profiles from
social networks are
aggregated in Spokeo and
many places, including
search engines.

FIGURE 4.7: Spokeo People Search Results
8. Search results displaying die Address. Phone Number Email Address. City
and State, etc.

< ¢ Cimpoen=ricRe oSADAEIREIA g

spekeo rom@iMIN RriEracey 4 —1

lis  O@Brer (M, M m. 1»sj
a  Rose Christian

' d 1

QoL i W titm

V Qs ©sL ’ WMaH) AED SoAddkiaic
« Lionay gind i n;masﬂru_ . SoAddkiaic
1« R &l )
14 aevliogi el Lo
1o ﬂmm ~
i » v

FIGURE 4.8: Spokeo People Search Results
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g[ﬂ} Al results will be 9. Search results displaying die Location History

displayed once the search is
completed

spckeo

| Location Hittory

FIGURE 4.9: Spokeo People Search Results

10. Spokeo search results display die Family Background, Family Economic
Health and Family Lifestyle

C wJlBdmw 57 & ™'-]0AOb<Im3CT3>6 * \
spckeo Kove Chisian Wit aCly
viHy Bacfcpround |

TeraudrtIn# rf'«Nme Mred

Fevily EccroiricHosf
« EBMIGaiMno
FIGURE 4.10: Spokeo People Search Results
1UK! Online maps and . . i
street view are used by over 11. Spokeo search results display die Neighborhood tor the search done
300,000 websites, including
most online phone books T7AAAATELEGT,

and real estate websites.
spckeo

FIGURE 4.11 Spokeo People Search Results
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12. Similarly, perform a Reverse search by giving phone number, address, email
M Spokeo's reverse

phone lookup functions address, etc. 11die Search held to find details of a key person or an
like a personal caller-1D organization
system. Spokeo's reverse
phone number search A0\ t
aggregates hundreds of
millions of phone hook spokeo | FDmen)| 3 -1
records to help locate the
owner's name, location, o T Adlde .
time zone, email and other " o> w1
public information. °
Q SMkm Q Rz (*) Avh
V GH
TR PSYRAATIA—
TR - — LaxioHiy
jr

FIGURE 4.12: Spokeo Reverse Search Result of Microsoft Redmond Office

Lab Analysis
Analyze and document all the results discovered 111die lab exercise.

Tool/Utility  Information Collected/Objectives Achieved

Profile Details:

m  Current Address
m  Phone Number
m  Email Address
m  Marital Status

m  Education

m  Occupation

Location History: Information about where the person

Spokeo has lived and detailed property information

Family Background: Information about household
members tor the person you searched

Photos & Social Profiles: Photos, videos, and social
network profiles

Neighborhood: Information about the neighborhood

Reverse Lookup: Detailed information for the search done
using phone numbers
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PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS

RELATED TO THIS LAB.

Questions
1. How do you collect all the contact details of key people using Spokeo?
2. lIsitpossible to remove your residential listing? If yes, how?
3. How canyou perform a reverse search using Spokeo?
4. List the kind of information that a reverse phone search and email search

will yield.

Internet Connection Required

0 Yes O No

Platform Supported

0 Classroom O !'Labs
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Analyzing Domain and IP Address
Queries Using SmartwWhois

SmartWhois is a network information utility that allowsyon to look up most
available information on a hostname, 1P address, or domain.

Lab Scenario

1l the previous kb, you learned to determine a person 01"an organization’s location
using the Spokeo online tool. Once a penetration tester has obtained the user’s
location, he or she can gather personal details and confidential information from the
user by posing as a neighbor, the cable guv, or through any means of social
engineering. 11 tins lab, you will learn to use the SmartWhois tool to look up all ot
the available information about any IP address, hostname, 01" domain and using
these information, penetration testers gam access to the network of the particular
organization for which they wish to perform a penetration test.

Lab Objectives

The objective of tins lab is to help students analyze domain and IP address quenes.
Tins lab helps you to get most available information 011 a hostname, IP address,
and domain.

Lab Environment

1l the lab you need:
m A computer running any version of Windows with Internet access
m  Administrator privileges to run Smartwhois

m  The SmartWhois tool, available 111 D:\CEH-Too0Is\CEHv8 Module 02
Footprinting and Reconnaissance\WHOIS Lookup Tools\SmartWhois
01"downloadable from http://www.tamos.com

m Ifyou decide to download the latest version, then screenshots shown
M the lab might differ
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frih tep / / www.tamos.co

M SmartWhois can be
configured to work from
behind a firewall by using
HTTP/HTTPS proxy
servers. Different SOCKS
versions are also supported.

M  SmartWhois can save
obtained information to an
archive file. Users can load
this archive the next time
the program is launched
and add more information
to it. This feature allows
you to build and maintain
your own database of IP
addresses and host names.
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Lab Duration

Tune: 5 \luiutes

Overview of SmartWhois

SmartWhois is network information utility diat allows you to look up most available
information 011 a hostname, IP address, or domain, including country, state or
province, city, name of the network provider, teclnncal support contact
information, and administrator.

SmartWhois helps you to search for information such as:
m  The owner ot the domain
m  The domain registration date and the owner’s contact information

m  The owner of die IP address block

Lab Tasks

Note: Ifyou are working 1l the ILabs environment, direcdy jump to step
number 13

1. Follow the wizard-driven installation steps and install SmartWhois.

2. To launch the Start menu, hover the mouse cursor 11 the lower-left
corner of the desktop

FIGURE 5.1: Windows Server 2012—besktop view

3. To launch SmartWhois, click SmartWhois 1lapps
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Start

Micr Ucrwoft Proxy Snagit 10 Sart <&t Met MB GEO Mage

WerG Office 2010 Workben” Google Cooge Compiler NotTrazc
jptoad” harm *u Eamn_ configur,.

. . L 5 5 r m S

WIIRAR Snogrr 10 Adobe Google Uninstol Derroin Uninstall Visual IP HyperTra.
pith21* Editor Reader X Earth Name Pro or Repair Trace Updates
S Bl T S t «
l/DIaI Kegster AV Picture Run Client Rjr Server Path VisualKc... Regjster Hyoerlra.
/Jatworir AV Picture Vicwor 2010 HyperTra

Vc&rr

& H " 5r . f id a A

M«g)Png MTTort \Aeb DVA Coogle Uninstall SnumMi Hdp FAQ Uninstall PingPlotts
).ONFM Chromt UypwTia.. Standard
C 0 ¥ *> " I? 4

FIGURE 5.2: Windows Server 2012—Apps
TASK 1 4. The SmartWhois main window appears
Lookup IP ro SmartWhois - Evaluation Version

File Query Edit View Settings Help
IP, host or domain: 9

There are no results to dtspl...

M  1fyou need to query a
non-default whois server or
make a special query click
View  Whois Console
from the menu or click the
Query button and select
Custom Query.

Ready
FIGURE 5.3: The SmartWhois main window

p. Type an IP address, hostname, or domain name 1lthe field tab. An
example of a domain name query is shown as follows, www.google.com.

T IP, host or domain: 9 google.com V] Query
FIGURE 5.4: A SmartWhois domain search

6. Now, click the Query tab to find a drop-down list, and then click As
Domain to enter domain name 1lthe field.

CEH Lab Manual Page 35 Ethical Hacking and Countermeasures Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited.


http://www.google.com

M Smartwhois is
capable of caching query
results, which reduces the
time needed to query an
address; if the information
isin the cache file it is
immediately displayed and
no connections to the

whois servers are required..

M SmartWhois can
process lists of IP
addresses, hostnames, or
domain names saved as
plain text (ASCII) or
Unicode files. The valid
format for such batch files
is simple: Each line must
begin with an IP address,
hostname, or domain. If
you want to process
domain names, they must
be located in a separate file
from IP addresses and
hostnames.

Host Name Query
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FIGURE 55: The SmartWhois —Selecting Query type

7. 1ithe left pane of the window, the result displays, and the right pane
displays die results of your query.

File Query Edit View Settings Help

IP, host or domain:

J google.com

SmartWhois ~ Evaluation Version

T <> Query &

9009le.cOm

Dns Admin

Google Inc.

Please contact contact-admingSgoogle.com 1600 Amphitheatre Parkway
Mountain View CA 94043

United States

dn: com *1.6502530000 Fax: +1.6506188571

DNS Admin

Google Inc.

1600 Amphitheatre Paricway

Mountain View CA 94043

United States

dns-admin@qooale.corn . 1.6506234000 Fax: . 1.6506188571

DNS Admin

Google Inc.

2400 E. Bayshore Pkwy

Mountain View CA 94043

United States

dns-admingi9009le.cOm +1.6503300100 Fax: 41.6506181499

nsa.google.com
1 ns3.google.com

FIGURE 5.6: The SmartWhois —Domain query result

8. Click the Clear icon 1lthe toolbar to clear die history.

SmartWhois ~ Evaluation Version

File Query Edit View Settings Help
JT. » B>
FIGURE 5.7: A SmartWhois toolbar

9. To perform a sample host name query, type www.fflcebook.com.
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M 1fyouwant to query a
domain registration
database, enter adomain
name and hit the Enter key
while holding the Ctrl key,
or just select As Domain
from the Query dropdown

M 1fyou're saving
results as a text file, you can
specify the data fields to be
saved. For example, you
can exclude name servers
or billing contacts from the
output file. Click

Settings™) Options " Text
& XML to configure the
options.

CEH Lab Manual Page 37

Module 02 - Footprinting and Reconnaissance

10. Click the Query tab, and then select As IP/Hostname and enter a
hostname 1 die field.

IP, host or domain: i facebook.com

FIGURE 5.8: A SmartWhois host name query
11. M the left pane of the window, the result displays, and 11l the right
pane, the text area displays the results of your query.

SmartWhois * Evaluation Version

File Query Edrt View Settings Help

0 P"*£"A .. TS

IP, host or domain: 3 www.facebook.com

B> 3>

<> Query

Domain Administrator
3 Facebook, Inc.
1601 Willow Road
Menlo Park CA 94025
United States
domainffifb.com -1.6505434800 Far «*1.6505434800

Domain Administrator
I Facebook, Inc.
1601 Willow Road
Menlo Park CA 94025
United States
domain(Bfb.com -1.6505434800 Fax: + 1.6505434800
Domain Administrator
1 Facebook, Inc.
1601 Willow Road
Menlo Park CA 94025
United States
domalnffifb.com # 1.6505434800 Fax: «1.6505434800

ns3.facebook.com
, ns5.facebook.com

FIGURE 5.9: A SmartWhois host name query result
12. Click the Clear icon 1l the toolbar to clear the history.

13. To perform a sample IP Address query, type the IP address 10.0.0.3
(Windows 8 IP address) lthe IP, host or domain field.

IP, host or domain: ~ 10003

FIGURE 5.10: A SmartWhois IP address query

14. M the left pane of the window, the result displays, and 1l the right
pane, the text area displays the results of your query.
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"3 SmartWhois - Evaluation Version 'lor x !

Tile Query Edt View Settings Help
1P, hast or domain; |9 10.0.0.3 v =>Query »

L 0 10.0.0.0-10.255.255.... n 10.0.0.3

X X 10.0.00 10255.255.255

1 Internet Assigned Numbers Authority
4676 Admiralty Way. Suite 330

Marina del Rey
CA
90292-6595
Heyl SmartWhois supports United States
command line parameters 69  Internet Corporation for Assigned Names and Number
specifying IP Shueettamorg
addreSS/hOStname/domain ji;  Internet Corporation foi Assigned Names aid Number
. as well as files to be PR ellll ’
Opened/saved. abuseOlana.0rg
I = > PRIVATE-ADDRESS-ABLK-RFC1918-IANA-RESERVED
[ n  Updated: 2004-02-24
Souee: hoisannet Completed at 7/30/2012 12:32:24PM
Processing time: 0.14 seconds
View source
Done J
FIGURE 5.11: The SmartWhois IP query result
Lab Analysis
Document all the IP addresses/hostnames for the lab lor further information.
Tool/Utility Information Collected/Objectives Achieved
Domain name query results: Owner of the website
Host name query results: Geographical location of
SmartWhois the hosted website
IP address query results: Owner of the IP address
block
PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.
Questions
1. Determine whether you can use SmartWhois if you are behind a firewall or
a proxy server.
2. Why do you get Connection timed out or Connection failed errors?
3. Isit possible to call SmartWhois direcdy from my application? If yes, how?
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4. What are LOC records, and are they supported by SmartWhois?

5. When running a batch query, you get only a certain percentage of the
domains/IP addresses processed. Why are some of the records unavailable?

Internet Connection Required
O Yes O No
Platform Supported

0 Classroom 0 !Labs
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Valuable
iiifonnation

Test your
knowledge

= Web exercise

Workbook review

H Tools
demonstrated in
this lab are
available in
D:\CEH-
Tools\CEHvV8
Module 02
Footprinting and
Reconnaissance
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Lab

Network Route Trace Using Path

Analyzer Pro

Path Analyser Pro delivers advanced network route tracing withperformance tests,
D NS, whois, and netirork resolution to investigate netirork issues.

Lab Scenario

Using the information IP address, hostname, domain, etc. found 11l the previous
lab, access can be gained to an organization’s network, which allows a penetration
tester to thoroughly learn about the organization’s network environment for
possible vulnerabilities. Taking all the information gathered into account,
penetration testers study the systems to tind die best routes of attack. The same
tasks can be performed by an attacker and the results possibly will prove to be very
fatal for an organization. 111 such cases, as a penetration tester you should be
competent to trace network route, determine network path, and troubleshoot
network issues. Here you will be guided to trace die network route using die tool
Path Analyzer Pro.

Lab Objectives

The objective of tins lab is to help students research email addresses,
network paths, and IP addresses. This lab helps to determine what ISP, router,
or servers are responsible for a network problem.

Lab Environment
Ml the lab you need:

m Path Analyzer pro: Path Analyzer pro is located at D:\CEH-Tools\CEHv8
Module 02 Footprinting and Reconnaissance\Traceroute Tools\Path
Analyzer Pro

m  You can also download the latest version of Path Analyzer Pro from
the link http://www.pathallalyzer.com/download.opp

m If you decide to download the latest version, then screenshots shown
M the lab might differ

Ethical Hacking and Countemieasures Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited.


http://www.patha11alyzer.com/download.opp

Traceroute is a
system administrators’
utility to trace the route IP
packets take from a source
system to some destination
system.

&  Path Analyzer Pro
summarizes agiven trace
within seconds by
generating a simple report
with all the important
information on the target—
we call this die Synopsis.
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m |[nstall tins tool on Windows Server 2012

m  Double-click PAPro27.msi

m  Follow the wizard driven installation to install it

m  Administrator privileges to run Path Analyzer Pro

Lab Duration

Tune: 10 Minutes

Overview of Network Route Trace

Traceroute is a computer network tool tor measuring the route path and
transit tunes of packets across an Internet protocol (IP) network. The
traceroute tool is available on almost all Unix-like operating systems. Variants,
such as tracepath on modern Linux installations and tracert on Microsoft
Windows operating systems with similar functionality, are also available.

Lab Tasks

1. Follow™the wizard-driven installation steps to install Path Analyzer Pro

2. To launch the Start menu, hover the mouse cursor in the lower-left
corner of the desktop

FIGURE 6.1: Windows Server 2012—Desktop view

3. To launch Path Analyzer Pro, click Path Analyzer Pro 1l apps

Start

Server
Mawsyer

[

Compute

Wncawi
PunHStiell

m

Task
Manager

Admimstr.
Tooh

typ*f-v.
Manager

Command
Prompt

)

Google
fearth

Mozilla

<0

hyperv
Virtual
Machine

Google
Chrome

Adobe
Reader X

Administrator £

Path
Aiktyiet
Pt02J
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Trace Network

U J FIN Packets Only-
generates only TCP packets
with the FIN flag set in
order to solicit an RST or
TCP reset packet as a
response from the target.
This option may get
beyond a firewall at the
target, thus giving the user
more trace data, but it
could be misconstrued as a
malicious attack.

M Padi Analyzer Pro
summarize all the relevant
background information on
its target, be it an IP
address, a hostname, or an
email address.
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FIGURE 6.2: Window's Server 2012—Apps

4. Click the Evaluate button 011 Registration Form
5. The main window of Path Analyzer Pro appears as shown 1ll1the

following screenshot

n Path Analyzer Pro
File Vgm Hep

« 9 4 rsroini &

New 0092 PefcrercEE  Pase Setup Print  Exoort ExportKM.  Chedcfor Ibdstes  Help

StandardOptions.

Progy Opt Pot: 3 Smat 65535 C  Trae  |OnctroeTrace
D3| -, -

10 TcP L]l'mm 'C* Report *fji Svnooab |(3 Charts [Q Geo | yl loo |O Sfcfa

O ucp

source Pat

10 Rendw [65535
Traces Mods

1 (+) Defaiit

IQFINP“OC"[( w/

~ Acvanced Probe Detak
_agJofpotket

Smart 6" T]
Uetim

jee] nr'secOncs

ASN  Netivork Name %

Type-cf-Servce
() Urspeaficc
o
NadnnTL.
r

Irstai Seqjerce Mmfce”™

[*j Raon- |1 -$\

aotw: A miBa

FIGURE 6.3: The Path Analyzer Pro Main window

6. Select the ICMP protocol in the Standard Options section.

Standard Options
Protocol

© ICMP |
O TCP O NAT-friendly
0 UDP

Source Port
1 | Random 65535 9-
Tracing Mode

(*) Default
O Adaptive
O FIN Packets Only

FIGURE 6.4: The Path Analyzer Pro Standard Options

7. Under Advanced Probe Details, check the Smart option 1l the Length

of packet section and leave the rest of the options 11ltins section at
their default settings.

Note: Firewall is required to be disabled for appropriate output

Ethical Hacking and Countermeasures Copyright © by EC-Council
All Rights Reserved. Reproduction is Stricdy Prohibited.



M Padi Analyzer Pro
benefits:

m Research IP addresses,
email addresses, and
network paths

*

Pinpoint and
troubleshoot network
availability and
performance issues

m Determine what ISP,
router, or server is
responsible for a
network problem

m Locate firewalls and
other filters that may be
impacting connections

m Visually analyze a
network’s path
characteristics

*

Graph protocol latency,
jitter, and other factors

m Trace actual applications
and ports, not just IP
hops

m Generate, print, and
export a variety of
impressive reports

Perform continuous and
timed tests with real-
time reporting and
history

Note: Path Analyzer
Pro is not designed to be
used as an attack tool.
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Advanced Probe Details
Length of packet

O Smart 64

Lifetime
300 milliseconds

Type-of-Service
(8) Unspecified
O Minimize-Delay
Maximum TTL
D
Initial Sequence Number

0 Random 1

FIGURE 6.5: The Path Analyzer Pro Advanced Probe Details window

8. 1Mlthe Advanced Tracing Details section, the options remain at their
default settings.

9. Check Stop on control messages (ICMP) 11the Advance Tracing
Details section

J-  Advanced Tracing Details
Work-ahead Limit

5 01 TTLs
Minimum Scatter

20 milliseconds
Probes per TTL
Minimum:

Maximum: 10

V] Stop on control messages gCMP?

FIGURE 6.6: The Path Analyzer Pro Advanced Tracing Details window

10. To perform the trace after checking these options, select the target host,
for instance www.google.com. and check the Port: Smart as default
(65535).

Target: www.google.com 0 Smart ]65535'Q' | Trace | |One-time Trace
FIGURE 6.7: A Path Analyzer Pro Advance Tracing Details option
11. M the drop-down menu, select the duration of time as Timed Trace
target: www.google.com Port: 0 Smart 65535 Trace ] [Timed Trace

FIGURE 6.8: A Path Analy2er Pro Advance Tracing Details option

12. Enter the Type time of trace 1l the previously mentioned format as
HH: MM: SS.
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£3 Type time of trace!_!_[ X

Time of trace (hh:mm:ss)

0 -0-3 ey 5
Accept Cancel
B TASK 2
Trace Reports FIGURE 6.9: The Path Analyzer Pro Type time of trace option

13. \Xlule Path Analyzer Pro performs this trace, the Trace tab changes
automatically to Stop.

Target:  vwww.google.com Port: 3 Smart 180 Stop Timed Trace

FIGURE 6.10: A Path Analyzer Pro Target Option

14. To see the trace results, click the Report tab to display a linear chart
depicting the number of hops between you and the target.

Target' vmw.googe cone | Titred “Trace

|_|:yj The AdVanCed Probe O Report 5~ Svnoow 3 Chats vj Geo Loc (3 Stats
Details settings determine

how probes are generated

to perform the trace. These

include the Length of

packet, Lifetime, Type of

Service, Maximum TTL, |Hop 1P Adciesj Hoitnome ASN  Network Ncme %Lo»  Vinlatency Latency Avg Latency Maxlatency StdDev 1
P No icplv pocket* received from TTLs 1through 2
and Initial Sequence n 1 117 ™ nat 13209 00c 39 257.78 63179 16507
Number. 4 1 29 1 5.29.staticm 4755 000 4.30 TIINNNIL27924 77613 2713
No reply pockets receivedfrom TTL 5

6 1 98.static- 'v... 4755 00c 1663 - 251.84 567.27 17675

7 152 52 15189  GOOGLE 000 2517 T 260.64 62290 BLT7

8 2 9% 1% 15160  GCOGLE 000 2582 T 276.13 660.49 20893

9 1145 b ).145 15169 GOOGLE 0.00 2607 - 275.12 66022 20345

10 ™ Mil76 me 2100.net 15169 GOOGLE 0.00 25M [ 309.08 71425 21973

FIGURE 6.11: A Path Analyzer Pro Target option

15. Click the Synopsis tab, which displays a one-page summary of your
trace results.

Taroet: | www.gxgfe..cm Trace lined Trace

M Length of packet:

This option allows you to Report | Syne [E Chers J % Geo | [g] log | ¥ Sio
set the length of the packet

for a trace. The minimum

size ofa packet, asa Forward DNS (A records) 74.125w236.176

general rule, is

approximately 64 bytes,

depending on the protocol Weveisc DNS (PTR-iccotd) *rivw.l.google.o

used. The maximum size of Alternate Name W.AW.g0cg o o

a packet depends on die

physical network but is

generally 1500 bytes for a

regular Ethernet network

or 9000 bytes using Gigabit REGISTRIES

Ethernet networking with
jumbo frames.

The orgamzaton name cn fie at the registrar for this IP is Google Inc. and the organization associated *ith the originating autonomous system is G oogle Inc.

INTERCEPT

The best point ¢f lav/u interceptis within the faciliies of Google Inc..

FIGURE 6.12: A Pad! Analyzer Pro Target option
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16. Click the Charts tab to view the results of your trace.
m TASK 3

R Target: | mw.goo’c.a: Port: @ Smait [80 Race | |Timed Thace
View Charts
Repat 13 mSynopsis | # Chars |U Geo | [g] Log |51 Stais [
o
. sa
600
OB S 500
S
400
K )
%
.0}
100
Anomal0
M  Padi Analyzer Pro y
uses Smart as the default
Length of packet. When
the Smart option is
checked, die software
automatically selects die
minimum size of packets FIGURE 6.13: The Path Analyzer Pro Chart Window
based on the protocol
Soe;‘:f;i‘:“”der Standard 17. Click Geo, which displays an imaginary world map format ol your
trace.
— TASK 4
View Imaginary
Map
FIGURE 6.14: The Path Analyzer Pro chart window
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TASK 5

Vital Statistics

M Maximum 1'IL: The
maximum Time to Live
(TTL) is the maximum
number of hops to probe
in an attempt to reach the
target. The default number
of hops is set to 30. The
Maximum TTL that can be
used is 255.

Save File

M The Initial Sequence
Number is set as a counting
mechanism within the
packet between the source
and the target. It is set to
Random as the default, but
you can choose another
starting number by
unchecking the Random
button and filling in
another number. Please
Note: Tire Initial Sequence
Number applies only to
TCP connections.
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18. Now, click the Stats tab, which features the Vital Statistics of your
current trace.

Taiact; *awngooglecon q - Gort:f Smat D | Tac iTimsdTroce
c 1 SjTooss £3 charts 10 Go - « |29 Sats
Source Target Protocol  Distance Avg Latency  Trace Began Trace Ended Filters
10.0.02 (echQ WN-MSSRCK4K41)  74.125256.176 ICMP 10 30908 1112 11:565:11 UTC 50-JuH2 115521 UTC 2
10.0.02 (ethO: WNMSSELCK4K41  74.125236.176 ICMP 10 32398 30 Jul 12 11:5501 UTC 30-Jul-12 11:55:11 UTC 2
10.0.D2 (cthO: WN MSSELCKAKAL  74.125236.176 ICMP 10 36361 30-Jul 1211:5451 UTC 30 Jul-12 11:56501 UTC 2
“COD2 (rhC: V/ N-MSSELCKAKAL 74125236176 ICMP 10 37941 3C-Ju-12115441 UTC  30-Jul-12 115451 UTC 2
10.0.02 (ehO! WN-MSSILCK4(41 74125256176 ICMP 10 39016 30-Jul-12115452UTC  50-Jul-12 11:5441 UTC 2
1COD2 (cthO: WN MSSELCKAKAL  74.125236.176 ICMP 10 404.82 Jul 30 1211:UTC5422 30 Jul 1211:54:32 UTC 2
10.0.32 (thC: W N MSSELCKAKAL  74.125236.176 ICMP 10 417 0 Jul 1211:5412UTC 30 Jul 1211:5422 UTC 2
1C.002 ('h0: W N-MS5CLOKAKAL  74.125236.176 ICMP 43514 3C-JuM211:54a2UTC 30-JuM2 11:54:12 UTC 2
10.0.02 («<h0- WN-MSSfIC KAK4L  74.125256.176 ICMP 42423 ;c-Jul-12 11:5*52 UTC 50-JuU2 11:54<AUTC 2
1COD2 (cthO:W N MSSELCKAKAL 74125236176 ICMP a1 30-Jul 12 115343UTC 30 Jul 1211:5352 UTC 2
1C.0D2 (ethO. WN-MSSELCK4KAL ~ 74.125236.176 ICMP 485,05 121-3Cul | :53 UTC3 30-JuM2 11:5343 UTC 2
10.002 (€hC. W N MSSELCKAKAL  74.125236.176 ICMP 437.93 30"JuM211:5324 UTC 30-JuH2 11:5333 UTC 2
10.0.02(*h0+ WN-MSSHt K4K4l;  74.125256.176 ICMP 44992 JCHu-12 11:55:14UTC 10-Jul-12 11:55-24 UTC 2
10.002 (cthC: W N MSSUCK4KA1 ~ 74.125236.176 ICMP 446.94 30-Jul-1211153104UTC 30 Jul 1211:5314 UTC 2
2
2
2
2
2

cbBBbbBBEBBEBBE

1CO.D2 (thO. WNMSSCLCKAKAL  74.125236.176 ICMP 351 30UUI2 1L5254UTC  30-Jul-1211;5304 UTC

1C0D2 (¢ ho: W N-MSSELCMKAL  74.125236.196 ICMP 49768 307012 115245UTC  30-JuM2 11:5254 UTC

10.0.02 («h0- WN-MSSHI K4K4l,  74.125256.176 ICMP 5833 SC-JuH211:5235UTC  50-Jul-12 11:5245 UTC

1C.002 (HC: WN MSSELCMK1L  74.125236.176 ICMP 68178 30 Jul 1211:5225UTC 30 Jul 12 11:5235UTC

10.0.02 (ehO. WMMSSELCKAKAL  74,125236.176 ICMP 64931 30°JuH211:52:16UTC  30-Jul-12 11:5225 UTC

Source Target Protocol Distance ~ Avg Latency  Trace Segan Trace Ended Filters
10002 (hO:W NMSSELCKAKAL 74125256176 ICMP 1 465771 30-Jul1211:5216 UTC  50-Jul-12115521 UTC 2

FIGURE 6.15: The Path Analyze! Pro Statistics window
19. Now Export the report by clicking Export on the toolbar.

File View Help

9 ® ft ft

New Close Preferences  Paae Setup Print Export Export KWL Check for Updates Help j

FIGURE 6.16: The Path Analyzer Pro Save Report As window

20. Bv default, the report will be saved at D:\Program Files (x86)\Path
Analyzer Pro 2.7. However, you may change it to your preferred
location.

Save Statistics As m

« Program File... » Path Analyzer Pro 2.7 v C Search Path Analyzer Pro 2.7 Z

Organize New folder 1= - ® |

Downloads
Recent places

Date modified Type

No items match your search.
Libraries
H Documents
J* Music
E Pictures
5 Videos

1% Computer
Local Disk (C)
la Local Disk(D) ~ <

File name: Sample Report
Save astype: CSVHiles (\csv)

Hide Folders

FIGURE 6.17: The Path Analyzer Pro Save Report As window
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Lab Analysis
Document the IP addresses that are traced for the lab for further information.
Tool/Utility Information Collected/Objectives Achieved
Report:
m  Number of hops
m |P address
m  Hostname
' ASN
m  Network name
Path Analyzer Pro m Latency

Synopsis: Displays summary of valuable
information 011 DNS, Routing, Registries, Intercept

Charts: Trace results 111 the form of chart
Geo: Geographical view of the path traced

Stats: Statistics of the trace

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Questions
1. What is die standard deviation measurement, and why is it important?
2. Ifyour trace fails on the first or second hop, what could be the problem?

3. Depending on your TCP tracing options, why can't you get beyond my local
network?

Internet Connection Required
0 Yes O No
Platform Supported

0 Classroom O ILabs
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Valuable
infonnatioti

S Test your
knowledge

*d Web exercise

m  Workbook review

& Tools
demonstrated in
this lab are
available in
D:\CEH-
Tools\CEHV8
Module 02
Footprinting and
Reconnaissance
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Tracing an Email Using the
eMailTrackerPro Tool

eMailTrackerPro is a tool that analyses email headers to disclose the original senders
location.

Lab Scenario

11 the previous kb, you gathered information such as number of hops between a
host and client, IP address, etc. As you know, data packets often have to go
dirough routers or firewalls, and a hop occurs each time packets are passed to the
next router. The number of hops determines the distance between the source and
destination host. An attacker will analyze the hops for die firewall and determine die
protection layers to hack into an organization or a client. Attackers will definitely try
to hide dieir tme identity and location while intruding into an organization or a
client by gaining illegal access to other users’ computers to accomplish their tasks. If
an attacker uses emails as a means of attack, it is very essential for a penetration
tester to be familiar widi email headers and dieir related details to be able to track
and prevent such attacks with an organization. 111 tins lab, you will learn to trace
email using the eMailTrackerPRo tool.

Lab Objectives

The objective of tins lab is to demonstrate email tracing using eMailTrackerPro.
Students will learn how to:

m  Trace an email to its tme geographical source

m  Collect Network (ISP) and domain Whois information for any email traced

Lab Environment
M the lab, you need the eMailTrackerPro tool.

m eMailTrackerPro is located at D:\CEH-Tools\CEHv8Module02
Footprinting and Reconnaissance\Email Tracking
Tools\eMailTrackerPro
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. eMailTrackerPro
helps identify die true
source of emails to help
track suspects, verify the
sender of a message, trace
and report email abusers.

) TASK 1

Trace an Email
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You can also download the latest version of eMailTrackerPro from the
link http: / /www.emalltrackerpro.com/download.html

If vou decide to download the latest version, then screenshots shown
hi the lab might differ

Follow the wizard-driven installation steps and install the tool
Tins tool installs Java runtime as a part ot the installation
Run tins tool M Windows Server 2012

Administrative privileges are required to mil tins tool

This lab requires avalid email account !Hotmail, Gmail, Yahoo, etc.).
We suggest you sign up with any of these services to obtain a new email
account for tins lab

Please do not use your real email accounts and passwords 1lthese
exercise

Lab Duration

Tune: 10 Minutes

Overview of eMailTrackerPro

Email tracking is a method to monitor or spy on email delivered to the
intended recipient:

When an email message was received and read

If destructive email is sent

The GPS location and map of the recipient

The time spent reading the email

Whether or not the recipient visited any Links sent 111the email
PDFs and other types of attachments

If messages are set to expire after a specified time

Lab Tasks

1

Launch the Start menu by hovering the mouse cursor 1l1the lower-left
corner of the desktop

Ethical Hacking and Countermeasures Copyright © by EC-Council
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Windows Server 2012

Windows Serve! 2012 ReleaCarvikJaie Cetacerte!
Evaluation copy. Build MOO

JLLiu ,E m mags J
FIGURE 7.1: Windows Server 2012—Desktop view

On the Start menu, click eMailTrackerPro to launch the application
eMailTrackerPro

2.

M eMailTrackerPro
Advanced Edition includes
an online mail checker
which allows you to view
all your emails on the
server before delivery to
your computer.

FIGURE 7.2: Windows Server 2012 —Apps

3. Click OK if the Edition Selection pop-up window appears
4. Now you are ready to start tracing email headers with eMailTrackerPro

5. Click the Trace an email option to start the trace
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eMailTrackerPro v9.0h Advanced Edition Tria' day 8 of 15 !

Start here My Inbox My Irace Reports

eMailTrackerPro<

I want to:

License information

“ra:e an emal

Log<1p network responsible for an email address Help & Links
View OMailTrackorP10 manual

View my mixjx
eMailTrackerf '10 tulcrals

View previous traces
P Ftequenlly asked questions
Hnw 10 tiarw an mnail

Huai In ihurk yiiui inimk

How to sotup mail accounts

M  This tool also

uncovers common SPAM
tactics. How to import aettings

How to sotup ruloc foi amals

HI Gostaijv. to  Irbcx *nl eNeirTadyrPio slera
g A Copyrgh:(dfivicafyvare, Inc. 1996-2011 VO.Qh(buiH 375)

yolarecr  8cfs I5da/tnsl. Ta apply a licence cl.ck here or for purchase information chcy e
FIGURE 7.3: The eMaHTiackeiPro Main window

6. Clickmg Trace an email will direct you to the eMailTrackerPro by
Visualware window

7. Select Trace an email | have received. Now, copy the email header
from the email you wish to trace and paste it in Email headers field
under Enter Details and click Trace

Visualware eMailTrackerPro Trial (day 8 of 15)

CQDfjgure | Help | About

m eMailTrackerPro by Visualware

«: Trace an email | have received
A received email message often contains information that can locate the computer where the message was

composed, the company name and sender's ISP (rrv&e.info).

y=J The filter system in

eMailTrackerPro allows o ) _ )

. An email address lookup will find information about the network responsible for mai sent from that address. It will not
you to create C'_JStom'ﬂ Iters get any information about the sender of mail from an address but can stfl produce useful information.
to match your incoming

mail.

O Look up network responsible for an email address

Enter Details

To proceed, paste the email headers inthe box below (hfiw  Ltjnd.thE. hE9EiEr$.?)

Note: If you are using Microsoft Outlook, you can trace an emarf message drectly from Outlook by using the

eMadTrackerPro shortcut on the toolbar.

Email headers

Return-Path: <rinimatthewsOgmail .com>

Received: from WINMSSELCK4K41 ([202.53.11.130]) by rnx.google.com with
id wi63ml5681298pbc.35.2012.07.25.21.14.41 (version-TLSv1/SSLv3
cipher=0THER); Wed, 25 Jul 2012 21:14:42 -0700 (FDT)

M essage-1D: <5010c432.86F1440a.39bc.331c@mx.google.com>

Dace: Wed, 25 Jul 2012 21:14:42 -0700 (PDT)

From: Microsoft Outlook <rinimatthews@gmail.com>

FIGURE 7.4: The eMailTrackerPro by Visualware Window
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Finding Email
Header

M The abuse report
option from the My Trace
Reports window
automatically launches a
browser window with the
abuse report included.

IE3 Each email message
includes an Internet header
with valuable information,
eMailTrackerPro analy2es
the message header and
reports the IP address of
the computer where the
message originated, its
estimated location, the
individual or organization
the IP address is registered
to, the network provider,
and additional information
as available
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Note: 111 QOutlook, find the email header by following these steps:
m  Double-click the email to open it in a new window

m  Click the small arrow 11the lower-right corner of the Tags toolbar

box to open Message Options information box

Under Internet headers, you will lind the Email header, as
displayed 11the screenshot

e J”'

Ut

B P et LI

FIGURE 7.5: Finding Email Header in Oudook 2010

Clicking the Trace button will direct you to the Trace report window

The email location is traced in a GUI world map. The location and IP

addresses may van7 You can also view the summary by selecting Email
Summary section 011 the right side of the window

The Table section right below the Map shows the entire Hop 11the
route with the IP and suspected locations for each hop

IP address might be different than the one shown 1Ilthe screenshot

eMailTrackerPro v9.0h Advanced Edition Trial day 8 of 15

[File Options Help

5
3
D
u
13
14

Ihetrsce s the found onthe nght T viwiRejwit
km
To: —  guiil.roni
Date: Wed. 25 Jul 2012 06:36:30 0700 (PDT)
Subject: Getting started on Google*
Location: [America)
Misdirected: no
Aust» Reporting: To automatically generate an email
abuse report clickhere
From IP: 209.85.216.199
System Information:
u There isno SMTPserver running on this system
(the port K closed).
= There is no HTTP server running on this system
(the port isclosed).
« There isno HTTPS server running on this system
(the port isclosed).
+ There isno FTPserver running on this system
(the port isclosed).
115113.166.96 115.113 165.98. static- 1
20985 251.35 {Amé&rjcd}
66.2%9 94 92 {Amé&rjcdj
£+.2331751 1Amor/Cdj Network Whois
64.233174.178 {Amer/co)
72.U 23082 IAmencQj Domain Whois
72.U 23965 IAmer/cej i
TEOQCOCT TC Email Header

15

1 Youare cr cay6 ora 15 aeyt rial. To apply a licence Qick here orter purchase intorrraticr CKkherc

FIGURE 7.6: eMailTrackerPro —Email Trace Report
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12. You can view the complete trace report on My Trace Reports tab
TASK 3

[ eMailTrackerProv9.0h Advanced Edttio” . Tflal day 8 of 15 1-1DT *
Trace Reports Fie Options Help
Slditheiw Wy Inbox jllyTracc R«pmtejsubl»c<: Guidries
Previous Traces
Map & a & ©
v Delete
Subject Fiom P
yahoo.com@<! 5619
@yahoo.com
2 »*@ yahoocom 56
g@yahoo.com
Qjy ahoo.comMeeiing
Zendio Trial AccOurcu0tOmer00vic&*zend10.com 63 22
y ~2:®@gmoil com
. . Mwiings wg@yahoo.com

sen Tradfmg én ?ma” 15 QUi Tj meitvil o Inurt{ly™ U/ 15HLILL» gangly : 1207 9
useful for identifying the 17+ nj started arinorephyadaaaifctabpid gngift A \
company and network + Trace intormation
providing service for the Ibecl: Retivi antic T 1008
address. Neectes 10

Frerc MOy dil ttett*;plj:.5:cqfc.cen
Seniif TP 20985 216.199

Abjs: >c<kess CScnoFojtc)

Ucdtia™: Keun:ar #**, cdferl™a Ui

Youarecnday Scfa15day:r.a. Toapplya e Click here cr far purchaseinformation Ck

FIGURE 7.7: The eMailTrackerPro - My Trace Reports tab

Lab Analysis

Document all the live emails discovered during the lab with all additional

information.
.0 emai'l‘l'rackel_’F_‘ro can
detect abnormalities in the Tool/Utility Information Collected/Objectives Achieved
er_nall _header_ andwarn you
diat die email may be spam Map: Location of traced email LGUI map
Table: Hop 1lthe route with IP
Email Summary: Summary of the traced email
m From & To email address
) m Date
eMailT rackerPro m  Subject
m Location
Trace Information:
m  Subject
m  Sender IP
m Location
CEH Lab Manual Page 53 Ethical Hacking and Countermeasures Copyright © by EC-Council

All Rights Reserved. Reproduction is Stricdy Prohibited.


mailto:g@yahoo.com

CEH Lab Manual Page 54

Module 02 - Footprinting and Reconnaissance

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Questions

1. Whatis die difference between tracing an email address and tracing an email
message?

2. What are email Internet headers?
3. What does “unknown” mean in the route table ot die idendhcation report?

4. Does eMailTrackerPro work with email messages that have been
forwarded?

5. Evaluate wliedier an email message can be traced regardless of when it was
sent.

Internet Connection Required
0 Yes O No
Platform Supported

0 Classroom O !Labs
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m  Workbook review
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demonstrated in
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Tools\CEHvV8
Module 02
Footprinting and
Reconnaissance
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Collecting Information about a
Target Website Using Firebug

Firebug integrates nith Flrefox, providing a lot of development tools allon‘ingjon to
edit, debug, and monitor CSS, HTM L, andJavaScript live in any nebpage.

Lab Scenario

As you all know, email is one of the important tools that has been created.
Unfortunately, attackers have misused emails to send spam to communicate 111
secret and lude themselves behind the spam emails, while attempting to
undermine business dealings. 111 such instances, it becomes necessary for
penetration testers to trace an email to find the source of email especially
where a crime has been committed using email. You have already learned in the
previous lab how to find the location by tracing an email using eMailTrackerPro
to provide such information as city, state, country, etc. from where the email
was acftiallv sent.

The majoritv of penetration testers use the Mozilla Firefox as aweb browser tor
their pen test activities. In tins lab, you will learn to use Firebug for a web
application penetration test and gather complete information. Firebug can
prove to be a useful debugging tool that can help you track rogue JavaScript
code on servers.

Lab Objectives

The objective of dus lab is to help sftidents learn editing, debugging, and monitoring
CSS, HTML, and JavaScript 1tLany websites.

Lab Environment

1l the lab, you need:
m A web browser with an Internet connection
m  Administrative privileges to run tools

m  Tins lab will work 11the CEH lab environment - on Windows Server
2012, Windows 8, Windows Server 2008, and Windows 7
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All Rights Reserved. Reproduction is Stricdy Prohibited.



Firebug includes a lot
of features such as
debugging, HTML
inspecting, profiling and
etc. which are very useful
for web development.

M Firebug features:

Javascript debugging

Javascript
CommandL.ine

Monitor die Javascrit
Performance and
XmlHttpRequest

Logging
Tracing

Inspect HTML and
Edit HTML

Edit CSS
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Lab Duration
Tune: 10 Minutes

Overview of Firebug

Firebug is an add-on tool for Mozilla Firefox. Running Firebug displays information
such as directory structure, internal URLS, cookies, session IDs, etc.

Lab Tasks

1. To launch the Start menu, hover the mouse cursor in the lower-left

corner of the desktop

FIGURE 8.1: Windows Server 2012 —BDesktop view

2. Oil the Start menu, click Mozilla Firefox to launch the browser

Start
Seroei Wndows Admirvstr..
Mauger poyversheii TOK
@ - 4
Task Hyper-V
Manager Virtual
Machine.
*
Central Google
Pares fearth
s -
w ]
=
— A

Administrator N

Hyper-V
Manager

Command
Prompt

Google
Chrome

]Mu/l\la

hretox

FIGURE 8.2: Windows Server 2012—Apps

3. Type the URL https://getfirebug.com the Firefox browser and click

Install Firebug
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TP

**frebog
*
A | 9 etfreQuycom- ﬁ\ ﬂ C
What is Firebug?  Documentation Oommumty
introCiKtion ana Features FAQand sv:« Drsaibsat foru*sanc
AN
TASK 1 .
Install Firebug
|nsta|||ng Flrebug taW%Bvbevelopmem Evolved. Other Versions  Firebuc Lite  Exi
1
The most popular and powerful web development tool Introduction to Firebug
Hi-bug pyropntomaloglit
*P Iftp*.| HTML and modify style and layout In real-tim« Rob Campbell g/t * qu\ck
A *0 Use *he most advanced JavaScript debugger available for any browser w‘;fgg”nﬁ" to Fitebug,
< V Accurately analyze network usage and performance )
~ Extend Firebug and add feature* to make rirebug even more powerful More kMW Mt

+ * Get the information you need to got it done with Firebug.
More Features -

FIGURE 83: Windows Server 2012- Apps

4. Clicking Install Firebug will redirect to the Download Firebug page
Click the Download link to install Firebug

Emmm” ! !D >
I Dotvnoadfitet
A A 1H  gelftebug coir ownlocdt e | wl 't p ft C-

Download Firebug
y j Firebug
inspects HTML and Firebug for Firefox

modify style and layoutin s  Firebug 1.10 for Firefox 14: Recommended

real-time Compatlblq with: Fii®fox 13-16

iDowniiart! Release Notes. New | eatures

Finebug 1.9.2

Qnpstitlewitn: Fireiox 613
Qpwrfoad. Retease notes

Firebug 1.8.4

Compatible with: Fliefox 5-9
Download, Release notes

Firebug 1.7.3
Compatible with: Firefox 3.6, 4, 5

FIGURE 84: Windows Server 2012—Apps
5. On the Add-Ons page, click the button Add to Firefox to initiate the
Add-On installation

Firb 'g; Ajld-omfoi FirHoi I + I

A A 1 elut* evolust hip modilld.olg/tw L bug “C  [m£8» Google P|ft D~ » -

Reiter or Locin | Othor Applications *

M Firebug adds several ADD-ONS

- . . ALMSIONS | PIKSONAS | |HLMLS | COLLLCTIONS  MORL-.
configuration options to

Firefox. Some of these
options can be changed
through die Ul, others can
be manipulated only via
aboutxonfig.

£ search foradd ons

Welcome to Firefox Add-ons. Choose from thousands of extra features and styles to make Firefox your own

# * Extensions » Firebug

Firebug 110.1

= 1,381 user reviews
by Joe Hewitt, Jan Odvarko, robcee, HrcbugWorfcLngGroup

3,002,506 users
Firebug Integrates with Firefox to put a wealth of development tools at your fingertips
while you browse. You can edit, debug, and monitor CSS. HTML, and JavaScript live in Q Add to collection

any web page... < Share this Add on

FIGURE 85: Windows Server 2012 —Apps
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6. Click the Install Now button 1lthe Software Installation window

M paneTTabMinWidth Software Installation
describes minimal width in
pixels of the Panel tabs Install add-ons only from authors whom you trust.

inside die Panel Bar when
diere is not enough

g Malicious software can damage your computer or violate your privacy.
horizontal space.

You have asked to install the following item:

Firebug (Author not verified)
https://addons.mozilla.org/firefox/downloads/latest/184B/addon-1843-latest.xpi7src:

"

Install Now Cancel

FIGURE 86: Windows Server 2012—Apps

7. Once the Firebug Add-On is installed, it will appear as a grey colored
bug 011 the Navigation Toolbar as highlighted in the following

screenshot
M showFirstRunPage
specifies whether to show
the first run page. [S Firebug:: Add-ons for Firefox
l 1 ft Moziiia Corporation (US) http5://addon5.mozilla.o Ct ~ Google fi Tt~ D

FIGURE 8.7: Windows Server 2012—Apps
8. Click the Firebug icon to view the Firebug pane.

9. Click the Enable link to view the detailed information for Console
panel. Perform the same for the Script, Net, and Cookies panels

M The console panel
offers aJavaScript
command line, lists all
kinds of messages and
offers a profiler for
JavaScript commands.
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M The CSS panel
manipulates CSS rules. It
offers options for adding,
editing and removing CSS
styles of die different files
of a page containing CSS. It
also offers an editing mode,
in which you can edit the
content of the CSS files
directly via a text area..

M The HTML panel
displays die generated
HTML/XML of die
currendy opened page. It
differs from die normal
source code view, because
it also displays all
manipulations on the
DOM tree. On the right
side it shows the CSS styles
defined for die currendy
selected tag, die computed
styles for it, layout
information and die DOM
variables assigned to it in
different tabs.
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10. Enabling the Console panel displays all die requests by the page. The
one highlighted M the screenshot is the Headers tab

11. M this lab, we have demonstrated http://www.microsoft.com

12. The Headers tab displays the Response Headers and Request Headers
by die website

Gﬂ.i [ P+ D *-
m’iug‘
Welcome to Microsoft
Po#C« Jowkedl Santy Sport By
owww A
-5 [mmr>mm im vopi UM Mot Eotit fi UUF

M* 1*1]0oi Mn)l e Debugr> Qo

FIGURE 8.9: Windows Server 2012—Apps

13. Similarly, the rest of the tabs 11 the Console panel like Params.
Response. HTML, and Cookies hold important information about the
website

14. The HTML panel displays information such as source code, internal
URLs of the website, etc.

PHD’ *

Welcome to Microsoft
POICE Dowloas Sciity Spot By

< ML -|(S.% DO

- B -ittat lu-t

nUMUtUittt

FIGURE 8.10: Windows Server 2012—Apps

15. The Net panel shows the Request start and Request phases start and
elapsed time relative to the Request start by hovering the mouse
cursor on the Timeline graph for a request

Ethical Hacking and Countermeasures Copyright © by EC-Council
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Net Panel's purpose is
to monitor HTTP traffic
initiated by a web page and
present all collected and
computed information to
die user. Its content is
composed of alist of
entries where each entry
represents one
request/response round
trip made by die page..

Script panel debugs
JavaScript code. Therefore
die script panel integrates a
powerful debugging tool
based on features like
different kinds of
breakpoints, step-by-step
execution of scripts, a
display for the variable
stack, watch expressions
and more..

Export cookies for
diis site - exports all
cookies of die current
website as text file.
Therefore die Save as
dialog is opened allowing
you to select die path and
choose a name for the
exported file.
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FIGURE 8.11: Windows Server 2012 —Apps

16. Expand a request in the Net panel to get detailed information on
Params, Headers, Response, Cached, and Cookies. The screenshot that
follows shows die Cache information

L ST c il- jeojw fim ft D*
1T A

Welcome to Microsoft
"eodwtj fownbads  Seauity  Support

o I ro. ' v lLlw
~Ut O
+ Ut4u«PMud>t 1LAIUN 0> WMV M tuamiMio famRMRRRRYRRYRRRRRMMYMaRRRRMMM 1T L

IfWm  Kfifwee |<««M Coats

w 2Tl o
Wz 10"™" QL™ o ert-
4umw IuciISKi-MiMo Sreer0iua
1 101VUCUINLMMX.ilM =,

FIGURE 8.12: Windows Server 2012—Apps

17. Expand a request in the Cookies panel to get information 011 a cookie
Value, Raw data, ][SON, etc.

Wclcomc to Microsoft
(sducts OewwoMi  Safty St By

e Coobr* Fto~ Cli*jk Uicttamic-) ™

FIGURE 8.13: Windows Server 2012 —Apps

Ethical Hacking and Countermeasures Copyright © by EC-Council
All Rights Reserved. Reproduction is Stricdy Prohibited.



Module 02 - Footprinting and Reconnaissance

Note: You can find information related to the CSS, Script, and DOM panel 011
the respective tabs.

Lab Analysis

Collect information such as internal URLS, cookie details, directory structure,
session IDs. etc. for different websites using Firebug.

Tool/Utility Information Collected/Objectives Achieved

Server on which the website is hosted:
Microsoft +1S/7.5

Development Framework: ASP.NET

HTML Source Code using JavaScript, )Query,
Firebug Ajax
Other Website Information:
m Internal URLs
m  Cookie details
m Directory structure
m  Session IDs

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Questions
1. Determine the Firebug error message that indicates a problem.

2. After editing pages within Firebug, how can you output all the changes
that you have made to a site's CSS?

3. 1ithe Firebug DOM panel, what do the different colors of the variables
mean?

4. What does the different color line indicate 111 the Timeline request 11 the
Net panel?

Internet Connection Required
0 Yes O No
Platform Supported

0 Classroom D iLabs
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m  Workbook review
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Mirroring Websites Using the
HTTrack Web Site Copier Tool

HTTrnck Web Site Copier is an Offline hronser utility that allonsjo// to don\nload
a World Wide Web site through the Internettojo u r local directory.

Lab Scenario

Website servers set cookies to help authenticate the user it the user logs 111 to a
secure area of the website. Login information is stored 1l a cookie so the user
can enter and leave the website without having to re-enter the same
authentication information over and over.

You have learned 1M the previous lab to extract information from a web
application using Firebug. As cookies are transmitted back and forth between a
browser and website, if an attacker or unauthorized person gets 111 between the
data transmission, the sensitive cookie information can be intercepted. All
attacker can also use Firebug to see what JavaScript was downloaded and
evaluated. Attackers can modify a request before it’s sent to the server using
Tamper data. It they discover any SQL or cookie vulnerabilities, attackers can
perform a SQL injection attack and can tamper with cookie details of a request
before it’s sent to the server. Attackers can use such vulnerabilities to trick
browsers into sending sensitive information over insecure channels. The
attackers then siphon off the sensitive data for unauthorized access purposes.
Therefore, as a penetration tester, you should have an updated antivirus
protection program to attain Internet security.

1 tins lab, you will learn to mirror a website using the HTTrack Web Site
Copier Tool and as a penetration tester you can prevent D-DoS attack.

Lab Objectives

The objective of tins lab is to help students learn how to mirror websites.

Lab Environment

To carry out the lab, you need:
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& Tools
demonstrated in
this lab are
available in
D:\CEH-
Tools\CEHV8
Module 02
Footprinting and
Reconnaissance

WinHTTrack arranges
the original site's relative
link-structure.

WinHTTrack works as
a command-line program
or dirough a shell for bodi
private (capture) and
professional (on-line web
mirror) use.
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Web Data Extractor located at D:\CEH-Tools\CEHv8 Module 02
Footprinting and Reconnaissance\W ebsite Mirroring Tools\HT Track
Website Copier

You can also download the latest version of HTTrack Web Site Copier
from the link http://www.httrack.com/page/2/ en/111dex.html

If you decide to download the latest version, then screenshots shown
1 the lab might differ

Follow the Wizard driven installation process

Tins lab will work MLthe CEH lab environment - on Windows Server
2012. Windows 8, Window Server 2008'and Windows 7

To run tliis tool Administrative privileges are required

Lab Duration

Time: 10 Minutes

Overview of Web Site Mirroring

Web mirroring allows you to download a website to a local director}7 building
recursively all directories. HTML, images, flash, videos, and other tiles from die
server to your computer.

Lab Tasks

1.

2.

To launch the Start menu, hover the mouse cursor in the lower-left
corner of the desktop

| | Windows Server 2012

WintioM Soivm 2012 fkleaie Candidate DaUcrrit 1
Buid 840!

TO BTW =
FIGURE 9.1: Windows Server 2012—BDesktop view

Ml the Start metro apps, click WinHTTrack to launch the applicadon
WinHTTrack
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Start Administrator *
Windows Admnistr.” Mozila Path copyng
UirwiM PowiefShe! Tools
Pro2.7
L w & © id a
Cerpuw Tosk Jjpor.v HypeV hntor/m wrimp
Virtual
Machine.
11 4 a cl
Command Googh
Chrenie
e *
v q . a a
Coojfc Adobe WirHfr...
tanti Keafler X webse
(*Up [ B T ]..T

FIGURE 9.2: Windows Server 2012—Apps

3. 1Mlthe WinHTTrack main window, click Next to create a New Project

- - WinHTTrack Website Copier ~ [New Project 1] i B I
error"_’]g a File Preferences Mirror Log V/indow Help
Website
a Local Disk <D:> Welcome to WinHTTrack Website Copier!
N £ DVD RW Drive <E:*
E . . NewVolume <F> Please clickon the NEXT bution to rack website copiei
£7 Quickly updates <sack | Neit? |
downloaded sites and
resumes interrupted
downloads (due to . . L
connection break, crash, FIGURE 9.3: HT Track Website Copier Main Window
etc. . .
) 4. Enter the project name Illthe Project name held. Select the Base path
to store the copied files. Click Next
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H WinHTTrack Website Copier » [New Project 1] 1.1 =1 v
File Preferences Mirror _og Window Help
. . . 1+ J Local Disk < 0 -
&) Wizard to specify which L1 Locibisk<p> New projectrame. lleg Prject
links must be loaded VD Crve<e>
(accept/refuse: link, all 1Sic i N*™Yoiume <> Project category I
domain, all directory) ~hfo
New project
Base path; t\NVWebSles [

<fock | Not> | Ceneel | Help |

FIGURE 9.4: HTTrack Website Copier selecting a New Project

5. Enter www.certifiedhacker.com under Web Addresses: (URL) and
then click the Set options button

WinHTTrack Website Copier ~ [Test Projectwhtt]

File E£reterences " Viindow\  Help
B ij. local Disk <C>
B L CEH-Took MrTcrirg Mode

S Timeout and minimum Enteraddresses)in URL box

transfer rate manager to  Intel

abandon slowest sites i |NiywebSics |
A Jfi Piogrirr filec

i
i S i. Pfoqurr hies xto)
J W Addrtetic: (URL)

Si i. Windows Neortfiodhackor.coml

L.Q NTUSERDAT
B, , Local D<Ir <D™>

DVD RW Dn/e <E:>

n New ‘/olume <F>

| Dowrioadweb 54(5)

FWwererccs ord r

3
A Downloading a site can FIGURE 9.5: HTTrack Website Copier Select a project a name to organize your download
ovedoad it, if you have a .. . . . .
fast pipe, or if you capture 6. Clicking the Set options button will launch the WinHTTrack window
too many simultaneous cgi i )
(dynamically generated 7. Click the Scan Rules tab and select the check boxes for the tile types as
pages) shown in the following screenshot and click OK
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H WinHTTrack *
MIME types | Browser ID | Log, Index. Cache ] Experts Only
Proxy | Scan Rules | ] Lmts | RowControl | Links | Build |  Spider

Use wildcards to exclude or include URLs or links.
You can put several scan strings on the same line.
Use spaces as separators.

Example: +*zip -www."“.com -www. * edu/cgi-bin/*. cgi

M File names with original
structure kept or splitted
mode Cone html folder, and
one image folder), dos 8-3
filenames option and user-
defined structure

Tip: To have ALL GIF files included, use something like +Www.someweb.com/‘]gif.
(+*gif | - gif will include/exclude ALL GIFs from ALL sites)

OK Cancel Help

FIGURE 9.6: HT Track Website Copier Select a project a name to organize your download

HTML parsing an i
S8 HTML parsing and tag Then, click Next
analysis, including
javascript code/embedded WinHTTrdck Website Copier - (Test Projectwhtt]
HTML code File Preferences Mrror “cq Window Help

a-j~ Local Dsk <C>

0 ~ CEH-Tooli ~Miroring Mode -
! R ! Id"ee”mub Enter address(es)in URLbox

i B.n Intel

I ~)-ii MyVid)Sites

j £ Program. Files

j Program files (86)

Ve U Viob Addresses: (URL)
W- j. Windows 4 certriedtacker.c

j L Q NTUSIRDAT

£]u  Local Disk <D>

51~ DVDRW Drive <E>

Si - NewVolume <F>

Download web ste(s)

Preferences and mirroroptions:

FIGURE 9.7: HTTrack Website Copier Select a project a name to organize your download

9. By default, the radio button will be selected for Please adjust
connection parameters if necessary, then press FINISH to launch

Q Prosy support to the mirroring operation

maximize speed, with . o i i .

optional authentication 10. Click Finish to start mirroring the website
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CD The tool lias integrated
DNS cache and native
https and ipv6 support
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File Preferences Mirror
Local Disk «J>
i Ili  CEM Tool:
[)-at dell
Si j, netpub
j Si L Intel
| Si j. MyWebStes
™ Program Files
j Program F les (88)
om j. J503
i ra > Windows
L..Q NTUSERKAT
Sxai Local DKlc <[>>
DVD RW Crive <E;>
3 NewVoumc <R>

WinHTTrack Website Copier - [Test Projeciwhtt]

og  Window Help

Remcte conncct™
Connect o this provider

| Donot use remote access connection D]
V' Disconnectwhen frished
V. Shutdown PCwhen fnished

Onhdd
Trongler schedulod lor (hh

rrr

C save *tilings only do not b»jne+ download n

FIGURE 9.8: HTTrack Website Copier Type or drop and drag one or several Web addresses

CD HTTrack can also . . . . . .
update an existing mirrored 11. Site mirroring progress will be displayed as 111the following screenshot

site and resume interrupted XT
downloads. HT Track is H Site mirroring in progress [2/14 (m*32794 ,(13°S bytes] " [Test Project.whtt]

fully configurable by
options and by filters

File preference: Miiro” Log Window Help
Pe*  Local Disk <C>
® X CEH-Tods

i B-Jj del
. YJ Informatbn
# on Bytes saved 2026KIB Urks scanned: 2/14(+13)
0 M MywcbSitcs e 2rin22) -loe wrtten: 14
| @t Program Files Transfer rate: CBIS(1.19KB/S) Hes updated 0
Q ’l Progrom Files (»86) Adiv# connections 1 wnw 0
I rai. Users
j 01 Windows W {Actions))
~ jj NTUSFRDAT
y-g Local Dik<0:> scarring ww certffefihackerconvs 1n P 1
DVD RWDIK* <E> 1 SKIP 1
B rj New Volume <F:> e SKP 1
1 SKIP 1
1 KIP 1
1 SKP 1
1 SKP 1
1 SKP 1
1 SKP 1
1 SKIP 1
1 SKP 1
1 SKP 1
1 SKP 1

g =

CDFilter by file type, link
location, structure depth,
file size, site size, accepted
or refused sites or filename
(with advanced wild cards)..

FIGURE 9.9: HT Track Website Copier displaying site mirroring progress

12. WinHTTrack shows the message Mirroring operation complete once
the site mirroring is completed. Click Browse Mirrored Website
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Site mirroring finished! « [Test Pfojectwhtt]

File Preferences Miror .og Window Help
3 Local Disk <C>
E CEH-Tools Mrroring operation ccmplctc
Click Exitto quit nHT Trac*,
See Qyfife(s) t necessayto ensurethat ever/thrg is OK.
Intel Tolanks for using WinHTTrackl
: M (MywebsSiles |
0 | Program Files
0 Program Fles (x8&)

Q Optional log file with

J
error-log and comments- I Jt Usen

i gl j. *Vndow;
log. 1Q NTUSBUJAT

|-a Local Disk<[>>
A DVDRW Crive <h>
[i " NevVoumc <F>

Browoo Mircrod Wobaitc

FIGURE 9.10: HT Track Website Copier displaying site mirroring progress

13. Clicking the Browse Mirrored Website button will launch the mirrored
website for www.certlfiedhacker.com. The URL indicates that the site is
located at the local machine

Note: If the web page does not open for some reasons, navigate to the
C] Use bandwiddi limits, director} where you have mirrored the website and open index.html with

connection limits, size bb
limits and time limits any wep prowser

Downloads and support

Asir questions vtk Help and hOWHO
ke . vt -3
v i ke
aorgladwcte
Va0l Cirivi

Security and updates

(s) = doket biran
N\ cniiada MVitkaH, > GidMMKHE)

FIGURE 9.11: HT Track Website Copier Mirrored Website Image

14. A few websites are very large and will take a long time to mirror the

QDo not download too complete site

large websites: use filters; ) A A . A
try not to download during 15. If you wish to stop the mirroring process prematurely, click Cancel in
working hours the Site mirroring progress window

16. The site will work like a live hosted website.
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Lab Analysis
Document the mirrored website directories, getting HTML, images, and other tiles.
Tool/Utility Information Collected/Objectives Achieved
HTTrack Web m  Offline copy of the website
Site Copier www.certifiedhacker.com is created

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Questions

5. How do you retrieve the files that are outside the domain while
mirroring a website?

How do you download ftp tiles/sites?
Can HTTrack perform form-based authentication?

Can HT Track execute HP-UX or ISO 9660 compatible files?

© © N o

How do you grab an email address lweb pages?

Internet Connection Required
O Yes 0 No
Platform Supported

0 Classroom 0 !Labs

CEH Lab Manual Page 69 Ethical Hacking and Countermeasures Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited.


http://www.certifiedhacker.com

/ Valuable

information

Test your
knowledge

sA  Web exercise

m  Workbook review
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Extracting a Company’s Data Using
Web Data Extractor

Web Data Extractor'is used to extract targeted companj(s) contactdetails or data
such as emails;fax, phone through webfo r responsible b2b communication.

Lab Scenario

Attackers continuously look tor the easiest method to collect information.
There are many tools available with which attackers can extract a company’s
database. Once they have access to the database, they can gather employees’
email addresses and phone numbers, the company’s internal URLs, etc. With
the information gathered, they can send spam emails to the employees to till
their mailboxes, hack into the company’s website, and modify the internal
URLs. They may also install malicious viruses to make the database inoperable.

As an expert penetration tester, you should be able to dunk from an attacker’s
perspective and try all possible ways to gather information 011 organizations.
You should be able to collect all the confidential information of an
organization and implement security features to prevent company data leakage.
11 tins lab, you will learn to use Web Data Extractor to extract a company’s
data.

Lab Objectives

The objective ot tins lab is to demonstrate how to extract a company’s data using
Web Data Extractor. Smdents will learn how to:

m Extract Meta Tag, Email, Phone/Fax from the web pages
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&7 Tools
demonstrated in
this lab are
available in
D:\CEH-
Tools\CEHv8
Module 02
Footprinting and
Reconnaissance

M WDE send queries to
search engines to get
matching website URLs

WDE will query 18+
popular search engines,
extract all matching URLs
from search results, remove
duplicate URLs and finally
visits those websites and
extract data from there

~ TASK 1

Extracting a
Website
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Lab Environment
To earn’out the lab you need:

m  Web Data Extractor located at D:\CEH-Tools\CEHv8 Module 02
Footprinting and Reconnaissance\Additional Footprinting Tools\Web
Data Extractor

m  You can also download the latest version ol Web Data Extractor from
the link http://www.webextractor.com/download.htm

m If you decide to download the latest version, then screenshots shown
M the lab might differ

m  This lab will work in the CEH lab environment - 011 Windows Server
2012, Windows 8'Windows Server 2008, and Windows 7

Lab Duration

Time: 10 Minutes

Overview of Web Data Extracting

Web data extraction is a type of information retrieval diat can extract automatically
unstructured or semi-stmctured web data sources 1l1a structured manner.

Lab Tasks

1. To launch the Start menu, hover the mouse cursor in the lower-left
corner of the desktop

FIGURE 10.1: Windows 8 —Desktop view

2. Nlthe Start menu, click Web Data Extractor to launch the application
Web Data Extractor

Ethical Hacking and Countermeasures Copyright © by EC-Council
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Start AhinA
S - @:&?L‘f"" 5}‘%&2?2
Q m icture.
B a D
Microsoft Microsoft Mozilb
Outlook PowerPoint Firefox
2010 2010
ot o s a a 9
Bzl Puner
D J 2010 &
roiigm a a
m WDE - Phone, e o
Fax Harvester x . Oheasio W s0i0
) 181 ii8i (ot
module is a a
designed to T — Mcrosoft Mkrotoft Snagit 10 At frm
. i i nllil Office 2010 Antivirus
spider the web for B 10 B [ <
fresh Tel, FAX
numbers targeted % r! M Coticse B i s s
to the group that G ) a -
you want to
market your
product or FIGURE 10.2: Windows 8 —Apps

services to 3. Web Data Extractor’s main window appears. Click New to start a new

session

Web Data Extractor 8.3 —_

File View Help

& 1t has various limiters m £ ? Cur speed 000 kbps
of scanning range - url New aren WL son Avg speed 000 kbps
filter, page text filter, ' ) e
e R R L"esson Metatags Emails Phones Faxes Merged list Urls Inactive sites
domain filter - using which
you can extract only the Sites processed 0/0 . Time: 0 msec URL processed 0
links or data you actually Traffic received Obytes

need from web pages,
instead of extracting all the
links present there, as a
result, you create your own
custom and targeted data
base of urls/links collection

FIGURE 10.3: The Web Data Extractor main window
Clicking New opens the Session settings window.

Type a URL mvww.certlhedhacker.com) 1ldie Starting URL held. Select

H Web Data Extractor die check boxes for all the options as shown 1lldie screenshot and click OK

automatically get lists of
meta-tags, e-mails, phone
and fax numbers, etc. and
store them in different
formats for future use
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Session settings

Source Offsitelnks Filter URL  Filter: Text Filter: Data Parser Correction

Seatch engines  Site / Directory / Groups URL |

Starting URL ~ http:/Avww. certifiedhacker.com

Spidef in
(+;Retrieval depth 0 Jg] (0]stay«*h” fulURL
http:// www certifiedhacker.com
: " : O Process exact amount of pages
£3 Fixed "Stay with full pag
ud" and "Follow offsite
. - . . Save data
links" options which failed
. Extracted data w i be automatically saved in the selected lolder using CSV format. You can save data in
for some sites before the different format manually using Save button on the corresponding extracted data page
Folder C:\UsersWJmin\Doct tractor\Data\certffi com
®Extract Meta tags @ Extract emails
0 Extract site body @ Extract phones
M Extract URL as base URL VI @ Extract faxes

FIGURE 10.4: Web Data Extractor die Session setting window
6. Click Start to initiate the data extraction

Web Data Extractor 8.3

s v . w1 Jobs 0 / [5 Cw. speed 0 00kbps 1

New Edit  Qpen Start stofi 1 Avg speed 000 kbps 1

Sites processed 0/ 0 Tine: 0 msec URL processed 0

Traffle received 0 bytes
& It supports
operation through
proxy-server and
works very fast,
as itis able of
loading several
pages
simultaneously,
and requires very
few resources.
Powerful, highly
targeted email FIGURE 10.5: Web Data Extractor initiating the data extraction windows

spider harvester . . . . .
7. Web Data Extractor will start collecting the information (emails,

phones, faxes, etc.). Once the data extraction process is completed, an
Information dialog box appears. Click OK
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Web Data Extractor 83 T=mn"tr
' Jobs [0 |/ [irj Q. speed  0.00kbp:
cat open CEt Qdf A'g. @peed  0.00 kbp*

Session Metatags (64) Emails (6) Fhones(29) Faxes (27) Mergedlist Urls(638) Inactive sites

Site processed: 1/1. Time: 2:57 min URL proressed 74

Traffic received 626.09 Kb

Web Data Extractor has finished toe session.
You can check extracted data using the correspondent pages.

& Meta Tag Extractor
module is designed to
extract URL, meta tag (tide,
description, keyword) from
web-pages, search results,
open web directories, list of

urls from local file . .
FIGURE 10.6: Web Data Extractor Data Extraction windows

The extracted information can be viewed by clicking the tabs

Web Data Extractor 8.3

m 0 ® ||| Jobs 0 /5 Cu speec  000kbps I
New E<*  Qpen Start ~ Stop Avg speed 0 00kbps |
Metalags Emais Phones Faxes Mergedlist Uls Inactive sites

Sites processed 0/ 01 Time: 0 msec

Traffic received 0 bytes
FIGURE 10.7: Web Data Extractor Data Extraction windows

Select the Meta tags tab to view the URL, Tide, Keywords,
Description, Host, Domain, and Page size information

Web Data Extractor 8.3

File View Help
EQ if you want u E © p
WDE to stay New E« Opr  Sat Stop

. . . [Sesson| Mcto  4&) | Ennafc (6] Phores (23) Faxes(27] Merged Ist ULIS(638)  Inactive sites
within first page,

01 5 Qr.ipeed  0.C0Japs
Avg. speed  0.00lops

just select URL Tite Keyword Descrpticn Host Do Page 5z Page K
) hip:/ice Wle>akelcOlrHeclpes/Lhicken Cuffy.htl Your corrpany « HeciDes detail borne keywads t A shat descrotion of you hNp://certfedh<com 1w 81 1/12/2

"Process First h'tp /lceWeJk»-kelco*UR«iljes/dppe_tdket1lll tour coirpary «Redyes detail Some keywads 4 Asfw! (fesciption of you hup Jiceitfiedhicom 10147 1/12/2
hitp//e*tifi*dh*:k*tco*fv/R*cip*«/Chick"n_with_be Your eonrpary » R*cip*cd*Uil Sons k«ywadc tkA short ddccrotiol’ of you http7/eertziedhioom 9504 1/12/2

P ag e On |y' A hip:/icettfiedha: i$.html Your coirpany « Contact j$  Some kevwads 4°A shat description of vou httpi//cerlifiodh< com 5828 1/12/2
hip:/icetfiejha:kelcocr/Recif:e$honey_cake.himl Your corrpany « Recipes detail Some keywads 4°A shat descrption of you httpi/icertfiedh« com 9355 1/12/2

se tt | n g Of "0' v W | | | hp://cetfe:Ihakelcom/RecifesAebob. Hml Your corrpany «Recipes detail Some keywads 4°A shot descrbtion of you http: //certified” com 8397 1/12/2
hitpV/cetiedhdd el coevTWeve«A>eru.htmi Your corrpary «Menu Some keywads 4 A slot description of you http7/certfiedh<com 7509 1/12/2

process an d look Ipi/icetifiedhoskelco«/FiScieed/lecipes.himl  Your corpany Recipe! Some keywadi 4°A short description of you http:/feertifiedh< com 1271 1/12/2
htfp7 /¢ *ifi*:§»:4ce1 eowv/Redpe*/Chirese_Pepper_Your corrpary « Recipes detail 2om» keyv*1ts4-Ashcrl d*«eription ofyou hHpl/eerlfiedh; ¢~ 9E35 /1212

for data in whole hip//cefielhar.elcocvRecices/tancoori cheken Your corrpany « Recipes detail Some kevwads 4°A shat descrbtion of vou hwpi/icertifiedh< com  8E82  1/12/2

Irtp7/ce-tifiedha:ketcoty R2cipe$/ ecipes-detail htm Your corrpany « Recipes detail Some keywads 4°A shot descrption of you httpi/fcertifiedh< com 1804 1/12/2

bsite. A hap:/fcetifiedhaskelco«v'Socid Mediaabout-us.htm Unites Together s Better(creat keyword;, GLphi*Abner descriptior of this :http:/icertfiedhi eom 13274 1/12/2
website. hitp:/iceUlejhatetcowy REclf.es/Ineru-categDly.ht Your corrpany « Menu category Some keywads 4°A shat descrotion of you http:/icertfiedh< tom 11584 1/12/2
. F 1 will hitp:icetifiejha*elcorl/RScipes/ecipes-:ategory.l Your coirpany Recipes categ! Some keywads 4°A shat descrbtion of you http:ficertfiedh< tom 12451 1/12/2
settin go Wi hip:/"cetifiedho; og! Unite Together e Better(creatkeyword*,ofpho-Abod description of #is thtip:/icertifiedhic 16239 1/12/2
. hitp?7/ce hfie:tret com/Socid Media/samplecorte - Unite- Together & Buffer (creatkeyword;, or phea- A brier descriptior of Ihis http/certifiedhi com 12143 1/12/2
process In dex or hto: icetifi i paiel Media. http://certifiedhi tom 1489 1/12/2
. htp:cetifi i com/Tjrbe Mcx/i hte hitpiicertfiedn< bom 5227 111212
home page wi th hip://cetifiedhanetcom/S xicl Media.'sample-portic Unite » Together s Better (creat keyword;, or phra: A brier descriptior of Ihis 1http:/icertfiedh< tom 1259 1/12/2
A . hitp://cetiedhazkelcom/Under the trees/blog.html  Under the Trees httpilcertiiedh<com  8£93 111212
associated files ftp io the Ureer the Trees opilentiedn< com 2563 111212
under root dir
on Iy. FIGURE 10.8: Web Data Extractor Extracted emails windows

10. Select Emails tab to view the Email, Name, URL, Title, Host,
Keywords density, etc. information related to emails
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m WDE send
queries to search
engines to get
matching website
URLs. Next it
visits those
matching
websites for data
extraction. How
many deep it
spiders in the
matching
websites depends
on "Depth" setting
of "External Site"
tab
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Web Data Extractor 8.3

Jobs 0 /5 Cur speed 0 Qvkfapt 1

Avg. tpscd  0.0CKbps 1

' £ 5 H! e 1
NSw Edt  Op&: Stait ~ Stofi |

Session Meta 095(64)| Enaih (6) | ?hones [20) Fckes(27) Mergod 13 Us (G39)  Inactive srei

E-nail Narre  URL Tide Host Keywords density Keyvercs
concactO rite rmay contact  hty /Social MedUnite Topethe* is Battef (creat3c http:<7cettifiedhackef.c

Tro«introspre.s'eo nfo hitD/Vice'tifiedh3cker.comv/cODcrate( FttD://ce tfedh3cksr.com 0
Sale5@Ttloipewdc sdes  httpi/iceitifiedb3cker.com’corpolatek hitp./Iceitifiedhacker.com 0
supDert@ntotpre web Spctt it Jceltifiech3eker eomicorpercte-k httpe/Veettifiedh3eker com 0
aalia@dis3r.con adlia http:/Vcettifiedh3cker.conv/P-folio/ccn PaFdio http://cetifedhacker.com 0
cortact@!>cnapDtt. con contact  http: YceitifiedkGckor.conv'Rocipoj/i©You cotye>y 3ecpos Htp:7 ‘cetifodh3ckor.c

11. Select the Phones tab to view the information related to phone like
Phone number, Source, Tag, etc.

FIGURE 10.9: Web Data Extractor Extracted Phone details window
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12. Similarly, check for the information under Faxes, Merged list, Urls

FIGURE 10.10: Web Data Extractor Extracted Phone details window

(638), Inactive sites tabs

13. To save the session, go to File and click Save session
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Web Deta Extractor 83
File| view Help.
Edit session Jobs 03/ 5 Cur. speed
Open session Avg. speed

S«e session Ct-S |00 Faxes (27) Mergedlist Urls (638  Inactive sites

Delete sesson
URL procesced 74

Delete All sessions
Traffic received 626.09 Kb

Start session

Stop session
Stop Queu ng sites

bit

Se Save extracted
links directly to
disk file, so there
is no limit in
number of link
extraction per

session. It
supports
pp ) FIGURE 10.11: Web Data Extractor Extracted Phone details window
operation through
proxy-server and 14. Specify the session name in the Save session dialog box and click OK
WorkS very faSt’ Web Data Extractor 8.3 T 1® a '
as itis able of [File View Hdp
loading several m 0 p 1e . 1 dosoow . speed  00DKbps 1
New  £dit  Qpen Stast  Sloe | Avg speed OOBkbps 1
pages
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and requires very Tralfic receded 62609 Kb
AL
few resources Save session 7

Please specify session name:

FIGURE 10.12: Web Data Extractor Extracted Phone details window

15. By default, the session will be saved at
D:\Users\admin\Documents\WebExtractor\Data
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Lab Analysis
Document all die Meta Tags, Emails, and Phone/Fax.

Tool/Utility Information Collected/Objectives Achieved

Meta tags Information: URL, Title, Keywords,
Description, Host. Domain, Page size, etc.

Web Data Email Information: Email Address, Name, URL.
Extractor Title, Host, Keywords density”, etc.
Phone Information: Phone numbers, Source,
Tag, etc.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Questions

1. What does Web Data Extractor do?
2. How would you resume an interrupted session 11Web Data Extractor?

3. Canyou collect all the contact details of an organization?

Internet Connection Required
O Yes 0 No
Platform Supported

0 Classroom 0 iLabs
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/ Valuable
mformation

Test your
knowledge

*4  \Web exercise

m  Workbook review

H Tools
demonstrated in
this lab are
available in
D:\CEH-
Tools\CEHvV8
Module 02
Footprinting and
Reconnaissance
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Identifying Vulnerabilities and
Information Disclosures in Search
Engines using Search Diggity

Search Diggity is theprimary attack tool of the Google Hacking Diggity Project It
isan M'S Windons G U | application that serves as afront-end to the latest versions
of Diggity tools: GoogleDiggity, BingDiggity, Bing L/nkFromDomainDiggity,
CodeSearchDiggity, DI'PDiggity, FlashDiggity, Main areDiggity, Po/tScanDiggity,
SHOD .4NDiggity, BingBina/yMalnareSearch, andNotinMyBackYardDiggity.

Lab Scenario

An easy way to find vulnerabilities 111 websites and applications is to Google
them, which is a simple method adopted bv attackers. Using a Google code
search, hackers can identify crucial vulnerabilities 111 application code stnngs,
providing the entry point they need to break through application security.

As an expert ethical hacker, you should use the same method to identity all
the vulnerabilities and patch them before an attacker identities them to exploit
vulnerabilities.

Lab Objectives

The objective of tins lab is to demonstrate how to identity vulnerabilities and
information disclosures 111 search engines using Search Diggity. Students will learn
how to:

m Extract Meta Tag, Email, Phone/Fax from the web pages

Lab Environment

To carry out the lab, you need:

m  Search Diggitvis located at D:\CEH-Tools\CEHv8 Module 02
Footprinting and Reconnaissance\Google Hacking
Tools\SearchDiggity

Ethical Hacking and Countenneasures Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited.



GoogleDiggity is the
primary Google hacking
tool, utilizing the Google
JSON/ATOM Custom
Search API to identify
vulnerabilities and
information disclosures via
Google searching.

Launch Search
Diggity
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You can also download die latest version of Search Diggity from the
link http: / /www.stachliu.com/resources/ tools/google-hacking-diggitv-
project/attack-tools

If you decide to download the latest version, then screenshots shown
M the lab might differ

Tins lab will work N1the CEH lab environment - 011 Windows Server
2012, Windows 8, Windows Server 2008, and Windows 7

Lab Duration

Time: 10 Minutes

Overview of Search Diggity

Search Diggity has a predefined query database diat nuis against the website to scan
die related queries.

Lab Tasks

1

To launch the Start menu, hover the mouse cursor 1l the lower-lelt
corner of the desktop

FIGURE 11.1: Windows Server 2012—Desktop view

M the Start menu, to launch Search Diggity click the Search Diggity

Administrator A

Myp<V  1Vi(hOt
MMviger tools flonagef
a % m 0
Hyper V Command
Viiijol
fhine.
* VBS r_"
Control Google Adobe
Pand Chrome Reader X
g . 7
Mozilla Intenet
Informal).
Services..
: 1

FIGURE 11.2: Windows Server 2012 —Start menu
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3. The Search Diggity main window appears with Google Diggity as the

default
ss-. Queries —Select A
Google dorks (search Aggress™ Cautious e
Queries) you wish to use in e SR
scan by checking o reos
appropriate boxes. tg(_ %3 Catoqory ~ SuOcstogory  Soarch String  Pago Tide
I [J G*>BR*bOm
I O SharePwrt OOty
> Usioe
> | ISLOONCW
> f 10LPOwty Initial
* Nonsw* saarctxs
& t ] FtashDggty In€ai
Google Status: Ready Download Progrss: Id« 0'*n Fjce
FIGURE 11.3: Search Dimity—Mainwindow
4. Select Sitess/Domains/IP Ranges and type the domain name 1llthe
domain lield. Click Add
Ootonj Mrto
CodeSearch Bng linkfromDomnin DP Hash Mnlwor# PortS«ar Mot'nMyBnckynrri BingMnlwnr# SKorinn
Saple  Ackencwj |i*crosoft.com HIT.TH
i _
digrts Cm Fide
Category Subcategory ~ SearchStnng  Page Ttie
> [ GHDBRebom
£0 Download_Button — 2 p SharePDiit Diggty
Select (highlight) one or T
more results in the results > r DLPDiggty Intia! Selected Result
pain, dien click this button > Flash MoTSAF Searches
to download die search & F FiashDiggty Intil
result files locally to your
computer. By default,
downloads to
cljj ::D iggityDownloa Googk* Sidtuv: Rty Download Progrvs: Id <
s\.
FIGURE 11.4: Search Dimity - Selecting Sites/Domains/IP Ranges
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0 Import Button —
Import a text file list of
domains/IP ranges to
scan. Each query will be
run against Google with
site:yourdomainna
me. com appended to it.

SB. TASK 2

Run Query against
a website

M When scanning is
kicked off, the selected
query is run against the
complete website.
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5. The added domain name will be listed in the box below the Domain

) Search Diggiiy - 10 x
File Codons Helo
J r~eSead! Brg LnkFomDoman DIP  Fash  MeHvare  PeriSczn  Not-MYBackard  BrcMniviae  Shodan

Smule need I SUN | Settings Le. exarfie.com <or> 128,192.100.1
Query Appender

77777777777777 1 ft.com R

N microsoft.com [Remove]

mosm

|B b9 I
Queries dear Hide
> 11 FPB
¢ B aos Subcategory  Search String  Page Title R

> C GHDeReborr
t' (v sfiarcPon: oqgkv
> ('aoa
D SIOBNEW
> IT OPDIQatY Iftild!
> C Rash HanSMF Scardws
- (T RashOigpty inrtial
A C SWFFindng Gener'c
+ O SWFTargeted 5eorches |

selected Result

Google Status Dotviihjad Progress: tzk! C?"n Fod™r

FIGURE 11.5: Search Diggity—Domain added

6. Now, select a Query trom left pane you wish to run against the website
that you have added 1lthe list and click Scan

Note: 1M1 this lab, we have selected the query SWF Finding Generic. Similarly,
you can select other queries to run against the added website

"5 Seaich Diogity o ox
oodons HdO
CodeScarfr ~ Bing  LikfomDomam ~ DLP  Fash  Malware  PortScan  HoiftMyfiicyard  SingMalwnre  Shodan
1
1 Seti
y ‘ ngs <.Q1fcflll <»> 1261921001
1. Catical
Proes . microsort.com [Kcmove]
Connload] 1
IEQal
dear e
o a5 Category Subcategory  search stnng psge Title R
O GHDBRebom
0 SharePoinl >ggiy
EIETe )
O SLDBNEW
o DIPDigijty Tivtd Selected Resut

O Fiasf nodsw searchcs

[ FashDuggity Initial___
117 SWF Prdng Gencric]

> n SWFTargeted Searches

boogle status:

Download Progress: :de holJt'

FIGURE 11.6: Seaich Diggity—Selecting query and Scanning

Ethical Hacking and Countermeasures Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited.



M Results Pane - As
scan runs, results found will
begin populating in this
window pane.

M Simple —Simple
search text box will allow
you to run one simple
query at a time, instead of
using the Queries checkbox
dictionaries.

Ca Output —General
output describing the
progress of the scan and
parameters used..
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7. The following screenshot shows the scanning process

533 AcSarced

CHB

0GB
1 GHOBRetoor

N stiaroPom: Digaty

5106 0

0 SLDGICW

O OiPOiggty Irttlai

0_Tosh hon: ches

(' SWF FRinding Grrwr<
= O SWF Targettd Search

Google Status: Scanning

Search Dignity

PortScan  ftotinM/Backyard  BingMalware  Shodan

>128192.100.1

recrosoft.com [Rer ove]
Proxies

| I—

Ceai
Hde

Subcntegory  Search String Page T*e URL

FladcDiglty Jml - SWF Finding G< exfoswt ste :mu Finland rrcNrg— Mtp /i, miCTOSoft.comveurope/home.swt
FlastiDiggity Jml - SWF Finding G< ext:swf ste:mi< Startthe Tour 1 http:/Av/v/7v.m1crOxtt.convnappO1nt/flosh/Mapliolrit
MastiPiqgity inn - sw Finding G oxt:swf stc:mi< cic* hare - mic “»ttp' vwiV.microMft.com/loaming/olcarring/Demos| Z

Sctotted Result

Not using Custom Sat 11D
Request Delay Interval: [OmS 120000ms].
Not using proxies

Simple Scan Started. [8/7/2012 6:53:23 pm!

Found 70 results) for query: - ext:sv.1 steimicrosoft.cOn

Download Progress: tit ' -t Fod

FIGURE 11.7: Search Diggity—Scanning ill progress

All the URLSs that contain the SWF extensions will be listed and the
output will show the query results

Lab Analysis

Collect die different error messages to determine die vulnerabilities and note die
information disclosed about the website.

Tool/Utility

Search Diggity

FIGURE 118: Search Diggity-Output window

Information Collected/Objectives Achieved

Many error messages found relating to vulnerabilities
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PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Questions

Is it possible to export the output result for Google Diggity? If yes,
how?

Internet Connection Required
0 Yes O No
Platform Supported

0 Classroom O !'Labs
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