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| Preface

Hacking and electromic crimes sophistication has grown at an exponential rate in recent years. In fact, recent
repores have indicated that cyber crime already surpasses the illegal drug trade! Unethical hackers better known
as black hats are preying on information systems of government, corporate, public, and private networks and
are constantly testing the security mechanisms of these organizations to the limit with the sole aim of exploiting
it and profiting from the exercise. High profile crimes have proven that the traditional approach to computer
security is simply not sufficient, even with the strongest perimeter, properly configured defense mechanisms like
firewalls, intrusion detection, and prevention systems, strong end-to-end encryption standards, and anti-wirus
software. Hackers have proven their dedication and ability to systematically penetrate networks all over the
world. In some cases black bats may be able to execute attacks so flawlessly that they can compromise a system,
steal everything of value, and completely erase their tracks in less than 20 minutes!
The EC-Council Press is dedicated to stopping hackers in their tracks.

About EC-Council

The Intermational Council of Electronic Commerce Consultants, better known as EC-Council was founded in
late 2001 to address the need for well-educated and certified information security and e-business practitioners.
EC-Council is a global, member-based organization comprised of industry and subject matter experts all work-
ing together to set the standards and raise the bar in information security certification and education.

EC-Council first developed the Certified Ethical Hacker, CIEH program. The goal of this program is to teach
the methodolegies, tools, and techniques used by hackers. Leveraging the collective knowledge from hundreds of
subject matter experts, the CIEH program has rapidly gained popularity around the globe and is now delivered
in over 70 countries by over 450 authorized training centers. Orver 80,000 information security practitioners
have been trained.

CIEH is the benchmark for many government entities and major corporations around the world. Shorely
after CIEH was launched, EC-Council developed the Certified Secwrity Aralbyst, EICSA. The goal of the EICSA
program is to teach groundbreaking analysis methods that must be applied while conducting advanced penetra-
tion testing. EICSA leads to the Licemsed Pemetration Tester, LIPT status. The Compueter Hacking Forensic
Investigator, CIHFI was formed with the same design methodologies above and has become a global standard
in certification for computer forensics. EC-Council through its impervious network of professionals, and huge
industry following has developed various other programs in information security and e-business. EC-Council
Certifications are viewed as the essential certifications needed where standard configuration and security policy
courses fall short. Providing a true, hands-on, tactical approach to security, individuals armed with the knowl-
edge disseminated by EC-Council programs are securing networks around the world and beating the hackers
at their own game.

About the EC-Council | Press

The EC-Council | Press was formed in late 2008 as a result of a cutting edge partnership between global in-
formation security certification leader, EC-Council and leading global academic publisher, Cengage Learning.
This partnership marks a revalution in academic textbooks and courses of study in Information Secuwrity,
Computer Forensics, Diisaster Recovery, and End-User Security. By identifying the sssential topics and content
of EC-Council professional certification programs, and repurposing this world class content to fit academic pro-
grams, the EC-Council | Press was formed. The academic community is now able to incorporate this powerful
cutting edge content into new and existing Information Security programs. By closing the gap between academic
study and professional certification, students and instructors are able to leverage the power of rigorous academic
focus and high demand industry certification. The EC-Council | Press is set to revolutionize global information
security programs and ultimately create 2 new breed of practitioners capable of combating the growing epidemic
of cybercrime and the rising threat of cyber-war.
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Metwork Defense Series

The EC-Council | Press Network Defense series, preparing learners for EINSA certification, is intended for
those studying to hecome secure system administrators, network security administrators and anpone who is
interested in network security technologies. This series is designed to educate learners, from a vendor neutral
standpuoint, how to defend the networks they manage. This series covers the fundamental skills in evaluating
imternal and external threats to netwoark security, design, and how to enforce network level security policies,
and ultimately protect an organization’s information. Covering a broad range of topics from secure network
fundamentals, protocels & analysis, standards and policy, hardening infrastrocture, to configuring IPS, 1D5
and firewalls, bastion host and honeypots, among many other topics, learners completing this series will have
a full understanding of defensive measures taken to secure their organizations information. The series when
used in its entirety helps prepare readers to take and succeed on the EINSA, Metwork Security Administrator
certification exam from EC-Council.

Books in Series

* Metwork Defense: Fundamentals and Protocols/ 1435483553

* Metwork Defense: Security Policy and Threars/ 1435483561

= Metwork Defense: Perimeter Defense Mechanismsi143548357X

® Metwork Defense: Securing and Troubleshooting Netiwork Operating Systems{ 1435483588
= Metwork Defense: Security and Vulrerahility Assessment! 1435483596

Security and Vulnerability Assessment

Secierity and Vilmerability Assessment includes coverage of web and e-mail security; the use of authentication,
encryption and digital signatures; fundamentals of virtual private networks, how to create fault tolerance, how
to execute an incident response, disaster recover plan and how to implement a sk analysis; and how to perform
a 'I-'I.I.|l.'|l:r.:|.h|.|l.T5.' ASsESSIENL ':I'{J. nEt“'l:lrl:.

Chapter Contents:

Chapter 1, Weh Security, discusses the great concern surrounding web security and how to secure Web Servers,
clients, and networks. {.'hapt.rr 2, E-Marl Secrrity, familiarizes the reader with the impartant elements of
e-mail and how to send and receive e-mails safely and securely. Chapter 3, Awthentication, Excryption ard
Migital Sigratures, explains several techniques being used to authenticate users and encrype data and intro-
duces the concept of digital signatures. Chapter 4, Virtual Private Networks, discusses the basics of Virtual
Private Metworks, including how they work and how to implement them. Chapter 5, Creating Fanlt Toler-
ance, explains to ensure that systems are capable of recovering from any unpredicted hardware, software or
power failures. Chapter 6, Incident Response, explains how to recognize, report, and respond to incidents in
arder to minimize damage and resume normal operations, Chapter 7, Disaster Recovery Flamming and Risk
Analysis, discusses how to plan and execute effective disaster recovery methodologies and how to analyze risk
hefore a disaster occurs. Chapter 8, Netwonk Vulrerability Assessment, explains how to conduct assessment
of 2 network.

Chapter Features

Many features are included in each chapter and all are designed to enhance the learner’s learning experience.
Features inclode:

= Objectives begin each chapter and focus the learner on the most important concepts in the chapeer.
® Key Terms are designed o familiarize the learner with terms that will be used within the chapter.

® Chapter Summary, at the end of each chapter, serves as a review of the key concepts covered in
the chapbrr.

Review Qheestians allow the learner o test their comprehension of the chapeer content.

® Hands- O Frofects encourage the learner to apply the knowledge they have gained after finishing the
chapter. Files for the Hands- 0w Projects can be found on the Student Resource Center. Mote: you will nesd
your access code provided in your book to enter the site. Visit sewne.cenpage. comfcommunitypleccomncil
for a link to the Student Resource Center.
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Student Resource Center

The Student Resource Center contains all the files you need to complete the Hands-On Projects found at the end
of the chapters. Access the Student Resource Center with the access code provided in your book. Instructions for
lopging onto the Student Resource Site are included with the access code. Visit wnen cemgape.comicommprnmity!
eccosncil for a link to the Student Resource Center.

Additional Instructor Resources

Free to all instructors who adopt the Secwrity and Vulrerability Assessament book for their courses is a complete
package of instructor resooarces. These resources are available from the Course Technology web site,
wiete cenpage.comfconrsetechnology, by going to the product page for this book in the online catalog, click on
the Companion Site on the Faculey side; click on any of the Instructor Resources in the left navigation and login
to access the files. Once you accept the license agreement, the selected files will be displayed.

Resources inchude:

* [nestrector Mamral: This mamal includes conrse objectives and additional information to h.e|p-
vour instruction.

* ExamView Testhank: This Windows-based testing software helps instructors design and administer
tests and pre-tests. In addition to generating tests that can be printed and administered, this full-featured
program has anm online testing component that allows students to take tests at the computer and have
their exams automatically graded.

* PowerPoint Fresentations: This book comes with a set of Microsoft PowerPoint slides for each chapter.
These slides are meant to be used as a teaching aid for classroom presentations, to be made available o
students for chapter review, or to be printed for classroom distribution. Instroctoes are also at liberty to
add their cwn slides.

* Labs: Additional Hands-on Activities to provide additional practice for your students.

* Assessment Activities: Additional assessment opportunities including discussion guestions, writing
assignments, internet research activities, and homework asignments along with a final cumulative project.

* Fimal Exam: Provides a comprehensive assessment of Security and Vulmerakility Assessmemt content.

Cengage Learning Information Security Community Site

This site was created for learners and instructors to find out about the latest in information security news and
technology.

Visit commramity.cenpage com/finfosec to:
* Learn what's new in information security through live news feeds, videos and podcasts.
* Connect with your peers and security experts through blogs and forums.

* Erowse our online catah:g.

How to Become EINSA Certified

The EINSA certification ensures that the learner has the fundamental skills needed to analyze the internal and
external security threats against a network, and o develop security policies that will protect an organization’s
information. EIMSA certified individuals will know how to evaluate network and Internet security issues and
design, and how to implement successful security policies and firewall strategies as well as how to expose system
and network vulnerabilities and defend against them.

EIMSA Certification exams are available through Prometric Prime. To finalize your certification after your
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Chapter

Web Security

Objectives

After completing this chapter, you should be able to:

Understand the varlous types of network threats
Identify unauthorized network devices

Identify dient authorization mechanisms and technigues
Deploy and manage Web-based solutions

Understand plug-ins

Understand Commaon Gateway Interfaces

Key Terms

E-panding the process of guessing e-mail addresses using specific names

Introduction to Web Security

Because Weh sites are increasin

wnmercial business, Web security is of great con-

ern. Web sites are an crganizations open li hee outsi hich means they are often the

siest places for an attacker to enter the internal network. This chapter shows you how to secure
ient=, and netwaorks.

Web Architecture

The architecture of the Web includes clients, NS servers, Web servers, and networks to connect
those servers. This relationship is sh in Figure 1-1. All of these mus secured.

ically sends a request to the DS server by typing a URL into the Web browser. The
M5 server then translates the requested hosmame into the [P address of the desired Web site. Using

Find
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Figure 1-1 The Web includes clients, Web servers, DNS servers, and netwaoris
connecting them.

Common Threats on the Web

Web threaes can be client side, server side, or on the netwaork.
* Many computers on the client side are vulnerable to attacks like wiruses, worms, and Trojans.

® Data available on Web servers are exposed to unauthorized access. If an intrusion occurs on the Weh
SETVET, it C‘:l'-ll.d IL'ﬂd mwoa l'fdul.'ti':ln m S-F'Eﬂd or may even crash lj'll: SETVer.

® Ifa network on the Web is not properly secured, information may be intercepted during transfer. Thess
data could then be altered and sent back. Hackers often attack networks that are not sufficiently secured.

Identity Theft

Identity theft is a serious form of criminal fraud, in which someone uses someane else’s identity. Identity
theft can be used for financial fraud, such as credit card or bank frand, or could be used to cover up other
criminal activities.

Spam

Spam is any commercially driven, umwanted bulk mailing. Spammers have developed a range of spamming
techniques, including: e-mail spam, instant messaging spam, Usenet newsgroup spam, Web search engine spam,
Web log spam, and mobile messaging spam.

E-mail spam involves transmitting identical, or nearly identical, unwanted messages to a huge number of
receivers. Most e-mail programs and servers have filters o detect spam, but modern spammers have created
tricks to bypass these filters.

Spammers acquire e-mail addresses through a variety of means, including searching Usenet postings, DMNS
listings, and Weh pages, and guessing common names at familiar domains. One technigue, known as e-pending,
involves guessing e-mail addresses using specific names, such as residents in a community. Many spammers
employ programs called Web spiders to harvest e-mail addresses from Web pages. It is, however, possible to
deceive these programs by replacing the @ symbal with another symbol, such as # or even the word @, when
posting an e-mail address.
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E-mail spammers are careful to hide the origin of their messages. They can achieve this by spoofing e-mail
addresses, which is similar to Internet Protocol spoofing. Spammers alter e-mail messages to make them appear
as though they are originating from another address.

Distributed Denial-Of-Sarvice Attack

An attacker can initiate a distributed denial-of-service {DDoS) attack by compromising multiple computers and
installing an application an them that simultaneously initiates packet flooding to a target system.

DS attacks are easy to perform but can cause a grear amount of damage. They can halt systems en-
tirely or allow attackers to gain access. First, the intruder attacks certain systems and halts services to these
systems. These systems are known as the primary victims. These victim computers are used to attack other
systems, called secondary victims. The primary victims and secondary wictims create a network of systems
that spread the DDoS attack, which makes it difficult, if not impossible, to identify the ultimate source of

the attack.
The following are the three basic types of DDoS attacks-

1. Using large amounts of computational resources such as bandwidth, disk space, or CPU time
2. Corrupting network settings such as routing tables

3. Damaging physical network components

Commonly used DDwS attack tools include the following:

= Trinaxe

# Trihe Flood Metwork (TFMN)

* Tribe Flood Merwork 2000 TFR2E)

To protect against D005 attacks, sdministrators should filter incoming and outgoing packets.

Reflection DDo5 Attack
A DDwo5 attack s actually a collection of many techniques {such as worms, viruses, and 5Y N flooding), all with
the objective of denying legitimate clients access to services running on Internet-based servers. Reflection Daos
attacks uses the SYN flooding method. However, instead of sending 5YW packets directly to the victim server,
these attacks reflect the packets off any router or server connected to the Internet.
A TCF connection between two machines requires the exchange of three Internet packets, known as a TCP
three-way handshake. This voours over the following three steps:
l. A TCP client, such as a Web browser or an FTF cdlient, sends a YN packet to the server to start
the connection.

2. As soon as the server receives the packet on an open TCP service port, the operating system of the server
responds with a connection-accepting 5YW/ACK packet.

3. After receiving the 5Y M/ACK packet, the client replies with an ACK packet.

In the reflection attack, the artacking machine sends a large number of 5¥M packets with a source [P address
that points o the target machine. This way, all receiving hosts send SYMN/ACK packets to the victim, which
owerwhelms the victim.

The Internet server is able to reflect 5YN packets for any general purpose TCP connection. The following is
a short list of pupular TCP ports:

= 21 (FTH

= 27 [Secure Shell)

* 13 |Telnet)

= 25 |SMTF)

= 531 (DN5)

= HO [HT TP Weh

® 110 | POP3)

In addition, virtually all routers will accept TCP connections on port 175



1-4

Chapter 1

Parasitic Malware

Parasitic malware is a type of virus that modifies existing files on a disk by injecting malicious code. When
the wser runs an infected file, the virus is injected inte the system. Common parasitic files include W3y
Bacalid, W32/Pelip, and W32/Detnat. These files hide from users and attempt to downboad Trojans from com-
promissd Web sites.

Bots

A batnet, or zombie army, is a network of computers performing automated tasks. These can be used for positive
purposes, like adding information to search engines, or for negative purposes, like Do§ attacks.

Systemns that are not patched are the most vulnerable to attack from botnets. As the size of o network increases,
the possibility of vulnerahilities also increases. An intruder can scan network ranges to identify which computers
are the most vulnerable. In order to attack a system, an intruder targets machines with Class B network ranges.

When an attacker compromises a system, an Internet Relay Chat (IRC) bot can be installed, also called a
snmbie or drone. It connects to a particular IRC channel on an IRC server in arder to allow the introder to
manage or monitor the computer.

Cross-5ite Request Forgery

Cross-site request forgery (XSRF or CSRF) is a type of Web site attack in which an intruder acts as a trusted
user. The attacker can then change firewall settings, post unauthorized data on a forum, or conduct frandulent
fimancial transactions. Because all changes appear to be performed by an authorized user, it may be difficalt to
even know that an attack has ocourred.

An X5RF attack can be executed by sending an unauthorized HT TP request to a legitimate user and gather-
ing sensitive user data. This is difficult to defend against because as a less common attack it does not receive
very much attention. In addition, it can be difficult to determine the origin of an HT TP request. Frequent use
of cryptographic tokens can provide authentication for these requests.

Session Hijacking

TCF session hijacking is carried out through source-routed IF packets. A hacker can intercept the conversation
of ather users by diverting packets to his or her own system. The man-in-the-middle (MITM)] attack is another
method in which a sniffer is used to intercept a conversation between two users.

Session hijacking involves the following steps:

1. Tracking the connection
1. Desynchronizing the connection
3. Injecting new packets

It is very difficult to identify intrusions, but if the Web site is not properly responding, the session may have
been hijacked.

Smurf Attack

A Smurf attack is a network-level attack against hosts. The perpetrator sends a large amount of KCMP echo
|ping) traffic to IF broadcast addresses, all having the spoofed source address of a victim. If the roating device
delivering traffic to those broadcast addresses accepts the IF broadicase, hosts an that IP nerwork will take the
ICMP echo request and reply to the victim. On a multizccess broadcast network, there could potentially be
hundreds of machines replying to each packet, ensuring that the spoofed host may no longer be able to receive
or distinguish legitimate traffic.

This attack can be prevented by denying broadcast addresses from Web servers. All routers in the network
shauld be configured to demy IP-directed broadcasts from one network into another and to block IF spoofing.
Properly configured roaters will block packets that originate from inside the network.

A Fraggle attack is similar to o Smurf attack, except it uses UDP echo packets instead of ICMP echo packets.
IRC servers and their providers are the most common targets of these attacks.

FTP Bounce

FTP {File Transfer Proboecol] is used to transfer files and data between a host system and a server. In an FTR
bounce attack, the attacker will upload a file to an FTT server and request that server send the file into an
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internal server, bypassing application-hased firewalls. This file may contain malicious code or a simple script
take control of the FTP server in order to use the memory and resources of the computer.

This attack can be avoided by regularly updating the FTP daemon on the Web server. FTP sites should be
regularly momitored for anonymous files. Firewalls and the MWmap scanning tool will usually detect this arack.
Firewalls will filter the contents and commands in the FTT server and ako block some file extensions that often
comtain malicious code. The Mmap port scanner actually uses FTT bounce attacks to scan other servers.

R55/Atomic Injection

An B55 (Really Simple Syndication] feed is a common platform for sharing information on portals and Web
applications. These feeds allow both users and Web sites to gather comtent headlines and body text without
visiting the site in question, providing a summary of that site's content.

JavaScript can be included in R55 feeds to attack the clients browser. During the presentation phase, most
R.55 readers treat the received data as plaintext and will execute any script contained in the feed. Therefore, it
is important to filter out certain characteristics of B55 feeds on the server side.

DNS Attack

Program and design flaws may allow a hacker to poison NS server information with incorrect data, misdirect-
ing users. A DMNS attack is one way to perform a DoS attack.

Content Spoofing

Content spoofing is when hackers create a Web site that looks exactly like a different, trusted site, in order
defraud victims |phishing]. This creates a trust relationship between the user and the artacker, which may lead
the wser to reveal confidential information.

Hackers usually lead wsers to spooked content through e-mail, bulletin board postings, and chat room trans-
missions. In some cases, an attacker can change the information and links in an established and trusted Web
site by accessing and altering content on the server.

The most dangerous content spoofing is done with DHTML |dynamic HTML] content sources such as
forms and login applications. When an Internet user views a Web page with spoofed content, the kacation bar
displays what appears to be a valid URL. As a result, when the user enters sensitive data |such as a credit card
number, password, bank account number, birth date, or Social Security number), the attacker can steal that
user’s identity.

Logical Attacks

Laogical attacks nocur when attackers misuse a Web application’s logic flow. Some of the best examples of ap-
plication logic flow are password recovery, aceount registration, bid auditing, and e-commerce purchases. In
general, to complete a particular process, o "Web site may need a user to correctly perform a specific multistep
process, which an attacker can misuse.

Types aof bogical attacks include:

* Faunctiowality ebuse: The functionality and features of a Web site are used to defraud users or avoid
access controd mechanisms.

* [nsufficient antiantomation: & Web site permits an attacker to automate a process without
human interaction.

* Insujfficiemt process validation: A Web site allows an attacker to alter or modify the actual flow control
of an application.

Buffer Overflow

A buffer overflow occurs when an application or process attempes to stare more data in a buffer than it can hold.
A buffer is a part of memory used for the temporary storage of data, incliding user input and messages received
from remote systemns. The size of a buffer is restricted. After a buffer’s limit is reached, data are redirected
the closest buffer, where they will overwrite whatever dara are already inside.

A buffer overflow is an attack on information reliability. During these attacks, the excess data may contain
code intended to corrupt the users files, alter data, or reveal confidential information. This can even ooour
thruugh an e-mail mEssage header, in which the user does not have to apen the M SR for the attack

be deliversd.
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IP and Reuting Protocol Spoofing

1P spoafing mocurs when attackers, from the inside or outside, of a network attempt to gain access to a restricted
resource by concealing their systems” [P addresses. [P spoofing can be used to hide the details of an IP address
when browsing a ‘Web site, chatting online, sending e-mails, or any other online activity.

In spoofing attacks, malicious routing updates are sent to routers, firewalls, or proxy servers in order
to make them reroute packets to a server monitored by an attacker. Later, these packets will be redirected
to the correct destination. This problem can be lessened by protecting the routing update packets using
the Following:

* Plaintext passwords
= Cryptographic checksums

* Encryption

Identifying Unauthorized Network Devices

Far small netwarks, it is relatively easy to keep track of the physical location of each network device in use, but
it is more difficult in la Tge networks with dozens, or even hundreds, of devices. & device invENtOry ensurnes that
the router that connects the Web site to the 15P is safe. 5till, the devices in the inventory can be rearranged, so
they must he checked and verified in order to match hosmames in the inventory. The physical inventory lists
all the devices that are permitted on the network. It alsa covers additional devices available in a restricted area
like the server room.

IF address sweeping detects redundant network devices in each network segment. The best way to do this is
to ping with ICMP |Internet Control Message Protocoll. The following is the syntax of ping, where xxx.oxx.
xxx. o is the internal TP address of the device:

Ping 200 XK. XXK . KXK

A ping sweep is defined as detecting active IP addresses on a specified network segment. If the administrator
configures one or more devices to not respond 0 a ping, the sweep must be performed with ancther network
pratocol like TCP or UDP. The sweeps consume more time when they scan all the network addresses manually,
s varbous automated tools can be used.

An IF address sweep can be s=en as a sign of an attacker sniffing in the vicinity. The testing team must ensure
that the IF sweeps are not mistaken for actual artacks.

Restrictive Access

Users must only he allowed to use valid and necessary applications. These restrictions are in place to ensure
that unauthorized users, should they gain access, may not use teo many applications. Types of user restrictions
include functional restrictions, data restrictions, and cross-related restrictions, and they must all be tested to
ensure that the proper permissions are granted.

Functional Restrictions

Users can be granted or denied access to specific functional capabilities of an application. For instance, a reg-
istered wser who logs inte a stock-trading application might have a time delay in receiving information, while
stockbrokers would have ne delay.

The decisions the Web designer makes must be based on the necessary and unnecessary functions required by
each user and whether they should be displayed on the Web applications. In general, inaccessible options should

not be presented in the user interface, because it complicates the learning process.

Data Restrictions

Web application designers can restrict access to sensitive data so that users cannot modify or view it.
Cross-Related Restrictions

These are a combination of both Functional and data restrictions. They restrice data access indirectly by
denying users access to application functionality. Applications can be directly blocked when unauthorized data
are m“s{d—



ment

FEE

|gantifying Unauthorized Metwork Davicas 17

MNetwork Addresses

Various technigues can be used to check each network device in order to be sure it uses the network address
given to it by the device inventory (the DHCP server). Some commercial network avditing and management
tools, such as GFI LAMguard, generate reports documenting the configured network addresses. Tools such
as LANguoard allow the network administrator to not only scan the network and confirm correctly assigned
IF addresses, bat to detect, assess, and correct any potential security risk to the network.

Altering the Network Address

When data packets are tramsmitted from cne machine to another, the sender must ensure that the network ad-
dress can be converted from one format to the other. During transmission, the translations available in the cache
are refreshed frequently. Attackers can damage this mapping and redirect or mislead the traffic to other devices.
These cases are minimized by setting network address translation to staric.

DNS Cache Pofsoning

All DS servers include a cache of recently queried 11 addresses to domain name links. They also contain re-
cords of authorized devices such as the mail server [Mx] or the Active Directory domain controller {Srv). The
cache manages and maintains data for a set pericd of time. An intruder can inject a false IF address and link it
to a specific domain name, such as Google. When the user tries to go to the Google Web site, he or she is sent
instead to the attackers spoofed Web site, where information may be harvested and stolen.

Routing Table Polsoning

Routing table poisoning is when the attacker misleads traffic by altering the routing table. These tables are used
by devices to send traffic to the correct destination device. Periodic manuoal testing will determine if the router
is properly configured.

ARP Spoofing

I this |:|.'|:|1.r|.ique. also known as o man-in-middle [MITM) attack, a third party listens to communications
between two parties. This allows the computer to discover the MAC address of any other unknown computer.
ARF can comvert [P addresses to physical network addresses (MAC addresses). Artackers use tools like Arp-
watch and Etttercap to accomplish ART spoofing.

Tracking Connectivity

Im small networks, network connectivity can be checked with a simple visual inspection. More complicated net-
works may need to be checked with built-in commands, like tracert in Windows or traceroute in UNIX. These
commands determine the path used by an ICMP reguest from the source to the destination. Figure 1-2 shows
the results of a Windows tracert command.

i [Ed. B33 4448
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Figure 1-2 The Windows tracert utility shows the path an IMCP packet takes to go
from the sowrce to the destination.

Find
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Testing Traffic-Filtering Dewvices
Testing filtering devices is necessary to ensure that authorized traffic passes through the filters unregu-
lated. With multiple filters, such as DMZ configuration, each filter must be tested o guarantee that it has
heen appropriately configured. This requires changing the source address with respect to inbound and out-
bound tests.

Firewalls can be configured to log inbound and outhound requests. This can be valuable evidence in legal
proceedings. Endurance tests ensure that logging over long periods of time does not interfere with a firewalls
normal operation. When the load i increased on the device, it becomes more difficult for the firewall to deter-
mine what is to be filtered and what is not, so stress testing is important.

Installing and Protecting 115

Internet Infurmation Services (115) can be easily installed on a Windows system. 115 contains several optional
components that should be installed. To install 115 in Windows, add optional components, or remove optional
components, an administrator should follow these steps:

1. Enter the Windows Control Panel, and open Add or Remove Programs.

2. Click Add or Remove Components.

3. Follow the instructions to install, remove, ar add components to 105

115 has built-in virtual directory security. This security provides permission for reading, writing, and execut-
ing scripts stored within a virtual directory. These permissions are independent of file-system permissions. The
fallowing are available security rights in the virtual directory:

® Ecript sorrce access allows users to view the source code of applications within the directory.

* Read access privifege allows users to view or download the files from the directory.

® Write access privilege allows users o upload files to the directory.

® [hrectory brosesing allows users to view an HTML page with a list of the files in the directory.

Client Authorization

Users must authenticate themsehes to obtain access to some Web applications. This is unnecessary for most Web
applications. However, when sensitive data are invalwved, it is crucial. User authentication in Web applications
can be done with ane of these techniques:

= User-created passwords
= Personal property of the user, such as keys
* Unigue physical features, like fingerprints or retina scans

These techniques are applied in different ways, depending on the required cost, usage, and accuracy. Accu-
racy can be calculated in terms of the following:

* The percentage of users who should be authorized but are not; called the false-rejection rate

* The percentage of unauthorized users who can deceive the system inte believing they should be autho-
rized; known as the false-acceptance rate

Certificate Authorities

Certificate authorities (CAs) provide public keys for message encryption and also manage the security issues
in the network. In public-key infrastructure {PKI), a CA along with a registration authority (R A), checks the
information provided by the requestor of a digital certificare. If the RA werifies that information, then the CA
can issue a digital certificate.

Client-Side Data

In some situations, sensitive information like user 1D0s, passwords, credit card numbers, and Social Security
numbers can accumulate an the user’s hard drive in unencrypted form. This allows intruders to view, analyze,
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and modify this information with relative ease. This information should be encrypted, which may take more

bandwidth than uncn:r}'pbed data.

Cookles

Cookies are small text files that store data regarding session 11, current time and date, and IF address. These
files are sent from a Web browser and are stored on the user's local machine. There are two types of cookies:

1. Fersistemt cookies stay on the machine even when the browser is closed and the computer is turned off.
These accumulate on the hard drive. Parity checks minimize cookie prisoning by restricting inconsistent
coukies with the parity tag.

2. Session cookies are present in browser memory and remain as long as the browser is open. If suf-
ficient memory is not available on the client’s machine, session cookies may be stored on the bocal

hard drive.

Hidden Files

Hidden files are substitutes for cookies and can be used if cookies are disabled on the browser. They accumulate
the data om the client’s computer and can be altered through built-in tools.

URLs

‘Web applications sometimes insert user IDs and passwords into the URL as an element in the query. This makes
the data very easy to observe and corrupt.

Local Data Files

The client may only allow access if temporary or permanent data files are on the system when execution
takes place.

Windows Registry

Scripts such as ActiveX controls sometimes use the client’s Windows registry for data storage. Regedit, a built-in
Windows utility, can be used to view registry data.

Server-Side Data

Confidential information should not be stored in files with readable file-names. This makes it easy for intrud-
ers to locate and steal or corrupt the information. Server-side security measures can be taken to overcome this
threat, including:

* Data filenames

* Datm tripwires

* Data vaults

* WORMs

* Dam encryption
* Data deception
* Data islands

* Distributed copies
* Fragmented data

Data Fllenames

If information on user accounts, such as the usernames and passwords, has to be stored on the Web server,
administrators should never use descriptive filenames such as username or password. The filenames should
not be so obscure as to cause confusion, but they should not be extremely obviouws, in order to avoid invit-
ing attacks.
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Data Tripwires

1f passwords and usernames are stored in obscurely named files, obviously named files can also be included. 1f
these files are accessed, an alarm can warn the security administrator of potential unauthorized access.

Data Vaults

Data can be placed in a data repository called a data vaule for additional security. The testing team should ensure
that all data are properly stored in these data vaults.

WORMs

Using WORM (write once, read many) devices, such as CD-Rs and DVIN-Rs, makes it impossible for imtruders
to remutely modify system bogs.

Data Encryptfon

Files containing Weh logs, database logs, .ini files, and others need to be encrypted so that no matter where they
are stored, they are secure.

Data Decaption
Data deception wses heavy encryption algorithms o display encrypted data as if it were not emcrypred.

Data Isfands

After uploading the master database to the Web application, connections between the Web application and the

physical system are disconnected. This prevents intruders from accessing the actual storage. It should be tested
to ensure the link is indeed seversd.

Distributed Copies

Tar enhance scalability, some Web sites distribute data to servers spread across the network in different locations.
This would make it necessary for an imtruder to gain access to all locations in order to obtain the data. Access
to these servers should be tested to ensure that no more than one copy of the data can be acoessed.

Fragmented Data

Breaking the data into multiple pieces and distributing it across multiple servers prevents intruders from ac-
cessing the complete data. IF this is used, it is important that the developer does not reassemble the data into a
temporary file that, if found by an intruder, provides the entire file.

User Approaches

There are two possible user approaches: the *know something” approach and the “has something™ approach.
With the “know something™ approach, the user can be identified using personal information like a username
and password. If there are any problems with authentication, the user can be asked a secret question such as,
“What was the name of the first school you attended?”

Using the “has something” approach, the user is authenticated using physical tokens, such as smart cards,
software-related personal certificates, or the 1P address of a network device. This approach must be carefully
tested before it is put into operation.

Authentication Techniques
In addition to standard usernames and passwords, some authentication techniques inclnde-
* Personal certificates
* Smart cards
* MAC addresses
* IF addresses
* Telephone numbers
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Personal Certificates

A personal certificate is a small data file authorized by a certification authority (CA). The encrypted [D in the
data file enables the CA owner to transfer encrypted and digitally signed information through the network. This
amsures the recipient that the information sent is not forged or corrupeed.

Persanal certificates are generally a stronger form of user authentication than are usernames and passwords.
These certificates are kept away from the public.

Smart Cards

A secure D smart card uses encryption mechanisms for creating new passwords every minute to increase the
efficiency of the user authentication. In addition to possessing the physical card, the user must provide a memo-
rized PIM to ensure that the card was not stolen.

MAC Address

‘Web servers can determine the MAC address of any client connecting to the ‘Web site. Commands like ifconfig
[for UNIX/Linux} and ipconfig fall (for Windows) display the WIC MAC addresses. This address can be used
for authorization; however, it should be noted that MAC spoofing is a very simple task.

IP Addresses

Drata packets contain specific source IP addresses that can be used to identify the sender. This should not be
comsidered secure, as proxy servers can conceal the IP addresses and the source IF addresses in the data packets
can be easily modified.

Telephone Nuinbers

Many organizations, such as credit card companies, use the telephone rumbers of their customers to authenti-
cate them.

Input Data Validation

A Web application can receive input data in a number of ways. Because the attacker could alter or disable any
client-side authentication routine, none of the input data should be processed until a server-side authentication
mechanism checks it.

Invalid Data Types

Many programming languages do not receive input data properly from the program’s inpat fields. This can lead
to data truncation, inappropriate communications, and even the destruction of the program itself. If invalid
data are not captured by the data validation function, the receiving application may malfunction. Every data
validation function must be tested to guarantee that it is able to propedy manage input data of the incorrect data
types. This testing can be done by editing the HTML used to create the data input Web page, giving a custom
test connection, or using the scripting functionalities of a functional testing tool.

Invalid Ranges

A Web developer can consider certain incorporated validation functionalities of a client-side language to guaran-
tes that an input value is not lomger than intended. For instance, JavaScripe can be used to guarantee that when
the user is asked to input a month, the value will be between 1 and 12. Scripting tools can be used to enter several
combinations af test imputs. Two customary testing technigues, called equivalence partitioning and boundary
value analysis, are used for detecting the best test data for imvalid-range testing.

Deploying and Managing Web-Based Solutions

Browsing Analysis
Web browser analysis includes:

* Aralyzimg HTTP beaders: The information contained in the HTTP header displays the most recently
browesed Web page of the dient, which determines if the page lopged in is a valid navigational request.



Chapter 1

This header information can be modified through the HTTP-EQUIV metatags Cache control, Expires,
and Pragma.

Checking cliemt-side scripting: Certain applications depend on the application code to restrict access to
confidential data. Client-side scripts are used to enter user details. Before using this technigue, it must be
tested for scripting, Java applets, or ActiveX.

® Llsing session [Ds: A Web application can identify the user’s browser and use a session I to check the
user's privileges and permissions.

Using link checking tools: A large number of Web pages must be tested with different privileges. Test
scripts should be established using link checking tools.

Browser Security

A Web browser i one of the most important Web applications. Most ‘Web browsers have significant security
flaws, making users vulnerable to attackers if they visit Web sites with maliciows content. ¥isit the following
Web site for information on securing specific Web browsers:

It profurarnr ws-cert powreading_roomisecnring_browser!

It is important to address the following settings:

* Cookies

® Encryption capahilities

* Client-side mobile code (applets)

* Tiny windows, in which TCP receive windows are kept small to defend against malware being injected
* Multiple domains and redirection

* Automatic updates

Browser Hijacking
Biroweser hijacking is a type of online attack in which hackers take control of a Web browser and change the way

it displays information. It can be prevented by keeping the computer updated with the latest security updates
and antivirus software. Indicators of browser hijacking include the following:

* The home page settings have been changed

* Weh pages for security sites fail to load

* The entire screen fills with ads and pop-ups

® Mew toolbars or favorites are installed on the computer

* The computer runs slowly

If Internet Explorer has been hijacked, the user should end the iexplore.exe process from the Windows Task
Manager and run antivirus software. The hijack attempt may have changed Internet Explorer settings, so he or

she should be sure to change them back and restart the computer.
The Stinger, CWShredder, and Windows Defender tools help to stop browser hijacking.

McAfoe Stinger

Stinger is a standalone utility used to detect and remove certain wiruses in browser-hijacked systems.
While it is not a full virus protection tool, it provides a quick and easy way to dean an infected system. Stinger
uses advanced scanning technolegies including process scanning, digitally signed DAT files, and scan perfor-

mance optimizations.
Figure 1-3 shows the Stinger toal.

CWShredder

O Shredder is a small |.|.'ri|i|::.I tonl used to remove CoodlWebSearch [also CoolWwwSearch, YouFindAll, White-
Pages.ws, and others). This ool will scan entire systems to look for this particular hijack. CWShredder is shown
in Figure 1-4.
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Figure 1-3  The McAfes Stinger tool is a lightweight tool for cleaning an
infected system.
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Figure 1-5  Windows Defender protects Windows from unwanted software.

Windows Defender

Windows Defender protects Windows from spyware and other potentially unwanted sofeware. It provides con-

timuous protection using extensive spyware-signature databases, real-time security agents, and an innovative
neighbarhood watch system. Windows Drefender is available from Windows Update and is shown in Figure 1-5.

Browser Behavior Analysis

In order t make sure that a Web site is playing its expected role, an administrator needs to analyze browser
hehavior. This is a complex activity that requires extensive knowledge and training. It is important to under-
stand consumer behavior within the context of a live Web site on the Internet.

Dynamic Code

Diynamic code is programming code used to dynamically build Web pages. It is specifically used for Web pages
whose structure will vary based on user interactions or according to periodically changing content. When a Web
server gets a request for a dynamic code template, the server constructs a Web page that is sent to the request-
ing client.

Securing Application Code

Developers can unknowingly include confidential data in Web pages, as well as server-side programs such as
CGI scripts, 551 scripts, and Java applets. It is important to never assume that only the Web administrator would
view the code. While it is always a good idea to comment source code, those comments should be removed before
the code is uploaded to the server. If they are not, they provide a simple roadmap for an intruder to modify the
code. This can be done mamually or using toals.

Plug-Ins

A plug-in is o software program that interacts with host applications, like a Web browser or an e-mail program,
to perform certain functions. For instance, while modern Web browsers have the ability to listen to audio files
and watch videos by default, some Web pages require plug-ins to he installed for thess purposes.
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Adobe Shockwave and Flash

Adobe’s Shockwave and Flash players are the most commonly installed Web browser plug-ins. These players
play multimedia applications and interactive Web content such as games, business presentations, entertainment,
and advertisements from inside 2 Web browser.

Apple QuickTime

The QuickTime plug-in plays common video and andio file formats inside Web pages. It is embedded with
JavaScript functions to put video on a Web page. It can be used to handle video, sound, animation, graphics,
text, music, and even virtual reality scenes inside a Web browser.

CuickTime is available for all major browsers on Windows and Macintosh. UNIX users should use the
Xanim plug-in for the same purposes.

Java

The Java plug-in from Sun Microsystems allows Web project managers to direct Java applets and JavaBeans
components aon Web pages to run using Son's Java Runtime Environment [ JRE). Previously, most browsers had
Java built in by default, but newer browsers require users to install it manually.

Java can be enabled in Internet Explorer by following these steps:

1. From the Tools menu, click Internet Ohptions, and then select the Advanced tab.

2. In the list of features that is displayed, check the check boxes next to Java Console Enabled, Java JIT

Caompiler Enabled, and Java Logging Enabled.

3. Click the OK button.

4. Select the Privacy tab.

5. Choose a setting of medium to allow cookies from third-party Web sites. This setting will not allow these
sites b0 use private information without obtaining permission firse.

Mozilla Firefox Extensions

Firefox extensions provide new functionalities to Firefox, which could be anything from a toolbar button to a
completely new feature. Extensions customize Firefoo to fit the needs of the individual user.

HTML Validator

HTML Validator is a Firefox extension that displays the number of errors on an HTML page in the form of
an icon in the status bar when browsing. The details of the errors can then be seen when looking at the HTML
source of the page.

Adobe Reader

Formerly known as the Acrobat Reader, the Adobe Reader displays PDF (Portable Document Format) files inside
a Web browser.

Windows Media Player

This is a default player for the ‘Windows operating system. Like QuickTime, it can be used to play streaming
video, audio, animations, and multimedia presentations on the Weh.

Validate Sites HTML

The Validate Sites HTML plug-in allows users to validate the mardkup of an entire Web site, starting with the
browser's current page, using the WDG HTML Validator tool. This plug-in can be started either by right-
clicking on the page and selecting Validate Sites HTML from the Context menu, or by highlighting a URL,
right-clicking it, and selecting Validate Sites HTML.

Validate P3P

This plug-in allows the user to validate the P3P policy markup of the browser's current page using the W3C Vali-
dator service. It can be called either by right-clicking on the page and selecting Validate P3P from the Context
menu, or by highlighting a URL contained in plaintext, right-clicking it, and then selecting Validate P31%
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View-In
View-in plug-ins are used to view a2 Web site in Internet Explorer from another browser. This is useful when
develuping a Web site to malke sure it warks on as many different browsers as possible. Once this plog-in is in-

stalled, right-clicking a link will include an Open link target in IE menu item. In addition, right-clicking in the
main body of a page will include a View this page in IE option.

BugMeNot

BugMeMot improves user privacy by providing usernames and passwords for Web sites that require registration.
This bypasses mandatory registration and collection of personal information.

Webpage Speed Report
The Webpage Speed Report plug-in allows the user to send either the current Web page or a highlighted URL
to the Weh Page Analyzer, an online service provided by WehSiteOptimization.com, which will check the given
page and report on its download profile. This provides information incloding how long the page takes to down-
load, what objects are used in the page, and how they affect its download profile.

This plug-in can be used by right-clicking on the page and selecting Speed Report from the context menu,
vr by highlighting a URL, right-clicking it, and then selecting Speed Report. The plug-in will then open a new
window and display the report.

Validate Links (W3C)

This plug-in will allow a user to check all links on the specified page that are puinting to valid resources. It
can be imvoked by right-clicking the page and selecting the validate_W3Clinks option from the context menu
or by highlighting a URL, right-clicking it, and then selecting validate_W3dinks. This plug-in will then open a
window and display the validation results

Open Text

Online forums, mail archives, and other sites include URLs in plaintext. This plug-in allows those URLs to be
clicked and followed.

Validate RSS

This plug-in allows users to check the validity of an B55 feed using the R55 Validator service. This plug-in can
be invoked by right-clicking on the page and selecting validate_rss from the context menu ar by right-clicking
the plaintext and selecting walidate_rss. The validation result is then displayed in o new window.

Validate C55

The Validate C55 plug-in allows users to validate the €55 markup of the browser's current page using the W3C
Validator service. This service can be invoked by right-clicking on the page and selecting validate_css from the
context menu, or by highlighting a URL, right-clicking it, and then selecting validate_css from the menu. The
validation result is then displayed in a new window.

Common Gateway Interface (CGl)

The Commuon Gateway Interface (CGI) is a standard interface used to retrieve external programs from infor-
mation servers. It is similar to HTTF or Web servers, except that CGI programs can retrieve both static and
dynamic information.

Because CGI scripts are executables, they can be written in any programming language, which means the
client is vulnerable to fake scripts. Therefore, certain security measures should be taken, such as placing CGI
applications in a separate directory controlled by the Web master.

A CGI application can be developed in the following languages:

= ONCH+
* FORTRAM
* Per
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* TCL
= Any UNIX shell
* Wisual Basic

* AppleScript

CGI Script

CGI scripts usually reside in the cgi-bin directory, while the source code for CG1 written in nonscripting pro-
gramming, languages resides in the cgi-src directory. It is useally easier to execate CGI scripts than CGI pro-
grams, because scripts can be more easily debugged, changed, and managed. The server executes a request for
a URL from the client and then directly sends the output in real time as a reply to the client.

For most Web servers, CG1 mechanisms are standardized. In the server's oot dirccmry. the user creates a
subdirectory called cgi-bin. If any file s requested from this directory, the server executes the file rather than
simply reading it. The vutput of the executed program is then sent to the requesting client™s Web browser. The
executable can be a standard _exe file, like the output of a C compiler, or a Perl script. Perd is the most commanly
used language for CGI scripting,

Mechanisms and Variables

CGI employs environment variables to send arguments to an application. The two main environment variahles
employed are QUERY_STRIMNG and PATH_IMNFO.

QUERY STRING

A QUERY_STRIMG is anything that goes after the question mark [#) within the URL. This information can
be appended through an ISINDEX document, or through an HTML document using the GET action. It might
also be physically embedded in an HTML anchor tag referring to the dient's gateway. This string is typically
an information query, such as a search string or the encoded putcome of a GET form.

The string is st in the standard URL format, which changes spaces to + and encodes special symbols using
a Toxx hexadecimal encoding. It must be decoded in order to be used.

In case the client’s gateway fails to decode the outcome from a FORM, the query string is decoded to the
command line. For example, the guery string “change character™ might be given to the application wsing
argv]1]="change™ and argv[2]= “character™. If this method is employed, no processing of the data is required
prior to using the data.

PATH_INFO

CGI permits additional information to be embedded in the URL on the client’s gateway, which can be employed
tor send additional, comtext-specific data to the scripts. This data is generally made accessible as extra data fol-
lowing the path of the clients gateway in the URL and not encoded with the server.

The best example of PATH_INFO is sending a file location to the CG1 application. Consider a CG1 program
called fcgi-bintspaces, which is able to process files stored in the server’s root directory. By taking account of
path information appended to the ending of the URL, spaces knows the lecation of the document with respect
tor the root through the PATH_INFO environment variable, or the definite path to the document through the
PATH_TRANSLATED environment variable generated by the server.

Third-Party CGI Seripts

Applications that are offered by third parties, including server vendors, often contain security flaws. One ex-
ample for this is the PHF seript, which was a GUI standard scripe that did not propedy parse user input. The
attackers who discovered this flaw attached a tag to the operating system command with the phfcgi script that
replies to a request with the contents of the password file. Phfscan is one tool that scans the operating system
using the PHF script to discower the password file contents.

CGI scanners can identify many malicious CGI programs and CGI programs with security holes. Every
‘Web server should be scanned with a CGI scanner to ensure that no extra CG1 applications were accidentally
installed. It should he noted, however, that the HTTP 404 page can be considered by the CGI scanmer to be a
Hawed CGI application, which can make the tool return a false positive.
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Server Side Includes (551s)

Server Side Includes (551s) are markers present in an HTML document. The Web server will dynamically substi-
tute that marker with information just before transporting the requested page to the browser, After viewing the
HTML source, it is sometimes impossible to determine if the HTML was fixed or dynamically created. HTML
source code files hosting 551 commands are generally saved with the _shtml suffix rather than the original .html
suffix to guarantee that the Web server parses the HTML code with an 551 evaluator. Different Web servers
execute 551 differenthy.

The include command can be helpful to a developer who wants to reuse standard elements in multiple ‘Web
pages. Commaon code can be automatically included in the requested Web page at the place indicated by the
include statement. The primary threat with this statement is that an attacker can sometimes change a Wehb
page and make it include a normally inzccessible file. Another threat is when executable code is inserted inside
a file that will be included in anather file. An attacker could download the original code for an included file
by directly inputting its URL in a browser, and then the file is downloaded without the original code with the
551 evaluatar.

The exec command has even more comcerns. This command executes CGI programs or any authentic shell
command. If the 551 exec command functionality is activated on a Web browser, the attacker need only figure
out a way to fool the Web server into running a malicious command. This can be done in two ways:

1. Uploading an shtml Web page hosting the susceptible exec command to the Web server and then sending
a request through a Web browser

2. Using an 551 command on an authentic Web page

CGl Operation
The aperation of CGI in sending data from client to server has the following characteristics:
* Information is sent in the form of o name and value pair.
® FEach pair hegins with an ampersand [8) sign.
* The pair is separated by an equals {=] sign berween the name and the value.
* Information is URL encoded.

URL encoding changes some characters to placeholders and substitutes a hexadecimal ASCII value for some
characters. T process the data, this sequence is followed:

1. Get the data from the proper variable depending on whether the FOST or GET method was used.

1. Change any placehodders to their correct values [for example, change any plus (+] signs to spaces).

3. Split each group of name value pairs into an array of strings.

4. Comert hexadecimal values back to ASCII character equivalents.

5. Ewvaluate the respective names and values.

Responding to the Client

Any output to be returned to the client Web browser can be sent to the standard output of the CGI program,
as in the following line

print *Content-type: text/html*, "\nincF>This will appear on the
clients' Web browser.«/P= *; # MIME header.

Twao blank lines must be placed after the parsed header.

The CGI application should send the parsed header to its standard output intercepeed by the Web server.
From that header, the Web server will then create the required nonparsed HTTP response header to be sent to
the client. The parsed header must contain a server directive that may include one or more of the following:
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* Content-type: Indicates the type of the MIME data being sent back to the client

* Lacation: The URL o which the client Web browser should be directed

* Sadaus: An HT TP status code, such as 200 (0K | or 404 {not found)

The CGI application may also send an HTTP response header. The server then creates a nonparsed header
from CGI parsed information and sends that header to the dlient. The following is a valid nonparsed header:

ITTR/L.0 200 O
Esrver: Hetscape-Communications,3.o0
Content-type: text/hrtml

Using the Client to Call a CGI Application

A client can call a CGI application using one of the following methods:

* When a user press a FORM submit button in an HTML form, the action attribute tag can specify a CGI
application. To send data through the Web server, GET and POST methods can be used and data will ke
sent as part of standard input or as @ QUERY_STRIMNG.

* Sprver-side includes {S51) can be included in an HTML page, as follows:
=!--fexec cgi=*/cgi-bin/hits.pl*--»

* An HTML IMG tag can be used o call the CG1 application as follows:
=IM3 SRC="/cgi-bin/image*s

* Client-side script programs can be embedded inte an HTML page. For example, JavaScript can be used
to call a CGI application program.

Chapter Summary

The architecture of the Web includes clients, DNS servers, Web servers, and networks 1o connect
those servers.

“Web threats can be client side, server side, or on the network.

An attacker can initiate a distributed denial-of-service [DD0S) attack by compromising multiple
computers and installing an application on them that simultaneously initiates packet flooding to a
target system.

Cross-site request forgery [XSRF or CSRF| is a type of Web site attack in which an intruder acts as a
trusted user.

Users must authenticate themsehees o obtain access to some Web applications; this is unnecessary for
must Web applications, but when sensitive data are involved, it is crucial.

Because an attacker could alter or disable any client-side authentication routine, no input data showld ke
processed until a server-side authentication mechanism checks it.

A plug-in is a software program that interacts with host applications like @ Web browser or an e-mail
program ta perform certain functions such as multimedia file viewing.

The Common Gateway Interface (CGI) is a standard interface used to retrieve external programs from
infurmation servers,
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Review Questions

b

[

What is Web security?

. What are some common Web security threats?

. What is identity theft?

. What is a Smurf attack?

. What is an FTP bounce attack?

. What are some methods to identify unauthorized devices?

. How can connectivity be tracked using tracert/traceroute?




8. How are traffic-filtering devices tested?

Review Questians

1-

9. How is [15 installed?

1. What is client authorization?

11. What is a certificate authority?

12, What are some techniques used in client authorization?

13, What is input data validation?

14. What is a plug-in?
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15, What is CGIF

16. What is a CGI script?

17. What are Server Side Includes?

Hands-On Projects

i

Use HT TP Analysis Tools to test a Web site or application for [15 security, performance, and
USET X pErience.
Gao to the following Web site: it pont80softiare. comSugportipiMools.asp.
Type the URL in the compression check text box and click the CHECK button to test the
compression features of the Web site.

Mext, check for cache control by typing the URL in the cache check text bax and clicking
the CHECK button.

Check whether the HTTP header is divulging the technology platform by typing the URL
in the header check text box and dlicking the CHECK hutton.

Finally, check whether the Web site’s error pages are customized and user friendly by enter-
ing the URL in the error check text box and dlicking the CHECK button.

. Use HTML Toolbox to test and repair HTML code, as well as check spelling, browser com-

patibility, load time, and broken links.

Gao to the following Web site: bitpisvsnemetmechanic comiproductss HTML_Toolbax _
Free Sample.shtwl.

Type the URL and number of pages to be checked and click Test Mow.
View feature reports by clicking Detailed Report.

. Use Link Checker to read a Web page, extract the links from it, and test the status of

each one.

G to the following Web site: bitptiewn webmaster-toolkit comilink-checker.shiml.
Type a URL, select the link type, and click Check Links.

. Use Domain Age Tool to determine the approximate age of a Web site and to view bow the

site looked when it was First created.

Go to the following Web site: bip-tunew cum browski_comdCarsten CTmterneftecliools asp.
Tvpe the domain name and click Submiz.
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5. Use the Stinger tool to scan specific drives and directories.
Mawigate to Chapter 1 of the Student Resource Center.
Install and launch the Stinger program.
Click Preferences, select the necessary options, and click OK.
Click Add, select the drive or directory to be scanned, and click OK.
Click Scan Now.
6. Use the CWShredder tool to find and destroy the CoolWebSearch (CWS) browser hijacker.
Mavigate to Chaprer 1 of the Student Resource Center.
Install and launch the CWShredder program.
Click Scan Only.

Find
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Chapter

E-Mail Security

Objectives

After completing this chapter, you should be able to:

Analyze the key concepts of e-mall

Understand the components of an e-maill

Confligure and tast e-maill servers

Analyze the core elements In e-mall encryption

Install Workgrouphall and configure Outlook Exprass
Identify common e-mall protocols

Identify a cllent-server architecture

Analyze the risks related to e-mall security

Use tooks to secure a-mall

Track an a-mall

-
-
-
-
-
-
-
L3
-
-

Key Terms

Attachmants  files attached to e-mail messages

Introduction to E-Mail Security

E-mail, short for edectromic mail, is the most common form of persen-to-person communication over
the Internet. While m es are just plaintex
: i inks, and anything
ly and easily as attachments

vther hand, e-mail privacy cannot be ensured, and e-mail provides a «
point for malicious ware. This chapter familiarizes you with e-mail and teaches you how to send
and rec e-mails safely and securely.

Find
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Elements of E-Mail
The most important elements of e-mail are the following:

* Mail user agent (MUA) An MUA is a client program capable of sending and receiving mail from differ-
ent users. [t uses a word processor to send and receive mail. Popular MUAs include Microsoft Outloak
and Mozilla Thunderhird.

* Mail transfer agemt (MTA): An MTA is a server program that initiates the transfer of mail from one ma-
chine to another. It interfaces with the MDA to send and receive mail.

* Mail delivery agemt (MDA} An MDA transfers the mail from one MTA to another MTA.

= Mail retricval agent (MRA}: An MRA retrieves mails from a different system™ mailboo, for instance, a
remate server. After fetching the mail, it transfers that mail to the MDA

POP3 Versus Web-Based E-Mail
POP3 E-Mail

POPF3 [Post Office Protecol wersion 3) is the standard protocol for e-mail dients. This includes standalone
clients, like Microsoft Outlook, and companion mail clients that are a part of other programs, like Microsodt
Outheok Express and Mogilla Thunderbird. These clients use POP3 to download mail from a server to a local
mailboo file.

General features of POP3 mail include:

* Uses a TCF connection to retrieve e-mail

* Supports message identifiers for disconnected systems

® (Can be accessed from anywhere on the network using a variety of clients
* Open protocel defined by Internet standards like RFCs

* Does not require gateways for network connections

POF3 mail has the following advantages:

* Omnce mail is retrieved from the server, it resides om the local disk and can be read without an
Internet conmection.

® There is no size limit built into the protocol for sending or receiving messages, although many 15Fs
impose a limit.

= Attachments can be opened quickly once the message is downloaded to the local disk.
Heowever, FOP3 mail also has the following disadvantages:

* There is no virus protection in FOP3 mail, so file artachments are often dangerous,

* Because messages are stored on the local disk, storage space can be an issue.

® [f mail is dedeted, it can be difficult o retrieve.

* Heavy use of FOP3 mail may slow down network connections.

Web-Based E-Mail

Web-based e-mail allows users to send, receive, and manage e-mail through Web browsers. Popular providers in-
clude Gmail, Yahoo, and Hotmail. Using Web-based e-mail requires an active Internet comnection at all times.
Geeneral features of Web-based e-mail include:

* Deleted items go into a trash folder, so they can be recovered within a few days.
®  Antivirus software automatically scans all e-mail attachments.

= Filters can be used for incoming mail to sort it into appropriate folders.

= Many providers have advanced spam detection and blocking measures.

= POP3 can be used to retrieve e-mail from another service.
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Web-based e-mail has the following advantages:

* Anywhere users have Web access, they can access their e-mail_

* Messages remain on the server, so they do not have to be downloaded to the local disk.
* Anonymous sign up iNCIeases USEr privicy.

However, it also has the following disadvantages:

#* Unless addiional software is installed, like Gmail Offline, an Internet connection is requi red bo
view messages.

* Advertisements appear, surrounding e-mails.

* Heavy use of Web-based e-mail may slow down network connections.

* Although most services provide a large amount of data for stored messages, there is no way to increase
that size.

E-Mail Components

Aside from the message body, e-mail messages have several companents.

Header

The header is the text at the beginning of the e-mail message, generated by the sender’s e-mail client. As the
message passes through mail programs on its way to the recipient, sach program adds data to the header field.
Ey viewing this field, the user can see the route the message took. Figure 2-1 shows a sample message header.
An e-mail header contains several fields, including:
* [hate: A time stamp set by the sender of the message; because it is based on the time set on the sender’s
computer, it may not be accurate
* To: The address of the primary recipient
Fromm: The address of the sender

* Subject: A short description of the message

L]

* Cc (carbon copy): Additional recipients
* Hee (blind carbor copy): Additional recipients whose names do not appear to any other recipients

In additivn, headers display the source IP address, filenames of any attachments, and a unigue message mum-
ber. All of this information can help determine the source of an e-mail, although it is not always reliable.
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Fgure 21  An e-mail message header contains several pieces of information
regarding the e-mail message.
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Header Fleld Names and Values
Every field begins with the field name followed by a colon. The field name can only be made up of standard

alphanumeric characters. For example, take the following cc field:
cc: name@domain.com

Spaces and tabs are not allowed between the field name and the colon. The following example is not a

valid field:
subject : bext

The value of a field is all text next o the colon. In the following example, “name@domain.com, name2@
domain2.com” is the value of the oc fiekl:

co: nameddomain.com, nam=z@domainl.com

All data up until the next field name is considered the value of the field. Any number of spaces and line breaks
can be included. The following field has the same value as the example above:

[t
name@domain.com,
nams=Z&domaind.com
A space after the colon is not required, although it is preferred. For instance, the following is valid:

subject-text

Recelved: Headers

The received: headers of an e-mail indicate the source of the e-mail and the route the message ook from
the sender to the recipient. The last listed received: header indicates the original sender of the e-mail.
For example:

Received: from targetsite.com {locad?4Z. targebsite.com
[xxx. xxx.xux.xxx] ) by postbox.targetsite.com [6.11.3/6.11.3) with
ESMTF id BSOxE7E3HIL

The header of a typical spam e-mail has less detail about the source of the message and provides no details
abaut the sender. For example:

suser@server.com=; Thur, 7 Jan 2000 21:38:03 - 0600 (CET)

The top received: header shows the final server to handle the e-mail. A spam message's top received: header
J'lﬂ 5 extra d].'l a :il.l.d.'l as

Received: from fantasyoards.com [xx xxE.xxx.xxx])
By posthox. targetsite.com {6.11.3/6.11.3} for «<georges

targetsite.coms; Thu, 20 Nov Z00D 21:38:04 -0600 (CET)

Other Headers

The from: header in spam e-mails is generally false and, therefore, is of ne use.
The message-ID: header is an identification number, followed by @ and the sending server’s name,
Fﬂr{"xlmpll’!:

Message-ID: «<3IAJEDAFA.PATIE272Emyisp.coms
A spam’s message-1D: header usually does not include the sending server's name after the @:

Message-ID: «<O00000ma4d5E1£500003d0E% 0000454 TE
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Reading Headers
The following shows how to read the headers using different e-mail clients:
* Huotrmail
* Login to the Hotmail account.
* Click the Options link on the top navigation bar.
* Click the Mail Display Settings link.
* Change the Message Headers option to Fall.
* Click the OK button,
= Yahoo! Mail
* Log into the Yahoo Mail account.
= Click the Options link on the navigation bar.
* Click the General Preferences link.
* Click Messages and select Show All Headers.
* Click the Save button.
* Netscape
* Open the View menu.
* Click on Page Source.
* Copy the contents of the window.
* Gmail
* Log into the Gmail account.
* Open an e-mail.
* Click on the down arrow next to the date of the e-mail.
* Click the Show original link.
* A new window will open with the headers and body of the message.
* XeraMail
* Log into the XtraMail account.
» Click Options in the left navigation bar.
* Click the Display button.
* Change the Message Headers option to Fall.
* Click the OK button,
= Thunderhird
* Open the View menu.
* Click Headers.
» Select All
= Dutlook Express 4, §, &
* Open the message in its own window.
* Open the File menu.
= Click Properties.
* Click the Details tab.
* Click Message Source.

= Highlight, copy, and paste everything from the window.
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Outlook 98 and 2000
* Open the message in its own window.
* Open the View menu.
* Click Optioas.
* Copy the text in the Internet headers window and then paste it into a separate document.
* Close the Options window.
= Microsoft Exchange
* pen the File menu.
* Click Properties.
* Click the Details tab.
Click Message Source.
* Highlight, copy, and paste everything from the Message Source.

Address List

An address list is a sequence of any number of e-mail addresses, including zero. This list can include the fol-
lowing items:

L]

* Address groups

* Phrases

® Rracketed addresses {addresses between < and » symbals)

* Routes (domain names following @ symbols indicating the route the message took|
s Encoded addresses jaddresses in neme@ssreer formath

* Encoded domain names

Responses and Threading

The recipient of 2 message often sends another message in reply. This could go to just the sender of the original
message, or to the sender and all other recipients. When this happens, the references field in the header contains
the message identifiers of the other messages in the conversation. These identifiers are bracketed, meaning they
are between « and = symbaols.

The “in reply to” field contains the same information as these reference field message identifiers.

Attachments

One of the most useful features of e-mail is the ability to easily send files over the Internet. After 2 message has
heen received, an icon is shown for each attached file corresponding to the file type. Based on this file type, the
local operating system will decide what program to use when opening the file. It & very important to be careful
when opening executable files, because even if they come from a trusted sender, they could contain viruses.

Signatures

The sender has the option to attach a signature to outgning e-mails. This signature is a few lines automatically
J.ppcndrd tor the end of the MEssags |:||:-|l}'. [t can camtain any content the user wishes to include, such as the full
mame of the sender, physical contact address, or a legal disclaimer.

A signature is stored in a file on the sender’s local disk. The filename is based on the e-mail program used.
Signature files on Windows machines are commonly named signature sig or signature.txt, while on UNIX sys-
tems, .sig and _signatures are commonly used.
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Configuring and Testing an E-Mail Server

E-mail servers are programs that exchange e-mail messages with e-mail clients and other servers. They are
compased of the following parts:

* A storage area that stores the mail of local users
* Rules determining what mail should be accepted and what mail should be rejected
= A list of users

* Communication modules monitoring the exchange of mail

UMIX E-Mail Sarvar

There are several UN]:‘{-spm:iI:iL' e-mail servers, i:l1|.'|.1.ldl.l1.3 mail, mailx, qrn.:.i|. Pine, and Sendmail. All of
these keep log files and configuration files that can be used in the event of an investigation. Sendmail, in par-

ticular, creates its configuration data in jetcisendmail_cf. The syslogd file describes the events that Sendmail
should record.

Microsoft Exchange 2000 E-Mail Server

Microsoft Exchange 2000 e-mail server uses the Microsoft Extensible Storage Engine (ESE) to provide e-mail
services. Exchange records data in a transaction record. A checkpoint file or marker is inserted in the transac-
tion record to mark the most recent point at which the database was written to the disk. These files allow the
e-mail administratar to retrieve deleted or lost e-mail messages.

Novell GroupWise E-Mail Server

The Movell GroupWise e-mail server software has approximately 25 databases for e-mails. Every database is
stored in the OFUSER directory ohject, with a filename based on the username followed by a unique identifier
and a .db file extension. GroupWise mailboxes make it easy to retrieve specific data.

E-Mail Encryption and Authentication

Encryption is the only way to truly secure e-mail messages against sniffing and spoofing. However, this makes
it Empsossi ble for email servers to examine attachments for viruses, because the servers cannot read these
encrypted files.

All e-mail encry pticn approaches use public-key encryption to protect messages. The e-mail encryption pack-
age generates a private key for the user and a public key that can be given to the sender. 1f the message can be
decaded, it proves that it came from a source with the public key.

Baoth parties must use the same system in order to exchange encrypted e-mail. The two most popular systems
are Secure Multipurpose Internet Mail Extensions (S/MIME) and Pretty Good Privacy [PGF). PGP is not as
available for all users and not as user friendly. SFMIME is a standard used by numerous vendors that requires
external certificates. Both systems are available for free, although S/MIME requires the user to possess an
X.50% digital certificate setup. This allows the root certificate authorities to create a digital certificate that has
transitive dependencies between various organizations. End users can have difficalty acquiring fixed digital
certificates due to the time and financial costs required to administer them.

CenturionMail

Centurion Mail is a Windows-based utility that integrates with Microsoft Outlook to allow users to transfer
encrypted information through e-mail. This encrypted information is sent along with an attachment. Once the
receiver runs the attachment, it will prompt for a password that will decrypt the message.

Encrypted files can be sent using any user-defined file extension. CenturionMail uses 256-hit AES for strong
encryption. It maintains a password manager that securely stores and manages all passwords used by different
recipients, and provides password hints to the recipients should they forget their passwoard. It also contains a
shredder program to completely delete unencrypeed files.
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Kerberos

Kerberos is a widely used Internet authentication protoecol. A Kerheros Authentication Server (K AS) issues and
verifies client credentials. It is platform independent and vsed mostly by UNIN systems and the Microsaft Active
Directory service. Kerheros authentication follows these steps:

1. When a client logs onto a system, the client sends a request to the KAS for credentials.

2. Once the client is verified, the KAS allows the user to establish a connection. | returns a session lcn:.- that
will be used to encrypt Further service requests in the current session.

3. The user or client must provide that key to KAS for any network connection.
4. KAS provides a session ticket that will be valid for that particular sesion.
5. Finally, the client issues a service key to the service provider to establish a connection to access the
network resource.
Hushmail
Hushmail is a Web-based mail program that provides encryption. Its services include:
* PGP-encrypted e-mail
® File storage
* Efficient domain service
® Hush Messenger instant messaging
Hushmail has the following key advantages:
= Hides IF addresses in e-mail headers
= Highly secure
* Free
However, it has the following disadvantages-
* Very small inbox for free accounts
* Paid membership required to use protocols like IMAP and FOP3

Pretty Good Privacy (PGF)

PGP is a free and powerful enceyption program for both files and e-mails. It runs on multiple platforms and
provides features like message encryption, digital signatures to verify a sender’s identity, and data compression.
The BSA algorithm is used for message encryption, key transpart, and digital signatures; IDEA is used for bulk
message encryptions; and MD3F is used for computing the message digests.

A PGP signature is different for every message, because it is based on hath the message and the user’s secret
key. Each key is a very long number, such as the following example PGP signature:

mMCHATGvwAARAAREEANOX IO 6qfdoZzy2NgdquasEfsgdBfdot caqank SR nou EHERE
20rg¥rkVmnEcANTp/ EdBkTHISLeEybOdbri ahn JWnngPp+ P w8+ WiTkQSHT2E7E
10TituePxukl EQSpgywHwByxtO3IgljkIth /pRvEyitiCy wlbjnbPFHw2 S=t ARUR
tC2sh2dpbi BXaclodaxl IDxma XTzd KBy Qa9 6 ZW 1 hakwu Y29 LmF1Pok ALJMFEDGY
WOEE2zxREMk T QEERV 0D 19 J81dscj 2bRT0uDaLoY+LET] TlyxdONZ2cyePE+3ep
ShCHocsgHAGVHIDEQoE)THr xHmYgnEEad/+den/FEkOnt /bvEAD1 0Sm+STSoTKAh+
MaavuvdophwkiIPQbIoIELemtwSdicyEEndp+0+02xdxhod 20 TEnitT+HEzammay
=Ysjn
Secure Hive

Secure Hive is a file encryption tool that uses digital signatures to secure archive files and documents. It is able
to integrate with Microsoft Office applications and supports a command-line interface for batch processing files
and archives. Secure Hive's graphical interface is shown in Figure 2-2.
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Figure 2-2  Secure Hive is a simple file encryption tool.

Softalk WorkgroupMail

‘Workgrouphail is a mail server that provides spam filtering, comtent filtering, server-based virus protection,

:ll.'ld ‘hlmd ﬂ.dd ress bl:ll:\k Fl.l.ﬂ.!._ril:ll'lﬁ.
After downloading the program, a user should fol low these steps to install it:

1. Open setupexe, which will open the Welcome screen shown in Figure 2-3. Click the Next button.
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Welcome to
WorkgroupMail

Wou need only rstal
‘Warkgrouphdiad on one
computer (the computer you
wish to use as wour mail
Aabawmy).

Afler thad, just configure your
‘:Mﬂ rlicurhe tn yeea thic commor

s | e

-
¥

Figure 2-3  Click the Next button on the Welcome screen.



210 Chapter I

1. Read the license agreement, shown in Figure 2-4, and click the Accept button to continue.
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Figure 2-4 fccept the license agresment.

3. On the next screen, click the Install WorkgroupMail as an executable program button, as shown in Figure 2-5,

and clidk the Mext button.

Waorkgroup Mail
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Figure 2-5

Install Workgrowphail as an executable program.
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4. Select a destination folder to install files, as shown in Figure 2-6, and then click the Next button.

5. Click the Standalone mail server button, as shown in Figure 2-7, and then click the Mext button.

Figure 2-7  Configure WorkgroupMail a5 a standalone mail server.

n
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6. Enter user details, as shown in Figure 2-8, and then click the Mext button.
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Figure 2-B Enter user details.

7. Enterthe IP addresses to wse as the primary and secondary DNS servers, as shown in Figure 2-9, and then
click the Next button.
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Figure 3-8 Enter the primary and secondary DN5 server

IP addresses.
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B. Read the summary page shown in Figure 2-10, and then click the Finish batton.
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Figure 2-10  Read the summary page and click the Finish button.

Configuring Outlook Express

Microsoft ODutlook Express is included with most Windows installations. To configure it, a user should open it
and then follow these steps:
. In the Infernet Accounts box, dick Mew Ouilsok Express account, and then click Properties.

. To identify the new mail account by 2 name other than the default name, type the desired name in the
Mail Account box. This name is known as the friendly name for the account.

3. Click the Connection tab.

I =

* Ifalocal area network (LAM| is used: check the Always connect to this aocount chedkbo, click Local
Area Metwork, and then click the OK button.

* To add a different type of connection, such as a modem or an 15D line: check the Always connect o
this acconnt checkbox, click the Add button, and then follow the prompis to configure the required
connection type.

4. Click the Finish buttan.

E-Mail Protocols

A protocol is a set of rules thar govern the exchange of information over netwoarks, The mail client and mail
server can exchange data with each other using various protocels, including the following:

= SMIME
= POP
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= SMTPF
= IMAF
= POP1

Multipurpose Internet Mail Extensions (MIME)/Secure MIME

S/MIME is an approach to encrypted e-mail using RSA commercial public keys. It is a free standard that has
extensive industry support, but it is based on fixed, commercial X_509 certificates. Companies can generate
their own nonrooted certificates using the Windows Certificate Server service or Open 35L. However, it is a
very complex process, and these new certificates must be physically exchanged hetween organizations that wish
to securely mail one anather.

T use SIMIME encryption, a digital certificate must be acquired from a certificate authority and installed in
the user's e-mail client. S/MIME is not, by itself, an encryption algorithm or a standard. Some S/MIME execu-
tions wse RC2 40-bit encryption, which is very fragile and can be broken quickly using brute-force methods, but
it was the highest level of security that the United States would allow to be sold abroad at the time of its develop-
ment. It also supports 56-hit DES, which is marginally hetter, and Triple-DES, which offers 168-hit security.

T make use of encrypted e-mail on the client side, the user downloads a certificate from a reliable provider
and introduces it to the mail client. Later, the user encrypes e-mail messages sent to others, which indude the
user’s public key. This will be installed in the receiver’s key ring.

Pretty Good Privacy (PGP)

PGP and OpenPGP e-mail encryption use a standard protocal to encrypt e-mail. PGP is not built in to
mast e-mail applications, but it can be added. PGP is slightly less intuitive and user friendly than S/MIME.
Huwever, it is easier to use for small sites, because personal key pairs can be generated without the need of a
certificate authority.

Even though PGP does not inchude fixed transitive security, it does use o methodology called “a web of truse.”
Those who use the system sign the posted public keys of those people that they know face-to-face, in order to
confirm the identity of the person. This mutwally authenticates users and requires substantial participation to
work. It works out extremely well for business asociates, because they can mutually certify each ather.

Simple Mail Transfer Protocol (SMTP)

Simple Mail Transfer Protocol (SMTP) allows mail to be sent from the source to the destination without any
data loss. Communications are transferred using interprocess communication environments (IPCEs), allowing
ane process to communicate with the other directly. All IPCEs are connected to one another.

I 58T, the communication starts with a mail request. The sending server establishes a two-way trans-
mission channel with the receiver. SMTP commands allow these two servers to communicate. The receiver
acknowledges the requests with an OK reply. The sending server also transfers an RCPT command to designate
the mail recipient. If the receiver does not give an OK reply, then the mail is rejected.

SMTF has the following vulnerabilities:

* Remote attackers can send malicious server response messages to SMTF components of servers and

Exchange routing engines, which can execute arbitrary code.

= Attackers can use DN5 response messages to affect the server applications. If this attack is successful,

the attacker gains control over the server.

To counteract these valnerabilities, administrators should wse a firewall to block TCPF nerwork traffic. TCP
metwork traffic should be blocked for Windows Server 2000 SMTF companents, which handle DMNS lnokups.

Internet Message Access Protocol (IMAP)

Internet Message Access Protoecol (IMAT is a protocol used to access e-mail or bulletin hoard messages that are
stored on a shared mail server. It allows the dient -mail application to access remote message backups as if they
were lecal. An e-mail saved on an IMAT server can be accessed anywhere, with no need to relocate messages.

Post Office Protocol Version 3 (POP3)

POP3 [Past Office Protocol version 3) supports offline message access, in which the messages are downloaded
and are then remaved from the mail server.
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POF3 uses case-insensitive keyword commands, ending with a pair of CRLFs (carriage return/line feeds).
Keywords are three to four characters in length, and can be follvwed by a single space and then any arguments.
Responses in the POP3 are comprised of a status indicator and a keyword. All responses also terminate with
a pair of CRLFs. Responses can be a maximom of 512 characters, including the terminating CRLF. There
are two status indicators: positive [+0K) and negative [—ERR|. These indicators must always be presented in
capital letters.

When the TCP connection is established, the POP3 server sends a response to the connection reguest, and
the session enters the authorization state. In this state, the client has to show its identity to the POP3 server. The
server then obdains the resources related to the client's mail dmp. and the session enters the transaction state.
Here, the client requests actions from the POP3 server. When the client sends the quit command, the session
enters the update state. The POFP3 server releases the resources obtained during the transaction state and guits,
closing the TCPF connection.

Client-Server Architecture

The LAN and Internet exchange data from a central server to a set of connected client computers. This configu-
ration is called the client-server architecture. The server runs an e-mail server programs such as Exchange Server
2000, GroupWise, or Sendmail to offer e-mail services. Client computers use &-mail programs such as Outlook
or Thunderbird to connect to the e-mail server in order to send and receive e-mail messages.

Client-Server Architecture in a LAN

Ima LAM, the e-mail server is usually a component of the local network. LAMN e-mail programs are company
specific and provide limited features. For example, 2 LAN e-mail system does not permit users to create ad-

dresses of their choice.

Client-5erver Architecture in the Internet

An organization that provides e-mail services, such as Gmail or Hotmail, runs its e-mail server on the Internet.
Any user can use these services by connecting to the Internet and providing a username and a password.

E-Mail Security Risks

Spam

Spam is any commercially driven, unwanted bulk mailing. Spammers have developed a range of spamming
techniques, including e-mail spam, instant messaging spam, Usenet newsgroup spam, Web search engine spam,
‘Web log spam, and mobile messaging spam.

E-mail spam involves transmitting identical, or nearly identical, unwanted messages to a huge number of
recipients. Most e-mail programs and servers have filters to detect spam, but modern spammers have created
tricks to bypass these filters.

Spammers acquire e-mail addresses through a variety of means, including Usenet postings, DNG listings,
Web pages, and guessing names at familiar domains. Ome technique, known as e-pending, involves guessing
e-mail addresses using specific names, such as residents in a community. Many spammers employ programs
called Web spiders to harvest e-mail addresses from Web pages. However, it is possible to deceive these
programs by replacing the @ symbol with another symbol, such as # or even the word ar, when posting an
e-mail address.

E-mail spammers are careful to hide the origin of their messages. They can achieve this by spoofing e-mail
addresses, which is similar to Internet Protocol spoofing. Spammers alter e-mail messages to make it appear as
if they are originating from another address.

Crpen-relay servers use old, less secure versions of SMTF, so spammers use them frequently. As open relays are
hecoming ohsolete, spammers are using broadband connectivity to hack home computers, infecting them with
viruses and using them to send spam, much like a DDeS attack. Hackers sell access control codes to spammers
so that they can easily exploit systems.

SMTP protocol has no buoil-in authentication mechanism that can stop spam on the Internet, and it
does not reliably identify the sender. It is difficult to trace spammers, and the total bandwidth loss cannat
be cabculated.
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Protection Against Spam
The fallowing methods can be effective in reducing spam:

* EMTF sevver muthentication: This method sets the SMTP server to discard mail from unaothorized
users_ It will not allow messages from open relays. Closed relays can send e-mail only to users whao are
already authenticated or already allowed based on their 1P address.

* Host-based and netework-based mthentication: In this method, the e-mail server relays e-mail to recipi-
ents who are in the hosted domain list or inside the Jocal IPF domain. This can be a problem for users
wha travel frequently.

* Web e-mail irterfaces: This method provides a secure Web interface for private -mail servers. Web
e-mail interfaces provide a secure mechanism for traveling users.

® POF before SMTF anthemtication: In this method, users who have made a valid POF conmection are
then allowed to make an SM TP connection. Therefore, as long as a user can retrieve his or her mail
{D:".Tl a Server, ]'lﬂ or Shl'! 5'1}:”'.!'1 I'.\l‘ ﬂllﬂ“'fd L) EEnll E'mﬂ.il LISIng lhﬂ.T SAmME SeTVer.

Systeanatic spam prevention: This method stops spammers from sending mail and blocks mail from
exploited relays. Some of these methods may examine e-mail messages for indications that they are spam
and block them if they are.

® Mail abuse prevention system {MAPS): This system scans e-mail Web interfaces, which are open relays,
and sends a copy of spammed messages to itself through a Web server. It thus creates a blacklist of
specific spammed e-mails, allowing the user to block spam by checking the mail list of spam copies in
the database. It is very effective, but also very expensive.

Spam Flters

A spam filter identifies and then blocks or diverts incoming spam. This software can be installed an a mail server
or the user's machine. In addition to scanning the messages themselves, spam filters check e-mail senders against
lists of known spammers. Messages can be filtered based on the following critera:

* Sender’s e-mail address

= Particular words in the subject or message body
® Types of attachments

* Sigmature words

Spam can be filtered using either the peer-to-peer method or the Al technique. In the peer-to-peer method,
users report and delete spam messages using a Spam button in their e-mail clients. This is reported back to
a central server. Once a sufficient number of wsers report that message as spam, it is deleted from everyone
else’s inbox.

With the Al technique, sophisticated spam filters search for keywords and try to decipher the overall meaning
of the message. This can be very effective in reducing false positives.

Hoaxes

An e-mail hoax is simply a lie propagated through forwarded e-mails. It is faidy commaon for innocent users to
pass these false messages along, thinking they are helping others aveid some sort of threat, such as a computer
virus. In soame cases, these hoax e-mails contain viruses themselves.

When receiving an e-mail warning of some threat, especially if it has instructions to pass it along to as many
people as possible, users should check the e-mail's facts. The easiest way is to simply perform a Web search on
its claims and see if it has been widely reported as a hoax. Figure 2-11 shows an example of a hoax e-mail.

Phishing

Phishing (possibly derived from *password harvesting fishing™) is an e-mail security threat where an attacker
tries b obtain sensitive information such as passwords and credit card details using false e-mails. The attacker
can then use this information to steal a user’s identity. Users must be trained to resist phishing attacks.
Phishing usually involves re-creating a legitimate Web site to trick users into entering sensitive data, thinking
that they are on the actual, trusted site. For instance, a common phishing e-mail pretends to be from a major
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Figure 2-11 This is @ hoax e-mail. Mote that it gives specific instructions to “pass this information on to
your friends, acquaintances and work olleaguees.”

bank's customer support division, asking users to click a link and enter their usernames and passwords. The link
leads to a site that looks like the bank's real site, but the login information is forwarded to the attacker.

snarfing

Snarfing is when an attacker intercepts e-mails and extracts confidential information from them.

Malware
Malware is any computer code that causes undesired outcomes. These outcomes include:

* Establishing a communication link with a remate system and permitting unauthorized access
* Crashing the PC or program
* Redirecting the browser to unwanted Web sites

* Helping an attacker take over the system

To avoid malware, users should be certain to run all e-mail attachments I:|1.r|.'-|.|.g|.'| virus scanners before
opening them.

Viruses

A virus is a type of program that can duplicate itself by making copies. It is triggered by a user running a pro-
gram, and it quickly replicates iself. A user might transmit it over a network or execute it on removable media.
Viruses can also spread to other computers by corrupting publicly accessible or shared files.

The most common targets of viruses are executable files that have application software or are parts of the
operating system. They can also corrupt the executable boot sectors of floppy disks, script files of application
programs, and documents with macro scripts.

Gateway Wirus Scanners An e-mail gateway virus scanner can be a more practical solution than installing
virus scanners on every computer unit. The gateway virus scanner catches viruses as they enter through the
gateway. These need to be updated frequently in order to always catch newer viruses. The majority of gateway
virus scanners also include spam filters.

There are several different gateway virus scanners, differing in the pace at which the vendors discover new
viruses and deploy new virus definitions, how easy they are to use, and the cost of the software. They all use
roughly the same methods for detecting viruses.

Outlook Viruses Ouotlook and Outlook Express have unigue security troubles because of their tight inte-
gration with Windows. These viruses can implement scripts in e-mail messages that can cause significant
damage.
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Muost Outlook viruses go through the user’s Outlook contacts and then e-mail themselves to all the addresses
present in the address book. These malicious messages appear as if the infected user has sent them, so the users
associates are likely to trust the messages and may even open attachments. If the user has S/MIME public keys,
the virus can even encrypt itself and send itself to receivers who accept only encrypeed mail.

Wornns

A computer warm is a self-replicating computer program. Unlike a virus, it reguires no human intervention to
replicate. They are often designed to exploit the file transmission capabilities found on many computers. Like a
virus, a worm may be designed to perform malicious activities, such as delete files on a host system, send docu-
ments via e-mail, or transmit other executables. If nothing else, 2 worm can cause loss just with the network
traffic created by its duplication.

Trafan

Trojan horse attacks can breach computer security and cause serivus threats. A victim may not only be under
attack but may also be used as an intermediary to attack others.

Trojans are attached to innocent-looking files. For example, if the user downloads a movie or a music file,
opening it could release a program that erases the hard drive or compromises sensitive data. A Trojan could
install a backdoor, making the user’s computer a server that the attacker can access and control.

E-Mail Spoofing
E-mail spoofing invalves altering an e-mail to make it appear to come from a different source. SMTF does not
have a buailt-in authentication mechanism, which makes e-mail speofing commaon.

An e-mail server can be programmed to refuse SMTP connections from any e-mail server that doesn’t have
a legitimate registered domain name. In some cases, it is even possible to reject mail from all but a few trusted
domains of business parmers. These methods will not only decrease spoofed mail but will greatly decrease the
spread of viruses and worms from unknown sources. E-mail encoding can also be used to protect the contents
of e-mail and confirm that the message originated from the user who transmitted the public key.

Attachment Security

While attachments are a very convenient way to transfer files, they also pose a danger for the propagation of
mabware. Multipurpose Internet Mail Extension {MIME) is an IETF protecod for encrypting and sending files
along with attributes that identify how the files should be decrypeed. MIME can also be used to send multimedia
content over Web pages.

Scan and Block All E-Mall Attachments

It is easy to block e-mails with e-mail servers, but it does not protect against spoofing. E-mail servers with
apen access, such as Exchange, have the ahility to block attachments. When using an e-mail server that does
nat contain a blocking function, a UMIN-based relay server can be installed between the e-mail server and the
Internet. MX |Mail Exchange| servers should be installed to send mail to the relay server. User machines should
he configured to permit the MX records to transfer e-mails from the user’s system to the relay server and from
the relay server to the administrative e-mail server.

Server settings can be changed to be more lenient or strict in allowing attachments. Attachments can also be
decoded and moved to the FTP directory of the mail server so that the administrator can inspect them.

Parnnit Pracise Attachments

End users should be aware of the attachments they send and receive. Mail servers can be configured to permit
anly certain, specified attachments. The user may only expect certain file types, like Office documents or pdf
files, and the server can block the rest. Office documents can still contain malicious macros, but most illegiti-
mate attachments will be eliminated.

Use Third-Party E-Mail Servers

By transforming an e-mail server into an e-mail firewall, most e-mail security problems can be eliminated.
E-mail firewalls scan e-mails for harmful scripes, block e-mail attachments from open relays, and block mail
from illegitimate DNS servers.
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Forcing POP3 traffic to pass through the firewall increases security. Corporate users should not be allowed
ey wse pnmuna| e-mail accounts, which would allow unchecked attachments to enter the corporate network.

Block Attachments
Operating systems have built-in mechanisms to identify and block certain attachments. The following file types
can be dangerous and should be blocked:
= Executable [.exe)
* Command [.com)
* Command [.ocmd)
* Program information file (.pif]
* Screensaver (.scr)
* JavaScript [.js or _js=)
* WBS5cript [xh, vbe, vbs)
* HTML application [.hta)
= Microsoft Installer p:.l.'lcaH,c |-musi, .mst, .msp)
= Registry files (.reg)
* Program links {.Ink)

Microsoft Outlook has a feature to quarantine executable mail attachments. Attachments with the following
file extensions should be blocked without regard to the sender:

* Extension for M5 Access projects | ade)

= MS Access project [adp)

* Class module for Microsoft Visual Basic | bas|
* Compiled HTML help file (.chm)

* Control Panel extension (.cpl)

* Security certificate {.crt)

= | [,:~|p- file l:.hlr.-_l

* Sptup information (.inf)

* Internet Waming Service [-ins|

* Internet communication settings [-isp)

* Microsoft Access add-in program (.mda)

* Microsoft Access database (.mdb)

= Microsoft Access MDE database {.mde)

= Microsoft Access wizard program [.mdz}

* Microsoft Common Console document | msch
* Vigual Test source files [.mst]

* Microsoft Visual Test compiled script (also used by PhotCD) (ped)
* Windows sCript companent [sce)

* Shell scrap ohject |.shs)

* Internet shortcut )

* Windows SCript companent [wsc)

* Windows Script File | wsfh

* Windows Script Host settings file [wsh)

Metwork administrators working on cross-platform applications often use the Perd language for administra-
tive scripting. Its .pl and .pls extensions are as dangerous as the js and whs scripting extensions. 1f a hacker
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determines that the administrator is using Perl, the system can be attacked. This is why it is necessary to only
allow attachments that are known to the user and to strictly block other file extensions.

E-Mail Bombing

E-mail bombing involves transferring a huge amount of e-mail to the victim, crashing the victim's e-mail ac-
count. This can also cause the service provider to delete the account, due to too much incoming traffic dogging
the network.

Oine way to do this is to subscribe the victim to a large rumber of mailing lists. Some of these lists produce
anly a few messages per day, while others produce a great deal. Another, more direct way is to create a message,
entering the e-mail address of the wictim numerous times in the To: field, and press the Send button many rimes.
For instance, entering the e-mail address 20 times and pressing the Send batton 40 times sends 800 e-mail mes-
sages to the victim™s inbox. There are numerows hacking tools that automate the process of e-mail bombing.
These tools send numerous e-mails from many diverse e-mail servers, which make it very difficult for the victim
to take countermeasures or even identify the attacker.

Increasing E-Mail Security

An administrator can follow these basic guidelines to increase e-mail security:

* Text-based mails are safer than HTML e-mails.

* The preview feature of the e-mail client must be disabled. Users should be required to manually
open e-mails.

* E-mail received from unidentified sources must be deleted.

* E-mails requesting sensitive information must be verified for authenticicy by checking with the com-
pany’s Web site. Employees should open e-mails received from the organization’s technical support team
only after they have confirmed their authenticity with other employees.

® Fach attachment must be checked for the presence of a virus or worm. E-mail attachments must never
be directly opened from an e-mail application; they must be saved to disk and then scanned for viruses.

1f the sender's address, name, and other information do not seem familiar or cannet be verified, it is bet-
ter to ignore the attachment. Take extra care with files with executable extensions |discussed previoushy

in this chapter|.
It is recommended not to use e-mail addresses as usernames on external Weh sites.

® Use a personal e-mail address for persomal activities, such as online shopping.

When giving out an e-mail address, do so in the form of plaintext rather than hyperlinks.

Spam filters must be implemented.

Personal use of e-mail must be governed by the organization’s acceptable use policy.

Quarantining Suspicious E-Mail
A gquarantine system diverts suspicious mail, like spam, to a predefined folder. The messages in quarantine will
he available for @ set amount of time, wsually four weeks, after which they will be deleted. The user can also
manually delete them. This can significantly reduce the space taken up by e-mail accounts, as well as reduce
e-mail security risks.
Vulnerability Checks
Vulnerahility checks assess the performance of an e-mail system. These checks carry out the following tests:

* Testing if the system will accept e-mail with long subjects

= Testing if the system will accept artachments containing executable files with no filenames

® Testing if the system can block e-mails with attachments having long filenames

® Testing the functionality of antivirus software
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Tools for E-Mail Security
ClipSecure

ClipSecure, shown in Figure 2-12, is a fresware encryption tool that provides security to e-mail clients and other
text-based applications. This tool uses algorithms like AES, DES, Blowfish, Mars, and RC6E to encrypt text on
the Windows clipboard, which can then be pasted in an e-mail message.

Crypto Anywhere

Crypto Anywhere is a portable, freeware e-mail program small enough to fit on a USE flash drive or even a
Hoppy disk. This tool allows users to transfer mail from anywhere without any installation. It offers public-key
encryption, in which a receiver nesds decryption software, and self-decrypting messages, where the receiver
just needs a password. Crypto Anywhere is shown in Figure 2-13 and uses encryption algorithms like R5A

public-key encryption, the Twofish block cipher, and the 154 AC random number generator to provide a high
level of security to e-mail messages.
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BCArchive

BC Archive allows users to compress groups of files and folders to a single encrypted file. It uses software like
ZIF, RAR, and AR] to compress files simply and securely, and then uses various encryption algorithms to
pratect the archive. To decompress the files, the user has to give the archive password. This tool uses strong
encryption algorithms like Elowfish, IDEA, Triple-DES, and CASTS, as well as hash algorithms like SHA-1,
MDS, RIPEMD-160, and asymmetric key algorithms.

BCArchive is shown in Figure 2-14 and has the following features:

® Creates an cnl.'r}'pbrd archive file that is prubrcb:d I'.q. a pase:-.wn:d or another user’s pu.H.in: lcc:.-

® Creates self-extracting exscutables that do not require the recipient to have the BCArchive program
Cryptainer LE
Cryptainer LE is a free, 128-hit encrypeion tool that creates multiple 25-MB containers for encryption on the

hard disk. A single password allows the user to modify, view, and hide all types of files. It is also portable, so it
can be used on a removable drive without any installation. Cryptainer LE is shown in Figure 2-15.
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GFI MaillEssentials

GFI MailEssentials is a server-based e-mail security tool. Its Bayesian filter uses a mathematical formula to catch
spam, using rules automatically downloaded from the vendor as well as by leaming from messages marked as
spam by its users. It allows the user to decide what to do with spam: delete it, forward it, or put it in a folder.

It also includes a list server for automating mass mailings, such as newsletters, as well as allowing users o
subscribe and unsubscribe whenever they wish.

GFI MailEssentials integrates with Exchange and can use Microsoft Access or Microsoft S0)L Server as the
back end. It can record all incoming and outgoing mail 0 a Microsoft S0L Server database. A user can search
archived mail for an exact message or a whole e-mail thread using the built-in Web interface.

Figure 2-16 shows GFI Mail Essentials’ configuration screen.

SpamAware

SpamAware is an add-on for Microsoft Outlook and Outlock Express. It uses Spam Assassin to keep a count of
the mail entering the mailbox of a user, and it handles spam messages by either putting a mark in their subject
lines or by forwarding them to trash folders. It also supports black and white lists, indicating which contacts
are always safe and which are known spammers. Spam Aware is shown in Figure 2-17.
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Figure 2-16 GFl MailEssentials provides spam filtering as well as list server
functionality.

Figure 2-17 Spamfwvare either mariks spam messages ar puts
them directly into trash folders.
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Tracking an E-Mail
E-mail tracking helps users protect e-mail servers. The main uses of e-mail tracking are:

= Users can quarantine messages before they enter the network.
* Baoth incoming and outgoing mail can be filtered for inappropriate and unauthorized content.

= [t can block wiruses, spam, and suspicious mail.

Lowering junk mail conserves system bandwidth and network resournces.
* Administration and report generation can be simplified.
* E-mail tracking controls and facilitares policy enforcement.

® Tracking an e-mail ensures delivery of a message.

Confidential data are protected.

ReadNotify

ReadMotify is a powerful tool that performs e-mail tracking services. It tells users when a sent e-mail is read,
renpened, or forwarded. Fead Wotify is shown in Figure 2-18 and provides a report containing the following:

* Time and date an e-mail was opened

® Lacation of the recipient

* 1P address of the recipient

® E-mail address of the forwardsd recipients I3 pl:-sb.iHc:-
= List of clicked URLs in the message

* Duration the e-mail was open
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Chapter Summary

E-mail, short for electranic mail, is the most commaon form of person-to-person communication over
the Internet.

FOP3 |Post Office Protocol version 3] is the standard protocol for &-mail clients.
Web-hased e-mail allows users to send, receive, and manage e-mail through ‘Web browsers.
The e-mail header is the text at the beginning of the e-mail message, generated by the sender's e-mail client.

It is very important to be careful when opening executable files that have been sent as an attachment,
because even if they come from a trusted sender, they could contain viroses.

E-mail servers are programs that exchange e-mail messages with e-mail clients and other servers.
Emcryption is the only way to truly secure e-mail messages against sniffing and spoofing,
S/MIME is an approach to encrypred e-mail using RSA commercial public keys.

PGP and OpenPGP e-mail encryption use a standard protacol to encrypt e-mail.

Simple M atl Transfer Protocol (SMTT allows mail io be sent from the source to the destination without
any data loss.

Internet Message Access Protocol (IMAP is a protecol used o access e-mail or bulletin board messages
that are stored on a shared mail server.

Spam is any commercially driven, unwanted bulk mailing.

Phishing is an e-mail security threat where an attacker tries to obtain sensitive information such as pass-
'“'L'Fras- ﬂnd I.'rEdl.T I.':H.'d. dﬂiils Ll.sil'ls t‘ﬂl;ﬂ E'mﬂl.ls.

E-mail spoofing involves altering an e-mail to make it appear to come from a different source.

Review Questions

1. What are the elements of an e-mail?

2. What are the different types of e-mail?

3. What is the difference hetween Web-based e-mail and POP3 e-mail?
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4. What are the components of an e-mail header?

5. Whar attachments should be blocked, ar at least handled with care?

. What are the elements of e-mail encryption?

7. What are common e-mail protocals?

8. What is e-mail spoofing?

9 What is spam?

10. What is e-mail bombing?
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11. What are some tools that can be used to secure e-mail?

Hands-On Projects

. Use Spam Reader to extend Outleok functionality with a Bayesian spam filter.
Mavwigate to Chapter 2 of the Student Resource Center.

Install and launch the Spam Reader program.

Click Good Email to select useful mail.

Click Junk Email to select the junkispam e-mail.

Click Black List and then click Add.

Type the name and e-mail address of a known spammer and click OK.
Click DK in the main window to finish serup.

. Use Spytech Spam Agent to remove spam and indicate when there is new mail waiting by
playing a sound or pop-up message.

Mavigate to Chaprer 2 of the Student Resource Center.

Install and launch the Spytech Spam Agent program.

Click General Options.

Click the Startup Options tab, select the necessary startup options, and click OK.

Click the Account Information tab, fill in all information about the e-mail account to be
used, and dick DK,
Click the Thread Priority tab, select an option to set its priority, and click OK.

3. Use SpamExperts Desktop to filter the e-mail in a POPVIMAP account for both spam

and viruses.
Mavwigate to Chapter 2 of the Student Resource Center.
Install and launch the SpamExperts Desktop program.
Click Edit and then Settings.
Click the General Settings tab and view the details.
Click the Intercepted Email Applications tab and view the details.
Click the Periodic Retrieval tab and view the details.

Click Blocked Senders, right-click on the window, and select Add Mew Address to add
addresses to be blocked.

Click Allowed Senders, right-click on the window, and select Add New Address to add

trusted addresses.

4. Use ReadMotify to send an e-mail and track the usage, location, time, and date the e-mail

is opened.
Wisit fttp S readrotify com.
Sign up for a free account.
Open your primary e-mail program.

Create o new message.
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In the Toc field, enter your secondary e-mail address, followed by “readnotify.com.” For
example, if your secondary e-mail address is user@domain.com, send the mail message to
wser@domaim.com. readnotify.com

Log on to the secondary account and read the message.
Forward this e-mail to any other e-mail accounts you have.
Visit bttt readmotify. com.

Log on.

View the tracking information of the e-mail that you sent.
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Chaptar

Authentication, Encryption,
and Digital Signatures

Objectives

After completing this chapter, you should be able to:

Understand authentication using encryption and digital signaturas
Understand message authentlcation using cry ptography

Analyze popular encryption schemes

Understand the IPSac anchitecture

Understand the certificate encryption process In digital certificates
Understand digital signatures

Key Terms

Asymmatric-koy encryption  an encryption method using 2 key pair or two keys: a public key
and a private wne to encrypt data and the other to decrypt those data

Buthantication token  a physical device used to authenticate users

Ciphartoxt  data which cannot be understood withoot decoding it first

Digital cartificate  an elect document that bins asymmetric key pair to the
identity of an individual and is issued by a trusted t it can be used to distribute the

ce @ unique ciphertext, called a
f the size of the original data and
decrypted, but is used instead to prove the integrit the data
Ralnbow tabla  a predefined list of hash values for letters, numbers, and special characters that
vws for a time-memory trad when trying to match, and therefore crack, a hashed password

by comparing the password hash against the table list
Socurity policy  a set of 1PSec security settings
Symmotric-kay encryption  an encryption method using a single key, also called a secret or

, ts both encrypt and decrypt data
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Introduction to Authentication, Encryption, and Digital Signatures

When communicating over an open netwark, such as the Internet, it is important to be able to trust the other
party when handling sensitive data. This chapter teaches you several technologies being used o authenticate
users and encrypt data, and introduces you to the concepe of digital signatures. All of these concepts make it
possible to be absolutely certain that the person on the other end of the line is legitimate and that no one tam-

pered with the data during transit.

Authentication

Authentication is any method of verifying an individuals identity, usually using usernames and passwords. It is dif-

ferent fram authorization, which is providing individuals access to system objects based om their identity. Every user

either chooses a password or is assigned 2 password, and must keep that password secret to avoid identity theft.
Passwords must be created so they cannot be easily guessed. They should use ar least eight characters and

include numbers and special characters.

In addition to passwords, sometimes physical authenfication tokews are used. These devices can be used
much like a credit card to bog into the network or can present a constantly changing number to authenticate the

user. Some authentication tokens can be plugged into computers using USE ports.

RSA SecurlD

R5A SecurlDd provides two-factor authentication based on both something the user knows (a password or PIN)
and something the user has (an authenticaror). Because it uses two factors, it is more secure than just a simple
password. SecurlD) is useful for authenticating users before they interact with applications through any of the

fallowing means:
® VPNsand WLANs
* E-mail
* Intranets and extranets
= Microsoft Windows desktops
* Wb servers
= Other metwork resources

The R5A authentication methad has become an industry standard for asset security.

Smart Cards

A smart card is @ small card that contains a microprocessor and memwory chip. The microprocessor is used o
add or delete the information on the memory chip. It can only underta ke predefined operations, so it is especially

useful for authentication.

VeriSign Authentication

VeriSign Unified Authentication provides a single platform for an organization's strong authentication require-
ments. Using this platform, security is handled remotely on VeriSign's servers, which allows it 1o be constantly
updated with no action required by end users. Authentication methods include the VeriSign Unified Authenti-
cation Multipurpose Mext-Generation Token Hybrid and USE Token, the VeriSign One-Time Password (OTF)

Tken, and the VeriSign Secure Storage Token.

Authenticating Network Clients

{On the Intermet, once information reaches a firewall, the source must be identified. The firewall determines
users’ identities using digital signatures, public keys, and private keys that are established by complex algorithms.

These methods can also be used to encrypt and decrypt e-mail messages and filles.
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Encryption

Encryption is the process of converting data into ciphertext, which cannot ke understood without
decoding it first. Reading an encrypted file requires access to a secret key or password that can be wsed
tor decrypt it. Due to the public nature of the Internet, it is important to encrypt many types of data when
communicating, including:

* Credit card information

* Social Security numbers

* Private correspondence

* Tersonal details

* Sensitive company information

* Bank account information

There are fwo main computer encryption systems:

1. Symmetric-key encryption

2. Fublic-key encryption

Implementing Encryption in Firewalls

Firewalls perform encryption only on certain components. They mainly focus on features such as packet
forwarding and MAT (Metwork Address Translation). Though the firewall protects the system from attacks,
executable code can be corrupted before it reaches the firewall, often through malevolent e-mail attachments
or HTTP downloads.

Encryption is impartant in firewalls for the following reasons:

* Protects from attacks

* Preserves data integrity

* Enhances confidentiality

* Allows user authentication

* Frables Virtual Frivate Netwosrk (VPR

Hackers take advantage of poorly encrypted firewalls by performing both active and pasive attacks. Ac-
tive attacks hijack communication sessions, disabling the server and giving the attacker control of the session.

Passive attacks include packet sniffing and programs that scan for open ports to be compromised. Figure 3-1
shows a vulnerable, unencrypted packet, while Figure 3-2 shows an encrypted packet.
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Figure 3-1  This shows an unenorypted packet, intercepted by a hacker.
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Figure 3-2 This showes an encorypted packet, protected from hackers.

Cost of Firewall Encryption

The primary cost of encryption is CPU time. The bastion host hosts the firewall and performs encryption along
with ather security functions. Encrypted packets must be padded to a uniform length in order o wock with
many encryption algorithms, which increases the time needed to process them. Encrypting and decrypting data
in the firewall slows down the system, which increases the time it takes to perform other tasks. In addition, the
administrator will have to review firewall log files, adding a cost in human time.

Presarving Data Integrity

The main reason to encrypt information is to preserve its integrity. Encrypted packets cannot be meaningfully
madified, so they will remain accurate. Seill, threars such as man-in-the-middle attacks are possible, where
hackers intercept encrypted data sessions o overwrite data. However, most authentication methods will catch
this tampering, thus maintaining data imtegrity.

Along with data integrity, encryption provides nonrepudiation. This protects each participant from the other
party denying what took place. Encryption confirms that the electronic transaction socurred, along with who
was involved. Each party is supposed to obtain something as a result of the transaction. A digital signature is
attached to the files exchanged so that each party can confirm the other's identity, enabling trusted communica-
tions over a network,

Maintaining Confidentiality

Another reason to encrype data is to keep the data secret and confidential. The data in stolen computers are
often more valuable than the hardware sself. While many passwords can be cracked with the right software,
encryption is very important for confidential information in case that information is intercepted.

Meassage Authentication

The message authentication function computes the message authentication code from the message and the sscret
key. If the sender and receiver share the secret key, calculation can be dome at the receiving end using the same
function of the message and secret key. The message authentication function is similar to cryptographic hash
functions. Message authentication code values are generated and verified with the same secret key.

Drifferent secret keys should exist for every pair of users. This is logistical ly difficult, because the number of
keys increases exponentially as more users are added. However, if one secret key is shared among all users, the
compramise of one key means the compromise of the whole system.
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Strength

The strength of encryption systems generally depends on the cryptographic keys and the mathematical algo-
rithms used. A poorly implemented security technology or weak algorithm is not cnly easily cracked, bat can
also leave unintentional backdoors for attackers to find and exploit.

A well-designed cryptographic system is wery difficult to break. The keys provided in public-key algorithms
are longer than the keys used in symmetric algorithms.

Hashing Algorithms

In public-key encryption, the key is based on a hash value. This value is determined by using a hashing algorithm
om the base value. While it is simple to determine the hash value of a set of data, it is impossible to extract the
data fram the hash value through any means other than brute force and the use of rainbow mbles. A roimbour
table is a predefined list of hash values for letters, numbers, and special characters that allows for a time-memory
trade-aff when trying to match, and therefore crack, a hashed password by comparing the password hash against
the table list. Public keys use complex hash algorithms producing 40-bit or even 128-bit numbers, which would
take years to crack using brute-force methods. A 128-bit rumber has o possible 2'2% or 3 402 823 669,20% 354,
634,633, 746,074, 300,000,0040,000 000,000, 000,000, 000, 000,000,000,000, possible combinations.

HMAC

HMAC is one secret-key authentication algorithm. Data integrity and data origin authentication provided by
HMAC depend on how widely the secret key is distributed. If the HMAC key is known by only the source
and destination, this provides both data integrity and data origin authentication. It can be used with an itera-
tive cryptographic hash function such as MDD or SHA-1 in combination with the secret shared key. HMAC is
stronger when used with stronger hash algorithms.

MD5

MDD is a block-chained hashing algorithm. The first block is hashed with an initial seed, resulting in a hash. That
hash is summed with the seed, and the result becomes the szed for the next block. When the last block is computed,
its next-seed value becomes the hash for the entire stream. As a result, blocks cannot be hashed in ]:aral||:|.

This algorithm takes as input a message of arbitrary length and produces a 128-hit fingerprint or message
digest of the input. This algorithm is designed for digital signature applications, where a large file must be com-
pressed in a secure manner before being encrypted with a secret key under a public-key system such as RSA.

Encryption Algorithms
There are several encryption algorithms available, including the following:

* R5A: RSA uses a public and private key. Data are divided into blocks, all of the same size, and those
blocks are individually encrypted and transferred. Blocks are encrypted using the public key and can
then be decrypted only with the corresponding private key.

* [iffie- Helforan: This algorithm is used to exchange keys securely between two systems that do not share
any comman keys. It is notable because if the authentication is ever compromised, previously exchanged
data cannot be read.

= Digital Signature Standard (D55): D55 has been the authentication standard for the US. government
since its creation by the National Institute of Standards and Technology (WIST) in 1994. Digital signa-
tures are created by private keys and verified by public keys.

* ElGmmal: ElGamal is similar to Diffie-Hellman, except encrypted messages become twice the size of
their plaintext counterparts. This makes it much better suited for small amounes of data.

= RC2I and RC4: RC2 is used for DES, including triple encryption. RC4 is used in Secure Sockets Layer
|55L) and Wired Equivalent Privacy (WEFP]. These have heen in existence since 1987 and provide poor
security compared to newer algorithms.

* Intermational Data Encryption Algorithen (IDEA): IDEA is used in PGP and 55H. It operates on 64-hit
blocks and uses 128-bit keys.
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* Emefru: Soefru gives a hash code of 128 bits or 256 bits. However, it has known faults that can
be explaited.

RIFPEMI3-160: This newer version of RIPEMD is a 160-hit message digest algorithm.
= HAVAL: HAVAL is a faster modification of MD35 that produces hash values from 92 to 256 bits.

Ekipjack: This algorithm was developed by the 1.5, Mational Security Agency [M5A), and was a secret
algorithm buat is now public. It uses an B0-bit key to encrypt and decrypt data in &4-bit blocks.

* NOR: Several browsers use XOR, because it is simple and secure. It uses the same key for bath
encryption and decryption. Keys of any length can be used, but shorter keys are easier to crack.

Blowfish: Blowfish is the standard in OpenBSD and supports keys from 32 bies to 448 bits.

Camellia: This uses the Advanced Encryption Standard [AES) interface, with 128-hit blocks and
128-hit, 192-hit, or 256-hit l:r::.-s.

® CAST: Similar to Blowfish, CAST is a freely available encryption algorithm used for general purposes.

* Tiny Emcryprion Algorithm (TEA}: TEA is one of the fastest and most efficient algorithms, using 64-bit
data blocks and 128-hit keys.

* Eize-Changing Algorithms (SCAs): SCAs take one stream of input and produce output of differing sizes.
This reduces the overall size of the data to save on storage space and transmission bandwidth. They
transform the data to make the data even more difficult to decode withowt the decryption key.

Analyzing Popular Encryption Schemes
Symmetric-Key Encryption Versus Asymmetric-Key Encryption

Spmmetric-key emcryption is an encryption method using a single key, also called a secret or session key, to both
encrypt and decrypt data. Im symmetric-key encryption schemes, both parties have separate private keys. Thess
keys must always be kept private. The issue with this is scalability. If an organization has 100 employees, sach
individual must have 100 separate keys, one for each person. Figure 3-3 shows symmetric-key encryption.
Asymmetric-key encryption is an encryption method using a key pair: a public key and a private key, one to
encrypt data and the ather to decrypt those data. Only the private keys must be kept secret. These schemes are
slower than symmetric key schemes, but fewer keys are required. Figure 3-4 shows asymmetric-key encryption.
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Figure 3-3 Symmetric-key encryption schemes involve private keys for both parties.
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Figure 3-4 Asymmetric-key encryption schemes require both private keys
and public keys.

Key Management Protocols (Bundling, Electronic Key, Over-The-Air Rekeying) The main aim of
a key management scheme is to provide two communicating devices with a commaon shared eryprographic key.
First, a master key is shared between the devices. That key is used to create session keys.

A Key Management Controller (KMC) can be wsed to communicate new keys, a process often called rekey-
ing. The KMC will assign keys though Over-the-Air Rekeying (OTAR), which means keys are assigned over
r.:ldLl:- CI'LI.DMI!.

Hashing

Hash emcryption is a one-way method of encrypting data to produce a unique ciphertext, called a messape
digest. This message digest is fixed length regardless of the size of the original data and cannot be decrypted,
but is used instead to prove the integrity of the data. The hash is generated by a formula, and no two texts will
produce the same hash value. In security systems, hash values are sent along with messages. Once the recipient
decrypts a message, the message is hashed, and if the hash values match, the message was received intact.
Hashing can also he used for accessing data records. For example, consider the following list of names:

* John Smith
* Sarah Jones
* Roger Adams

To create a hash table for these records, the same formula is applied to each name to produce a unique
numerical value, which will result in valoes swch as:

= 1345873 John Smith
* 3097905 Sarah Jones
* 4060964 Roger Adams

1f the user then wanted to search for Sarah Jones's record, the system would run the hashing formula on “5arah
Jones,” which would produce the numerical index key, making it sasy for the system o find Sarab’s record.

Data Encryption Standard (DES)

D¥ES is the most widely used encryption algorithm. It is usually used as a block cipher, working on &4-hbit plain-
text blocks and returning ciphertext blocks of the same size using a 56-bit key.
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DES has four modes of use: two block modes of encryption [ECE and CBC) and two stream modes of
encryption [CFB and OFB). BElock modes split the messages inta blocks, while stream modes work with a stream
of hits.

Electronic Codebook Book (ECH) Messages are divided into several 64-hit blocks that are encrypeed.
Repetitions in the message can be reflected in the ciphertext, which is a problem when encrypting media.
The main weakness with ECB is that encrypted blocks are independent of ome another, so they can be
hroken individually.

Cipher Block CI"I-E.I'.".IE.I'IQ {CBLC) Messages are divided into 64-hit blocks, but those blocks are connected
together. Each ciphertext block is dependent upon all message blocks before it, so changing one block changes
all blocks after it. T start, an initial value {1V) is required, which must be known by both sender and receiver.
1f the 1V is sent in the clear, the attacker can intercept it and change it, so the IV should first be encrypted in
ECE mode. If the last block is smaller than &4 bits, it muost be p:.lllled o 64 bits.

Cipher Feedback Mode ({CFB) This mode first uses the Boalean IIJH_iC:Il. ProCEss of exclusive OR (XOR) on
each plaintext block with the previous ciphertext block, and then the result is encrypeed with the DES key. This
makes all the blocks dependent on all the previous blecks. This mode of operation emulates a stream cipher and
is similar to CBC, but it is slower than ECE due to the added complexiny.

Output Feedback Mode (OFB) This is similar to CFB mode, except that the ciphertext outpat of DES is

fed back imte an arbitrary initial value that has been passed through the DES algorithm, rather than the actual
fimal ciphertext. This arbitrary initial value is called the skift register.

3DES 3DES is a form of DES in which three 64-hit keys are used for an overall key lengeh of 192 bits. The
user-provided key is broken into three subkeys, and the data are encrypted by each of the three keys in sequence.
It is three times as sbow as DES, but also three times as secure.

Pretty Good Privacy (PGP)

PGE is a hybrid system that makes use of both symmetric and asymmetric keys. It can use bath systems, provid-
ing the speed of symmetric cryptography and the scalability of asymmetric cryptography. It works by following
these steps-

1. A random key is generated using symmetric cryprography.

1. The message is encrypeed.

3. The session key is encrypted using the public key.

4. The recipient of the encrypted message uses a private key to decode the session key.
5. The session key is used to decode the message or file.

Rivest-Shamir-Adelman (R5A) Encryption RSA was used in the first versions of PGP. It involves pro-
cessing two large prime numbers through an algorithm; larger prime numbers give greater security. This must
he licensed from R5A Labs.

Diffie-Hellman Encryption This formula is stronger than RSA. It, too, uses two large numbers that are
processed by an algorithm. These two publicly known numbers, of which only one is required o be a prime
number, allow two users to interchange a public key over an insecure network such as the Internet.

The Diffie-Hellman implementation of PGP employs two separate keys: a master key and an encryption
subkey. One benefit of this system is that a user can generate multiple encryption subkeys based on a single
master key. Figure 3-5 shows the creation of subkeys.

X.509

K509 is a widely accepted, standard set of specifications for collecting and formatting digital certificates and
encrypting data within them. Every X.509 implementation utilizes a certificate authority [CA). The CA issues
a digital certificate, eliminates the need for an associated public key to be distributed, and guarantees security,
because it is issued by a trusted third party.
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Figure 3-5 Diffie-Hellman enoryption allows users to
make subloeys based on their master keys.

Because it is the most widely accepted format, it is cross-functional with most of odays public-key infra-
structures [PKIs). The structure of an X.50% v3 digital certificate is as follows:

* Version
* Serial number
= Algorithm 1D
* lssuer
= Walidity
= Mot before
= Mot after
= Subject
Subject public-key info
= Public-key algorithm

L]

= Suhject public key
* Issuer unigque identifier joptional)
* Suhject unique identifier (optional)
* Extensions [optional|
* Certificate signature algorithm

= Certificate signature
Secure Sockets Layer (551)

55L is the standard method of securely transmitting data over the Internet. An 551 session employs both sym-
metric and asymmetric keys. The asymmetric keys are used to start an 551 session, but symmetric keys are
dynamically produced during data transfer.

An 551 data transaction occurs over the following steps-

1. Clients connect to a Web server using the 551 protocal.

2. The two machines organize o handshake, through which they can verify each other's identity and agree
on what formulas and protecols will be used to encrypt and exchange information. The client sends the
server its preferences for cipher settings, the 551 version number, and a randomly generated number to be

used in the future.
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3. The server responds with an 551 version number and its own cipher preferences, including its digital sig-
natures. The digital certificate includes the issuer’s identity, a date range, and the public key of the server.

4. The dient verifies that the data and other information on the digital certificate are authentic. The domain
name on the digital certificate is verified against the domain name of the server. If it matches, the client
generates o pre—master code and sends it to the server using the servers public key. The client’s digital
certificate is also transmitted if it is requested by the server.

5. The server uses its private key to decrypt the pre-master code sent by the client. The server generates the
master secret that will be used by both the client and server to generate session keys.

6. The session keys are generated and used to emcrypt data transmitted between the client and the server.

IPSec

Firewalls can generate virtual private networks (VPMNs) using [PSec. This creates a trusted 1P connection
hetween two systems, running under the application layer, transparent to the user. IPSec allows a computer to
automatically protect e-mail, Web traffic, and file transfers. If a user installs a firewall that supports encryption,
it is likely that the user uses 1PSec.

[PSec can be executed on Windows X 2000 and above, Linux, and Mac OS. 1PSec standards suppart [Py,
the latest version of 1P that supports 128-bit addressing. 1PSec ensures data integrity and confidentiality by
authenticating the source of data packets. Two computers implementing IPSec can authenticate each other when
a connection is established between them. Data can still be transferred to other machines that do not implement
IP5ec if the other machine is in tunnel mode.

Figure 3-& shows the IPSec architecture.

IPSec Protocols
IP5ec has two protocols: Authentication Header (AH) and Encapsulating Security Payload [ESF).

Authentication Header (AH)

AH adds a digital signature to the data packets in order to secure them from attacks such as spoofing and tam-
pering. It checks the packet headers to detect if the source and destination IP addresses are changed, and rejects
them if they are. The digital signature and authentication headers are added to the TCP/IP packet. These headers
save information in the following order:

1. IF header

1. Awthentication header

3. TCP header

4. Dhgital signature

5. Data

AH is not compatible with MAT, because the changes in IP addresses cause the packets to be rejected.
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Figure 2-6 This is the architecture of IP5ec.
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Encapsulating Security Payload (ESP)

The ESP pratocol is stronger than the AH protocol because it encrypts the 1P packets data payload. Data are
stored between the ESP header and the ESP trailer, increasing securiry.

This mode is alse difficult to use with MAT. ESF hides port number information in the packet headers in
transport made. MAT considers such changes a protocol viclation and rejects the packets.

ESF hides the TCIP header information in the packets in tunnel mode. IF1PSec wses the ESP protocol and the
firewall uses static Network Address Port Translation {MAPT], the data packets can pass through the network
without being rejected. In this case, the information that is translated is the IP address information. Because the
connection is already established with the remote host, the packets in which the [P address is hidden are for-
warded through the NATT device even though the connection is established through the handshake methad.

Tir use ESP in tunnel mode with a V'™ device and a firewall using MAT, the client VPN should use smatic NAFT.

IPSec Implementation

IPSec can be implemented in the end hosts, routers, or bath, based on the user's sscurity requirements.

Host lmplementation

In this case, a host is defined as the device from which a packet is originating. Host implementation has the
following advantages:

-

Provides end-to-end security

* Can implement all modes of 1PSec security

-

Provides security on a per-flow basis

* {an maintain user context for authentication in establishing 1PSec connections

Haost implementation can either be integrated into the operating system or between the network layer and
data-link layer of the protocol stack (known as *bump in the stack™ implementation).

Operating System [ntegration 1f IPSec is integrated into the operating system, it is implemented as part
of the netwoark layer. I stack layering in this case is as follows:

1.

rd

5
4.

Application
Transport
Metwork and [PSec
Data link

Integrating IPSec with the 05 has the following advantages:

Because IPSec is strongly integrated into the network layer, it can use network services such as fragmen-
tation, PMTU, and sockets, increasing c:l':l'l.cir:nq'.

It is easy to provide security services per data flow transaction, because key management, the base IPSec
protocols, and the netwaork layer can be integrated seamlessly.

All 1P5ec modes are supported.

Bump in the Stack (BITS) 1f O5 integration is impossible, bump-in-the-stack implementation is the only
option. Using BITS, IP stack layering is as follows:

L.

L

Application

. Transpart
3. Metwork
4.

. Data link

IP5ec
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This implementation’s major issue is the duplication of efforts. It becomes very difficult to handle issues such
as fragmentation, PMTU, and routing. On the ather hand, it does have the capability to provide a complete
solution because of the piecemeal implementation of the IPSec protocol between 051 layers, rather than at the
network layer where it was designed to function.

Router mplementation
Implementing 1PSec at the router has the following advantages:

= It has the capability to secure packets flowing between two networks over a public network such as
the Internet.

It has the ability to authenticate and authorize wsers o enter into the private netwoark. This is used by
many arganizations b allow their employees to communicate over the Internet using a VPN,

There are two types of router implementations: native implementation and bump in the wire |[BITW).

Native Implementation This is similar to O5-integrated implementation an the hosts_ In this implementa-
wion, 1FSec is inbe-grz.'r\ed with the router software, as shown in Figure 3-7.

Eump in the Wire (BITW] This is similar to the BITS |.r.|1p|r:r.|1|:ntati-:|n. Here, 1F5ec is im|_:||em-entn|l ina
device that is connected to the physical interface of the router. This device usvally does not run any routing
algorithm but is used only to secure packets. This is not a viable long-term solution, because it is not possible to
have a device attached to every interface of the router. Figure 3-8 shows BITW implementation.

IPSec Components
IP5ec has the following components:

* [P¥ec driver: This is the software that performs protocol-level functions required to encrypt, decrypt,
authenticate, and verify the packets.

Imternet Key Exchange (IKEJ: IKE is the 1PSec protocol that produces security keys for IPSec and
ather protocols.

Imtermet Eecurity Association Key Management Protocod (ITAKMF): ISAKMTP is an 1PSec protocol that
allows twao computers to communicate by encrypting data using common security settings. It also
secures the exchange of keys.

Oakley: Oakley is a protocol that uses the Diffie-Hellman algorithm to create a master key and a key
that is specific to each session in 1PSec data transfer.

® [PSec Policy Apent: This is a service of Windows 2000 that collects 1PSec policy settings from Active
Directory and s=t= the configuration at startup.
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Figure 3-7  This is the native
implementation of IP5ec on a router.
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Figure 3-8 This is the bump-in-the-wire mplementation
of IPSac on a router.

IPSec Modes

[PSec has two mades, chosen in the security policy: transport mode and tunnel mode. The mode is chosen based
om whether or not the network uses network address translation (MAT). Metwaorks using MAT can only use
transport mode, where [P5ec is used to authenticate two hosts connected for data transfer, with the option
encrypt the transferred data. In tunnel mede, 1PSec encapsulates the data packets and encrypts packet headers
but not the actual data. A firewall will assume these packets are invalid and reject them.

Because there are two protocels and fwo modes, there are four different combinations of protocal and mode,
and each combination has a different use:

* ESP in transport mode is useful when data integrity and privacy are needed in a network and a VPN is
mat '-lmd.

* AH in transport mode is useful when data integrity is needed but confidentiality is not a concern.

* ESP in tunnel mode is useful when data integrity and privacy are needed, the firewall does not wse NAT,
and the metwork uses a VP, This mode provides the highest level of security because ESP hides 1T
header information, and tunnel mode encapsulates and encrypts packets.

* AH in tunnel mode is useful when the firewall uses NAT and the network uses a VPN

IPSec Configuration

IPSec is implemented in Windows 2000 and above as an administrative tool used to enforce security policies on
IP network traffic. IPSec filters are inserted into the 1P layer of the TCWIP networking protocol stack to check
all inbound or outhound IP packets.

A security policy is a set of [PSec security settings. Windows 2000 and above provide a graphical user
interface and different command-lime tools that can be used to configure a security policy and then assign it
a computer.

Enabiing IP5ec

If the security policy specifies the use of IPSec, the network administrator has o choose a group policy setting
for all the computers that require security. During the initiation of 2 session between computers that use [PSec,
the FI:-"'.‘IWinH_ takes p-|.:|.'|::

1. ISAKMP collects the policy settings of the computers.

2. ISAKMP compares, collects, and creates a security association {SA) between them, depending om their
policy settings.
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3. The Oakley protocol creates a master key, which secures the 1PSec data transfer.

4. Depending on the session’s security policy, the IP5ec driver verifies, filters, and protects the transport layer
from network traffic.

Internet Key Exchange (IKE) Security Associations

The IKE protocel is designed to secure the relationship between two computers, negotiate security options, and
dynamically generate shared secret cryptographic keys. The security association [5A) is the agreement between
the spCurity setting and the Jcc}*s.

IKE negotiates two types of security associations: main-mode security associations and  [PSec
SECUTIY Associatns,

IPSec Processing Steps

1. A consumer sends a message to a service provider.

2. The consumers IPSec driver attempts to match the outgeing packet’s address or type against the
IF filter.

3. The IPSec driver instructs ISAKMP to initiate security negotiations with the service provider.
4. The service providers ISAKMP receives the security negotiations request.
5. Bath principals initiate a key exchange, establishing an ISAKMP 5A and a shared secret key.

6. Bath principals negotiate the security level for the information exchange, establishing both IPSec SAs
and keys.

7. The consumer’s IFSec driver transfers packets to the appropriate connection type for transmission to the
service provider.

B. The provider receives the packets and transfers them to the 1PSec driver.
9. The pravider's IFSec uses the inbound 5A and key to check the digital signature and begin decryption.
10, The provider's 1PSec driver transfers decrypted packets to the O8I transport layer for further processing,.

IPSec Algorithms

IPSec uses two authentication algorithms and several encryption algorithms. The authentication algorithms,
HMAC-MDS and HMAC-SHAL, both use secret keys generated by [SAKMPOakley. The following are some
encryption algorithms that may be used:

* DES [used in EST)
* CAST (REC 2144)
* RS (RFC 2040)
* [DEA

* EBlowfish

IPSec Policies

The IFSec policy is a set of rules that governs when the 1PSec protocel should be used. This pelicy directly
communicates with the IPSec driver. When using Windows Server, IPSec policy should be defined at the group
level, while it should be defined at the local policy level for desktop operating systems. The following are the
predefined 1PSec palicy levels in Windows operating systems:

®  Client [Respond Only): The dient does not start communication using [PSec on its own, but it will par-
ticipate when other systems require it.
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* Server (Reqguest Security): The host will request to use IPSec, bat will still communicate with a client
that does not use it

* Secure Server (Require Security): The host will only communicate with clients who use 1PSec.
When the security level increases, network performance decreases.

The following are the parts of the IPSec policy:

= [P filters: This is a list that instructs IPSec which inbound and cuthound traffic should be secured hased
an IP address, port number, and protocol.

* Fifter action: Filter action tells the policy agent how items on the IP filter list should be secured.

= Anthemtication methods: Authentication methods are security algorithms that are used for key exchange
and authentication.

= Tiennel setting: 1PSec tunnel setting includes the 1P address or DNS name of the destination PC.

* Comrection type: This variable tells 1PSec whether it is being used across a LAN or a WAN.

IP5ec Limitations
IPSec has the following limitations:
* If a computer using IP5ec is compromised, all communications from that machine cannot be trusted,
including the IPSec protocal.
* An IF connection is encrypted, but not the message content. The text of e-mails cannot be encrypted
[ 3 Hf'-lr{‘d.
* Source and destination data security is not provided by 1PSec.
* IPSec is used to validate computers, bat it dees not secure the users. Even the use of a digital certificate
with data transfer does not authenticate the user.
* IPSec does not restrict users from viewing and modifying the contents of packets and permits intruders
to identify information such as source and destination [P addresses and packet sizes.

Digital Certificates

A digital certificate is an electronic document that binds a specific asymmetric key pair to the identity of an
individual, and is issued by a trusted third party. It can be used o distribute the individuals public key to fa-
cilitate encrypted communication. This certificate acts much like a driver’s license, passport, or membership
card. Users and organizations can present these digital certificates electronically to prove their identities in order
to access information or online services. Digital certificates follow the X509 standard to provide a complete
security solution and ensure the identity of all users involved in online transactions.

Digital certificates are issued by a certificate authority |CA) and signed with a private key. A digital certificate
generally contains the following:

* Details of owner’s public key

* wner's name

* Expiration date of public key

= Mame of the certificate authority {CA) that issued the digital certificate
= Serial number of the digital signanare

= Digital sigmature of the issuing CA
Standards for Digital Certificates
Important standards for digital certificates include:
= Speure Sockets Layer {55L)

* SpcuredMultipurpose Internet Mail Extensions (S/MIME)
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® Secure Electronic Transaction [SET)

* Internet Protoce] Security {1P5ec]

X.509 as Authentication Standard

X509 is an authentication standard commonly wsed by public-key certificates. I uses two different levels of
authentication: simple authentication is based on use of a password to verify user identity, and strong authen-
tication uses credentials created by cryptographic methods. Digital certificates require strong authentication.
Public-key cryptography is used for strong authentication, and while X_509 does not depend on one particular
cryptographic algorithm, two users wishing to authenticate one another must support the same algorithm.

Public-Key Certificate

A public-key certificate is a digitally signed document that authenticates the senders identity. It contains a
specially formatted block of data that includes the name of the certificate holder, the public key of that holder,
and the digital signature of a certification authority. The certification authority verifies that the details in the
certificate are correct and associated with the sender’s name and the public key in the document. A user 1D
packet with the sender’s unique identifier is sent after the certificate packet. A public-key certificate has different
functivns such as authorization for a specific action or delegation of authority. Public-key certificates are part
of a public-key infrastructure that deals with digitally signed documents.

Viewing Digital Certificates
Certificates usually contain a large amount of information. There are a few relatively simple steps to be taken
to ensure that the certificate is valid—for example, checking to see if it was issued by a reputable arganization,
checking whether the person to whom the certificate was issued can be trusted, and checking whether the cer-
tificate was used while it was valid,

T wiew certificates for a file, a user can follow thess steps:

1. From the Tools menu in Internet Explorer, choose Internet Options.
1. Click the Content tab.
3. Click Certificates.
4. To view details about a particular certificate, select the name of the signer, and then click View Certificate.

If macro security is set to medium or high, a warning will appear before opening files that contain macros
signed with suspicious certificates. Users can click Details in the warning dialog box to view the properties of
the certificate.

T wiew certificates for a file that is already open, a user can follow these steps:

1. On the Tools menu, choose Macro, and then choose Yisual Basic Editor.

2. Use the Project Explorer to select the desired macro project.

3. In the Visual Basic Editor, choose Digital Signature from the Tools menw.

4. In the Digital Signature dialog box, click Detail to view the details of the certificate.

Digital Signatures

Digital signatures supported by public-key infrastructures are the most effective way to ensure digital
verification for electronic transactions. A digital signature is similar to a handwritten signature and has the
folloawing properties:

* With the help of the digital signature author, the date and time of the signature can be verified.
* Authentication of content is possible at the time the content was signed.

= It can be verified by a third party in case of disputes.
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Figure 2-0 Digrtal certificates intdude a name, an |0, a creation date, and an
expiration date.

Digital standards are open and internationally recognized. They make it very clear to the recipient if data
were altered during transmission.

The majority of organizations use a Lightweight Directory Access Frotocol |LDAP] directory that possesses
publicly available information about digital certificates, as well as individual users in the organization and
arganization’s netwark.

There are two types of digital certificates: client-based and server-based. Client-based digital certificates are
obtained by an individual user from a certificate authority [(CA), while server-based digital certificates are issued
by a CA to a company, which then issues them to individuals.

Figure 3-9 shows the basic information associated with a digital signature.

Private-Key Infrastructure (PKI)

The primary use of PKI is to allow distribution and use of public keys and certificates with security
and integrity. Security mechanisms based on PKI indude e-mail, e-commerce, home banking, and electronic
postal systems.

FEI enables basic security services for varied systems using the following:

= S5, IPSec, and HTTPS for commaunication and transactional security
= S/MIME and PGP for e-mail security

= SET for value exchange

= Identrus for B2B

The following are some key benefits of FEI:

* Reduces transactional processing expenses

= Reduces risk

= Improves efficiency and performance of systems and networks

= Reduces the difficulty of security systems with binary symmetrical methods
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Chapter Summary

Aunthentication is any method of verifying an individual's identity, usually using usernames
ﬂﬂd Pﬂs-wurdﬁ.

A smart card is a small card that contains a microprocessor and memaory chip. Smart cards are often
used for authentication purposes.

WeriSign Unified Authentication provides a single platform for an organization’s strong authentication
requirements.

Encryption is the process of converting data into ciphertext, which cannat be understood without de-
coding it first.

The main reasons to encrypt information are to preserve its integrity and to maintain confidentiality.

In symmetric-key encryption schemes, both parties have separate private keys. Asymmetric-key
encryption schemes, on the ather hand, involve bath public and private keys.

Hashing is the process of transforming a string of text into typically much shorter, fixed-length value
that represents the original text.

Secure Sockets Layer (5500 is the standard method of securely transmitting data over the Internet.

IPSec ensures data integrity and confidentiality by authenticating the source of data packets.

IPSec has two protocols: Authentication Header (AH) and Encapsulating Security Payload |ESP). 1PSec
has two modes, chosen in the security policy: transport mode and tunnel maode.

A digital certificate is an electronic document that provides credential information for anline transactions.

Digital signatures supported by public-key infrastructures are the most effective way to ensure digital
verification for electronic transactions.

Review Questions

I

. What are authentication tokens?

. What is VeriSign Unified Authentication?

. What is encryption?

. What is IDEA?




5. What are symmetric- and asymmetric-key encryptions?

Review Questians

318

6. What is PGF?

7. What are the steps in an 551 data transaction?

8. What are the components of 1PSec?

9. What are the modes of 1PSec?

10. What are some limitations of 1PSec?

11. What are digital certificates?

12. What are the functions of FKI?
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Hands-On Projects
[

1. Use Encrype My Folder to lock files and folders with a persomnal password.
Mavigate to Chapter 3 of the Student Resource Center.
Install and launch the Encrypt My Folder program.
Select the file or folder to be protected.
Click Password to open the Password window.
Trpe the password in the Password and Confirm Password fields and cick OK.

A notice window is displayed to indicate that the password was successfully set.

Click OK.
Select the File or folder to be locked.
Click LOCK ta lock the file or folder.

A notice window is displayed to indicate that the file or folder was successfully locked.
Click OK.

Select the file or folder to be unlocked.
Click UNLOCK to unlack the file or folder.
A notice window is displayed to indicate that the file or folder was successfully unlocked.
Click OK.
Click SETTIMNGS to open the Settings window. Click OK.
Click QUIT to exit the application.
2. Use SafeCrypior for safe, fast, and relable text encryption.
Mavigate to Chapter 3 of the Student Resource Center.
Install and launch the SafeCryptor program.
Trpe the text to be encrypted in the text field
Click the certificate icon to obtain the system's unigue key.
Click Encrypt to encrypt the text.
Click Decrypt to retrieve the plaintext.
3. Use EncrypeOnClick to encrype and decrypt files.
Mavigate to Chapter 3 of the Student Resource Center.
Install and launch the EncryptOnClick program.
In the Encrypt pane, click File and select the file or folder to be encrypted.

In the Password window, type the password in the Password and Confirm Password fields.
his will encrypt the file or folder.

In the Decrypt pane, click File and select the file or folder to be decrypred.
Type the password in the Password field and click OK. This will decrypt the file or folde
Click Close to exit the application.
4. Use CrypSecure to encrypt sensitive data on your computer,
Mavigate to Chapter 3 of the Student Resource Center.
Install and launch the CrypSecure program.
Click Files and Folders, browse the location of the fils to encrypt, and click Encrype.
Browse to an encrypted file and click Decrypt to decrypt the file.
Click Close in the Files and Folders window.

Click Close to close the window.
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5. Use CryptoHeaven to send encrypted e-mail and securely back up and share files.
Mawigate to Chapter 3 of the Student Resource Center.
Install and launch the CryptoHeaven program.
When the Login window appears, click Mew Account.
Fill in the details and select Server.
Select Create.

An e-mail will arrive providing information for creating a new account. Follow the link in
this e-mail.

Type the Login and Password information and dick Login.
Click eMail Folders.

Click Mew Mail.

Select the recipients.

Type the message.

Click Send your secure E-mail.

Click File Upload, select a file to be uploaded, and click OK.
Click Upload.

Click Exit.
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Chapter

Virtual Private Networks

Objectives

After completing this chapter, you should be able to:

Identify the functional types of VPNs

Understand and Implament tunneling protocolks
Implement WPN sacurlty

Setup a VPN

Imiplament VPN sarvers

Configure DHCP, 145, and VPN servers

Identify WVPM policles with registrations and passwords
Troubleshoot risks assodated with VPNs

Understand VPN product testing

Key Terms

Intarmet Enginearing Task Forcs (IETF)  a large, open, international community of network
designers, operators, vendors, and researchers concerned with the evolution of the Internet
architecture and the smeoth operation of the Internet by developing and promoting

Internet standards

Multihomaed host  a host computer having more than one netw wmnection ar having multiple
1T addresses assigned to one network interface card [MIC)

Motwork aoess sarvar (NAS)  a gateway server that provides a single point of access to remate
respurces such as [nternet Web sites

Point of prasonce (POP) sarver  an access point provided by the 15F to the Internet

Spirt tunnaling  a tunneling methad that allows a VP 3 bath a public nerwork and
a local area network at the same time, using the same physic k interface
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Introduction to Virtual Private Networks

The Internet provides an easy and cost-effective way to communicate, but its open nature poses a severe security
problem. Virtual private networks, or VPMs, allow secure connectivity over unsscure networks, including the
Internet. Tunneling protocals employed by WPMs help to achieve encryption, data integrity, and authentication.

This chapter will teach you the basics of VPN, including how they work and how to implement them.

VPN Classification

There are several types of ¥PNs, incliding internal LAN VPMNs, remote access VPMs, and extranet VINs.

Internal LAN VPNs

Internal LAN VPMs establish connections between the branches of one organization through the Internet. Each
department has a gateway installed, which serves as a firewall to secure the LAMN. The VPN encrypts data sent
to the user, but the data sent through the Internet are not encrypred by the WPM. Figure 4-1 is a diagram of an
imternal LAN VIN,

Remote Access VPNs

Remiote access VPMs establish connections between remote clients and a central LAN through the Internet. The
VFM software on the client’s machine encrypes data packets that are then forwarded o the central LAN. The
gateway at the central LAN can close the connection to the VPN after the transfer is complete.

IP5ec is the algorithm most commuonly used in VPN connections. It includes both key management and en-
cryption methads. Figure 4-2 shows a remoate access WVPNs,

Extranet VPNs

An extranet ¥VPM establishes a connection between customers and suppliers over the Internet to selected parts
of the central intranet. Extranet ¥ PN connections may be temporary or permanent. 1PSec is also the standard
for extranet VIPMs, and all clients and servers should be using 1PSec to ensure interoperability. Figure 4-3 shows
an extranet WM.

Tunneling

WPMNs use a mechanism called |:u|:|r||.'|ing, which is a virtual connection between the source and destination.
This involves encapsulating data packets using a security protocol in order to make them impossible to read
if intercepeed.
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Figure 4-1  Internal LAN VPNs connect two branches of a single organization over the Internet.
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Figure 4-2 A remaote access VPN securely connects remate dients to a central LAN.
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Figure 4-3  An extranet VPN connects customers to selected parts of
the central intranet.

Tunneling is not achieved using a fixed line. It uses robust connections to connect to Web sites, and encrypts
and encapsulates the IPs for routing, bridging, and filtering packets, similar to wide area networks |WANs|. It
establishes and maintains a consistent network connection.

Packets created using a specific YFMN protocol format are encapsulated inside another base or carrier protocol.
VIN protocols help to maintain the integrity and authenticity of information transmitted over the Internet.

Types of Tunneling
There are two types of VPN tunneling: voluntary tunneling and compulsery tunneling.

Voluntary Tunneling

In voluntary tunneling, a connection is established when the VPN dlient applies for a connection. The WPN
client establishes an anline connection between the client and the server.
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Compulsory Tunneling

Compulsory tunneling is a two-stage configuration of establishing connections. The ISP or network provider sets
up the connection for the WPN. Ifa client connects to a network provider, the provider breaks the normal connec-
tion and server logic is built into the WPN server, which acts as a broker device to negotiate the secure connection.
This way, the details of the VPN servers connectivity are concealed from the client and managed by the ISF or
network provider. The 15Ps or the network providers set up and maintain the mltibomed bost system (a host
computer having more than one network connection or having multiple [P addresses assigned to one network
interface card) to support front-end end processors (FEPs], transport providers, metwork access servers [NAS),
and point of presence [POF) servers. Each FEP has its own network protocol stack, and each is connected to a
different TCIP network or o different portions af the same netwaork, which in turn connects to the Internet. A
mehiwork access server (NAS) is a gateway server that provides a single point of access to remote resources such
as Internet Weh sites. A point of presemce (POP) server is an access point provided by the 15P to the Internet.

VPN Tunneling Protocols
Popular VPM tunneling protocols include the following:
* Point-to-Point Tunneling Protocol (PFTP)

® Layer Two Tanneling Protocal [LITP)

s [nternet Protoco] Security {1PSec)

Point-To-Point Tunneling Protocol (PPTP)

PPTP is based on PPP (Point-to-Point Protocol), the standard for connecting networks through dial-up. PPTP
works in the second layer of the OS5I network model.

PFTP encapsulates data using PPF and then inserts [P datagrams and transmits them through VPN tunnels
connected to the Internet. PFTP alsa encrypts and compresses the packets. Diata are transferred using FFTP in
GRE |(General Rauting Encapsu lagson) form.

VPN tunmels are created in two ways:

1. PFTP users connect to 5P with FPP using a dial-up modem or 1504 networking.

1. The VPN client and VP server are connected with a PFTP control connection over broadband using a
broker device. TCP port 1723 is used to make these connections.

VM5 can also be connected to the Internet through LA Ns. In this case, FFTP does not make use of the 15Ps,
hut instead uses a broker device. Using FFTF, data flow through the VPN tunnels in two ways:

1. Information flow is regulated using control messages. The connection to the VPN is established and dis-
connected with control messages, which are sent between the WPN client and the VPN server.

1. Dwata packets are transferred between the VPN dient and the VPN server.

PPTP Controf Connection  After the TCP connection is established, PFTP uses a series of control messages
0 maintain VPN connections, shown in Table 4-1.

PPTP Security PFTPis popular particularly because of its security features. Authentication in FFTT is based
an PPP protocols such as EAP, CHAP, and PAP. First, the remote dlient is authenticated, and user access is
granted through a trusted domain. Only the user accounts specified in the server's database are given access to
the network. Security is assured through secure passwords.

The data traffic is encrypted when it is transferred across the network. When data are transmitted through
tunnels, the data are not visible to the rest of the network, and thos I:|'u:1.' are hidden from hackers. 1P, [IPX, and
MetBEUI packets are all encrypted when using FPTF.

PFTP's authentication protocols support packet filtering, which increases network performance and server
reliability. When packet filtering is enabled in a network, it can only accept and send packets that are from
authenticated clients, and it rejects packets from unauthorived wsers.

The major problem with PFTP is that there is no single standard for authentication and encryption.
Two different applications that use PPFTF may not be compatible with each ather if they use different methods
of encryption.
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Table 4-1 FFTF wses these control messages to malntaln WPH connectlons

Layer Two Tunneling Pratocol (L2TF)
Layer Two Tunneling Protocal [L2TP) is a frequently used tunneling protocel with the following characteristics:

* LITFis based on the PFTF and L2F protocols. It is the current Infernet Engineering Task Force (IETF)
standard. IETF is a large, open, international community of network designers, operators, vendors, and
researchers concerned with the evolution of the Intermet architecture and the smooth operation of the
Internet by developing and promating Internet standards.

* Clients accessing the network remotely behave as if they are locally accessing the network. They can
access all the same resources as local clients.

* Gateway and access restrictions are shared between remote and local clients.
* Remaote clients can only connect to the corporate network.
* There is no need to use special firewalls.

* LITFis used in tunneling PPP network traffic. This allows remaote dients to access the corporate
]'ll'!lwl.'!rk wh{ﬂ'l in J.nl:ﬂ'}ll:r mtmwi:.

* Data traffic is first enveloped in virtual PPF and is then tonneled using LITE
* IPSec and LITP can be used together for increased security.

* PPF is used to create dial-up connections. PPP's authentication methods {PAF and CHAT) are used for
access contrd user verification.

* LITF uses NCP (Metwork Control Protecol] to assign [P addresses.

* LITF manages the tunneling of the data-link layer. A dial-up connection from an 1P address can be
diverted, enabling access to the Internet.

* LITF can be used for dial-up tunneling in two ways:
* [P addresses can be dynamically allocated from a pool of addresses in the ISP Using this method,
users have limited access to the organization’s netwark due to firewalls, gateways, and security policies.

® LITT can also exist behind corporate firewalls. Behind firewalls, 1P addresses are allocated imter-
nally, which makes the remaote client appear as if it were accessing the connection locally.
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[2TP Compulsory Tunne! AnLITPcompulsory tunnel does not require any action on the client side. The
15F has to offer the LITP Access Concentrator {LAC) function, and the COmpany metwork has to pressnt the
required network and access information to the ISP, In compulsory tunneling, a tunnel is produced without
giving the client any alternative. The client sends PP packets to the 15F's network access server (NASPLAC,
which w raps them in L2TP and passes them to the LNS (L2TF Network Server).

The ISF creates the L2TF tunnel. The user then dials in to the ISP and creates a PPF session linking the MAS,
which responds to the call and creates the virtual PPP tunnel. The MAS then informs the user’s home network
entryway, located on the other end of the virtual PPP tunnel.

The MAS sends the client’s username and password. If the user is legitimate, the NAS and the home entryway
set up the tunnel and allecate a session [D linking the user to its tunnel. After the user has been validated and
the tunnel has been set up, the client and the home entryway initiate the PPP session, establishing protocols and
allotting network addresses to the client.

The user transmits PP packets to the NAS, which will wrap them in LITF and send them to the home gate-
way. When the client sets up the PPP link to the 15F, the 15F allocates an [P address to the client based on the
information stored in the LAC database. This 17 address applies to the company’s network, so it is not a global
routable address. The client has no direct authorization to use the Internet. The client appears to be locally asso-
ciated to the company’s network, with all the access and security privileges associated with being a local user.

L2TP Voluntary Tunnel In voluntary tunneling, the client produces a tunnel using L2TP tunneling soft-
ware. The user sends L2TF packets to the MAS, which then sends them to the LNS. In voluntary tunneling, the
MAS does not nesd to maintain L2TTF, and the LAC exists on the remote client.

I this mode, an LITP-enabled client sets up a PPF session to an ISP The ISP allocates a universally routable
1P address to the client. The client then introduces an LEITF session directly to its company gateway, without any
contribation from the ISP, The client must First set up an L2TP tunnel with its company gateway using a univer-
sal IP address. After the LITFP tunnel has been recognized, the client and the company gateway grant the virtual
PPP session, setting up protocals and allotting network addresses with hosts on the corporate network.

I this model, the client execution is more complex but it offers more flexibility. It facilitates multiple accesses
and removes the need to set up protected tunnels with 15Ps and company gateways.

The client can have multiple tunnels to different networks. The dient can have more than one 1P address
assigned to it, for example, the universal routable 1P address and the virtual PPF endpoint address. Because the
client has a universal routable address, it can still use the Internet. Thanks to the internal company network 1P
adidress (virtual PPP endpoint), the client also appears as becally asseciated to the company network.

Because voluntary tunnels do not invalve any setup on the part of the I5F, they are very useful for remote
clients who travel. Any I5F point of presence (POP) can be used o link to the corporate network.

VPN Security

VPN provides the following:
* Client privacy
= Data reliability

® Information authenticity

Client Privacy

WFM uses hashing to ensure the confidentiality of data packets. The hash function contains a signature of pre-
defined length, made up of a string of binary numbers. This signature indicates the number of packets sent to the
receiver. The information is encrypted and can be decrypted only with that signature, which is only shared hetween
authorized persons. The receiver matches the received signature with the original one to verify its genuineness.

Data Reliability

Security policies employed by the VPN, such as IPSec, protect data from threats and attacks on its resources.
Still, VPM connections cannot ensure total end-to-end security, so additional measures shoold be taken.
Information Authenticty

WPMs are secured using the 85H and IPSec protocols. The imtegrity of data can be checked with a hash function
at the receiving end. 1f the data are altered in any way, it will be apparent after examining the hash value.
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VPN software can be emploved to prodoce and manage tunnels between two security gateways, or between
a remate user and a security gateway. These applications cannot mamage heavy traffic, but they can share re-
sources and connect to servers. A rumber of software solutions are available and can be used by managers who
wish to employ WPN features, although as new features are included, complexity increases.

It is easier to install and use VPN devices than it is to arrange firewalls, gateways, or routers. Enterprises that
cannot afford o install the firewalls can integrate VPN functions, which provide similar services.

Connection

55H and PPP

There are several advantages to setting up a PPP-55H VPM. For ane, it is generally simpler than other types. FPP
and 55H are built into most Linux distributions, and most kernels are preconfigured for their use. If the 55H
protocal successfully crosses the firewall, then PPF over S5H will cross the firewall as well. PPP-55H VPNs da
not have any problems with dynamic IP addresses.

There is no problem while mounting VPN over a dial-up connection and connecting multiple tunnels to a
single computer; however, the user must ensure that the IF address for each tunnel’s network interface is discrete.
Eath the client and server have PPP daemaons that will communicate through the 55H connection.

Concentrator

The concentrator is the server mechanism that validates and allows connections from VPN peers. Remote clients
that connect to a VPN using encrypted tunnels connect to the concentrator. It guards the information flow over
the Internet. Users can access Web sites or other nerworks remotely using the concentratar.

ThErE Are varswis ml.'!llﬂ'lS- ':Id’ CONCenirators J.'\'ﬂl.lﬂ.h’l.ﬂ' h‘].sl!d an th{" ﬂuml‘ﬂ'r DF Cll.e‘rlts- ﬂnd bﬂndwldth rl!lil.l.ir{‘\'l.
They can encrypt WLAN or wired traffic. The concentrator reduces the sperating cost of YN administration
and encryption from gateways and local hosts.

To use a concentrator, a user Fﬂ”m‘u’s thﬂm ﬂtﬂpﬁ:

1. Configure the network connection.

2. Configure the concentrator.

3. Add users who access the Internet via a VPN,

4. Specify validation methods that ensure the identity of users through the VPR,
5. Set boundaries for the IP addresses that can be used by the clients.

. Install client sofrware on remote users’ machines.

Setting Up a VPN

T set up a VPN connection on a computer with an active Internet connection, a user should follow these steps:

1. Click the Start button, choose Settings, and then select Coatrol Panel. Open Network and Internet Con-
nections, and finally open Metwork Connection.

&

. In the Network Connections window, click the Create a new conmection link on the left-hand side of
thE SCTEETL.

3. The network connection wizard will lead you through the steps needed to set up a VPN connection. Select
Coanect to network at my workplace, as shown in Figure 4-4, and click the Next button_

4. Select Virtual Private Network connection, as shown in Figure 4-5, and click the Mext button.

. Choose an easily recognizable name for this connection and enter it into the Company Mame text boo,
as shown in Figure 4-6, and click the Next button.

6. If the VPN should attach automatically o the I5F, choose Automatically dial this initial connection, and
select the name of the ISP connection from the drop-down list. Otherwise, select Do not dial the initial
connection. Click the Mext button.
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Figure 4-6 Enter an easily recognizable name as the company name.

In the Host mame or IP address texe boac, type the hostname or [P address, as shown in Figure 4-7, and
then click the Mext button.

. To create a shortcut icon for the VPN connection, check the Add a shontout to this connection to my

deskitop check box shown in Figure 4-8. Otherwise, the connection can be started through Network Con-
nections in Control Panel. Click the Finish button.

Implementing VPN Servers
Implementing DHCP Service

T implement DHCP, a user should follow these steps:

1.

>

3. Select the Metworking Services option, and then dick Details.
4.

On the server, open the Control Panel and select Add/Remove Programs.
In the Add/Bemove dialog box, click the Add/Remove Windows Components button.

From the list of network ssrvices, select yoamic Host E'onfjgu.ratim Protocel [DHCP) and then cick
OK. Click Mext. Windows will now install the DHCP service.

. Mext, the DHCP server must be created. From the Administrative Toals menu, select the DHCP aption

to open the DHCTF consale.

. In the DHCP console, right-click on the server and select Authorize.

7. After authorizing the DHCT server, right-click on the server’s listing within the console, and select Mew

Scope. This will display the Mew Scope wizard.

. Click Mext to by pass the wizards welcome screen.

. Enter a name for the scope, and then click Next.
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10. Enter a start and end address that is consistent with the existing 1P addressing scheme and does not over-
lap any existing address. The length and subnet mask fields will be filled in automatically.

11. Click Mext three times until the Rowter (Default Gateway) screen appears.

12. Enter the IP address of the network™s default gateway, click Add, and then click Mext.

13. Type the name of the domain and IF address of the DHCP server, and then click Mext.

14. Click Mext to skip the WINS configuration screen.

15. Verify that the Yes, I Want to Activate the Scope Mow option is selected, click Mext, and then click Finish.

Creating an Enterprise Certificate Authority
The enterprise administrator can install certificate services to create an enterprise certificate authority (CA). This
provides the certificates for the purpose of digital signatures, secure e-mail using SMIME [Secure Multipurpose
Internet Mail Extensions), and authentication to a sscure Web server using Secure Sockets Layer [55L] ar Trans-
port Layer Security (TLS], and by using a smart card it will log on to the Windows Server 2003 family domain.
To install the emterprise CA in the system, the administrator should follow these steps:
1. From the Control Fanel, select Add/Remove Frograms.
2. Click Add/Remove Windows Components to start the Windows Components wizard.
3. Click Mext after the Welcome window appears.
4. Check the Certificate Services check box from the list of components displayed.
5. Select the appropriate type from the following, and then click the Next button:
* Enterprise roat CA
* Enterprise subordinate CA
* Standalone root CA
* Standalone subordinate CA
. Enter a CA name and appropriate information about the organization. Click Mext.
. Accept the default lecation for the certificate database {Ysystemroot%\System 3vCertLog). Click Mext.
. The service will stop and a dialog boa will display if Microscdt 115 is running. Click Nexe.

MO ] B

. CA files will install, along with service and system configuration data. If the system asks for the Windows
disc, insert it.

10, After the wizard is done running, click Mext. The Administrative Tools folder will now contain a shorteut
for the Microsoft Management Console [MMC) Certificate Authority snap-in.

Installing 1AS
To install an TAS, a user should follow these steps:
1. Click the Start button, apen the Control Pamel, and dick Add/Remove Windows Components.
2. From the Components drop-down list, select Metworking Services, and then click Details.
3. Check the Internet Authentication Service check box, and then click QK.
4. Click Next, and then click Finish.
5. Close the Add/Remove Windows Components dialog box.
6. To start the 1AS, click Start, click All Programs, click Administrative Tools, and finally click Internet
Anthentication Service.
Configuring LAS
T comfigure an TAS, a user should follow these steps:
1. Set IAS in Active Diirectory to have permission to read user accounts.

2. Add a RADIUS client. In the 1AS snap-in, right-click RADIUS Clients, and then click Mew RADIUS
Client Wizard to both add and configure network access servers as RADIUS clients.
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3. Delete the default remote access policies. Open the [AS snap-in, and then click Remote Access Policies.
Select each existing policy, right-click on each policy, and then dick Delete.

4. Create a new remote access policy. In the console tree of the IAS snap-in, right-click on Remote Access
policies, and then click the Mew Remote Access Policy Wizard to create a policy as follows:

® Select Use the Wizard to setup a policy for common scenario.
= Type the policy mame.
® Select the access method for the policy, such as Wireless or Etherner.

® Under Grant access based an the following, dick Groop, and then click Add. Under Enter the object
name to sebect, type the name of the security growps as defined in Active Directory. Click OK.

® Select the authentication method for the users who will ke placed on the VLAMN. After completing
the uunl:igu.rnl:l.cm of an authentication method,, click OK.

After creating the policy, extra items must be configured for the remote access policy. The wser should select
Remuote Access Policies in the TAS snap-in and then double-click the newly created policy. He or she should malke
changes to the policy as follows:

1. In the Policy Properties dialog box, sebect Policy Conditions, and click Add.

1. Under Antribute Types, click Day-And-Time-Restriction, and then click Add. In Time of Day Restraints,
select Permitted, configure the days and times to allow access, and then click OB

3. Click Grant Remote Access Permission from the Policy Properties dialog booc.

4. Click Edit profile, and then click the Advanced tab. By default, the service type appears in attributes with
the framed or specific value. For the policies with a default access method of VPN and dial-up, the framed
protocol attribute appears in attributes with a value of PPF as the default protecol. To specify additicnal
connection attributes needed for VLANs [eg., additional connection protocols), click Add and then add
the following:

* Tunnel-Medium-Type: Select the value consistent with previous selections.

= TunnelPve-Group-ID: Enter the VLAN number to which group members will be assigned.
* TunnebType: Select Virtwal LANs (VLAN].

* TunnebTag: Obtain this value from hardware documentation.

5. Configure 1AS Connection Request policies as nesded.

Creating a Remote Access Policy
1. Click Start, then All Programs, then Administrative Tools, and finally Internet Anthentication Service.
1. Click Remote Access policies.
3. From the Action menu, click Mew Remote Access Palicy. Create a new remote access policy.

Configuring the Remote Access Server as a Router

When using a remote access server, forward traffic inside the network. The server must be configured as a router
with either static or routing protoecels by following these steps:

1. Click Start, select Administrative Tools, and then click Routing and Remuote Access.
1. Right-click om the sever name, and then click Properties.
3. On the General tab, select Enable This Computer as a Router.

4_ Select sither Local Area Metwork (LAN) routing uul}' or LAM and Demand-dial routing, and then click
0K to dose the Properties dialog box.

Associating the VPN Server with the DHCP Server
The following are the steps o associate the VPN server with the DHCP server:

1. Mavigate to the server through the Windows Explorer network comsole tree, select IF Rowting, and then
select the DHCP Relay Agent.
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2. Right-click on the DHCP Relay Agent container and select Properties.
3. Enter the IP address of the DHCF server and dick Add. Click OK.

Configuring Remote Clients

A special security group has to be created for any wser who is going to access the network via a VPN connection.
Clients should follow these steps o use the VPN connection:

1. Mavigate to the Coatrol Panel and open Network and Internet Connections.
2. Select the Create Connection to the Network at Your Workplace option.

3. Windows will ask if the connection will be a dial-up connection or ¥PM connection. Select the VPN
option, and then click Next.

4. Windows will prompt for a company name. Enter a name for this VPN connection. Click Mext.
5. Windows will prompe for o server IP address. Enter the external [P address of the VPN server. Click Next.
6. Click Finish.

Testing the Cliant Connection

Clients can test the client connection by following these steps:

L. In the list of available connections, double-click the VPN connection.

[

. Rather than entering logon details, click the Properties button.
. Select the Metworking tab in Properties.
. Set the type of VPN to FITF VPN, and click OK.

. Enter the username in the domainfusername format.

[ )

4. Enter the password and click Connect.
7. If Windows asks which connection to use, select the LAN connection option.
#. Once connected, click Start and then Run, and enter the \servernameAROOT command.

Policies

The WM palicy ensures that only administrators, IT staff, and authorized users can access the VPN, The VPN
policy also improves the ability and flexibility to remotely access the network. Connection to a VPM is done
through user accounts, while data traffic including Internet browsing uses WPN tunneling. Split tunneling is not
allowed in the network sessions. Splif tummeling is a tunneling method that allows a ¥PFN user to access bath
a public network and a Jecal area nerwork at the same time, using the same physical network interface. The
maximum time to connect to the network through the concentrator is 24 hours.

VPN Registration and Passwords

Registration is essential to secure the network connections and to identify the validity of the users of the VPN, Ac-
cess is granted or rejected through security groups. When a client tries to log in to the VPR, his or her activities can
be identified. Client security is an important part of the VPMN's security. The user should connect to the network
using a strong, secret password. The clients system should be locked when not in use even for a short time.

Paswords must be strong. Accounts should be bocked after a certain number of failed login attempts. Pass-
words should be encrypted for enhanced protection using either 128-bit encryption or MS-CHAP.

Troubleshooting
VPN Risks
Security Risks
* Insufficient evaluation of security and legal risks from using ¥PMs

* Inadequate security programs
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* Improper security for data before entering the VPN or after exiting the VPN
* Failure to protect information during decryption over an agreed network path

* Failure to provide privacy, reliability, nonrepudiation, andfor accessibility

Third-Party Risks
= Allvwing an unsecure ISP
* Insufficient relationship management
* Improper governance and management process
* Insufficient measuring and monitoring of SLAs {service-level agreements| and metrics
* Insufficient support strategy

= Mdisuse of access to data on the VPN

Business Risks
* Low cost savings
* Failure to provide necessary security
= Failure to address scope and extent of user needs

® Failure or degradation of service in other areas of the company or process

Implementation Risks
* Insufficient attention to and investment in up-front design
* Unsuitable selection of VPN model
= Mot enough use of appropriate third parties

Too little attention given to ssourity

= Unsuitable recovery processes

Failure to plan service-level expectations and measurements

* Unsuitable integration strategy

* Unproductive change, project, or implementation management processes
* VPN client risk (same interface used for Internet and VP™ traffic)

Operating Risks

® Insufficient resources to operate effectively

® Lack of dependability

* Degradation of service qualicy

= Poor interoperability

® Failure to provide support

* Employing of personal devices for business purposes

* lLack of security configurations, antivirus software, and personal firewalls

® Lack of confidentiality for operations or data

Implementation Review

An implementation review, conducted before the VPN is launched, can identify potential problems before they
cause any damage.
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Preimplementation Rewview

The preimplementation review should address the following:

* PFlanned VPN technologies, such as model, structural design, arrangement, and practice
* PFlanned security structural design and features

* Encryption technologies

* Panned redundancy and support facilities

* Administrative approvals

* Intended project administration structures and scrutiny mechanisms

* Selection process of the service provider

* Manned contraces, SLAs, and metrics

* Legal requirements

To address these aspects, the auditor should:

= Study the VPM needs, including both business and technical requirements.

* Study the business case [costs and benefits) and approvals.

* Review the VPN design document outlining the technology aspects.

* Review whether the proposed solution would be best for PFTP, LITF, or [PSec.
* Review the projected security architecture and encryption technology.

* Evaluate the technical and commercial alternate proposals and the required service provider.
* Learn the proposed project management structure.

* Study the proposed contracts, SLAs, and metrics.

* Study the statutory needs to be fulfilled.

* Estimate the redundancy and backups proposed.

* Review the strategy proposed to integrate the VPN with the applications.

* Use external experts wherever necessary to evaluate the appropriateness of the technology and
sECUTitY aspects.

* Learn the designed training plans.
* Learn any associated auditireview reports,

* Examine the security risks, third-party risks, business risks, implementation risks, and operating risks
mentivned previously.

#* Estimate how COBRIT |Controd Objectives for Information and Related Tm.'hm:-h:g}'l and COMCT (Con-
trol Otbjectives for Met Centric Technology) aspects are being satisfied.

Impleimentation Review

Druring the review of the implementation, the asditor needs to ensure the fol lowing:

* Implementation is done with respect to the agreed plans, time constraints, and specified costs.
= Model, architecture, setup type, and use of VPN technology are implemented as defined.

* Encryption technigues and security policies are applied as specified.

* Duplication and backup facilities are used as designed.

* Reguirement specifications are met in assigning contracts and SLAs.

= All important requirements are managed.

* Project development reports are maintained.

* Differences between plan and implementation are noted.
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® The solution is compatible with standard protocols such as FFTF, L2TF, and IFSec.
* The contracts and SLAs that have been agreed upon are understood by all parties.
* The VPN is compatible with existing applications.

* All processes related to bandwidth, access control, and encryption are tested.

= Rilling systems are verified.

* Legacy connections that do not use VPN are removed.

Anditing and risk management are implemented.
* Risks in different levels such as business, security, implementation, and operation are addressed.
* COBIT and CONCT criteria are satisfied.
Review results should be noted and acted upon to resolve the related risks.
Postimpleimentation Review
After the implementation of the VPM, a postimplementation review is conducted o ensure:
= Anticipated advantages outweigh the expenditures.
* The objective of VI technology is achieved and its usage conforms to predefined security policies.
® Data classification must be done as specified.

® Third parties who wse the VPN sign the proper forms that specify the permissions and agree to the secu-
rity policies.

* The security features for the remote clients are implemented as defined.

Digital certificates are implemented.

* There is regular supervision of 5LAs, metrics, and (oS,

Incoming and outgoing data are verified.
® Security tools are used to ensure protection from viruses and intrusions.
The auditor needs to ensure the following to address the above requirements:
= Report of project completion.
* Developed WPN technologies match the actual design.
® Solutroms are ul.'-rnpatiHe- with PFTF, L2TP, and 1PSec.
* Rills are reviewed.
* Procedures are secure.
* Praper security toals are employed.
Reporting
Reports should contain these conceprs:
s The =cape, aim, and methods followed
* Complete assessment of solutions with flows and strengths

* Suggestions to mitigate any flaws

VPN Product Testing

VM product testing verifies that the VPN does the following securely:
* Allows a point-to-podnt secure connection between two networks
= Allows a secured point-to-point connection between roaming clients and the Internet
* Provides authentication and access control mechanisms to restrict resource access

* Provides packet filtering or proxy services within the tunnel to control the traffic to exact protocols or
sourcefdestination points
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* Provides a sensible level of encryption and data integrity for the data within the VPN tunnel

* Provides a protected key-exchange method for all VPN devices

There are other tests that can be conducted, including penetration tests and encryption tests, as well as bench-
mark testing to imprave performance.

Comman VPN Flaws

VPN Hngerprinting

Several WM servers can be fingerprinted by UDP back-off fingerprinting or vendor [0 fingerprinting. This can
give useful information to a potential attacker. Some systems will expose the general type of device |such as
Cisco FIX or Mortel Contivity), while other systems will display the software version details.

The lke-scan toal, shown in Figure 4-9, can be used to fingerprint the server vendor and version number of
IPSec ¥PMs. This toal compares the specific variables in 1PSec packets being exchanged with the values in is
sigmature database.

The information obtained during the fingerprinting process provides a good deal of information regarding
the VPIs vulnerabilities. It enables a knowledgeable attacker to attempt attacks with known vulnerabilities for
the specific type of YFM, as well as guess its username and password.

lke-scan uses its own retransmission strategy to deal with lost packets in order to fingerprint the VPN server.
The IKE packet that is sent to probe the VPN is designed so that it does not reply to the VPN server's responses.
This makes the server believe that the packets are lost, and the server then tries to resend the lost packets depend-
ing on its back-off strategy. Information such as the time difference between the corresponding packets received
can be used to determine the back-off strategy, which in turn helps to fingerprint the server.

The —showhackedf option of Ike-scan records the response time of all packets and delays for 60 seconds
after the last packet is received. This delay ensures that all the packets are received prior to displaying times
and performing pattern matching. Becanse of this, the back-off fingerprinting process takes between ome and
two minutes.

The —ikeprobe option, shown in Figure 4-10, identifies vulnerabilities in the preshared key |FSK)
implementation of the VPN server. By trying various combinations of ciphers, hashes, and Diffie-Helman
groups, —ikeprobe forces the VPN server into aggressive mode.

IKECrack is another tool, designed to use brute force and dictionary attacks to crack the passwords for PSK
authentication in WFNs.

Insecure Storage of Authentication Credentials by VPN Clients

VPN usage introduces security risks, particulardy if the credentials are not protected. The following are some
commuon client isswes:

* Storing the umencrypted usermame in @ file or the registry: In this case, anyone with access o the client
computer can ohtain the username. If the VPN is using IKE aggressive made, an attacker who has the
username can perform an offline attack against the password.

* Storing the password in a seramibled form: When a password is stored in scrambled form, there is no key
to decrypt it. But if the decryption algorithm is known, it is easy to crack the password.

Figure -3 lke-scan fingerprints the server vendor and version number of
IPSzc VPN,

Find
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Figure 4-10 The —ikeprobe option identifies viulnerabilities and
forces the VPN server into aggressive mode.

= Staring the plaimtext passiword in memory: If passwords are stored in plaintext in memory, they can be
retrieved by dumping the physical memory using tools such as PRMDump. Figure 4-11 shows an example
of outpat from PMDump.

*  Weak registry or file permnissions for stored credestiols: It is a bad idea to store credentials at all, but i
is much worse if they are placed in an easily accessible file or registry entry, as shown in Figure 4-12.

Username Enumeration Vulnerabilitias

Remote access VPMs use IKE aggressive mode with preshared key [PSK) authentication as the default authen-
tication technique. Username/password authentication requires that the response to an incorrect login does not
give any information that would assist an attacker, such as which credential was incorrect.

Figure 4-13 shows an aggressive mode PSK authentication packet exchange. In this process, the client trans-
fers an IKE packet to the VPN server, and the VPN server responds with another IKE packet. Both packets
include many ISAKMP payloads, including the identity payload sent by the client, that includes the username
and the hash payload given by the server. This is an HMAC hash of different things, including the password.
In an actual authentication process, the client responds with a third packet containing an HMAC hash of several
things, including the password.
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be dumped to retrieve them.
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There are three faults in the way the YN servers respond to the first packet from the client:
1. Some VPN servers do not respond o all usernames. They only respond if the client has a valid username.
2. Some VPN servers will respond with a notification message.

3. Some VPN servers reply to both correct and incorrect usernames, but for invalid usernames, a hash pay-
Inad is calculated using a mull password, and it is easy for the client to determine it

Im all three situations, the response for an invalid username is different from that for a valid wsername,
which permits the client to determine if a username is valid or not. After getting a correct username with
IKE aggressive mode, it is simple to get a hash from the VPN server and to use this hash to brute-force-crack
the passwoard.

The correct procedure for a VPN server to respond for an incorrect username is to use 2 random password
for the hash payload. It is easy to implement and does not permit the user to check whether the username is
correct or not.

Man-In-The-Middle Attacks

An ISAKMP 5A {Internet Security Association and Key Management Protocol S ecurity Association) is set up on
the VPM server if it is using IKE aggressive mode and is able to identify a valid username and password. Even
if the VPN server implements a second level of authentication, this frequently depends on the security level of
the ISAKMYP SA. Even the second level of authentication will not provide complete security hecause it is still
vulnerable to a man-in-the-middle attack.

Lack of Account Lockout

Generally, operating systems permit accounts to be locked out after a number of incorrect login attempts. S+ill,
many VP implementations do not support this and permit unlimited login attempes.

Poor Default Configurations

Muost VPN server configurations are geared for usability rather than security. Typically, IKE aggressive mode
with a preshared key is a default authentication method, even when stronger authentication techniques are
available. Some servers are configured with weak ciphers by default, which are much easier for an attacker
to crack.

Poor Guidance and Documentation

Many VPN implementations do not provide adequate documentation to explain different configurations. When
setting up a VPN, an administrator should always consule an expert whenever anything is unclear.
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Chapter Summary

Wirtual private networks, or VPN, allow secure CONNECtivity Over Umsecure networks, inl.'|1.|d|.n3
the Internet.

There are several types of VPMs, including internal LAN VPMs, remoate access ¥FNs, and extranet VPNs,

WIMs use a mechanism called tunneling, which is a virtual connection between the source and destina-
tion that involves encapsulating data packets using a security protocol in order to make them impossible
to read if intercepted.

There are two types of ¥PMN tunneling: voluntary tunneling and compulsory tunneling,.

Popular VPN tunneling protocols include the following: Point-to-Point Tunneling Protocol (FPTF),
Layer Twao Tunneling Protecol (L2TF), and Internet Protocol Security {IPSec|.

WIM provides the following: client privacy, data reliability, and information authenticity.
The VPN policy ensures that only administrators, 1T staff, and authorized users can access the VPN,

Review Questions
I. “Whatisa VPN

2. What are the types of VPNs?

3. What is voluntary tunneling?

4. What is compulsory tunneling?

5. What are the VPN tunneling protocols?
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.

How is a VIPN set up?

7. How are DHCF services implemented?

. How are remote clients configured?

. What are VPM palicies?

. What are some risks associated with WPhs?

. What is an implementation review?

. What are some common ¥WPN flaws?




Hands-On Projects

Hands-On Projects

Read an intraduoction to VPR

Mawigate to Chapter 4 of the Student Resource Center.
Open Introduction o VPN.pdf and read the content.

. Read how to connect to a VPR

Mavigate to Chapter 4 of the Student Resource Center.

Open Connect to Your Virtual Private Metwork.pdf and read the content.

. Read how to enable a secure VN

Mavigate to Chapter 4 of the Student Resource Center.
Open Enabling Secure vpo_pdf and read the content.

. Read about the benefits of VIFNs.

Mawigate to Chapter 4 of the Student Resource Center.
Open Benefits Virtual Private Metworks.pdf and read the comtent.

. Read about WPM security flaws.

Mavwigate to Chapter 4 of the Student Resource Center.
Open VPN-Flaws-Whitepaper.pdf and read the content.
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Chapter

Creating Fault Tolerance

Objectives

After completing this chapter, you should be able to:

Plan for fault tolerance

Identify reasons for system fallure
Understand preventive measuras
Understand RAID levels

Conduct deployment testing

Key Terms

Disk striping  the process of spreading a single logical volume across multiple disks to increase
FErF‘.‘lmﬂnL'E

Disk striping with parity o type of disk striping that produces an additional stripe that contains
the parity information and allows for the restoration of any bost information from a failed disk in
the disk set and thus is fault tolerant; this technique requires a minimum of three hard disks in the
disk =et

Fallover systam  a system that automatically takes over operations upon the failure of any of the
primary critical system functions

Fila synchrontzation  the pro of updating files stored at different locations with the newest
changes to those files

Mirrors  accurate copies of the data on one disk transferred to another disk

Partty bit  a hit that indicates that an error has rred in transmission and the received data
are EI.'-rrIJ]:I-TEd

Tapa sutochangar o device that automatically rotates backup tapes

Find
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Introduction to Creating Fault Tolerance

Computer systems are not perfect. Mearly every system acts unpredictably from time to time, ranging from
small glitches to catastrophic failures. In order to deal with these problems, it is important to create an adequate
level of fault tolerance. Fault tolerance is the capability of a system to recover from any unpredicted hardware,
software, or power failures. This chapter teaches you how te make sure your systems are fault tolerant, in order
to better ensure the availability and reliability of resources.

Planning for Fault Tolerance
Tar implement fault tolerance, an administrator should follow these basic steps:
1. Recognize the components in the network that are likely to canse failure.
1. Prioritize the threats in order of most to least likely to occur.

3. Execute solutions to these threats.

Some fault-tolerance measures discussed in this chapter include archiving files using RAID, clustering, main-
taining backups of files, and storing important documents as read-only.

Careful planning is necessary to guarantee that the fault-tolerant systems execute as expected. This can be
done usng the Cooperative IrLTc||Lgrr|.'r Real-Time Comtral Architecture (CITRCA) madel, as follows:

1. First, plan for the allocation of resources in case a resource fails. Identify which respurces have the most

demand,
1. Create a plan to deal with resource faults.

3. Use resource allocation algorithms to map the required resources with available resources at regular in-
bl:‘r'-'.:l.l!. F.ﬂl.'h pracessor J'lﬂ.s a st |:l|: SI.'hﬂll'uIﬂhIE resources.

4. Depending on the platform used, any processor that schedules plans for resowrce allocation should either
accept the failure due to broadcast or accept the new schedules and work regardless of transmission delay.

Two very important resources are the processors and transmission lines. When planning interfaces to al-
lecate resvurces, consider if the current implemented plans for fault-telerant systems can be scheduled 5o as to
not unreasonzbly interfere with the normal use and operation of those resources. If not, reschedule the plans
for resource allocation.

Aspects of Fault Tolerance
Some key aspects of fault tolerance are:
* Improves system reliabilicy
* Saves bandwidth for data transfer by using efficient scheduling
* [mproves customer service
* Improves content management
* Improves security with authentication and firewalls
* Minimizes system administration requirements

* Protects from nerwork failures, server failures, and natural disascers

Reasons for System Failure

Hystems can fail for any number of reasons, in.n:ludmg crime, user error, the environment, and routine svents.
Crime
Hacking

A hacker that gains access to a system can cause a huge amount of damage. Small attacks can create problems
like denials of service and network failure, while Larger attacks can corrupt, dc:tru:.-.. ar steal data. Hackers can
change system settings, but they generally canmot cawse hardware damage.
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To avoid hacking issues, the administrator shoold do the following:
* Spcure the network against unauthorized access.

* Give user accounts the beast necessary privileges.

* Regulady back up data.

Virus or Wonm Qutbreak

Vulnerahilities in operating systems allow viruses and worms to infect systemns and spread at an alarming rate.
These malicious programs can destroy or corrupt data on an infected system, as well as steal large amounts
of bandwidth. To avaid issues with worms and viruses, the administrator should apply operating system and
software updates as spon as they become available.

Theft of Offline Data

Drisgruntled employees or attackers can steal the physical disks that store important data. Te avoid offline data
theft, administrators should do the following:

* Provide physical security to systems.

* Back wp files daily.

Sabotage

Sometimes, unsatisfied employees will sabotage a network from the inside, causing heavy damage with legiti-
mate credentials. This can alse happen due to corporate espionage from the outside.
To avoid sabotage, the administrator should do the following:

* Ensure adequate physical security and restrict access to valuable files as much as posible.

* Monitor and track user actions.

Terrorism

Guowernment agencies have recently increased their network security against terrorist attacks, but plans should
still be made in order to deal with them should they occur. In order to provide continuity of operations after a
terrarist attack., administrators should maintain offsite hadcups- of all critical data.

User Error
The majority of computer downtime in business is due to human errors, including the follvwing:
* Owverwriting or deleting files
* Changing operating system configurativns
* Applying patches before testing
* Incompletely setting up software
* Using newer software with undiscovered vulnerabilities
To prevent and recover from user errors, the administrator should do the following:
* Give user accounts the least necessary privileges to prevent them from deleting important files.

* Back up files daily.

Environment
Fire

If fires are nat caught early, they can be very difficult to control. A large fire can cause a huge amount of damage
tor everything, including computer systems.
Countermeasures to fire include the following:

* Place fire and smoke detectors.
* Maintain offsite backups.
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Watar

While a full floed can obviously cause damage to all physical assets, even a small amount of water can destroy
a computer system. This water could enter the area through a leaky roof, a malfunctioning air conditioning
system, or even condensation from ambient moisture,

T avaid water damage, the administrator should do the following:

* Miake sure server rooms are above ground level.

= Maintain offsite backups, and store local backups above ground level.

Earthquake

It is important to know if the local area is prone to earthquakes. 1f there is any chance of earthquakes, the ad-
ministrator should make sure systems are physically secured and maintain offsite backups.

Routine Events
Hardware Fallures

Many things can cause hardware failure. For instance, if hardware is left unused for a long period of time, it
can fail. On the other hand, if hardware is used too often, it can wear out. Proper management is required to
prevent device failure.

Mean time berween failures |MTBF) is the amount of time electrical squipment can be expected to perform ad-
equately. The general MTREF for hard disks is five years. There are two commaon reasons for hard disk failure:

1. Constant hard disk access, usually in servers

1. Heat consuming the lubricant in the disk’s spindle

Copies of data should be maintained in a second, backup hard disk of the same system or other removable
device.

T avaid problems with hardware failure, the administrator should do the following:

* Implement RAID 1 or RAID 5.

= Back up data daily.

* Handle hardware devices with care.

Software Fallures

Undetected bugs and vulnerahilities can cause total software failure. If two pieces of software are incompatible
with ome another, they may both fail 1o execute.
T avaid problems with software failure, the administrator should do the following:

® Test software before implementing it.

* Check for documented incompatibilities between different software applications and operating systems.
Power Fallures

Power failures occur when power consumption increases beyond the transmission capacity. Power transmitters
are usually built to ke fault tolerant, but it is still important 0o wse uninterruptible power supplies [UFSs) and
power generatars in case something does go wrong.

Network Circult Fallures

Circuit failures make the network unavailable to its users. The administrator should employ robust circuits and
install redundant routers to provide easy and Failover system access to the network. A failover systewr is a system
that automatically takes over operations upon the failure of any of the primary critical system functions.

Preventive Measures

There are a few things that can prevent faults from ocurring in the first place, including the following:
* Data backup

® UP5s and power generators
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* Perimeter security
* Physical security

* Offsite storage

Backup

Backups are a general form of fault tolerance and are very important in recovering from any type of failure. Back-
ups are snapshots of all data on a machine at a particular time and are kept on external devices like tapes.

Backup Method

Tapes used for backup are attached to the server. The organization’s night staff is responsible for changing
tapes and initiating the copy process. Tapes are labeled according to the time and date the backups were
carried out.

COmce a tape is used, it should ideally not be reused, so it can be a permanent record of the state of the nertwork
om that date. On the other hand, smaller organizations may rotate a certain number of tapes, overwriting the
oldest backup every night.

Archive Marking

Archive marking is a method used by all operating systems to show which files have been altered since the
last backup. This is done through a single bit flag attached to every file as an attribute. The archive bit is
placed every time a file is written and can only be zeroed by archive software. Therefore, every file contain-
ing this bit has been modified and is different from the most recent backup. Most backup software allows
the user to back up only those files that have been modified since the last backup. This can save both time
and storage space.

Backup Options
Moaost backup software contains the following backup options:

* Full backwp: Full backup archives every file an the system and erases all archive bits.

* Copy backup: Copy backup archives every file on the computer without changing the archive bit flags.
Copy operations take less time and can archive read-only files, because there is no need to open any files
to zero out bit flags.

* [ncrememtal backup: Incremental backup archives each file with its archive bit set and resets the bit.

= [Differemtial backup: Differential backup archives every file that has its archive bit set, but it does not re-
set the hit, so the next backup will still include recently modified data as new data.

* Periodic backup: Periodic backup archives all files that have been modified since a specified date.

* fmaape backug: In an image backup, a complete copy of the disk is written to tape, including all informa-
tion necessary to reconstruct the drive’s partitions. This backs up every single bit of the disk, including
amy open files.

Tape Backup Features

Tape devices vary from simple single cartridge units to complicated, automated tape changers. Tape anto-
chamgers are devices that automatically rotate backup tapes. When one tape is filled to maximum, the next tape
in the changer is rotated in and the archive operation continues. This makes it possible to archive large amounts
of data. This does, however, add time to the ha.rr_lcup aperation, and thess devices may fail.

Redundant Array of Independent Tapes (RAIT], also called Tape RAID, is an alteration of RATD (Redundant
Array of Independent Disks) technology. RAIT uses several tape devices in parallel, depending on the volume
of the data to be backed up. RAIT is usually inexpensive and faster than tape autochangers. They are faster,
because all tapes are used simultaneously, so it takes no more time than making a single backup tape.

Problems with Tape Backup Unfortunately, tape backup is very unreliable. As many as two-thirds of
efforts to completely rebuild a system from a tape backup will be unsuccessful. This filure is often due to hu-
man error. Employess have to change the tape every day, and they may forget to do so. [f the backup software
determines that the tape has not been changed, it will either not run a backup az all, or it will run a new backup,
replacing the old one.
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Practical Backup Tips

Backup is very important, and administrators should set aside an adequate part of the budget to cover
the expenses that daily backups incur.

Use media large encugh to perform a whale backup onto a single tape. If this is not possible, use
RAIT software.

Maintain automated backup software to minimize dependence on humans.
Use image backup software rather than file-based backup software. This makes recovery far easier.

Turn off disk-based catalogs. They take up far more space than necessary, and they are not available
when computers crash. Use media-based catalogs.

Use software with an open-file backup feature so that important, open files can be backed up.

Use the Windows force system lopoff user policy to close down user connections and force all files to
close just prior to the backup.

Mark media each time it is written. Throw away reusable media after their tenth backup.

Do a full system backup at least ance a week, and store the backup for whatever period of time is re-
quired by your security policy.

Test the backups by implementing full system restores o test servers at least once per quarter.

Do not spend time and resowrces backing up workstations. Inform users that important files should be
stared on network file servers.

Warkstations should contain operating system and application files only, all of which can be easily re-
covered by reinstalling software from CD-ROMs.

Use enterprise-based backup software that can transmit backup data over the network to a central
backup server. Make sure this backup ooours overnight so it does not degrade network performance.

UPss and Power Generators

Uninterruptible power supplies |UFSs) are battery systems that prowide continued power during a power failure.
This gives users a few extra minutes to save their work and properdy shut down their workstations. UPSs are
not designed to run through long power outages, so if power is not restored within a few minutes, servers must
be shut down as well.

UPSs are comman and can be acquired through any computer retail channel. Setup simply involves plugging
the UPS into the power source and then plugging the computer into the UPS. Some maodels also indude serial or
USE connections that can tell a computer to shut down. They also normalize poorly regulated power, extending
the life of the computer’s internal power supply and reducing the likelihood of the power supply causing a fire.

While it can be helpful to use UPSs on workstations, it is only really necessary for servers that store critical
data. Administrators should remember to put UPSs on hobs and roaters if servers will nesd to communicate
with ome another during a power failure event. If the entire system must be operational during a power failure,
emergency power generators are needed, which are extremely expensive. These generators are started within a
few minutes after the main power failure, while computers are still running on their UPS systems. As soon as
the power generators are delivering power, the UPS systems return to their normal condition. When main power
is reestablished, the generators shut down again.

Once UPSs and power generators are in position, it is important to test the conditions of o power failure
hefore one actually eoours. After working hours, administrators should turn off the main power and make sure
that all the servers close down correctly. Servers can be configured to restart manually once power is restored
or b wait until they are manually restarted.

Perimeter Security
Firewalls should have the following characteristics to provide adequate security:

Imformation protection: Firewalls should not disclose anything about the interior of the network, or
even disclose their presence. When hackers scan for networks using ping scanners, they depend upon
the victim to respond. Firewalls should not respond to these scans. This means that technologies such as



Freventim Measuras &7

Simple Metwork Management Protocol (SWMP] shoold not be used to manage firewalls, and adminis-
trators should only be able to reach the firewall from the private interface.

* Correction control: Firewalls can control all data that passes between the company’s netwaork and the
Internet. This is the most significant measure taken to control security on the network. Wireless net-
work access points, modems, and any other method of transmitting data must be assessed in terms of
network security.

* Demilitarized zore: IF two different bevels of security for different purposes are needed, a separate fire-
wall must be installed behind the machines that require expanded Internet access so that if they are
mmpmmiscd, the rest of the netwaork is safe. This ctmfl.gurz.tiun. is called a demilitarized zone (DM Z).
This should be used to divide public servers such as e-mail and Web servers from the internal network
while providing firewall protection.

* Universal poficy: A specific type of traffic must be controlled in the same way at all firewalls, 1f a pro-
tocol is allowed to pass one firewall, it does not matter if every other firewall blocks it. Enterprise-level
firewalls, such as Check Point FireWall-1, allow users to set a single palicy and then apply it to
all firewalls.

* Deny by default: All eraffic except thar which the firewall knows it must accept should be rejected,
including both incoming and outgoing data. The effect of becoming infected with a virus or worm is
greatly reduced if the malicious software cannot open an outgoing connection.

Physical Security

Geood physical security on the premises is very important. Software security measures will do very little good if
the premises can be physically breached. Physical security measures include locks on entrances, security guards,
and video surveillance.

Centralization is important in all aspects of security. It is much easier to keep server and computer resources
physically secure if they are located in the same room or groop of rooms on each floor or in each building. Al-
lncating servers throughout the organization is a great way to increase overall bandwidth, but these servers must
be thuroughly secured physically.

There are several types of locks that can be used, including key locks, combination locks, and biometric locks.
Keys can be stolen, and combinations can be accidentally revealed to third parties, but biometric sensors such
as handprint scanners ar retinal scanners cannot be fooled.

A secure space has secure lock mechanisms on each door, ecks that cannot simply be detached from the door,
doors that cannat be detached from the outside space, and no available access other than those doors. It does
not have glass windows, a drop ceiling joined to ather rooms, flimsy walls, or ventilation ducts large enough
tor crawl through.

Good alarm systems can mechanically call the police, integrate with fire alarms, and page responsible em-
plovees when alarms go off. Security guards are a very effective deterrent to direct intrusion attempts, but they
are, of course, expensive,

Offsite Storage

Oiffsite storage is the process of sending data to another location so that if anything catastrophic occurs at the
vriginal system, the backups or archives are not damaged. There are two ways to handle offsite storage:

1. Physically moving backup media to another bocation on a regular basis

2. Passing data to another facility using a network, such as the Internet

Using the Internet is far more dependable, because it can be automated, removing human error. It is important

tor be sure that there is enough bandwidth to finish the operation before the next operation queues up, so testing
is VETy Important. File management software can be ocmfl.gur\ed. o that |.'ur|.|:.I uhnnged data are sent, |c:scni:|13

the bandwidth load.

Redundant Array of Independent Disks (RAID)

Redundant Array of Independent Drisks, or RAID, describes multiple disks combined into a single bogical vol-
ume. This means that if a disk fails, another disk contains the same data, so nothing is lost. Except for RAID
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level 0, at beast one hard disk can fail and the system will remain usable. The system does not even need to shut
down for the failed drive to be substituted with o new one. There are six RATD levels: D-5_

RAID Lewval 0

This = not considered Fault tolerance, becawse all daea is still -:|n|}':':|:|:-rr|1 ance. Omne disk's malfunction can causs
the entire volume to fail. Because of this, RAID 0 is not suitable for servers. This is a form of disk stripimg, when
a single logical volume is spread across multiple disks to increase performance.

Figure 5-1 shows a RAID 0 configuration.

RAID Lewval 1

RAID 1 implements mrirrors, which are accurate copies of the data on one disk transferred to another disk. This
supports fault tolerance because if a single disk fails, its data can be retrieved from the mirror copy made on
the other disk. This requires two disks of the exact same type and model. If models are different, i may cause
speed synchronization issues affecting disk performance.

RAID 1 implementations require a RATD 1 controller. In some software and operating systems, mirroring is
executed using the disk manager. Hardware and software mirroring are very trustworthy and can be executed
O ANy SErver

Figure 5-2 shows a RAID | configuration.

RAID Lewval 2

RAID 2 uses disk striping writh parity, a type of disk striping that produces an additional stripe that contains
the parity information and allows for the restoration of any lost information from a failed disk in the disk set
and thus is fanlt tolerant. This technique requires a minimum of three hard disks in the disk set. The parity bit
is a bit that indicates that an error has occurred in transmission and the received data are corrupted. RAID 2
is highly complex and rarely used, but is sometimes used for commercial purposes. RAID 2 also uses byte-level
striping with a form of error-correcting code [ECC) known as Hameming code. The number of disks required
for configuration of RAID 2 may vary, but it typically uses 14 disk drives: 10 data disks and 4 Error Correcting
Code [ECC) disks.
Figure 5-3 shows a RAID 2 configuration.

RAID Lewval 3

This is similar to RAID O, but one drive in the array is used for storing error correction data, making a CRC
leyelic redundancy check) checksum on data written to other disks. RAID 3 provides redundancy by writing

[ : m ] .
. . . Copyight © b:.IB-BT il
A1 rights rescrved. Reprocucticn b srictly profibiad

Figure 5-1 RAID 0 does not include any fault tolerance.
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Figure 5-2 RAID 1 indudes mirrors of all data on separate disks.
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Fgure 5-3 RAID 2 is rarely used due to its high complexity.

all data to three or more disks. This is ideal for systems requiring large file transfers, including videos, images,

streaming, and publishing.
RAID 3 uses the XOR algorithm for parity generation. It is shown in Figure 5-4.

RAID Level 4

RAID 4 is similar to RATD 3, with the major difference being that RAID 4 uses block-level striping. This means
that the stripe size can be changed to meet application requirements.
RAID 4 needs at least three disks. It also delivers good performance and fault tolerance like RAID 3, but
performs better for smaller file access like database transaction processing instead of large sequential files.
Figure 5-5 shows a RAID 4 configuration.

RAID Level §

RAID 5 creates disk sets or disk packs of multiple drives in a single logical volume. A single disk holds parity
information with a mathematical sum of the information contained in the other stripes spread across all disks.
This disk s equal to the size of one drive in the set, and is used to store a copy of the data on any one disk. In
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Figure 5-5 RAID 4 is more wseful for smaller file access than is RAID 3.

the event of a disk failure, data can be .1.1.||:|.'-r|:|:||:|.c:1[|:.I retrieved from the information stored on the other disks
and the parity stripe. This method requires a minimum of three hard disks.

Figure 5-6 shows a RAID § configuration.

At higher levels, fault tolerance requires hardware-based RAID 5. For this, low-level programming is put into
the computer’s BIOS. This is more reliable than a software-only selution and permits booting directly from a
RAID § partition. RAID 5 controllers must be installed before the operating system.

RAID 0+1: Striping with Mirroring

RAID 0+1, also known as RAID 10, combines B AID O striping with RAID 1 mirroring. It makes two RAID
i) stripe sets and mirrors across them. This method can tlerate the failure of half of the disks. For example, if
there is a stripe set of three 40-GB disks to create a 120-GE volume, RAID 10 can mirror that stripe set to an
identical set of three 40-GB disks. The total storage remains 120 GE.

With the same six disks, RAID 5 only allows 100 GB of storage with the same level of fault tolerance. Hard-
ware RAID 5 controllers are costly because a microprocessor must be used to assess the parity information.
RAID 10 controllers, on the other hand, are inexpensive, because no additional hardware is needed.

Clustered Sarvers

Clustering involves running a single application on multiple machines simultanesusly. In addition to providing
fault telerance, this s useful for vEry d-rrna:ndl.n.g .1p-p| ications, like emterprise databases, commercial Web sites,
and serious scientific applications.

Falfover Clustering

Failover clustering, also called server replication, is the process of retaining an auxiliary server in operation
that can take over without human intervention in the event of the failure of the main server. In general, these



Freventim Measuras N

Server [.c“'“_:l Bo ) (= ] & | o

ablxks bhlocks  cblocks o bloeks e blocks
G © by E6-Commsl
Sllrighis rmanved. i |5 390 icty prohibied

Figure 5-6 RAID § presents disk sets as a single begical volume.

clusters use disk systems that can be changed from one machine to another without human intervention, or
they automatically apply changes to the disk from the main server to the secondary server. Failover clustering
does not permit multiple servers to handle identical services at the same time. Responsibility is simply shifted to
another member of the cluster if a system crash occurs.

Stateless Protocol

Stateless protocols do not keep any information about the dient session on the server side. This means that they
can be effortlessly clustered across multiple machines withoot worrying about data, because it does not matter
ta which server the client connects from one case to the nect.

Information accumulated in RAM on the servers is not retained, so even though the server may change, open
network sessions will be lost unless they are using stateless protocols like HTTE. IF the primary server fails,
sessions can be reestablished on new servers without any difficulty or human intervention. This is not useful for
application services such as SQJL server and messaging servers, because those applications are responsible for
moving data between the members of the cluster

Stateless clustering was designed for Web services for large sites, and it works very well for those services. The
guantity of user information stored on a Web site is usually much less than the amount of data sent to each user.
Because some Web sites need to handle millions of concurrent sessions, this method allows designers to pat the
client-handling lad on Web servers and keep the database load on back-end database servers.

Load Balandng

Load balancing is a clustering method in which single cient sessions are connected to any one of a number of
similarly configured servers, so that the complete load of client sessions is stretched regularly among these serv-
ers. This permits multiple machines to act in response to the same [P address and stabilizes the client load. This
makes all the servers act as one server that can handle a huge number of concurrent connections. Both Windows
and UMNIX maintain this type of clustering.

Load balancing is not meant for file services, databases, or e-mail because there is no standard way to dupli-
cate data stored on one server to all the rest of the servers. If the user stores a file om one server in the duster, it
may not be there when that user accesses a different server in the cluster. This problem can be solved by config-
uring all clustered machines to send their accumulated data to a single back-end storage or database server.

Simple Server Redundancy

Simple server redundancy is the method of replicating or swapping out an entire server. It is required at sites
where downtime costs are extremely high. Simple server redundancy can be configured as follows:

* Assign more than one 1P address to a single domain name rather than to a single server. The other servers in
the domain continuously ping the primary server address and if the primary server does nat respond, each
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im turn will take over. This way, an array of Web servers with identical 1P addresses can be used. As each
server is identical, the client would get the same data from the ssrver to which he or she has been attached.

® Firewalls can be organized to load-balance a single IF address across a group of identical machines.

Cross-copying files between two or more servers maintains a complete copy of all data on another
machine. This can be achieved by using Windows File Replication Service or by running programmed
scripts. It also helps in updating the previously stored backup copy. Once the full backup is taken, only
madified data must be updated in the backup. This can be done with the help of the archive bit. This is
not feasible in every situation, because there can be a time lag between two backups.

Archiving

Archiving involves copying user files for future reference. This keeps a permanent record of every version of files
created by users. When archived systems fail, they can be restored or rebuilt from the original sources and an
archived copy. This is very useful when the system fails due to application failure or when user data gets cor-
rupted. Windows Shadow Copy is an example of this methad.

Backup involves copying user and system files to be used when the whole system fails. Tapes can have back-
ups, but they cannot be archived.

File synclrronization i the process of updating files stored at different locations with the newest changes to
those files. This only waorks if the files do not change on both ends at the same time.

Eoth the backup and archive processes are exclusive, and their implementation depends on the nature of
the information.

Circuit Redundancy

Circuit redundancy can be implemented by configuring additional data circuits from Internet service providers,
and using routing protecols and configured redundant routers. The most used routing protecols are Interior
Gateway Routing Protocol {IGRP] and Exterior Gateway Routing Protocol (EGRP). Both of these are link-
state proboscols and are mns-'r.:.nﬂ:.- 1.'eri|:5.-|.r|._|| the state of a route connection with alternative routes stored in
the memaory.

IGRF factors weight mathematical valoes for networking delay, bandwidth, and reliahility when determin-
ing the route to take. It is a stable protocol with features like hold-downs, split horizons, and poson-reverss
updates.

EGRP is an extended distance-vectoring routing protocol. It is more widely used than IGRP and factors
bandwidth, hop count, maximum packet size, reliability, and traffic load metrics o decide the best possible
route. They help in tracing circuit failure and manage routing of data. Multiple circuits can be configured to
load-balance traffic and boost bandwidth capacity.

Circuit redundancy requires complex router configuration for effective performance.

Deployment Testing

Deployment testing is used to test software compatibility and catch errors before deploving new software con-

figurations. A test server is created by making a clone of an existing server, and software is installed on that test

server. If anything goes wrong on the test server, the error can be corrected before it affects other systems.
Commaonly used tools used for deploy ment testing include the following:

= VMuware from VMusre Corporation: Vidware has the following features:
* Patform independent and divides single physical development environment into various platforms
* Replicates multimodule production environment into virtual machines for testing
= Splits development among various teams
* Removes recurring configuration tasks from development and testing cycles
* Helps in automating many manual-testing sequences

* Imitates complex network applications on a single physical platform

Virtawal PC from Microsoft: Microsoft Virtual PC is a teol for software virtualmzation. It helps in execut-
ing multiple PC-based operating systems concurrently on one system. This helps in maintaining compat-
ihility with legacy systems and saves reconfiguration time when migrating to a new operating system.
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Chapter Summary

Fault tolerance is the capability of a system to recover from any unpredicted hardware, software, or
power failures.

Systems can fail for any number of reasons, induding crime, user error, the environment, and
TOULINE EVENTS.

Backups are a general form of fault tolerance and are very important in recovering from any type
of failure.

Uninterruptible power supplies (UFSs) are battery systems that provide continued power during a
power failure,

Physical security measures include locks on entrances, security guards, and video surveillance.

Offsite storage is the process of sending data to another location so that if anything catastrophic scours
at the original system, the backups or archives are not damaged.

Redundant Array of Independent Disks, or RAID, describes multiple disks combined into a single logi-
cal volume. There are six levels of RATD: D-5.

Clustering involves running a single application on multiple machines simultaneoush.

Review Questions

1. How is fault tolerance created?

2 What are some fauli-tolerance plans?

3. What are some causes of necwork failure?

4. What are some causes of system failures?
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5. What is a backup?

. What are the functions of UPSs and power generators?

7. What is perimeter security?

B. What is RAID?

9. What are the RAID levels?

10. What is a clustered server?

11. What is simple server redundancy?
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Hands-On Projects

o 1. Read an intraduction to fault tolerance.
Mawigate to Chapter 5 of the Student Resource Center.
Open Intraduction to Fault Telerance.pdf and read the content.
1. Read about RAID.

Mavigate to Chaprer 5 of the Student Resource Center.
Open RAID.pdf and read the content.

Find
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Chapter

Incident Response

Objectives

After completing this chapter, you should be able to:
Classify Incidents

Report Incdents

Manage Incldants

Understand the sle-step approach for Incident handling

Understand services provided by Incldent response teams
Understand the Incdent response team Iife cyde

Key Terms

arttfact any file or tool that is responsible for compromising a system

Introduction to Incident Response

A incident is any event that adw =n|}' affects the security
can inchude a security breach from a hacker, a natural event like a fi o

This chapter teaches you how mize, report, and respond to incidents in order to minimize
damage and resume normal operati

vver failure.

Classification of Incidents

Incidents can be classified into four different categories based on severity. There are also several
different types of incidents.

Find
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Categories

Category I: All the incidents that normally do not affect systems and are not necessarily attacks are

placed under category 1, including:

* Scans and pings from any external, uncontrolled system

* Wirus and Trojan attacks detected and cdleared before causing any damage
* Unauthorized access of information by employees

Category 2= All incidents of potential attacks detected before causing any harm are categorized as
category 2 incidents. Some examples of category I incidents are:

* Scans and pings that oceur repetitively from unauthorized systems

* Scanning and mapping of pores by an external network or system

* Unsuccessful attacks aimed at accessing information without proper authorization
* Failed Dos or DD0% attacks

= All harmful spyware, Trojans, and viruses contained in a system

Category 3: Category 3 incidents are successful attempes to damage networks, systems, or information.
Although they are successful in causing some damage, the damage is not severe. Examples of category 3
incidents include:

* Altering or deleting files from Web servers
* Bypassing firewalls without passing an authorization test
* Tranks and hoaxes

* Allowing unauthorized access to important information such as account details and
personal information

* Uncontrolled Trojans, viruses, and spyware

= Attacks on network services and systems such as NIS, DMS, NFS, e-mail servers, and Web servers
* Modifications to access privileges

* Changing the hardware and software configuration of the network

Category 4= All incidents that critically paralyze the system are category 4 incidents. These incidents
require the immediate attention of crisis management teams.

Types of Incidents

Caonfidentiality-, inteprity-, and auailability-reloted incidemts: In these types of incidents, attackers try
to break the security and confidentiality of information in order to modify or delete it. These incidents
enable the attacker to carry out Dof attacks.

Recomnaissance mttacks: Reconnaissance attacks attempt to gather critical system information for a
future attack.

Repudiation: In repudiation incidents, attackers impersonate an authorized person and utilize his ar
her privileges.

Harassments: In harrassments, the attacker Frl._qhbrn.-':. embarrasses, or troubles the victim usi ng repein-
tive spam mails, messages, or remote screen-write services.

Extortion: In these kinds of incidents, the attacker tries to extort money from a person by stealing his or
her personal information.

Farragraphy and porrography trafficking: These incidents involve trading pornography on company
systems, which can include illegal materials such as child pornography.

Oirpawized-crime activities: These incidents include organized crimes such as trafficking, fraud, and gambling.
Subwersion: In subversion incidents, attackers offer applications that seem useful but actually cause damage.

Hoaxes: These incidents involve spreading incorrect information. Hoaxes can negatively affect the func-
tioning and reputation of a person or crganization.
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Reporting Incidents

‘When an incident accurs, it is important that it be reported as soon as possible. Any employee even suspecting
an incident should report it immediately.

Contact Personnel

The persons to contact in the event of an incident vary according to the functional moedel of the organization.
In general, the following people should be contacted:

* Sife security coordinator: Site security coordinators monitor compliance with the security policies of

the organization and monitor all commumnication between FedCIRC, incident response teams, and law
enforcement agencies.

Orgamizational CSIRT: A CSIRT, or Computer Security Incident Response Team, is responsible for
receiving, reviewing, and responding to compater security incidents and reports. CSIRTs provide their
services to corporations, educational arganizations, or governments of any region or country. Almast all
organizations have a CSIRT for preventing and responding to incidents.

Fed CIRC: FedCIRC collects reports of security issues from all sites. FedCIRC should be included in all

commumnications between different sites of the organization and CSIRTs according o the organization’s
security policies. Contact information is available on the Fed CIRC Web site.

Lan I:'ﬂfl:ll'fll'mll'.lr!: Law Eﬂ&ml J.Hﬂmiﬂs- Shl:ﬂ.llll bE I:DrlTJ.Cu"ll 50 Tj'll!}'cﬂn Tj.k.rl" actmn
against attackers.

What to Report

A user who finds an incident should report the following:

-

-

L3

-

-

-

Intensity of the security breach

Circumstances that revealed the vulnerability
Shartcomings in design that may have led to the weakness
Logs showing the intruder’s activity

Specific help needed

Exact time of the incident

Step-By-Step Procedure

1.

=

Establish peneral procedures for responding to incidents: A CSIRT should be formed and made respan-
sible for managing security incidents. The CSIRT team should be made up of experts from different fields
and should be able to manage different sites and different tasks. The roles of each person on the team
should be clearly defined.

. Prepare to respond to incidents: The CSIRT team shouwld always be ready to detect any sscurity
threat and take the appropriate steps to minimize losses. It should prepare detailed procedures before
incidents occur.

. Arabyze all available information to characterize an incidet: A proper analysis should be done to under-

stand possible incidents and their nature. All incidents should be properly recorded on the information
systemns administrator’s incident reporting form.

. Compuoicate with afl perties affected by the incident: All parties affected by the incident, including

administrators, managers, user security enforcement teams, law implementation agencies, and the CERT
Coordination Center, should be familiar with the incident response process.

. Collect and protect information associated with the incident: All evidence related to the incident should

be properly recorded. Avoid altering the evidence in any way. Make backup copies of the evidence.

. Apply short-term solstions to the incident: The attacked host should be isolated from the network

and all accounts should be disabled. Access to the compromised files and shared databases should

be restricted.
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7. Eliminate vwlnerabilities pertaiming to the incident: The CSIRT team should scan the operating systems
and mnﬁgurﬂiun files to detect any kind of attack and undo any cha nEes the attackers made.

B. Returm systems to mormal operation: All systems should be restored to normal so that operations
can continue.

9. Idewtify and implement security lessoms: Lessons from previous incident responses are very helpful when
designing the security process. After an incident is solved, follow these steps:

* Analyze the incident.

* Report b senior management.

* Revise the security plans and procedures.

* Analyze new risks.

* Prepare a new inventory of the system and network assets if any changes were made.

10, Farticipate in investigation of the sites affected by the incident: All other sites affected by the incident
should be contacted to coordinate the countermeasures for that incident.
Figure 6-1 shows this procedure.
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Incident Reporting Forms

US-CERT is a parinership between the Department of Homeland Security and both the public and private sectors.
It conrdinates defense and responses againse cyber attacks across the United States. Figure 6-2 shows the US-CERT
incident reporting form, and Figure &-3 shows the incident reporting form for the CERT Coordination Center.
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Figure 6-2  This is the US-CERT incident reporting form.
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Incident Management

Incident management refers to an overall strategy before and after an incident occurs. The first step for
managing and responding to the incident is to assemble the team. Incident management aims to meet the
folloawing objectives:

= Human safety
® Preservation and recovery of business data
= Regaining computer and network services

* Minimizing damage to the company’s reputation

Surviving Large Incidents

Tr manzge large incidents, team members may need to work a good amount of overtime. Team members may
need io work on the incident in shifis, 2407, for several da:.-:':.

Assigning Ownership

Far every significant incident, ownership should be assigned. The owner is assigned all the responsibilities and
work related to the incident and is responsible for seeing the task through o its successful conclusion.

The lead role and alternate mles should be assigned. Both should inform the team manager and other team
members abour the progress and development of work on the incident.
Preparing Tracking Charts

Tracking charts are prepared for managing multiple incidents in a single database of old incidents. These charts
can be extremely useful when new incidents occur. A tracking chart should include the following:

® Incident rumber

= Type of incident

* Lacation of occurrence

= Point of contact

* Phone numbers of team members
* Priorities assigned to incidents

* Current status of the incident

® Last updates

® Team lead information

= Alternate lead information

Assigning Priorities to Incidents

Priorities should be assigned to every incident according to its severity. It is recommended to use the four-
category model presented earlier in this chapeer.

Incident Response Architecture

The incident response architecture shown in Figure 6-4 contains the different elements of the security response
system and how I:hrq.' interact with each other.
® Poficy= At the top of the incident response architecture is policy. The security palicies properly define the
aim of the incidence response. The policy’™s position at the top of the pyramid indicates its importance.
* Techmology: Detection and prevention of incidents such as intrusions, virus attacks, hacking, and spoof-

ing require specific and sophisticated tools, These teols require a significant investment, so they should
be chosen carefully.
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Figure 6-4  This pyramid represents the anchitecture of incident response.

Procedwres: Procedures for the response to any incident should be clearly planned and defined. These
procedures have the following benefits:

* Assistance in training new members

* Uniform respomse

* Quality assurance

* Legal issues

Standards samd metrics: Metrics are mathematical representations of the impact of the incident. These
help the management team decide what countermeasures should be taken. Data can include the average
time taken for incident detection, average time taken for overcoming the incident, and other details of
the nature of the incident.

Commrprication: Proper communication among the different teams responsible for incident response is
extremely impartant.

Irtrusion detection: Timely intrusion detection helps minimize boss.

Trparct assessmeant: Assessing the impact of the incident helps to provide corrective measures and the
resources required to restore the system to its original form.

Ligisoms with agencies: Agreements with different alert and response agencies help organizations detect
attacks and stay informed about new security issues.

Irformustion validatioe: Information validation mechanisms can help avoid incidents due to hoaxes and tricks.

Six-Step Approach to Incident Handling

Incident handling includes three hasic functions:

L
2
3

. Incident reporting
. Incident analysis

. Incident response

The invitational workshop on incident response in Pittsburgh, Pennsylvania, developed the six-step approach
for incident handling at the Software Engineering Institute in 1989, This process is still used today. The six
steps ares

1

]

. Preparation

. Detection
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3. Containment

4. Eradication

5. Recovery
6. Follow-up
Preparation

Preparation is the readiness to respond prior to the actual cocurrence of an event. Methods of dealing with
incidents should be established to deal with threats posed o the following:

® Orpen systemns that are valnerable o attacks
* Secured systems with no incident response
® Systems yet to be secured

It is necessary to define exactly what every employee will do when an incident occurs. Everyone should have
the necessary contact information to alert the incident response team. Several resources are required, including

special hardware, software, and training.
System administrators are responsible for most of the work in this stage. Their responsibilities include

* Ensuring password policies are followsd

* Disabling default accounts

* Configuring appropriate security mechanisms

* Executing and enabling system logging and auditing
= Managing patches

* Ensuring proper backups

* Ensuring the integrity of file systems

® ldentifying abnormal system behavior

Detaction

Detection is the identification of malicious code, unauthorized file modifications, or amy other incident.
Intrusion detection systems {105] help identify unauthorized access, but the detection stage involves much more
than that.

Detection Software

T effectively detect incidents, software such as IDS, antivirus software, and integrity-checking software is
required and should be kept updated. Om the other hand, some incidents are noticeable without software. Any
of the following conditions could indicate an incident:

* Failing to log in after multiple attempes

* Histary of activities during non—working hours of the day
* Mew aocounts or unknown files and programs

= Manipulations in configurations

* Extension of user privileges

Altered Web pages

= Albered system logs
® Suspicious log entries
® Decrease in system speed or system crashes

» Modification of NS tables, firewalls, or routers

Sodal Engineering Attempts

%ncial engineering can result in unauthorized access to the system. Any suspicious activity, however small,
should be considered serivus. Certain things can indicate secial engineering, such as multiple login attempts.
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These activities should be constantly monitared, and security awareness training should he regularly provided
tor all employees.

Initial Actions and Reactions
Oince an abnormality is detected, the next steps depend on the specific problem. The response team should start
by doing the following tasks:

* Analyring every anomaly found

* Auditing anomalies and maintaining a copy of compromised files for analysis

* Documenting as much as possible about the incident
Estimating the Scope of an Incident

An incident’s scope should be estimated in order to determine the proper procedure and its priority. Scope can
be determined by considering the following:

* Mumber of compromised systems

* Mumber of networks imeolved

* How much of the network is affected

* Privileges attacked

* Risk invohed

* Mumber of sources (telephone, fax, PEX, routers, etc.) used while artacking

* Public knowledge of the incident, which affects the organization’s reputation
The Reporting Process

A reporting policy should be created and provided to the staff so that there is no delay in incident reporting. The
security policy needs to consider, at minimum, the following:

* What should be reported

* The contact who will receive the repore
= Method of reporting {e-mail, phun.e, etc.]
* Consequences of violating policies

* When to notify the legal department, incident response teams, public affairs, etc.

Containment

Oince actions in the detection phase lead to the determination that an incident occurred, it is important to con-
tain the incident in order to reduce loss and damage. Different measures should be taken depending on the type
of incident. For example, if multiple failed login attempts occur, the logical containment measure i disabling
that account.

In the event of an incident, systems should not be shut down without informing the designated authority [eg.,
system and network administrators). They may need to observe what is happening before doing amything else.

Omee the administrator is made aware of the incident, possible containment strategies include:

* Immediately shutting down the system to avoid attack advancement

* Disconnecting from the network

* Aleering filtering rules of nerwork devices to reject data from unknown hoses

* Enhanced monitoring of network activities

* Setting traps for attackers

* Disabling file transfer services to stop vulnerabilities

* Dbserving and noting the course of the incident

Fingerprints and backdoors that allow attackers to communicate with the system have to be identified and

removed, but records must be kept to legally prove that an attack has occurred. Changing passwords is often
not enough to prevent unauthorized access.
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Eradication

Once the incident is contained, the original cause of the incident must be eradicated to prevent its return. Back-
ups should be scanned and cleared of malicious code, and antivirus software should be run. In certain cases
imvelving high security, the physical media must be completely destroyed. The incident response team needs to
do the following:

= Adhere to eradication procedures

® Advise users to report the status of compromised systems constantly
» Apply updates and patches

* Decide how much about the incident should be disclosed to cutsiders

Recovery

In the recovery stage, systems and devices are returmed to a normal operating state. Recovering a system by
restoring backups using good media is one of the best recovery methods, althoogh it can be time consuming.
Every access credential and password should be restored.

In this stage, the team must do the following;

* Document all events carefully

* Keep track of the status of compromised systems

® Use systems only after they are completely recovered
» Adhere to defined policies

* Laog system activities

After FECOVErY, the team should return network fl.||:r:r|.r|.g rules to mormal.

Follow-Up
Fallow-up activity is necessary for the following reasons:
* It improves the skills of those involved in incident response.
= [t provides proof of performance.
= [t helps the team avoid repeating mistakes in the future.
= It helps teamn development.
= [t provides information for legal proceedings.

The follow-up report should be as complete as possible, using information documented in earlier steps. It
helps in evaluating the incident response procedures, identifying gaps, and updating them accordingly. It is also
crucial in estimating the amount of damage caused.

Performing a Cost Analysis

Cost analysis can also help in determining the budget necessary for future security efforts. Costs include
the following:

= Tangible, quantifiable costs
* Cost to establish the incident
* Lost data
* Damaged hardware
* Lost productivity hours
* Investigation and recovery efforts
* Loss of business

#* Lioss or i I'I.E'{1 I:IF resources
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* Intangible costs
* [Damage to corporate reputation
* Lo of goodwill
* Morale damage
* Legal liability
* Effect on shareholder value

Document the Quality of the Response
The following questions should be asked to determine the quality of the response:
* Was the incident detected promptly? Why or why not?
* Could virus eradication and detection tools prevent future incidenes?
* Was there sufficient containment of the incident?
* What particular difficulties were encountered?
* “Was there sufficient preparation for the incident?

* Were the necessary procedures communicated properly?

Computer Security Incident Response Team (CSIRT)

A computer security incident response team, or CSIRT, is responsible for the planning and execution of mea-
sures to be taken in the case of an incident. It is made up of security specialists who conduct expanded research
programs about security concerns, leading to advancements in the organization’s computer security.

Incident response efforts showld be assigned to specific team or contractor. The CSIRT can be either in-house
or autsourced.

Chutsourcing can be a cost-effective measure because an external team will just deal with incidents as they
take place. If there are few incidents, a full-time team is an unnecessary cost. Professional consultants have a
great amount of experience in that specific field and use the most current tools available. OF course, credentials
;|l.'||:| EXpErMTCE must bE thked hfd’l.'!rl! Eﬂtﬂrlﬂ.s e & contract.

The main purpose of maintaining an in-house CSIRT is that in-house response teams can better understand
the specific organization’s security policies. In many cases, sensitive information should not be revealed to a
third-party contractor.

Functicnal Requirements

The functional requirements and role of the CSIRT should be defined eady. One option is for the team to have
comiplete control over an incident and any computing and data resoarces involved, while another is for the team
to simply advise users when needed.

Additional requirements include:

* Interagency coordiration: The response team may coordinate with other teams such as the business
continuity organization, law enforcement agencies.

* Contingency plarming and business comtinnity services: In some organizations, the incident response
team also performs contingency planning and business continuity functions. This helps the team become
mure skilled in recognizing and dealing with emergencies.

= Information security tool developanent

* Incidemt response planming and analfysis: A few teams must analyze trends to plan for incident response
and security needs.

* Traiming and meareness: The CSIRT should provide training and awareness programs to help users

identify incidents.
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Methods of Communication

The response team communicates with each other and its clients using the following:

* Telephone

* E-mail

* Fax

= Rulletins or notices
* Web sites

* Conferences

* Warkshops

= Media interviews

® Instructional videos

Staffing Issues

When staffing the CSIRT, the first thing that should be considered is the size of the team. Team size is deter-
mined mainly by the budget allocated for the CSIRT. At minimum, it is necessary to have one person lead the
team and a secondary technical expert.

Team members must have the following skills:

* Manapement skills: The manager should perform the following tasks:
* Ensure that the team has the necessary skills for the task
* Organize and coordinate the team’s activities
* Motivate and keep team members on track
* Ensure proper priorities, procedures, and policies
* Prepare reports for management
* Monitors the team’s work

Techmical skills: For the response team to be effective, technical skills are essential. Sound knowledge of
netwark security issues and methods is required.

Peaple siills: The team must be able to work with clients as smoothly as possible.

Tewmwork skills: The team must function well together, which can be difficult for many people.

*  Commmumnication skills: Communication skills include both interpersonal skills and teamwork skills. For
mare effective communication, many companies hire a technical writer. A technical writer can produce
accurate and understandable bulletins and notices.

Incident Response Team Life Cycle

An incident response team has a four-stage life cpcle:

. Imitial: In the initial stage, management has accepted and approved the creation of the team.

=

. Critical: In the critical stage, the incident response team is formed. The requirements and ohjectives of
the team are finalized and approved by management. This is called the critical stage because it decides the
success of the team, so everything must be done with great care.

. Estabiished: In this stage, the team settles into efficient operations and learns to effectively handle
incidents. Manzgement can see the work of the team and form communication channels.
4. Postestablisked: After the establishment of operations, the team can grow and expand its operations.

Obstacles in Building a Successful Response Team
An incident response team may run into the following obstacles:

= Brdpet: Lack of funding or mismanagement of the budget can make operations diffscult.

* Maragement reluctance: It is the responsibility of team leaders to meet with managers regularly and
submit their reports. If management is not on board, it can become difficult to function propery.
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* Orpamizational resistance: Other employees, in particular IT personnel, may be reluctant to cooperate
with the CSIRT.

* Poditics: Interpersonal politics can cause obstacles in the organizational process.
* User aioaremess: Users must be knowledgeable about basic security practices such as password choices.

* External coordination: For a response team bo be effective, an external source should monitor the inci-
dent. Effective coordination with these external teams is very important.

= Law I:'n']fl:ll'fll'mll'.lre: slmimﬂs. |.:|'A' Ent-l.'ﬁrl.'ﬂmnﬂ.'l ﬂH_EﬂI:iE‘ﬁ must I'.\l" iﬂ"‘:ll'\'{d b ﬂdllrl!;ﬁ BEues DF “'I'l.e"lj'll!r
or not to take begal action against those responsible for incidents.

* Medie: Megative media attention can cause significant damage to the organization’s reputation.

Services Provided
CSIRT services can be divided into three categories:
1. Reactive services
I. Proactive services
3. Security quality management services
Reactive Sarvices
Reactive services are direct responses to appeals for assistance and reported incidents. This includes:
* Distributing alerts and warnings
* Incident handling
* Incident analysis
* WVulnerahility handling
= Artifact handling

In this context, an artifact is any file or tool that is responsible for compromising a system. Artifacts must be

identified, .1:|u|}'r.:d, and removed.
Proactive Services

Proactive services improve security by preventing incidents from taking place and taking steps to minimize
damage before it happens. Proactive services include the following:

* Sending announcements about new attacks
* Watching developments in technology
* Spcurity audits or assessments
* [Infrastructure review
* Standards review
* Vulnerahility scanning
* Penetration testing
* Arrangement and maintenance of security tools, applications, infrastructures, and services
* Developing security mols
* [mplementing intrusion detection systems (1D5] and reviewing ID5 logs
* Spcurity-related information dissemination
* Compiling reports of guidelines and contact information
» Archiving alerts and warnings
* Dwcumenting existing standards and practices
* Security guidance

* Security and methodologies
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* Patch management
* Current statistics
* Incident reporting

= Artifact response coordination with vendors, researchers, and security professionals

Security Quality Management Services

After obtaining experience with reactive and proactive services, a C5IRT can provide security quality manage-
ment services based on that experience. These services include:

* Risk analysis

* Business continuity and disaster recovery planning
* Security consulting

= Awareness building

* Praduct evaluation or certification

Chapter Summary

An incident is any event that adversely affects the security of computer systems and networks.

Incidents can be classified intoe four different categories based on severity.

The persons o contact in the event of an incident vary accarding to the functional model of the crganization,
US-CERT is a partnership between the Department of Homeland Security and both the public and
private sectors.

Incident handling includes three basic functions: incident reporting, incident analysis, and

incident response.

A computer security incident response team, or CSIRT, is responsible for the planning and execution of
measures tiv be taken in the case of an incident.

Review Questions
1. What are the categories of incidents?

1, What are the types of incidents?

3. How should an incident be reported?




. How are priorities assigned to incidens#

Review Questians

E-15

. What are the six steps for handling incidents?

. What is a CSIRT?

What services are performed by o CSIRT?

. What are the functional requirements of a CSIRT?

. What are some abstacles that can ocour when building a CSIRT?

. What are reactive services?
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11. What are proactive services?

Hands-On Projects

o 1. Use the EASEUS Deleted File Recovery tool to recover deleted files
Mavigate to Chapter & of the Student Resource Center.
Install and launch the EASEUS Deleted File Recovery program.

Click Option to view the list of options available for NTF5 allocation.
Click MTFS.

Select a partition and click Mext.

The program will generate a list of files deleted. Select some Files and click Mext to recover
the delleted files.

Select a path to which the recovered files will be saved and click Next.

2. Use the PC Inspector Smart Recovery tool to recover deleted pictures, videos, or sound files

from the selected media.
Mavigate to Chapter 6 of the Student Resource Center.
Install and launch the PC Inspector Smart Recovery program.
Click File and then Settings.
Change the search method to Intensive Mode and set the file recovery size limit.
Set the options for device, format type, and destination folder.
Click Seart to run the application.
The list of files found can be viewed under Progress.
3. Read about computer security incident handling.
Mavigate to Chapter 6 of the Student Resource Center.
Open Computer Security Incident Handling.pdf and read the content.
4. Read about CSIRT planning.
Mavigate to Chapter & of the Student Resource Center.
Open csirplanning. pdf and read the content.
5. Read about CSIRTs.
Mavigate to Chapter 6 of the Student Resource Center.
Open Computer Security Incident Response Teams.pdf and read the content.
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Chapter

Disaster Recovery Planning
and Risk Analysis

Objectives

After completing this chapter, you should be able to:

Understand the principles of disaster recovery

Plan for disaster recovery

Understand disaster recowery testing

Understand risk analysls

Understand the business continuity planning process
Understand business continulty management
Prevent disasters

Key Terms

Businass continuity planning  the detailed oy cal planning of how an arganization will
restore imterrupted critical functions within a specified time after a partial or total disruption of
its operations

Businass Impact analysis  a risk analysis process

functions within an organization and determining the impact of losing those business functions
beyond the maximum acceptable outage

Introduction to Disaster Recovery Planning and Risk Analysis

A disaster is any event, natural or man- l.'rIJ.-IlF I:h:n: threatens human safety or computer system avail-
isasters are often unpredictab impartant to prepare fi them ahead of time in order
This chapter teaches you how to plan and execute effective disaster recovery, as

Find
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Disaster Recovery Overview

When planning for disaster recovery, the first step is to assess the organization’s risks. This involves designing,
documenting, implementing, testing, and maintaining procedures to minimize losses after a disaster. This is a
part af business comtinuity planning, which is a detailed logistical planning of how an organization will restore
imterrupted critical functions within a specified time after a partial or total disruption of its operations.

Issues such as hackers, computer viruses, and an increased dependence on computers have all led to a greater
focus on disaster recovery planning. Prior to forming a disaster recavery plan, it is necessary to analyze the whole
business continuity plan and perform a business impact analysis to determine the effects a disaster may have.

Any disaster, from floods and fires to viruses and cyber terrorism, can influence the accessibility, authenticity,
and privacy of critical business resources, which can be devastating to any business.

Drisaster recovery plans, also called contingency plans, include the employment of interchange sites |hot,
warm, and cold sites], redundant data centers, disaster insurance, business impact analysis, and authorized
aocountahilities.

Principles of Disaster Recovery

A disaster recovery plan should identify the size of the crganization along with characteristics incuding vital
resources and the rumber of employees. A sequential process should be developed describing all disaster recov-
ery elements.

Drisaster recovery plans require the support of management, legal counsel, and the directors of individual
departments such as human resources, resource management, 1T, and corporate security. They require detailed
analysis of environmental, sconomic, and social conditions.

The palicies of the disaster recovery plan should address the needs of the business operation with specific
rules and regulations. These rules must be certified by management and must be clear to the executing team.
The plan defines the hierarchy of managers who are in charge of declaring, reacting to, and recovering from a
disaster. The flow must also specify the roles of internal and external departments involved in disaster recovery,
permitting interactions among decision makers, managers, and staff along with outside parties such as law
enforcement, emergency services, and the media. Employees must be trained to execute their assigned actions
and to locate unexpected problems.

Procedures must be tested to identify any vulnerabilities in the plan. If any are discovered, the plan, proce-
dures, or training must be updated. Mew threats and business conditions can alse require further updates to the
plan, so it should be regulary revisited and tested.

Business Process Inventory

A business process inventory lists key business processes required to manage operations. These processes must
be restored in the event of a disaster. It includes the following information:

* How the process works

* Occurrences of the process

* Performance of the process

= People involved

= Equipment used

® Tasks the process is required to accomplish

Backups

A backup is 2 copy of important data that can be referenced if anything happens to the original data. There are
several methods for backing up data, including:

= Full backup, when all data is completely copied file-by-file

* Image or volume backup, when the data is copied bit-by-hit

* Incremental backup, when files updated since the last backup are copied

= Mirroring, when changes are made to the backup and original data at the same time

The backup process is also known as dita symchromization.
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Synchronous Systems

Synchronous systems, also known as fao-stage comnmit systems, ensure that no [0 contract can be dedicated
the disk of the primary system, unless it has also been dedicated to the disk of the support system. The majority
of these systems are hardware dependent and engage attached storage, such as MAS or SAN systems, but there
are also software-based synchronows systems.

When an 10 request is started on the main system, that request is sent to the support system firse. After the
request is confirmed by the backup system, the 170 is dedicated to the primary disk system_ This guarantees that
all changes on the primary system are also mirrored on the backup.

Although synchronouws approaches provide outstanding data security and guarantee that bath disk sys-
tems are the same at all times, they have several disadvantages. These systems are usually much more costly
than asynchronous systems. Additionally, due to the nature of the two-phase commit technology, 'O reply
time is much slower. Synchronous systems are highly impractical unless both systems are physically located
very close to one another, which can render them useless when recovering from a natural disaster like a fire
or flood.

Asynchronous Systems

Asynchronous disaster recovery systems are commonly software based and reside on the host server
rather than on the attached storage array. 100 requests are committed to the primary disk system im-
mediately, while a copy of that 180 is sent to the backup disk systems. Asynchronous systems can send
a continuous stream of 10 data to the backup systems without slowing down 140 response time on the
primary system.

Asynchronous systems have technology to make sure that if something is lost in transmission, it can be resent,
s0 it is very practical to use with TCIIP and off-site backup systems. The main disadvantage of this system is
that a few transactions may be lost at the time of a failover event. If the primary server suddenly goes offline,
anything waiting to be transmitted to the backup system will be lost.

Backup Sftes

‘When the primary operations center is compromised, it is important to have a site from which the recovery can
take place. This is known as the backup site. There are three different types of backup sites:

1. Cold backup sites are simply a suitably configured room in a building. Everything necessary to restore
service is sent to this site hefore recovery can begin.

. Warm backup sites have an exact copy of the hardware found in the main data center.

L I

. Hat backup sites have a practical reflection of the hardware in the current data center, with all computers
configured similarly, so all they need is the most recent data backup to get up and running.

Backup sites can come from three different sournces:
1. Third parties that offer disaster recovery services
2. Other locations

3. A shared facility with another organization

Diesigning an agreement to share data centers with another company can be costly and time consuming.

Small-System Recovery

Dresktop PCs and laptops are networked to other devices, applications, and the Internet. To recover small
systems when a disaster occurs, the organization should do the following:

* Train users to keep a backup of all data
* Store backup media off-site
* Allow only standardized hardware and software components

System configurations must be properly documented, including vendor details with emergency contact infor-
matem, M Ccase a rEp'ach‘nErll: s Tll'!l'!lil"ll.
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Large-System Recovery
Large systems contain file servers, application servers, Web servers, and mainframes. Efforts to recover
them include:

Uninterruptible power supplies
Replication of addresses

Fault-telerant network systems

Redundant, critical system components utilize RAID [Redundant Array of Independent Disks|. This ensures
data availability by keeping redundant data across multiple disk drives, although the system will see a RAID as
a single drive. Some forms of RAID use a parity technique to identify lost data or overwritten data.

Network Racovery

Detailed documentation is essential to rebuilding damaged networks. Services that help to reduce network
downtime inchade:

Redundant communication links
Multiple network service contributors
Metwork security systems

105 and 175

Disaster Recovery Planning

Disaster recovery planning is necessary to guarantes permanence of operations. Prior to the formation of a
disaster recovery plan, it is necessary to analyze the whole business continuity plan and judge the possible impact
of a disaster.

Security Planning

The planning made to manage or reduce risk is called security planning. Components of security
planning include:

Risk analysis: This determines the level of risk and checks for further valnerabilities in order to reduce

that risk. It includes hath qualitative analysis and quantitative analysis.

Roles and responsibilities: Different people have different roles and responsibilities. For example, the
chief security officer has to take complete responsibility for the security process, and the network
manager has the responsibility of maintaining passwords.

Eystemn configuration: System configuration checks:

* Whether the sysbems can mteract with one another

* Whether the systems are configured appropriately

* “Whether the software is appropriate and sufficient

Amtivirus controds and intrusion detection: Antivirus controls define the countermeasares to get rid of
viruses and worms, This includes antivirus software and maintaining administrative privileges 1o keep
users from installing unauthorized software. Intrusion detection systems alert administrators to the
presence of imtruders.

Fhysical security: An organization needs to secure its assets, incluoding both personnel and property.
Metwork secwrity: This defines who can access which resources.

Data access: It is important to distinguish restricted data from unrestricted data. Restricted data is
further classified inte data with read-only access and data with read and modification access.
Owtsamrcing: This specifies the security provided o outsourced services.

Falicies and prrocedwres: Policies and procedures must be carefully and completely documented.

Tieam planning: Teams should he planned in accordance with the size and complexity of the organiza-
tion. As the complexity of the organization increases, the team size should also increase.
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Budget Planning

Drisasters are difficult to measure in the IT industry, so it can be challenging to set a security and recovery
budget. It is important that the plan be suitable for the long term; thus, it should be budgeted with long-term
planning in mind instead of designing the budget layout with only present conditions.

Guidelines for budget planning include-

L3

-

-

Existing security: Use familiar and built-in security mechanisms to help attain reliable security.
Prior planning: A secure environment should have the following characteristics:

» A staff that is aware of the security measures

* A well-performing network

* Carefully documented policies and procedures

* Centralized monitoring and altering

Experts: In some cases, it is necessary to hire a third-party expert to assist in planning. These experts
have specialized knowledge and experience to perform the necessary tasks.

Disaster Recovery Planning Process

The first step in the disaster recovery process is to execute a business impact examination that considers all of
the possible impacts of a disaster. Drsaster recovery plans should cover how o deal with at least these events:

-

L3

-

Matural cz.ta:rrl.'-p]'lc: (X7 c.:.rl:hqu.al:n. fire, flood, sborm)
Terrarist attacks

Power failure

Computer software or hardware loss

Computer shutdowns due o hackers, viruses, etc
Processing shatdowns

Labor strikes

The process of creating a disaster recovery plan is as follows:

L.

I

Establish a disaster recovery planning team: This requires a high-level team leader designated by the CEO
for effective planning. Fach department must have a representative and an alternate, in case the primary
representative is unavailable at any time. When the team is ready, activities are scheduled, specifying the
time of the mesting and the completion of the work. Fixed schedules are important to complete the project
on time,

. Performy a business impact mralysis fo ossess risks: A business impact analysis is used to assess any po-

tential losses. Reviews are done on the type of threat involved and the related insurance required.

. Assipn responsibilities in the departments and organization: The disaster recovery planning team allo-

cates work to every member of the company, including management, staff, business partners, and outside
service organizations. The coordinator plays the lead role here. Managers of different departments need
to assign the work to their employees. The coordinator also decides which department should do which
work in disaster recovery.

. Develap policies and procedures: These palicies are the guiding principles for the development of disaster

recovery procedures. Procedures are the step-by-step techniques intended to restore an organizational
function or business process.

. Document dizaster recovery procedures: This documentation includes drafting, reviewing, and approv-

ing policies and procedures. This approved documentation is added to the disaster recovery plan.

. Distriburte the plan: In this step, the final approved plan is distributed to all the departments, organiza-

tions, and employees involved in the disaster recovery plan.

. Implement training, testing, and relearsal of the plan: The plan must be tested and training must be

provided to everyone in the organization, including executives, middle managers, supervisors, and all
employees. The disaster response team should alse be trained in the event of an emergency.
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8. Ompoing management: After the plan is implemented and tested, the planning team must evaluate new
threats, assess the scalakil ity of the program, and determine the imipact of new b:d1:|1n|ngins- O FECOVETY
procedures,

Organizing
Wark must be delegated to team members. Every department in the organization should be represented by two
people. The primary representative acts as the full member of the planning team, while the alternate representa-
tive works as a secondary member in the team.

Each member of the team has specific roles and responsibilities. The following are some of the more impar-
tamt roles:

* [T amd metwork marager: [T and network departments require more representatives, because the main
function of these departments is to provide help by assessing business functions, including the procedure
to switch to backup computer systems and networks. They should address enterprise issues as well as
specific department and husiness application issues.

Imterdepartmental subconnmittees: A disaster recovery team forms suhcommittees for special planning
imsues. These committees include planning ream members and technical experts from various depart-
ments. The major responsibility of these groups is to solve specific problems and explore the unique
planning issues of different departments.

* Depertomentai-level team: The department planning team should consider disaster recovery issues at

a departmental level. These teams research their specific departments to help establish, evaluate, and
implement a corporate plan.

Executive champions: The role of an executive champion is to express the importance of the disaster
recovery planning team across the organization.

Training

After organizing the disaster recovery planning team, the next step is to provide training to team members.
Every member in the team should research disaster recovery ssues that affect their disciplines or departments.
This research must include:

* Case studies of other organizations’ work
* Prafessional papers
* Government regulations

Generally, training is provided by the organization itself, but sometimes it is necessary to employ outside
assistance. Once an organization completes its initial training, it can search for outside help to fill in any
gaps. For example, if any company does not have in-house legal counsel, then it needs trained policy and
procedure writers.

For a team to waork together effectively within the allotted time, it is necessary to make a schedule. Regular
meetings should be scheduled first, and then weekly meetings should be planned. The team coordinator has the
responsibility of overseeing the scheduling of every meeting. The communication channel among members must
he established in the initial meetings. However, it is sometimes not possible to gather all members together at
the same time.

Implementing
The next step is the implementation of the plan. This implementation affects all of the departments in the

arganization, so its progress should be checked regularly. The following are the steps that are carried out to
implement the plan:

* Assipming responsibilities: The coordinator of the disaster recovery plan assigns work to each team
member. The coordinatar plays the lead role in monitoring and evaluating the progress of the implemen-
taticn. Managers of different departments assign work to their employees. The coordinator also decides
which department should do which work in disaster recovery.

* Establishing a schedule: The coordinator of the disaster recovery plan designs the time schedule
of the implementation plan to ensure the completion of activities within a specific time frame.
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The speed of the activities depends on available resources and the efficiency of employees. The
coordinator and planning team should check the progress of implementation by compiling monthly
reports from departments.

= Distribeting disaster recovery docwmentation: Disaster recovery plan documents must be available to
all the members during implementation and testing. These documents include written analyses, policies,
and procedures that should be followed by employess in the case of a disaster. Distribution methods
include company intranet, hosted Web server, digital copies, and paper copies.

* FEraluating the worth and efficiency of mitigation stefs: It is important for the team to recognize if the
steps taken are the most efficient ways to prevent disasters; it is also necessary for management to decide
if the cost is worth the reduction in risk.

* Adwmimistering imternal and extermal knowledpe campaiprs: Knowledge campaigns are carried out using
the present channels of communication and by training employees, customers, and business partners.

* [mplementing fraining programs for disaster recovery: Training must be provided for executives, middle
managers, supervisors, disaster response teams, and emplovess.

Testing
Drisaster recovery plans can be tested in the following ways:

* Procedure audits verify that data are correct, the right hardware is installed, and everything is
properly staffed.

= A live walkthrough of the procedures checks efficiency by testing that everything is working
properly and producing the correct results. Related procedures should also be checked during the
live walkthrough.

* Scenario testing establishes a mock disaster, such as a fire, to ensure that the procedures for handling
that disaster are effective.

* Workgroup-, department-, and facility-level tests will show how well teams work together in a
muck disaster.

* Enterprise-level tests check whether procedures work effectively for the entire organization in a
muock disaster.

Procedures must be checked after they are designed, and they should be tested frequently to ensure that the
plan is updated with the most current data. Procedure auditors should produce a report determining any neces-
sary changes to the procedures, which will then be handed in to the coordinator.

Testing Scenarios Scenarios must be developed to simulate specific threats and determine the
effectiveness of disaster recovery procedures. Scenario testing uses mock disasters such as severe weather
or a fire to determine how well the procedures work during these events. The following testing scenarios

should be applied:

* FEvacwation and safety exercises: In the event of dangerous disasters like fires, personnel must be evaco-
ated, so this should be part of the testing process. If organizations deal with hazardous material, con-
trolled substances, valuable items, or rare materials, they must be prepared to implement necessary
procedures during evacuation,

Testing for speciel cases: Organizations develop scenarios for special circumstances, such as:
* Hazardous elements such as explosives, flammables, and poisons
= Monreplaceable itemns such as art or antiques

* Trade secrets and proprietary processes

Testing for shutdosn and lockdoun procedures: These scenarios test shutdown procedures as well as
leckdown and security procedures for protecting valuahble items and lives. Monitors should observe
these tests.

= Testing emergency service response procedures: Disaster recovery plans rely on an established working
relatiomship with local emergency service providers. Joint drills and rehearsals of disaster response

procedures should be conducted with these service providers.
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Risk Analysis

Risk analysis is used to assess the chances of a disaster occurring, and the potential Joss due o that event. It
is done as a part of disaster recovery planning and as a part of the software development cycle. It also defines
procedures through which an organization can survive or reduce the probability of risks.

Risk analysis analyzes the following elements:

Assets, such as computers, databases, hardware, software, and netwoarks

Threats, including natural disasters and security threats

Vulnerahilities

Losses, such as loss of data, information modification, service delays, or squipment theft

Safeguards designed to reduce vulnerabilities

The steps involved in risk analysis are:

Set parameters for analyzing the threats.

Diefine the assets of the organization.

Provide relevant threat profiles with preventive measwres.
Recognize vulmerabilities.

Analyze all available information.

Make a report of the analysis.

Potential Threats

Potential threats to be addressed in risk analysis include:

Matural threats, such as floeding, fire, earthquakes, winds, snow and ice storms, tornadoes, hurricanes,
mass illness, tidal waves, and typhoons

Technical threats, such as power failures, ventilation failure, CPU malfunction, software failure, tele-
communications failure, gas leaks, communications failure, and noclear falloat

Human threats, such as robbery, embezzlement, extortion, vandalism, terrorism, civil disorder, chemical
spill, sabotage, biological contamination, radiation contamination, hazardous waste, vehicle crash, work
stoppage, and computer crime

Methods of Risk Analysis
Expected inpact

Impact is commaonly represented in terms of the monetary cost of failure. For every requirement or feature, it is
possible to assign a value in terms of the expected impact of the failure of that requirement or feature. The team
assigns a valee of high, medium, or low for each requirement, based on the measure of the expected impact.
Figure 7-1 shows an example of an expected impact report.

Lagin Funciion
Likedihond

RequiramHms Alirituie

L 1T inirmwn of 4 darscien Hgh

I=paz
Low
Framcrl Mol & carscen High Low
Syan Mdalicims L [T o Faseord Hgh High
"Wdzare Scwar Sczuld Lagr Low Lew

[ o pry EC- Camamezdll
Al rights reersrl ﬁ!pﬂmswhzw pranibiied

Figure 7-1  This is an example of the expected
impact and likelihood of failure for the lagin
process.
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The User [0 shall be 4 characters requirement has a low expected impact of failure, because there will not
be wery much of an impact to a user if the user 11 is more or less than four characters.

Likelthood of Fallure

The team should assign a value of how likely each requirement or feature is to fail.
Severity
Severity indicates how much damapge there will be to the community and the user if the requirement or feature

fails. This can include money, emaotional stress, poor health, or death. Severity is different from expected impact
because expected impact does not consider the suffering imposed on the user.

Complexity

The more decisions a program makes, the more complex it is. Programs or features with higher complexities
have maore risks.

Figure 7-2 shows the expected impact, likelibood of failwre, complexity, and severity of several requirements
related to login functionaliey.

Risk Management

Risk management identifies threats, checks the probability of their occurrence, and provides measures to over-
come these threats. It also manages computer security threats by installing better security systems and making
personnel aware of the threats.

Wisk Management inchudes risk assessment, which is the determination of risk, and risk mtigation, which
reduces threats that disturb the routine operations of the organization. These threats can be mitigated by reduc-
ing the occurrence of the risk or by reducing the severity of the risk.

The risk management process includes the following five steps, as shown in Figure 7-3:

. Risks are identified.

. Risks are assessed.
. A risk management plan is developed.

[ Y

. The developed plan is tested and implemented.

5. Risks are reevaluated.

Information Identification

As part of the risk management process, as much information as possible should be collected about each system.
This information can come from the following records:

* perating manuals
* Reference hooks

Legr e Likelibood | Impact {mF_\' Seemrity
Requirements Attribute ealty
Lher 1Ty Mimimum =F4 characters tigh Low | wedum | Medien
CaR— Winimm of S characiers tugh Low | Medum | Low
Spiem "'""I,';';:;D"j tigh High High High
Wil Screen Sucoaful Lagn Lowe Low Lea Lom
) — ]

All Thghis reserwa. Reproduings |s siridy prodiiled

Figure ¥-2 This shows the expected impact, likelihood of failure,
complexity, and severity far legin functionality.
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Figure 7-2  These are the five steps in the risk management process.

* Building and safety codes

® Lists of contractors

Roles and Responsibilities in Risk Analysis
Every emploves has a specific task in risk analysis. Roles and responsibilities are as follows:
= Chief administrative officer/information resources manager
* Responsible for the establishment and maintenance of security
* Establishes the risk management process

* Ensures information resources for audit requirements and participates with all levels of employees to
implement policies and procedures

* Prepares and maintains the disaster recovery plan for information resources
* Information resources security officer

* Identifies threats and vulnerabilities

= Identifies restricted, sensitive, and unrestricted information resources

* Develops and maintains risk management processes and updated security procedures
* Orwmer of information resources

* Aszeszes information

* Classifies information according to who can access it

* Identifies risks

* Plans contingencies to recover information if a disaster occurs
* Custodian

* Responsible for physical possession of information resources

* Implements security controls specified by the owner of information resources

* Provides safeguards to information resources

* Provides administrative access to information resources
* Technical management

* Ensures that technical support is provided

* Develops and maintains contingency plans

* Develops procedures to report on monitored controls
* Security administrators

* Helps ather personnel implement the sscurity plan

* Assists with software or hardware upgrades
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* Makes staff aware of vulnerabilities
* Maintains user accounts, passwords, and keys
* Internal auditor
* Calculates effective security controls
* Provides security policies, standards, and guidelines

* Examines planned security controls

Risk Analysis Results Evaluation

Once the risk analysis team has reviewed the results of the risk analysis, they will summarize the results and
make suggestions to lessen the risk.

Myths About Disaster Recovery

One Recovery Plan Can Meet All Requiremeants

I reality, there will be several plans, fitting different scenarios. Different situations require different actions. For
example, certain types of disaster recovery invalve keeping in touch with legal authorities, while others involve
the use of the company’s PR department.

The More Distance Between the Primary Site and Backup Site, the Better

the Protaction

While it is true that a greater distance means that both sites are less likely to be hit by the same disaster, there are
vther factors as well. Greater distance can lead to greater costs, and it can mean less security when everything
is not close together. It increases the risk of damaged links and line failures.

A Combined Approach Must Be Followed to Allow for Business Continuity
Planning and Testing

This refers to performing a business imgpract amalysis (BIA) when planning for business permanence. This is a
risk amalysis process that imvolves identifying the critical business functions within an organization and deter-
mining the impact of losing those business functions beyond the maximum acceptable outage.

Three of the most significant deliverables from a BLA are-

1. Recovery-time objective (R TO): The targeted amount of time between when a disaster occurs and when
the business process returns to operation

&

. Recovery-point objective (RPO): The place in the business process to which data must be restored after
a disaster takes place; for example, the beginning of the business day, the most recent backup, or the last
processed transaction

3. Cast of downtine: The probable losses, both as the result of a disaster and in recovering lost data

Data Recovery Restricts Data Losses to a Minimum

Drata reliability must be guaranteed for a speedy recovery. If the data are not reliable at the recovery site, the
data will have to be analyzed, or recovery from tape may be required. This could take a long time, which can
cause significant losses. It is important that companies completely understand how their selected duplication
technology works, what its restrictions are, and how it will respond in different disaster scenarios. Then, a plan
can be formulated to guarantee data revival with reliability, while still meeting RPOs.

Maintaining a Copy of Mirrored Data Is Sufficient at Recovery Site

There should ke two copies at the recovery site: a main copy and a point-in-time copy. If the remoate copy
functionality is withheld, a division between the target [secondary disk] and the point-in-time copy should be
executed. If a disaster strikes again during the synchronization process, data on the secondary disk may not
be stable, but the point-in-time copy will contain the most recent stable image. The local copy is reset after
resynchronization is done.
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A Large Amount of Bandwidth Is Required for Remote Backups

For synchroncus systems, a large amount of bandwidth is required. However, when wsing asynchronous remote
copy, significantly less bandwideh is necessary.

Chapter Summary

A disaster is any event, natural or man-made, that threatens human safety or computer
system availability.
Disaster recovery plans, also called contingency plans, include the employment of interchange sites (bot,

warm, and cold sites), redundant data centers, disaster insurance, business impact analysis, and autho-
rized accountabilities.

A backup is a copy of important data that can be referenced if anything happens to the original data.
There are two types of disaster recovery systems: synchronous systems and asynchronous systems.
The planning made to manage or reduce risk is called security planning.

Risk analysis is used to assess the chances of a disaster accurring, and the patential koss due o
thﬂl event.

Risk management identifies threats, checks the probability of their occurrence, and provides measures to
ovErcome lhESE' thrﬂﬂl’.

Review Questions

1. What are the types of disasters?

b

. What is disaster recovery?

3. What is the difference between synchronous backup systems and asynchronous backup systems?

4. What is a disaster recovery plan?




5. What is the process of disaster recovery planning?

Hands-On Projects

12

6. What are the roles of a disaster recovery team?

‘Why might outside help be required in training?

8. What are the steps invalved in disaster recovery testing?

9. What are testing scenarios?

10, What is risk assessment?

Hands-On Projects

1. Read about disaster recovery planning,.

C 8 r

Mawigate to Chapter 7 of the Student Resource Center.
Open DisasterRecoveryPlan.pdf and read the contene.

1. Read more about disaster recovery planning.
Mavigate to Chapter 7 of the Student Resource Center.
Open Disaster Recovery Planning.pdf and read the comtent.
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3. Read about practical disaster recovery planning.

Mavigate to Chapter 7 of the Student Resource Center.

Open Practical_Disaster_Recovery_Flanning.pdf and read the content.
4. Read about business continuity planning-

Mavigate to Chapter 7 of the Student Resource Center.

Open bus_continuity_plan.pdf and read the content.
5. Read a disaster-planning checklist.

Mavigate to Chapter 7 of the Student Resource Center.

Open BusinessDisasterPlanningChecklist.pdf and read the content.
6. Read about risk analysis.

Mavigate to Chapter 7 of the Student Resource Center.

Open Risk Analysis_pdf and read the content.
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Chapter

Network Vulnerability Assessment

Objectives

After completing this chapter, you should be able to:
Understand vulnerability assessment services

Identify the sources of vulnerabilities

Understand the methodology of network vulnerability assessment
select and use the right vulnerability assessment tool

Key Terms

Bug an errorin a piece of software after it was released by the vendor
Vulnarabllity any weakness in a computer system that can be explo
SVSLem’s security

Introduction to Network Vulnerability Assessment

eakness i omputer system that can be exploited to compromise the system's security is
sidered a erability. Vulnerahilities ind anything from a weak pass : ater, to

a programmi an open system service with a backdoor for hackers. Vulnerahilie
paths F wware applications, and e-mail viruses, making them the prime concerns aof

Vulnerability assessment is the process of i Fyi d logging these vulnerahbilities. This helps
in understanding and re : ty can cause any damage. Vulnerahil-
ity assessments also nstalled an intrusion
detection system |

ent, it may need to be n !
ow to perform network
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Vulnerability Assessment Services

Vulnerahility assessment services are used to scan a network’s perimeter or demilitarized zone |DMZ) to iden-
tify known vulnerahilities and security weaknesses. These services can be scheduled by a user or by vendors to
run automatically, or a private consulting firm can be hired to oversee the entire process. Vulnerability assess-
ment services generally do not require advanced, powerful hardware o run.

Some advantages of vulnerability assessment services are:

® Provide a unigue approach for identifying vulnerabilities

® Use a complete toolkit containing a combination of commercial products, modified open-source tools,
proprietary tools, and modifications of commercial products

® Perform active probing, network view [remote testingl, and hostiserver view (bocal testing)
* Used by different organizations according to the nature of their customers or their business partners

® Identify the security vulnerabilities that can compromise the client’s information

Metwork Vulnerability Assessment Timeline

The network vulnerability assessment [MVA) may take as long as 12 weeks. The network vulnerability assess-
ment process produces a detailed report showing the network™s data and resource vulnerabilities.
The recommendations made by the network valnerability assessment include:

® Policy and procedures modifications

* Architecture and topology changes
* Possible security hardware and software implementation recommendations

Metwork Vulnerability Assessment Team

A network vulnerability assessment team should contain ar least one representative for each of the
following areas:

* Information pratection

* (perations

* Telecommumications

* System support

* Metwork management

* Deskiop deployment

* Account administration

* Anditing

The team should be arganized based on the following hierarchy:
= Sponsor (generally senior management)

* Team bead

= Policy review lead

* Policy review support

* Technical review lead

* Technical suppart

Members from these departments should also function as members of the NVA team:
* Physical security

= Facilities management

® Human resources

* [T security
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Vulnerability Types

There are two major types of vulnerabilities: hard and soft. Hard wulnerabilities are problems with software
after it is released by the vendor. These types of susceptibilities are wsually called bugs and are resolved with
patches and service packs. Keeping up with patches can be challenging and adds complexity to a system. It can
also increase the quantity of services running on the system, slowing down operations.

Soft vulnerabilities include configuration errors in systems and the network. These errors are primarily due
tor human error and poor security management, and must be addressed quickly. The following can lead to soft
vulnerabilities:

* Lack of organizational security policies and regulations

* Failure to account for security while outsourcing IT services

* Lack of security awareness training for all levels of staff

* Poor acoount management or password management by all users

* Poor physical security

* Weak configuration management practices that allow for vulnerable configurations

* Lack of vulnerahility management practices that require system administrators to guickly correct critical
vulnerakbilities

* Failure to use strong encryption when transmitting sensitive information

* Insufficient monitoring and auditing practices

Goals of Vulnerability Assessment

There are two major objectives of the W¥A. The first objective is to verify all aspects of the implemented security
solutions. Because the entire security domain is transparent to the user, it must be tested exhaustively. This can
take a good amount of time, but a single missed vulnerability can cause extraordinary damage.

The second ohjective is to generate a complete and concise repore. MYA twols must be configured to generate
repores that meet the organization’s specific needs; the default parameters for report generation may not provide
all the necessary information. & common NVA report starts with a one-page chart summarizing the state of
the security measures.

Threat Management

Threat management invelves actions taken to stop or prevent spyware, viruses, and other attacks. Intrusion
detection systems (1D5] are a good solution for threat management. These systems monitor the network for
intruder activity and generate logs when any such activity is detected.

Network Vulnerability Assessment Methodology

Metwork vulnerability assessment occurs over the following five phases:

L. Data collection

2. Identification
3. Amalysis
4. Evaluation

5. Fimal report

Phase I: Data Collection

Oince the MWA team has been formed, the team lead meets with management to discuss the scope of the assess-
ment. The team leader will lay cut a plan of how the assessment will take place and how that will affect business
operations. It may be necessary to meet with network administrators and note their requirements. All comments
from management and the IT team should be recorded.

The team should generate a list of the hardware and software in use, and then research the known volner-
abilities for every item on that list. All of these vulnerabilities must be tested in the next phase.
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The following should be identified in this phase:
* Detwork
* Identify network elements.
- Idcnti:l'}' ronaters, ferminal servers, hridgcs. and hubs used for network conmections.
* Identify management systems used to monitor the network.
* Determine network services.
* CGenerate exception reports for delays in input or output.
* Hosts
* Determine the critical host systems.
* Determine the configuration of each host.
* Determine software installed on the host.
* Identify network services provided or used by each host.
= Applications
* Identify the critical applications that are part of the assessment, including any major applications that
are executed on the hosts identified previoush.
* Determine the criticality of the applications and the information that is used by these applications.

* Identify if the applications are host based or work in a client-server environment.

In addition, all documents pertaining to the following are gathered:
= Metwork topolegy

= Firewall architecture

* Security mechanisms

* Databases

* Confidential information

* Information security policies

® System access policy and procedures

= 15 infrastructure

Deetailed system list
* MethodologwSDLC

Phase II: Identification
The identification phase includes the following activities:
* The MVA team leader delegates the tasks and duties for further data collection.
* The MVA team leader prepares the agenda for interviews with the employees of the organization.
* The client crganization makes arrangements for interviews and provides office space for them.
= MWA team members conduct the interviews of selected employess.

* The MVA team conducts vulnerability assessment tests on all operating systems, hardware, software,
and network devices listed in the checklist generated in Phase 1.

Imterviews are conducted with the major communications facility suppore seaff, customers, and other third
parties working with the organization. People from the following departments must he interviewsd:

® System and network administrators
* Support services [customer support, technical support, and help desk support)

* [T security
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It is important to make the interviewees feel at ease. Interviewers should make sure the interviewses
know that the network is being investigated, not the people; no one is on trial. Important topics for the
interviews include:

* The background of the employes and his or her relationship with the network
* The data the ern|_:||-:|:.-|:n traffics and how those data are handled

* The important data assets the employee uses

* The employee’s understanding of the company's policies

* Any security weaknesses of which the employes is aware

* Any suggestions the employee has to enhance the company’s security

Phase lI: Analysis

The goal of the analysis phase is to detect vulnerabilities, implement countermeasares, and give suggestions o
reduce risks. During this phase, the NVA team will:

* Run vulnerability analysis tools

* Verify results

* Determine potential defense mechanisms that can ke applied to dose discovered vulnerabilities
* Perform a risk analysis, estimating the potential monetary loss due to exploited vulnerahbilities

* Evaluate the organization’s security policy for completeness

Phase IV: Evaluation

The consequences of the investigations and findings should be documented in the draft report. The sponsor
must review this report, and if any imporiant |.'|1.ar||.!,|:s ArE NECESSATY (0 any Further stu.d}' is n:qul.rcd. the draft
will be revised and reviewed again. Anyone reading the final report should not see places where additional
investigation should be done.

The following are the components of the repore:

= Title page
* Information categorization
* Tahle of contents
* Exscutive summary
* Procedure overview
* Spcurity profile
* Fvaluation
* Canclusion
* Summary table of risks

* Appendices

Phase V: Generation

The team lead gathers the sponsoc's comments and combines them into the final report. The final report is in
the same format as the draft report. Each copy should be numbered, to make it easier for the client to track all
copies. The NVA team will keep one copy and pass the rest of the copies to the client. The team lead should be
ready to discuss the plan for closing the discovered vulnerabilities.

Vulnerability Assessment Tools

Vulnerahility assessment tools efficiently scan networks for any kind of vulnerability or breach in security
policy. These toals can be configured to automatically scan the network, or they can be triggered manually as
needed. They can alse warn and alert the administrators in the event of an attack attempt, and take immediate
action to limit the losses due to the attack.
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Vulnerahility assessment toals can be classified as one of the fol lowing:

* Host-based tools: Host-based vulnerability assessment tools are recognized by the hosts operating
system and test that system for vulnerabilities. These tools deal with general applications and services.
They use the I address of a particular host or 2 subnet range of hosts,

* Windows-based vninerability assessment tools: These assessment tools are specific to Windows operat-
ing systems. They scan for vulnerabilities in the Windows 05 and in Windows software.

* Password rulmerability assessment tools: Password toals check the strength of passwords. These tools

themselves attack the passwords by guessing at them repeatedly and seeing if a weak password works.

Many Windows-based vulnerahility tools include password-checking features.

Application-layer vulnerability assessment tools: These assessment tools work on servers and databases.

Web server vulmerability assessment tools typically focus on widely used servers such as 115, Apache, and

iPlanet. Database vulnerability assessment tools check for strongly configured wser accounts as well as

the security of information and passwords stored in databases.

The following points should be kept in mind while choosing a security assessment toal:
= Specify the goals for the tools. What should they accomplish?

* Freeware and open-source tools should be used when possible in order to reduce costs. Open-source
tonls also have the advantage of being extremely configurable by computer programmers, if there is one
an thE Eeam.

* The tools should present reports in complete and easily readable formats.

SAINT

SAINT gives accurate descriptions of all network vulnerahilities it finds, along with references such as
Common Yuleerabilities and Exposures [CVE), CERT advisories, and [AVA (Information Assurance Vulner-
ability Alerts). It also suggests ways to reduce vulnerabilities, including available patches.

A SAINT scan occurs over three steps:

1. SAIMT screens every working system and network device for TCP and UDF services.

1. SAIMT performs checks to detect any vulnerabilities in those services.

3. After detecting the vulnerahilities, SAINT groups the results according to their criticality, eype, or

frequency of socurrence.

Benefits of using SAINT incude:

= Helps in prioritizing threats to invest respurces in the most important issues

= Helps quickly detect vulnerabilivies

® s easy to configure and manage

MNessus

Messus is a comprehensive, flexible, open-source vulnerability-scanning program using a client-server architec-
ture. This tool identifies open ports and then attempts to exploit them using user-writben tests in MASL [Messus
Attack Scripting Language). The scan results can be presented in different formats including plaintexe, XML,
and HTML. Scanning can be automated using o command-line client. In addition to checking network vulner-
abilities, Messus can check paswords using dictionary and brute-force attacks. The program even allows its
activities to be hidden from network intrusion detection systems | MIDE]

Same features of Messus include:

® Smart service recognition (will identify an FTP or HT TP service on a nonstandard port)

* Tests multiple instances of the same service on each device

» 551 suppart

® Large user base

® Tested and proven on huge networks
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BindView

BindView tests operating systems, software, and databases for vulnerabilities. It scans the volnerabillities
according to their priority and presents them in an easy-to-understand form, providing complete details of
any detected vulnerahbility.

The main functions of BindView inclode:

L3

-

-

-

-

-

Detects all squipment deploved across the network, including devices that may not be considered useful
Assesses threat levels

Generates alerts for security issuwes

Can be configured to correct some errors automatically

Includes integrated reports such as SANS Priority One, CGI Banner exams, and RFC scanner reports
Comes with certification programs customized for different purposes

Includes a content database that maintains an easily accessed record of detected vulnerabilities

Nmap

Mmap is an open-source vulnerability assessment tool. It includes both conscle and graphical versions, and
waorks with large networks or single hosts. Nmap works with many operating systems, incloding Windows and
Linux, and includes up-to-date white papers and tutorials.

Ethereal

Ethereal is a GUI network protocol analyzer. It displays the active data packets captured from an existing live
netveark or from a stored file of previcusly captured data packets. Ethereal can read and import the follvwing
file formats:

-

-

-

-

Libpcap, Tepdump, and varicus other tools using Topdump's capture format
Enoop and atmsnoop

Shamiti/Finisar Surveyor captures

Movell LAMalyzer captures

Microsoft Network Monitor captures

AIXs iptrace captures

Cisco Metworks NetXray captures

Metwork Asociates Windows-based sniffer captures

Metwork General/Metwork Associates DOS-based sniffer (compressed or uncompressed) captures
AL Group/ WildPackets EtherPeek/ TokenPeekiAiroPeek/EtherHelp/PacketGrabber captures
RADCOM's WAN/LAN analyzer captures

Metwork Instruments (thserver version 9 captures

Lucent/Ascend router debug output

Files from HP-UXs Mettle

Tashiba's ISDM router dump output

The output from ithtrace from the ISDMN4BSD project

Traces from the EyeSDN USE-50

The autput in IPLog format from the Cisco Secure 105

Pppd logs | pppdump format)

The autput from VMEs TCPIPtrace TCPtrace/UC NS TR ACE utilities

The text output from the DBS Etherwatch WMS utility

Visual Metworks” Visual UpTime traffic capture

The output from CoSine L2 debug
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The output from Accellents 5Views LAN agents
Endace Measurement Systems’ ERF format captures

Linux Bluer Bluetooch stack heidump -w traces

Ethereal will read any of these files and automatically determine their format, and it can read files directly
from grip archives.

Retina Network Security Scanner

Reting Metwork Security Scanner detects known security volnerabilities and aids in prioritizing threats. It
features high-speed, accurate, and nonintrusive checking, allowing users to protect their networks against
revealed vulnerabilities. Fetina can also impose standards-based registry settings via costom policy audits.
The majority of Retina scans can be performed without administrator rights. At the beginning of each session,
Retina automatically downloads an updated vulnerability database.

Sandcat

The Sandcat scanner for Windows scans Web applications based on the SAMS Top Twenty List of Critical
Metwaork Susceptibilities, developed in collaboration with the FBI's Mational Infrastructure Protection Center.
It supports HTTPS |55L) and the Commaon Vulnerabilities and Exposures |{CVE] standards. Sandcars key
features inclhode:

Offers more than 56,000 security checks for the top Web server platforms

Scans local or remate servers

Executes destructive and nondestructive scans, and analyzes intrusion detection systems

Suppores OSVDE, NY LD, and CVE, and Filters false positives

Auntomatically investigates and evaluates the server’s configuration to assess which tests are required

Incorporates a baseline security scanner that guarantees security against outdated server software

VForce

VForce is a scanner built to check custom Web applications. Ies features include:

Checks for buffer overflows, cross-site scripting, and 5L injection
Muodification of all HTTP requests [user-agent, cookies)

Brute-force tests to locate weak ]u::m-nrds-

Programmed, domain-spanning page requestsidownloadstavailability tests
Interoperability with HT TP

Automatic records of tests

Designed to locate new vulnerahbilities in conventional applications
Selective scans bocate pages and patterns

Computes the impact on the test system

ScanlT Online

Scan]T Omnline is an online vulnerability scanner that nonintrusively checks for vulnerabilities on any remote
target with an [P address. It also collects data on the target including operating system types and open parts.
Its reports pricritize vulnerabilities and describe solutions for patching the vulnerahilities.
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Chapter Summary

Anmy weakness in a computer system that can be exploited to compromise the system’s sscurity is consid-
ered a vulnerability.

Vulnerahilities open paths for worms, spyware applications, and e-mail viruses, making them the prime
concerns of security consultants.

There are two major types of vulnerabilities: hard and soft. Hard vulnerabilities are problems with
software after it is released by the vendor Soft vulnerabilities include configuration errors in systems and
the netwaork.

Metwork vulnerability assessment occurs over the following five phases: data collection, identification,
analysis, evaluation, and final report.

Vulnerability assessment tools efficiently scan networks for any kind of vulnerability or breach in
security policy.

Review Questions

=

1. What is vulnerahility assessment?

‘What is the difference between hard and soft vulnerabilities?

. What are the goals of vulnerability assessment?

. What are the features of a good vulnerability assessment?

. What are the five phases of network valnerability assessment?
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. What is a vulnerability assessment tool?

7. How are vulnerability assessment tools selected?

B. What are a few vulnerability assessment toals?

Hands-On Projects

- 1. Use Nmap for sBCurtty z.uxlitinH_.

Mavigate to Chapter 8 of the Student Resource Center.
Install and launch the Mmap Umit program.
Select a target and a profile and click Scan.
The scan report will appear.

2. Use Retina Metwork Security Scanner to scan a netwaork.
Mavigate to Chapter 8 of the Student Resource Center.
Install and launch the Retina Network Security Scanner program.
Check any desired check baxes in the Select Options list.
In the Target Type drop-down memu, select Single I and type the target’s IP address.
Type the filename and job name.
Click Scan.
Check the results after completing the scan.
For a particular range of IP addresses, under Target Type, select 1" Range.
Type the range of 1P addresses and click Scan.
Click the Discover tab.
Select the Report tab and click Generate to create a report.
T wiew the report in Microsoft Word, click the Microsoft Word icom.
Click Schedule to schedule an auromated scan.

3. Use the Messus tool for valnerability scanning.
Mavigate to Chapter 8 of the Student Resource Center.
Install and launch the Messus program.
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Select Start Scan Task.

The next screen will prompt for an IF address or range of IP addresses. Type the internal
IF address 127000.1 and click Next.

Select the Enable all but dangerous plugins with defanlt settings option and click Mext.

To scan from a remote server, select Scan from a remote Nessus server and fill in the re-
mote server's name or IF address, username, and password. Otherwise, select Scan from
the localhost.

Click Scan now to start the scanning process.

4. Use Security Manager Plus to detect valnerabilities.

Mavigate to Chaprer 8 of the Student Resource Center.
Launch the Security Manager Plus program.

Type a username and password and click Login.

Click MNew Scan and then Scan Networl.

Type the target IF address or range.

Click Scan Mow.

Click Assets to see the scanned ports.

Select any asset to view the results.

Click the PIOF icon to generate a report in POF format.

5. Use Shadow Security Scanner to provide a secure, prompt, and reliable detection of a vast
range of security system holes.

Mavigate to Chapter B of the Student Resource Center.
Install and launch the Shadow Security Scanner program.
Click File and then Mew Session.

Salect the Curn.plrle Scan, Full Scan, ar Quicl: Scan rule.
Type the description of the session and click Next.

Click Add host and click MNext.

Type the IF address or hostname and dlick Add.

Click Start scan.

Click the Vulnerahilities tab to view any vulnerabilities found.
Click 11 addiress to see the different types of valnerabilities.
Save the session.

Click Ovptions to view other options.

Click General to change the speed, modules, tatal threads, ping timeout, and data timeout
parameters.

Click Scanner to change scanner parameters.

Click Scheduler to schedule the scan.

Select the When to start tab to set the time and date.
Select the type of scan and give it a name.

Add a hest and click Add.

Select the day of the week to perform the scan.
Click Exit to close the application.
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General Notice

The EC-Council | Press Series' mission &5 to educate, introduce and demonstrate Information Security related
tools and techniques for internal security analysis purposes only. You will not use the newly acquired skills for
illegal or malicious attacks and you will not use such tools in an attempt to compromise any computer system,
and you shall indemmify EC-Council and its partners from all liability with respect to the use or misuse of these
towolls, rcp.rdl,rss- of intent.

EC-Council provides the hacking skills and teols presented throughout the EC-Council | Press for educa-
tinmal use. The hacking toals are not authared by EC-Council, and in many cases are submitted by the security
community. EC-Council will not be held accountable for any damages caused by the proper or improper usage of
these materials, and makes no guarantee in regards to their operation or suitability for any specific purpose.

The hacking tools used in the EC-Council | Press programs are meant for research and educational purposes
omly. The primary imtent of these tools is to provide the user with hard to find content for research or self edu-
cation relevant to network security and various protection methods and their intrinsic flaws by demonstrating
exploitation methods and technigues used o circumvent them. 'We hope that you become more aware of the
dangers that lurk in society today and learn bow to protect yourself from them with the knowledge you are about
ter learn. In order to continue you must accept that you are going to use this information enly for educational
and research purposes only.

While possession of information or programs included in this training viclates no laws, actually using or
implementing some of the programs or content may violate 1.5, Federal and other laws. For this reason, the
user is instructed not to use any programs or content contained in this training which may violate any laws
or infringe on the rights, including intellectual property rights, of others. We provide them for research and
educational purposes only.



