%, COURSE TECHNOLOGY Press

i CEMCAGE Learning

Network Defense
Security Policy and Threats

. :_"1
e /ﬂ/’”‘{_ = '-'EMUE\JHJ*
- _{1 “13;' qa‘ﬁh’tﬂz
T2 IS
= TElscripEs
#‘# Sl bpu-;ﬁnﬂ

E..d- :__ W peat= "

— e

This titke maps to

Netwark

EC-Council | security
Administrator




EC-Council

EC-Council's misslon s to address the need for well educated and certified Information security and e-business practitioners.

Councll Is a global, member base

Securtty|s

Security]s is the antry leved certification

fior aryore interested in learning computer
networking and security basics. Security]s
means § components of IT security: frewalls,
anti-virus, |05, netwarking, and web security.

Metwaork|E

Mietwork|s covers the Slphiabet Soup of
Metworking' - the basic care knowledge

to know how infrastruchore snables 2 wark
emironmant, to help shudents and employeas
succeed im an integrated work environment

E|DRP - EC-Council

DMMsaster Recovery Professianal

E|ORP covers disaster recovery topics, induding
identifying wulnerabilities, establishing palices
and roles ta prevent and mitigate risks, and
developing disaster recavery plans.

COURSE TECHNOLOGY

L Barning

ganizatlon comprised of hundreds of Industry and subject matter experts all

The Solution: EC-Council Press

Thee EC-Council | Press marks an innovation in academic text books and courses of
study in information security, computer forensics, disaster recovery. and end-user
security. By repurposing the essential content of EC-Council®s world class professional
cartification programs to fit academic programs, the EC-Council | Press was formed.
With 8 Full 5aries, comprised of 25 different books, the EC-Council | Press is set to
rexolutionize global information security programs and ultimately create a new breed
of practitioners capable of combating this growing epidemic of cybercrime and the
rising threat of cyber war.

This Certification: E|M5A — EC-Council Network Security Administrator

The E|M5A program is designed to provide fundamental skills needed to analyze the
imternal and external security threats against a network, and to develap security palicies

that will protect an organization’s information.

Additional Certifications Covered By EC-Council Press:

‘Wireless|S

Wirelessls imiroduces leamers to the basics of
wireless technologies and their practical adapta
tian. Learners are exposed bo vanows wireless
technologies such as Bluetooth, RFID,
Soa.mbi'g standard, HomeRF, VoiF, and mare;
cument and emenging standands; and a variety
of devices. This centification covers how diverse
technologies map to rezl world applications,
requires no pre-requisste bnowledge, and aims
to educate the leamer in simple applicatians of
these technologies.

C|EH - Certtfed Ethical Hacker

Information assets have evalved inta critical
companents af survival. The goal of the Ethical
Hacker is 1o help the organization take preemp-
tive measures agairst malicious attacks by
attacking the systemn himmse i ar herself; all the
while staying within legal limits

C|HFI - Computer Hacking Forensic [mestigator
Comgputer Hacking Forensic lrvestigation is the
process of detecting hacking attacks and propery
extracting evidence ta report the crime and
conduct audits ta prevent future attacks. The (JHF
materials will give participants the necessary sklls
toidentifyy an intruder's footprints and to propesty
gather the necesary evidence ko peosscute,

EjCS4 - EC-Councll Certified Security Analyst
The abject e of EJC50 5 bo add value to sxperienced
secunity professionak by helping them analyze
the cubcames of their tests. It is the only in-depth
Mdwanced Hacking and Penetration Testing
certification awailable that covers testing in 2
meaderm infrastructures, operating systems, and
applicatian emvironments.
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Preface

Hacking and electromic crimes sophistication has grown at an exponential rate in recent years. In fact, recent
reports have indicated that cyber crime already surpasses the illegal drug trade! Unethical hackers berter known
as black bats are preying on information systems of government, corporate, public, and private networks and
are constantly testing the security mechanisms of these organizations to the limit with the sole aim of exploiting
it and profiting from the exercise. High profile crimes have praven that the traditional approach to computer
security is simply not sufficient, even with the strongest perimeter, properly configured defense mechanisms like
firewalls, intrusion detection, and prevention systems, strong end-to-end encryption standards, and anti-virus
software. Hackers have proven their dedication and ability to systematically penetrate networks all over the
warld. In some cases black bats may be able to ewecute avtacks so flawlessly that they can compromise a system,
steal everything of value, and completely erase their tracks in less than 20 minutes!

The EC-Council Press is dedicated to stopping hackers in their tracks.

About EC-Council

The International Councdl of Electronic Commerce Consultants, better known as EC-Council was founded in
late 2001 to address the need for well-educated and certified information security and e-business practitioners.
EC-Council is a global, member-based organization comprised of industry and subject matter experts all work-
ing together to set the standards and raise the bar in information security certification and education.

EC-Council first developed the Certified Ethical Hacker, CIEH program. The goal of this program is to teach
the methodologies, tools, and techniques used by hackers. Leveraging the collective knowledge from hundreds of
subject matter experts, the CIEH program has rapidly gained popularity around the globe and is now delivered
in over 70 countries by over 450 authorized training centers. Over B0,000 information security practitioners
have been trained.

CIEH is the benchmark for many government entities and major corporations around the world. Shortly
after CIEH was launched, EC-Council developed the Certified Secwrity Amabyst, EICSA. The goal of the ENCSA
program is to teach groundbreaking analysis methods that must be applied while conducting advanced penetra-
tion testing. EICSA leads to the Licensed Pemetration Tester, LIPT status. The Compueter Hacking Forensic
Imvestigator, CIHF] was formed with the same design methodologies above and has become a global standard
in certification for computer forensics. EC-Council through its impervious network of professionals, and huge
industry following has developed various other programs in information security and e-business. EC-Council
Certifications are viewed as the essential certifications needed where standard configuration and security policy
courses fall short. Providing a true, hands-on, tactical approach to security, individuals armed with the knowl-
edge disseminated by EC-Council programs are securing networks around the world and beating the hackers
at their own game.

About the EC-Council | Press

The EC-Council | Press was formed in late 2008 as a result of a cutting edge partnership hetween global
infurmation security certification leader, EC-Council and leading global academic publisher, Cengage Learning.
This partnership marks a revolution in academic textbooks and courses of study in Information Security,
Computer Forensics, Diisaster Recovery, and End-User Security. By identifying the essential topics and content
of EC-Council professional certification programs, and repurposing this world class content to fit academic
programs, the EC-Council | Press was formed. The academic community is now able to incorporate this
powerful cutting edge content into new and existing Information Security programs. By closing the gap between
academic study and professional certification, students and instructors are able to leverage the power of rigorous
academic focus and high demand industry certification. The EC-Council | Press is set to revalutionize global
information security programs and ultimately create a new breed of practitioners capable of combating the
growing epidemic of cybercrime and the rising threar of cyber-war.
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xll Praface

Network Defense Series

The EC-Council | Press Network Defensze series, preparing learners for EINSA certification, is intended for
those studying to become secure system administrators, network security administrators and anyone who is
interested in network security technologies. This series is designed to educate learners, from a vendor neutral
standpoint, how to defend the networks they manage. This series covers the fundamental skills in evaluating
internal and external threats to network security, design, and how to enforce network level security policies,
and ultimately protect an organization’s information. Covering a broad range of topics from secure network
fundamentals, protocols & analysis, standards and policy, hardening infrastructure, to configuring IPS, 105
and firewalls, bastion host and honeypots, among many other topics, learners completing this series will have
a full understanding of defensive measures taken to secure their organizations information. The series when
used in its entirety helps prepare readers to take and swoceed on the EINISA, MNetwork Security Administrator
certification exam fram EC-Council.

Books in Series

® Metwork Deferse: Fundamentals and Protocols/ 1435481553

= Metwork Deferse: Security Policy and Threats/ 1435483561

= Metwork Deferse: Perimeter Defense Mechanisms/143548357X

® Metwork Deferse: Secwring and Trowbleshooting Network Operating Systems/ 1435483588
* MWetwork Deferse: Secwrity and Valrerability Assessment/ 1435483596

Security Policy and Threats

Security Policy and Threats Coverage includes a discussion of network security and how to develop a security
policy. Metwork security threats and the tools used to execute the attacks are introduced to give the reader the
background knowledge needed to prevent attacks from occurring. A discussion of intrusion detection and intru-
sion prevention systems and how these twa systems can be used bngzthﬂ' to secure a network, as well as tips on
troubleshooting network problems is also included.

Chapter Contents

Chapter 1, Network Secierity, introduces the need for network security as well as the need and the goals of it.
Chapter 2, Security Policy, discusses the need for a policy that addresses confidentiality, integrity, and avail-
ahility of all system resources and data. Chapter 3, Netiwort Secwrity Threats, introduces various techniques
attackers use to compromise systems so the reader will be become familiar with these techniques and will be
suited to stop the attacks from ecourring. Chapter 4, fnfrusion Detection Systems (TD5) and Intrision Preven-
tiom Systems (1P5), includes coverage of the concepts of these two systems and discusses the differences between
them to cultivate an understanding of how they can be used together to secure a nevwork. Chapter 5, Trouhie-
shaoting Netiwarks, explains how to troubleshoat networks for various problems, including device malfunctions
and network slowdawn,

Chapter Features

Many features are included in each chapter and all are designed to enhance the learners learning experience.
Features include:

* (jectives begin each chapter and focus the learner on the most important concepts in the chapter.

® Key Terms are designed to familiarize the learner with terms that will be used within the chapter.

® Chapter Swmmary, at the end of each chapter, serves as a review of the key concepts covered in
the :hlptcr.

® Review Questions allow the learner to test their comprehension of the chapeer content.

* Hands- O Projects encourage the learner to apply the knowledge they have gained after finishing the
chapter. Files for the Hamds-On Frojects can be found on the Student Resource Center. Mote: you will
need your access code provided in your book to enter the site. Visit wuwr cengape. comfconmmenity!
ecconncl for a link to the Student Resource Center.
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Student Resource Center

The Student Resource Center contains all the files you need to complete the Hands-On Projects found ar the
end of the chapters. Access the Student Resource Center with the access code provided in your book. Visit
weecengage comfcompnnnitweccowencil for a link to the Student Resource Center.

Additional Instructor Resources

Free to all instructors who adopt the Security Policy and Threats book for their courses is a complete package
of instructor resources. These resources are available from the Course Technology web site, e, cenmpage. comi
coursetectrology, by going to the product page for this book in the online cataleg, and choosing *Instructor
Drvwnloads™

Resources include-

Instructor Mamual: This manual includes course objectives and additional information to help

Foar instruction.

ExamView Testbank: This Windows-hased testing software helps instructors design and administer
tests and pre-tests. In addition to generating tests that can be printed and administered, this full-
featured program has an online testing component that allows students to take tests at the computer
and have their exams automatically graded.

PourerPoimt Presentations: This book comes with a set of Microsoft PowerPoint slides for each chapter.
These slides are meant to be used as a teaching aid for classroom presentations, to be made available 1o
students for chapter review, or to be printed for classroom distribation. Instructors are also at likerty to
add their own slides.

Labs: Additional Hands-on Activities to provide additional practice for vour students.

Assessmemt Activities: Additional assessment opportunities including discussion questions, writing

assignments, imternet research activities, and homework assignments along with a final comulative project.

Final Exam: Provides a comprehensive assessment of Secwrity Policy and Threats comtent.

Cengage Learning Information Security Community Site

This site was created for learners and instructors to find out about the latest in information security news

and technology.

Wisit community.cenpage.comdinfosec tm:

Learn what’s new in information security through live news feeds, videos and podcasts.
Conmnect with your peers and security experts through blogs and forums.

Browse our online catalog.

How to Become EINSA Certified

The EINSA certification enswres that the bearner has the fundamental skills needed to analyze the internal and
external security threats against a network, and to develop security policies that will protect an organization’s
information. EINSA certified individuals will know how to evaluate network and Internet sscurity issues and
design, and how to implement suocessful security policies and firewall strabegies as well as how o expose system
and netwark vulnerabilities and defend against them.

EINSA Certification exams are available through Prometric Prime . To finalize your certification after your
traiming, you mwst:

1.

Purchase an exam voucher from the EC-Council Community Site at Cengage:
W R CERPTRE. connmpnnnit Wecoouwncil.

. Speak with your Instructor or Professor about scheduling an exam session, or visit the EC-Council

Community Site referenced abave for more information,

. Take and pass the EINSA certification examination with a score of 70% or hetter.
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About Our Other EC-Council | Press Products

Ethical Hacking and Countermeasuras Series

The EC-Council | Press Ethical Hacking and Countermeasures series is intended for those studying to become
security officers, auditors, security professionals, site administrators, and anyone who is concerned about or
responsible for the integrity of the network infrastructure. The series includes a broad base of topics in offensive
network security, ethical hacking, as well as network defense and countermeasures. The content of this series
is designed to immerse the learner into an interactive environment where they will be shown how to scan, test,
hack and secure information systems. A wide variety of tools, viruses, and malware is presented in these books,
providing a complete understanding of the tactics and toals used by hackers. By gaining a thorough understand-
ing of how hackers operate, ethical hackers are able to set up strong countermeasures and defensive systems to
protect their organization’s critical infrastructure and information. The series when used in its entirety helps
prepare readers to take and succeed on the CIEH certification exam from EC-Council.

Books in Series:

= Ethical Hacking and Countermeasures: Attack Plhases/ 143548360

= Ethical Hacking and Cowntermeasures: Threats and Defense Mechanisors 1435483618

® Ethical Hacking and Conntermeasures: Web Applications and Data Servers/ 1435483626

» Ethical Hacking and Conmtermeasures: Linnx, Macimtosh and Mobile Systems/143 5483642
= Ethical Hacking and Countermeasures: Secwre Network Infrastructures! 1435483650

Computer Forensics Series

The EC-Council | Press Compater Forewsics series, preparing learners for CIHFI certification, is intended
for those studying to become police investigators and other law enforcement personnel, defense and military
personnel, e-business security professionals, systems administrators, legal professionals, banking, insurance
and other professionals, government agencies, and I'T managers. The content of this program is designed to
expose the learner to the process of detecting attacks and collecting evidence in a forensically sound manner
with the intent to report crime and prevent future attacks. Advamced technigues in computer investigation
and analysis with interest in generating potential kegal evidence are included. In full, this series prepares the
learner to identify evidence in computer related crime and abuse cases as well as track the intrusive hacker’s
path through client system.

Books in Series:

* Compuder Forensics: Investigation Procedures and Response/ 14354834599

* Cowmputer Forensics: Investigating Hard Disks, File and Operating Systems/ 1435483502
* Compuder Forensics: Investigating Data and Image Files/ 1435483510

* Computer Forensics: Investigeting Network Intrusions and Cybercrime/ 1435483529

* Computer Forensics: Investigating Wireless Metworks and Derices/ 1435483537

Penetration Testing Series
The EC-Council | Press Penetration Testing series, preparing learners for EICSAVLPT certification, is intended
for those studying to become Metwork Server Administrators, Firewall Administrators, Security Testers, Sys-
tem Administrators and Risk Assessment professionals. This series covers a broad base of topics in advanced
penetration testing and security analysis. The content of this program is designed to expose the learner to
groundbreaking methodologies in condwcting thorough security analysis, as well as advanced penetration test-
ing techniques. Armed with the knowledge from the Penetration Testing series, learners will ke able to perform
the intensive assessments required o effectively identify and mitigate risks to the security of the organization’s
infrastructure. The series when used in its entirety helps prepare readers to take and succeed on the ENCSA,|
Certified Security Analyst certification exam.

EICSA certification is a relevant milestone towards achieving EC-Councils Licensed Penetration Tester (LFT|
designation, which also ingrains the learner in the business aspect of penetration testing. To learn more about
this designation please visit bripedioee.eccommcil.orgdlpr him.

Books in Series:

* FPepetration Testing: Security Amanbysis 14354834665

* Femetration Testing: Procedures and Methodologies! 1435483677
* FPemetration Testing: Network and Perimeter Testing/ 1435483685
* FPemetration Testing: Compnmication Media Testingf 1435483693
® Femetration Testing: Network Threat Testingf1435483707
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Cyber Safety/1435483715

Cyher Safety is designed for anyone who is interested in learning computer networking and security basics. This
product provides information cyber crime; security procedures; how to recognize security threats and attacks,
incident response, and how to secure internet access. This book gives individuals the basic security literacy skills
tor hegin high-end IT programs. The book also prepares readers to take and succeed on the Securityl 5 certifica-

tion exam from EC-Council.

Wireless Safety/1435483766

Wireless Safety introduces the learner to the basics of wireless technologies and s practical adaptation.
Wirelessl¥ is tailored to cater to any individuals desire to learn more about wireless technology. It requires
no pre-requisite knowledge and aims to educate the learner in simple applications of these technologies. Top-
ics include wireless signal propagation, IEEE and ET51 Wireless Standards, WLANs and Operation, Wireless
Protocals and Communication Languages, Wireless Dievices, and Wireless Security Metwork. The book also
prepares readers to take and succeed on the Wireless|§ certification exam from EC-Council.

MNetwork Safety/1435483774

MNetwort Safety provides the basic core knowledge on how infrastructure enables a working environment.
Intended for those in an office environment and for the home user who wants o optimize resource utilization,
share infrastructure and make the best of technology and the convenience it offers. Topics include foundations
of networks, networking components, wireless networks, basic hardware companents, the networking enviran-
ment and connectivity as well as troubleshooting. The book also prepares readers to take and succeed on the
MNetworkls certification exam from EC-Council.

Disaster Recovery Series

The Disaster Recovery Series is designed to fortify virtualization technology knowledge of system administra-
tors, systems engineers, enterprise system architects, and any IT professional who is concerned about the integ-
rity of the their network infrastructure. Virtualization technology gives the advantage of additional flexibility
as well as cost savings while deploying a disaster recovery solution. The series when used in its entirety helps
prepare readers to take and succeed on the EICDR and EMCVT, Disaster Recovery and Virtualization Technol-
ogy certification exam fram EC-Council. The EC-Council Certified Disaster Recovery and Virtualization Tech-
nology professional will have a betber understanding of how to setup Disaster Recovery Mlans using traditiomal
and virtual technologies to ensure business continuity in the event of a disaster.

Baooks in Series
* [Diizaster Becovery |[43548870%
= Virtwalizetion Secaritw' 1435488695
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Network Security

Objectives
After completing this chapter, you should be able to:

Understand network security and the elements of It
Describe the nead for network securlty

Describe the goals of network security

Understand Information assurance, including the people, technology, and
operations Involved

Develop, maintain, and Implement IT securlty
Maintain and Implement firewalls

Bonitor and secure networks and servers

Monitor critical system files

Badk up flles

understand COMSEC

understand the functlons of INFOSEC officers
understand the functlons of OPSEC managers
Understand transmisslon security

Report a securlty wiolatlion

Key Terms

Assurance  the confidence that a piece of software or a device is free from valnerabilities, sither
intentionally or accidentally inserted at any time during its life cycle, and that the software or
device functions in the intended secure manner

Introduction to Network Security

This chapter fcuses on network security. It discusses network security, the elements of it, the need for
it, and the goals of it. It also covers information assurance and the various aspects of IT security.

11
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1.2 Chaptar 1

Overview of Network Security

This chapter gives you an idea of how to secure a network. A network is a place where different systems are
connected. Maintaining network security is a process of preventing and detecting unauthorized access over
a metwork and ensuring that the network is secure. The following are some of the important requirements of
network security:

* Identification: A network administrator should know how users identify themselves on the network.

* Authentication: Any user, before accessing a nerwork, should be provided with a wsername and
password to prevent unauthorized access. Authentication mainly includes passwords, smart cards, and
some hinmetric devices or systems.

® Access comtrol: This is related to user access privileges on a network. This access control prevents

users from accessing the network or its resources without the proper privileges.

Caonfidemtiality: This mechanism allows only anthorized users o share stored information. The concept of

confidentiality is similar to encryption in that only users who have the key can access that encrypted data.

= Imtegrity: End users authenticate information that is transferred over a network. This mechanism checks
fur errors in the data and reports any to the administrator who is handling the network. If unauthorized
users iy o alter or delete data, the network administrator showld monitar that.

* Monrepudiation: A network administrator should look over any data received on the network to ensure
that it is appropriate and that others are not able to modify it.

Elements of Security

Security is the stabe of well-being of information and infrastructure in which the possibility of successful yet
undetected theft, tampering, and disruption of information and services is kept low or tolerable. Mote that it is
not implied that total protection is required, because that is not practically possible considering the evolution of
technology and dynamic system environments. *The network is the computer,”™ a phrase coined by Sun Micro-
systems in the mid-1980s, is valid even today.

There are several aspects to security in the current context. The owner of a system should have confidence
that a piece of software or a device is free from vulnerahilities, either intentionally or accidentally inserted at
any time during its life cycle, and that the software or device functions in the intended secure manner. This is
termed assnramce. Systems, users, and applications need to interact with one another in a networked environ-
ment. Mdentification and authentication are means to ensure security in such a scenario. System administrators
or cancerned authorities need to know who, when, where, and for what purpose system resources have been
accessed. An audit trail or log files can address this aspect of security, termed accountability. Generally, not all
resources are available to all users. This can have strategic implications. Having access controls on predefined
parameters can help achieve security.

Another security aspect, critical at a system’s operational bevel, is reusability. A process may ot reuse or
manipulate ohjects that another process uses in order to prevent security violations. In security parance, this is
also known as awrilability. Information and processes meed to be accurate in order to derive value from system
resources. Accuracy is a key security element.

Security rests on the following components:

= Confiderntiality: The concealment of information or resources
= Authenticity: The ientification and assurance of the origin of information

= Imtegrity: The trustworthiness of data or respurces in terms of preventing improper and
unauthorized changes

® Apailability: The ability to use the information or resource desired

The Pace of Technology's Effects on Security

Technology is evolving at an unprecedented rate. As a result, new products that reach the market tend to be
engineered for ease of use rather than for secure computing. Technology, originally developed for “honest”
research and academic purposes, has not evolved at the same pace as user profiles. Moreover, during this evolu-
tiom, systemn designers often overlooked valnerabilities during system deployment. However, increasing built-in
default security mechanisms means users have to be mare connpetent.
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The Goals af Network Seourity 1.2

As computers are used for more and more routine activities, it is becoming increasingly difficult for system
administratars and other system professionals to allocate resources exclusively for securing systems. This in-
cludes the time needed to check log files, detect vulnerabilities, and apply security update patches.

Routine activities consume the time available for system administrators, leaving less time for vigilant ad-
ministration. There is little time at hand to deploy measures and secure computing resources on a regular and
innovative basis. This has increased the demand for dedicated security professionals to constantly monitor and
defend ICT {information and communication technology) resources.

Originally, to *hack™ meant to possess extraordinary computer skills used to extend the limits of com-
puter systems. Hacking required great proficiency on the part of the individual. However, today there are
automated tools and codes available on the Internet that make it possible for anyone with a will and desire
ter hiack to succeed.

Mere compromise of the security of a system does not denote success. There are Web sites that insist on “tak-
ing back the net™ as well as those who believe that they are doing all a favor by hosting exploit details. These
can act as a detriment and can bring down the skill level required to become a successful hacker.

The ease with which system vulnerahilities can be exploited has increased, while the knowledge curve re-
quired to perform such exploits has shortened. The concept of the elitefuper hacker is an illusion. However,
the fast-evolving genre of “script kiddies™ largely consists of kesser-skilled individuals acquiring secondhand
knowledge to perform explaits.

The Need for Network Security

The main purpase of netwoark security is to implement applications that can protect the network from unauthor-
ized access. To effectively resist attacks against its information and information systems, an crganization needs
tor characterize its adversaries, their potential motivations, and their classes of attack.

Potential adversaries might include:

® Mationsfstates

® Terrorists

* Criminal elements

* Hackers or corporate competitors

Their mativations may include:

= [Intelligence gathering

= Theft of intellectual property

* Denial of service

* Embarrassment, or just pride in exploiting a notable target
Their classes of attack may include:

= Passive monitoring of communications

® Active network attacks

® Close-in attacks

* Exploitation of insiders

= Attacks through the industry providers of the organization’s information technology resources

It is also important to mitigate the detrimental effects of nonmalicious events such as fire, flood, power out-
ages, and user error.

The Goals of Network Security
The following are the major goals of network security:

= Aszet idemtification: The main goal of this is to identify the resources used on the network for various
applications. The following are some of the resowrces that should be protected, becawse users frequently
hﬂ.\'ﬂ' rl.ﬂdﬂ'l: th.ﬂs! FESOUTOES:
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1.4 Chaptar 1

= Metwork devices such as routers, switches, and firewalls

= Information related to network operations, such as routing tables and access-list configurations
= Sensitive network resources such as bandwideh and speed

= MNetwork-related information such as databases and information servers

® Threat assessment: This network security tactic should be able to identify a threat to the system. Met-
wark assets should be pmt::tm‘l againsk network attacks such as the 'I:ol|mr.ing:

= Unauthorized access to information through the network
= Altering the information in the network through unauthorized access
= Denial-of-service artacks

* Risk assessment: This process imvolves identifying the risks that can affect a network.

Implementing Netweork Security Policy

Through security policy, a network administrator can limit user access and provide rules for accessing the
resources on the network. This policy acts as a resource for users and administrators who will set up a network,
use the network, and audit the network. This implementation of policies contains both technical and nontechni-
cal aspects. These policies should incorporate countermeasures based on the types of attacks that have already
been launched against the netwoark.

Elements of Network Security Policy
The following are some of the important elements of a network security policy:
* Computer technology purchasing guidelines
= A privacy palicy
* An access policy
= An acoountahility policy
* An authentication policy
* A network maintenance policy
= A violation-reporting policy
= A company policy
* A government-regulation policy

Security Awareness
Information Assurance

Information assurance is achieved only when the information and its relevant systems are protected againse at-
tacks by using application security objectives such as the following:

= Availability

* Integrity

* Authentication

* Confidentiality

= Monrepudiation

The services an application provides should be based on three paradigms:

1. Protect
1. Detect
3. React
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Functians of a Network Seority Sdministrator 1.5

This means that in addition to incorporating protection mechanisms, organizations need o expect artacks
and include attack detection tools and procedures that allow them to react to and recover from these attacks.

Information assurance requires a balanced focus on three primary elements:
1. People
2. Technology

3. Operations

People
Information assurance can be achisved through a senior-level management commitment (typically at the chief-
infurmation-officer level] based on a clear understanding of the perceived threat. This must be followed through:

= Effective information assurance policies and procedures

= Assignment of roles and responsibilities

* Commitment of resources

* Training of critical personnel (e.g., users and system administrators)
® Personal accountability

This includes the establishment of physical security and personnel security measures to control and monitor
access to Facilities and critical elements of the information technology environment.

Technology

There is 2 wide range of technologies available for providing information assurance services and for detecting
intrusions. To ensure that the right technologies are procured and deployed, an organization shoold establish
effective policies and processes for technology acquisition. These should include the following:

= Security policy

* Information assurance principles

= System-level information assurance architectures and standards

= Criteria for needed information assurance products

= Acquisition of products that have been validated by a reputable third party
= Configuration guidance

® Processes for assessing the risk of integrated systems

Operations
The vperations focus mainly on all the activities that are required to sustain an organization’s security posture

om a day-to-day basis.

Functions of a Network Security Administrator

The following are the main functions of a network security administrator:
* Develop, meintan, aud implement an [T security policy: The administrator needs to do the following:
* Develop an IT security policy and get feedback related o that policy.
* Maintain the developed policy in a database so that it can help users clarify any doubts related to that
develuped palicy.
* [mplement the policy by training users so that they can get a practical idea of how to apply the policy.

* Maintain and implement a firewall: A firewall plays a major role in a network. A network administra-
tor should know how to implement and maintain a firewall. The main purpose of a firewall is to reduce
network traffic by restricting unauthorized sites. Firewalls can be implemented based on applications.
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1-6 Chaptar 1

For example, 2 NETGEAR firewall is implemented in the network to block sites. In the same system,
a Mchkee firewall is used to protect the files in the system, and hardware firewalls are implemented o
protect the hardware devices. Administrators should know how to implement all of these firewalls on
a network

Moritar ard secire the network and servers: An administrator should be able to monitor the negwork
and servers, and secure them against unauthorized access. Because networks contain different devices
such as servers, workstations, and routers, administrators should provide protection by applying moni-
toring principles. This can be accomplished through logging events on the servers, workstations, and
routers. Special teols should be used to monitor the network automatically. For example, Logwatch is a
popular log utility teol that produces customized reports about log files. The network and servers can be
secured with the help of tools.

Maonitar critical files: An administrator can monitor critical files with the help of security analysis toals
such as Tripwire, which is able to check the integrity of these files. Some of the critical files that need o
be checked for integrity are the following:

® Password files
= Database and Web-server configuration files

= Private server keys of servers
= Binary operating system files, such as kernel files

An intruder can modify these critical files by using Trojan horses. A Trojan horse is a program that can
damage files by allowing intruders to access systems and canse harm o the systems. For example, software
that masquerades as antivires software and that comes from an unknown Web site can damage a system.

* Rack wp files: A backup plays 2 major role in a secure network. The main function of the nerwork
administrator should be to maintain backups of files every day so that if any information or a file is
lost, the administrator can restore that file from his or her database within a short amount of tme.
The administrator should store the backup files in a secure place. Tools like Tripwire can secure a
system by taking a complete snapshot of the data present on that system. Metwork forensics enables an
administrator to assess the damage caused to a system by an intrusion. For example, if servers such as
application and Web servers are running a database, and if an intruder enters any one of the systems,
then the administrator should be able to find that system before it is completely damaged. Therefore,
forensics reduces the damage done by an intruder.

Administrative Security Controls

Administrative security controls are procedures and policies that are put together to define and guide employee
actions while the employees are handling the organization’s sensitive data or information. An example would
be policies followed by human resources while conducting background checks on employees with access to
sensitive data. Security awareness programs conducted by the organization are an administrative control that
can make employees aware of their security-related roles and responsibilities.

Sanitization of Media

Media sanitization is a process of deleting confidential data from storage media, with a reasonable guarantes
that the data cannat be retrieved and reconstructed. Attackers or unawthorized individuals could re-create data
that have been unsuccessfully removed from media. The sanitization process is sspecially important when stor-
age media are transferred, become obsolete, are no longer usable, or are no longer required by an information
system. It is difficult to recover the data (residual magnetic, optical, or electrical) that have been deleted from
the media.

Destruction of Media

Destruction of media is a process of sanitization. Once media are destroyed, recycling cannot be as originally
intended. Physical destruction of media can be performed using a variety of methods, with crosscat shredding

being the most common practice.
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Functians of a Network Seority Sdministrator 1.7

Constructing, Changing, Issuing, and Deleting Passwords
The following are some comman password guidelines:
* Fasswords must be at least eight characters long.
* Passwords must be changed the first time users log on.
® Passwords, even ane-time passwords set for new accounts, must be composed of characters from each of
the following four categories:
* Uppercase letters (e.g, A, 8, C, Y, &)
* Lowercase letters (e.g., a, b, c, ¥, 2)
= Special characters (e.g., @, #, §, %, *, &)
= Mumbers (g, 1,2, 3, 4, 5}
= Passwords must not contain any of the fol lowing:
= [Mctionary words or common names (e.g-, Betty, Fred, Rover|
* Portions of associated account names {e.g., user II), lngi:n nama)
* Comsecutive-character strings |e.g., abedef, 12345)
* Simple keyboard patterns [e.g., gwerty, asdigh]
* Generic passwords [Le., password consisting of a variation of the word passwond [eg., PisswOrd1])
= Set the password to expire automatically every 90 days or sooner.
= Set the password history with a history of at least 10 passwords.
* Encrypt the passwords during storage and during transmission.
= Fasswords should not be hard-coded into software.
* Do not share or disclose passwords.
* Fasswords should mot be written anywhere.
= Make sure that passwords are never visible om screen, in hard copy, or on any other output device.

Transportation of Media

Media such as magnetic tape cartridges and disk packs that contain backup data should be properly stored and
protected when they are being transported from on-site storage to off-site storage to prevent any disasters. The
transported media should be durable and versatile. Transportation praviders should be well equipped with the
latest security technology to provide storage-media protection.
Reporting of Computer Misuse or Abuse
Computer abuse incidents or exploitation of computer resources and violations include:

* Unauthorized use of another user's account

* Tampering with other users” files, media, or passwords

* Harassment of other users

= Unauthorized copying or distribution of copyrighted or licensed software or data

= Deliberate wasteful practices

= Omline behaviar that intimidates or affends, is unethical, violates local policy, or is potentially unlawful

The user should report all these computer misuses or abuses to the facility manager or to the person in charge
of his or her computing resource center.
Emergency Destruction

Organizations should have procedures in place for the emergency destruction of classified or sensitive informa-
tion held in high-risk environments. The following are the factors that should be considered when developing a
practical and reasanable emergency plan:

® The activity must provide the valume, level, and sensitivity of the classified material
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1-8 Chaptar 1

® Sensitivity of the operational assignment
* Potential for aggressive action

Madia Downgrade and Declassification

Information is downgraded or declassified depending on the loss of sensitivity of the information due to the pas-
sage of time or the occurrence of a specific event. The process of declassification is not an automatic approval
for public disclosure.

Documentation, Logs, and Journals

Diocumentation plays a vital role in the overall security of the network. Maost of the time, it is very difficult to
keep documentation up to date. Metworks do not always have proper documentation. A well-documented net-
work can help administrators solve problems quickly when they arise. The important thing to remember with
a good network decumentation plan is to label everything.

Administrators should maintain logs to locate information quickly. Logs contain the detailed configura-
tions of servers, workstations, and users. Administrators must update the logs when changes are made to
the server’s configuration. Users can maintain a log for each workstation, but it might be unnecessary for
large environments.

Repudiation

Repudiation exposes the Falseness or pretensions of information; logging aids in bath exposing and protecting
against repudiation. For example, a document generator such as a check writer can prove that an electronic
checkbook token did not sign a document. In case of repudiation disputes, logs including transaction informa-
tion are retrieved to verify the date and time of the transaction, the transaction history, and the initiator of the
transaction. Repudiation is useful to prove the cause of a threat when there is no ather evidence. Threats that
can be proved include ones in which a user performs certain functions on the system that cannot be traced by
the application used to perform those functions.

Communication Security (COMSEC)

COMSEC protects the confidentiality and imtegrity of information that is being transferred through
communication lines. The reguirements of COMSEC are applied to communication systems, links, and
equipment through various security metheds. The following are the major components of COMSEC that
provide secure transmission:
® Transmrission security= This type of security safeguards transmissicns against:
= Unauthorized intercept
® Traffic analysis
= Imitative deception and disruption
® Fhysical secwrity: This type of security is obtained by implementing various physical measures o protect
cryptographic materials, information, documents, and equipment from unauthorized access.
® Emission security: This type of security is obtained by implementing various measures that prevent
compromising emanations from cryptographic equipment or telecommunications systems.
* Cryprographbic secwrity: This type of security is obtained by implementing cryptographic
systems pmpﬂhr.

Functions of a COMSEC Custodian

A COMSEC custodian is a person designated by the proper COMSEC authority responsible for receipt, transfer,
accounting, safeguarding, and destruction of COMSEC material allocated to a COMSEC account. A company
COMSEC custndian should maintain 100% accountability for all communication and information security
devices with a value greater than £2 million.
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ldentify and Inventory COMSEC Material

Druring changes in the watch section {a watch section is a place where COMSEC materials are placed), the watch
supervisor and a witness should inventory all COMSEC material held at the watch station. At the time of inven-
tory, integrity should be maintained between the two people.

When a user inventories COMSEC material, be or she should do the 'Fo”mv:ing:

= Prepare an account for keying materials and page-check all open keying.
= Prepare a list of all COMSEC equipment and account for all equipment.
* Fage-check all COMSEC publications.

The results on the inventory sheet must lise COMSEC material by short title, edition, and accounting number
[if any).

Access Control and Storage of COMSEC Material

Contract personnel who are granted access to COMSEC material must be citizens of the country of the materi-
al's origin. COMSEC material access is granted on a need-to-know basis. COMSEC material access can also be
gramted cnly in conformance with established procedures for that particular type of COMSEC information.

Individuals who are granted access to classified COMSEC materials should get a final government security
clearance for the classification level involved. All individuals who are provided access to COMSEC material
should receive a brief explanation regarding the unigue nature of COMSEC material and their responsibilities
to safeguard and control it.

Personnel should store COMSEC materials separately from non-COMSEC materials. This provides a sepa-
rate contral for COMSEC materials and also makes it easier to identify COMSEC materials during emergency
destructions, All COMSEC keying material should be stored in such a way that any single person or o COMSEC
custodian cannot obtain access.

Reporting COMSEC Incidents
The following incidents related to data transfer devices (DTDs| have been determined to supplement general
COMSEC incidents and practices dangerous to security (PDS):

® Loss of a DTD or a cryproignition key (CIK)

= Unauthorized copying of a valid CIK

® Unauthorized access to a CIK or DTD

= Storage of key on the host side of 2 DTD

* Loss of TEMPEST integrity due to a failure in detecting a security breach in @ DTD's housing

The following are compromise recovery actions for a lost CIK or DTD:

= If a CIK is lost, then remove the lost CIK from its associated DTD and report the loss. In the report,
mention the degree of pratection provided by the DTD when the CIK was first discovered to be missing.
When the CIK is lost and the DTD is not under the control of authorized wsers, then compress both the
key and the host-side data.

® 1fa OTD is lost, then remove its associated CIE(s) and report the boss. In the report, mention the degree
of protection provided by all associated CIKs when the DTD was first discovered to be missing.

Destruction Procedures for COMSEC Materials

Routine destruction of COMSEC materials may be accomplished by burning, pulping, pulverizing, or shred-
ding. COMSEC materials can be destroyed with the help of the two-person rule without a record of destruction.
If vnly ane person is invelved in destroving secret COMSEC material, then a record of destruction must be
prepared. When destroying confidential material, personnel must have a clearance bevel equal to or greater than
the material. Mo record of destruction is required. To verify destruction of records, a senior person makes sure
that the material has been completely destroyed and only residue remains.
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Functions of the INFOSEC Officer

The information security (INFOSEC) officer is responsible for providing security risk management related to
support services. The following are the major functions of the INFOSEC officer:

* Processes

* Valuing information

* Awareness

* Access cantrol

» FEvaluation of all hardware, firmware, and sofrwars

* Hisk management

® Security tests and evaluations program

= Moncompliance inguiries

* Contingency and emergency planning, and disaster recovery program (CEP-DR|

Program or Functional Managers

The main responsibility of program or functional managersfapplication owners is to support the computing
system [eg., procurement or payroll). Other responsibilities include the following:

* Providing appropriate security

* Mlanagement

* Operations

* Technical contrals

A technical staff that manages the actual workings of the system typically supports functional managers. A
security officer typically supports a program or functional manageriapplication in developing and implementing
SECUIIY requirements.

Security Office
The information security office looks into the efforts of an organization to probect its computing and information as-
sets and e comply with information-related laws, regulations, and policies. The security office typically reports the
details of information it g,a.l:hzrsh:! the vice pmrsiﬂmt for business affairs and the chief information officer (100

Senior Management

Ome of the major responsibilities of senior management is to secure the organization’s compater systems. The
responsibility for the success of the organization lies with the senior managers.
Senior management must address 1T security requirements, keeping the fellowing in mind:

* Department’s priorities
* Strategic directions

* Program ohjsctives

= Rudget

* Personnel allecations

System Manager and System Staff

The system manager is responsible for contralling access ta various accounting modules and information. Ef-
fective tools the system manager utilizes ensure data integrity, complete processing, and security management,
and enable users to work more productively.

Copyright 2910 |.'m|:pu:||-|_ ANl . o o, el L ek o e kg, [ ot ey s b st o e

T | L S—" e ——— T pe——r— P

p——
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Functions of Operational Security (OPSEC) Managers

Every organization is represented by an OPSEC manager, who coordinates the OFSEC effore. The following are
the major functions of the OPSEC manager:

® Identify critical information

= Analyze threats

= Analyze vulnerabilities

® Assess risks

* Implement OPSEC measures

Organizational leadership has final approval authority. In order to keep up with constantly changing threats
and new wulnerahilities, the process is a never-ending cycle.

Role of End Users

Tir combat malicious network security attacks, organizations are implementing application-aware security mea-
sures that are likely to imtroduce performance battlenecks thar reduce end-user and client experience, as they
are CPU and resource intensive. To make sure that end users are not impacted, the application-aware security
measures should be tested with real-time application traffic, and security attacks should be generated to update

security and stress resilience in real-world conditions.

Public Versus Private Network Security

Metworks are often configured through public Internet Protocol |1P) addresses. Dievices that are available on
the public network are visible to devices that are outside the network (from the Internet or another necwork ).
This disadvantage can leave a computer vulnerable to attack; thus, devices on the public network need added
security. Devices that are available on the private network cannot be seen or communicated from outside the
private netwoark.

Traffic Analysis

Traffic analysis can be used to identify the information on systems communicating over a public network.
Metwork 105 devices use passive network-monitoring systems extensively to detect possible threats. Through
passive manitoring, a security administrator can gain a thorough understanding of the network's topology.

End-To-End Network Security

End-to-end network security is structured to measure the new generation of complex threats. By adopting a
strong security plan, administrators can protect a system against the highly sophisticated attacks that can occur
at multiple kocations on a network. The major goal of end-to-end security is to arganize a set of security capa-
bilities that are combined to create an imtelligent, self-defending network that identifies attacks as they oceur,
generates alerts as appropriate, and then automatically responds.

Transmission Security

Transmission security is a process of ensuring that messages sent electronical ly from one computer system to an-
other computer system are secure during transit. Only the imtended recipient should receive these messages, and
the message received should match the message sent_ If the message is altered in any way, whether the message is
transmitted through faulty channels or intercepted by an eavesdropper, then the message will not be the same.

Frequency Hopping

Frequency hopping is one of the basic modulation techniques. This technique is used in spread-spectrum signal
transmission. It is the process of repeating the frequency of switches during radio transmission, which is used
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1-12 Chaptar 1

ta minimize electranic warfare, which invalves unauthorized interception or telecommunication jamming. It is
also known as frequency-hopping code division multiple access (FH-CDMA).

Masking

It is important to implement a method for masking internal data signals in such a manner as to prevent useful
radiation detection. The primary goal is to provide data utilization with data subsets that are loaded in parallel
s that any radiated data of each subset s masked by other radiated superimposed subsets.

Optical Systems
An optical system is designed to increase the overall system reliability. The benefits of an optical system include
the following:

* Hesistance to electromagnetic interference
* Reduced bandwidth costs

® Lower cable weight

* Heduced power consumption

® Increased signal quality level

Oiptical systems provide higher security than do copper or radio systems because of the fact that opeical fibers
have higher signal energy within the fibers as compared to sending electric fields across cables or receiving radio
signals without detection.

Covert Channel Control

A covert channel is a transmission channel that allows two cooperating processes to transfer information in
such a way that it violates the security policy of the system. The covert channel will enable unauthorized us-
ers to read or view the contents of the data that is being processed. The following are the two defined types of
covert chanmels:

l. Covert storage chunmnel: This channel allows two different processes to directly or indirectly read the
information that is stored in the same storage location. A covert storage channel invelves finite resources
such as a memory location or sector on a disk that is shared by two users at different security levels.

1. Covert timing chamel: This channel depends upon the ability to influence the rate at which some other
process is able to gain resources such as the CPU, memory devices, ar [H0 devices.

Dial-Back

In dial-back security features, only users with the appropriate security passwords and keys are allowed to com-
municate with the courier. Advanced dial-back security provides a higher level of security. By dialing from an
outside line into the courier, an authentication is received, and then the courier dials a preprogrammed number
to ensure the secure transmission of data to that cutside line. Dial-back security ensures secure data delivery,
even in cases where the passwords or security keys are compromised.

Line Authentication

A communication line will insert a device for checking the integrity of a message within a significant portion of
existing communications networks. At the transmitter’s end, the device will receive plaintect messages through a
communication line, generating an authentication field by encrypting the plaintext message received and retrans-
mitting the plaintext message received with the appended authentication field onto the commumication line.

At the receiver’s end, the device will receive the message from the communication line by encrypting the plain-
text message generated by the authentication field. If the two authentication fields are similar, then the plaimtext
message transferred will be received as it is, and the receiving device will transmit the plaintext message to the
receiving terminal by appending a character indicating the message integrity. If the two authentication fields are
different, then the receiving device will transmit the plaintext message to the receiving terminal by appending a
status character indicating that an error has been encountered during transmission.
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Screening

A device scanner system checks for security queries for device-reported data through a network connection. The
device-reported data may include the following:

® The operational status of at least one component of the electronic device

* The configuration of the electronic device

= The current ownership of the electronic device

Thedevice scannersystem assigns a security level tothe electronic device, indicating whether the device-re ported

data matches the :xpccbed. data, such that the electronic device is screened based on data the p-nw:r:ﬂ-nn
electronic device reparts.

Protected Wireline
The approved methods used for protecting classified information in transmission are the following:

* Encryption: Encryption is outlined in the COMSEC program
* Protected transmission system: A protected transmission system is an approved wireline that has suf-

ficient physical and emanations security. This system allows for unencrypted transmission of classified
information.

The guidelines for a protected transmission system are circulated by the National Security Agency [MNSA|
These guidelines are used as the basis for the DOE Protected Distribution System (PD%) and Classified Distribu-
tive Information Network [CDIN).

Evidence Collection and Preservation

In any inwestigation, it is necessary to maintain a chain of custody. Similarly, in network investigations, it is
impartant to document the gathered evidence. Documenting the gathered evidence on a network is easy if the
network logs are small, as printouts can be made.

The evidence-gathering process should be documented by mentioning the name of the person wha collected
the evidence, from where it was collected, the procedure used to collect the evidence, and the reason for collect-
ing the evidence.

If the evidence resides om a remote computer, detailed information about the collection and location should
be documented. The investigator should specify the server containing the data so as to avoid confusion.

Countermeasures: Cover and Deception

Attacks can be prevented by using cover and deception as countermeasures. These are the psychological weap-
oms used to confuse people, though they fail to prevent the most common attacks such as attacking weaker
systems. Cover and deception countermeasures protect an organization’s resources to some extent. Placing a
honeypat is an example. Deception is a process where attackers waste time by attacking the honeypots. Cover
means that the attackers are confused by knowing about the honeypots present in the organization.

HUMINT

Human intelligence [HUMINT] is the process in which a group of people gathers information from other
people. The data collected through HUMINT includes:

* Loose talk

= Information posted on maps
= Information found by leoking through vehicle windshields
= Written materials that are improperly safeguarded
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Technical Surveillance Countermeasuras

Technical surveillance countermeasures (TSCM), or “debugging,” imvolve both an electromic and physical inspection
of a product or location (briefcase, cell phone, automohile, office, home, aircraft, boat, etc.). The purpose is to locate
and identify possible covert surveillance devices (bugs) andior technical security weaknesses. A complete TSCM
inspection estimates the weaknesses of all locks, alarms, and other systems of physical and electronic security.

Reporting Security Violations

Alleged viclations must be reported to enforcement authorities. If the alleged viclation results in a security
hazard to the institution’s technology resources, then the alleged violation must be reported to the information
security officer, who will take action to secure the affected technology resources. The institution disciplinary
andsor law enforcement authorities sometimes coordinate with the institution’s information security officer to
investigate and respond o alleged violations. Policies related to alleged violations will be followed in accordance
with the appropriate disciplinary procedures and other applicable policies and procedures.

Chapter Summary

The key requirements of network security are identification,, authentication, access control, confidentiality,
integrity, and nonrepudiation.

Security rests on confidentiality, authenticity, integrity, and availabilicy.

The goals of network security include asset identification, threat assessment, and risk assessment.
Through security policy, a network administrator can limit user access and provide rules for accessing
the resources on the network.

Information assurance is achieved only when the information and s relevant systems are protected
against attacks.

Functions of a network security administrator include developing, maintaining, and implementing an
IT security policys maintaining and implementing a firewall; monitoring and securing the network and
servers; momitoring critical files; and backing up Files.

COMSEC protects the confidentiality and integrity of information that is being transferred through

communication lines.

The information security |{IMFOSEC) officer is responsible for providing security risk management
related to support serwices.

The major functions of the OFSEC manager are to identify critical information, analyze threats, analyze
vulnerabilities, assess risks, and implement OFSEC measures.
Review Questions

L. What is network security?

2. Mame four of the major requirements of network security.
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Lad

. Explain the elements of network sscurity.

4. What are the four major potential adversaries of an organization?

5. What are the potential motivations of an organization’s adversaries?

6. What are the major classes of attacks against an organization®

7. What are the major goals of network sscurity?

8. Explain asset identification.

9. List the important elements of a network security policy.
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10, What is information assurance?

11. What are the three primary elements of information assurance?

12, What are the functions of the netwoark security administrator?

13. Explain the concept of backup files and how to keep them secure.

Hands-On Projects

Mavigate to Chapter 1 of the Student Resowrce Center. Open the designing_network_
security_cisco_press.pdf. Read the following topics:

® Designing Metwork Security

u Identity Technologies

® Protocols Using Authentication Mechanisms

o Secarity in TCHIP Layers

® Public Key Infrastructure and Distribution Models

Mavigate tao Chapter | of the Student Resource Center. Open the Windows Server 2003
Security Guide.pdf. Read the following topic:

# Chapter I: Configure the Domain Palicy

. Mavigate to Chapeer | of the Student Resource Center. Open the intfirewallpolicy.pdf. Read

the follvwing topics:
® Firewall Architectures
0 lssues

® Firewall Administration

. Mavigate to Chapter 1 of the Student Resource Cemter. Open the Transmission Security

Guidelines_pdf. Read the content.
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Hards-On Projects 117

5. Mavigate to Chapter 1 of the Student Resource Center. Open The 60 Minute Metwork Secu-
rity Guide.pdf. Read the following topics:

Perimeter Routers and Firewalls
Windows MNT 4.0 and Windows 2000
UNIX Web Servers
Intrusion Detection Systems {10¥5)
. Mavigate to Chapter 1 of the Student Resource Center. Open the security_adm_pdf. Read the
following topics:
What Is Security Administration?
Security Administration Assessment

7. Mavigate to Chapter 1 of the Student Resource Center. Open the Buoilding an Information
Technalogy Security Awareness and Training Program.pdf. Read the following topics:

Components: Awareness, Training, Education
Diesigning an Awareness and Training Program
Dieveloping Awareness and Training Material
Implementing the Awareness and Training Program

B. Mavigate to Chapeer 1 of the Student Resource Center. Open the Media Sanitization Best
Practices.pdf. Read the following topic:

Types of Sanitization

9. Mavigate to Chapter 1 of the Student Resource Center. Open THE COMPUTER MISUSE
AND CYBERCRIME ACT 2003.pdf. Read the content.

10. Mavigate to Chapter 1 of the Student Resource Center. Open the Digital Rights Management
for Content Distribution.pdf. Read the content.
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Chapter

Security Policy

Objectives
After completing this chapter, you should be able to:

Understand security policy

Conduct securlty awareness programs

Define the purpose and goaks of a securlty policy
Classify security polides

Design a security palicy

Configure and Implement a security policy
Understand securing assets

Key Terms

Accraditation  the formal management approval process of accepting the residual risk of a system
and putting it into production

Corttfication  the technical evaluation of the security of a system and its overall interaction within
its functional environment

Circultt sllenvce  the process of asessing data before communication is established

Rank of informatton  the set of levels in the military model of classification

Introduction to Security Policy

A security policy is a set of documents outlining how to maintain physical, personal, and data secu-
rity. It states the procedures for securing the network and gives the security staff guidelines for mak-
ing decisions. A good security policy should address the confidentiality, integrity, and availability of
all system resources and data. This chapter will discuss what makes a good security policy and how
it should be implemented.

21
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Concept of Security Policy

A security policy defines rules for computer network access, determines how policies are implemented, and
shows the basic architecture of the company security environment. It is a very complex document, scrutinizing
data access, Web browsing, usage of passwords and encryption, e-mail attachments, and more. [t gives specific
rules for individual employees and groups of employees throughout the company.

A security policy should keep dangerous attackers away, bat also exercise control over accidental damage
from legitimate wsers. The first step in creating a policy is to determine what information and services are avail-
able, who can use them, what is the potential for damage, and whether any safeguard mechanisms have already
been introduced to prevent misuse. The security policy should encompass a hierarchy of access permissions that
permit users to access only what is crucial for the completion of their wark.

Corporate assets can include people, data, computing devices, and more. Security policies describe how the
security, integrity, and availability of these assets are maintained and set rules of behavior for wsers, developers,
administrators, security personnel, and management.

Security policies also appoint security personnel to control access, to scrutinize and maintain security, and
to investigate and handle incidents by setting rules and standards. These policies assist developers in creating
secure code and instruct systems administrators in safely configuring host systems, networks, enterprise ap-
plications, e-mail, and databases. Security policies are wsually complex and essentially static in nature, whereas
specific guidelines, technical yardsticks, and procedures are more elaborate and dynamic, changing along with
technologies or personmel.

The management must suppart a security policy for it to be effective.

Key Elements of a Security Policy
The following are some key elements of a security policy:
* Clear commmuenication: Communication must be clear. A communication gap may lead to creation of 2
completely different set of policies that may be confusing for users.
* Clear information: Clear information regarding the security policy must be given to the developers so
that they can decide how to approach network security.
® Defined scope: The scope identifies the provisions that must be included in the network security
policy. The network policy addresses a wide range of issues from physical security 1o personal
sECUrity.
* Enforceable by lne: Management should be able to impose penalties for policy breaches. Penalties for
the violation must also be addressed during the creation of the palicy.
* Recogmizes areas of respomsibility: The policy must recognize various responsibilities of the employees,
organization, and third parties.
Sufficient puidance: A good security policy must have proper references to other relevant polices.

* Top manapement invalvement: Involvement of the top management is mandatory in order to ensure
conformity o the palicy.

Conducting Security Awareness Programs

A security awareness program educates employees about the risks and benefits of security policies designed o
save time and money for the business. Everyone in an organization will play a role in security. This program
mainly deals with problems such as viruses, threats, spyware, intruders, and hacking attempes.

Awareness programs have the following benefits:

* Heduce the risks related to information security by educating employees at every level

® Are easily implemented

* Hegulate security through standardized programs

* Facilitate tasks like managing wsers, tracking security, reporting failures, and managing databases

The security awareness program can be implemented in two ways: training and meetings. Training teaches
the skills required to implement a security policy and allows a user to perform security-related functions.
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A good training program should cover the three aforementioned aspects of a good security policy: protecting
the confidentiality, integrity, and availability of resources. This program should familiarize a person with per-
forming specific security functions.

Meetings give everyone a general idea about the security policy. These mestings increase awareness by
briefing people about the current policies and issues related to security. Security awareness meetings should do
the following:

® Make security more effective and extensive across the company
* Change people’s behavior through positive reinforcement and collaboration
= Protect intellectual assets and computing resources

Defining the Purpose and Goals of a Security Policy

The purpose of a security policy is to maintain a framework for the management and administration of the
security of the network. The policy should allow only autharized access to system resources by-

* Safeguarding computer system and network integrity

= Safeguarding resources from unauthorized access

* Safeguarding information from unauthorized disclosure

= Scrutinizing the network for devices and users in violation of this policy

The following are a few measwres that can help achieve these goals:

* Develop and maintain rules for network connections and for configuration of network-connected devices.
= Enforce compliance of these guidelines.

® Presmptively scan for security loopholes within the network-connected devices, and generate an andit
repart b the device cwner on completion of the scan.

® Assign an information security officer liable for the interpretation, monitoring, and execution of
this policy.
* Disconnect from the neework any device that may disable the network, create a breach in the integrity

of other devices connected to the network, threaten the secority of the data stored on the network, or be
used for activities that violate policy.

Goals of a Security Policy
The following are the goals of a security policy:

= Prevent the waste or misuse of the organization’s resources, especially computing resources

* Eliminate or minimize legal liability from emplayees or third parties

= Safeguard and protect valuable, confidential, or proprietary information from unaothorized access
® Ensure data availability and processing resources

= Ensure the confidentiality and integrity of customer information and allow for the categorization of risk
for customers and the organization

* Ensure the integrity of data processing operations and protect them from unauthorized use
= Ensure the confidentiality and integrity of customers and their information
= Prevent waste or inappropriate use of the organization’s resources

® Preserve and protect valuable, confidential, wr proprietary information from unauthorized access
ar disclosure

The ultimate goal of a security policy is to safeguard assets. It is important to determine what the assets
are and from what they should be protected. Concern must be given to corporate espionage, theft, saves-
dropping, and destruction of files from external hackers. Protection also involves defining the consequences
of viedations.
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1.4 Chaptar I

Classification Systems

For a large organization, to consider all data to be confidential and decide on a case-by-case bhasis who is autho-
rized to access those data is quite difficult. Security team members must distinguish various groups of people
and systems depending upon the security requirements for the information and resources. A security classifica-
tion system provides models to easily determine an item’s sensitivity. This could be either a premade, formal
classification system, or a company’s own custom classification system.

One example of a formal classification system is the military model. In this model, the cdassification of secu-
rity levels is provided in five layers:

* Top secret

* Recret

* Confidential

s Hestricted {also known as Sensitive, but unclassified)

* Unclassified

These levels are known as ramk of information. Each level has a different level of security.

In a nonmilitary environment the model of security level classifications is provided in four layers:
. Confidential
. Private
. Sensitive
. Tuhblic

4 B =

Security Framework
To create a good security policy, the following should be considered:
= [t should he simple and practical.
= [t should not have a simple tree structure, meaning that it should be complex in nature.
= It should be accessible by all people who need to access it.
= [t should he easy to manage and maintain.

Using these requirements, the security team develops the security framework. In the framewaork, the
security policy is split into various small policies for implementation at various levels. This security frame-
work also inclodes the default policy. Anmy system that does not have its own security policy will use the
defaule policy.

The security framewark should be accessible to all staff, Mmanagement, and even cutsiders. All decisions
regarding security in the crganization are carried out using the security framework document. The security
framework document should contain, at a minimum, the following points:

® The need for information security and the value of that information

The classification system

The principles for use of information by the administrator and wsers

The position of the security officer and security specialist team within the crganization
The approach for review of the security policy implementation

Everyone’s individual responsibilities

Classification of Security Policies
User Policies

These policies define the limitations applied to users in order to secure the network, such as whether they can
install programs on their workstations, the types of programs they can use, and how they can access data.
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Password Management Policy

This is one of the user policies. As s name indicates, this policy ensures that user accounts are protected with
strong, passwords. It defines how often a user must change passwords and sets complexity rules.

IT Policies
These policies are designed for the IT department to keep the network secure and stable. Some IT policies include-
= Backup policies
® Server configuration, patch update, and modification policies
= Firewall policies
= General policies
= Fartner policies

Backup Policy

This policy defines what to back up, who backs it up, where it is stored, how long it is stored, how 1o test backups,
and what programs are used in the backup process.

Server Configuration, Patch Update, and Modification Policles

These policies remove unneeded services and define what servers should use intrusion detection systems. They

also define how system updates should be performed.

Firewall Policy

This type of policy defines which ports to allow, how to interface ports or how to manage ports, and who has
access to the control consale.

Genaral Policles

These policies are necessary for general business operations. Some examples of general policies include the high-
level program policy and business continuity plans.

High-Lewel Program Policy This defines owners of the palicy, who is handling the policy, the purpase and
scope of the policy, and any exceptions.

Business Continuity Plans Business continuity plans include crisis management and disaster recovery. Once
a disaster accurs, issues that must be addressed include the following:

* SpErver recovery

= Data recovery

* End-user recovery

® Phone system recovery

* Emergency response plan
= Waorkplace recovery

Partner Policy

Any policy defined among a group of partners is called a partner policy.

Issue-Specific Policies
Physical Security

Physical security is the security provided for physical assets prone to damage. Care must be taken in terms of
havw: Frequently these risks are monitored and analyzed. This includes training amvone who will be working with
valuable physical assets.
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1.5 Chaptar I

Parsonnel Security

This incluces special security policies related to employee authentication, training, and dismissal.

Communications Security

This is a crucial security policy when organizations need to communicate on a daily basis to remote loca-
tions. The security of communications depends on the sensitivity of the data. Crypography should be used
to transmit the data sew.—u:r=|:r in an mcryp::ﬂ form so that the data cannot be understood until ﬂecr_rpbed
by the intended recipient.

Administrative Securfty

Administrative security deals with managing the IT system and inclodes additional activities swch as any
potential security policy issues on inputfoutput controls, training and awareness, security certification, incident
reparting, system configurations and change controls, and system documentation,

Risk Managemeint

Risk management imvolves rating the [T resources in terms of potential threats and vulnerabilities and planning
methods for dealing with these risks. These issues must be pericdically reviewed in terms of both how to deal
with them and who should deal with them.

Contingency Planning

Contingency planning is a category of risk management that invelves planning for emergencies, such as a sudden
power failure, system crash, or environmental catastrophe. Training must be given to the employees so they are
able to handle these difficult situations. The plans devised must be tested and upgraded pericdically.

Systemn Management Policy

This policy requires both the security administration and the system administration to collectively develop a
final product that is secure in the sense of having functional equipment that meets requirements such as found
in the 1.5, government’s Trusted Computer System Evaluation Criteria ( TCSEC), often referred to as “the
Crramge Book.”

Design of a Security Policy

A good security policy should have the following in place-
= A description of the isue

Dietails regarding the status of the policy and the description about the domains where the policy has
been applied

The functions and responsibilities of employees
The extent to which the policy is compatible with the organization’s standards
The tasks and the procedures involved in the policy

A specification of the consequences that have to be dealt with if the policy is not compatible with the
organizational standards

Contents of a Security Policy
Security policies contain the following pieces:
= High-level security requirements
® Policy description based on requirements
* Security concept of operation
* Allocation of security enforcement to architecture elements
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High-Level Security Requirements

This explains the requirements of a system for the security policies to be implemented. There are four different
types of requirements:

1. Discipline

2. Safeguard

3. Procedural

4. Assurance

Discipline Security Requirements This requirement includes various security policies such as commuonica-
tions security, computer security, operations security, emanations security, network security, personnel security,
information security, and physical sscurity.

Safeguard Security Requirements This feature mainly contains access contral, archive, andit, authentic-
ity, availahility, confidentiality, cryptography, identification and authentication, integrity, interfaces, markings,
nonrepudiation, object reuse, recovery, and virus protection.

Procedural Security Reguirements This requirement mainly contains access policies, accountability
rules, continuity-of-operations plans, and documentation.

Assurance Security Reguirements This includes certification and accreditation reviews and sustaining
planning documents used in the asurance process.

Poilcy Description

This statement mainly focuses on security disciplines, safeguards, procedures, continuity of operations,
and documentation. Each subset of this portion of the policy describes how the system’s architecture will
enforce security.

Concept of Operation

This concept mainly defines the roles, responsibilities, and functions of a security policy. It focuses on mission,
communications, encryption, user and maintenance rules, idle-time management, use of privately owned versus
public-domain software, shareware software rules, and a virus protection policy.

Architecture Eleiment Alfacation
This policy defines how much of each architecture element each user or process is allowed to use.

Privacy and Confidentiality

Sensitive information is stored as confidential to protect it from unanthorized access. Applications and compuat-
ers must be designed and used to protect the confidentiality and privacy of the data they process according to
applicable laws and policies. The integrity of any data authorized users obtain must be ensured and p

For example, at the time of transferring confidential data from a secured mainframe system to a user’s location,
sufficient security measures must be in place at the destination computer and during transit to protect the data.

Security Levels

As discussed earlier, there must be a classification system for security levels. This could be either a formal clas-
sification system, like the military system, or a customized one.

Separation of Duties

A separation-of-duties policy defines the size of the team required to perform a sensitive task. This policy alse
defines a high-level requirement that need not refer to unique steps in the sk, Separation-of-duties policies
require that no one individual is tasked with an entire process so that the individual does not have the ability 1o
circurmvent security measures. For example, bank tellers should not be in charge of auditing themselves. Separa-
tion of duties would require someone who wanted to commit fraud o recruit someone else to assist him or her
in the fraudulent or destructive act. This is known as collesion and is inhibited by the proper implementation
of a separation-of-duties policy.
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1.8 Chaptar I

Dual Control

In security systems, dual control is a process of using two or more separate individuals or teams, operating
together to protect sensitive functions or information so that no single person is able o access or wse all of
the materials.

Job Rotation

Those with multiple skill sets can rotate from one job to another.

Least Privilege
Programs should, s a rule, run with the help of minimum akbilities or least privileges.

Security Organization and Policy Developmeant

It is necessary to understand the essentials required to keep the business secure. The amount of risk that
a company can tolerate and the technical equipment required to deal with loss must be determined. By doing
i, the organization can identify the threats posed to s security systems and develop measures to overcome
any attacks.

Every company and client should identify their roles and responsibilities. This indudes the knowledge of
the structure of the crganization, the responsibilities of individuals, the tasks performed by each one in the
arganization, and who handles security policies. It is important to make sure that the policies address the
problems, requirements, and objectives of the crganization. It should also include data security, legal isswes,
and human resources,

The basic goals of business should be represented. Knowledge of the unigue requirements of the specific busi-
ness is essential to improve security and to build a better security policy.

The next step in develuping policies is identif ying the security principles that represent the security objectives.
These goals are to be checked regularly and introduced into the development process whenever necessary. The
goals should be defined as simply as possible, so that everyone will be able to easily understand them.

Assets and data requiring security must be recognized and categorized. This makes it much easier for man-
agement to make decisions with respect to an asset’s value and usage.

Drata-flow analysis helps to determine vulnerabilities. Data flows through the Web, relephone lines, servers,
and firewalls. In addition, data is stored in databases or on disks, tapes, or paper. If the flow of data is tracked,
it can be determined where there are vulnerahbilities, allowing control mechanisms o be implemented.

Easic risks that can be expected are identified. Developing a profile for possible threats can help enable deci-
sion making regarding the types of threats within that area. The chance of risk associated with issues and the
financial cost in recovering from those losses can be assessed.

The services that guard the system should be identified. Once the data resources and flow of data are identi-
fied and a risk profile is created, the security services that apply to that particular area should be recognized.
The services for security include authentication, accessibility, recognition, integrity, secrecy, and nonduplica-
tion. Knowledge of the security needs of a particular environment is essential for choosing the security policy
to be employed in that area.

Automated Information Systems

An automated information system [AIS) halds, PrOCESSES, and transmits restricted information. It can be safe-
guarded by employing security measures in both hardware and software.

Points of Contact and Referance

The point of contact refers to the personnel who are requested to help out when the automated information
system has a problem. Some of the contacts and references include the following:
® The burean 1T security manager [BITSM) serves as primary point of contact with the department’s [T
security manager and incident response team.

® The national network security manager (MMNSM) serves as secondary point of contact with the depart-
ment's IT security manager and incident response team.

* Installation 1T security managers (I1T5Ms| serve as primary point of contact for security-related issues
within their region or during installation, and repore security incidents to the BITSM.
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Configuration and Implamantation of a Seourity Palicy 2.8

Configuration and Implementation of a Security Policy

Role-Based Service Configuration

This type of configuration provides a way to specify which services are installed, depending on the server's role
and other features. The wizard is not designed to install computers or o set up the server; it is designed only to
enable services and open ports based on the list of server roles and client features. All of these services can be
muodified through the use of the Administrative Tools application found in all Windows operating systems.

Raole-based service configuration involves the following:

® Select server roles

® Select client features

= Select administration and other options

= Select additional services

Handle specific services

* Confirm service changes

Network Security

This section is designed to configure inkbound ports wsing Windows Firewall. This configuration is dependent
vm which server roles and options were selected in the previous section. For example, a Web application server
would need port 80 left open in the firewall for HTTP communication, bat a DMS server would nat. However,
if port 53 was blocked, the DNS server would not be able to function. Access to ports can be restricted and port
traffic can be comfigured to be signed or encrypted using 1PSec. Port selection is based on applications that use
a particular port, as shown in Figure 2-1.
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Figure 2-1 Metwork seourity is controlled by configuring parts on the server.
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Registry Settings

Certain registry settings should be addressed in order to configure the protocols used to commumnicate with other
computers on the network. Communication protocol security is important becawse legacy Windows operating
systems require protocols that are vulnerable to password cracking and man-in-the-middle attacks. Key areas

include the following:
* SMB security signatures
* LDAT signing
* Outbound authentication protocals

* Inbound authentication protocals

Audit Pelicy

The audit policy in the wizard can be configured to audit only successful events or audit both successful
and unsuccessful events. The audit policy will configure auditing for all events, not just ohjsct-access events.
Figure 2-2 shows a sample audit policy for a server that will audit both successful and unsuccessful events.

Internet Information Services

This section will only display if the server is set to run in the Web server role. It is designed to configure the security
features of Internet Information Services {1155 The subsections shown in this section include the FD"'.‘I'\A'iI.‘IH_:

Select Web service extensions for dynamic content
Sebect virtual directories to retain

* Prevent anonymous users from accessing content files
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Figure 2-2 These audit policy settings will audit successful and unswcosssful sverts.
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Configuration and Implamantation of a 3eourity Policy  2-11

Automated Information System (AIS) Security

Automated information system (A5} security is a set of measures and controls designed to ensure the confiden-
tiality, integrity, and availability of the information processed and stored by automated information systems.

ALS security maintains hardware, software, operational procedures, and accountability procedures of the
system. This maintenance is possible anly when the system is provided with physical security. The data stored
in an AIS is provided only bo authorized users, preventing unauthorized modification or destruction.

Communications Security (COMSEC)

Communications security provides measures and controls to protect information from unauthorized access.
It also checks and ensures the authenticity of such communication. Communications security can also be de-
fined as the combination of crypeosecurity, transmission security, emission security, and physical security of
COMSEC material. COMSEC material is the information documented during the planning of communications
security. Cryptosecurity is the process of securing data from unauthorized use by encrypring it. Cryptosecurity
uses a key as the major element. 1f an unauthorized person manages to get the data without the key, it is of no
use. The key should be frequently changed, usually by the equipment operator, in order to maintain a high level
of security.

Employee Accountability

Employees should maintain accountability and adaptability in order to meet the goals of the organization. They
should not disclose confidential information to anyone until and unless authorized to do so.

One of the strategies that intruders use is social engineering. This method gains the trust of an suthorzed
user, fooling that user into revealing a password or other confidential information. To overcome this, it is neces-
sary bo watch how employees communicate with others and train them to avoid such problems.

Muost network security problems occur due to compromised passwords. It is the employee’s responsibility to
create a strong password or rotate the passwords and store them securely.

Using antivirus safrware, firewalls, NIDS, and other protective software does not ensure network security.
Even with these resources, a threat can still occur. Emplovess at every level, all the way to the top, including
bath technical and nontechnical staff, must be cautious.

Implementing Security Policies

Eefore a security policy is implemented, it is built, revised, and updated. A proper model must be created, an
ovutline of the policies must be drawn up, and supggestions of the stakeholders must be taken into account to
make sure it meshes with the interests of the organization. After its completion, the final version must be made
available to all seaff members.

Froper training in the policies must be given to employess to ensure understanding, and suggestions must
always be taken into consideration. For effective implementation, there must be a rotation of jobs, so that dif-
ferent people handle the same data at different times. This will help identify any limitations in the policy so that
it can be updated accordingly.

Incident Handling

Security incident handling is a continuous process that governs the activities before, during, and after a security
incident occurs. It starts with planning and preparing resources, and developing proper procedures to be fol-
lowed, such as escalation and security incident response procedures.

When a security incident is detected, the responsible parties make a security incident response following the
predefined procedures. A security incident response team is then dispatched to handle the security incident and
tor restore the system to normal operation.

When the incident is over, follow-up actions are taken to evaluate the incident, improve protection, and pre-
vent recurrence. The planning and preparation tasks will be reviewed and revised accordingly to ensure that
there are sufficient resources and properly defined procedures ta deal with similar incidents in the future.

Escalation Procedures

The escalation procedure defines a process of escalating the incident to management and other relevant parties
to ensure that important decisions are promptly made.
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12 Chaptar I

In the course of an incident, when many urgent issues have to be addressed, it can be difficult to find the
proper person to handle the specific matter at hand. Contact lists for addressing legal, technical, and managerial
issues should be prepared in advance to facilitate different stages of security incident handling. It is necessary
to establish an escalation procedure in the preparation and planning stage.

An escalation procedure will set out the points of contact [koth internal and external), with corresponding
contact information, based on the type and severity of impact caused by the incident. Escalation procedures
vary in different kinds of incidents, in terms of the contact points and follow-up actions. Specific contact lists
should be maintained to handle different kinds of incidents.

Security Operations Management

An economical way of securing systemns throughout their life cycle is to employ a security provider called an
MS5F [managed security service providerh. This will minimize the expenses of training the staff on complex
and constantly changing technologies. M55Ps are responsible for taking essential steps to ensure security with
respect to the rules and regulations set by legislation like FISMA [Federal Information Security Management
Act] and the standards for security policies.

The security operations cemter [SOC] is the main unit of the M55P and provides a team of efficient, well-
trained, and skillful staff. It also provides methods and technologies that ensure the security of the client’s
network. Some of the S04 functions include creating schedules that increase coordination between the staff,
implementing training programs for the staff, and continually upgrading the systems with new and advanced
technologies. The following are some important ideas in maintaining a successful S0C:

* Docementation and verification process: The processes of the system such as its functions and technical
procedures are to be documented and checked on a regular basis. Regularly maintaining documentation
Eﬂlbl!lﬂ:

= Standardization of technical terms that are well defined and easily communicated
= Effective measures to facilitate investigations
® An effective process for processing functions

* Maimtenance of advanced wp-to-date information of infrastructure: To ensure that the data of secu-
rity devices and the infrastructure are secure, complex files and data containers, such as hard drives
or removable media, must be collected and maintained. It should be required that the network devices
are not contained in 2 management database. In case of device failure, there should be a repository
of backup devices to replace the faulty ones. There should also be systems that trace technological
changes. Such systems are known as configuration and change management systems, which indude
iterns such as:
= Name of device
* Location of device
® 1T address of interfaces
* License keys
= Foints of contact and when/how to escalate a change request
* Elements to configure along with version control and tracking
® (Customer information

= Establishment of sevvice level apreements (SLAs) with clients: Knowledge of a client’s expectations is

essential to establish an SLA. The agreement will fulfill the business requirement for availabiliey of ser-

wices, time of FESpHHISE, prulﬂem escalation, and pcr\nuem salution.

Working in shifts: $0C analysts are highly trained professionals needed to provide stable operations.

It is necessary to for them work in shifts on a rotating basis using well-defined procedures. Because

attacks and exploits can happen at any time, the staff of the S0C should be trained on current threats

and preventive measures for their clients.

* Flanming and preparation for incident response: Preparation of the incident report should be done using

thoroughly tested response plans. The CIRT [computer incident response team| consists of people with
various skills regarding forensic toals and strategies. The 50C should know the role of the CIRT and

cooperate with the team when necessary.
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* Evaluation and meassrement for process improvement: Processes muost abways be evaluated and im-
proved. These reviews will help to accomplish the following:

* Achieving operational stability by making use of the 1T infrastructure libeary {ITIL) or other infra-
structure to help the SOC

* Checking the SOC with the functions of the SLAs
* Keeping procedures and technological improvements in place
* Conducting project reviews

* Hiring experienced, certified people: When providing services to operations centers, it is essential o em-
ploy efficient and experienced people. Those employed by the S0C should have expertise in the follow-
Ing areas:

* (iperating systems

= Metworking

* Security applications

* Forensics tools

* Project management

* Palicy development

* Strong communication skills

An S50C manager must have the proper certifications to be an S0C. These certifications ensure that the
person can provide guality service to the operations center. The performance of the SLA should be measured
and reported to the client.

Test Continuity of Operations Regulary

A plan should be developed to regularly test the contimuity of operations. An efficient plan includes:
= S0C analysts
* Processes and procedures
* Taoals, systems, and technologies wsed

The r:|a.r.im1:|'|.ip with clients, partners, and resource allocation |:1|.|.r'|n.g critical times, as well as the authoriza-
tion for enforcing plans, are to be included in the continuity.

Maintenance of Vendor Support Contracts

A good relationship with vendors is essential when critical situations occur. Software and hardware licenses and
contracts should be maintained. Upgrading the systems, technologies, and support systems is essential. Change
management should be properly incorporated.

Leverage Analysis Tools

These tools enable the S00C to analyze efficiently. Proper visualization tools are essential, as are staff members
trained in knowing bow to use them.

Security Life-Cycle Management

T secure important business systems, it is essential to consider the process as a life cycle.

Increased Challenges to Security
Information security poses many challenges, including:
= Influence of mobile-computing growth
® {tpen network access
* Regulation of privacy
= Security of applications
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* Assessment of applications

* Prioritization

® Tracking and preventing

* Hegular supervision

* Automation of the security life cycle
Influence of Mobile-Computing Growth The majority of employees in the telecommunication field use
remide access to information resources. Users remotely log in to access resources spread across the Internet.
PIAs, smartphones, and notebooks provide the ability to log in remately and access the Internet. Mobile com-

puting makes security more complex, as it is difficult o trace device identities across the network for wired and
wireless communications.

Open Network Access Open access is made available to clients and companies with built-in security
mechanisms.

Regulation of Privacy As technology advances, companies are incorporating internal security measures.
Governments in certain countries are regulating the security policies that protect the privacy of databases.

Secunity of Applications
A broad method is needed to enhance the security of systems. The life-cycle method includes the following steps:
* Assessing the applications
* Prioritizing
® Tracking and preventing
* Hegular supervision

Assessing the Applications As much information as possible regarding applications on the system should
be documented. This includes the following:

* Location
® LUsers
= Systems providing accessihility
* Hevisions
* Installed security systems
Prioritizing Applications more valnerable to attack should be given priority.

Tracking and Preventing In order to track and prevent system problems, it is important to emplay encryp-
tion mechanisms to both maintain the integrity of the information and to assure both the authentication and
nonrepudiation of users. This will alse maintain the confidentiality of the data both at rest and in transit.

Reguiar Supervision The applications and the risks involved are continually altered as the systems are up-
graded, so they must be constantly supervised.

Automating the Securtty Life Cycle

Software development is a long and complicated process. It takes a considerable amount of time for large com-
panies to deploy the databases for locating, decumenting, upgrading, and configuring applications. There are
tools to automate thess processes, but they do not sufficiently provide system security. Examples of tools to
automate the security life cycle are:

* AppDetective
= AppRadar
* DbEncrypt
s AppSecinc
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Diatabases and applications nesd to have security incorporated deep in their architecture. The security of
complex systems should be ensured from the beginning until the end of their life cycle.

Understanding Securing Assets
Types of Assats

There must he a proper security plan to secure organizational resources and assets. Computer assets can broadly
be classified as follows:

= Tangible assets: Computer hardware constitutes the tangible assets such as a monitor, CPU, UPS,
printer, CVT, cables, hard disk, and other internal resources. These resources must be properly checked,
and physical auditing must be done once @ month. Proper planning must be made to purchase new sys-
tems and dispose of old systems.

= [hgital essets: Digital assets are those assets that are stored in a digital format, including all data.

* Metwork assets: Administrators must have physical and remote access to network devices to prevent a
network disaster. Some important network assets are routers, cables, hosts, and firewalls |both hard-
ware and softwarel.

* System asseis of server software and applications: Administrators must check that all required software
is supported. If the software is old or incompatible, it must be replaced. Administrators must also chedk
for original disks to reinstall the software in the event of hard-drive failure. They muost check whether
an easy-to-reach developer supports locally developed software. Administrators must ensure that opera-
tions can continue if central services are not availakle.

Risk Management
Requirements Definition

The requirements definition is one of the phases involved in risk management. It provides:
* Identification af business needs
= Definitions of threat scenarios
® Identification af the confidentiality, integrity, and availability requirements of the process
= Development of technical and functional specifications in management

= Development of a change control strategy
= Secured approvals for the process

Development
Dievelopment is the phase of risk management in which the process takes shape. It provides:
= Testing of the process or plan that is designed
* Execution of the tested design
* Development of the documentation process
= Upgrading of the process whenever required
= Development of contingency plans
= Creation of the materials to teach the process

Design Review and Systens Test

The abjective of the design-review and systems-test phase is to check whether the developed design satisfies the
requirements of the systems or not. The developed design is first reviewed and then tested, and any necessary

corrections are implemented.
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Demonstration and Valldation

Demonstration and validation facilitates AIS security with the help of testing. AIS security requirements are
given preference against system performance requirements and the costs involved. Therefore, this phase not
only provides the definition of the security model and assures the selection of the particular method but alse
provides higher-level specifications. Functional-level security requirements are developed if they are necessary.
This phase also prepares the system’s configuration control, operation security procedures, and sscurity ac-
creditation plan.

Implementation
The process of submitting the new or modified plan during production management is referred to as implemen-

tation. In this phase, users are trained and all questions should be answered so users will be able o follow the
security policies.

Certification and Accreditation

Cerfification, which is a prerequisite for accreditation, is the short-term process that is used after each change in
the automated information system. Accreditation is the long-term process for automated information systems,
using the facts, terms and conditions, plans, and schedules created during the development of certification.

Certification Certification is the testing and evaluation of the automated information system security fea-
tures. Its priority is to handle software and hardware security. It provides security measures for the procedures
involved in Al% and also maintains personnel security.

Software certification imeolves certification of in-house developed software, government off-the-shelf ({GOTS)
software, and commercial off-the-shelf (COTS) software. In-house developed software is either new or modi-
fied software that is to be tested and evaluated. GOTS is developed by the government, and it is tested to check
whether the particular software contains the features that can offer high AIS security. Then, commercial soft-
ware will be used to assure the security features of AIS security.

It is necessary to test hath the software and hardware, and the results should be documented. After the test-
ing, if a deficiency is found, it should be corrected to provide AIS security.

Accreditation An official accreditation involves an accrediting authority declaring that an AIS is approved
to operate under specified conditions. It is necessary that all automated information systems, whether sensitive,
supporting, or major applications, be accredited.

A certified AlS provides protected and related information, officially declared by the accrediting authority.

It is necessary that all autemated information systems, whether sensitive, supporting, or major applications,
be accredited.

Operations and Malntenance

Crperations and maintenance is one of the phases in life-cycle management. It provides more than half of the
operations and also maintains functions of life-cycle management. In this phase, the system is evaluated, and
if any changes must occur in order to meet the security requirements, personnel determine how to make those
changes and develop the new code for the modified system. The main function of this phase is to meet the user’s
needs and fix problems caused by changes in the system.

This includes tasks such as:

= Identifying system operations

* Maintaining information

= Identifying and modifying the process

* Mlaintaining systemisoftware

* Hevising previous documentation
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Identifying System Operations The purposes of identifying system operations include the following:
= Provides backups and ensures that disaster recovery is tested
= Ensures high physical security
* Checks whether systems run during working hours of operation
= Ensures that all the operations are documented for future reference
= Ensures that operations are performed depending on their priority
= Measwres and monitors system performance

Maintaining Information It is necessary to ensure that the inputfoutput information and databases are
correct. They must be checked and updated frequently to maintain accuracy. This also ensures that work is
submitted on time. The data administrator must diligently perform backups. The checklist for maintaining
informationfsoftware administration is as follows:

® Perform perindical verification, check the walidity of the information, and sclve problems related to
data updates.

® Ensure the gquality and production control functions.
® Check with other functional areas for errors and corrective actions.

Identifying and Modifying the Process System administrators and operators must be able to identify and
muodify a faulty process, including replacing hardware.

Maintaining System/5oftware Personnel should identify and upgrade or modify the system software de-
pending upon any changing requirements. It is also necessary to check whether the system is working correctly
by testing after any modification.

Rewising Previous Documentation Previoos documentation should be updated after each modification.

Defining Responses to Security Violations
Security violations must be found, and their impact shoold be analyzed. The following points must be considered:
® Make sure that an incident has oocurred.
= {Mfer precise, significant, and appropriate information.
* Employ controls to sustain chain of custody.
= Safeguard rights guaramteed by law and palicy.
* Reduce business and netwark services downtime.
= Assist law enforcement.
= {Mfer proposals to higher officials.
* Recognize priorities.

Reviewing and Presenting the Process

For successful implementation of the organizational policies, processes involved in the system must be reviewed
and presented to top management. This review must he done at each and every level and by all the leaders in
the organization.

The following points should be considered when reviewing:

* Review products for security features by considering user requirements.

= FEvaluate baseline assessment performance measures.

= Review cost goals of each major investment.

* Review systems that impact financial management activities.

® Ensure proper hardware and software use.

* Any unethical use of resources must be taken into consideration.
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International Issuas
Jurisdictional Conflicts

Jurisdictional conflicts include conflicting shligations with different jurisdictions applying to the same conduct,
differing rules on restricted content, conflicts between the 1.5, Sarbanes-Oxley Act and EU data-protection law,
and the impact of the USA PATRIOT Act on Canada-U.5. cross-border matters.

Committee on Forefgn Investinent in the U.5. (CAIUS)
CFIUS assists U.5. and foreign clients through review of foreign investments in the United States.

Taxation

International business creates issues related to taxation and tax strocturing.

International Negotiations

International discussions and negotiations, for example, WTO services negotiations, Council of Europe Cyber-
crime Treaty, and various UNCITRAL instruments, is affecting electronic commerce.

Points to Remember While Writing a Security Policy
There is na fixed method of writing a security policy, but the following aspects should be considersd:
= A well-designed policy will always be able to be quickly implemented and easily understoed.
* The stakeholders of the organization must aid the security professional in steering policy development so
that the palicy fits the organization’s specific needs.
= A security professional must devise and process security policy development.

Issue-Specific Security Policy (1S5P)

An issue-specific security policy [I55P) provides the policies for using the system in a secure manner. An 155P
helps to pratect the crganization and employees from inefficiency. It lays out how technology-hased systems are
controlled, focuses an the processes and authorities that provide technology-based controls, and identifies and
alerts the organization of inappropriate or illegal system use.

Every organization’s 155F should focus on topics such as:

= Addressing specific technology-based systems

* Frequent updates requirements

* Contents of an issue statement

I55F topics could include issues and directives regarding:
* E-mail

* Use of the Internet

* Specific configurations o defend against malware

® Prohibitions against hacking or testing organization security contrals
* Home use of company-owned computer equipment

* Use of personal equipment on company networks

* Use of telecommunications technologies

* Use of photocopy equipment

E-Mail Securfty Policles

E-mail security policies are developed to ensure the proper usage of corporate e-mail. A simple personal e-mail
from a corporate account can resalt in unintended information disclosure. E-mail security policies focus on
topics such as:
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Chapter Summary  2-19

= Definition of prohibited use of corporate e-mail accounts
= Limitation of the account for personal use

= What types of e-mail should be kept and for how long

= Penalty for violating e-mail security policy

It alsw discusses the role of e-mail administrators. E-mail administrators should ensure that antivirus configura-
tions for e-mail are properly configured and working correctly.

Hacking

Many times, hacking can be initiated from internal elements of the organization unintentionally. Hacking may
wcour when there is bess security. To avaid this, the following policies are recommended:

® Firewalls:

* Only authorized users should have access to the firewal | systems.

= Only a few users can be allowed to make a change o the firewall configuration.
= Metwork-connection policy:

# The administrator may install new resources on the network.

# Only the administrator is allowed to add new devices o the network.
= User identification and passwords policy:

* Each wser is allocated an individual username and password.

* Reguests for new computer accounts and for termination of existing computer accounts must be for-
mally authorized by IT help desk personnel or by the relevant manager.

® Software security policy:
# Software must not be copied, removed, or transferred to any third-party or nonorganizational equipment.

Only software that has been authorized by the 1T department may be used on PCs and notebook compuaters
connected to the company™s [T network.

Creating and Managing [55Ps
It is important to formulate and establish the 155 with defined properties and regulaticns. An 155F could be
ome of the following:

= A number of independent 1551 documents
= A single comprehensive 155F document

= A modular 155F document, which unifies policy creation and administration

The recommended approach is a modular policy, which provides a balance between issue orientation and
podicy management.

Chapter Summary

A security policy is a set of documents outlining how to maintain physical, personal, and data security.

A security policy defines rules for computer network access, determines how policies are implemented,
and shows the basic architecture of the company security environment.

A security awareness program educates employees about the risks and benefits of security policies
designed to save time and money for the business.

A security classification system provides models to easily determine an item’s sensitivity.
An automated information system (A15) holds, processes, and transmits restricted information.

Jurisdictional conflicts include conflicting obligations with different jurisdictions applying to the same
conduct and differing rules on restricted content.
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Review Questions

1. What is a security policy?

2. What are the objectives of a security palicy?

3. What are the benefits of a security policy?

4. What are the key elements of a security policy?

5. What is a classification system?

6. What are the five different layers in the military model?

7. What is a security framework?
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Revieewr Questians

. What are the different roles of a sscurity policy?

-1

. What are the different classifications of security policies?

. What are the functions of disaster recovery?

. What are the different types of security policies?

. What are the functionalities of a security policy design structure?

. What are the contents of a sscurity policy?

Explain privacy and confidentiality.
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15, What are the different levels of security?

16. How do you configure a security policy?

7. How do you implement a security policy?

18. Explain incident-handling and -escalating procedures

15. Explain security life-cycle management.

20 List the points that should be remembered when writing a secority policy.
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Hands-On Projects

- 1. Use the OpManager tool to provide robust fault tolerance and performance management.
| Mavwigate to Chapter 2 of the Student Resource Center.

Install and launch the Opbanager program.
Enter “admin™ as both the username and password and click Login.
Click the Infrastructure Snapshots one by one and observe the results.
Click Dashboard to observe the resules graphically.
Click Admin to change the configuration and monitoring settings.
Click Reports to view a report about each device.
. Use LanSpy to help network administrators maintain and manage their networks.
Mavwigate to Chapter 2 of the Student Resource Center.

=

Install and launch the LanSpy program.
Click the Start button,
Check the results.
3. Read about security policies.
Mavwigate to Chapter 2 of the Student Resource Center.
Open and read Data security policy.pdf.
4. Read about developing security policies.
Mavwigate to Chapter 2 of the Student Resource Center.
Open and read secpolicy.pdf.
5. Read about building and implementing a successful security policy.
Mavwigate to Chapter 2 of the Student Resource Center.
Open and read security-policy.pdf.
. Read about managing security policies and protecting systems.
Mavwigate to Chapter 2 of the Student Resource Center.
Open and read Managing security policy and system protection_pdf.
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Chapter

Network Security Threats

Objectives
After completing this chapter. you should be able to:

Understand security threats

Understand netwaork attack technigues

= ldentify network attack detection problems
Use network scanning tools

Key Terms

Attack any attempt to damage caused to system security
Droppar a Trojan that spreads other malware

Dumpster diving  the process of looking through an organization’s trash for sensitive
information

Explolt o method of breaching the security of an IT system through a vulnerabilicy
Exposura  loss sustained duoe to an exploit
Honaynat  a computer or set of computers that has been set up to look like a vulnerable

netwaork and is designed o detect attempted intrusions and deflect them away from the secure
internal netwark

Honaypot o computer set up with an open vunerable system that has been set to detect,
deflect, or in spme manner counteract attempts at the unauthorized use of or intrusion into
information systems

Vulnerability the presence of a fault in the design or implementation of a system,, product,
O COmpanent

31
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3.2 Chaptar 3

Introduction to Network Security Threats

This chapter will familiarize you with the various security threats facing network administrators eoday. Yoo will
learn the various techniques attackers use to compromise systerns and familiarize yourself with the tools they
use, to better help you stop these attacks from cocurring.

Understanding Various Security Threats

Cyber vandalism has increased significantly in recent years. According o a 2007 McAfes Avert Labs report

(hrtpffewnencafee. comdusiebostipressicorpormted 2006 2006 11 29_080000_ftanl), the following are the
top 10 security threats:

. Increased numbers of password-stealing Web sites
. Increased amounts of image spam

. Wiral videos

Increased mobile attacks

. Mainstream adware

. Contimued instances of identity theft and data loss
Increased use of bots

. Parasitic malware

Rosvthits

10. Vulnerabilities in legitimate software

o oy B ke e o —

According to a recent Sophos security report, malware has dramatically increased year to year, and no coun-
try hosts more mabware than the United States. Figure 3-1 shows a breakdown of the percentage of malware
reparted in each country.

Position Country Percentage
1 United States 34.2%

2 China 31.0%

3 Russian Federation B.5%

4 Maetherlands 4.7%

] Ukraine 3.2%

[ ] France 1.B8%

T Talwan LT

B Cermany 1.5%

9 Hong Kong, 1.0%

[[¢] Korea 0.9%

Others 10.5%

Cagpeighi © by EG-Cacll

Al righi s Hlpnhdl. I wisicily peaibiied
Figure 3-1 The United States hosts the most malware,
fallowed closely by China.
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Plushing Repoils Re d Apnl 'CE - Apal "OF

it TJacerber Fesuory Apl
S hepol prisaawy,_repen_april 2007 pof. Acrmed 30607
Figure 3-2 This figure shaws how many phlshlng reports were made for each
manth frem Agril 2006 through Apeil 2007,

Symantec's Imtermet Secnrity Threat Report from 2007 gave the following statistics:

= During the second half of 2006, Symantec has reported more than 6 million different bot-infected
computers worldwide, an increase of 29% from the previous period. However, the number
of command-and-control servers used to relay commands to these bots decreased by 25%, indicating that
bat network cwners are consolidating their networks and increasing the size of their existing networks.

* Trojans represented 45% of the top 50 malicious code samples, representing a 23% increase over
the first six months of 2006, This significant increase supports Symantec’s forecast from previous
research, which noted that attackers appeared to be making a shift away from mass-mailing worms
toward using Trojans.

= Symantec documented 12 zero-day vulnerabilities during the second half of 2006, marking a signifi-
cant increase from the one zero-day vulmerability documented in the first half of 2006, increasing the
exposure of customers and businesses to unknown threats.

= Criminals and criminal crganizations are using underground-sconomy servers to sell stoden information,
including grvernment-issued identity numbers, credit cards, bank cards, personal identification numbers
(PINs), user accounts, and e-mail address lists.

= Theft or los of a computer or data storage medium, such as a USE memary key, made up 54% of all
identity theft-related data breaches.

= For the first time, Symantec identified the countries with the highest amount of malicious activity origi-
nating from their networks. The United States had the highest proportion of cverall malicious activity;
China was second, and Germany was third. (Phisbing E-mail Reports and Plrishing Site Trends for
April 2007

Figure 3-2 shows the amount of phishing reports received by the Anti-Phishing Working Group (AFWG)

muonth to month from April 2006 through April 2007

Vulnerability, Attack, and Exploit

Three terms that are frequently used when discussing network security threats are vniwerability, attack,
and exploi.

Vielnerability is the presence of a fault in the design or implementation of a system, preduct, or component.
A vulnerability could be exploited to compromise a system.
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34 Chaptar 3

An attack is any attempt to damage system security. Attacks can be intentional or unintentional. Attacks can
be broadly classified as either active or passive. Active attacks are those that modify the target system or mes-
sage, such as a denial-of-service (Do%) attack. Active artacks can affect the availability, integrity, confidentiality,
and authenticity of a system.

Passive attacks are those that violate confidentiality without affecting the state of the system, such as eaves-
dropping on network communications in order to discover message contents or insecure passwords.

An exploif is a method of breaching the security of an 1T system through a vulnerahility. The security
breaches vary from one organization to another, or even from one department to another. This is the reason
whiy it is imperative for organizations to address both penetration and protection issues. An organization
can address protection issues through security policies and ensure that it complies with the requirements of
a security audit. When a valnerahbility is exploited, it constitutes an exposure. Exprosure is the loss sustained
due to an exploit.

Attack Classifications

Attacks can be categorized as either internal or external. An internal attack is an attack instigated by a person
inside the organization, perhaps by a disgruntled employee wha wishes to destroy company assets. An external
attack is when an unlawful user tries to initiate an attack from outside the system.

Hacker Classifications

Bilack Hat

A black-hat hacker is also known as a cracker or dark-side hacker. Black hats keep up with the newest vulner-
ahility information and security flaws in order to exploit them. They intend to compromise the security and
confidentiality of the information in any system they can get their hands on, instead of notifying the public aor
manufacturer to assist in patching these flaws.

White Hat

White hats are the opposite of black hats in that they work to secure systems from threats and attacks. They
do attempt to break imto systems bat only to alert users of security threats against their systems. Software com-
panies employ white hats to ensure software security. These individuals are also called smeakers and groups of
them are tiger teames. They break into systems with the permission of the mamifacturers or vwners, to identify
the security flaws in those systems.

Gray Hat

A gray hat performs the functions of both white hats and black hats. The gray hat intends no harm but illegally
breaks imto systems. Breaking into a company’s system is still considered a black-hat attack, even if no damage
is caused to the systems.

Ethical Hackers

Ethical hackers identify the security vulnerahbilities in systems, with the intent to notify the owner about the
security flaws. Erhical hackers are squipped with in-depth knowledge of the Web, networking, programming,
physical sscurity, and operating systems. Fthical hackers are trustworthy and have the ability to evaluate sensitive
and confidential security infermation by providing the necessary measures to overcome security valnerabilities.
Crther terms for ethical hacking include penetration testing, intrusion testing, and red teaming.

Understanding Network Attack Techniques
Spamming Attacks

Spamming is the process of transmitting unwanted, unsolicited electronic communications in bulk. The most
comman form of spam is commercial advertising delivered via e-mail. In addition to e-mail, there is also instant-
messaging spam, Usenet newsgroup spam, search-engine spam, Weblog spam, cell-phone messaging spam, and
mare. Any form of electronic communication can be utilized for spam.

Spamming usually involves transmitting identical or nearly identical unwanted messages to a huge rumber of
receivers. Unlike legitimate commercial e-mail, spam commonly contains tricks to bypass e-mail filkers.
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Spammers acquire e-mail addresses throngh a variety of means, including:
= Gathering addresses from Usenet postings, D5 listings, and Web pages

* Dictionary-attacking commean domains, such as trying every combination of letters and appending
“@gmail.com™ o them
= Searching for e-mail addresses matching specific persons, such as residents in a city

Many spammers employ programs called Wek spiders to gather e-mail addresses on Web pages, although it
is possible to deceive the Web spider by replacing the “@" symbol in an address with another symbal, such as
“4." For :xlmple, the address *address@domain.com™ would read *address#domaincom.™

E-mail spammers attempt hide the origin of their mesages. They can achieve this by spoofing e-mail
addresses, much like Internet-protocel spoofing. In this method, the spammer alters the e-mail message so it
appears to originate from another e-mail address.

A large amount of junk e-mail causes system performance o decrease, resulting in slow transfer of e-mails. To
counter this, it is important to configure the roater to obstruct incoming packets from unknown addresses. The
rowter should always review e-mail headers in order to determine the origin of an e-mail, and the administrator
should enable logging capahbilities to detect spoofing.

Revealing Hidden Passwords

Hackers try to reveal hidden passwords to access the system and its resources. One method to reveal hidden
passwords is by using a LOphtCrack-style tool that will download the passwoards from a target system and crack
themn. Amother method is the tool Asterisk Password Reveal, shown in Figure 3-3.

To reveal passwords hidden behind asterisks on the screen in Windows, a user simply drags the light bulb
icon from Asterisk Password Reveal into the password field.

Wardialing

Wardialing is the process of dialing a large number of telephone numbers to lecate insecure modems, dial-in
ACCOUNES, imventbory and lockdown devices, and band devices. 'Wa.rﬂia.hng software detects modems, fax
machines, voice lines, busy tones, and other things that may be present in an organization’s PEX system.
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Figure 3-2 Asterizsk Password Rewsal shows the passwards
hidden behind asterisks.
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A commaon technigue is to discover one telephone number owned by the target and then to dial similar nom-
bers. Wardialing one telephone number takes approximately 35 seconds. This implies that wardialing a set of
10,000 numbers takes a maximum of four days.

Wardlaling Tools
The following are some of the available wardialing tools:

* Toneloc
* Securelogix Teleswesp Secure
* Sandstorm PhoneSweep

Wardialing Counterimaasuras: Sandtrap

Sandtrap was created by Sandstorm Enterprises. It is recommended that monitored phone numbers are selected
either from a random selection of extensions (not consecutive numbers) or 2 sample extension in each sensitive
range {department, building, etc.).

Sandtrap can be set to answer or monitor. The modems themseles are never set to automatically answer.
When Sandtrap is called in either mode, i-

* Lags the caller 10 (if available)
® When in answer mosde, it then-
* Tells the modem to answer the call
* Sends a user-configurable bannerflogin prompt
= If the caller r:spumls, S.'lr.u].hlp sends a us:r\--cunﬁgumue pluvwmd proampt
= If the caller responds 1o the password prompe, Sandtrap sends a user-configurable “success™ ar “fail-
ure” message

® Lags the information collected and sends notification, if so configured

In answer mode, the caller is kept online in a simulated environment. All the text received from the caller is
logged. The Sandirap tool can notify users immediately upon being called, by either e-mail or an HTTP POST
to a specified URL.

Sandtrap can notify the user about any of the following occurrences:

* Incoming caller 1D {enabled by defauly)

* Login attempt (enabled by default)

* Modem disabled due to COM port errors (enabled by default)
* Sandtrap application shutdown

Information on system status will ke displayed by the application’s GUI, shown in Figure 3-4, and optionally
in the Windows system tray. Sandtrap is distributed with a low-overhead server that allows users to generate
their own cgi-bin programs to process HT TP notification messages.

Wardriving

Wardriving is when a hacker drives around an area in search of unsecured wireless access points. It i also
known as Wil Ding [wireless LAMN driving). The attacker uses Wi-Fi-equipped devices like a laptop or a FDA
to detect the wireless networks. An unsuitable wireless configuration can allow an attacker to enter a husiness
network without getting scanned by a single firewall.

Specific wardriving software has data about the geographical position of access points present throughout the
driver’s path. A WLAN card and GPS receiver feed signals into software, such as NetSmambler for Windows, that
can detect wireless access points (WAPs) and their identifiers, along with their GPS-derived locations.

MetStumbler automatically detects whether or not Wired Eguivalent Protocol [WEP) security is twrned on
ar off. Other wardriving software includes MacStumbler for Macintosh and Kismet for Linwx. Wardriving
can be considered a modern version of wardialing, in that it too invalves searching for unsscured, accessible
computer systems.
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Figure 3-8 Sandtrap is used to catch wardialers.

Warflying

‘Warflying is like wardriving, except it is done from the air. A warflyer searches for unsecured WAPs from an
airplane, 1,500 feet in the air.

Warchalking

‘Warchalking is an established technigue for representing the presence of unsecured WAPs either by physically
marking the building or sidewalk with chalk, or by placing its street address in a Web database. Each symbaol
defines a specific wireless setting that will allow users who find the symbol to use the WAP.

Wiratapping
Wiretapping is intercepting communications by directly accessing a telephone or network signal. It frequently
vcours in telecommunications. If someone discovers illegal monitoring, it may be necessary to consult a
private investigator.

Passive wiretapping is similar to eavesdropping, and active wiretapping imvolves injecting something into the

communication stream. In wiretapping, a device stealthily obtains information as it flows over o wire.
Laowcal network communications should be encrypted to protect against wiretapping.

Scanning
Scanning is one of the most important phases of intelligence gathering for an attacker. In the process of scan-

ning, the attacker tries to gather information about specific 1T addresses that can be accessed, operating systems,
system architecture, and the services running on each compater.
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The idea is to discover exploitable commaunication channels by probing as many listeners as possible
and keeping track of the ones that are responsive or useful to an attacker™ particular needs. Based on the
facts that are gathered, the attacker forms a strategy to launch an attack. The various types of scanning
are as follows:

® Port scanning looks for open ports and services.
* Metwork scanning searches for used 1P addresses.

* Vulnerahility scanning checks for the presence of known weaknesses.

Parts are the windows of the system that an intruder uses to gain access. In general, the more open ports, the
mare points of vulnerability.

Port Scanning

Port scanning is when an attacker checks the services running on the target computer by sending a sequence of
messages in an attempt to break in. The attacker will connect to the TCP and UDP ports on the target system to
determine if the services are running or in a listening state. The listening state can indicate the operating system
and applications in use. Sometimes, active services that are listening may allow unauthorized access to poorly
configured systems running software with vulnerahilities.

Network Scanning

Metwoark scanning is a procedure for identifying active hosts on a network. This could be inan attempt to atrack
them or as a network SECUCILY assessment.

Vulnerability Scanning

Vulnerability scanning is an automatic method used o identify the vulnerabilities present in the system. A vul-
nerability scanner consists of a scanning engine and a catalog. The catalog consists of a list of common files
with known vulnerabilities and common exploits for a range of servers. For example, the vulnerability scanner
may look for backup files or directory traversal exploits. The scanning engine maintains logic for reading the
explait list, transferring the request to the Web server, and analyzing the requests to ensure the safery of the
server. These tools generally target wulnerabilities that are easily fixed by secure host configurations, updated
security patches, and a clean Web document.

Sniffing

A sniffer is o program or device that monitors data traveling over a nerwork. Sniffers can be used for le-
gitimate activities, such as network management, or for illegitimate activities, such as stealing informaticn
found on a network. Most platforms have sniffer software available. Some of the simplest packages use a
command-line interface and dump caprured data onto the screen, while more sophisticated ones use a GUI
to graph traffic statistics. Metwork utilization and monitoring programs often use sniffers to gather data
necessary for metrics and analysis. It is important to note, however, that sniffers do not generally intercept
or alter :a.ptu:r:l:'l data.

How a Sniffer Works

A computer connected to the LAM has two addresses. One is the MAC address that uniquely identifies
each node in a network and s stored on the network card self. The MAC address is used by the Ethernet
protocol while building frames to transfer data to and from a system. The other is the 1P address, which is
used by applications. The data-link layer uses an Ethernet header with the MAC address of the destination
machine rather than the IP address. The network layer is responsible for mapping 1P network addresses to
MAC addresses, as required by the data-link protocol. It initially looks for the MAC address of the des-
tination machine in a table, usually called the ART cache. If no entry is found for the 1P address, an ART
broadcast request packet goes out to all machines on the local subnet. The machine with that particular
address responds to the source machine with its MAC address. This MAC address then gets added to the
source machines ARP cache. The source machine, in all its communications with the destination machine,
then uses this MAC address.

There are two basic types of Ethernet environments: shared Ethernet and switched Ethernet. Sniffers work
slightly differently in each of these environments.
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Sniffing in a Shared Ethemet Environment In a shared Ethernet environment, pictured in Figure 3-5,
all hosts are connected to the same bus and compete among each other for bandwideh. In this environment, all
the other machines receive packets meant for one machine. Thus, when machine 1 wants to talk to machine 2,
it sends a packet out on the network with the destination MAC address of machine 2 along with its own source
MAC address. The other machines in the shared Ethernet compare the frame’s destination MAC address with
their own. [f they do not match, the frame is discarded. However, a machine running a sniffer ignores this

rule and accepts all frames. Sniffing in a shared Ethernet environment is completely passive and very difficul
tor detect.

Sm"ﬁ‘.‘ng i & Switchad Ethernet Environmeant Ina switched Ethernet environment, like the one shown in
Figure 3-&, the hosts are connected to a switch instead of a hub. The switch maintains a table keeping track of
each computer’s MAC address and the physical port on which that MAC address is connected. Using this table,
the switch delivers packets to the destination computer only and does not broadcast it to all the computers on
the network. This results in hetter wtilization of the available bandwidth and improved security.

Many people think that switched networks are totally secure and immune to sniffing. Although a switch is
mure secure than a hub, sniffing the network is possible using the following methods:

= ARP spoofing: ARF is stateless. A machine can send an ARF reply even if one has not been asked for,
and such a reply will be accepted. When a machine wants to sniff the traffic originating from another
system, it can ARP-spoof the gateway of the network. The ARP cache of the target machine will now
have a wrong entry for the gateway. This way, all the traffic destined to pass through the gateway will
nowe pass through the attacker’s machine.

* MAC flooding: Switches maintain a translation table that maps variows MAC addresses to the physical
ports on the switch. As a result of this, they can intelligently route packets from one host to anather.
However, switches have limited memaory for this work. MAC Hooding makes use of this limitation
bombard switches with fake MAC addresses until the switches cannot keep up. Onee this happens o
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Figure 3-5  Sniffers can easily see all traffic in a shared Ethernet environment.
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Figure 3-6 & switched Ethernet environment is much more seoure, bt
niot completsly.

a switch, it then enters into what is known as firifopen mode, wherein it starts acting as a hub by hroad-
casting packets to all the ports on the switch. Once that happens, sniffing can be performed easily. MAC
floading can be performed by using macof, a otility that comes with the dsniff suite.

Types of Sniffing

Passive Sniffing A packet sniffer is used for passive sniffing. A sniffer can wark within the common calli-
sion domain, which is a sector of the network that is not connected by the hub. In that sector, all devices can
watch traffic that is not switched or bridged. As a sniffer gathers packets at the data-link layer, it can potentially
intercepe all packets om the LAN.

Active Sniffing In a switched Ethernet environment, the switch regulates the flow of data between its ports
by actively monitoring the MAC address on each port, which assists it in passing data only to its intended target.
The switch looks at the MAC address associated with each frame passing through it and sends the data o the
required port. This process is known as active sniffing.

Metwork Reconnaissance

Reconnaissance is the phase in which an attacker gathers as much information as possiblle abouat the target prior
to launching the attack. The attacker draws on competitive intelligence to learn more about the target. This
phase may also imvolve internal or external network scanning. This phase allows the attacker to plan the attack.
It may take some time as the attacker waits to unearth crucial information.

Oine reconnaissance technique is dumpster diving. Dunrpster diving is the process of leoking through an crga-
nization's trash for sensitive information. Attackers can use the Internet to obtain information such as employee
contact information, business partmners, bed1:|1n|-ug:ies in use, and other critical business l:nmvl-ed.ge. but dumpsmr
diving may provide them with even more sensitive information such as usernames, passwords, credit card state-
ments, bank statements, ATM slips, Social Security numbers, telephone numbers, check numbers, and so om.
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A WHOIS database search can provide information about Internet addresses, domain names, and contacts.
If a patential attacker ohrains DNS information from the registrar, he or she may be able to obtain useful in-
formation such as the mapping of domain names to IP addresses, mail servers, and host information records. ke
is important that a company have appropriate policies to protect its information assets. Making users aware of
the precautions they must take in order to protect their information assets is critical.

Soclal Engineering

Social engineering provides useful information during the network reconnaissance phase. An artacker employ-
ing social-engineering tricks legitimate users into revealing information. This can be through the telephone, with
forged e-mails, or with a personal visit. Lack of security awareness makes this much easier for anackers.

The following s an example of a social-engineering attack-

* Posing as someone from the public relations department, a hacker calls an executive’s secretary and
abtains the executive’s employes number. The hacker makes a second call and vses the executive’s em-
ployee number to ohtain the crganizations phone directory.

® The hacker then calls human resources to sheain a list of new employes.

* Impersonating an I'T staff member, the hacker gains the trust of the newer employees, getting them to
reveal their computer’s security details over the phone. During this process, the hacker obtains basic

information such as the types of computer systems used, the software applications used, the employees’
employes numbers, the employess” computer 10s, and the employees” passwords.

Social engineering can happen in the workplace, over the phone, and even online. In the workplace, the
hacker simply walks in the front door, pretending to be a maintenance worker or consultant. The hacker could

even simply observe 2 user entering a pa

Common Vulnerabilities and Exposures (CVE)

CVE is an online resource providing detailed information about standardized names for vulnerabilities and
providing security information about exposures. It is used for the following reasons:

= It gives a standardized description of each vulnerability or exposure.
= It provides better security interoperability.
= It acts as a basis for evaluating toals and databases.

Threats
Trofan

A Trajan is a malicious program disguised as legitimate software. A Trojan horse attack is a seriows threat to
system security. It can cause victims to not only be under attack themselves but also to be used as intermediar-
ies to attack others,

A Trojan could appear to be a movie, a music file, or some other harmless data, but when a user clicks on it, it
unleashes a ﬂanger\cru: Prasgram that could erase the d'ul:, send credit card mumbers and pa:swrﬂs to a stranpger,

or allow that stranger to hijack the compuater to perform denial-of-service attacks or other malicious behavior.
A Trajan can be defined as any of the following:

= Anillicit program enclosed within a valid program, performing functions without the uwser’s knowledge
* Malicious code in an otherwise innocuous program

* Any program that appears to perform a desirable and necessary function but in actuality causes damage
to the system

Trojans can delete files and transmit any files to the intruder, who can then read and modify the files. Trojans
can even install other programs that provide unauthorized network access and execute privilege-elevation at-
tacks. If this is successful, the Trojan horse can cperate with increased privileges and go about installing other
malicious code. A Trojan that spreads other malware is called a droggren.

If @ systemn on a shared network s compromised via a Trojan, the intruder may be able to record usernames
and passwords or other sensitive information as it navigates the network. Additionally, a Trojan may falsely
implicate the system as the source of an attack via spoofing, thereby causing the remote system to incur liabilisy.
Common Trojans include Back Orifice, MetBus, and SubSeven.
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Maost Trojans have two parts: the server and the client. The server part is a program or file that is installed on
the wictim's machine, while the client part is on the artacker’s system. This combination of software establishes
a connection between the victim's system and the attacker via the Internet.

Countermeasures

® Do not open unknown attachments, even from a trusted source.

* Do not download files from file-sharing services.
® Install antivirus software and keep it updated.
Viruses

A vwirus is a program that can be duplicated through the use of a host program. A virus can only spread from
ane PC to another when its host program is transferred to an uncorrupted computer—for example, by a user
transmitting it ower a network or executing it on removable media_ A virus can spread by damaging the files on
a system. Some viruses reside in memory and may infect the boot sector. A virus can also be in an encrypred
form, infecting files using what looks like symbuolic forms to the ohserver.

Viruses also corrupt executable boot sectors, script files of application programs, and documents that contain
macro scripts. Moreover, viruses can infect files in other methods by simply inserting a copy of their code into
the code of the host program.

There are three major virus types:

1. Boot-sector wiruses attack the vulnerable boot program on a bootable disk.
1. File infectors attack and alter [EXE and .COM program files.

3. Macro viruses incorporate the languages of widely used applications such as Microsoft Word and Micro-
soft Excel to create damaging macros.

Viruses can be either resident or nonresident.

* Monresident virnses consist of a finder moduole and a replication module. The finder module’s task is
to find new files to infect. For each executable file it finds, it uses the replication module to infect
that File.

® Residemt virwses download into memory on their own. The virus loads the replication module into
memary when it is executed and guarantees that this module is executed every time the operating system

is called to execute a specific operation. Resident viruses are subclassified as fast infectors and
show infectors.

= First imfectors are intended to infect as many files as possible. If the virus scanner fails to examine
the presence of virus in a memory, the virus can use the virus scanner to corrupt all files that
are scanned.
= Slow infectors are harder to catch, because they infect fewer files, even when given the opportunity to
infect mare.
T defend against viruses, a user needs to install antivirus software and keep it updated.

IRC Bot Anm IRC bot is a type of virus used o send spam e-mails; collect private data like passwords, bank
account information, and credit account information; or perform denial-of-service attacks. An IRC bot is a
network-bhased worm that sends information from affected systems to receive information from a central bot
server. This virus can be removed by installing antivirus software. Specifically, the Aimfix tool can detect and
remove an IRC bot.

Worins

A worm is a program that replicates on s own and can attach itself to another program in operation without
user intervention. It is usually spread through the Internet. Along with replication, a worm may be intended to
perform malicious activities, such as deleting files, sending documents via e-mail, or even transmitting other
executables as a payload. Even in the absence of such a payload, a worm can cause damage simply through the
network traffic created by its replication.

E-Mail Worms Spreading takes place through infected e-mail messages. Any kind of attachment or link in an
e-mail may contain a link that may lead to an infected Web site. Worm activation starts when the user opens
the attachment or clicks the link in the e-mail.
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The fullowing are some common methods through which e-mail worms spread:

= M5 Owtlook services: Direct connection to SMTP servers through their own SMTP AT1

* Windmws MAFI functions: Gathers e-mail addresses from different sources

& Windows address book {WAR) databa e

* M5 Owutlook address book: Examines files with suitable extensions for strings that look like
e-mail addresses

Instant Messaging Worms These worms spread through instant messaging applications and to everyone
in the victim's contact list.

Internet Worms Internet worms scan all accessible network resources wsing bocal operating system services.
Oince vulnerable machines are found, efforts will be made to connect to these machines and obtain full access.
The woarms will then continue to propagate from the newly infected machines.

File-Sharing Metwork Worms The worms copy themselves to a shared folder and imitate ather files.
Logic Bomb

A logic bomb resides inactively in a device. After it is triggered by an event, such as the occurrence of a date, it
can destroy data. It is ales sometimes called a slag code. It is not a wirus, but works in a similar pattern. Logic

bombs are rna:in|]r used bo ensure paymenis for software. When a user downloads software but does not pay For
it by a specified date, then this logic bomb activates itself on the specified date and deletes that software.

Eavesdropping

Eavesdropping is the unauthorized listening to conversations or reading of messages. It is an interception of any
form of communication, including audio, video, or written messages.

Phishing

Phishing is when an attacker tries to illegally obtain sensitive information, such as passwords and credit card
details, in order to steal someone’s identity. This information can be obtained from the user through pop-up
windows or spam e-mails. Phishers may make a false Web site mimicking the design of a trusted site, tricking
victims into entering passwords and other sensitive information.

Phishing by Means of Negotiated Web Servers Common phishing attacks let attackers introduce
malevolent Web content into vulnerable servers. Honeynet methodology allows snatching of such attacks.
A boneywet is a computer or set of computers that has been set up to look like a vulnerable network and is
designed to detect attempted intrusions and deflect them away from the secure internal network. The process
is as follows:

= Artackers find a vulnerable server.

= The server is breached and a reotkit or backdoor is installed.

= The El‘ll:l'}'p'bﬂd. backdoor allows phi:h.ﬂs to acoess the server.

= If the server is a Web server, the phishers install prebuile functionalities.

= The phishers configure content.

* Different e-mailing tools are installed for advertising the fake Web site through spam e-mail.

= Weh traffic i initiated at the phishing Web site, and phishing attacks let attackers introduce malevolent
Web content into vulnerable servers.

Phishing Through Port Redirection The port-redirection service enables HTTP requests to be redirected
from the honeypot Web server to another remote Web server. A bomeypot is 2 computer set up with an open
vulnerable system that has been set to detect, deflect, or in some manner counteract attempts at the unaathor-
ized use of or intrusion into information systems. In this scenario, the attacker downloads and installs a tool on
the honeypat, establishing a port-redirector utility, which will forward incoming TCP connections to a remote
destination host. The attacker diverts the incoming traffic on TCP port B0 of the honeypot to TCP B0 on an
isolated Web server.
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Figure 3-T  This diagram illustrates a smurfing attack.

Phishing Using Botnets A botnet is a network of computers remotely monitored by an attacker. It can be
used in denial-of-service (IMOS] attacks, or to send mass spam e-mails that can be used in phishing attacks.

Smurfing

Smurfing is a type of DoS attack. This attack ocours when a hacker sends a data packet from a router that is on
the wictim computer's network. This packet broadicasts a ping o try to get replies from every computer on that
network. This attack can make the network inoperable. Figure 3-7 shows a smurfing attack.

The perpetrator sends ICMP echo [ping) traffic with the victim's address to the computers on the network.
Most hosts on I[P networks will take an ICMP echo request and reply to it with an echo reply. On a multizccess
broadcast network, there could be pn‘hemtil”y hundreds of systems b L'ep|r tor each p:n:ll:zt.

Smurfing is also called ping flooding or an BCMP storm attack. This attack can be prevented by disabling 11
broadcast addressing at each network router.

Rootkit

A rootkit is 2 set of software tools used to controd @ compromised system. These tools hide their own
running processes, files, or system data, enabling an attacker to momitor access to a system without the
user’s knowledge.

It conceals processes, files, and logs, and includes software to capture data from terminals, network connec-
tioms, and the keyboard. A rootkit is a kind of Trojan, in that it creates a backdoor, allowing the attacker to
sneak into the system and run programs secretly as an administrator.

There are two types of rootkits:

1. Kernel-level rootkits append additional code or replace the kernel code with manipulated code that hides
a backdoor. These motkits normally patch, hook, or replace system calls in order to hide information
abwut the attacker.

1. Application-level rootkits replace regular application binaries with fakes, or may manipulate the nature
of existing applications using hooks, patches, and injected code.

Examples of rootkits include the following:
* FU Rootkit

= SuckIT
= T
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= Ambient's Rootkit (ARK)
* Hacker Defender
Man-in-The-Middie Attack

In this type of attack, an attacker captures a packet from the network, modifies that packet, and inserts it back
into the network. He or she controls the communication between two users by reading and modifying any
information sent between them. This attack is also called TCP hijacking or a fire brigade artack. A TCP hijack
can be performed using programs such as Juggernaut, T-sight, and Hunt.

Denial-0Of-Service Attacks

Dienial-of-service {DoS) attacks prevent authorized users from accessing a computer or network. These attacks
target the network bandwidth or connectivity. Bandwidth attacks overflow the network with a high volume
of traffic using existing network resources, depriving legitimate users of these resources, Connectivity attacks
overflow a computer with a large amount of connection requests, consuming all available operating system
resources, so that the computer cannot process legitimate user requests.

There may also be an effort to interrupt the connection between two machines, thus preventing or disturhing
access for a particular system or individual. Tlkegal use of resources may alse constitute a Do%. For example, an
intruder may use an unidentified FTF area to store illegal copies of software, thus using disk space and produc-
ing network traffic problems.

For certain network services, failure might mean the boss of a service such as e-mail. In a worst-case scenaria,
a Do% attack can mean the destruction of files and programs for millions of people who happen o be surfing
the Weh at the time of the attack. Do5 attacks are a kind of security breach that does not generally resule in the
theft of information or in any other type of security loss. However, these attacks can harm the target in terms
of time and rescurces.

A Do5 attack is known as an asymmetric attack when an attacker with limited resources attacks a larger and
muore advanced site. Do§ attacks come in a variety of forms and target a variety of services. The attacks may

cause the following effects:
* Consumption of respunces
* Destruction or alteration of information regarding the configuration of network elements
= Actual physical destruction or alteration of network components
* Destruction of programming and files

Distributed Denial-Of-5ervice Attacks

Dristributed denial-of-service (DDoS) attacks involve compromising computers and installing an application
that flonds a target system with packets. The primary goal of DDoS is to access the systems with administra-
tive privileges.

Intruders send certain scripts that run on targeted machines and identify the vulnerabilities in the system.
These systems are then used as servers to destroy the victim's resources. [f the attacker gains control over a
system, he or she can run code on that system o attack it.

D5 attacks are simple to perform and can cause a huge amount of damage. Initially, the intruder attacks
certain systems and halts services to these systems. These systems are known as primary victims. These victim
computers are used to attack other systems by proxy, and these systems are known as secondary victims. This
has the added effect of making it more difficult to identify the introder.

DS attack tools include the following:

= Trinaa

= Trihe Flood Met

= TFNIK

To defend against DDoS attacks, an administrator must carefully filter incoming and sutgoing packets.
Butfer Overflow Attacks

A buffer overflow takes place when an application or process tries to store more information in a buffer than
it can actually hold. A buffer is a part of memory used for the temporary storage of data. Buffers can store a
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limited amount of data, and when that limit is reached, any further information that it receives overflows into
adjzcent memuory, altering or overwriting any existing data.

A buffer overflow is an attack on information reliability. During these attacks, the excess data may include
malicious code, giving the attacker access to the target system. This can even be done over e-mail without the
user opening the message; the message headers may be enough to initiate an overflow.

Zero-Day Attacks

Artacks that exploit previously unknown vulnerabilities can be extremely dangerous because preventive mea-
sures cannot be taken in advance. Web applications are complex entities, often comprising millions of lines of
code. This code often contains a significant number of vulnerahilities, which the vendor usually patches soon
after the vulnerabilities are discovered. However, only a small number of the actual vulnerabilities existing in
these millions of lines of code are widely known.

A substantial amount of time can pass between the time that a researcher or attacker discovers a vulnerabil-
ity and the time that the vendor issues a corrective patch. During this period, the application is valnerable to
zero-day attacks, which are undetectable by signature-based IDS. Most zero-day artacks are only available as
handcrafted exploit code, but zero-day worms have caused great panic.

Tir make matters worse, customized application components are rarely tested and patched. The exploitation
af these customized application modules and interfaces can provide direct access o all the utilities of the Weh
application. Fero-day attacks can exploit almost anything and can wreak any kind of havoc.

The best way to protect against zero-day exploits is just to follow good security practices. An administrator
should 1c==p evEry system up o date with the newest plt:h.e:. There should be a dedicated team to counter such
artacks. An alternate plan of action should be in place so that organizational work does not stall due o any
occurrences of zero-day attacks, and employees should be educated about any potential threats in Web applica-
tions. Other security measures include the following:

* Installing and keeping antivirus software updated
= Blocking file attachments to e-mail

* Employing hardware or software firewalls

* Enabling heuristic scanning in antivirus software

Tool: DriveSentry DriveSentry can block the latest viruses, Trojans, and malicious code from writing to stor-
age devices. It prevents damage to files by giving only authorized applications write access. It also lets the wser
determine the file types, folders, and registry keys that an application can access.

Phane Jammers

A cell-phone jammer transmits low-power radio-frequency waves to imterrupt communication between cell
phones and base stations. It interrupts only in a specific regulated zone. The cell-phone connections are auta-
matically reestablished when the phone jammer turmns off. The range of a cell-phone jammer is based on the

power and the local environment. It is useful in places such as the following:
* Theaters
® Lecture roams

Libraries

Mluseums

Festaurants

Schools and universities

Flaces af worship

Country clubs

Sporting events
Recording studios

Areas where cell phones can be restricted due to security reasons are:

* Businesses
= Government buildings and complexes
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* Law enforcement facilities

* Rehabilitation centers

= Prisons

* Courthouses

* Embasmies

= Military installations

A jammer physically includes the following:

= Amtenna

= Voltage-controlled oscillator: Transmits the radio signals

* Tuning circuit: Controls the signals by transmitting a specific voltage to the oscillator
= Maoise generator: Produces frequency to block the network

* RF amplification |gain stage|: Boosts the power of the radio-frequency output

* Fower supply

Password Attacks

Attackers will often try to steal or guess a password in order to gain unauthorized access over a network.
Password cracking does not always require a specific tool; the antacker might guess a password using the hint
question, or dumpster-dive for a password written on a piece of paper.

Dictionary Attack A text file full of words, known as a dictionary file, is lvaded into a cracking application
such as LOphtCrack, which is then run againss user accounts. Since the majority of passwords are often simple,
running a dictionary attack is often safficient for the job.

Hybrid Attack A hybrid attack involves adding certain strings and special characters, numbers, and symbals
tor the dictionary file. These hybrid characters are appended at the end of the words. For instance, if *ABC”™ was
in the d:ictiuna:rf. a hy‘l:r.id attack would include “ARCO™ “ABCL,™ *ABC2" etc

Brute-Force Attack A brute-force attack is comprehensive, but it consumes a huge amount of time. LOpht-
Crack is a famous brute-force tool. ‘With LophtCrack, every possible combination of letters, numbers, and

symbaols are tried in an attempt to guess the password. While this is an extremely tedious task, it will eventu-
ally work.

Spoofing Attacks
Using a spoofing attack, the attacker aims to create a false context, misleading the victim inte making improper
security-related decisions.

Spoofing attacks are possible in the material world as well as the electronic one. For example, criminals could
set up fake automated teller machines. These machines accept ATM cards and request users to enter their FIN
codes. As spon as the machine gets the victim's PIM, it corrupts and returns the card. In these types of attacks,
people are deceived by the context they see; in every way, the fake ATMs look real.

Spoofing attacks can lead to phishing, as described above. If an attacker spoafs a bank’s Web page, users
may be fooled into giving their account information. To protect against spoofing attacks, a user can take the
following steps:

= Disable JavaScript so that the artacker will ke unable to conceal the attack.

* Ensure that the browsers location line is always visible.

= Fay attention to the URLs displayed on the browsers location line, ensuring that they always indicate

the correct server.

= Block any unauthenticated data packets.

Session Hifacking

TCP session hijacking is a means of taking control of a TCP session exchanged between two computers. This
is carried out through source-routed 1P packets. A hacker can participate in the conversation of other users,
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diverting the packets to the attacker's system. This includes the previously mentioned man-in-the-middle
(MITM) attack.

Session hijacking involves three steps:
1. Tracking the connection
1. Desynchronizing the connection

3. Injecting the attacker’s packet

Web Page Defacement

Defacement is any illegal alteration of a Web site. This can vary from simple graffiti to changes designed for
fraud or theft. The changes could be very apparent, with sweeping changes to the appearance of the site, ar
smaller and harder to spat, such as changes in legalese on terms and conditions pages. In fact, defacements can
be entirely invisible, bat still damaging, such as removing the meta tags.

The SigNet Web-Defacement Protection Method The SigiNet Web-defacement protection method is
based on detached digital signatures. Every Weh page is signed using a public key and a detached digital signa-
ture, preserved in a signature database. The system sends a copy of the active Web page using anonymous FTT
to a secure area. A digital signature of the page is generated using a public key, leading to 2 unique signature
that can be securely sent to a remote location. At the remote location, the signature can be compared to the
signature acquired when the page was first posted. 1f the signatures do not match, the page has been defaced,
and the site owner is notified.

Keystroke Loggers

Keystroke loggers are used to gather and compile a record of everything typed using the keyboard. This may be
transmitted through e-mail or a Web site, or even stored on the same system as a hidden file. Generic keystroke
loggers record the application name, time, date, and the keystrokes associated with that application. Keystroke
loggers have the ability to gather information before it can be encrypted and transmitted over the network. This
gives the hacker access to otherwise well-hidden information.

Hardware keystroke loggers are hardware devices inserted into the keyboard. These devices typically ook
like a standard keyboard adapter so that they remain hidden unless someone is specifically searching for them.
In arder to retrieve data from a hardware logger, the attacker must regain physical access to that piece of equip-
ment. Hardware loggers store information in the actual device, and they generally lack the ability to send such
information over a network. Because they exist outside the system, hardware keystroke loggers cannot be dis-
covered by antispyware, antivirus, or desktop security programs.

Software keystroke loggers can be remotely installed as part of a virus or Trojan. They can gather additional
data as well, since they are not limited by physical memory allocations as are hardware keystroke loggers.

Cracking Encrypted Passwords

Password cracking is the process of retrieving secret passwords from data that has been stored or sent by a com-
puter system, usually by checking guesses against the password hash. This can be used for legitimate purposes,
such as recovering a forgotten password or making sure passwords are sufficiently secure, or the more nefarious
reason of breaking into the system. Well-designed systems restrict the number of failed access attempts and can
warn administrators to detect the source of the artack if that number is exceeded. With a hashed password, the
attacker can work as an unidentified user, and if the attacker has acquired several hashed passwords, the prob-
ahility for cracking at least ome is quite high.

The best method of avoiding passwoard cracking is to guarantee that attackers cannot get access even to
encoded pammr\ds. Many systems include a forced |:|=|=.}' between the entry of the pIB'IW-I‘.I. and autputting a
resule. While it can be good to Jock out an account that has too many incorrect password guesses, this could be
used to launch a denial-of-service attack.

Tool: Cain & Abel Cain & Abel is a password recovery tool for Microsoft operating systems. It allows for the
easy recovery of various kinds of passwords by sniffing the network, cracking encrypred passwords, recording
VolF conversations, decoding scrambled passwords, revealing password boxes, uncovering cached passwords,
and analyring routing protocols. Cain 8¢ Abel is shown in Figure 3-8,
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Figure 3-8 Cain & Abel can recover passwords through various means.

SQL Infection
Structured Cuery Language [S0L) is a textual language that is used to communicate with a database server.
S50L commands like INSERT, RETRIEVE, UPDATE, and DELETE are used to perform operations on the
database. Programmers use these commands to manipulate the data in the database server.

S0L comprises many different languages, most of which are based on the SQL-92 AMSI standard. An S0L
includes one or more S0L commands, such as SELECT, UPDATE, or INSERT. For SELECT gueries, each query
generally has a clause by which it returns data—for example

SELECT * FROM User=s WHERE imerMape = ‘=am’;

The clause WHERE userName = ‘=an’ means that the user only wants the rows from the Users table where
the userame field is equal to the string value of “sam.”

These types of queries pave the way for SQL injection attacks. As the name implies, an SQL injection
attack alters 50L code and allows the attacker access to the SJL database with the ability to alter proprietary
infrrmation.

Hiding Evidence of an Attack

If a system is hacked, an administrator should look for any traces of that attack that may be helpful in ecating
the attacker. Attackers will usually clear the audit files and bog files to hide the proof of an attack. Also, files

used in the attack can be marked as hidden or placed deep in an ohscure directory.

Identifying Network Attack Detection Problems

Oine major issue in detecting network problems is scalability. The Internet is an extremely large network, so
optimizing utilities has become difficult. Some other issues include the following:

= The Internet is a noisy environment in terms of both content and packet level. A large amount of data
arrives at each site, which may make the host systems generate false alarms.

= Many network attacks are specific o particular versions of software.
= The ID5 may have problems with detecting slow attacks.

Copyright 2910 |.'m|:ru:||-|_ ANl . o o, el L ek o e kg, [ ot ey s b st o e

e — [y T e—— p— P p——



320 Chaptar 2

How to Use Network Scanning Tools
Tool: NetStat

The Met5tat toal monitors and diagnoses connections for incoming and outgoing data packets. It identifies open
ports, 1P addresses, and connection states. This tool i also used to check the configuration of @ wser’s network.
MetStat, shown in Figure 3-9, provides statistical information related to the following:
® The type of protocol used for network connection (UDF or TCP)

* Local address: Gives the IF address and port number of the local computer being used; if the port num-
ber is nat established, then it shows an asterisk

* Foreipn address: Gives the IP address and port number of the remote computer to which it is connected;
if the port number is not established, then it shows an asterisk
* Srate: Gives information about the state of a TCP connection. Some of the possible states are:
= CLOSE_WAIT
= CLOSED
* ESTABLISHED
= FIN_WAIT_1
= FIM_WAIT_I
* LAST_ACK
®= LISTEN
= 5YN_RECEIVED
= SYMN_SEND
= TIME_WAIT
Tool: Nmap
Nmap is used for part scanning: discovering open ports and the applications using those ports. Nmap supports
mare than a dowen ways to scan a network, including the following:
= upr
® TCI conmect[]
* TCPSYM (half open)

* FTT proxy (bounce attack)

Figure 3-9 MNet5tat monitors and diagnoses connections for inooming and outgoing
data paceets.
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HReverse-ident
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FIN

ACK =can
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SYM stealth scan
1

Hull

It also offers a variety of advanced features such as:

Remate 05 detection via TCIP fingerprinting
Stealth scanning

Diynamic delay

Retransmission caloulations

Parallel scanning

Dietection of down hosts via parallel pings
Decoy scanning

Port filtering detection

Direct (nonportmapper| RMC scanning
Fragmentation scanning

Flexible target

Port specification

Mmap gives a list of the ports for the machine being scanned. It also gives the port's service name [if knownl,
number, state, and protocol. The state of the port can be open, filtered, or unfiltered. Open means that the tar-
get machine will accept connections on that port. A filtered port means that a firewall, filter, or other network
ohstacle is screening the port and preventing Mmap from determining whether the port is open. Unfiltered
means that the port is known by NWmap to be dosed and that no firewall or filter seems to be interfering with
Mmap’s attempts. Unfiltered ports are the least commaon case and are only shown when most of the scanned
ports are filtered.

Mmap is shown in Figure 3-10 and can be used to generate a report of the following characteristics of the
remiote host:

05 iin use

TCF sequence

Usernames running the programs
Which programs are bound to each port
DIMN5 mame

Whether the host is a smuorf address

Mmap supports the following scan methsds:

Xmas Tree scan: All of the flags are set in 2 Xmas Tree scan. This scan works cn UNIX and related
systems, similar to the null scan, and causes the kernel to drop the packet when the receiving port is an
openlistening port. A closed port will send an RST response. Inverse mapping is relied upon to deduce
the part state, which can lead to false positives. Muote that dropped packets can also mean that a firewall
or packet-filtering device exists. Therefore, this scan will work ooly with UNIX and related systems, though
it avaids detection and the three-way handshake.

Muill scar: In a null scan, as the name indicates, the packet is sent without any flags set. Most UNDY and
UMIX-related systems respond with an RST (if the port is open) to close the connection. An attacker can
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Figure 2-10  Nmap is a robust port scanning utility.

use this o differentiate between a Windows machine and others by examining other scan results. The re-
served bits (RES1, RES2} do not affect the resule of any scan, whether ar not they are set.

* Windomws scan: This is similar to the ACK scan and can also detect open ports.
* ACK scam: This is used to map out firewall rule sets.

= SYMN stealth scan: This is referred to as half-open scanning, because a full TCP connection is
ot opened.

Mmap's features include the following:

It is flexible in nature. It can be used to carry out various port-scanning mechanisms, 05 detection, ver-
sion detection, ping sweep, and many other techniques.

It can be used to scan huge networks consisting of a large number of machines in a single scan.

It is portable in nature and suppores many operating systems, incloding Linux, Windows, FreeBSD,
OpenBSDY, Solaris, IRTX, and Mac O5.

It saves time by scanning all the pores of live hosts, By defaul, it pings all the bosts to make sure thar
they are alive and then scans all the ports of those hosts.

* Nmap implements a configurable number of retransmissions for ports that do not respond. Most other
scanners just send out all query packets and collect the responses. This can lead to false positives or
negatives in the case where packets are dropped. This is important for negative-style scans where it is
laaking for ports that do not respond.

The -f option can be wsed o fragment the packets. If a user wants to save the results to a tab-delimited
file o he or she can programmatically parse the results Liter, he or she can use the -oh option.
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Figure 3-11 These are the different scan modes
supported by Nmap.

Mmap offers additional decoy capabilities designed to overwhelm a target site with superfluous information
by using the -1 option. The user can bounce port scans of f the FTF server to remain anonymous or to bypass in-
trusion detection by using the -b option. However, the scan will be slowed down due to the use of this option.

Mmap's scan mades are shown in Figure 3-112

Tool: Netscan Toals

MetScan Tools consist of many independent network functions joined together in a single tabbed window
[Figure 3-11). Most functions are designed to run in separate threads so that several tabs can be used simultane-
vusly. This program operates best on newer Windows platforms.

MetScan Tools communicate primarily using the TCPIP protocel at the Winsock level. MetScan Tools do
not rely on remote agents to gather information. Instead, MNetScan uses active probing and passive listening for
gathering information.

Active probing means that MetScan Tools produce packets of information, called datagrams. NetScan then
listens for responses to these packets, which are generally formatted into specific responses that are on a level
above the transport level, such as TCP or UDP. An example would be a name-server response containing the
IF address of a host.

MetScan Tools has a tab for Port Prober, o port scanner that is an essential tool in determining the services
or daemons running on a target machine. This prober is multithreaded and configurable, and allows the user to
run four different types of probing patterns. The user can build lists of target IF addresses and lists of ports i
probe, specifying time-outs and the protocol to be used. Any data that is received from the target port upon
connection is saved for review. The results are presented in a tree view and are color-coded with different types
of images for easy location of information at a glance.

MetScan Tools supports the following types of port connections:

® TOF full commect: This mode provides a full connection to the target’s TCP ports and can store any data
or banners returned from the target. This mode is most accurate for determining TCP services bat is
also easily recognized by intrusion detection systems (1D5).

= UDFICMF Fort Unreachable commect: This mode sends a short UDP packet to the target’s UDP ports
and looks for an ICMP Part Unreachable message in return. The absence of that message indicates
that either the port is in use or the target does not return the ICMP message, the latter of which can
lead to false positives. It can save any data or banners returned from the target. IDS can easily recog-
nize this made.

= TCP fullfUDF ICMP combined: This mode combines the previous two modes into one operation.

= TCPEYN balf open (Windows XP/2000 oriy): This mode sends out a SYW packet to the targer port
and listens for the appropriate response. Open ports respond with a 5TMN-ACK, and closed ports
respond with ACK-RST or BST. This mode is bess likely to be noted by [D5, but since the connection is
never fully completed, it cannot gather data or banner information. However, the attacker has full con-
trol over the TTL, source port, MTU, sequence number, and window parameters in the 5¥™ packet.
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= TP ather [Windows X /2000 orly): This mode sends out a TCP packet with any combination of the
SYM, FIN, ACK, RST, PSH, and URG flags set to the target port and listens for a response. Again, the
attacker can have full control over the TTL, source port, MTU, sequence number, and window param-
eters in the custom TCF packet. The Analyze feature analyzes the response based on the flag settings
chosen. Each operating system responds differently to these special combinations. The tool includes
presets for XMAS, NULL, FIN, and ACK flag settings.

The following are the four types of probe patterns:

I. Sequential profbe: This method scans a linear set of pores as defined by the startfend port numbers aver
a linear set of IF addresses as defined by the IP address range settings.

1. Probe port list: This mode probes the ports that are available an the port list. This mode may probe either
a single host or o range of 1P addresses, based on the selection of the Probe Single Host button or the Probe
IP Range button. This list probes sequentially using the list of part numbers shown in the port list.

3. Sequential port probe using the target list: This mode probes every port through the ending port range
an every computer on the target list.

4. Probe a list of ports oo a target list: This mode is stealthier than other modes and uses the least amount of
CPU time and bandwidth, since scanning is restricted to only the target ports on the target machines.

The tood also includes Fing before Probe. This option allows the attacker to skip hosts that do not respond
to pings. The hacker can control the number of threads used to probe the host and the delay between launching
each thread. The attacker can also vary the amouont of time o wait for a response to a probe of the port and the
amount of time to wait for a banner to be sent after a connection.

Tool: SuperScan

SuperScan is a connection-based TCP port scanner, pinger, and host-name resolver. It performs ping sweeps and
scans any [P range. An attacker using this tool can compile a list of target IPs and scan them. The visual interface
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Figure 3-12 MetScan Taaols offer a wide range of scanning taals.
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allowes the attacker to view responses from connected hosts. Manipulation of the part list and part descriptions
can be done with the help of built-in editors. The artacker can also choose to save the scan list to a text file for
future reference. This tool allows the attacker to control the speed of the scanning process.

The following output shows a port with a pcAnywhere data connection:

*o4 B 3k 3NN XNXXNXXK. COm

| — — — 26 Simple Mail Transfer

221 X1 NT-ESMTFP Server sxxxxx.com (IMapl 505 111734-13..
BO World Wide Web HTTP

| — — — HTTFA1.1 200 OK.. Server: Wicrosoft-1154.0. Cache-

Control: mno-cache. Expires: Mon, 21 Apc 2003 05:02:42 CHT. Comtent-

Location:
110 Po=t Offilce Protocol - Version 3

| - — — +0K X1 NT-FOF3 Server xxxxxx.com ([Mail 508 2FRE0-F)..
135 ICE endpoint resolution

139 NETBIOS Sessilon Service

143 Internet Message Access Protoool

| - — _ * OK IMAP4 Server ([Mail 5.08)..

| - IOGZ BEN TAD

553l pcANYWHEREEdata

BEOD Yirtual Network Computing server

500 Virtual Network Compubing server

| - RFB (0G.003.

Matice how the scanner returns additional information about the services running on the ports. Another thing
to notice here is banner grabbing, done for the HTTP server, SMTT server, IMATP server, and POP3 server.
SuperScan is shown in Figure 3-13 and its features include the following:

* Executes ping scan and port scan using any IF range, or from a list in a text file
* Scans any port range from an already built-in list or given range

® Resolves and can reverse-lookup any IP address or range

® Allows users to edit the port list and port descriptions by using a built-in editor

* Can use helper applications like telnet clients, Web browsers, FTF clients, and =0 on with any discovered
apen port
Tool: Hping2
Hping? is a command-line TCWIP packet assemblecfanalyzer. It sends ICMTP echo requests, supporting TCF,
UDF, ICMP, and raw-1P protocols. It has a traceroute mode and the ability to send files between covert chan-
nels. It is able to send custom TCWIF packets and to display target replies. Hping? handles fragmentation and
arhitrary packet bodies and sizes, and can be used to transfer files encapsulated under supported protocols.
This tool supports idle host scanning. 1P spoofing and network/host scanning are used to perform an anony-
muus probe for services. An attacker can study the behavior of an idle host to gain information about the target,
such as the services that the host offers, the ports supporting the services, and the operating system of the target.
Generally, such scans are a precursor to sither heavier probing or outright attack. The greatest advamtage of this
type of scanning is that it can be carried out anomymaously.
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Figure 3-13 Superican returns information about services running an open ports.

Hping?2 works on the follvwing platforms:

® Linux

* FreeBSD

* MetBSD

* OpenBSD

* Solaris

= Mac OS5 X

Hping2's features include the following:

Even if the host blocks ICMP packets, this tool helps the attacker determine if the host is up.

This tool works by sending TCP packets to a destination port and reporting the packet as it returns.
It returns a variety of responses depending on numerous conditions. Each packet, in part or in whaole,
provides a fairly clear picture of the firewall's access controls.

Provides advanced port scanning and tests Internet performance using different protocols, packer sizes,
T8, and fragmentation.

Manual-path MTU discavery.
Transfers files even with strict firewall rules.
Traceroute-like activities under different protocols.

* When a firewall port blocks a packet, Hping2 will often receive nothing back. In such cases, Hping2
results can have two meanings: the packet could not find the destination and got lost on the wire or,
mare likely, a firewall dropped the packet.
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* Remote 05 fingerprinting,.
= TCMIF stack auditing.
The best way to prevent Hping2 attacks is to block ICMP type 13 messages.

Chapter Summary

® A vulmerability is the presence of a fault in the design or implementation of a system, product,

or companent.
® Anattack is any attempt to damage to system security. Attacks can be intentional or unintentional.
® Anexploit is a method of breaching the security of an IT system through a vulnerability.

® Black-hat hackers keep up with the newest vulnerability information and security flaws in order o
exploit them.

White hats are the opposite of black hats in that they work to secure systems from threats and artacks.
A gray hat performs the functions of both white hats and back hats.

Scanning is one of the moest important phases of intelligence gathering for an anacker.

A sniffer is a program or device that monitors data traveling over a netwaork.

Reconnaissance is the phase in which an attacker gathers as much information as possible about the
target prior to launching the attack.

® A Trojan is a2 malicious program disguised as legitimate software. A virus is a program that can dupli-
cate itself through hosts. An IRC bot is @ type of virus used to send spam e-mails; collect private data
like passwords, bank account information, and credit account information; or perform denial-of-service
attacks. A worm is a program that replicates on its own and attaches iself to another program in opera-
tion without user imtervention.

® Fero-day attacks, attacks that exploit previously unknown vulnerahbilities, can be extremely dangerous
because preventive measures cannot be taken in advance.

Review Questions

1. What is a valnerability?

2. What is an attack?

3. List the types of attacks.
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328 Chaptar 2

4. What is an exploit?

5. What are the different types of hackers?

. What are the types of scanning?

7. What are the types of sniffing?

8. What is a threat?

9. What is spoofing?

10. What is social engineering?

I:bw!ll Corgage Laarsing, A1 Rights Hosred. kbay aci e mpu s, o s, L whaie or i part. e ko slecirankc rights, s dind oy s

il .

[y T e—— p—



Hands.On Projects 3-29

11. What is a virus?

12, What is a worm?

13, What is a Trojan?

14. What is phishing?

15, What is a zero-day attack?

16. What are some network scanning tools?

Hands-On Projects
1. Use the SuperScan tool to scan the network.
® Mavigate to Chapter 3 of the Student Resource Center.
® Install and launch the SuperScan program.
# Select the Scan tab and enter the host name/IF
n Onthe Scan b, click the Hn}- button to view the result.
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Select the Host and Service Diiscovery tab, check the TCP port scan check box, and enter
the start port and end port.

Select the Scan Optioas tab and change the settings as desired.

Select the Tools tab and select required actions to be performed.

Select the Windows Enumeration tab and click the Enumerate button.
Use the Metscan toal to scan the network.

Mavigate to Chapter 3 of the Student Resource Center.

Install and launch the MetScan program.

Go to the Options menu and click Settings to view the MetScan settings.

Go to the Commands menu and click Start new connection.

After specifying the IP range, go to the command mena bar and click Scan Mow.
Use the Cain & Abel tool o recover passwords.

Mavigate to Chapter 3 of the Student Resource Center.

Install and launch the Cain & Abel Program.

In the memu bar, click Configure to view the program’s settings.

Below the menu bar, click the Sniffer tab to sniff all the logged entries.

Click the LSA Secrets link, and then click the ples button to recover all defanle passwords.

. Use Metstat Agent for diagnosing and monitoring a network connection.

Wavigate to Chapter 3 of the Student Resource Center.

Install and launch the Met5tat Agent program.

Explore the program’s options, statistics, and details.

Select the Utilities tab.

Click Ping, enter the 1P address in Host or II* address, and click the Start button.
Click Tracer, enter the IF add ress in Host or 1 address, and click the Start button.

. Use the pwdump? tool to directly dump both the SYSTEM and 5AM registry hives from the disk.

Mavigate to Chapter 3 of the Student Resource Center.
Install and launch the pwdump? program.
From a command prompt, type the command pwdumpT.exe -h and view the cutput.
From a command prompt, type the command prdump.exe —-d chpagefile.sys pagefile.dmp.
View the output file in the Pudump? folder.
Use Asterisk Key to recover hidden passwords.
Mavigate to Chapter 3 of the Student Resource Center.
Install and launch the Asterisk Key program.
Orpen the application for which you need to reveal the password.

Click the Recover button in the Asterisk Key window. The recovered password details are
as shown,

T save the report, choose File and then Save Report.
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Intrusion Detection Systems (IDS)
and Intrusion Prevention Systems (IPS)

Objectives
After completing this chapter. you should be able to:

Understand Intrusion detection concepts
Choose an 105 for an organization
identify the Importance of IDS
Understand the types of ID5

identify the IDS framework

Understand distributed 1DS

identify the types of IDS signatures
uUnderstand 1D5 tools

Understand the strategles of Intruslon prevention
Trace Information floww in 105 and IP5
understand IPS tools

Key Terms

Accountability the capability to link a given activity to the event that is responsible for initiating
it; maintaining accountability over a network s a major task for intrusion detection systems

Agonts  small programs that run on user systems and are attached to a central command consale
Aggregation  the methad by which information is gathered from the agent netwoark in 1D5
aggregate analysis

Anomaly detection  the process of detecting abnormal system hehavior and deviations from
acceptable behavior profiles

Indication  an alarm or alert that provides notification that an intrusion has sccurred on a
compauter or network

Intruston  unauthorized access to an information system or attacks that originate curside
the organization
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4.2 Chaptar 4

Intruston detection  the process that identifies that an intrusion has occurred or is cocurring

Intruston detection systam o system that collects information about an intrusion that has occurred, as well
as tools to produce notification of an intrusion, and a technique to block that activity

Intruston prevention system  any device that uses access control to guard systems from misuse by attackers
Monitoring  the process of gathering data from a data source and passing it to an analysis engine

Sensors  are mostly recognition engines that monitor network packets, compare the pattern to a set of
events, and then generate an alarm

Sonsor-based systams  an 105 architecture that controls an entire network subdivision using sensors, but
they are not broadly distributed because only a few segments are controlled

Signaturas  rules or patterns that define a sequence of events and a set of transitions among those events

Smort o cross-platform network intrusion detection tool used to keep track of TCIWIP networks, network
traffic, and intruder attacks

Smort snipping  terminating a session by sending a reset (RST) packet when a flexible response plug-in is

enabled; Snort automatically terminates TCP sessions using this plug-in response

Introduction to IDS and IPS

This chapter focuses on intrusion detection systems {105} and intrusion prevention systems (IPS). It begins by
discussing the concepts involved in intrusion detection. It also discusses IPS, the differences between 105 and
175, and how the two can be used together to secure a network.

Understanding Intrusion Detection Concepts
Imtrusion Detection System

An intrusion defection systems can be defined as a tool or method used o monitor all inhound and cuthound
host or network activity by identifying suspicious patterns. A suspicious pattern can indicate an attack or
attempt at computer misuse. The intrusion detection system can identify and block the IP associated with the
suspicious pattern. The terms related to 105 include the following:

* Imtrusiom: Unauthorized access to an information system or attacks that originate outside
the organization

* Imtrusion detection: The process that identifies that the intrusion has occurred ar is necurring

* Indication: The alarm or alert that provides notification that an intrusion has occurred on that com-
puter or nerwork

There are different intrusion detection systems. Some [DS only monitor traffic and alert a network
administrator, and some 105 actually take action once an event is detected. Some 105 are network based and
detect threats based on traffic patterns and network analysis, and some are host based and detect threats to
a warkstation.

History of Intrusion Detection
The following timeline maps the history of intrusion detection.

® 1980 In the technical report “Computer Security Threat Monitoring and Surveillance™ for the 1.5. Air
Force, James P. Anderson introduced the concept of an intrusion detection system. The report stressed
the need for an audit system that could recognize misuse of computing resources and categorize events
according to the nature of the threat.

= J955: The U.5. Mavy funded SR1 International to build a prototype of the Intrusion Detection Expert
System (IDES). IDES was the first system that used bath rule-based and numerical technigues. This laid
the foundation for 1DS technology.

= 1986 Dr. Dorothy Denning published a paper titled “An Intrusion Dietection Model,” which presented
the basic theory of behavioral analysis that concentrated on the behavior of packets once they are sent
over the neework.

= 1987: SR1 established its first annual intrusion detection workshop. In 1988, Lawrence Livermore Labs in-
troduced an [ that could examine audit data based on defined patterns as a part of the Haystack Project.
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= |98%: Todd Heherlein, a student at the University of California—Davis, presented the Network System
Monitor {N5M ), which could capture TCIP packets and detect malicious activity on a wide area

network.

= [290: The U.5. Mavy presented a complete study of intrusion detection research projects. The aim be-
hind this was to select the best project to implement in the Mavy enterprise.

= 1992 Science Applications International Corporation |SAIC) developed the Compuater Misuse Dietection
System [ChDEL

= 1994: & robust network intrusion detection system was designed by a group of researchers at the Air
Force Cryptological Support Center.

® 1998F: Centrax Corporation developed a widely distributed host-based intrusion detection system for
Windaws MT.

= 1999; The Federal Intrusion Detection Netwaork [FIDRMet], a p]a:n #or monitor and in turn pratect govern-
ment computers rather than military computers, was introduced.

Intrusion Detection Concepts
Intrusion detection is a process of monitoring computer networks and systems for vielation of security policy.
The following are six important concepts of intrusion detection:

1. Architecture

I. Monmtoring strategies

3. Analysis type

4. Timing

5. Goals of detection

6. Control issues

Architecture

ID% architecture depends on its functional components. The two primary architectural components of an
D% are the host system that is used to run the IDS software and the target system that is used o monitor
the problems.

Host-Target Colocation An DS usually protects the systems that are running under its control. Placing both
an ID5 and target systems together has created more security problems, as attackers can easily attack the target
system just by disabling the IDS.

Host-Target Separation When workstations and personal computers were incorporated into DS designs,
must 105 architects were able to run the 1D5 control and analysis systems on separate systems, thereby separat-
ing the 105 host and target systems. This has improved the security of the 1D5 and made it easier to hide the
presence of the IDS from attackers.

Monitoring Strategies
Mositoring in this case refers to the process of gathering data from a data soarce and passing it to an analysis
engine. An 1D needs a data source to generate events to analyze. There are four monitoring strategy categories:

I. Host based: Host-hased monitors collect data from sources internal to a system, normally at operating-
system level. These sources can be taken from operating system audit trails and system logs.

I Metwork based: Metwork-based monitors collect data from network packets by using network devices set
tor promiscucus mode. These network devices capture all network traffic accessible to them.

3. Application based: Application-based monitors collect data from running applications. The resulting data
source contains application event logs and other data stored internally in applications.

4. Tarpet based: Target-based monitoring strategies differ from other strategies because these monitors gener-
ate their own data. This type of monitoring strategy uses cryptographic functions to detect alteration in
ohjects within the system. Target-based strategies are efficient for systems that cannot be monitored wsing
other approaches.
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Analysis Type

Omee the data are collected, the data are moved to the analysis engine. The components of the analysis engine
take information from the data source and evaluate the data for symptoms of attacks or ather policy violations.
In an intrusion detection system, there are two analysis approaches:

1. Misuse detection

1. Anomaly detection
Misuse Detection Misuse detection uses pattern-matching techniques to detect activities that match explicit
patterns of misuse. Commercial detection systems use this technigque.

The following are the advantages of misuse detection:

® Misuse detectors are most effective in detecting attacks without any false alarms.

= By initiating incident handling procedures, system managers can find security problems quickly.

The following are the disadvantages of misuse detection:

* Mlisuse detection can detect only known artacks; for new attacks, attack definition files must be kept up

to date.

= Misuse detectors are designed for signatures, so they are unable to detect variants of common attacks.
Anomaly Detection Detecting abnormal system behavior and deviations from acceptable behavior profiles
is amomaly defection.

The following are the advantages of anomaly detection:

* Anomaly detection can detect previously unknown attack styles.

* Information provided by anomaly detection can be used to define signatures for misuse detection.

The following are the disadvantages of anomaly detection:

® Due to the unpredictable behavior of users and networks, anomaly detection produces a large number of

false alarms.

® This detection requires extensive training sets to characterize the normal behavior pattern.

The combination of anomaly and misuse detection provides a significant advantage. Anomaly detection
allows the system to detect new attacks, and a misuse detection engine protects the integrity of anomaly detec-
tion by ensuring that the anomaly detector can withstand the attack and behave normally. Figure 4-1 shows
how anomaly detection and misuse detection can work together to protect a network.

Thming Analysis
This analysis deals with the timing of data as if flows across the network. Timing analysis can be done in two
different modes:

1. Imtervalfbatck mode: Batch-mode analysis means that data is given to the system analyzer as a batch col-
lected over a certain interval. The analyzer then processes the entire batch at once. Batch mode was the
anly made available in earlier systems, because communication and bandwidth did not support real-time
munitoring or detection.

1. Real-time mode: This is also called a continuous approach. Systems that run in real-time mode muse be
able to handle high-speed communication over wide bandwidth. If an event happens in a real-time analy-
sis engine, then the system immediately processes that event. This approach provides automated responses
to intrusion detection.

Goals of Intrusion Detection

The main goal of an 105 is to identify abnormal network behavior or misuse of resources. There are two spe-

cific subgoals of intrusion detection: accountability and response. These goals are used o design and imple-
ment a system.

Accountability Accosmfability is the capability to link a given activity to the event that is responsible for initi-
ating it. Maintaining accountability over a network is a major task for intrusion detection systems. Accountability
plays a key rale in building criminal cases against attackers. It is difficult to maintain acoountability over a TCRIP
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Figure 4-1 This shows a network that has both anomaly
and misuse detection implemented.

network, as protocols allow attackers to gain access over the identity of the source address. It is difficult to imple-
ment accountability in a system that has a weak identification and authentication mechanism.

Response Response is an activity that is used to recognize an attack and take action to block that attack.
The comman response is to store the results of the artack in a log file and generate a report based on that
file. An important response option is to trigger or place alarms that contain predetermined types. Placing
the alarm flags a network administrator’s consele and sends 5MS or e-mail to a system administrator or
netwaork administrator.

Another important aspect of response is modifying the target system. Here, modifying refers to changing the
information collected by monitors or changing the characters used to analyze the information stream. It also
includes changing configuration settings for critical files to block known attacks.

Countrol [ssues

This strategy explains how to control the elements of an 105, A central nede controls the elements of the 105
such as monitoring, detecting, and reporting. There are three different control methods:

1. Centralized control strategy
2. Fartially distributed control strategy
3. Fully distributed contral strategy

Centralized Control Figure 4-2 shows centralized control. All elements are controlled from a central location.

Partially Distributed Control In this type of distribution, both monitoring and detection are controlled
from a centralized local control node, but reporting is controlled by one or more central lecations. Figure 4-3
shows how partially distributed control is executed.

Copyright 2910 |.'m|:ru:||-|_ ANl . o o, el L ek o e kg, [ ot ey s b st o e

e — [y T e—— p— P p——



4.6 Chaptar 4

= x oox
é | &i B EI*-;’%:. <

Heel

Raus: ' . .
Wa baimy ‘x. ¥ _ :m .
- ot \
a @
gt 2w o g | @_(R‘
dazn - —_——

—— o

S M osree Lk

W Lk

s s Link
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Figure 4-3 This shows the partially distributed control strategy.
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Figure 4-4 This shows the fully distributed cortrod strategy.

Fully Distributed Controf In a fully distributed system, monitoring and detection are carried out through
an agent-hased approach, and response decisions are carried put at the analysis point. Figure 4-4 shows a fully
distributed control strategy.

Choosing an IDS for an Organization
An 1DS for an Organization

105 play a major role in protecting computer networks. 105 are more essential o crganizations because they
provide real-time detection that helps in reducing damage to networks. The three different steps to implementing
an 105 for an organization are as follows:

1. Selecting an 105
2. Deploying an 106
3. Maintaining an 105

Selecting an ID5

‘When selecting an 105, srganizations should consider the privacy level, costs, and constraints related to other
installed software. The following are some other considerations:

= Detection and response characteristics

= Signature and/or anomaly-based detection approaches
® Accuracy of diagnosis

* Ease of use

= Effectivensss of the user interface
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Maost ID5 that have extra features such as alert information are wsed o monitor the entire network instead
af simply carrying out intrusion detection. The crganization must decide if a full package is worth the cost and

maintenance to protect the organization’s data. Following the selection of an 1D5, organizations must ensure
that the IS is properly deployed and maintained.

Deploying an D5

After selecting the 115, the next step is to test it in a non-mission-critical test environment before full deploy-
ment. IS systems, if not properly set up, can substantially slow down the flow of network traffic. Full deploy-
ment includes protecting the organization’s critical assets and configuring the IDS for crganization security

policies, along with implementing procedures to be followed in case of an attack to preserve evidence for future
prosecution. Organizations should be able to decide how to handle alerts from the 105 and how these alerts
correlate to other information, such as system or application bogs.

An 105 will not prevent an attack. If an attacker identifies an 1D5 on the network he or she targets, then the
attacker may attempe to disable it or force it to provide misleading information to security persannel.

Maintaining an D5

Maintaining an [D5 refers to monitoring an [D5 once it is deployed. The D5 signatures and definitions will need
to be kept up-to-date, and a network analyst should ideally perform periodic stress tests or drills to ensure the
system is working properly. The IDS provides security information related to other secure systems that implement
firewall applications, so the analyst should make sure all systems are conperating. If the 1D5 is maintained well
throughout its life cycle, it can be an essential part of a security plan for any organization.

Identifying the Importance of IDS

Characteristics of IDS
A good intrusion detection system should possess the following characteristics:
® The system must process data constantly without human supervision.
% The SYSLEMm must be fault tolerant jie.. the SYSIEm must remain active in the face of faults).
It should be scalable.
It should be capable of self-monitoring and resist any subversion.

It should not overdoad the system to the extent that system performance deteriorates.

The system must adapt to behavioral changes ower time as new applicationsfdevices are introduced into
the network. The 105 must be able to adapt to the changing system profile.

= A robust error control mechanism must be employed.

Importance of IDS

105 create a profile of the types of attacks that are heing targeted against a network, allowing a stronger busi-
ness case to be made for suitable security precautions, which otherwise would be difficult to justify. 1D5 have
become a sericus part of a strong defense-in-depth sscurity program. An 105 offers protection from network
and application-layer vulnerabilities, and compares and authenticates information from other devices, such as
antivirus programs, firewalls, and routers.

An 105 is important because of the following functions:

= Has the ahility to deal with a large amount of data

® Possesses built-in forensic and reporting capabilities

* Has the ability to detect intrusions with ease

* CGenerates automated responses, such as logging of a wser, disabling user accounts, or installing

automated scripts
» [dentifies extermal hackers as well as internal network-based attacks, and protects the entire netwark
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105 affer centralized management with respect to distributed attacks, thus offering an additional layer of
protection. Same of the faults present in certain intrusion detection tools include deleting access controls, failing
to encrypt bog files, and failing to perform integrity checks on [D5 files.

Aggregate Analysis with an IDS

Apgregate analysis in a distributed [D5 determines the system’s feasibility, strength, and restoring capabilicy. In
this type of analysis, data that identifies and tracks an attacker is collected and analyzed.

Aggregation refers to the method by which information is gathered from the agent network. Aggregation is
used to facilitate aggregate analysis across a network's multiple segments and to present a complete picture of
the network information infrastructure. An analyst can identify attack progression through the different stages,
from active network inspection to the final attack, by aggregating similar or related data.

The analyst verifies the following to analyze the attack details:

= Artacker IP: This helps the analyst view stages of an attacker’s attempt from beginning to the end over

multiple network segments.

Destimation port: This provides details of the type of attack and the methodology used.

Agent [D: This helps the analyst view classes of attacks and attackers on a specific network segment

when the agent is present. The incident analyst can identify the time frame of the attack and correlate

ather attack attempes on the network to identify multiple artackers.

® [ate and time: These help the analyst find new attack patterns and identify new worms or viruses that
are activated only at certain times.

* Protocol: This is helpful in identifying new attacks on particular protocols on a network segment.

= Artack type: This helps the analyst match attack patterns and identifies synchronized attacks againse
multiple network segments.

Understanding the Types of ID5

105 are basically classified into four different types:
1. Merwork-based IDS [MID5)
2. Host-based IDS (HIDS)
3. Dristributed ID5 (d1D5)
4. Protocol 105 [PIDS)

MNetwork-Based ID5

A network-based intrusion detection system detects risk bassd on transfer patterns within the essential orga-
nization of the metwork. A network-based [D5 can easily detect certain attacks that a host-based 105 fails o
detect. Some of the events that a network-based 1D detects include the following:

= lllegal login

* Information theft

= Downloading of passwords

= Artack on bandwidth

= Denial of service

NIDE Architecture

A network-based intrusion detection system consists of sensors and a console. Semsors are mostly recognition
N ines that monitor network p.'u:kﬂs, COITpare the pattern to a set of events, and then Henerate an alarm.
The console is the central command machine that will take action against the attacker when alerted by
the sensors.
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Figure -5  This shows a network-node NIDS.

There are two different kinds of architectures:

1. Metwark-node architecture

2. Traditional sensor-based architecture

Metwork-node systems place an agent on each computer on the network to check transfers bound only

for the individual computer. These agents then report to a central console. Figure 4-3 shows a network-
node system structure.

Advantages of network-based IDS include the following:

® (Can detect intrusions on a large scale

® Can warn and deter hackers before legal action is taken against the hackers

* Can provide responses and notifications automatically

The major disadvantage with the network-based system is that it requires high network bandwidth.

Sewsor-based systems contral an entire network subdivision, but they are not broadly distributed because
only a few segments are controlled. This system consists of sensors placed throughout the network b monitor
all the segments of the network. A central console is used to compare alarms tripped by multiple sensors. Sensors
are usually Ethernet devices that are used to sniff packets off the network and feed them to a detection engine,
typically within the sensor machine iself.

The following describes activities that take place in a traditional sensor-based MIDS:
1. Metwork packets pass from the sensor to the console.

1. The packets pass through the detection engine. A log file is created for all the packets emtering the detec-
tion engine. Packets are compared to a set of predefined rules.

3. If an anomaly is detected, an alert is generated_

4. A security officer is notified by phone, pager, e-mail, or another type of alert.

5. The response system generates a response for the particular alert. It matches alerts against predefined
responses or takes the dirsction from the security officer executing the program. These responses may
include actions such as reconfiguring the router or firewall to stop traffic from a particular source.

6. The event pattern is stored in the database for future evaluation and correlation.
7. Reports are generated based on the actions performed.
8. The events stored in the database help the forensic team analyze the incident and track the intruder.

Figure 4-& shows a traditional sensor-based system.
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Figure 4-6 This shows a traditional sensor-based MNIDS.

Operating a NID5
This section briefly describes how to operate a network-based ID5. The network administrator typically handles
the operation of an 1D5. For more complex NIDS, the value of the system will depend on the skills of the opera-
tor, and he or she needs to be well versed in TCPIP concepts. A MIDS usually operates with fewer resources.
The network administrator can place sensors in two ways: an outside sensor placed outside the firewall that
detects attackers by identifying the source code, or sensors placed inside the firewall that detect unauthorized
traffic inside the network and direct that traffic outside the firewall.
There are two primary operational modes for network-based intrusion detection: tip-off and surveillance.

Tip-Off The tip-off concept is used by the system o detect network misuse that was previously unsuspected.
Tip-uff helps an operator by providing solutions or tips to detect the behavior of an activiey that may be cutside
his or her experience or outside areas he or she is specifically monitoring.

Surveillance Surveillance is similar to tip-off; it checks for misuse that is already identified or suspected. In
this operation, targets are observed closely for patterns of misuse. It puts effort into finding or detecting the
behavior of a small set of subjects.
Farensic Workbench
A good MIDS can be used as o workbench to estimate network traffic. Possible uses of the workbench include
the following:

® Monitoring online transactions

= Tracking the growth of the network

= Preparing a detailed breakdown related to the use of network services

* Recognizing unexpected changes in the network

Network-Based Detection

This type of detection deals with network-based attacks. Some network-based attacks are unauthorized access,
datalresource theft, denial of service, password download, malformed packets, and packet flooding. Mone of
these attacks can be detected by host-based detection.

Copyright 2910 |.'m|:ru:||-|_ ANl . o o, el L ek o e kg, [ ot ey s b st o e
e — [y T e—— p— P p——




412 Chaptar 4

Unauthorized Access Unauthorized access can be an unidentified person entering the network and logging

into the system without pricr requestfauthorization. Unawthorized persons can be easily identified with the
help of host-based detection mechanisms, but network-based detection has to detect them before or during the
process of getting access.

Data/Resource Theft When individuals steal data or resources from a network, sensitive corporate informa-
tion is compromised. An attacker could steal prototype or patent information, emplovee data, or investment
information, among other sensitive data types.

Denial of Service A DoS attack is an explicit attempt made by an unauthorized person to deprive kegitimate
users of access to services. An example is when an unauthorized wser fills up a disk with data; in this case, no
ather user can store data, so the user is denied or slowed down. Another example is when a computer crashes;
in this case, all the services related to that computer are denied to users of that computer. All Do attacks can
be detected with network-hased detection,

Password Download Password download is a simple attack, but it is effective. Downloading files that con-
tin passwords provides the means for a network attack. The attacker could then attempt to crack the passwords
stored in these encrypied files.

Malformed Packets This type of attack causes the network protocol stack to crash. Metwork protocols are
not always tolerant of faulty packets, and hackers take advantage of this by creating a situation that can make
the protocel fail, which results in system crashes and network problems.

Packet Flooding This is a Do5 technique that imvolves sending excess packets over a single network device. It
leads to a network crash or a very show system. This attack is detected when the IDS notices that the attacker is deny-
ing access to the source computer ar reducing the packet flow. However, it can be difficult to detect the attack if the
attacker spoods the source address because the netwoark administrator cannot determine the origin of the packets.

Tools
In this section, twols related to network-based detection are discussed.

Tool: NetRanger The Metlanger tool was developed by Cisco Systems and is mainly used for network-based
detection. It consists of two parts: sensor and director, which are comnected to 2 *post-office” communication
system. The sensor works on the hardware p|ntfum used to monitor the p.'b:k:t: and penerates alarms. The
director is suftware-based and is used to initiate the responses and receive and correlate the alarms. MetRanger
is highly scalable with good performance.

An overview of MetRanger is shown in Figure 4-7.

Sensors are used to sense bath the headers and contents of packets and combine the ones that have commuon
features. They sense a single packet and detect multiple packets. There are three different ty pes of attacks related
o sensOrs:

1. Named attacks: Attacks with a specified name
1. General aftacks: Mamed attacks that generate many varieties
3. Extraordinmary attacks: Attacks with highly complex signatures
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Figure 4-7  This shows NetRanger.
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Figure 3-8 This shows the Bro tool.

Some aptions provided by the sensor are generating an alarm, logging the alarm event, killing the session, and
denying further network access. The director manages the sensors, allows for remote installation of signatures
into sensors, and collects security data.

Tool: Bro Brois a UNIX-based network detection tool that monitors network traffic and identifies suspicious
traffic. The main purpose of Bro is to filter and analyze the network traffic that flows into a single nerwork
location. Figure 4-8 shows an overview of Bro.
Bro consists of three different modules:
1. Facket captwere writ: This is a detection unit that uses libpeap to capture packets from the network.
2. Evenmt emgine: After capturing the packet, the event engine analyzes the packet stream,, verifies its integra-
tion, and sends it to the corresponding handler provided by the policy script interpreter.
3. Policy script intergreter: This module runs the Bro language scripts that are associated with the handler.
Based on the event, it executes the handler script, which might run other commands to log events, medify
states or record data

Bro monitors both incoming and cutgoing traffic over a network. This tool maintains log files for network
forensics. Bro usually provides high-speed and high-volume intrusion detection. Bro provides flexibility and
highly customizable intrusion detection, which is the main requirement for Internet sites.

Tool: Arpwatch This is a Linux-based detection tool that monitors Ethernet activities and maintains a
database of hoth Ethernet and 17 addresses operating on the network. Arpwatch monitors syslog activity and
reports changes through e-mail. This tool uses libpcap for capturing kocal Ethernet packets.

Tool: PSAD (Port S5can Attack Detector) PSAD is a Linux-hased detection tool. PSAD analyzes IFTabless
log messages to detect port scans and look for suspicious traffic over a network. PSAD works in tandem with
Snort tools to detect attacks on the network.
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Tool: IPPL This is a Linux-based IF protocol logger tool that logs 1P packets sent to the computer. [PPL is a
background system thar displays information related to incoming packets.

Host-Based ID5 (HIDS)

In a host-based system, the 1D examines activity on an individual computer or host. HIDS can be installed
on many different types of systems such as servers, workstations, and notebook computers. Host-based sys-
tems collect and analyze data, aggregating it so that it can be analyzed locally or sent to a separatefcentral
anmalysis system.

HIDS Architecture
A host-based intrusion detection system consists of agents and a console. Agests are small programs that run
on user systems and are attached to a central command console. Performance of the host systems decreases if
the agents are not managed properly.

There are two different kinds of architectures:

1. Centralized host-based architecture

1. Distributed real-time host-based architecture

In the centralized architecture, data is sent to an analysis engine, which runs on a different system than the
host_ In a distributed real-time architecture, the life cycle of an event record is not changed unless it is noe dis-
carded by the target system. Figure 4-9 shows the HIDS architecture.

The following are some of the advantages of HIDS:

® [t can detect a wide range of specific predetermined attack signatures, and based on the security
policy and the security decisions that flow from the implementation of that policy, it can be very
granulardy tuned.

= It can identify insider attacks.
® [t does not require dedicated hardware.

—— -—

Cf ILTPRURT J‘_-__'_-:)

KKK WALL

Ia dWETIH

-

annr

Figure 3-8 This shaows the HIDS architecture.
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The following are some of the disadvantages of HIDS:
= Maintenance of a host-based system is difficult, because the agents are widely distributed.
= The scope of HIDS is narrow, because it manages activities of only one particular host.

® It is costly to implement and requires a more complex setup.
Centralized Host-Based Architecture

In a centralized host-based system, data is sent to an analysis engine running on a machine other than the host.
The raw data is forwarded to the central location before it is examined.
The following i a list of activities that take place in a centralized HIDS architecture:

1. User actions, such as opening a file or launching a word processor, create an event. This event record is
written into a file that is usually protected by the operating system.

2 The host system forwards the file to the command console at predefined time intervals over a secure com-
munication link.

. The files are processed by the detection engine, which is configured to match patterns of misuse.

. Data records are parsed in their raw format.

. A log is created that acts as a data record for all the raw data under examination.

. Once a predefined pattern has been defined, an alert is generated and forwarded to the response system_
" The security officer is notified.

=] B o dw L

. The respanse system generates o response. This system matches alerts against predefined responses or
takes direction from the security officer executing the program. These responses may include actions such
as reconfiguring the router or firewall o stop traffic from a particular source. Automated responses are
alsa possible through many intrusion detection systems.

% The alert is stored in the relational database for future evaluation and correlation.
10. The raw data is stored in the raw data archive. This archive or record is rolled over periodically to reduce
disk space consumption.

11. Reports are generated based on the actions taken.
12. The events stored in the database help the forensic team analyze the incident and track the intruder.

The fullowing are some of the advantages of a centralized system:

= Haost performance does not deteriorate, as incident analysis is done centrally.

= It allows more significant heavy detection due to fewer performance concerns.

= The centralized engine is capable of accessing data from individual hosts, so multibost signatures are possible.
The following are some of the disadvantages of a centralized system:

= If the number of hist systems increases or the central detection engine shows down, real-time detection
and response is not possible.

= Centralized monitoring does not guarantee the flawless detection of anomalies in data packers.
Figure 4-10 shows a centralized host-based architecture.

Distributed Real-Time Host-Based Architecture

In a distributed real-time system, raw data is analyzed in real time on the target first, and only alerts are
forwarded to the command console. In this system, event records are rejected after the target resident engine
examines them.

The life cycle of an event record through this anchitecture is as follows:

l. User actions, such as opening a file or launching a word processor, create an event. This event record is
written inbw a file that is usually protected by the operating system.

2. The files are processed by the detection engine, which is configured to match patterns of misuse.
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Figure £-10  This shows a centralized hast-based architecture.

3. The range of detection is limited to a single host.

4. The security officer is notified directly through the host system.

5. The response system generates a response. This system matches alerts against predefined responses ar
takes the direction from the security officer executing the program. These responses may inclode actions

such as reconfiguring the router or firewall to stop traffic from a particular source. These responses may
e generated from the host or console, depending on the architecture.

. After detecting a predefined pattern, an alert is generated and forwarded to the central console.

. The alert is stored in a relational database for future evaluation and correlation.

The events stored in the database help the forensic team analyze the incident and track the intruder.
Based on the actions taken, reports are generated.

Figure 4-11 shows a distributed real-time host-hased D5,

One advantage of a distributed real-time HIDS is that all activities, such as data-packet anomaly detection,
alert generation, and responding to the event, are done in real time.

The following are some of the disadvantages of a distributed real-time HIDS:

® Performance of the host system on which the ID5 is placed deteriorates.
® Due to distributed hosts, there is no possibility of multihost signatures.

Operating a HIDS

The operation of a host-based IDS is usvally maintained by security systems, and network administra-
tars can take control over the systems. A HIDS usually operates with a small number of resources. There
are four operational modes in which a host-based 105 works: tip-off, surveillance, damape assessment,
and compliance.

Fo I

Tip-Off This mode is used to detect mission-critical misuse as it is happening. By observing patterns of behav-
ior im a system, it identifies suspicious activity and notifies the operator that misuse may be occurring in an area
where no suspicion had previously existed. This tip-off can be provided through real-time detection, periodic
{batch} detection, or routine data forensics.
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Figure 4-11  This shows a distributed real-time host based 105,

Surveillance This mode is similar to tip-off and checks for misuse that has already been identified or sus-
pected. In this mode, individuals are targeted and observed closely for patterns that may not surface during

normal operation.

Damage Assessment This mode is a process of identifying the extent of damage that has occurred on a
system after an incident. Information about the damage is stored in records that include information on areas of
compromise, oollateral damage, and residual effects such as time bombs intended to do additional damage. This
misde is useful if there is a small number of people available to manage the system.

Compliance This mode involves users confirming their compliance with security policies.

Host-Based Detection

This methied is used w detect threats related to neeworks.

Abuse-Of-Privileges Attack Scenarios This type of attack involves an unauthorized user gaining root
administrative privileges.

Critical Data Access and Modification Examples of this type of attack include accessing the critical data
that runs am a Web site, acquiring or madifying information stored in a database, and so0 on.

Changes in Security Configuration Proper security configuration can stop both internal and ex-
ternal users from misusing a computer system. Methods should be in place to keep unauthorized users
from modifying the system’s security configuration. A HIDS can detect attempts to modify the security
configuration.

Tools for Host-Based Detection
This section discusses tools related 1o host-based detection.

Tool: HostSentry This is a host-based detection and response tool that handles login anomaly detection
[LAD. LAD monitors login and legout operations on a system. This tool uses a database that stores wser login
behaviar details. This toal uses these details as well as signatures to detect unusual events.
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SCENATID.

Tool: KFSensor This host-based detection tool acts like a honeypat to attrace hackers and detect hacker activi-
ties by simulating vulnerable system services and Trojans. This sensor provides a complete signature database to
detect antacks, and this database should be updated regularly. Figure 4-12 shows the KFSensor main scenaric.
Tool: LIDS (Linux Intrusion Detection System) The LIDS ool is mainly used to protect Linux sys-
tems. L1DS provides the ability to control all access to files, processes, binaries, memory, raw devices, drives,
etc. The LIDS tool provides protection from superusers. This tool acts like a patch to improve security for
Linux systems.

Tool: SNARE (System iNtrusion Analysis and Report Environment) SMARE is an open-source host-
based intrusion detection tool designed for Lioux. This tool contains three main components:

1. Dymamic kernel andit module: This component covers critical system calls like mkdir, open, and execve.
This module collects information about users and processes that have executed the calls, and this informa-
tion is stored in a temporary buffer.

1. User space audit deemon: This component then reads the event data from the temporary buffer by using
the fprocfaudit device and converts this information from binary format to a text-based format.

3. Fromt-emd GUI: This component is used to display these events in a colorful manner and format the text
50 it is easy to read. It provides information related to event logs on a configuration screen.

Through the GUI, the user can configure the SMARE tool to monitor specific kernel events. Figure 4-13
shows the SMARE tool.

Tool: Tiger Tiger is a freeware Linux tool that is used as a security andit and intrusion detection system. This
tool is developed under the GNU Public License [(GPL). The tool is entirely written in shell cool, meaning that
this toal usually works on any UNITX platform.

Host-Based ID5 Versus Network-Based IDS
When comparing HIDS and WIDS, there are several points that should be taken into consideration:
s MIDE use information glin.ed from the entire network, while HIDS use information obtained from a
single host.
= Merwork-based intrusion detection systems detect risk based on transfer patterns and the essential orga-
nization of the network, while host-based intrusion detection systems detect threats in a fashion similar
to antivirus software that detects malware on an individual FC.
= MNIDE are bess adaptable than HIDS.
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Figure 4-13  This shows the SNARE tool.

HIDS require less training and are more financially efficient in the long run.

HIDS can do kocal-machine registry scans and also per:una] area network |FAMN| scans, which are not
possible using MIDS.

MNIDS are transparent to users.
Maintenance of HIDS is difficult because the agents are widely distributed.

Identifying the IDS Framework
The Hybrid 1DS Framewerk

Tool: Prelude D5

Prelude 105 is a free Internet product that helps all available security applications report to a unified system. To
achieve this, Prelude d.ep:r.u‘l: on the IBMEF [Intrusion Detection Message :Em:h:.n.ge Format} IETF standard

that enables different kinds of detectors to produce events using an excusive language.
The following are the major components of Prelude 115:

® Semsors: A sensor is a program that generates events when malicious activity is noted in the data stream.
Events are explained using the IDMEF standard, even though a binary version as a substitute of XML
af this standard is used for quick-processing reasons in Prelude execution. Prelude has a huge number of
sensors, which include Snort and Libsafe. Any sensor must be linked to one or multiple managers. This
can be designed using the Prelude system configuration file, or on an individual sensor basis through its
own configuration file, or through existing command-line options.

Managers: The Prelude manager is a readily available server that gathers data from distributed sensors
or other Prelude managers and maintains them in a database. The Prelude manager transfers the re-
ceived events to ather Prelude managers in order to provide effective actions for specific events. The data
transfer between a manager and its end users is encrypred using 55L.

Fromt ends: The front end provides a way to inguire about the Prelude database, o aggregate and filker
events, and to obtain relevant statistics about the present status of the inspected system.

Figure 4-14 is an illustration of how the Prelude components interact with each other

Relaying is a feature that allows the Prelude manager program to send received actions to other Prelude

MANAZET PIOErams.

Rewerse Relaying In some networks, it becomes tedious to acquire network permissions from a certain zone.
For instamce, a firewall may not permit DMZ machines to connect externally to the existing network. In such a
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case, the external Prelude manager program is designed to connect to another internal Prelude manager present
inside the DMZ network and to analyze the events derived from it.

Tool: Libsafe This freeware tool provides security against boffer overflow attacks. This tool is provided under
the GFL. Prelude support was integrated to generate alerts from Libsafe logs. This ool protects systems against
future attacks.

Understanding Distributed IDS
Distributed 1DS
Introduction and Advantages

Standalone 105 technodogy cannot offer protection to the global information infrassrocture due to the followe-
ing problems:

= Identifying single-intruder attacks is complex, because observations are conducted on a single site.

= Synchronized artacks involving multiple antackers require global scope for asessment.

® False detection and identification can be caused by normal deviations in system behavior and changes in
attack behaviar

Due to these difficuleies, there is a need for distributed 105 [d.'l &) A distributed 105 is made up af a number
of ID5 installed across networks that exchange information either one-to-one or using a central server. The
security officer and incident analyst can get a wider view of the network as a whole by distributing cooperative

nis across a network.

A distributed 105 provides efficient management to the organization of its incident analysis resources. It
centralizes its attack records and gives the analyst a quick view of new trends and patterns. The analyst can dis-
cover attack patterns and other artack issues that are unnoticed by having all of these attack records stored ina
single place. The dIDS system gives the analyst a Faster, easier, more capable method of recognizing coordinated
attacks across multiple network segments.

The following are some of the advantages of dID5:

» dIDS provides early identification of Internet attacks.

= It identifies modes of artacks occurring worldwide.

= [t can detect attack patterns over the entire commercial netwoark, with geographic locations separating
segments by time zones or even continents.

= [t is cost effective, as it reduces the number of network analysts needed.

® It reduces the amount of time required to collect information from the varioos [DS systems set up in a
large corporate network.

* A single analysis team can do the work of a large number of incident analysis teams spread across a
large geographical area.
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Figure 4-15  This shows components of a distributed 105,

Components of a Distributed IDS

The Central Analysis Server The central analysis server consists of the database and Web server. It keeps
a repository of attack data for future analysis. Analysts can check the current status of attacks targeting the
network with the help of a Web interface. The central analysis server alse permits analysts to perform pre-
programmed inguiries, such as artack aggregation or information gathering, to identify attack patterns, and o
perform elementary incident analysis, all from a Web interface.

The Cooperative Agent Metwork The cooperative agent network is an important component of a distrib-
uted 105, An agent is a part of the software that describes attack information to the central analysis server.

The security officer and incident analyst can get a wider view of their network as a whole by distributing
agents across a network. These agents are located on different network segments and in different geographi-
cal kecations,

Attack Aggregation Attack aggregation is part of a distributed 1DS system. It consists of programming logic
based on the central server. Aggregation is the method in which users can collect information gathered from
the agent network. One example of attack aggregation is collecting attacks from ome intruder [P together with
wther attacks from the same IP to correlate the attacked destination port, date, and time.

Figure 4-15 shows the various components of a distributed 105,

Protocol Intrusion Detection System (PIDS)

P35 focuses an monitoring and analyzing the protocols used on a computer system. A PIDS monitars the hehavior
and state of a protocol. It typically consists of a system or users (front end of a server|, monitoring and analyzing
the communication protocol between a connected device (a user PC or system) and the system that it protects.

The best place for deploying a PIDS would be at the front end of a ‘Web server that monitors the HTTP
[or HTTPS) protocol stream and would understand the HTTP protocol relative to the Web serverisystem it is
trying to protect.
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Figure 4-16 This shows the operation of NBA.

Network Behavior Analysis (NBA)

The PIDS checks netwark traffic to id:ntif}' threats that cause unusual traffic fow such as DDES attacks, mal-
ware functions, and policy violation systems. This system monitors the flow of data both internally and exter-
nally in an organization. WBA protects the network by implementing antithreat applications such as firewalls,

antivirus software, and spyware-detection programs.

It acts like a program to moniter the communication between the host and clients. MBA can monitor records
related to bandwidth and the protecols in use. These functions reduce the time and work involved in locating
and resolving problems.

The three important results of NBA are as follows:

1. Visihility: Explains how the network is being used
1. Protection: Protects neeworks from different threats and attacks
3. Compilignge: Controls network through auditing and enforcement

The operation of MBA is shown in Figure 4-16.
The problems related to network behavior analysis are as follows:

® The cost of maintenance is very high.
= Adding telecom!VolF services substantially complicates the monitoring and analysis processes.
* There is a lack of skilled help.

Unified Threat Management (UTM)

UTM offers a managed service for remaote systems. It performs content filtering, spam filtering, intrusion detec-
tiom, and antivirus functions usually handled by multiple systems. When a hacker tries to enter a network, the
firewall protects that network. If a virus tries to enter a system, its antivirus software handles the virus, All
these are handled by this unified threat management. All these are costly to administer and occupy more space.
UTM is a combination of firewalls, VPNs, antivirus software, and [D5.

The following are some of the advantages of UTM:

* Reduced conrplexity: As UTM is a mixture of all products, it simplifies product selection, product inte-
gration, and ongoing support.

® Ease of deployment: The products of UTM can be easily installed and maintained. All these products
can be accessed through remote systems.

® Flexibility: UTM is flexible, with large and centralized software-based firewalls.
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= Minimal operator interaction: UTM reduces the instances of trouble calls and improves security. It uses
a black-box approach o limit the damage related to network devices.

* Ease af tronbleshoating: When a boo fails o work, UTM swaps it out instead of troubleshooting it. This
can be done even by a nontechnical persom. This approach is much more useful for remote systems.

Deployment of ID5

Dieployment of an 1D5 depends on the existing requirements of the company and its infrastructure. In some
cases, both host- and network-based 105 are deployed together. The NIDS secures the traffic flowing o and
from the company, whereas the HIDS verifies user validity and acts as a second layer of security systems for
the organization. An ID5 can be placed mext to the internal firewalls or outside the main firewall in the host
network. It can also be placed within the demilitarized zone (DMZ).

Placement of IDS
MIDS
The WIDS is deployed once the information abowut the arganization’s network infrastructure is collected. The deployment
begins with the setting of security parameters and proceeds to the installing of a DMZ. and other netwaork devices.
HIDS
Oince the WIDS is deployed, the HIDS can be deployed. HIDS should be deployed on the important devices of
the DMZ.
Position of Sensors

ID% are installed after the placement of internal firewalls and reside within the DMZ and outside the
main firewall.

Identifying the Types of ID5 Signatures

Types of Signatures
A signature-based 105 monitors packets on the network and compares them with a database of signatures of

known malicious threats in a manner similar to most antivirus software. [D5 signatures are generally catego-
rized into the following types:

® Metwork signatures

* Host-hased signatures

* Compound signatures
Network Sfgnatures

Metwork-based 1D5 monitors TCFIP packets on a network. Metwork signatures analyze the patterns in two
forms: patterns within the packet content and patterns within the header information.

Encryption makes the packet content invisible; therefore, in network signatures it is efficient to use header
analysis. Metwork signatures detect both known and unknown attacks by using protocals such as DNS, FTT,
HTTF, and 5MTF

Packet Comntent Signatures Packet comtent is the useful data that is being communicated between two dif-
ferent machines. These signatures provide pattern matching within the packet content. Packet signatures provide
detection in detail because they are deterministic.

Packet Header Analysis Packet header analysis is alse known as traffic analysis and is very effective in
detecting suspicious activity without considering packet content. Due to encrypted packet content, packet content
signatures become difficult to analyze. The routing information for the packet is included within the packet
header, s it is possible to derive a large amount of information from packet header analysis.
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Host-Based Signaturas

For a host-based system, the most common detection mechanism is signature recognition. These signatures are
predefined patterns that are also termed rule-based systems.

‘When any action takes place in a host-based system—such as a file being vpened, text editor being launched,
ar system being boated—an event record is created. Sigmatures are basically the rules or patterns that define
a sequence of events and a set of transitions among those events.

Huist-based signatures constitute several types:

* Simgle-event signatures
= Multievent signatures
= Mulihost signatures
* Enterprise signatures

Single-Event Signatures A single-event signature targets a single event and looks only for the character-
istics that match. However, a single-event signature can become complicated if several fields contain certain
characteristics.

Multievent Signatures Multievent signatures comtain multiple events and a set of transitions between the
events. Very few signatures are multievent signatures. The best example to illustrate this is three failed logins.

Multihost Signatures Multihost signatures are the set of events that comes from multiple hosts indicating a
significant action. These are useful for detecting stealth attacks where the attacker attacks each host machine so
it will stay idle. The implementation and configuration of multihost signatures is difficult. They must be time-
sequenced from the target hosts, but the hosts” clocks may not be synchronized.

Enterprise Signatures Enterprise signatures are used to describe multievent signatures from any arrange-
ment of targets in that enterprise. In large environments, the possibility of multiple detection servers raising the
data aggregation problem is greater, due to which enterprise signatures become a special class of signatures. One
example of such a signature could ke the event recorded by the activity of 2 user who is browsing important files
across different divisions in different countries.

Compound 3ignatures
As the name implies, compound signatures are a combination of network- and host-based signatures. They
correlate multiple online sources such as a combination of network events and host-based events. Compound
signatures can read multiple data types into a single detection engine.

Advantages of compound signatures aver network- and host-based signatures include the following-

* These signatures give a pattern of activity that could be used in future detection, so they are more effec-
tive than network- or host-based signatures.
* Compound signatures give a stronger indication of meaningful artacks.

If an attack is from a remote host, host-based aleris do not pcr\m'id: information about the source of the
artack. Compound signatures combine the host-based alert with corresponding source information such
as source [P address, port, and host name.

Major Methods of Operation

An ID5 is used to determine a broad range of activity both deterministically and in a decision support context.
There are two types of [D5 detection methods:

1. Signature-based detection
1. Anomaly-based detection

Sfgnature-Based Detection

Signatures are basically the rules or patterns that define a sequence of events and a set of transitions among those
events. Signatures identify predefined patterns, so they become deterministic.

Copyright 2910 |:.|:ru:||-|_ ANl . o o, el L ek o e kg, [ ot ey s b st o e

e — [y T e—— p— P p——



Understanding |05 Tapks  4-2%

A signature detection mechanism i implemented according to the specific requirement of the system’s
environment. The following are the three major ways to implement signature detection:

1. Embedded

2. Programmable

3. Expert system

The following are some advantages of signatures:

® Signatures are easy to develop and understand if network behavior is known,
= Signature-based [1¥5 generate events, which trigger alerts.

® Modern signature detection systems perform pattern matching very quickly, reducing the amount of
power needed to perform these checks for a confined rule set.

The following are some disadvantages of signatures:

= In signature-based detection, only known attacks are detected. Therefore, a signature must be created
for every attack.

= Signature engines are based on regular expressions and string matching, so they generate alerts that are
false positives.

Anomaly-Based Detection

The anomaly-based detection technique is based on the theory of a baseline for network behavior. Network
administratars specify andior learn the description of accepted network behavior called the baseline.

This type of detection identifies intrusions by notifying operators of traffic that is different from normal
activity on the network or host. This type of detection has a nondeterministic nature, making it useful in
assisting a security officer with broad investigations.

Events in an anomaly detection engine are originated by behaviors that fall cutside the predefined model of
behavior. A baselining network engine can divide protocols at all layers. The engine can decode and process
every ohserved protocol in order to understand its goal and the payload.

The following are some of the advantages of anomaly-based detection:

= It can detect a new attack for which a signature does not exist.

= The detection engine is more scalable than the signature-based model, once a protcel is constrocted
and hehavior is defined, because a new signature does not have to be created for every attack.

The following are some of the disadvantages of anomaly-hased detection:

* In anomaly-based detection, it is difficult to define the rulles. Each protocol being examined must be de-
fimed, :imp|=r.|1=r.|bed.. and tested For FOCUTACY.

= Malicious activity that falls within normal usage patterns is not detected.

Understanding IDS Tools
IDS Tools
Snort

Swort is a cross-platborm network intrusion detection tool used o keep track of TCPIP networks, network:
traffic, and intruder attacks. It provides data to administrators so they can make informed decisions on the
proper course of action for suspicious activity. It is a real-time signature-based network intrusion detection
system that notifies an administrator of a potential intrusion attempt. Snort rules are updated frequently so
that it acts as a deterrent to newly found attacks. Snort launches WIDS sensors that perform packet sniffing
and logging functions.

Snort has the following functions:

= Performs content pattern matching
® Identifies attack ventures, buffer overflows, stealeh port scans, G attacks, and SMB pcm-bes
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® Sends alerts to syslog and Server Message Block (SMB)
* Observes traffic headed for nonexistent services
* Huns on any platform on which libpcap will run

Snurt contains three primary subsystems: the decoder, detection engine, and logging and alerting subsys-
tems that enable packet sniffing and filtering capabilities. The packet decoder engine is crganized around the
protocol-layer stack that is present in the supported data-link and TCPAP layers. Snoct is capable of providing
decoding for Ethernet, SLIF, and raw data-link protocols. Snort uses passive traps to protect the network.

Snort has the ability to detect more than 1,100 potential attack signatures.

Snort Rules Snort allows users to write their own rules. The collection of Snore rules must cover the following:

= Any violation of the security policy of the company that might be a threat to the security of the
company’s network and other valuable information

All the well-known and commaon attempts to exploit the vulnerabilities in the company’s netwoark

The conditions in which a user thinks that a network packet is unusual, i_e., the identity of the packet
is not authentic

BlackICE

Developed by Internet Security Systems, Black1CE secures a system by identifying artacks and stopping intrud-
ers from attacking the system. It is an effective tool in deterring attacks such as system scans, unauthorized
access, and cross-site scripting attacks. It can protect systems that use any kind of connection mechanism, such
as dial-up, cable, or DSL.

ElacklCE traces the incoming and cutgoing traffic, and detects the presence of valnerabilities. It halts and
reparts any suspected traffic that tries o access the system, using a dynamic firewall and intrusion detec-
tion system. BlackICE logs any suspicious activity for later analysis. It is a Windows-based PC and server
protection tool.

Figure 4-17 shows the Black1CE History tab.
The following are some of the features of BlackICE:

= Immediate blocking of illegitimate traffic that possibly has been sent by a hacker through e-mail, instant

mesaging, etc.

* Consists of an [D5 and firewall integrated to make detection of attacks more intensive and accurate
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Figure 4-17 This shows the Black|CE History tab.
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Figure 418 This shows the ElackI{E
Events tab. Figure 4-19  This shows the BlackICE Intruders tab.

i

* Identifies hidden threats in communications
* Has an alerting mechanism that immediately notifies the user about an identified threat

Figure 4-18 shows the BlackICE Events tab.
Figure 4-1% shows the BlackICE Intruders tab.

M-ICE

M-ICE [Modular Intrusion Detection and Countermeasure Environment) is designed for host-based 105, The
toal can aperate om other 105 if they work with the open-standard messaging format of IDMEF. M-1CE also
works as o countermeasure of IDS. [ts architecture is divided intn moduobes, which can be connected through
either a network or interprocess communication.

SecuradAvdit (previously known as AvditGUARD)

SecuredAudit controls and configures the auditing of a system. It also integrates easily with ather account and
access control products. It is a UNIX-based tool that provides a simple and easy-to-use interface from which all
system anditing can be controlbed.

EMERALD

EMERALD [Event Monitoring Enabling Responses to Anomalous Live Diisturbances) is designed for distrib-
wted enviromments; it identifies threar agents from external networks that attempe to access network resources.
It also provides a method of detecting attacks based on previcus attack signatures, thus preventing a large
number of attacks.

EMERALD works using mutually coordinating monitors and responsive units that enable security of domain
assets within the company’s network. It can overcome delays caused by differences in network topologies ad-
opted on the network. The ol analyzes and correlates attacks within all layers of the network.

The monitar analyzes every domain of the network. If misuse of network resources is detected, the monitor
nates this in the response units. The response units are shared with other monitors across the network o include
the detected attack in the list of detected signatures; thus, the monitors coerelate with others throughour the
company's network.

EMERALD employs an analysis technigue thar correlates all the network activity details created from the
group of monitoring domains. The monitors concentrate on attacks such as Internet worms and those that come
from a specific or a group of identified networks.

EMERALD works in two ways:

1. Dhetects misuse of resources

I Detects inconsistencies
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The following are some of the features of EMERALD:

® [t analyzes signatures and statistical outlining to enable localized and real-time security for the network
:I:I'ch.‘ibﬂ:tur! iﬂd mi: sErvices.

® The monitors present a sophisticated and organized design to associate the results of the tols distrib-
uted analysis across the nerwork.

® MBomitors are designed to associate various analyses and can incorparate various third-party 105 tools.
The monitor within EMERALD is composed of three units that perform computation:

1. Signature-hased engine
1. Statistical profiling engine

3. Resodver, which is a countermeasure

NIDES

NIDES (Mext Generation Intrusion Detection Expert System) monitors user activity on multiple target systems
linked through Ethernet. This tool processes on its vwn workstation and analyzes audit data acquired from
varipus interconnected systems that track abnormal behavior.

MIDES contains two types of analysis subsystems:

1. Brele-based signature analysis swbsystem: Employs expert rules o characterize known imbrusive activiey
represented in activity logs and raises alarms when the observed activity logs and the rule encoding match

1. Statistical profile-based anomaly-detection subsystem: Maintains historical profiles of user access and
triggers an alarm when observed activity varies from established patterns of usage for an individual

MIDES contains archives that store audit records. The toal allows a user to analyze results and alerts, and to
browse archives. It includes a system monitoring facility that displays information about the monitored system.
This toad permits the security officer to experiment with new statistical parameter settings or new rule-based
configurations. MIDES operates in both real-time and batch mode. In real-time mode, NIDES monitars user
activities comtinuously, and in batch mode it pecforms pericdic batch analysis of audit data. MIDES can monitor
numerous, possibly heterogeneous, machines. The monitored systems provide audit data to MIDES for analysis.
A process that runs on each monitored system converts audit data in the monitored system’s native aodit record
format to a generic audit formar. WIDES receives data from multiple monitored systems and merges the data
into a single audit record stream for analysis.

SecureHost

SecureHuost is a host-based intrusion detection system. Together with SecureHost Consale, this product is a
Weh-based management system for a Micresoft Windows 2000 server. SecureHost acts as a deterrent to at-
tack. It gives support to Windows 200N T and Solaris 8 platforms. It deploys intelligent agents to defend
against any intrusions. Agents react to incidents depending on the application security policy of an organiza-
tion. [t integrates with other SecureMet intrusion detection products, thus maximizing security. It monitors file
integrity in real time. Downtime of network components is reduced. Total cost of ownership is low, because
SecureHost detects intrusions by adopting a policy-based approach, contrary to conventional signature-
based detection.

GFl EventsManager

GF] EventsManager is an event-logging management tool that features event processing and filtering rules. It
acts as a host-based intrusion detection system that analyzes security events in real time. This tool can detect
intruders without the need for installing a network-based 105,

The following are same of the features of this tool:

* Mlonitors real-time events

= Detects events such as hardware failures and prevents network disasters with a warning
® Uses legal and regulatory compliances

Figure 4-20 shows the GFI EventshManager.
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Figure 4-20  This figure shows the use of the GFIl EventsManager tool, which

manitars, archives, snd processes reparts taken fram network-based devices such

as firewalls, intrusion detection systems, servers, workstations, printers, and so on.

Understanding the Strategies of Intrusion Prevention
Intrusion Prevention Systems (IPS)

An intrusion prevention system is any device that uses access controls to protect systems against misuse. Intru-
sion prevention is treated as an enhancement of intrusion detection. Primarily, an 175 must display the same
output, consistency, and latency characteristics of other network communications elements such as switches
and routers. Metwork engineers must design their networks o send traffic from one point to another with
precise latency and throughput necessities. Present business reliance on the network mandates that the IPS be
highly consistent with near-zero downtime. If an [PS unfavorably affects these network characteristics, it will
never be given a chance to display its security efficiency. Furthermore, these presentation characteristics should
nat be reliant on the number of sort-outs that are used or the type of traffic that is being transmitted through
the network.

Mlany organizations position intrusion prevention systems at the outer limits to increase accessible security
elements, but most of them position these systems on interior network segments to defend against attacks
from the inside. When multiple 1PSs are positioned internally, they efficiently provide regions of presence for
any attack that may initiate from mternal sources such as distant offices or VPR, These interior locations
have much more challenging pedformance and dependability prerequisites on the order of multigigabit per
second owtput.

An intrusion prevention system is the first step in the union of networking and security. In ather networking
and security products, this union is motivating a transfer in IP§ from general-usage to requirements-baile hard-
waare. An IP5 is not just an outer-limit defense element, but works as an invasive security element that is executed
at both interior and boundary network segments. To be efficient, an IPS must display unrestricted network:
performance and tremendous attack-plugging precision. An IP5 depicts a theoretical shift from conventional
security tools like firewalls and imtrusion detection systems that require widespread design, modification, and
manual pratection to an automated uEety 1c:]r.

Intrusion Prevention Strategies
Host-Based Memory and Process Protection

This strategy allows the IF system to monitor IP traffic and disable any processes that seem malicious, such as
a process that executes a buffer overflow.

Sassion Interception

Terminating a session by sending a reset (RST) packet can be done when a flexible response plug-in is
enabled. Snort can automatically terminate TCP sessions using this plug-in response. This feature is called

Swort smipping.
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Gateway Intrusion Detection
Snort uses a gateway 1D to block hostile traffic and, using SnortSam, it manipulates the access list of
blacked traffic.

1PS Deployment Risks

Risks should be considered while deploying an 175 and Snort in ane of the modes of 1P5. The following are some
of the risks related o IPS:

® Session interception and 105 identification

* Timing attacks to defeat IPS blocks

* Self-inflicted denial of service

= Blocking legitimate traffic

Sessfon Interception and IDS Identification

Snort terminates the TCP session with the help of an RST packet when it detects an artack. This packet may
allow the attacker to determine not only the type of IPS responsible for termination bat also the type of system
that is running the 1P software.

The PO (Passive 05 Fingerprinting) tool is used to identify the type of OS5 by analyzing the flow of packets.
This teol listens to packets on the network and determines what type of machine is sending the RST packet.
PO also allows an attacker to identify what type of 175 solution is running on the system.

Thming Attacks to Defeat [P5 Blocks

When there is any time gap between the [P5 detecting an attack and ordering a change in access comtral
lists of border devices, attackers wse the target to establish a backdoor connection to another system in
their control

Seff-Inflicted Denial of Service

Modifying the actual source address as a forged address is called spoofing. 1f this forged address is actually
needed by the network, it results in denial-of-service conditions. Spoofing the address of 2 NS server prevents
name resclution. Spoofing a mail gateway can stop the flow of e-mail.

Blocking Legftfimate Traffic

An IPS can end up blocking legitimate traffic if a legitimate packet is identified as an attack. If this legitimate
traffic is imcorrectly identified as an attack by the IPS and it blocks millions of inbound connections, then the
customers using that Internet service provider may lose a great deal of money. Some careful considerations
should be taken to avoid this kind of situation.

Flexible Response with Snort
The Flexible Response plug-in will allow Snort to act as a session interception [PS. This plug-in can be enabled

by building Snort using the following commands at the command-line interface:

JSeonfigure —enable-flexresp
make
make install

Once the Flexible Respanse plug-in is enabled, a user can include the options within a Snort rule; its format
is shown as follows:

resp o< resp_ keywords [, < resp_ keyword=. . . ]
Some of the rules related to response codes are shown in Table 4-1.
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rsi_rew Sands AST packet to tha recaar
lemp_nat Sands on ICMP_NET_UNREACHABLE message to the sendar

lemp_part Sands an |CMP_FORT_UMREACH ABLE massoge to the sendar

Table 4-1 Thesa are rulas rolated to Snort responsa codas

Understanding the Information Flow in IDS and IPS

Information Flow in 1D and IPS

The flow of information is similar in both 105 and IPS. There are eight different ways that information can
How, described in the following pages.
Raw-Packet Capture
Information flow starts from raw-packet capture in the 105 and IPS. This method is used not only for cap-
turing the packets but also to transfer data to the next component of the system. There are two modes of
data capturing.

I. Promiscwous mode: In this mode, packets are captured by a WIC at every point that interfaces with the

netveark media.

2. Mom-promiscwous mrode: In this mode, packets are captured by a NIC that is related to a particular MAC
address. This mode is best suited for host-based detection and prevention.

Metwork-based detection uses two MI1Cs, one for raw-packet capeure and the other to allow the host systems
to provide remite administration. Both the 1D5% and IP5 should save these captured raw packets so that they can
be processed and analyzed for future use.

Fiftering

Filtering is a process of controlling which packets are captured. Filtering can be done in many ways. Network
interface cards act as filters that filter incoming packets. Another method of filtering the data packets is by using
packet filters that capture packets that are configured. For example, libpeap offers packet filtering with the help
of a bpf interpreter where it decides what packet should be sent to an application. In most operating systems,
filtering is done in kernel space with the help of the bpf interpreter, but in other systems like Solaris, filtering

is done in the user space, which is less efficient.

Packet Decoding

A decoder is used 1o define packet structures that are collected through promiscuous monitoring. Decoding is
used to determine whether the packet is IPv4 or [Pvh. Some [D5 such as Snort use packet decoding that allows
the checksum to determine whether the packet header coincides with the checksum value in the header itself.

This checksum calculation is done for all combinations of protocols.
Storage
Once the packet is decoded, it should be stored either by saving its data to a file or by placing it in a

data structure.
The INSIPS structure should have the ability to do the following:

* Feed information about intrusions and vulnerabilities to a centralized database for analysis and long-
term storage

= Use distributed database capabilities with the ahility to feed data from one area to another
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® Feed “up” to the centralized database from distributed databases
® Feed “down™ from archival storage at the centralized database to enable analysis

The centralized database should ke written in a standardized format to allow other applications o query it
and to allow users to back up the contents.

The disadvantage of writing intrusion detection data to a structured database file is thar the 1DS sorts
huge amounts of data, which can cause disk space management challenges that can be alleviated by using a
data structure.

Fragment Reassembiy

After storing the data, packet reassembly should be performed. This can generally be done with standard database
query language.

Stream Assembly

The stream assembly method is a more complicated storage mechanism, as it has to handl: many more variables.

Stateful Inspection of TCP Session

Stateful inspection of netwaork traffic is used to analyze the importance of packets that traverse the network.
Buth ID% and 175 have a problem dealing with packets that appear to be a part of the session; an attacker can
floed an entire network with packets, rendering the presence of the 105 and IP5S useless. Current 105 and IP5
perform these stateful inspections of netwoark traffic. These systems use tables that contain data related to ses-
sions and compare each packet with these tables. 1f the packet is not available in the table, then that packet
will be deleted from the table. Stateful inspection helps the 105 and IPS perform signature matching on the
contents of the session. Stateful analysis enables the 105 and 1P to identify scans in which O8 fingerprinting

is attempted.
Firewalling

The main purpose of firewalling is to protect the 105 and IPS from outside attacks such as worms, viruses,
Trojan horses, and so on. Attackers can launch attacks that can disable the IDS and 1PS. Most DS and IPS do

not have built-in firewalls, as firewalls limit the performance of the system.

Understanding IPS Tools
IPS Tools
Sentivist

Sentivist provides protection for systems in real time. 1t supports central management of distributed environ-
ments in both small-scale and large-scale enterprises. Sentivist is an intrusion prevention system that protects
against known and unknown attacks. It contains features such as confidence indexing and customizable
signatures.

Dresigned to provide instant and secure blocking of superfluous network traffic, Sentivist network- and
application-layer deterrence can be configured to prevent not only distributed DoS attacks, lopholes, and
hybrid threats, but command corruption and multiple buffer overflows in real time.

Confidence indexing permits security professionals o assgn a confidence level of prevention for selected traffic—
and additional features to create powerful core facilities that allow legitimate information to get through—uwhile
malicious attacks on the system get stopped. Sentivist is also flexible: it can run either as a customary [0S ar as
an aligned [P5 solution. Figure 4-21 shows Sentivist.

StoneGate IP5

StoneCate [P5 provides intrusion detection and evaluation for dynamic response. It has sensors for detection
in gigahit setups and analyzer|s) for event association, which are under the unified management of StoneGate.
Easy accessibility is achieved with the Firewall and StoneGate Multi-Link ¥YPM. It allows the administrator
to concentrate on security incidents and selects an appropriate response for each event. The StoneGate IP5
presents a view that monitors a network segment. The information is crucial for both preventing incidents and
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Figure 4-21 This shows the Sentivist tool.

recuperating, from an incident. The software uses fingerprints, protocol evaluation and irregularity detection,
and port monitoring.

McAfee Intercept

MecAfee Intercept safeguards servers and desktops from the complete range of well-known and unfamiliar anacks.
McAfee is a host intrusion prevention solution integrating signatures with behavioral regulations. McAfee primarily
decreases the importance of patch operation, reduces expenses pertaining to security, and guards vital resources.

McAfee Agents, set up on host servers, block system calls from reaching the operating system, coordinating
the calls compliant with behavioral policy and attack signatures, and interrupting those that cause malevolent
actions. Automated Agents receive code reviews and new attack signatures from the Intercept organization
system. Behavioral rules imterrupt new threats by implementing appropriate operating system and function
behavior. Signatures prevent attacks and provide accurate images of events, giving administrators absolute
knowledge of the threats they encounter.

Buffer overflow abuse deterrence is a McAfee technology that prevents code implementation resulting from baf-
fer overflow attacks, one of the most familiar methods of antacking servers and desktops. The McAfee Intercept
policy database comtains a set of completely configured default models for quick product operation. It includes
potent customization features to alter guidelines as needed, almost completely remorving false positives.

Attackers may access a network through an account that is not privileged and then gain basic privileges.
MeAfee Intercept prevents these abuses. It requires no modifications to the operating system. McAfee Intercept
utilizes both signatures and behavioral rules to prevent known and unknown attacks such as buffer averflows
and privilege escalation.

IDS Versus IPS

The subject of 1D5 versus IPS is evolving into a war inside the technical security area. DS and IP5 are two
separate technologies that can complement each other. There are many differences between them. The major
differences are listed in Table 4-2.

It cannet parse encrypted trafiic It Is batter ot dafending applications
It becomss reacthve by providing alerts It hacomes proactie by providing blocking

Table 4-2 Thess are the major differences batweoon IDS and IFS
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Chapter Summary

Review

An intrusion detection system can be defined as a tool or method used to monitor all inbound and
outhound host or netwark activity by identifying suspicious patterns.
The main goal of an 1D5 is to identify abnormal network behavior or misuse of resources.

105 are classified into four main categories: network-based 105 |NID5), host-based 105 (HIDS), distrib-

wted 105 {AI135), and pratocel 105 (PIDSL

A network-hased intrusion detection system detects risk bassd on transfer patterns within the essential
organization of the network.

In a host-based system, the 105 examines activity on an individual computer or host.

A distributed IDS is made up of a number of 105 installed across networks that exchange information
either one-to-one or using a central server.

FIDS focuses on monitoring and analyzing the protocols used on a computer system.

An intrusion prevention system is any device that uses access contrals to pratect systems against misuse.

Questions
Define an 105,

. List the characteristics of an 1D5.

. What is the difference between MIDS and HIDS?

. What is reverse relaying?

. List different ty pes of host-based signatures.
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6. What is signature-based detection?

7. What is an IP5?

B, What is session interception?

% What is meant by packet decoding?

10. List the differences between IDNS and IPS.
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Hands-On Projects

1. Use the KFSensor tool to monitor attacks on every TCP and UDP port and also to
monitor visitors.
® Mavigate to Chapter 4 of the Student Resource Center.
# Install and launch the KFSensor program (Figure 4-12).
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Figure 4-22 Launch the KFSensar pragram.
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® Choose View and then Port.

» Click UDP to view the list of events on the UDP ports.

® Double-click any event.

® The details of that event will be displayed. Click Expand (Figure 4-23).

(Egd)

mewe 1 g 11 s

Cagyrighi © by EE-Eamncll
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Figure 4-33  Click Expand.
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Click Deetails.
Click Create Visitor Rule on the bottom righst.
Enter the required information [Figure 4-24) and click O.

Add ¥ittar Hule
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Figure 4-24 Fill in the information for the
news visitor rule.
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® To monitar the visitors, choose View and then Visitors, which resalts in the screen in
Figure 4-25.
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Figure 4-25 Monitor the visitors.
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® Double-click any event. The window in Figure 4-26 will be displayed.
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Figure 8-36 Look at an event.
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» Click the Details tab and click Create Visitor Rule to create the visitor rule (Figure 4-27).
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Figure 4-37 Olick Creats 'U'ulh:lr Rule.
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442 Chaptard
8 Check the Sigmature and Data tabs.

® To edit the signature, choose Signatures and then Edit Signatures. The following list of
signatures in Figure 4-28 will be displayed.
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Figure 4-2B Look at the list of signatures.

B Toadda signature, click add.
® Add your own signature in the box [Figure 4-19) and click OK.
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Figure 4-28  Add your own signature.
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Check the different settings and alerts.

To check the DoS attack settings, choose Settings and then N5 Attack Settings, which
will display the window in Figure 4-30.
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Figure 4-20 Cheds the D05 attack settings.

Tocheck the server settings, choose Settings and then Server Settings, which will bring up
the window in Figure 4-31.

To add external events, click Add, type the name of the alert, and click OK.
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Figure 4-31 Check the server settings.
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2. Use Attacker to provide a list of ports to listen on and the program will notify you when
a connection o data arrives at the port or parts.

Mavigate to Chapter 4 of the Student Resource Center.

Launch the Artacker program [Figure 4-32).
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Figure 4-32 Launch the Attacker program.
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Click Start to execute the application.
Click Exit to stop the application execution.
Click Clear to clear the running application.

Click Ports to view the details of ports and port numbers. By default, UDP port numbers
will be shown [Figure 4-33).
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Figure 4-32  View UDP port details.

Click TCP to view the details of the TCP ports (Figure 4-34).
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Figure 4-34 ‘View TCP port details.
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Tor add or remove a part number, type the port number in the text boox shown in Figure 4-35.
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Figure 4-35 Type a port number to add or remove the port number.
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3. Use SMARE for Windows for interacting with the underlying Windows Event Log subsystem
to facilitate the remote, real-time transfer of event IDE information.
= Mavigate to Chapter 4 of the Student Resource Center.
= Install and launch the SMARE 105 Toal program.

» Click Start, select All Programs, open the InterSect Alliance folder, and select Restore
HRemate Access to Snare for Windows to enable remote access to SNARE for Windows
{Figure 4-36).
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Figure 4-36 Enable remote aooess to SMARE for Windows.
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You will see the window in Figure 4-37,
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Figure 4-37  This wind aw shows SNARE for Windows starting.
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Adfter the operation to enable remote access to SNARE for Windows is complete, open
Internet Explorer and type httpuflocalhost6161 feventlog.

The local system’s event log information is displayed.
Click the Metwork Configuration hyperlink.
SMARE network configuration default values are displayed [Figure 4-38).
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Figure 4-38  Loak at the network configuration defawht values.
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® Click the Remoate Control Configaration hyperlink.
® The SNARE remote control configuration default walues are displayed (Figure 4-3%).
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Figure 4-29 Look at the remote control configuration defaulht values.

# Click the Local Users hyperlink.
® Local user information is displayed (Figure 4-40).
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Figure 4-40 Look at local wser information.
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» Click Start, select All Programs, select the InterSect Alliance folder, and select Disable
HRemate Access to Snare for Windows to disable remaote access to SNARE for Windows

(Figure 4-41).
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Figure 4-41 Dizable remote acosss to SMARE for Windows.
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4. Use the BLADE Firewall Informer application to test the configuration and performance of

any firewall or other packet-filtering device.

® Mavigate to Chapter 4 of the Student Resource Center.
® Install and launch the BLADE Firewall Informer program |Figure 4-42).
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Figure 4-42 Launch ELADE Firewall Informer.
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® Click Settings and select Metwork Settings.
= Check the various network settings values.
» Click Settings and select Settings And Preferences (Figure 4-43).
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Figure 4-43  Select Settings And Preferences.
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# Check the highlighted netwoark settings and preferences (Figure 4-44).
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Figure 4-4 Checdk the network settings and preferences.

® Click Content and select URL Content Checking (Figure 4-45).
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Figure 4-45 Select URL Content Chedking.
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= Type the URL in the User Specified URL field and click Run [Figure 4-46).
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Figure 4-46 Type a UAL and click Run.

® Click Scanning and select Protocol Scanning to perform scanning (Figure 4-47).
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Figure 4-47  Select Protocol Scanning to perform scanning.
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u Click the Add icon to add a new check to the protocal scan list |Figure 4-48).
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Figure 4-48 Click the Add icon.

® In the Adding a new check dialog box, enter the values for the required fields such as
Source IP Address, Protocol, Destination IF Address, Source Port, and Expected Result,
and then click Add (Figure 4-49).
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Figure 4-49  Enter the values for the required fields and click Sdd.
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# Click the Open folder icon to open a protocal scan list.
® Select the protocol scan list to be opened from the Open a protocal scan file dialog box
{Figure 4- 5.
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Figure 4-50  Select the protocol scan list to open.

® The specified protecol scan file information is displayed.
® Click Bun to run protocol scanning (Figure 4-51).
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Figure 4-51  Click Run to run protocol scanning.
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® To save the protocol scanning resules, click the Save icon (Figure 4-52).
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Figure 4-52 Click the Sawe icon to save the stanning results.

® Type the filename to save to in the Save the protocol scan list to a file dialog box, and then
click Save (Figure 4-53).
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Figure 4-53 Enter a filename and dlick Sawe.
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Chapter

Troubleshooting Networks

Objectives
After completing this chapter. you should be able to:

Understand basic troubleshooting strategles
Troubleshoaot network devices

React appropriately when networks slow down
Troubleshoaot wireless devices

Troubleshoot network communication

use load balancing to reduce network traffic
Troubleshoot network adapters

Owercome connectlvity problems

Use TCRIP troubleshooting wtilities

Use hardware troubleshooting tools

Key Terms

Hop each transit a packet takes as it travels from one router or gateway to another to its
final destination

Loopback addrass  the IF address 127.0.0.1, corresponding to the originating device

Introduction to Troubleshooting Networks

Troubleshooting is the process of identifying the symptoms and causes of a problem. When network
devices behave abnormally and produce unexpected results, an error message is often displayed that
helps administrators locate the problem. This includes both hardware and software problems. The
first things to ask when a problem appears are:

* Has the system been reconfigured recently?

* Were any new hardware or software components installed?

®* [s the problem new or has it existed for some time?
L1
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5.2 Chaptar 5

This chapter explains how to troubleshoot networks for various problems, induding device malfunctions
i.l'l.d. ﬂ.ﬂh‘ilﬂrh ‘Im‘dm"ﬂ_

Troubleshooting Strategies
When deciding what troubleshooting strategy to use, ask the following questions abouot the changes in
network activity:
® s the change expected or unexpected?
= Has this type of event ever occurred before?
= [Is the change affecting many devices or network paths?
= Dhoes the change interfere with vital network operations?
= Dhoes the change involve a device or netwark path for which there is already a backop soluticn
in place?
Recognizing Symptoms
To sobve a problem, the first task is to identify and interpret the symptoms. Some are easy to identify, while
athers can prove to be very complex. Some applications can detect the problem before the user can identify it.
Administrators can identi F\- some errors, but not all of them.
The following are some commeaon errors:
® A routing error message is displayed after sending e-mail to another site.
= A printer is not accessible.
* A remote server is not available or not connected.
® Users are not able to log on to the remate server.
The system halts when connectivity to telnet s requested.

An abnormally long amount of time is needed to copy files over the network.
Analyzing Symptoms
When analyzing the symptoms of o problem, ask these questions:

* On what subnerwork is the user located?

* How is the network acting abnormally?

® Are users reparting network logon failures?

= Are the problems intermittent or constant?

* Are many users reporting network slowdown?

® [Is a particular nerwork application operating slowly?

Understanding the Problem

The main goal of any network is the simple and reliable sharing of data. The most common netwoark error is that
data is not delivered to the desired destination. The most common causes of failed delivery of data are:

® The connection to the netwoark is broken.
* An intermediate device is malfunctioning and cannot send or receive some or all of the data.

There are some operating systems and software that can send a message or report that a connection is broken.
Somse reasons that a device may be working incorrectly are:

* Inpalid service: The device is not configured for the service that it is supposed to provide.

® Restricted access: The devices are unable to connect with the server or there are some restrictions
in place.

® Incorrect configenation: A device is impropery configured. This could involve an incorrect [P address,
broadcast address, gateway, or subnet mask.
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Troubkshoating Strategies 5.2

System Monitoring Tools

With the help of system utilities, overall performance and single performance execution characteristics can be
calculated. These tools inclode:

* Hardware inventory and usage commands
* System usage commands

Network Monitor

Metwaork Monitor is a tool that is used to monitor and capture network traffic. This teol can prove very useful
when troubleshooting network problems and is capable of monitoring specific network events.
To install Metwork Monitor on Windows, follow these steps:

. Click the Start button and then Control Pamel.

. Open Add/Remove Frograms.

. Click Add/Remove Windows Components.

Open Management and Monitoring Toaols and then dick Details.
Select the Network Monitor Tools and then click the OK button.
. Click the Next button.

Performance Monitor

A performance monitor is 2 software tool that monitors the state of services, processes, and resources on a
system. It can help o do the following:

= Detect network bottlenscks

= Identify server performance problems

= Create a baseline when activity is low

= Understand the effect of workload on resources

Protocol Analyzers

A protocel analyzer or network analyzer is software that checks and displays the packets that are being trans-
mitted over a network. This tool can examine the packets from protocols that operate in the physical, data-link,
network, and transport layers of the OS5I model. It can also use hardware components to gather and analyze

network information.
The protocal analysis process first captures packets and decodes them in memory. The analyzer then displays
the source and destination of the packet along with the data.
Testing the Cause of the Problem
Oince the cause is detected, the problem can be solved. First, the cause must be confirmed, using these rules:
= If the problem cannot be reproduced, there probably is not a problem.

= If the problem is intermittent and replication is not possible, configure the network management soft-
ware to catch the event in progress.

Some network management toals can provide sufficient information about the problem and its location.

Solving the Problem
Salutions can invelve the following:
= Upgrading software and hardware
= Balancing the network through load analysis:
* Determine which users communicate with which servers.
* Analyze the amount of traffic in different segments.
= Redistribute the traffic so that each segment has a similar load.
= Adding new segments to the LAN
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5.4 Chaptar 5

* Heplacing faulty equipment
* Hestoring backup device configurations

Troubleshooting Network Devices

Windows PC Network Interface Card

The following are some strategies for troubleshooting 2 Windows PC network interface card:

The cable connector and the cable should be checked first. The cable length should be 343 feet or bess,
and it should contain an RJ-45 cable connector.

Check that the cables are properly plugged into the correct MIC jack.

Check whether the link lights on the NIC are on.

Check the link lights on the router.

Make sure the user 11 and password are entered correctly.

Mlake sure the 15F service is still valid.

Check for error messages in the Event ¥iewer. Go to the Windows Control Panel, click Administrative
Toals, and finally click Computer Management or Event Viewer.

Fing 127.0.0.1 to check whether the TCFIP functionality is working correctly or not.
Run ipoonfig frelease and ipeonfig frenew on the command line.
Uninstall and replace the drivers using the Windows Device Manager. Click on the plus (+) sign on the

netwaork interface card. Select Uninstall driver on the pop-up menu. Then reboot the system. After
rebooting, Windows will antomatically install the drivers.

Troublesheooting Cisco Aironet Bridge or BR 350 (Bridge)

Troubleshooting Bridge Hardware
To troubleshoot hardware problems in Cisco Aironet Bridge or BR 350 (Bridge), follow these steps:
1. Chedk the middle LED light, labeled “status,” on the bridge-
* Ifit is flashing, the bridges are not lecked on to each other.

* If it is salid green, the two bridges have detected each other and an RF link has been established
between them.

1. The bottom LED is labeled *Etherner.” A red light signals that a link has not been established over the
wired side of the bridge.

3. I the problem continues, reset the bridge to the defaul settings and then configure the bridge appropriately.

Troubleshooting RF
RF troubleshooting should be done when bridges do not associate with each other. Check the following:
Make sure there is a visual and radio line of sight between the root and nonroot bridge. Raise the

antenna height if necessary.
® The antenna should be placed and aligned properly.
* There are two kinds of antennas:
* Omnidirectional antennas provide 360-degree coverage.

= Directional antennas have a more limited range of coverage.

® The coverage area width goes down when the antenna gain goes up.

The antenna support structure should be salid.
® The antenna should be aligned in the right direction for proper connectivin.
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Figure 5-1 This is a typical network using a repeater.

Diagnosing Repeater Issues

Figure 5-1 is a diagram of a typical repeater setup. When all hosts on side A can communicate with one another,
and all hosts on side B can communicate with one another, but no hosts on side A can communicate with hosts
om side B, there is a repeater subsystem failure.

Diagnosing Gateway Issues

If there are problems with the gateway, the administrator should first determine if the system is st up to com-
municate with the desired node by using the following command:

metstat -r
To obtain routing statistics, the administrator can use:

metstat -rs

Troubleshooting Hubs and Switches
Maost connectivity problems come from hubs and switches. When troubleshoating hubs or switches, follow these
guidelines:
= Make sure it is plugged in and the power light is on.
® Check that link lights are lit solid on the connected devices.
= If the port light is blinking, then reconnect the cable or change the ports.
® Check the cable. If it is damaged, replace it.
= Reset the speed of the network adapter card to 10 Mbps.
® Check the network settings of the computer that cannot connect.
* Remowe the hub or switch, connect two computers with a cromover cable, and check whether data is
passing between the two computers.
® Check the support page on the vendor’s Web site to see whether there are software or
firmware upgrades.

Troubleshooting One-Way Cable Modems

If connection to the Internet is not possible wsing a one-way cable modem (where the cable modem and
netwiork aﬂlp‘bcr are one unit], first check to make sure that there is no cable aurage in the area. Then, follow
these steps:

1. The computers IP address may be set using DHCP. If the cable modem is unable to provide an 1P address

to the computer, the computer may not be able to connect to the network. Running ipoonfigdfall on the
computer will show the computers IF address. Also, check the cable modem’s configuration to make sure
DHCT is active and functioning correctly.
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5.6 Chaptar 5

1. Binding TCFIP to other devices can cause problems if the devices are sensitive to the order in which they
are accessed. For example, if TCFIP is hound to a network adapter that is used on a LAM, the network
adapter may be listed as the default device. To determine if this is the case, follow these steps:
= Open the Windows Control Panel and then open Metwork.

# In the list of installed network components, double-click each device to which TCPT is bound and
write down the device’s TCWIP properties.
* Hemove any extra devices to which TCPITP is bound by clicking the device in the list of installed net-
waork companents and then clicking Remove.
+ Oince all extra devices are removed, click OK and then restart the computer.
3. 1f the computer will not connect to the Internet at all, contact the cable company’s ISP support group to

verify that the proxy server address, Domain Mame Service (DN5) address, line-in frequency, and line-out
phone number are correct.

4. If the computer is having performance problems while connected to the Internet, contact the cable com-
pany’s ISP support group to verify that the connection parameters are in an acceptable range. Some cable
muxdems include a utility that automatically obtains the correct cable connection parameters.

Troubleshooting a USB Davice
Universal Serial Bus (USE) devices are plug and play. Issues with USE devices can be attributed to the following:
= Malfunctioning or incorrectly configured hardware
= Improper cabling
= Improperly configured roat hub
* Out-of-date firmware or BIOS

* Mlissing device driver

Maffunctioning or Incorrectly Configured Hardware

The user should first check the USE port to determine if it is in good condition and the device is not malfunction-
ing or incorrectly configured. Sometimes, faulty equipment may cawse the computer to hale, and the computer
will have to be restarted to reset the bus.

The user should then check the Device Manager to determine whether the roat hub is working correcthy. If
there is an exclamation point within a yellow circle next to the root huh, the user should check thae the BIOS is
assigning an interrupt request (TR} to the root USE contraller.

Improper Cabltng

There are two types of USE cable: high speed and low speed. The difference between low speed and high speed
is the shielding. If a low-speed cable is plugged into a high-speed device, there can be signal distortion. Check
the power of the hub.

Improperly Configured Root Hub

USE controllers require an [TRC) to be assigned from the BIOS. The default assignment is [RC) 9.

Qut-0f-Date Hrmware or BIOS

The firmware of USB devices contains information about the devices. The port is reset when the descriptors in
the firmware are loaded and verified by the root hub. When a USE device is removed and reinserted, the device
will load itself as a second instance of that device.

Device Driver Missing

Whenever a USE device is plugged into the computer, the computer automatically loads the device driver. 1f the
device driver is mot there, the computer prompts for the device driver. The device driver typically comes with
the device, or it can be found on the manufacturer’s Web site.
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Troubleshooting IEEE 1394 Bus Devices

IEEE 1394 devices are generally reliable, but there can be problems when there are changes to the system. A user
should try these suggestions when troubleshooting IEEE 1394 bus devices:

= Some manufacturers provide IEEE 13%4 controllers that are built into the motherboard, while others
offer them as an additional component.

* Sopmetimes it is necessary to run the sstup program before plugging the device into the computer.

® Try using the IEEE 1394 device in another computer. If the same problem arises, then the device
is malfunctioning,

= Use the manufacturer's suggested length and type of cable.
= IEEE 1394 devices cannot be connected to two computers simultaneowsly.

= A data flow interruption can be caused when a bus is reset after a device is artached or removed.

Troubleshooting Network Slowdowns

NetBIOS Conflicts

MetBIOS contains processes to catch and manage conflicts. The result of mismanaged conflicts is inaccessible file
shares and increased network congestion. Strange behavior will cocur when two systems are given the same name
writh the same domain. The user should search the system™s LMHOSTS file for inaccurate or outdated entries.

IP Conflicts

Windows has a feature that attempes to prevent two devices from sharing the same 1P address on the same net-
work. 5till, there are some situations when two systems with the same address wind up on the network. This
may oocur when one systemn gets the address automatically and the other system is using a static address. As a
result, network slowdowns occur. To troubleshoot an 1P address conflict, there should not be any rogue servers
om the network. The user should check to make sure there are no duplicate entries or overlapping ranges in the
DHCF configuration. The DHCP pools should not contain systems that are asigned a static [P address.

Bad NICs

When there is a failure in a network adapter, the user should firse check the card’s LED link light.
= Solid green |or amber) signals that the WIC has an active physical connection to the network devices.
= A blinking LED indicates that the MN1C has an active connection and that traffic is being processed.
= 1f the LED is not lit, the netwark adapdﬂ' i disabled or there is no active connection.

DMS Errors

If there is an error when configuring the DNS, there will be network failures. With a DNS error in the
network, it is difficult to find the service locator records that allow Windows systems to communicate with
Active Directory. The DNS server should be placed close to network systems. IINS services can also be added
to existing servers.

Insufficient Bandwidth

‘When there is a slowdown in the network, there are many options that exist to increase the bandwidth. Some
organizations require dedicated connections. The network can be upgraded to increase its speed; for in-
stance, a network built with 10-Mbps equipment can be upgraded with 100-Mbps equipment or even 1-Ghps
oquipment.

Excessive Network-Based Applications

Metworks can be overcrowded with network-based applications. For instance, if a hospital is managed with
‘Web-based patient and practice applications, all terminals are logged on to the program during office hours.
These activities place a huge burden on the network. To reduce this, policies should be implemented and
hardware-based Web filtering toals should be used to restrict applications that consume a lor of bandwideh.
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Daisy-Chaining

To increase the number of terminals available, administratars typically add more switches. As a resalt, packets
have to travel farther before reaching their destination, which complicates the network.

Spyware Infestation

Despite the development of antispyware toals, spyware infestations still occur. Strong user policies and gateway-
based protection should be implemented.

Troubleshooting Wireless Devices

Checking the LED Indicators

The LED indicators on a wireless access points |YWAPs) are used to guickly assess the device’s status and deter-
mine whether it is working properly. LED indicator signals on WAPs have different meanings; these are shown
in Table 5-1.

Ethernat | cator Maanin

Table 5-1 Thasa are the differant LED Indicators and thair maanings
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Checking Basic Settings
If wireless devices cannot communicaie with one another, the administrator should check the EDJ|M|.'i:|15
settings firse:

= 551D

= WEP keys

®* SpCurity settings

S5ID

All wireless clients must use the same service set identifier (3511} when communicating with the wireless
access point. If the 5510 of the client does not match the 5510 of the wireless access point, the client will not
get associated.

WEP Keys

The Wired Equivalent Privacy | WEP) key is used to authenticate clients with the WAT. The administrator should
check to make sure the correct WEF key is entered on client devices.

Security Settings

The security options in wireless clients should bhe the same as the wireless device. Examples of security
options include:

= FExtensible Authentication Protocol (EAP)

= Light Extensible Authentication Protoool (LEAF)
= MAC address authentication

® Message Integrity Check [MIC)

& Wired Eq.liv:lrm: Privacy {WEP)

= Wi-Fi Pratected Access (WPA)

Device Manager

‘When a non-plug-and-play device is installed, is resowrce settings must be manually configured. To configure
these devices, a user should follow these steps:

1. Orpen the Windows Control Panel, click Pecformance and Maintenance, and finally click System.

2. O the Hardware tab, dick Device Manager. Double-click the type of device to be changed.

1. Double-click the specific device. If the device has resource settings that can be changed, the Resources
tab is visible,

4. Click the Resources tab, and then uncheck the Use automatic settings check box. This check box might

be unavailable if the device is not plug and play.

In the Setting based on area, click the hardware configuration to be changed.

In the Resource settings hox, click the resource type to he changed in the Resource type column.

M oE o

Click Change setting, and then type a new value for the resource type.

Troubleshooting Network Communications

Metwork communication problems are wsually related to network adapter misconfiguration, network device
failure, or improper cabling. To isclate 2 problem, the administrator shoold check for the same problem in an-
wither Cimputer on the network. If the pmH:m cannot be r:p|'|c:tﬂl on the second coamputer, then the pcr\nuem
i with the ariginal computer and not with the network.
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Using Ping and Tracerouts

To test the connectivity of the network, the ping command can be used. Ping sends an KCMP echo packet that
requests the corresponding FCMP echo reply response from the target address. Most servers will reply o the
ping request_ A lack of response from a server could be due to any of the following:

* The server with that 1P address does not exist.

® The server is configured to ignore ping requests.

® There is incorrect routing between the server and the client.

* The source or destination device has an incorrect [P address or subnet mask.
A firewall or router in the network path is blecking the ICMP traffic.
Varfations in the Ping Utility

ping =ip address/names -t

This command will continuously ping the address or name until interrupted by Ctd+C. This is used for
manitoring the device for a long period of time.

ping -A =ip address.

The -A option before the IF address will display the address's DNS name.

ping 127.0.0.1

This command will test the originating device or workstation. The 1P address 1270001 is also called the

looprback address.

The tracert command displays a report of each router or gateway that the packet passes through on the way
to the host, known as a bop. By defaule, tracert is limited to 30 hops, though the user can alter this using the -h
switch. This tool traces the route between the client and the host. A user can type tracert =ip address» at the
command prompt, where <ip address» is the 1P address of the target computer. The following is the format of
the response to the command:

Tracing route to <IPF address> over a maximum of 30 hops:
1 <10 m= <10 m= <10 ms <Add Abd FFE FF¥-

2 B} ms 50 m= 5] ns <¥F¥ $0F PP AdP-

3 E0 m= BO ms B ms <AAE FFF FFE $88

Trace complete.

i 8 SRR denotes the 1P address of a differsnt router.
If there is amy problem in a router that the network packet tries to cross, a response similar to the following
is generated:

Tracing route to <IP address> over a maximum of 30 hops:
1 <10 m= <10 m=s <10 ms <hdE SFE FEFE ¥

2 * * * Request timed out.

3 * * * Request timed out.

4 * * * Request timed out.

If there is a configuration error on one of the routers between the client and server, a response like this is

generated:
Tracing route to <IPF address> over a maximum of 30 hops:
1 <10 m= <10 m=s <10 ms <hdE SFE FEFE ¥
2 B} ms 50 ms Bl ms <¥F¥_FEF #FF A8

3 <### ¥ ddd Add> reports: Destinaction net unreachable.
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Fgure 5-2  This shows a connection with
“Disabled” statuws.

Network Adapter Troubleshooting

The network is funﬂnmmta.“}' :nrnp-ns:ﬂ of three hy:rt the Internet, the modem and router, and the computer
om the network. First, it is necessary to identify which layer is causing the problem.
To identify which layer is causing the problem, the user should follow these steps:

1. Open the Windows Control Panel.

2. Click Network and Internet Connections.
3. Click Network Connections.
4

. In the Metwork Connections window, the status of the network adapter can be seen in one line of text
under the type of connection, as seen in Figure 5-1.

The following are the possible status messages:

* Connrected: The computer is connected to the modem, roater, or wireless neework. If there is 2 connec-

tivity problem, it must be between the modem or router and the Internet.

= [hisabled: The network adapter is disabled. To fix the problem, right-click the adapter, and then
click Enable.

* Network cable wrpliegged: The compuater cannot detect the connection to the modem or router.
* Mot commmected: The computer cannot comnect to the network.
* Limited or mo commectivity: The router is misconfigured, or there is 2 problem between the modem and
the Internet.
Network Cable Unplugged
The user should follow these steps to troubleshoot a *Metwork cable unplugged™ connection status:
1. Verify that both ends of the netwaork cable are propery connected.
2_ If the cable is properly connected, verify that the modem and router are plugged in and turned on.
3. If there is another network port available on the router, plug the cable into a different port. If the network
conmection works, the original port is faulty. However, the other ports can be used.
4. Replace the network cable with a new cable
5. The network adapter might have failed. If possible, connect a different computer to the same network
cable. If the connection works, the problem is with the network adapeer.
Limited or No Connectivity

‘When there is limited or no connectivity, it may be due to a faulty Internet connection, a misconfigured router,
or a misconfigured network adapter. The user should follow the instructions to troubleshoat this:

1. In the Metwork Connections window, right-click the network adapter, and then click Repair.

2. Unplug the modem, wait for about 30 seconds, and then plug it in again.

3. If there is a router connected to the modem, unplug the rowter, wait abour 30 seconds, and plug it
in again.

4. Restart the computer.
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5. Ifthe network adapter still shows “Limited or no connectiviey,” verify that the router has DHCP enabled.
1F it is disabled, enable DHCT and then restart the COmputer.

6. 1f using a router, unplug the network cable that connects the modem o the router, and connect the com-
pater directly to the modem. Restart the computer. If the computer connects properly after restarting, the
problem is with the router.

7. 1f the problem persists, contact the Internet service provider (15F) for support.
Network Adapter Is Connected

If the network adapter has “Connected” statwus, but the Internet cannot be reached, the user can try
these steps:

. Try a few normally reliable Web sites, such as bitpatiwnn pooglecom and bitpeweyeboo.com.
. Unplug the modem, wait for about 30 seconds, and then plog the modem back in.

. 1f there is a router connected to the modem, unplug it and reconnect it after abour 30 seconds.

. Restart the computer.

n e b b =

. 1f the computer was configured with a static IF address, try using DHCP.

Troubleshooting Connectivity

Metwoark connectivity problems are often due to incorrect network adapter settings, incorrect switch settings,
faulty hardware, or driver issues, but there are some problems that do not fit any of these categories.

Causes of Connectivity Problems

The following are the most common causes of connectivity problems:
® The switch port and network adapter have mismatched duplex bevel or transfer spesd settings.
* The network adapter or switches do not switch between 10 Mbps and 100 Mbps correctly.

® The network adapter is incompatible with the motherboard or other hardware or software components
and drivers.

Typical error messages inchude the following:

s Frror 55 “The :p-ﬂ:iﬁed network resource is mo ll:mge:r available™ (ERROK_DEV_MNOT_EXIST).

% Frror 64: *The spe:il:izﬂ network name is mo |ur.|3=r available” [ERROR_METNAME_DELETED).
® Error [21: *The semaphore timeout pericd has expired” (ERROR_SEM_TIMEOQUT).

® Error 1231: *The remote network is not reachable by the transport” (ERROR_NETWORK _UN-
BREACHABLE).

Troubleshooting Physical Problems

When there are network troubles, the administrator should start by checking the physical network devices and
connections. Many netwoark problems result from a problem in the physical network. These problems can easily
be solved through the following steps:

1. Inspect the network router to ensure that it is plugged in.

2, Be sure a crossaver cable is not used in place of a standard network cable

3. Make sure the nerwork cable is in good condition.

4. Momitar the lights of routers, hubs, and the network adapeer on the computer.

Troubleshooting Link Status

Om a wireless network, if the link quality and/or signal strength is poor all the time, or the site survey
screen displays all entries with a bow signal, the user should move the computer closer o the WAP. If there
s too much radie interference around the wireless network, the user can try to relocate or reduce the
radio interference.
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Figure 5-3  This is an example of the ps command.

Performance Measurement

Metwork performance is based on many things, such as the applications in use, how they are configured, the
hast on which the applications are running, the network devices, and the network infrastructure. This data
should be collected periodically.

The level of usage may vary with time. For example, the network might be busier than usual when everyone
is logging on and checking their e-mail in the morning. After knowing the usage pattern, data collection can
be simplified, because collection should be done when the network is under little strain. Performance is mainly
based on the amount of traffic that is passing through.

Host Monitoring Tools

Tels that capture traffic that is coming into or going out of a particular machine are called host monitoring tools.
These toals are essential in diagnosing problems related to host performance. They include ps, top, and netstat.

Ps The ps command lists all the processes that are running on a system. Figure 5-3 shows an example of the
ps command.

Top The top command gives a periodic listing of processes ranked in the order of CPU usage. By default,
10 processes are shown, though the user can change this, as shown in Figure 5-4. The advantage of top is that

it focuses on the resources used.

MNetstat The netstat command displays the connections and services that are available on the host, as shown
in Figure 5-5.
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Figure 5-4 This is an =xample of the top command.
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Figure 5-5 This is an example of the netstat command.

TCP/IP Troubleshooting Utilities
Troubleshooting with ARP

Address Resalution Protecod [ARP) maintains a cache of IP-address-to-hardware-address mappings. To display
all the entries in the cache, a user can run either of the following commands:

arp -g
arp -a
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Faulty ARP entries may cause ping echo requests to other computers in the network to fail. For example,
if the loopback address works but no other 1P addresses do, this might be fixed by clearing out the ARP
cache. Individual entries can be cleared by using the following syntax, where <ip address» is the entry to
be removed:

arp -d =ip address=

To delete all ARF entries, a user can run one of the following two commands:
arp-d *

netsh imterface ip delete nrpcndu:

Troubleshooting with Telnet

T determine why the banner displayed with telnet identifies a different computer, even when specifying the
correct IF address, the administrator showld follow these steps:

. Make sure the DMNS name and HOSTS table are up to date.

Make sare that two computers oo the same network are not mistakenly configured with the same 1P address.

. The Ethernet and IP address mapping is done by the ARP module, which accepts the first response
it receives. Therefore, an impostor computer’s reply sometimes comes back before the imtended
computer’s reply.

i 4 =

4. These problems are difficult to isolate and track down. Use the arp -g command to display the map-
pings in the ARPF cache. If the Ethernet address of the intended remote computer is known, it can
easily be determined whether or not the two match. If not, use arp -d to delete the entry and then
ping the same address (forcing an ARP lookup) and check the Ethernet address in the cache again by
using arp -g-

5. Chances are that if both computers are on the same network, there will eventually be a different respanse.
If not, it may be necessary to filter the traffic from the impostor host to determine the cwner or location
of the system.

Troubleshooting with Nbtstat

MetBIOS over TCIIP (MetBT| matches MetBIOS names o I[P addresses. TCWIP provides many options for
MetBIOS name resolution, including local cache lookup, WINS server query, broadcast, DNS server query, and
LMHOSTS and HOSTS lookup.

Mhistat is a useful tool to troubleshoot NetBHOS name resolution problems and also to remove or correct the
preloaded entries.

The following command displays the names registered locally on the system by applications such as the server
and redirector:

nbtstat -n

The following command shows the NetBIOS name cache, which contains name-to-address mappings for
wther computers:

nbistat ¢

The following command clears the name cache and reloads it from the LMHOSTS File:

nbtstat -

The following command performs a MetBIOS adapter status command against the computer specified
by <name» and returns the local WetBlOS name tble for that computer plus the MAC address of the
adapter card:

nbistat -a «name=
The fullowing command lists the current MetBIOS sessions and their status, including statistics:
nbistat -5
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The following is a sample outpuat of nbestat -s-
Local Name State [ndwt Renote Host Input Ouotcput
DAYEMACL <00 Connected Out CNSSUPl<20» GMB EME
DAYEMACL <00 Connected Out CNSPRINT«Z0= 108KE [1GKB
DAYEMACL <00 Connected Out CNSSRCI«<20-= Z99KE 19KB
DAYEMACL <00 Connected Qut STHENT<ZD- 324KE 19KB
DAYEMACL <03 Listenlng

Troubleshooting with Netstat

Using the netstat command with the -an option lists all the TCP ports on which a server is listening, including
all the active network connections to and from the server. This can ke very helpful in determining whether slow-
ness is due to high traffic volume. The following is a sample output of netstat -an:

Active Internet connections {servers and established)

Froto Recw-() Send-[} Local Address Forelgn Address= State

tep O 0 127.000.1:25 0.0.0.0:* LISTEN

tcp O O :::BO :::* LISTEM

top O 1124 ofFFFG6. 116.71.534:B0 :FFFF:-24.4.97.110: 28556 ESTABLISHED

Most TCP connections create permanent connections, HTTP is different because the connections are shut
down after a predefined inactive timeout or wait time on the Web server. The number of established TCF con-
nections on the server can be determined by using netstat filtered by the grep and egrep commands. The number
of matches can be counted by the we command, which in this case shows 14 connections:

netstat -an | grep tep | egrep -i ‘establishedltime_wait’ | we -1 14

Troubleshooting with Nslookup

Mslookup is a command-line administrative tool that is used for testing and troubleshooting DNS servers. This
tool installs with the TCHIP protocol through the Control Panel. Mslookup runs in two modes, interactive and
noninteractive. Moninteractive mode is used when only one query is being made. The symtax for noninteractive
made is:

n=lockup [-option] [hostname] [server]

T start nslookup in interactive mode, a user types nslookuwp at the command prompt.

Troubleshooting NTP

The first step in troubleshooting WTF is to ensure that NTP is properly configured. If nip.conf does not have
the iburse option specified, the NTP connection is not properly configured.
T troubleshoot MTF, a user should follow these steps:
1. Chedk the status af ntpd.
. Use anline troubleshaating wtilities.
. Check the Syslog output.
. Check the NTP port.

e L b
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5. Check mtp.conf and DHCP.
6. Synchronize MTP with 2 server running wiZtime.

Checking Ntpd's Status

T check the status of nipd, the administrator can run the command ntpg -p <hostnames, where <hosmames
is the host to be checked. The output of the command will be as follows:

remote refld st t when poll reach delay offset | itter

FA05: 101 MCST. 16 u - 64 0 0000 0000 4000.00
*exanple .site.co FFS. 1 u 3380 1024 377 1.9556 -1.234 1.3GB
In this example:

* remote indicates the hostname or IP of the remote system.

refid indicates the identification of the time source to which the remote system is synchronized.
= st indicates the stratum of the remote system.

* when indicates the time [in seconds) since the last poll of the remote system.

poil indicates the polling in seconds.

= reack is an eight-hit left-rotating register.

dielay indicates the time delay (in milliseconds) o communicate with the remote system.

= affset indicates the offset time [in milliseconds) between the user time and the system time.

= jitder is the observed jitter {in milliseconds) of time with the remote system.

Oniine Troubleshooting Utiities
A user may test the time server at the local IP address or from any 1P address with the following commands i
query ntpﬂ:

* Time service (nipdate -q)

= Peers (nipq -p)

= Variahles |ntpqg -crvl

Checking the Sysleg Output
Ey looking at the contents of the Syslog cutput files, the administrator can determine some information abawt
the problems that may have been encountered.

Checking the NTP Port

The first thing to do while examining the MTF part is to ensure that UDP port 123 is open on all firewalls
between the system and the remote time server. When trying to debug problems using ntpdate and ntpg, note
that these utilities may use unprivileged, high-numbered pores, while ntpd requires full bidirectional access to
the privileged UDP port 123, Sa, mtpdate may weork, but nepd may not. Or ntpg may work, bue nepd may not,

and vice versa.

Ntp.conf and DHCP

If the fetcinep.conf file is being overwritten automatically, this is due to DHCPE. An administrator shoald run
dhopd |{DHCP server) with the dhopd_conf option as follows:

optlon ntp-Servers <yomic Otp Servers

The administrator can also try running dheped (dhep client] with the -M argument to prevent ntp.conf from
being rewritten at all.
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Synchronizing NTP with a Server Running W32time

To synchronize NTP with a Windows Server 2003 machine running w32time, the administrator should first
install any hotfixes on that server; otherwise, BTPF cannot reach that server. He or she can then confirm that
there is an external time source designated and simply update the service by stopping and restarting the service
with the net stop wi2time Be8¢ net start w3ltime command.

Hardware-Based Troubleshooting Tools

Electrical Safety Rules
= Mever open or service electrical equipment before disconnecting and unplugging it.

= Mever bypass any safety devices like fuses or critical breakers.

® Use antistatic equipment like mats and wristhands to protect against static discharges.

Network Technician's Hand Tools
A gunﬂ netwark technician’ toolbox should, at minimum, contain the In"-utwin.;g,:
® Screwdrivers
® Specialty screwdrivers
" Spare screws
* Long-nose pliers
* Small dingonal cutting pliers
* Adjustable wrench

= Antistatic wrist strap with clip
POST Card

POST cards pleg into a system's expansion slot and check the system’s operation. These cards could be simple
direct memory access (BMA| channel monitors, or they could be a complex ROM BIOS, which performs
extensive tests on the system.

POST cards are used when the system looks dead or when it is unable to read from the hard drive or floppy.
The firmware tests the card, replaces the normal BIOS, and runs several tests. If the POST card finds a fatal
error, it staps the system. 1f it finds a nonfatal error, it notes the error and continwes with the iniialization row-
tine b activate other system resources.

‘When such errors occur, the POST card displays an error code on the indicator. This error code must be
synchronized with the timing of the error message. Simple POST cards have a set of LEDs that produce coded
error signals when a problem occurs. A POST card is shown in Figure 5-6.

Memory Tester

Memory testers, like the one shown in Figure 5-7, can test memory within minutes. A user simply inserts the
memary into the tester, and it will determine if the memory works ar noe.

Figure 5-6 This is a POST card.
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Figure 5-8  Wire crimpers tighten crimps to Figure 5-8 & punch-down tood is used to
miake permanent lectrical connections. connect wirss.
Wire Crimper

A wire crimper is used for tightening the crimps when making a permanent electrical connection. There are two
types of crimpers, shown in Figure 5-8:

* The universal crimping tool is the most widely used tool. I is also a wire stripper.
* The dedicated crimping tool is easy to handle and squeezes the crimp into a binding shape.
Punch-Down Tool

A punch-down tool, like the one shown in Figure 5-9, is a small, screwdriver-sized tool used for connecting
wires. The ool is composed of a handle with a spring mechanism inside, and at the tip is a small square piece
of metal with a square hole.
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Figure 5-11 & voltmeter measures the
potential electrical differencs betwesn
two points inan electric cinowit.

Figure 510 A circuit tester shows whether
an electrical outlet is wired correcthy.

Wire is placed between the two metal blades of a punch-doven block, and the punch-down ool is pressed
down on the top of the wire. With a lintle pressure, the wire is stripped when it is pushed down between the
two punch-down blades.

Circuit Testers

A circuit tester, like the one shown in Figure 5-10, is an electronic device that displays whether an electrical
outlet is correctly wired or not. This also tests the polarity and safety of the ground line. It displays the status
of the circuit and depicts how the circuit is wired.

Valtmeter

A voltmeter, like the one in Figure 5-11, is an instrument that s used for measuring the potential electrical
difference between two points in an electric drevit. The voltage is measured by passing the current through a
resistance. The voltmeter uses very little electric current to operate, using a sensitive ammeter or microammeter
in a series with high resistance. The result is in ohmstvolt. This number is multiplied by the set voltage range to
give the input resistance of the instrument.

Cable Tester

Many hardware problems arise due to bad cabling and connectors. A cable tester is a comman tool that checks
the continuity between twisted-pair cables. There are four lights on the unit. A patch cable is used to plug one
end into a patch panel, while the other end is plugged into the PC's patch cable. If any of the four lights is off,
then there is a broken wire in the cable.

Microfcanmer Pro is a network cable tester developed by Microsoft. It checks network cable continuity for
shorted and crossed pairs. It has a built-in time-domain reflectometer (TDR), which determines the length of
the cable. TOR also detects where the fault is Jocated in the cable.
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=

Figure 5-13  Crossover cables look
like Ethernet cables, but they behave
differenthy.

; e v T

Fgure 5-12 A cable tester can diagnose bad
cabling and connectars.

If there are more complicated problems, an administrator can use Micratest™s PentaScanner. PentaScanner
measures the following cabling statistics:

* Mear-end crosstalk (NEXT): The condition in which the electrical signal from one cable leaks into
n.rbnl'l'l:r: accurs where connectors are attached
= Powuer sum MEXT: The same as the above but measures the effects of crosstalk from three pairs of
cables on the fourth pair
® Retwrn loss: Measures the noise on the cable
= Artemuation: The loss of signal strength due to long cable distance
A cable tester, like the one shown in Figure 5-12, comprises two units: the master test unit and a separate
load unit. The master unit is attached with one end of the cable and the next end is attached to the load wnie
The master unit then sends a pattern of test signals to the cable and reads them from the load unit. In the case

of testing twisted-pair cables, these devices normally detect problems such as broken wires, crossed -over wiring,
shortened connections, and improperly paired connections.

Crossover Cables

A crossover cable, shown in Figure 5-13, is a network cable wsed in Ethernet UTF installations that enables us-
ers o connect twa hubs or to connect two stations together directly. Crossover cables reduce the cost of buying
and installing larger hubs.

Crossover Cable Wiring

In a regular Ethernet UTP, a patch cable uses four wires. Among them, pins 1 and 2 will transmit and pin
3 and & will receive.

Troubleshooting with a Crossover Cable

If a server's NIC is not working well, then a crossover cable can be directly connected from a laptop NIC to the
server’s NIC,
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Figure 5-14 A hardware loopbacds
plug can hielp diagnase transmission

problems.

Figure 5-15  Tone generators can test warious aspects
of netwarks,

Hardware Loopback Plugs

A hardware loopback plug, shown in Figure 5-14, is a connector used for diagnosing transmission problems.
This is commonly used to test Ethernet MICs. The plug directly connects pin 1 to pin 3 and pin 2 to pin & If a
WIC comes with hardware capabilities, the loophack plug should be inclheded with the NIC.

Tone Generators

A tone generator, like the one shown in Figure 5-15, is composed of a single-tone or multitone signal generator,
two test leads, and four conductor module cables. The tone generator can be used to verify cable contimuity,
wiring faults, line polarity, and voltage in the network.

The features of a tone generator include the following:

* Two-position switch for single-tone or multitone signal generation

= Toggle switch to control three modes of operation

* Tricolor LED indicator display for telephone line polarity, continuity, and voliage testing

= Black and red testing leads and standard four-pin modular cable for individual wire tests or modular
jack tests

Chapter Summary

Troableshooting is the process of identifying the symptoms and causes of a problem.

When there are network troubles, the administrator should start by checking the physical network
devices and connections.
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® Metwork Maonitor is a toal that is used to monitor and capture network eraffic. This tool can help an
administrator diagnose network

® Windows has a feature that attempts to prevent two devices from sharing the same [P address on the
same netwoark, but there are some situations when twao systems with the same address wind up on
the network,

= The LED indicatars on a wireless access point { WA are used to quickly assess the device’s status and
determine whether it is working properly.

n 1f wireless devices cannot communicate with one an.nd'l:r, the administrator should first chedk the SSID,
WEF keys, and security settings.

= A good neework techmician’s toodboo shoald, at minimum, contain the following: screwdrivers, specialty
screwdrivers, spare screws, long-nose pliers, small diagonal cutting pliers, adjustable wrench, and
antistatic wrist strap with dip.

Review Questions
1. What is troubleshooting?

2. How do you recognize symptoms when troubleshooting a network?

3. What are some system monitoring tools?

4. How do you troubleshoot a Windows MIC?

5. How do you troubleshoot a bridge?
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6. How do you troubleshoot hubs and switches?

7. What is an 1P conflact?

8. What are DNS errors?

. What are ping and traceroute?

10. How do you isolate the problems with a netwoark adapter?

11. How do you identify which netwoark layer is causing the problem?

12. What are the common causes of connectivity problems?
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Hands.On Projects

13. What are the different host monitoring tools?

E.25

4. What are the four different ways to troubleshoot with ping?

5. What are some hardware-based troubleshooting tools?

Hands-On Projects
= 1. Use Spy Hunter to hunt down and remove spyware and adware.

I

Mavigate to Chapter § of the Student Resource Center.
Install and lunch the Spy Hunter program.
Select the system drive to be scanned and click Start Scan.

After the scan is complete, the infections found can be viewed by clicking
Infections Found.

Infections found can be deleted one-by-one by clicking Infection Details.
A list of processes to be allowed can be added by clicking Process Guard.

A list of registry entries to be allowed can be added by clicking
Registry Guoard.

Meeded ActiveX controls can be enabled by dicking ActiveX Guard.
Metwork actions can be protected by clicking Metwork Sentry.
T schedule a scan, dick Scan Scheduoler.

and security threats caused b} spywane, :.d.wam, and other unwanted nuisances.

Mavigate to Chapter § of the Student Resource Center.

Install and launch the WinCleaner AntiSpyware program.

Spyware shields can be set by clicking Shields.

Program and Internet Explorer settings can be changed by clicking Settings.
Click Scan and then Start Scam to begin a scan.

. Use WinCleaner AntiSpyware to protect your computer against pop-ups, show performance,
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3. Use MyUsBonly to block untrusted USE flash drive activiey.
Mavigate b Chapter 5 of the Student Resource Center.
Install and launch the MyUsEanly program.
Click General Setup to set the password and notification features.
Click Device Whitelist to add a list of trusted USE devices.
To view the list of devices connected to the system, click Device Usage Log,.
To clear the Device Usage Log list, click Clear All Log.

4, Use USEDeview to list all USH devices that are currently connected to your computer, as well
as all USE devices that were previously used.

Mavigate b Chapter 5 of the Student Resource Center.
Install and launch the USBDeview program.
In the menu bar, click Options to set the desired options.

Adfter connecting any USE device, to view its properties, right-click the device name and
click Properties.

In the walbar, dick the recycle bin to uninstall the selected devices.
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