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Preface

Hacking and electronic crimes sophistication has grown at an exponential rate in recent years. In fact, recent
reports have indicated that cyber crime already surpasses the illegal drug trade! Unethical hackers better known
as black bafs are preying on information systems of government, corporate, public, and private networks and
are constantly testing the security mechanisms of these organizations to the limit with the sole aim of exploiting
it and profiting from the exercise. High profile crimes have proven that the traditional approach to computer
security is simply not sufficient, even with the strongest perimeter, properly configured defense mechanisms like
firewalls, intrusion detection, and prevention systems, strong end-to-end encryption standards, and anti-virus
saftware. Hackers have proven their dedication and ability to systematically penetrate networks all over the
world, In some cases black huts may be able to execute attacks so flawlessly that they can compromise a system,
steal everything of value, and completely erase their tracks in less than 20 minutes?!

The EC-Council Press is dedicated to stopping hackers in their tracks.

About EC-Council

The International Council of Electronic Commerce Consultants, better known as EC-Council was founded in
late 200 to address the need for well-educated and certified information security and e-business practitioners.
EC-Council is a global, member-based organization comprised of industry and subject matter experts all work-
ing together o set the standards and raise the bar in information securiy certification and education.

EC-Council first developed the Certified Etlical Hacker, CIEH program. The goal of this program is to teach
the methodologies, tools, and techniques used by hackers. Leveraging the collective knowledge from hundreds of
subject matter experts, the CIEH program has rapidly gained popularity around the globe and is now delivered
in over 70 countries by over 450 authorized training centers. Over 80,000 information security practitioners
have been trained.

CIEH is the benchmark for many government entities and major corparations around the world. Shortly
after CIEH was launched, EC-Council developed the Certified Security Amalyst, EICSA. The goal of the EMCSA
program is to teach groundbreaking analysis methods that must be applied while conducting advanced penetra-
tiom testing. EICSA leads to the Licewsed Pemetratiom Tester, LIPT status. The Comrparter Hacking Forensic
Imvestigator, CIHFI was formed with the same design methodologies above and has become a global standard
in certification for computer forensics. EC-Council through its imperviows network of professionals, and huge
industry following has developed various other programs in information security and e-business. EC-Council
certifications are viewed as the essential certifications needed where standard configuration and security policy
courses fall short. Providing a true, hands-om, tactical approach o security, individuals armed with the knowl-
edge disseminated by EC-Council programs are securing networks around the world and beating the hackers
at their own game.

About the EC-Council | Press

The EC-Council | Press was formed in late 2008 as a result of a cutting edge partnership berween global
information security certification leader, EC-Council and leading global academic publisher, Cengage Learning.
This partmership marks a revolution in academic textbooks and courses of study in Information Security,
Computer Forensics, Disaster Recovery, and End-User Security. By identifying the essential topics and content
of EC-Council professional certification programs, and repurposing this world class content to fit academic
programs, the EC-Council | Press was formed. The academic community is now able to incorporate this
powerful cutting edge content into new and existing Information Security programs. By closing the gap between
academic study and professional certification, students and instructors are able to leverage the power of rigorous
academic focus and high demand industry certification. The EC-Council | Press is set to revolutionize global
information security programs and ultimately create o new breed of practitioners capable of combating the
growing epidemic of cybercrime and the rising threat of cyber-war.

xl
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=l Praface

Network Defense Series

The EC-Council | Press Network Defense series, preparing learners for EINSA certification, is imtended for
those studying to become secure system administrators, network security administrators and anyone wha is
interested in netwoark security technologies. This series is designed to educate learners, from a vendor neutral
standpoint, how to defend the networks they manage. This series covers the fundamental skills in evaluating
imternal and external threats to network security, design, and how to enforce network level security policies,
and ultimately protect an organization’s information. Covering a broad range of topics from secure network
fundamentals, protocols & analysis, standards and policy, hardening infrastructure, to configuring IP5, ID5
and firewalls, bastion host and honeypots, among many other topics, learners completing this series will have
a full understanding of defensive measwres taken to secure their prganizations information. The series when
used in its entirety helps prepare readers to take and socceed on the EINISA, Metwork Security Administrator
certification exam from EC-Council.

Books in Series

= MNetwork Deferse: Fundmmentals and Protocols! 1435483553

= Metwork Deferse: Security Policy and Threats/ 1435483561

Network Deferse: Perimeter Defense Mechanisors! 143548357X

* MNetwork Deferse: Securing and Trowbleshooting Network Operating Systems/ 14354831588
* Metwork Deferwse: Security and Vidnerability Assessonent/ 1435483596

Fundamentals and Protocols Furdamentals and Protocols coverage inclades network  fundamentals,
network protocols and analysss, IEEE standards as well as a discussion of security standards and various security
rganizations.

Chapter Contents

Chapter 1, Fund, tals of Computer Networks, discusses the operations of variows key elements in a network,
including [P address assignments, domain name spaces, working and functional categories of gateways, media
types used to connect networks, media access methods, and more. Chapter 2, Network Protecods explains the
concept of network protocol and discusses how to implement several different metwork protocols. Chapter 3,
Protocol Amalysis, focuses on TCFIP protocol structures, the TCP and IF data packet structures, user-level
commands i:'rlplrm-rnta.ﬁnn.. TCP n]g,urith.rns.. and [Pwh. O, Chapber 4. IEEE Srandards, discusses the architec-
ture and history of the IEEE 802 set of standards as well as ETS1 and HiperLAM standards. Chapter 5, Secwrity
Stmdards Orgamizations discusses many of the major security standards orgamizations in the world mday,
including ICAMM, 1505, NIST, W3C, and ANSL Chapter &, Secwrity Standards, discusses Internet standards,
explains Requests for Comments {RFC) and how to submit and obtain them. The chapter concludes with infor-
mation about some of the common cabling standards for networks.

Chapter Features
Many features are included in each chapter and all are designed to enhance the learner’s learning experience.
Features include:
= Objectives begin each chapter and focus the bearner on the most important concepts in the chapter.
* Key Terms are designed to familiarize the learner with terms chat will be wsed within the chapter.

® Chapter Sumprary, at the end of each chapter, serves as a review of the key concepts covered in
the chapter.
* Revien Qwestions allow the learner to test their comprehension of the chapter comtent.

® Hands-in Frojects encourage the learner to apply the knowledge they have gained after finishing the
chapter. Files for the Hands-On Projects can be found on the Student Resource Center. Mote: you will
need your access code provided in your book to enter the site. Visit wwncengape. cont/commronity!
ecconncil for a link w the Student Resource Center.
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Student Resource Center

The Student Resource Center contains all the files you need to complete the Hands-On Projects found at the
end of the chapters. Access the Student Resource Center with the access code provided in your book. Visit
wieecenpage.comdcompnnmtyfeceotencil for a link w the Student Resource Center.

Additional Instructor Resources

Free to all instructors who adopt the Fundementals and Protocols book for their courses is a complete package
of instructor resources. These resources are available from the Course Technology web site, wow. conpage.comé
cowrsetechnology, by going to the product page for this book in the online catalog, and choosing *Instructor
Drovwenboads™.

Resvurces include:

* [mstructor Mamual: This manual includes course objectives and additional information o help
Vour instruction.

= ExamView Testhamk: This Windows-based testing software helps instructors design and administer
tests and pre-tests. In addition to generating tests that can be printed and administered, this full-
featured program has an online testing component that allows students to take tests at the computer
and have their exams automatically graded.

* PoswerPoint Fresemtations: This book comes with a set of Microsoft PowerPoint slides for each chapter.
These slides are meant to be wsed as a teaching aid for classroom presentations, to ke made available to
students for chapter review, or to be printed for dassroom distribution. Instructors are also at liberty to
add their own slides.

* Labs: Additional Hands-on Activities to provide additional practice for your students.

= Assessment Activities. Additional assessment opportunities including discussion questions, writing
assignments, internet research activities, and homework assignments along with a final comulative project.

* Final Exam: Provides a comprehensive assessment of Fundamentals and Protocols content.

Cengage Learning Information Security Community Site

This site was created for learners and instructors to find out about the latest in information security news

and technology.

Visit compnpnty.cenpape comdinfoses tos

* Learn what's new in information security through live news feeds, videos and podcasts.
* Connect with your peers and security experts through blogs and forums.

* Browse our online catalog.

How to Become EINSA Certified

The EINSA certification ensures that the learner has the fundamental skills needed to analyze the internal and
external security threats against a network, and to develop security policies that will protect an organization’s
information. EINSA certified individuals will know how to evaluate network and Internet security issues and
design, and how to implement successful security policies and firewa ll strategies as well as how to expose system
and network vulnerabilities and defend against them.

EIMSA Certification exams are available through Prometric Prime. To finalize your certification after your
training, you must:

1. Purchase an exam voucher from the EC-Council Community Site at Cengage:
W, ceRpage comicommunilylecooumncil.

2. Speak with your Instructor or Professor ahout scheduling an exam sesion, or visit the EC-Council
Community Site referenced above for more information.

3. Take and pass the EIMNSA certification examination with a score of 70% or better.
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About Our Other EC-Council | Press Products

Ethical Hacking and Countermeasures Series

The EC-Council | Press Ethical Hacking and Cowmternreasures series is intended for those studying to become
security officers, auditors, security professionals, site administrators, and anyone whao is concerned abouat or
responsible for the integrity of the network infrastructure. The series includes a broad base of topics in offensive
network security, ethical hacking, as well as network defense and countermeasures. The content of this series
is designed to immerse the learner into an interactive environment where they will be shown how to scan, test,
hack and secure information systems. A wide variety af tools, viruses, and malware is presented in these books,
providing a complete understanding of the tactics and tools used by hackers. By gaining a thorough understand-
ing of how hackers operate, ethical hackers are able to set up strong countermeasures and defensive systems 1o
protect their organization’s critical infrastructure and information. The series when used in its entirety helps
prepare readers to take and succeed on the CIEH certification exam from EC-Council.

Books in Series:

= Ethical Hacking and Cowmtermeasures: Attack Phases!143548360X

= Ethical Hacking and Cowmtermeasures: Threats and Deferse Mechanisms/ 1435483618

= Ethical Hacking and Cowmtermeasures: Web Applications and Data Servers/ 1435483626

* FEthical Hocking and Cowmmtermeasures: Linux, Mocintosh and Mobile Systems/1435483642
= Ethical Hacking and Cowmtermeasures: Secure Network Infrastructures/ 1435483650

Computer Forensics Series

The EC-Council | Press Comrprieder Foremsics series, preparing learners for CIHFI certification, is intended for those
studying to become police investigators and other law enforcement personnel, defense and military personnel,
e-husiness security professionals, systems administrators, legal professionals, banking, insurance and other
professionals, government agencies, and 1T managers. The content of this program is designed to expose the
learner to the process of detecting attacks and collecting evidence in a forensically sound manner with the intent to
repart crime and prevent future attacks. Advanced techniques in computer investigation and analysis with interest
in generating potential legal evidence are included. In full, this series prepares the learner to identify evidence in
computer related crime and abuse cases as well as track the intrusive hacker’s path through dient system.

Books in Series:

* Computer Forensics: Investipation Procedures and Response/ 14354834599

* Computer Forensics: Investigating Hard Disks, File and Operating Systems/ 1435483502
* Cownpter Forensics: Investigating Data and Image Files/ 1435483510

* Computer Forensics: Investipating Network Intrusions and Cybercrimel 1435483529

* Computer Forensics: Investipating Wireless Networks and Devices/ 1435481537

Penetration Testing Series
The EC-Council | Press Pemetration Testing series, preparing learners for EMCSAYLPT certification, is intended
far those studying to become Metwork Server Administrators, Firewall Administrators, Security Testers, Sys-
tem Administrators and Risk Assessment professicnals. This series covers a broad base of topics in advanced
penetration testing and security analysis. The comtent of this program is designed to expose the learner to
groundhreaking methodologies in conducting thorough security analysis, as well as advanced penetration test-
ing techniques. Armed with the knowledge from the Penetration Testing series, learners will be able to perform
the intensive asessments required to effectively identify and mitigate risks to the security of the organization’s
infrastructure. The series when used in its entirety helps prepare readers to take and succeed on the EICSA,
Certified Security Analyst certification exam.

EICSA certification is a relevant milestone towards achieving EC-Council's Licensed Penetration Tester [LPT)
designation, which also ingrains the learner in the business aspect of penetration testing. To learn more about
this designation please visit bttpfwwwecconncil.orgdpt Jrm.

Books in Series:

® Pemetration Testing: Security Analysis' |43 5483669

= Pemetration Testing: Procedures and Methodologies/ 1435483677
® Pemetration Testing: Network and Perimeter Testing/ 1435483685
* Femetration Testing: Compmunication Media Testing/ 1435483693
® Pemetration Testing: Metwork Threat Testingd 1435483707
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Cyber Safety/1435483715

Cyber Safety is designed for anyone who i interested in learning computer networking and security basics. This
product provides information cyber crime; security procedures; how to recognize security threats and anacks,
incident response, and how to secure internet access. This book gives individuals the basic security literacy skills
tor begin high-end 1T programs. The book also prepares readers to take and succeed on the Securityl§ certifica-
tion exam from EC-Council.

Wireless Safety/1435483766

Wireless Safety introduces the learner to the basics of wireless technologies and its practical adaptation.
Wirelessl5 is tailored to cater to any individual's desire to learn more about wireless technology. It requires
no pre-requisite knowledge and aims to educate the learner in simple applications of these technologies. Top-
ics include wireless signal propagation, IEEE and ETSI Wireless Standards, WILANs and Operation, Wireless
Protocols and Communication Languages, Wireless Devices, and Wireless Security Metwork. The book also
prepares readers to take and succeed on the WirelesslS certification exam from EC-Council.

Network Safety/1435483774

MNetwork Safety provides the basic core knowledge on how infrastructure enables a working environment.
Imtended for those in an office environment and for the home user who wants to optimize resource utilization,
share infrastructure and make the best of technology and the convenience it offers. Topics include foundations
of networks, netuurlc:ing components, wi reless networks, basic hardware COmponents, the net\mic:ing_ envEram-
ment and connectivity as well as troubleshooting. The book alse prepares readers to take and succeed on the
Metworkld certification exam from EC-Council.

Disaster Recovery Series

The Disaster Recavery Series is designed 1o fortify virtualization technology knowledge of system administra-
tors, systems engineers, enterprise system architects, and any IT professional who is concerned about the integ-
rity of the their network infrastructure. Virtalization technology gives the advantage of additional flexibility
as well as cost savings while deploying a disaster recovery solution. The series when used in its entirety helps
prepare readers to take and succeed on the EICDR and EICV T, Disaster Recovery and Virtualization Technol-
gy certification exam from EC-Council. The EC-Council Certified Disaster Recovery and Virtualization Tech-
nology professional will have a better understanding of how to setup Disaster Recovery Flans using traditional
and virtual technologies to ensure business continuity in the event of a disaster.

Busrkes in Series
* Dizaster Becoveryl 1435488709
* Virtnalization Secwrity' 1435488695
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Fundamentals of Computer Networks

Objectives
After completing this chapter, you should be able to:

List the operations of varlous key elements In a network
Understand IP address assignments

Create a domaln name space

List the functional categorles and operations of gateways
List the media types used to connect networks

Use various media access methods

Understand the 051 reference madel

Understand varous data transmission maethods

Explain loglcal metwork arrangaments

Classify networks

LI LI I L

Key Terms

Backbona a network component that combines many networks and subnets into a single channel
Bus topology  a multipoint topology that consists of a long cable that acts like a support structure
for the entire network
Domain name systom (DNS)  an Internet service that translates domain names into IF addresses
Gateway a node that routes traffic from one workstation to an outside network
IP address  a unique 32-hit number assigned to all devices communicating in a network using the
Internet Frotocol [IF)
Notwork  a group of computers connected together so that information can be exchanged among
the computers
Dparatlons seourlty (DPSECH o identifies, controls, and protects classified or sensitive information
Poar-to-pear network o network in which every computer operates as a client and a server
Subnet a logical grouping of the devices in a network, created by subdividing a larger
network address

11
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1.2 Chapter 1

Introduction to the Fundamentals of Computer Networks
This chapter discusses the operations of various key elements in a network, including: IF address assignments,

domain name spaces, working and functional categories of gateways, media types used to connect networks,
media access methods, the 051 reference model, data transmission methods, logical network arrangements, net-
wuork classes, physical arrangements of the network (including topologies), and network equipment functions.

Networks

A mehiwork is a group of computers connected together so that information can be exchanged among the comput-
ers. A network can be divided into several subnets depending on usage and the requirements. Metwork speed is
measured in megahits per second [Mbps). Metworking allows the user to perform the following rasks:

® Share a single Internet connection among many systems

* Share network resources like printers, scanners, etc.

= Share files and folders

Setting Up a Network

Table 1-1 shows how to connect computers together using an Ethernet adapter, Home Phoneline Metworking
Alliance (HPMNA) adapeer, or wireless network adapter.

Connaction Type Computer Configuration

‘A natwork odaptar Is iretallod imto sach Configure a phons-lina natwork:
computar, and then thay are plugged

Table 1-1 This tabl shows the necessary elemants of various connoction types

Steps to Set Up a Network

The checklist below lists the steps, in order of completion, for setting up a home or small office network using
the Wireless Metwork and Network Setup Wizards for a Windows XPINT system. 1f a step does not apply, go
on to the next step. Print this checklist for reference:

1. Sketch the network. Daw a diagram of the home or office, showing the location of each computer
and primter.

2. Mext to each computer, st the hardware, such as modems and network :ﬂapbers, installed on
each computer.

3. Choose the computer on which the residential gateway will be set up jor the computer that will be the
Internet Connection Sharing [1C5] host computer). It is recommended that this computer be running %in-
dows XF Home Edition, Windows X Professional, Windows Vista, or Microsoft Windows XP Service
Pack 1 (5P2).

. Dietermine the type of network adapters needed for the network: Ethernet, HPMA, wireless.

. Make a list of necessary hardware. This includes modems, network adapters, hubs, and cables.

- Buy the hardware.

" Install the correct network adapters and modems on each computer.

- If the network will be wireless, run the Wireless Metwork Setup Wizard.

W oy b

o
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Natworics 12

9. Physically connect the computers together. Plug the cables into hubs, phone jacks, and the computer.
10. Turn on all compaters and printers.

1. Make sure the computer attached to the residential gateway jor the IC5 host computer) has an active
Internet connection. Toestablish an Internet connection, run the New Connection Wizard.

12. Run the Metwork Setup Wizard on the computer attached to the residential gateway |or the ICS
host computer|.

13. Run the Metwork Setup Wizard on the other computers on the network.

Backbone

A backbone combines many networks and submets into a single channel. The capacity of the backbane is greater
than that of the network. A backbone network uses 0 mesh topolegy, which provides many-to-many connec-
tioms on the network. There was once just a single backbone network called ARPANET, but now each Internet
service provider [[5F) has its own backbone network.

There are two types of backbones:

1. Distributed hackbores: A distributed backbone runs through the premises/building and connects to each
local area network (LAM| and subnet. A router is used to connect the network to the backbone.

2. Collapsed backbores: A collapsed backbone is configured with the star-wired topology. A hub or switch
is placed in the center of the premises, and each network is connected to the central hub or switch.

8020 and 20480 Rule

Old network backbones were used to pass neardy 20% of the network traffic, and the remaining B0 was
limited to LAMNs and subnets. This rule (known as 80v20) failed due to inadequate utilization of the network
backbane.

The current backbones are designed in such a way that only 20% of the traffic remains limited to L ANz and
subnets, whereas 80% is passed to backbones. This rule (known as the 20080 rule) increases the efficiency of
backbones because approximately 80% of LAMN traffic is passed to them through the central hub or switch.

Reasans to adopt the 20080 rule include:

* Users communicate more o an external network than within the same network.
= Drganizations typically use a centralized server.
= Metwark traffic is routed through the hub or switch due to the use of the Internet.

Segments

Large networks are divided into segments to improve the performance of the netwoark. Segments also reduce 1P
address collisions. Routers, switches, bridges, and multihomed gateways are ussd to connect the different seg-
ments. Segments enable organizations to provide different levels of security to individual departments.

Any data packet sent from a host goes to the default gateway. The packet's destination 17 address and subnet
mask are matched with the host IF address and subnet mask. If the IP addresses and submet masks match, the
packet is forwarded to the host's local segment; otherwise, it is forwarded to the default gateway of the destina-
tion host. If the IP addresses and subnet masks match, traffic broadcasting and multicasting is done in the local
segment without disturbing the traffic of other submets.

Segments help in containing virus and malware attacks in a network, by limiting an attack on a segment
of the network to that particular segment. Before segmenting a network, an administrator has to look for the
frllowing factors:

= Types of service available to users
* Broadcasting domains

Segmentation makes it easier to implement different technologies or applications, in different departments,
according to their specific needs.
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1-4 Chapter 1

Band Buidpo

Crpryright m b EB Bounedl
Al rights ssorved. Reprockeiion L‘:’dﬂmuu

Figure 11 This figure represents segmentation with the use of a bridge.

Sagmenting a Network with a Bridge

A bridge operates in the data-link layer and helpsin collision detection. Bridges dynamically buoild a routing table
cantaining MAC addresses and port addresses. Bridges are also used to connect different segments in a LAN.
The forwarding of frames is done by the destination addresses in the frame. The primary issue with using a
bridge is that it broadcasts to all netwoark segments, as shown in Figure 1-1. This is called a broadcast storm.

Sagmenting a Network with Switches
Many objectives are achieved in using a switch to segment a network. It offers the following advantages:
= Full-duplex communication
= Medium-rate adaptation
= Easy migration from one segment to another
* Switches can dynamically learn the netwoark topology and filter the traffic

Segmenting a Network with Routers

Routers maintain a table of records for the devices connected to the network. Routers operate at the network
layer of the 051 reference model and keep a record of the networks, irrespective of the hosts. Logical addresses
perform packet filtering.

Subnet

A submet is a logical grouping of the devices in a network, created by subdividing a larger network address. I is
a logical partitioning of the network address imto smaller, discrete sections. The addresses of the devices in the
subnet have the same prefix. A subnet mask defines the boundary of the network. An IP address subnet can be
identified by its subnet mask, as shown in Figure 1-2.
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Figure 1-2 Subnet masks hide network architecture.

Subnets have the following advantages:
= {an hide the internal architecture or the network from the external router.

= Can be used to group hosts according to their actual logical structure in the organization’s physical net-
waork; it gives each department an opportunity to implement specific security measures.

Tips to Find Subnets and Broadcast Addresses

Subnets and broadcast addresses can be identified by the subnet mask. The incremental number of the subnet
mask can be calculated by subtracting the last octet of the subnet mask from 256.

For :xlm|:||e, an I address of 10.1.12.1 and subnet mask of 2 55.255.248.0 has an octet of 248, So 256 - 248
which equals B, will be the incremental number for subnets 10.1.8.0, 10,1160, and 10.1.24.0. In this example,
each subnet network address will have an asignable range of 2,046 IP addresses from 101,81 o 10,115,254,
This excludes the network address 10.1.8.0 and the broadcast address, which cannot be assigned o any device.
Since 10.1.12.1 falls between 10.1.8.0 and 10.1.16.0, within the referred to range, the subnet address for 1P
10.1.12.1 will be 10.1.8.0.

The broadeast address is one less than the next subnet address (1001216.0) thos, 1001.15.255 will be the
broadcast address of IFF 10.1.12.1.

IP Address Assignments
IP Address

An [P address is 0 unigue 32-bit number assigned to all devices communicating on a network using the Internet
Protocod (1F). The IF address is also used to identify a network and its host. 1Pv4 addresses are represented in
daotted-decimal notation, with four numbers, each ranging from 0 to 255, separated by dots. There are 2% pos-
sible [P addresses.

1P address classifications include the following designations:

® Class A: Large networks with many devices

* Class B: Medium-sized networks

* Class C: Small businesses with fewer than 256 devices

* Class [ Multicast networks

® Class E: Mot assigned; reserved for future purposes
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1-6 Chapter 1

The following IF address parameters apply to the varous [P designations:

® Diefault network: The defauk IF address is 0.0.0.0.

® (Class A: The first higher-order bit in the binary address starts with 0. The decimal number is between
0 and 127 and is mostly used by international companies. From the 32-bit address, the Class A
address uses the leftmaost 8 bits for identifying networks with a defaule subnet mask of 255.000.0.
It should be noted that the 127 address range is used exclusively for testing, as in the loopback
address 127.0.0.1.

* Class B: Medium-scale networks use the leftmost 16 bits of this class for the network part of the ad-
dress, and the first two higher-order bits in the binary address are 10. The first octet has a decimal num-
ber from 128 to 191 and a default subnet mask of 255.255.0.0.

® Class C: The first three higher-order bits in the binary address of Class C are 110, so the decimal
number can be anywhere between 192 and 223; it is mainly used for small businesses. It uses the first
24 hits, while the other B bits are used for the identification of the host on the network. Its default sub-
net mask is 25525525500

® Class D: The first four higher-order bits in the binary address are 1110, and the decimal address is
between 224 and 239 This address range is used exclusively for multicasting.

® Class E: The first five higher-order bits in the binary addresses in this class are 11190 and are primarily
reserved for future use.

* Loopback address: The address 127.0.0.1 is used as the lopback address, which is mainly used by the
host computer to send messages to itself and for network testing.

* Browdcast address: Messages sent to all the computers on a network are broadcast using the address
255 255255251,

ICANN

The Internet Corparation for Assigned Names and Numbers (ICANM) is the authority that manages the assign-
ment of I addresses, 1P address spaces, and protocol identifier assignments. ICANM is a nonprofit organiza-
tion. The aim of ICAMNMN is to ensure that all users are assigned valid addresses. FCAMNM is not related to Internet
cantent contral, data protection, or unsolicited mail.

ICAMN is responsible for the management of the following gTLDs generic top-level domains):

* _com: For businesses

= _wef: For network providers

= org: Miscellaneous

® _edu: For educational institutes
* _por: For government agencies
= _mil: For military agencies

* _int: For international arganizations

“Country Code” Top-Level Domains

Top-level domains alse exist for every country in the world (for example, ca for Canada and .au
for Australia).

I 2000, the ICAMNN Board selected seven new TLDs to be included in the first addition of a global TLD 1o
the Internet since the 19805,

They are the fallowing:

= _gero: For the air transport industry

= _biz: For business organizations

* _ooaf: For cooperative organizations

= _imfo: For information services

¥ mpsewm: For museums
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* _pame: For individuals, by name

= _pro: For professionals

In the years 20052004, the following four additional gTLIMs were sponsored:
* cat

* _jobs

= _maobi

= travel

IP Address Space

IPv4 addresses are made up of 32 hits, which provides a limited address space of 2. With the growing technol-
gy and the exponential increase in the number of Internet users, an IPv4 address shortage was inevitable. This
has served as a motivation for development of a more-robust addressing system, [Pvi, which has addresses made
up of 128 bits and provides an address space of 2'*%_ In the meantime, organizations as well as the Internet com-
munity are adopting subnetting and the use of private IF addresses to manage the 1P address shortage.

Purpose of Dots

It can be difficult to remember a particular decimal number address. To make it easier to remember, the decimal
is wsed to divide it into four parts. With the logical classification of the address, it is easier o identify a particu-
lar host on the network. The scheme is based on decimal number and the address space used is hinary. Certain
schemes use binary numbers, whereas athers use decimal numbers directly. Therefore, the 32-bit address space
is further divided into four equal components, called octets, of 8 bits each. An example is 202.53.13.138.

Subnetting a Classful Address Space

The IP address space is divided into Classes A, B, C, D, and E_ Subnetting these address class spaces into smaller
sections is called classful addressing. Classful addressing is adopted to overcome the problem of duplication of
addresses, as shown in Figure 1-3. However, public networks do not use classful addressing.

Address Space Allpcation Amceg Magr Googradtdcal Seeas

Arddress Space fres of Aliocation Date Allocated
= 0.00 Se b 330 200 T390 Ll Jubirt
150000058 197. 355,385, 255 aroLe T Wiy 1]
190.0.0,0 9 193 355,395, 255 [LY P Wiy
(30,0000 1 195, 252,359, 235 AIPE MCC-Eurog 3717 L9t
195,000 2 198, 252,355, 155 WU MedisLTiai Sf1719%
1668 0. 00,0 1 1999, D65 I8, F55 ARIb-MEh Amarca Wy 8
300,000 50 100, 285355, 255 ARIN-Catral and Jouh America 5¢17199:
30k0000 0 HO0. 258 355, 355 Rasaraed- Gendal ared SouhAmerica Way-56
302,000,020 113, 3528 355, 355 APMIC-Pacitic Rim bay.8:
204,000 0 105, 255,255, 255 ARIN-Math Amanca Mar-
3065000 10 0. 255355, 755 ARIN-Math Amanca Apr-gl
3T o HOT. 258,355, 255 ARIN:-Math Amerca Mg B
30,0000 o HOE. 352255, 255 ARIN-Morth Amarnca Apro
309,000.0 0 105, 252255, 255 ARIN-Morth Amarnca Jun- 5
VI T FI PR PR LPHI-Purifir Eim luan- G
110000 0 111 232.355. 235 APHIC-Fycitic Rim Jun-54
1120000 F12 232,355, 235 RIFE NC{-Europs Dck-37
117.0.000 > T13. 238 158, 795 BIEG MCT-Surops wer.
119,000 70 F17. 235,255, 235 ARIN-Morth Amerca apr-al
Compghi @ by E0-Gamncl
Al rights nesrvodl. Hepredusize aisicily prebibiind

Figure 1-3  Address spaces are allocated to specific areas.
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1-8 Chapter 1

The following protocols are examples of those used to route information from one network or subnet
0 another:

= RIP: Routing Information Protocol
® [GRFP: Internet Gateway RBouting Protocol

IP Address Assignment

Every computer in a network can have a static IP address, as shown in Figure 1-4. In a network that has a shared
connection, addresses can also be assigned dynamically. Generally, the 15F providing the connectivity assigns
the 1P addresses.

Addresing types include the following:

* Prefix-based addressing

® Per-interface based asignment
= Virtual addressing

= Static addressing

* Diynamic addressing

Prefixed-Based Addressing

The prefix can be used for general routing decisions. For example, the first & bits may identify the particular
company, and then the next 8 bits may identify the particular department of the office. The next 8 bits may
identify the particular network in that office. Finally, all 32 bits will identify the host on the network.

Per-interface Assignment

A host can have an equal number of IP addresses and interfaces. An 1P address can also represent
an interface.

Virtual Addressing

Virtual addresses are used when a single server provides services through several addresses. There is no standard
for virtual addressing.

Static Addressing

The following are the steps for assigning a static 1P address in Windows:
. From the Start menu, select Control Panel, and then open Metwork Connections.
. Select Metwork and Internet Connections.
. Dauble-click Active LAN or Internet Connection.
- Select Properties.
- As a result, the Local Area Connection Properties dialog box will be opened.
. Double-click Internet Protocol TR
" Click the Properties button, as shown in Figure 1-5.

8. Select the Use the following IP address check box, as shown in Figure 1-4.

% Inthe IF address field, type the 1P address.
10. Insert the subnet mask used by your router.
11. The default gateway is the 1P address of the router.
12. In the Use the following DNS server address field, enter the IP addresses of the NS server the roater

] Bholn b e b

is using,.
13, Click DK.
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Figure 1-4  Static addressing can be performed through the
Control Pansl.

Dynamic Addressing

The following are the steps for assigning a dynamic address in Windows:

1. From the Start menu, select Control Panel and then double-cdlick Network Connections.
. Right-click Desired Metwork Connection to configure it, and then click Properties.

(5]

3. Select the Ceneral tab or Metworking tab.

4. Click Properties.

5. Check the Obtain the IP address antomatically check box, and then click OK, as shown in Figure 1-6.
To lecate the current [P address, perform the following steps:

* G to the Start mena

® Sglect Run

* Type cmad

* Run the ipconfig /all command

Check the Dhep Enabled line to determine if the 1P address is dynamically assigned or is static (Figure 1-7).
* No means the IP address is static,

* Ves means the IP address is dynamic.

The I address shown is the current system IP address.
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Fgur= 1-5 Click the Properties button.

Creating a Domain Name Space
Domain Name System

The domain mame spstens (IDNS) is an Internet service that translates domain names into IF addresses. It is a hi-
erarchical and distributed database containing host and domain names. A fully qualified domain name {FQDN|
can identify the particular host within the hierarchical tree architectu re. DNS makes it possible to asign domain
names independent of the physical routing hierarchy represented by the numerical 1P address.

Domain Name System Organization

DS is organized in the form of a hierarchy, as shown in Figure 1-8. The topmost level in the hierarchy is the
ront domain, which is represented as a dot () at the very end of the domain name, but is seldom shown in domain
names. The next level in the hierarchy includes the top-level domains (TLDs).

The name of each node or domain could be up to 63 characters long, Traversal of DMS is done in reverse
order from the leaf node to the root, meaning from the leftmost name o the rightmost. Whenever a particular
message consists of multiple domains, the traversal will skart from the first domain.

TLDs are divided into three categories:

l. Country-code TLDs jeeTLDs): Domains associated with countries and territories. There are more than
240 oTLDs. Examples include .uk, .in, and .jp.

1. Spomsored peneric TLDs (gTLDs): Specialized domains with a sponsor representing a community of

interest. These TLDs include .edu, gov, .int, .mil, .aero, .coop, and .museum.

3. Umsponsored gTLDs: Domains without a sponsoring organization. The list of unsponsored gTLDs
includes .com, .net, .org, .hiz, .info, .name, and pro.
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Figure 1-6 Users can also choose to assign an IP addness
automatically.

Figure 1-7  ¥es or no on the Dhop Enabled line indicates the state of the
1P address,
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Figure 1-B DHN3 s organized hierarchically.

Dowmaln Names

Diamain names give a unigue identity to an organization or an entity on the Internet. Domain names should he
catchy, short, and easy to remember. The domain name has to be registered before it can be wsed.

A diomain name consists of a set of resource records (RRL An RE must have the host address and specifies
the domain name. The RE consists of a resource type field, which specifies the type of resource the particular
resource record has, and a class field, which specifies the format of the data.

Drymains wse the hierarchical format for the structured information. The different values used in the resource
type field are the following:

® A: Host address that is associated with the domain

* MFE: Identifies 2 mail forwarder for the domain

* MX: Mail Exchanger records

® NE: [dentifies the name server that is authoritative for the domain

= E(3A: Start of a zone for an authority

* CMAME: Lists the canonical name of an alias

® PTR: Pointer records that facilitate reverse lookup from an IP address to a domain name

Creating a New Domain Name The name should give an idea of what a particular crganization does.
Review the following naming conventions for domains:

5 A dot
® Letters from A to Z in uppercase or lowercass
* Mumbers from 0w @

Copryghl 04 Cenpge Lining. Al Hights Rossrred. by i e copiod, w e o Suplisindl in whmle ar ba pod. Do righn sare it i /e emppnesse o the bk ardiar el hopiei
[ e — B —— Congas sy mesrses i rig io revecw 3 el oo 3 ey thes  mbasy e righis eesiricliors ramiee




Craating a Domamn Nama Space 1-13

* Combinations of alphabetic characters and numbers
= Maximum length should not exceed &4 hits
* Hyphens and underscores are also acceptable

Omee the name is decided, the domain name should be registered. Domain names are registered by govern-

ment agencies as well as nonprofit organizations. Every domain name has a set of registry policies that should
bee Frol lomweesd.

Components of a DNS
There are three main components of a DMS:
1. Domain name space and resource records

2. Mame seTvers
3. Resolvers

Domain Name Space and Resource Records

These elements specify the structural hierarchy of the name space and the data associated with it. Each node
has particular information associated with it. Queries are sent to get the specific information from the domains.
The result is the domain name and the type of information required.

Name Servers

These contain information about the structure of the domain. Authoritative information is organized into units
called zomes, which can be automatically distributed to the name servers that provide redundant service for the
data in a zone.

There are two types of name servers:

1. Authoritative
2. Caching

Resolvers Resalvers are programs that abtain information from name servers when they get the client requese.
Resolvers refer to at least one server, and answer a query directly or take the reference from the other servers.
It is a system routine, which directly accesses the user programs.

Securing the Cache Against Pollution The NS query response sometimes contains malicious data, but
by default, DMS is secured against cache pollution. An attacker can successfully pollute the cache of a DNS

s:rv:rb]r unﬂin.g resource recards without the request af the server.

Dizabling Recursion Recursion is not disabled in a DNS server. Because of this, a INNS secver executes que-
ries for the DME clients repeatedly in response to a request. Attackers use recursion to reduce the performance
of a NS server.

Managing the DACL With a DACL (discretionary access contral list), contral of active directory users and
groups is possible. The list for default groups, usernames, and permissions for the DNS server service is illus-
trated in Figure 1-5.

Threats to DNS

Rogue DN5 Server Information on a rogue DMNS server is not trustworthy. Host-name spoofing and DNS
spoofing is done using rogue DNS servers. On the primary server, the FTR record in the ZONE data file is
configured to point somewhere other than the correct record. Host-name spoofing can have a TTL of zero that
results in caching of misleading information.

Denial of Service There is a chance of 2 negative response from a DS secver. Sending back a negative re-
sponse for a DS name that could not be resolved can result in a denial of service |DoS).

Anather DoS attack invalves cache poisoning, in which a CNAME record is inserted that refers to itself in
its canonical form.

Client Flooding Client flooding results when the cient sends a request and gets thousands of responses from
a M5 server. This attack cannot be identified, as the client thinks that it s coming from an authorized DNS
server. The Hooding cannat be identified because the origin of the responses is unknown.
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Figure 19 Specific permissions are assigned for the DNS server service.

Functional Categories and Operations of Gateways

Gateways

A gateway is a node that roates traffic from workstations to an outside network. For example, when an e-mail
is sent, there is a gateway that permits the connection to take place. Gateways are also used as proxy servers
and firewalls. Gateways consist of a router and switch. The router determines where the packets are to be sent,
and the switch provides the actual path in and out of the gateway.

Functional Categories of Gateways
Gateways are commuonly divided imto three categories:

1. Data gateways
1. Multimedia gateways

3. Home-control gateways

Data Gateways These simple routers are basically used for data throughpue. They suppore both wired and
wireless networking, and they provide pass-through support for network protocols and services. Data gateways
can be used to poal multiple Internet connections and secure private networks using firewalls. Some of these
also provide storage, swch as e-mail and voice-mail storage.

Multimedia Gateways Multimedia gateways provide features for audio and video content delivery. They
are often used in combination with digital entertainment devices (including TWs and stereo systems) and provide
centralized storage. They can behave like a home server for digital media such as photos, videos, MP3 files, and
Weh site hosting. In multimedia gateways, audio and video streaming are important features. Video on demand
V0D and VolP (Voice over 17 are gateways that include encoding capabilities that translate analog audio and
video signals.

Home-Control Gateways Home-cantrol gateways provide home-control and security management services
on a network. For example, users can access automated lighting, heating, and security systems with a home-
contral gateway. They also permit network service providers to provide new service packages and generate new
revenue streams.
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Media Types Used to Connect Networks
Types of Network Madia

There are three primary types of network cables:

L. Twisted-pair cables
2. Coaxial cables
3. Fiber-optic cables

Historical Versus Current Communication Methodelogy

The method of exchanging information from one system to another is a communication method. Historically,
the means o communicate were direct connections or telecommunication used as media. However, this method
was unstable as well as time consuming.

Currently, communication has evolved into various networking and highly secured features. Organizations
can rely on data obtained through this communication. Communication has extended its growth to such an
extent that information can be exchanged or sent globally within a short amount of time (for example, over
the Internet].

Asynchronous Versus Synchronous

Communication between two parties is performed by the communication circuit as described in the physical
layer and data-link layer of the Open System Interconnection (05]1) model. In general, there are two strategies
for communication over the physical link: asynchronous and synchronous.

Asynchronous Communication

An asynchronows communication unit includes a transmitter, a receiver, and a wire. Each device uses a clock to
measure the length of the message in terms of bits. The transmitter only transmits the message, and the receiving
device hooks at the incoming signal and coordinates to match it

In wrder to match the data, the sender and receiver should use the same encoding and decoding techniques.
This is very important, as it will decide where to ook for the data in the transmitted signal as it is encoded.
Asynchronous systems do not send separate information to indicate the data or clocking information;; it is the
responsibility of the receiver to decide the clocking of the signal. This means the receiver has to decide where
the hits are starting and where they stop. Thus, communication in asynchronows transmission works without
comsulting the transmitting device.

In asynchronous communication, the data is not retransmitted; it is said to be more efficient when there is low
loss and bow error rates over the transmission medium. Additionally, no time is wasted in asynchronous com-
munication hecause none is spent in setting up the connection at the beginning of transmission. Asynchronous
communication is a faster means of sending data, but is less reliable.

Synchronous Communication

In s}'nd'l:rnn.u.ls communication, a connection between the transmitter and receiver is established before the
communication begins. There is a process that decides which end should control the session. The transmitter,
as well as the receiver, can exchange communication parameters and status information.

Afrer the sstablishment of the connection between the transmitter and the receiver, the tramsmitter eransmies
the signal, and the receiver sends an acknowledgment of the data received along with the data. Synchronous

communication takes a long time on bow error-rate lines, but it is reliable

Wired Media or Bounded Network Media

Eounded media are network media that travel in a dedicated conductor. It includes wires, cables, and ﬁberupti:s.

Copper cable is made of either stranded or solid core wire. Copper wire is affected by attenuation (signal degra-
dation over long distances) and electrical noise. Fiber-optic cable is composed of a very thin glass core and needs
tor be protected. Fiber cables come in two categories: single mode and multimode.
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As fiber cable uses light signals to transfer data, the rate of data transfer is very high. Single-mode fiber transfers
data in a single direction, and only one signal at a time. Multimade fiber can be in the same direction or in opposite
directions, carry more than one signal at a time.

Dedicated Line

A dedicated line is 2 communications cable dedicated to a specific application. It is active for and can transfer
data for only one application. This is in contrast with shared resources.

Optical Remanence

After the removal of data from storage media, some residue of the information could remain on the media.
Optical remanence deals with such residue information, which is the optical representation of information that
remains on storage media after it is erased. I is possible to read information stored on CDs or DVDs even though
it is erased. Thus, CDs and D%WDs that are no longer being used should be destroyed.

Because optical media is not magnetic and cannot be erased by degaussing, destruction is the only choice for
storage media such as CD-ROMs, CD-Rs, and DVD-Rs. It will help to fully erase the information stored on it.
For media like CD-RWs and DVD-RWs, clearing the media by overwriting is a lengthy process, so these media
should be destroyed.

Magnetic Remanence

Residual information can be found on magnetic storage media, such as hard drives and floppy disks, even after
the remowal of data. Magnetic remanence is the magnetic representation of residual information stored on hard
drives, floppy disks, or magnetic tapes that may still be read even after the removal of dara.

A depaussing device can remedy this isswe. Degaussing is a process of thoroughly deleting data stored on
magnetic media. It prevents data from being recovered.

Twisted-Palr Cable

Twisted-pair cable consists of two separately insulated copper wires twisted around each ather to reduce interfer-
ence from the other twisted-pairs in the cable. This is commonly used for telecommunications and modern Eth-
ernet networks. The twisted-pairs in the cable provide protection against cross talk. When an electrical current
flows through a wire, it creates a small circular magnetic field around the wire. When two wires in an electrical
circuit are positioned close together, their magnetic fields are exactly opposite to each other. Thus, the two mag-
netic fields cancel each other out, eliminating the problem of cross talk. Cross talk can still be a problem ae the
ends of the cable when the wires are untwisted to insert into a terminal, such as an R]-45 Ethernet interface.
There are two types of twisted-pair cable:

1. Unshielded twisted pair (UITP)
2. Shichded twisted pair (STF)

Unshielded Twisted Pafr (UTFP)

UTFP is a cable that is composed of pairs of wires, as shown in Figure 1-10. It is used in different types of net-
works. It consists of eight individual copper wires, each of which is covered by insulating material, and wires in
the pairs are twisted around each other. To reduce cross talk between pairs of UTP, the number of twists can
vary hetween the pairs, with a tighter twist resulting in better transmission.

The quality of this cable may vary from telephone wire to high-speed network cable. These cables are easy
ta imstall and are less expensive than other network media.

UTF cable showly relies on the cancellation effect generated by the twisted wire pairs to control signal degra-
dation caused by electromagnetic interference [EMI) and radio frequency interference [RFI). 1t is installed using
a Registered Jack-45 (R[-45) connector. R]-45 is an eight-wire connector used to connect computers in a local
area netwark [LAM]), as showen in Figure 1-11.

The features of UTP cable are as follows:

* Speed and throaghpat: 10 to 1000 Mbps
* Average cost per rode: Inexpensive
®  Media and commector size: Small

* Maximiem cable length: 100 m |short)
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Figure 1-10  Unshielded twisted-pair cable has eight wires that
are twisted in pairs.

Figure 1-11 RJ-45 connectors are used to connect UTP cables.

The categories of commonly used UTT cabling are as follows:

* Catepory 1: This category is mainly used for telecommunications, not for transmitting data.
* Catepory 2: It is able to transmit data at speeds up to 4 Mbps.

* Catepory 3: It is used in 10BASE-T networks. It can transmit data at speeds up to 10 Mbps.
* Catepory 4: It is used in Token Ring networks. It can transmit data at speeds up to 16 Mbps.
* Catepory §: It can transmit data at speeds up to 100 Mbps.

* Catepory 5e: It is used in networks running at speeds up to 1000 Mbps (1 Ghps).

* Category 6: This cable consists of four pairs of 24 American wire gauge [(AWG) copper wires. It is
currently the fastest standard for UTF.
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Figure 1-12 A shielded twisted-pair cable uses shielding to reduce
electrical noise.

® Category 7: This cable standard was created to allow for 10-gigabit Ethernet over 100 m of
copper cabling.

* Category 7a [Augmented Catepory 7): This cable standard allows for operations at frequencies up
1000 MHz, suitable for multiple applications in a single cable, including 40-gigabit Echernet,
100-gigabit Ethernet, and CATV.

Shielded Twisted-Palr

STF is a cable that contains metal shielding over each pair of copper wires. It combines the technigques of shield-
ing, cancellation, and wire twisting. Each pair of wires is covered in metallic foil. It reduces the electrical moise
hath within the cable [pair-to-pair coupling or cross talk) and from outside the cable |EMI and EMI), as shown
in Figure 1-12. 5TP cable is installed with an STF data connector, which is specifically created for STP cables.
It can also use the same R connector as UTT.

STP prevents imterference better than UTF, but it is expensive and difficult to install. The metallic shielding
must be grounded at bath ends of an STP cable. If it is grounded improperdy, the shield behaves like an antenna
amd picks up unnecessary signals. STP is rarely used in Ethernet networks because of s cost and difficulty
with termination.

The following are some of the features of STP cable:

® Epeed and throaghput: 10 to 100 Mbps

* Average cost per mode: Expensive

»  Media and conmector size: Mediom to |a.rg;e
¥ Maxrmemn Jrngtﬁ nfcabl'e: 100 m [short]

Coaxial Cable

Coaxial cable is a kind of copper wire that consists of a hollow cylindrical conductor that surrounds a single
inner wire made up of two conducting elements:

1. A copper conductor located in the center of the cable. A flexible layer of insulation encases the
copper conductor.

1. A-woven copper braid or metallic foil over this insulating material acts both as a second wire in circuit and
as a shield for the inner conductor, as shown in Figure 1-13. It can help reduce any outside interference.

Coaxial cable comes in different sizes. Because of its transmission length and noise-rejection characteristics,
the diameter is specified to be 1 cm. This type of coaxial cable is referred to as thickwer. Thicknet cable is easy to
install in some situations because of its thickness. This cable is used for special-purpose installations. A vamipire
tapis a device used to connect network devices to thicknet. The vampire tap is then connected to computers via
a flexible cable, called the attachment unit interface (AUT).
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Figure 1-13 Coaxisl cable u=zes plastic insulation over a single copper conductor.

Fgure 1-14 BNC T-connectors are used to connect coaxial cables.

Coaxial cables with an outer diameter of 0.35 cm were used in Ethernet networks. Such cables were used
especially when they had to be twisted and turned. These are referred to as thimet cables.

A common connector used with thinnet is BNC (Bayonet Meill-Concelman). It is a male connector mounted
at each end of the cable. A BMC connector has a center pin connected to the center cable conductor and a metal
tube connected to the cuter cable shield. The outside rotating ring boecks the cable to any female connector.
EMC T-connectors are female devices for connecting two cables to network imterface cards {WI1Cs), as shown
in Figure 1-14.

The following are features of coaxial cable:

* Speed and throwglgee: 10 to 100 Mbps

* Average cost per mode: Inexpensive

= Mediz and coomector size: Medium

* Macimmumr cable lemgtl: 500 m (medium)

Fiber-Optic Cable

Fiber-optics is a technology that uses glass jor plastic) threads (fiber) to transmit data. It consists of bundles
of glass threads, each of which is capable of transmitting messages modulated onto light waves. It is used
for networking and consists of twao fibers encased in separate sheaths. An outer jacket and many layers of
protective buffer material, eypically a plastic shield and reinforcing material made of a2 material such as
Kevlar, cover each optical fiber. While the plastic meets fire codes, the outer jacket will protect the entire
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Figure 113 Fiber-optic cable uses a glass fiber to transfer data.

cable. The Kevlar furnishes additional cushioning and protection for the fragile, hair-thin glass fibers, as
shown in Figure 1-15.

The light guiding of optical fiber parts is called the core and the cladding. The core is very pure glass with a
high index of refraction. When a cladding layer of glass or plastic with a low index of refraction covers the core
glass, light can ke trapped in the core glass. This process is called total internal reflection. Fiber-optic media is
mare expensive than all other network media.

There are two types of fiber-optic cable:

1. Single-mode
1. Multimade

SfﬂgllE-MOdE' Single-mode cable allows only one mode |or wavelength) of light to propagate throegh the
fiber. It is capable of higher bandwidth and greater distance than multimode. Single-mode is used for campus
hackbones. These types of fibers use lasers as a light-generating method. The maximom length of single-mode
cable is 10 km {32,808 4 femt).

Multimode Multimede cable allows multiple modes of light to propagate through the fiber. It is also used far
workgroup applications and intrabuilding applications, such as raisers. It uses light-emitting diodes (LEDs) as
a light generating device. Multimode cable’s maximum length is 2 km (6,561.7 feet).

The difference between single-mode and multimode connectors is the precision in the manufacturing process.
A single-mode connector hole is smaller than a multimode connector hole. This ensures tighter tolerance in the
connector assembly.

There are two types of fiber-optic connectors commaonly used in the communications industry:

® 5 These types of connectors feature a push-pull connect and disconnect method. The connector is
simply pushed into the receptacle to make a connection. Simply pull cut the connector o disconnect.

® ET: This connector is a bayonet type of connector. The connector is fully inserted imto the receptacle and
is then twisted in a clockwise direction to lock it into place, as shown in Figure 1-16.

Plenum Cables

A plenum cable is a cable that runs into the plenum space of a building. As ordinary cables cannot withstand
threats such as fire, these cables are built into the plenum area of the buoilding. The outer material of a ple-
num cable is more resistant to flame, produces less smoke, and does not emit the toxic fumes other cables do
when burning.

PVC Cables

Polyvinyl chloride {PVC| cables are the most commonly used electrical insulation material. They are primarily
dominant in low-voltage applications. Telscommunication is also an important application for PYC. PVC cable
includes the following features:
= It prowides geod electrical and insulation properties over a wide temperature range and provides safety
from fire.
= It has excellent durability and long life expectancy.
= It is highly resistant to degradation from ultraviolet lights.
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Figure 1-16 The 5T fiber-optic connector is used to connect fiber-optic cable.

Y
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Fgure 1-17  Wireless transmission utilizes an Ethernet backbone.

il

Wireless Transmission

“Wirebess transmission uses radio frequency (RF) and infrared [IR) waves to transmit data between the devices
om a LAMN. Components of a wireless network include antennas, amplifiers, and access points (APs), as shown
in Figure 1-17.
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The user must install a wireless adapter card |wireless MIC) on a PClaptop in order to send and receive wire-
less signals. Wireless signals use partions of the RF spectrum to transmit voice, video, and data. Wireless frequen-
cies range from 3 kHz to 300 GHz. The rate of data transmission ranges from % kbps to as high as 54 Mbps.

WLAN

A wireless LAN [WLAN] is made in accordance with Institute of Electrical and Electronics Engineers (IEEE)
802_11 standards. [t uses radio waves [eg., 02 MHz|, microwaves [e.g., 2.4 GHz], and IR waves |e.g., 820 nm)
far communication.

The following are some of the different types of wireless transmission:

® Infrared

* Microwave

= Satellite

Infrared Transmission The infrared transmission system is composed of three compoenents: the transmitter,
the infrared emitter (also called the radiator], and the receiver. The transmitter modulates the data signals onto
a carrier frequency by using frequency modulation or digital techniques. The emitter converts this modulated
signal into infrared light. The receiver decodes the infrared signal and converts it to a data signal.

The transmitter generates carrier waves for each channel in a multichannel system. All modulated carrier
waves are mixed and sent via a coaxial cable from the transmitter to the infrared emitter.

Microwave Transmission Microwave transmission is a technique for transmitting information over a mi-
crowave link. It is used to transmit audio, video, and data using microwaves over distances ranging between a
few feet to several miles. Microwave transmission is likely to be subject to attenuation caused by atmospheric
conditions, especially at times of wet weather.

Satellite Transmission Satellite transmission offers consistently high transmission quality. It is extremely
reliable, and it is used to receive virtually error-free digital transmission across the network. Satellite transmis-

sion is commonly used for television broadcasting, weather forecasting, radio communication, and Internet
COmmuUmNicatms.

Line of Sight

Line of sight is one of the problems affecting wireless transmission. The path between the two antennas in
wireless communication should be straight. Therefore, line of sight [LO3] is an unobstructed path between the
sending and receiving antennas. LOS is easy to achieve for small distances, but difficult for large distances.
The Fresnel zone (an elliptical area immediately surrounding the visual path) is also taken into consideration,
Fresnel zone clearance must be considered when determining the height of antennas.
To determine the line of site, the following two items must be identified:

1. Geographical change
1. Height of the antennas

Radio Frequency (Bandwidth)

A radio wave is an electromagnetic wave propagated by an antenna. These radio waves have different frequen-
cies, which can be changed by tuning the radio receiver to a specific frequency (Figure 1-18).
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Figure 1-18 Radio wanves are on the same spectrum as visible light.
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Bandwidth Description Frequency Range

Lo frequancy (LF} 30 KHz to 300 KHz
Modumirsquency (MEl 30KHro3000KH:
High frequancy {HF1 3 MHz to 30 MEHz

MEzmIoMeE
Ultrafigh frequancy (UHF} 300 MHz to 3000 MHz

Table 1-2  This table llustrates the freguancy ranges of varlous bandwidths

The Federal Communications Commissicn (FOC) determines the purpose of a particular frequency spec-
trum. In order to transmit on a particular frequency, a person has to obtain a license from the FOC;
the fixed frequency will be reserved for the licensed person only. Table 1-2 lists the frequency ranges of
certain bandwidths.

Public Switched Metwork

A public switched network (PSN) is a common carrier network that provides circuit switching for the general
public. P5Ms are usually telephone networks; they could also be data and packet-switched networks.

PSMs provide traffic routing from local users or from other switching centers, whereby a connection is estab-
lished between the calling and called stations. The connection is rebeased only when either the called or calling
party hangs up. A PSM can be also defined as a network that can be accessed by the public for establishing and
terminating telscommunications messages.

Emanations Security

Unwanted emanations result from computer technologies wsed for storing, calculating, and communicating
data. These compromising emanations consist of electrical, mechanical, or acoustical energy intentionally or
unintentionally emitted by any number of sources within equipment and systems that process information from
information-handling devices. If unauthorized individuals utilize this information it could give way to a sericus
security breach. Emanation security involves taking measures designed to restrict unauthorized persons from
ohtaining that information._

The term TEMPEST is broadly used for the entire field of emanations security. The term was coimed in the
19705 as a codename for a Mational Security Agency operation to secure electronic communications equipment
fram patential eavesdropping by unauthorized individuals.

Media Access Methods

Media access methods determine whether or not a particular node can place data on the network. They can
be put into two categories: connection based or competitive media access. Modes themselves determine media
access time.

Token Ring

Token Ring was developed by IBM and designed for a consistent network architecture based on the token-
passing access contral method. It is incorporated into 1BM mainframe systems, such as the AS400, and could
possibly be used with PCs, minicomputers, and mainframes. [t performs well with Systems Metwork Architec-
ture {SMAJ to connect with mainframe networks.

FDDI (Fiber Distributed Data Interface)

FDIM is a type of Token Ring network. lts implementation and topology is different from IBM's Token Ring
LAM architecture, which is managed by IEEE 802.5. FDDI is also used for metropolitan area networks (MANs)
or larger LAMNSs that extend between several buildings in an office complex or campus.
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LocalTalk

LocalTalk was developed by Apple Computer, Inc. and is suitable for small networks of Macs_ [t permits linear
bus, star, or tree topologies to use twisted-pair cable. It allows up to 32 devices (computers, printers, and file
servers). It transmits data at only 230 Kbps. LocalTalk uses the CSMASCA [Carrier Sense Multiple AccessfiCal-
lision Avoidance) process for transmitting data.

Multiplexing
Time-Division Multiplexing (TDM)

TDM is a technigue of placing multiple data streams in a single signal by dividing the signal into several
segments, each with a short period. This data stream is reassembled at the receiving side, depending on
the timing.

The nll!f:uit that merges signals at the transmitting end of 2 communication link is called a multiplexer. It
takes the input from each user, divides each signal into several segments, and then allocates the segments to the
combined signal in a rotating and repeating sequence. The composite signal then contains data from several
senders. At the other end of the cable, individual signals are divided out by a circuit called a demultiplexer and
routed to the proper users. Two-way communication circuits need a multiplexer/demultiplexer at every end of

the long-distance, high-bandwidth cable.
Frequency-Division Multiplexing (FDM)

FOM is a method by which multiple signals are merged for transmission over a single communication line or
channel. Each signal is allocated a separate frequency within the main channel.

An analog Internet connection on a twisted-pair cable needs 3 kHz of bandwidth for reliable data transfer.
Twisted-pair cables are commaon in households and small businesses. But large telephone cables, which operate
hetween large businesses such as government agencies and municipalities, are able to carry larger bandwidths.

If a long-distance cable has a bandwidth of 3 MHz, it means this is 3,000 kHz. Thus, it is possible to put
1000 :ignah into a |ur.|g-di:|:lm:= channel, each with a size of 3 kHz. The circuit that does this is known as
a multiplexer. It takes the input from each end user and creates a signal on a different frequency for each of
the inputs. This results in a high-kandwidith, complex signal that includes data from all of the end users. At
the ather end of the cable, the individual signals are divided by the demultiplexer and routed to the proper
end users.

Polling

Polling is a method by which a central device contacts each node to see whether it has data to transmit. In the
polling method, every node has guaranteed access to media, but network time can be wasted if polled nodes do
not contain data.

Demand Priority

Demand priority is a polling method by which nodes will send their state to a hub as either ready to transmit or
idle. The poll state of each node grants permission to transmit. A node can also tell the hub the priority of data
that passes through it. The hub will favor high-priority transmission requests.

Token-Based Media Access Method

This is a media access method by which computers pass a special sequence of bits, called a token, hetween them.
Omnly the node holding the token can transmit on the network. Afer transmitting data, or if it does not contain
data, a node passes the token to the next compater on the network.

Advantages and Disadvaniages

This method is said to be deterministic because every node has guaranteed access to the media. This is best
for networks in which timing is critical. In addition, even when traffic is very high, every station has the same
chance to transmit its data. However, token passing is ineffective when traffic is low because a station has to
wait when ather nodes hald the token and pass it on without transmitting data. Also, each node needs complex
software to control the token-passing process and may need reconfiguring whenever a node is added to or re-
mervedd from the network.
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Carrier Sense Multiple Access/Collision Detection (CSMA/CD)

This is a contention-based media access methad by which nodes can transmit whenever they have data to
transmit. CSMAMD must detect and manage expected collisions that take place when multiple nodes transmit
at ance,

In CEMAND:

L. A node has data to transmit.

2. The node determines whether the media is available or not.

3. If media is available, then the node transmits its data.

4. The node determines if a collision has occurred by detecting the fragmented data that results from

the collision.
5. If there is a cu”'uiun, the node waits for a random back-off time that is calculated in millissconds, and

then repeats the process until successful.

Carrier Sense Multiple Access/Collision Avoidance (CSMA/CA)

CSMASCA is a contention-hased media access method by which nodes can transmit whenever they have data
to transmit. However, they take the following steps before they transmit to ensure that the media is not in use:

L. A node has data to transmit.

. The node determines whether the media are available or noc

1f media are available, the nede sends a jam signal to advertise its intent to transmit data.
The node waits until all nedes have time to receive the jammed signal.

. The node then transmits its data.

When transmitting data, the node monitors the media for a jammed signal from another node. If a
jammed signal i received, it stops transmitting the data and retries after a random delay.

B

Contention Domains

A contention, or collision, domain consists of nodes whose simultaneocus transmission may interfere with that
of anather node. All devices in a contention domain compete for the right to transmit data. Any device in this
dovmain transmits data if there is no other traffic on the media.

Automated Information Systems (AlSs)

Automated Information Systems {AlSs| are a combination of Coamputer hardware, software, and firmware. AIS
is specifically developed for critical information handling and protection. It is useful in processes such as com-
munication, computation, dissemination, processing, and storage of information.

AIS is used in the following ways:

* Mamagewnent issues: As more and more operations are dependent on computers, it has become impar-

tant for a computer to fully manage all tasks. The need of management to handle critical issues creates
the need for ALS.

= Vafue of information and compacting resowrces: Processes such as commaunication and computation as-
sure ready availability and high integrity, whereas confidentiality is a critical issue handled by A5,

Historical Versus Current Technology
Hardware

Hardware is a general term wsed to refer to the physical compoments of a computer system. This includes key-
boards, circuit boards, monitors, gmphic: cards, and mice.

Distributed Versus Standalone

Hardware that is offering its services to the whole system forganization is referred to as distributed hardware. It
provides reliability, sharing of resources, and scalability. However, it lacks in its ability to provide security.
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Hardware that restricts its services to a single computer is called standalone hardware. It offers security but
provides limited benefits.

Microprocessors, Miniprocessors, and Mainframe Processors

Microprocessors

A microprocessor is a small and imtegrated version of a CPU jcentral processing unit). It combines the functions
performed by the CPU into a small integrated circuit (IC) Previously, CPUs were so large that they were dif-
ficult to handle and consumed a large amount of space. The small size of the microprocessor makes it compact
enough to fit in a small cabinet.

Microcomputers are differentiated on the basis of the following characteristics:

® [Instruction s=i: The set of instructions that the microprocessor can execute.
®  Banduridtl: The number of bits processed in a single instruction.

* Clock speed: The clock speed of the microprocessor determines how many instructions the processor
can execute in one second. It is calculated in megahertz [(MHz)

Miniprocessors
A miniprocessor is a low-cost logic circuit that uses integrated circuits [ICs). It has started a revolution in the

computer field, @5 it is easy to handle and can be used to perform calculations in the engineering and science
fields. It is very useful for scientific research and operations.

Mainframe Processors

Mainframe processors are large and expensive processors. The main advantage of this kind of processor is that it
can handle complex calculations. It is useful for handling hundreds, or even thousands, of users simultaneously
and can be placed just below supercomputers in power.

Components
Input and Qutput

Communication between the machine and user is possible when the machine sends output to a device based
on the input the user provides. Basically, input is the signal or data received by the system, while oatput i the
relevant signal or data sent from the system, Some devices are used o perform both operations. Modems and
network cards fall under this category.

Central Processing Unit (CPLU)

A central processing unit [CPU] is a device that carries out logical functioning and executes computer programs.
Since their imvention, CPUs have gone through logical and physical evolutionary changes. The CPU is now
very compact and efficient. Today, the CPU is used in many applications for fast and appropriate functioning
of appliances.

Memory

Memaory is the capacity to store, retain, and subsequently retrieve information. It is the internal storage device
in the computer where all data being used and currently running processes is stored.
There are several different types of memary:

s RAM (romdom-access memnory): It is pmsil:ﬂ: to read stored data from,, as well as write data to, BRAM.
Haowever, this memory is volatile and requires a continuwous power supply. Once the power supply is
switched off, data stored in RAM is lost. Thus, it is also known as volatile memaory.

* ROM jread-onrly memoryl: This type of memaory is present in almost all types of computers. ROM is
typically used to hald the instructions to start the computer. Unlike R AM, ROM cannot be written to.
It is only meant for reading instructions.

* PROM (proprommable read-only memory): PROM is a chip on which a program can be stored. It is
permanent and cannot be wiped out. Once used, memory cannat be used for saving other data. Like
ROM, PROM is nonvolatile.
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= EPROM ferasable programanable read-only memary): This is a special type of PROM that can be
erased by exposing it to ultraviolet light.

= EEPROM jelectrically evasable proprammable read-only mremory): EEFROM is a special type of
PROM that can be erased by exposing it to an electrical charge.

Sequential In a computer, ssquential-access memory (SAM) is a data storage device that reads data ina
sequence. It is completely different than RAM, where the data is accessed in any order. Though sequential
memory is read sequentially, a certain lecation can be accessed by seeking that location.

Random This memary type is different than sequential memory. Random memory allows a user to acesss
stored data in any order. It refers to the fact that any piece of data can be returned in a constant time. Accessing
the memory does not depend on the physical location and previous data.

Volatile Versus Nonwvolatile Volatile memory, also known as a primary storage device, is 2 memory type
that requires a constamt power supply to maintain the stored information. Most random-access memaory is vola-
tile starage, including dymamic random-access memory and static random-access memory.

Monvolatile memory, then, is the opposite of volatile memory. It is not affected by a disrupted power supply. It
stores and retains information even when there is no power. Monvolatile memory includes ROM, flash memory,
hard disk=, Hoppy disk drives, and magnetic tapes.

Monvolatile memary is mainly used for the purposes of secondary storage or for the long-term storage of data.
Monvolatile memary is more costly and performs worse than volatile random-access memory.

Critical Information Characteristics

Information systems security is concerned with three characteristics of information: confidentiality, integrity,
and availability.

Confidentiality

Confidentiality is critical for the security of an information system. A security policy is a set of rules that deter-
mines whether to permit or deny access to a particular ohject. Confidentiality is the assurance of access granted
omly to the authorized party, process, or abject.

All organizations require protecting certain information. It is also important to differentiate between impor-
tant and less important data, which will help in deciding what data requires protection from others.

Integrity
Imtegrity focuses on the fact that though confidentiality focuses on data security, there is a need for an individual

who is authorized to modify the data. Integrity also includes accuracy, relevancy, and completeness. Integrity
also focuses on the quality of information and the assurance that the data has not been corrupted or changed.

Availability

Axailahility is also included and is as important as confidentiality and integrity. Security mainly focuses on
ensuring that information is provided to authorized users whenever required and asked. Information systems
security has become a science of the study of compromises, as security and utility often conflict.

Information States
Transmisston

Transmission is the act of sending information from one system to another. This transmitting of information is
omly possible when the computer is using a data transmission protocal.

Storage

Storage is the process of saving and retrieving information that can be reproduced when the stored information
is

Storage Devices

The devices that store data or information are known as storage devices. Few storage devices have the ability to
process the information stored in them. Storage devices store data either in analog or digital form.
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Processing

The act af analyzing data and transforming raw data into useful information is called processing. A computer
usually automates processing.

Operations Security (OPSEC)

Operstions security ((PSEC) identifies, controls, and protects classified or sensitive information. While clas-
sified information comprises only a small part of the information and activities processed by organizations
every day, its security is critical. If classified information becomes known to a competitor or adversary, it could
become a problem.

OPSEC is the process that allows a manager to look for possible security breaches in a system. Hence, it
provides all possible ways by which adversary elements can intrude and misuse an organization’s sensitive
information. It basically focuses on finding and correcting ways for compromising the information. It is used
by government agencies and contractors in the development and acquisition of new equipment and in intel-
ligence collection.

OPSEC Process
The OPSEC process involves the following:

* [demtifying critical information: OPSEC focuses on information that needs to be protected. This may be
a stream of information or a complete process.

= Amalyzing the threat: This will help determine the ways that a possible adversary could intrude and
steal information.

* [demtifying vainerabilities: Focusing on vulnerabilities is a way to determine which information an ad-
versary could use against an organization. It helps to observe what data the adversary would be inter-
ested in and how he or she would be able to obtain it

* Awabyzing risk: Risk analysis allows the manager of an organization to determine the hazards cansed
by loss of information. In risk evaluation, vulnerahilities are weighed against the cost of the loss
of data.

* Cosntermeasures: Finally, managers have deployable solutions to reduce risks by eliminating
vulnerabilities. Another way to do this is to disrupt the effective collection of information, in which all
important information is not stored in the same place and is mixed with other information to mislead
the intruder. The factors that determine the use of coontermeasures are cost, timing, f:a:ibilit]r, and the
imagination of the person involved.

INFOSEC and OPSEC Interdependency

Previously, INFOSEC {information security) and OPSEC were considered to be two separate compartments
of the information security system of the organization. It is now cear, however, that both of these are
imterdependent and can be handled simultaneously. Today, information-dependent organizations need risk man-
agement to be dealt with through INFOSEC and OPSEC simultanecusly. Recently, legislation and regulations
such as Basel 11 {for banks), the Turnbull report (for the London Steck Exchange), and the Sarbanes-Oxley Act
(for the Mew York Stock Exchange) say that if an organization does not have adequate mechanisms in place for
cantralling and awditing its flow of information, then the organization could lose a great deal of money.

Information security specialists are familiar with network threats and vulnerabilities. Figure 1-19 shows five
levels of information security from operational security to strategic planning.

Unclassified Indicators

Unclassified indicators can be used to reveal critical information that requires OFSEC measures for additional
protection. OPSEC mainly focuses on removing, minimizing, or covering the unclassified indicators that can
compromise classified information, especially eritical information. While programs like information security
protect classified information, they cannot prevent all indicatars of critical information, especially unclassified
indicators, from being revealed.
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Fgure 1-19  These are the five levels of information security.

OPSEC Surveys/OPSEC Planning

An OPSEC survey is a method for examining the sufficient protection of critical information during the plan-
ning, preparation, execution, and postexecution phases of any operation or activity. This survey will analyze
all associated functions to identify sources of information, what they disclose, and what can be derived from
the information.

An OPSEC survey is a time-intensive method, so it should only be conducted when necessary. Extremely
sensitive programs, activities, or operations where the slightest compromise will result in mission failure anddor
extreme damage to national security are rare examples where an OFSEC survey may be conducted.

Object Reuse

Obiject reuse focuses on the allocation or reallocation of storage objects. It is mandatory for security to avoid
using a system resource that can be used to pass data from one process to another. This can be considered a
violation of security policy. Objects normally use resources like buffers and caches. An operating system like
UnixWare clears buffers and caches before assigning them to other processes. This ensures that no process inher-
its oor reads the data of other processes, either intentional ly or unintentionally. However, the controlled sharing
of memuory is a difficule task, as it allocates and reallocates the memaory to different processes. UnixWare allows
many processes to execute simultaneously in memory. This includes the allocation of memory to a process and
again deallocating it, allowing the memory to be reallocated to another process. This reallocation may be a
threat to security, as information may remain when a section of memaory is reassigned to a new process.

Understanding the 0S| Reference Model

In the early years of networking, communication between two different computers and different applications
was difficult, as they adhered to different communication standards. Later, different standards bodies, users,
and providers agreed wpan a similar architecture for communication irrespective of the applications and operat-
ing systems that were being used.

The Open System Interconnection [051] model's protocol function is divided into separate layers, as
shown in Figure 1-20. Each layer has specific functions. The design of the OS5I model is based on the follow-
ing principles:

= Each layer should have a fully defined function

* The boundaries of the layers are selected to reduce the flow of information in the interface

* When an additional level of abstraction is required, a layer is created

= Each layer contains the functions of the international standardized protecols

A type of system that implements the protocol behavior and consists of these layers is called a protocol stack.
The OE1 madel contains the following layers:

= Layer I: Physical layer
*= Layer 2: Data-link layer
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Figure 1-20  The 05l model is the standard netwoarking madel

= Layer 3: Netwoark layer

= Layer 4: Transport layer

® [Layer 5: Session layer

® [Layer ti: Presentation layer
= Layer 7: Application layer

Physical Layer
The physical layer manages the operations needed to send a stream of data over a

physical medium, as shown

in Figure 1-21. It deals with mechanical and electrical requirements. It also describes the methodologies and
functionalities of the physical devices and interfaces to achieve the communication required.

The following are the responsibilities of the physical layer:

® Features of the interfrces and media: The physical layer defines the features of the interfaces between

the devices and the communication media.

* Diepiction of data: The data is depicted in the form of 0% and 1's without any encryption when
passed through the physical layer. The data is encoded imto signals that may be electrical signals

ar light signals.

*  Orpamization of data bits: The sender and receiver must have their data organized at the bit-

stream level.
* Confipuration of limks: The physical layer deals with the links of the devices

to the medium. In a

point-to-paint connection, the devices are attached through a single link. In 2 multipeint design, a link

is divided among many devices.

= Topology of devices: The topalogy deals with the position of dewices through which they form a
netwaork. The devices can be connected in the network using mesh, star, ring, and bus topologies.

* Mode of communication: The physical layer also describes the mode of transmission between two

devices. The available modes are simplex,, full-duplex, and half-duplex types.
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Fgure 1-21 The data transmission path mowves through the physical layer.
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Figure 1-22 The data-link layer makes the physical lager secure.

Data-Link Layer
The data-link layer is responsible for device-to-device delivery. The ohjective of the data-link layer is to make

the physical layer secure without any errors, as shown in Figure 1-22.

The following are the responsibilities of the data-link layer:

= Grouping: The data-link layer groups the bits of information received from the network layer into data
packets, called frames.

= Addressing: The data-link layer adds a header to the packet to describe the original address of the sender

o the receiver.
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Figure 1-23 The network layer makes sure that packets are routed correcthy.

® Flow corfrol: Data taken by the receiver is received at a rate that is less than the rate generated by
the sender. The data-link layer employs the flow-control mechanism to reduce data flooding at the
receiver’s end.

® Access comtrol: When multiple devices share the same connection, the data-link layer employs certain
protocols that are essential to determine the devices that have authority over other devices.

Metwork Layer

The network layer is useful for source-destination transmission of packets across multiple networks. The
network layer makes sure that individual packets initiated from the source reach the destination, as shown in
Figure 1-13.

The following are the responsibilities of the network layer:

* Global addressing: Global addressing is executed through the data-link layer, which deals with the ad-
dressing problem locally. If the packet passes the network border, another addressing system is essential
to separate the source and destination systems. The netwark layer supplies a header to the packet that
originates from the upper layers and includes the global address of the sender and receiver.

* Routing of data packets: The network layer i linked rogether to create an internetwork, which is a huge
netwaork, through which the linking devices route the packets to the final destination.

®  Fault handling: The network layer is useful for fault control from source to destination. The sending
network layer ensures that the whole message arrives at the receiving device without any errors.

= Traffic comtrol: The netwark layer is useful for controlling the flow of traffic from source o destination
s that the end user is not overwhelmed.

Transport Layer

The transport layer is useful for sending packets from the source to the destination. The transport layer makes
sure that the entire message is transmitted without any deletions or modifications by helping in fault control
and transmission control. For security enhancement, the transport layer can maintain a connection between the
end points, as shown in Figure 1-24.

The following are the responsibilities of the transpoct layer:

* Addressimg: The transport layer's packet has a header that is useful for holding the address of the service

point address. The network Layer transmits the exact packet to the transport layer and makes the whale
message arrive at the exact process on that device; the transport layer gets the whole message to the

exact process on the compater.
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Fgure 1-24 The transpart layer ensures the correct transmission of data.

* [solation and reconstruction: A message is broken into many segments for transmission, and each
segment holds a sequence number. These numbers permit the transport layer to reconstruct the
message appropriately at the destination and to recognize and replace packets that are lost
during communication.

* Link cortrol: The protocols are either connectionless or connection oriented. A connectionless transport
layer considers each segment as an individual packet and sends it to the transport layer at the destina-
tion. A connection-oriented transport layer initially establishes a connection with the transport layer at
the end machine hefore sending any packets.

* Tramsmission controd: Fault control s performed from destination to destination through a single link.
The sending transport layer ensures that the whole message arrives at the receiving device without
any errors,

* Error cortrol: The transport layer is useful for fankt control from source to destination.

Session Layer
The session layer momitors the communication between two devices, as shown in Figure 1-25. The following are
the responsibilities of the session layer:
* Commuwication control: The session layer permits two devices to establish a dialog between them. It
permits communication between the devices to take place in full-duplex or half-duplex form.

* Data organization: The session layer permits the process to employ checkpoints. If a system is sending a
file of 1,000 pages, checkpoints are inserted after every 100 pages to make sure that each 100-page unit
is received. An acknowledgment for each unit is sent individually.

The advantage of the checkpoint system is that if a failure occurs, the entire file does not have w be
retramsmitted.

Presentation Layer

The presentation layer deals with the syntax and semantics of the data interchanged between two devices, as
shown in Figure 1-26.
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Figure 1-25  The session layer monitors the communication between two dewices.
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Figure 1-26 The presentation layer deals with the syntax and semantics of the data
imterchanged between two devices.

1 Fclata

The following are the responsibilities of the presentation layer:

* Tramsletion: Information must be converted into streams of data before it is sent. As different
computers have different encoding systems, the presentation layer deals with the interchange between
the various systems of encoding. The data are translated into a common format that the presentation
layer at the receiving end will be able to understand. The format of the received data is dependent on
the receiver’s format.

* Emcryption: To transmit confidential information, the system must be able to provide security. In
encryption, the sender of the data changes the exact information into another format and broadcases
the resultant information.

* Compression: The compression of data reduces the number of bits sent. Data compression becomes
sigmificant in the transmission of information such as images, sound, and video.
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Fgure 1-27 The application layer provides users with acoess to any network.

Application Layer
The application layer provides users with access to amy network, as shown in Figure 1-17. It provides services
such as interface and help services for e-mail distant file access. It also provides database management for shared
systems and many other kinds of distributed systems.

The application layer provides many services, such as the following:

* Netwark virtual termeimal: A network virtual ferminal is a software system representing a terminal. 1t
permits users to access remate systems. To achieve this, the application generates a software model of a
terminal at the remote host. The wser’s terminal communicates with the software terminal, which again
commumnicates with the original terminal that allows the users o log on to the system.

* File transfer, fife muragennent, and file access: The application layer permits a user to access files in dis-
tant places to get the files from remote computers and to ad minister the files in an isolated computer.

* [rectory sevvices: The application layer provides distributed database facilities and access for retrieving
the information worldwide.

* Ml sevvices: This application provides the foundation of e-mail sending and the storage of
e-mail received.

Data Transmission Methods
Data Transmission Modes

A transmission mode is the term used to define the direction of a signal or the flow between two
linked devices.

Data transmission modes include:

* Simplex transmission

= Half-duplex transmission

= Full-duplex transmission

Simplex Transmission

This is a type of data transmission in which information is transferred by only one device at a time. It is similar
to a one-way road, as shown in Figure 1-28.

Copryghl 04 Cenpge Lining. Al Hights Rossrred. by i e copiod, w e o Suplisindl in whmle ar ba pod. Do righn sare it i /e emppnesse o the bk ardiar el hopiei
[ e — ki e cmorall K Congas sy mesrses i rig io revecw 3 el oo 3 ey thes  mbasy e righis eesiricliors ramiee




136 Chapter 1

Simplsx Channel Cperation

one way Inly

Crpyrighi © by IG-Gauncl
All rights ressrved. Roprkciion i wricly prohibied

Figure 1-2B  Simplex transmission is one-way
data transmission.
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Figure 1-29 Half-duplex trarsmission can transmit information both ways, but not at the
same time.
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Figure 1-30 Full-duplex transmission can trarsmit information both ways simultaneowshy.

Haff-Duplex Transmission
In half-duplex miede, data typically transmit in only one direction at a time. Both stations can transmit and
receive data, but not at the same time. When one station is sending data, the other can only receive the data,
and vice versa. For most LAMs, half-duplex mode is efficient.

In half-duplex transmission, the channel transmitting at a particalar time uses the entire capacity of a chan-
nel. A broadband network supports half-duplex communication. Walkie-talkies and band radios are examples
of a half-duplex system,, as shown in Figure 1-29.

Full-Duplex Transmission

In fu"-dup]:x musde, data can be transmitted in both directions at the same time. Both stations can transmit
and receive data simultaneously, as shown in Figure 1-30.
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Figure 1-31 In serial data transmission, data bits are transferred over a single medium.

In full-duplex transmission, sharing can be done in two ways:

* The link must contain two physically separate transmission paths for sending and receiving.

* The capacity of the channel is divided between signals traveling in opposite directions.

Some mamufacturers are making Ethernet equipment that makes it possible to convert half-duplex mode to

full-duplex. Full-duplex Ethernet essentially doubles the throughput of the existing network. The most common
example of this is a telephone network, where two people can talk and listen at the same time.

Types of Transmission

A transmission is a channel capable of carrying data from one terminal to another terminal. There are four
different types of transmission:

# %egrial dara transmission
= Parallel data transmission
#* Unicast transmission

* Multicast transmission
All these transmissions are used to transfer data, but in a different manner.
Serial Data Transmission

In serial data transmission, data bits are transmitted at a rate of one per clock cycle over a single transmission
medium, as shown in Figure 1-31. The synchronization of bits, startfstop bits, and error correction bits are
transmitted serially by limiting the overall throughput of data.

Diata must pass through a serial interface to exit a computer as serial data_ This communication is also called
a “one-at-a-time transmission” hecause bits are transferred one after the other.

Figure 1-31 illustrates the flow of data from one terminal to another in a serial manner. Here, data is trans-

ferred in terms of bits.
Parallel Data Transmission

In parallel transmission, multiple bits are transmitted across multiple transmission lines, as shown in
Figure 1-32. Many data bits or multiple bytes are also transferred per clock cpcle. During this transmission,
synchromization of bits, start/stop bits, and error correction bits are transmitted in a line of data bits, which in
turn improves overall throughput of data by using additional parallel data lines.

Unicast Transmission

Unicast transmission is a type of transmission method in which information or data is transferred from a spe-
cific host address to a :pnciﬁc hiost destination address, as shown in Figure 1-33. In this transmission, there is
only one sender and one receiver. The most familiar standard applications of this transmision are HTTF, FTF,
SMTP, and telnet.

All LANS, like Ethernet and IP networks, support unicast transmission. This is an inefficient method as it
carries the same information multiple times, which requires more bandwidth. Each unicast transmission over a
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Figure 1-22  Parallel data transmission transfers data across multiple lines.
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Figure 1-23  Unicast transmission transmits data from one address to ancther.

network must touch each point or node on the entire network to get to the intended receiver. This transmission
is also called a point-to-point network.

Multicast Transmission

In the multicast transmission method, data is transmitted or sent from 2 server to a sp::iﬁc naede that is defined
as o member of a multicast group, as shown in Figure 1-34. In these transmissions, a piece of information is sent
from one or more points to a set of other points.

Classifying the Network

This classification mainly deals with the logical connection of networks and concentrates on how a network is
connected. A logical network combines together a set of entities (eg., users) that are somehow connected.
There are three different network classifications:
1. Client-server networking
1. Peer-to-peer networking
3. Mixed-mode networking
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Fgure 1-34  Multicast trarsmission sends data from a server to a specific niode.

Client-Server Networking

In a client-server network, some computers act as clients and some act as servers. Clients are those computers
who use services thar a server provides. A server is a high-powered computer that provides services to computers
om a network. It provides back-end support (ie., all databases are present on the server side). It stores e-mail,
‘Web pages, files, andior applications.

The following are some of the different kinds of servers that control the sharing of data:

* File servers

* Jrint servers

= Application servers
* E-mail servers

= Weh servers

* Database servers

A client-server network can be constructed by designating one or more of the networked computers as a server
and the rest as clients, even when all of the computers can p:rﬁnﬂn hath functions. In most LANs and WANs,
client-server technology s more useful. However, it is preferable to keep more than one computer as a server
hecawse if the server fails in a single server system, the entire system goes down.

A client-server network typically uses a directory service as a database to store information about the network
and its users. Users (who use client computers) who want to use a service can log on o the directory service
instead of logging on to individual computers, and administrators (who use the server computer) can control
access to the entire network using the directory service as a central resource.

Server computers provide the necessary network security and control. The network manager functions as an
administrator and manages the client-server network. The administrator determines which resources should be
made available and sets permissions on the resources, as shown in Figure 1-35.

A server generally has large hard drives, additional random access memory, and additional hardware installed
tor manage all network functions. Clieng-server networks are much more common in businesses.

Peer-To-Peer Networking

In peer-fo-peer metunrks, every computer operates as a client and a server (ie., any computer can share its
resaurces with the network and access the shared resources on other computers). Peer-to-peer networks are easy
to set up and require no special hardware or software or an expensive central computer.

The follewing are some disadvantages of peer-to-peer networks:

* This type of network can only be applied in some LANs because each system has to maintain its own
user accounts and other security settings.

* There is no centralized management of the network.
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Figure 1-35  Client-server architecture uses a reguest-and-reply method of communication.

fa |
ﬁj/m!ﬁ“ﬁi /

[ & g7 B
@ﬁ%@\gnm

Figure 1-36 Peer-to-peer networking shares data equally among users.

® Each user has to make r:gu]n:r |::|d|:ups ufdah, because the data and software are located on several dif-
ferent computers.
Peer-to-peer networks are much more common in bomes and small aoffices.

Figure 1-36 illustrates how peer-to-peer networks work. The data or information is shared among different
users equally. This network gives equal importance to all the users.

Mixed-Mode Networking

A mixed-mode netwoark is a combination of a dient-server neework and a peer-to-peer network. This network
has elements of both of these two types of networks. One of the major uses of a mixed-mode network is a work-
group created to share local resources within a dient-server network.

Network Topology
Metwork topology deals with the way in which connections are made within 2 network. Two or more devices
connected to two or more links form a topolegy. Topology deals with a network’s overall design and data

flow. A physical topology is a topology that deals with the configuration of cables, computers, and other
peripheral devices.
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There are seven different types of topologies:
* s

= Star or hub

* Star-wired

®= Mesh

* Ring

* Tree

* Hyhrid

Data Sharing

A storage area network {SAM| improves the concept of data sharing. Though LANs allow the application and
end wser to access data at a central location, a SAN moves the data to a much faster infrastructure. This helps
tor transfer large files in parallel to multiple computers without affecting the corporate LAN.

Participating computers must be able to find and use the contents of a file while sharing the data. Thus, par-
ticipating computers with different operating systems are required to use protocols for the transmission of data

protocol translation modules. This helps establish a common communication between the systems.

Data sharing is associated with primary storage devices but can be done with secondary storage as well. Stor-
age devices, such as robotic tape libraries, contain multiple tape devices. More than one computer can access a
large quantity of media using SAMs. This increases the capability to share data on secondary storage devices,

Device Sharing

Consider an example: A ring-topology network includes adjacent stations that are attached in series independent
of each ather. Each stativn in the topology has the capacity to selectively receive data. This same data will mot
be received by any other station in the topology. Again, each station coordinates the received data with another
seation, which enzures that the device receives all the data.

File Servers

File servers have a large impact on backup performance. Backup performance can be calculated on the basis
of a faster exchange of data. The faster the elimination and distribution of data across the wire, the larger the
megabyte-per-minute backup rate will be.
A file server backup can be affected by the following:
* Mard disk drives (HDDs): Most disks have an access time ranging from 10 to 40 ms. The access time af-
fects the overall performance of the file server.
= Netwark imterface cards {NI1Cs): Slow M1Cs also affect the performance of file servers. N1Cs may alsa
take up large amounts of CPU utilization.
= Systems memory: The amount of RAM affects the file server backup when it is shared hetween the file
server pracesses and the backup process. Muost file server based backup systems require adding addi-
tional amounts of memory.

Bus Topology
Bus topology is a multipoint topology that consists of a long cable that acts as a support structure for the entire
network, as shown in Figure 1-37. The long cable is called a bus, and it connects all devices in the network.
In bus topology, all the devices in the network are connected o the bus cable using links, such as drop lines
and taps. A tap is a connector that slices the bus cable to establish a contact with the metallic part. As the
signals pass through the cable, some of the energy is converted into heat. As a result, it becomes fragile in the
lang run.

Bus topology has the following advantages:

* Installation is effortless,

= The hus cable can be set up through a best path, and in turn, the other connectors can be connected o
the devices.

Copryghl 04 Cenpge Lining. Al Hights Rossrred. by i e copiod, w e o Suplisindl in whmle ar ba pod. Do righn sare it i /e emppnesse o the bk ardiar el hopiei
[ e — ki e cmorall K Covgus Lmsing wesrses i righl io reveces b el oo 3 2wy dees B auby i, poaih -




142 Chapter 1

) —Dig ekl
e g UEh Uz LD -~ Tenrising
i L el
iz s it e =
=mgak I.I‘.'l.-')l'l‘.'&. "
= nyuls
& by DG-GENIEH

All rights resprved. Feprodhrion i sricily probibied
Fgure 1-37  Bus topology uses a single cable as the support for the network.

It requires less cabling compared to mesh, star, and tree topologies.

® HRepetition is avoided in bus topalogy, as the same cable extends throughout the netwoark irrespective of
the ather topologies.

Bus topalogy has the following disadvantages:
* It imvolves a rather difficult design.
® The defect separation is also difficalt.

* Since the installation is difficult in the case of a bus, it is also very difficult to add new devices
the bus.

* Sopmetimes, mirroring of the signals oocurs at the tap regions, which can cause signal quality
to deteriorate.

® Defects in the bus cable can suspend all communication between devices on the same side.
Bus topalogy is Further categorized into two types:

1. Linear bus

1. Distributed bus

Limear Bus

A limear bus is a type of bus topology that consists of a cable and a terminator at each end, as shown in
Figure 1-38. This topology is mainly used in Ethernet and LocalTalk networks.
Linear bus topology has the following advantages:

= It requires fewer cables to connect various devices.

* This opology uses peer-to-peer LANSs, coaxial cables, and 50- to 93-ohm terminators for connecting
various systems at each end.

= A single cable supports the entire netwaork.

= It is easy to connect new peripheral devices and systems to a linear bus.
= It requires less cable length when compared to a star topology.

Linear bus topology has the following disadvantages:

* Rreakdowns in the main cable disable the entire network.

* The main cable uses terminaters at both ends of the device,
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Figure 1-38 & linear bus uses a cable with a terminatar at each end.
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Fgure 1-39 A distributed bus wses a single node with lnks.

= It is difficult to identify problems in this topology in case of network failure.
* This topalogy is not suited for large buildings that use more devices and systems.

Distributed Bus

1-43

Dristributed bus is a complex topology. It uses a single node from the trunk cable, called a root or head end,

which contains varioos links in the netwark.

Figure 1-3% illustrates a distributed bus that has different nodes connected at various branches. 1f the oot
fails, then the entire network goes down. All the nodes are connected te a commoen transmission medium,

Copryghl 04 Cenpge Lining. Al Hights Rossrred. by i e copiod, w e o Suplisindl in whmle ar ba pod. Do
[ e e S — —

ki e cmorall K Covgus Lmsing wesrses i righl io reveces b el oo 3 2wy dees B auby

righn sare it i /e emppnesse o the bk ardiar el hopiei

rig s oA



148  Chapter 1

S
o L
-N“x‘ e

& TD

F-Launeil
Al rights reamrved w;ﬂlhm_h prohibisd

Figure 1-40  5tar topology wses a single central computer as
a rowter.

which has more than two endpoints created by adding branches to the main node. This topology is sometimes
called a tree topology, as the structure looks like a tree, but it differs in that there is no central node connecting
the ather nedes.

Star Topology

Star topology is one of the more popular network topologies. Star topology consists of a central, or hub, com-
puter that functions as a router to send messages, as shown in Figure 1-40. In star topalogy, each device has a
devoted point-to-point communication to a central monitoring unit called a hub. The devices are not directly
connected to each other. Star topology also does not permit direct traffic berween the devices in the network.
1f ome device wants to send daia to another device, then the device has to send data to the ceniral hub, which
diverts the data to all the other devices in the network.

Star topology is comparatively cheaper than mesh topology, as each device needs only one cable and one 7O
device to link to any of the other dewices_ This fact makes setting up and redesigning the topalogy more simple.
This alsa leads to bess wiring between the already existing devices and the newly installed devices. One of the
higgest advantages of the star topolegy is its strength. IF one link is lost, only that particular link is affected. All
the ather links continue working. This factor results in easy recognition and effortless detection of defects. The
hub, as long as it is functioning properly, can examine connection problems and circumyvent defective links.

Star topology has the following advantages:
= It is easy to execute and extend in large networks.
= It is adaptable for shore-term netwoarks.

* The destruction of a node other than the central node will not have significant effects on the operation
ﬂE thE n!tmk.

Star topology has the following disadvantages:

® It has a restricted cable length and supports a small number of stations.
® The cost of maintaining it may become higher in the future.

* Luoas of the central nede can disable the whaole netwark.
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Figure 1-41 Star-wired ring topology combines =lements of physical star and
lagical ring topalogies.

Extended 5tar Topology

In the extended star topology, two or more networks that are arranged in physical star topology are connected
using repeaters. The central node of one star network is connected o the terminal node of the other star net-
waork. The extended star tupolnmr connects mull:ip|= hubs of different stars.

Distributed Star Topology

In this kind of topology, two or more networks that are arranged in physical star topology are connected in a
linear fashion, with no other nodes that explicitly connect them.
Star-Wired Ring Topology
A star-wired ring topology s the combination of physical star topolegy and logical ring topology. Devices
arranged in this topalogy form a physical star, as shown in Figure 1-41. A single communication channel
exists in the topology, forming a logical ring. Sent messages are forwarded from one device to another in
the ring.

The following are advantages of star-wired ring topology:

* Troubleshooting is easy

* Expansion of the network is easy due to the modular design

* The connection of the hub is flexible

The following is a disadvantage of star-wired ring topology:

* Due to extreme flexibility of arrangement, configuration and cabling is difficult

Ring Topology

In ring topology, each device has a dedicated point-to-point communication with only one other device on each
side of the device, as shown in Figure 1-42. A signal is sent along the ring in a unidirectional manner through
each device until it reaches its destination. Each device in a ring has a router integrated in it. When a device
receives a signal meant for another device, the repeater reproduces bits and sends them along the netwaork. In
ring topelogy, a signal keeps traveling through the network wntil it reaches its destination.
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Figure 1-42 In ring topology, signals are sent point to point.

Ring topology has the following advantages:

= The ring is comparatively easy to set up and configure

= Addition or deletion of devices mandates shifting only two connections
= It is easy to find faults in ring topology

Ring topology has the following disadvamtage:

* Unidirectional communication can be a defect, as a los in the ring can cripple the entire network

Mesh Topology

In mesh topology, every device has a point-to-point link to all the other devices, as shown in Figure 1-43. A
completely connected mesh network has sjr — 11/2 channels to connect w devices. To cater to all the connec-
tions, each device on the network needs to have m — 1 inputivutput ports. The mesh has many advantages over
ather topologies. The usage of dedicated point-to-point links ensures that every connection can broadcast its
data, reducing the traffic related issues that arise when connections are shared by more than one device. Physical
boundaries prohibit unauthentic users from accessing the devices.

Point-to-point devices simplify faul detection and fault isolation. Routing of traffic can be done to
reduce the links, which are vulnerable to certain security violations. This functionality enables the network
administrator to find out the specific hecation of errors and helps in detecting the root of the problem and
provides solutions.

Mesh topology has the following advantages:

= Mesh topology is strong, and if one of the links is bost, the others are not affected
= Mesh topolegy makes the network secure
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Figure 1-43 Mesh topology connects every unit in a network.

Mesh topology has the following disadvantages:

= A loe of cabling is involved, and more ports are nesded

* Every device must be linked to every other device

* The setup and design are tedious

= More space is also required to accommadate all the wiring

* The hardware needed to connect all the links is also very costly

* The mesh topology is executed limitedly for linking the primary computers of networks that use several
ather topologies

Tree Topology

The tree topolegy is a version of star. The devices in a tree are connected to a central hub that monitors net-
wark traffic, as shown in Figure 1-44. The auxiliary bub is linked to several devices; the auxiliary hub in turn
connects to the central hub. The central hub contains a repeater that reproduces the bit streams before sending
them. Repeaters make the transmissions robust and enhance the distance signals travel. The auxiliary hub can

he active or passive. A passive hub has simpler connections between the linked devices.
Cable-television rechnology can be considered a typical example of a tree topology. The primary cable is

divided into many auxiliary cables, and each cable is further divided into subcables and so on.
Tree topology has the following advantage:

® It permits more devices to be linked to a central hub and thus increases the signal distance between
two devices
Tree topology has the following disadvantages:

= 1 the root fails, the network fails

= It is complicated to configure

* There are slow access times when the network grows

There are two types of fundamental tree topologies:

L. Minmimuen spamming free: It costs little to connect all the nodes in the topalogy.
2. Steiner tree: This is a least-cost tree that can connect a subset of all the nodes.
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Fgure 1-44  In tree topology, a central hub monrtors traffic.

Hybrid Topology

The hybrid topalogy is the combination of any two or more different topologies. The most commaonly used
topologies are star-bus, as shown in Figure 1-45, or star-ring. A multistation access unit is used in a star-bus.

Physical Network Classification

Metworks are dassified according to their physical lecation or their geographical boundaries. The physical
lecation of the network affects its throughput. The arrangement of devices is made according to the needs of
the organization and the standards of the network. The following arrangements are among the many network
classifications:

" Local area network {LAN]|

* Wide area network {WAN )

= Metropolitan area network [MAN)

s Personal area netwock [PAR)

* Campus area network [CAR)

* Clobal area network (GAN)

Local Area Network

A lscal area network typically exists in private organizations and connects the nodes in a single organization
or |location, as shown in Figure 1-46. LANs usually vary based on the requirements and the type of technology

used. & simple LAN consists of only PCs and seme hardware devices, such as printers, for domestic purposes
such as in hames.
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Figure 1-45  Hybrid topologies use one or maore topologies
together, such as star and bus.

LAMs are designed to facilitate the sharing of resources between PCs or workstations. The assets to be
shared include hardware devices, such as printers, and software. LANSs in organizations are useful for linking
the computers, which are allotted identical functionalities. In such a scenario, some of the computers are given
higher storage capacities so they can act as servers and the others can act as clients. LANs are also differenti-
ated from other types of netwoarks based on their communication media and topology. Typically, a LAN uses
only e type of communication medium. The most popular LAN topologies are bus, ring, and star.

Early LAMs had data rates ranging from 4 to 16 Mbps. Mow, speeds from 100 Mbps to | Ghps (1000 Mbps)
are commaon, The protocals used by LANs also distinguish them from other kinds of networks. LANs can use
client-server architecture or peer-to-peer architecture.

The following are some LAN technologies:

* Ethernet
*= Token Ring
= FOOI |Fiher Distributed Data [mterface)

Ethernet

The criginal Ethernet was developed by the Xerox Corporation and operated at a rate of 3 Mbps using the
CSMASCD protocol. In later years, three companies | Xerox Corporation, Intel Corporation, and Digital Equip-
ment Corporation] jointly developed Ethernet version 1.0
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Figure 1-46 Local area networks connect the nodes in a single organization.
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Ethernet Elements The Ethernet consists of netwaork nodes and the interconnecting media. There are two
major classes of network nodes:

1. Data terminal equipment (DTE): DTEs are devices like PCs, workstations, and file servers.

1. Data commmunication equipmment {[VCE): Repeaters, network switches, routers, interface cards, and mo-
dems are DCEs. These devices forward and receive data frames from the network.

Basic Ethernet Frame Format In the [EEE 802.3 standard, a data-frame format is provided for media

access control implementation and other optional formats, which can extend the capability of the protocal, as
shown in Figure 1-47.

Intranet

Intranet is the term for a growp of private computer networks. With the help of an intranet, data and resources
can be shared within an organization. Intranet wses technologies like Ethernet, Wi-Fi, TCHIF, Web browsers,
and Web servers. Users outside the intranet cannot access the intranet directly.

Wide Area Networks (WANs)

WAMNs are built to prowide transmission solutions for companies or groups who need to interchange informa-
tion such as data, voice, and images between two distant becations, as shown in Figure 1-48. As the distance
imvolved is great, telecommunication organizations play a role in WAN communications. In fact, beased and
public communication companies usually sustain WANs.

The major purpose of 2 WAN is to provide trustworthy, quick, and secure communication between two
or more places with shore delays and at low costs. WAMNs enable an organization to have one basic network
hetween all its departments and offices, even though they are not present in the same building or city, facilitat-
ing communication between the organization and other locations worldwide. WAMNs are subject to a country's
public communication department policies and rules.
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Fgure 1-47 A& data-frame format is provided for the media access contral mplementation.
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Fgure 1-48 WaMNs facilitate data transmission between distant geographic locations.
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Figure 1-45 B&AMNs are used for public netwarks.

WAN technologies include the following:

® Packet-switched WANs
" ATM=
* B-I50MNs

Metropolitan Area Networks (MANS)

Metropolitan area networks [MANs| are large computer networks ranging over an entire city. They use wireless
communication or fiber-optic cables to connect their areas, as show in Figure 1-49.

For example, large educational institutions may have a MAMN that links together many of its local area net-
works (LANs], which covers a distance that is less than a kilometer. The MAMN can in turn link several WaN
links to wther educational institutions or the Internet. The MAN may be a single network or it can be a huge
network, which may involve a number of LANs, facilitating the sharing of assets between the various devices
on the network. An organization can communicate with its branch offices throughout a city using a2 MAN.

MAM technologies include the following:

» FEthernet-based MANs [Metro Ethernet)

L] DQDB{Di:tribu.ted Queue Dual Bus)

= SMDS (Switched Multimegahit Data Services)

Same LAMN technologies used for this purpose are ATM, FDDI, and 5MDS. These eadier technologies are
on the verge of being replaced by Ethernet-based MAMs (e.g, Metro Ethernet) in the majority of areas. MAN
links into LAMNSs that have been built without wires, using communication links such as optical fibers.

A MAN can be completely owned and monitored by a private organization, or it can be provided as a service
by any public arganization, such as a telecommunications company.

Personal Area Networks (PANs)

PAM refers to wireless communication that uses both radio and optical signals. PAN & quite similar to
WLARN. PAMSs usually range in tens of feet. For specific PAN hardware, the range is typically up to 10 meters
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[approximately 33 feet). PANs cover an individual’s work area or workgroup; hence, PAN is known as a room-
size network. Blustoath is a PAN technology. PAN provides the following two different types of systems:

L. Lower data-rate systems: These types of systems are used to control and access larger systems like per-
sonal computers [PCs) or cell phones. The main use of PAN includes wireless audio, keyboards, mice, and

inter-system (PC—cell phone| data links.
2. Higher data-rate systems: These types of systems are used for audio distribution and howsehold video.

Campus Area Networks (CANs)
CAMNs cover a limited geographical area. This kind of network is appropriate for university campuses.
Global Area Networks (GANSs)

A GAM s a combination of different interconnected computer networks. A GAN covers an unlimited
geographical area. The Internet is an example of @ GAM.

Network Equipment Functions
MNetwork Interface Cards (NICs)

A network interface card, more commonly known as a NIC, is a device that allows computers o be linked
together in a LAMN, or becal area network. Metworked terminals communicate with each other using an
existing protocol, or compliant language, for sending data packets between the different terminals, known as
nowdes. The network imterface card acts as the connection for the machine to both transmit and receive data
om the LAN. These cards normal I:f use an Ethernet connection, and are available in 10Base-T, 100Base-T, and
1000Base-T configurations.

The most popalar language, or protocol, for LAMs is Ethernet, sometimes termed 1EEE 802.3. When struc-
turing @ LAN, a NI1C must e see up in each workstation on the network, and all MICs in the network must be
of the same structural design.

An Ethernet NIC is fixed in an available opening inside the computer. The NIC allocates a distinctive 48-bit
addres, called a MAC |:r.|1=|:1ia access conerol] address, to the machine. The MACs on the network are used o
send traffic between the computers. The back plate of the network interface card hosts a port that looks similar
tor a phone jack, but it is a little larger. This port lodges an Ethernet cable, which looks like a thicker version of
a typical telephone line. An Ethernet cable must extend from each network imterface card to a central hub or
switch. The hub or switch passes information between computers using MAC addresses.

Wireless Ethernet cards are installed like their wired equivalents; but instead of a port for an Ethernet cable,
the card hosts a small antenna. The card exchanges data with the central wireless switch or hub via radio
waves. Wireless LAMs may have some limitations depending on the materials used in the structures that house
the equipment. For example, lead in walls can obstruct signals between the network interface card and the hub
or switch.

MICs have the following advantages:

= A network interface card does not have to be fixed with physical cable.
* A& NIC is used o send as well as receive data.

Access Points

An access point is a piece of wireless communications hardware that creates a central point of wireless connec-
tivity. Similar to a hub, the access point is a common connection point for devices in a wireless network.

Switches

A networking switch is the fundamental device in a wired or wireless LAM. It receives signals from each terminal
om the netwaork through Ethernet cables in a wired network and through radio waves in a wireless LAM. In both
cases, the networking switch sends traffic across the LAM, permitting the computers to communicate with each
other and share resources. Whether wireless or wired, the networking switch acts as a relay, analyzing traffic
packets as they arrive from the various machines and sending the packets to the indicated MAC address.
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Switch Functions

A networking switch functioning in full-duplex mode implies 2 machine on the LAN that can receive and send
data simultanecusly. This is quicker than a networking hub, an alternating device that serves the same function
as a switch but functions in half-duplex mode, allowing each machine either to send or receive at any given time.
Anather discrete difference between a nerworking switch and a bhub is that the switch sends traffic separately, using
MAC addresses to send traffic packets accurately to where they are supposed to reach. On the other hand, a net-
working hub sends all traffic on the network to all nodes, depending on filters within each machine o reject packets
not sent to it. Doing so makes the network vulnerable to savesdropping and loss of available bandwidth for regular
netwark traffic. Metwork switches are bow-priced devices that rise in price with the number of ports featured_
Switches have the following advamtages:

A networking switch is more advanced than a networking hub.
Antisniffing software can be used on a switched network to sense packet sniffers.

Switches have the following disadvantages:

A networking switch is not infallible. It can be misled into employing packet sniffers.

Methods used to mislead the switch will leave traffic signatures, unlike the passive methods that can be
used on a hub.

Concentrators/Hubs

Acting as a common connection point for devices in a network, hubs are commaonly used to connect segments
of a LAM. A hubk contains multiple ports. When a packet arrives at one port, it is copied to the other pores so
that all segmeents of the LAN can see all packets.

Hubs are generally classified in the following ways:

FPassive lrcs: Passive hubs do not intensify the signal strength of the data prior to transferring the data
packets, but they act as a means to transfer data between the devices on the network. They are also
known as concentrators.

Active luks: Active hubs strengthen the signal prior to transferring it to other devices on the network.
Active hubs are referred to as multiport repeaters, as they have multiple ports.

Inmtellipent hubs: Business-critical hubs need additional features. Those hubs to which additional features
are added are called intelligent hubs.

Switching bubs: Switching hubs view the destination address of each data packet before transferring it to
the specified destination port.

Repeater kubs: Repeater hubs relay inbound traffic. However, active [or switching) hubs transmit the
data that is addressed for that specific host. Performance is also i

Certain hubs can be arranged for security at the MAC level (such that only specified MAC addresses are
hooked up to specified ports). The latest hubs contain HT TP servers as a built-in feature; if feasible, they block
access toa specified [P address/pore.

Hubs have the following advantages:

They are flexible and economical devices.

Every port can make maximum use of the bandwidth without use of CSMASCD.
Adding hubs increases the number of pores.

Hubs crganized through SMMP provide tools and statistics for better management.
Hubs are a low-cost salution.

Hubs are used to route network traffic and prevent network crashes. They can also combine relatively
slow Ethernet devices with those of higher speeds. This facilitates the addition of a variety of devices
with a variety of speeds.

Hubs are not used to control traffic.

Hubs have the following disadvantage:

1f hubs are not monitored, they can be compromised.

Copryghl 04 Cenpge Lining. Al Hights Rossrred. by i e copiod, w e o Suplisindl in whmle ar ba pod. Do righn sare it i /e emppnesse o the bk ardiar el hopiei
[ e — ki e cmorall K Covgus Lmsing wesrses i righl io reveces b el oo 3 2wy dees B auby i, poaih -




Hetwiorc Equinment Functors . 1.55

Modam

The term modem refers to 2 MOduolator-DEModulator. It is a device that converts digital signals into analog
signals and vice versa. The signals from a computer are in digital form, and signals that are transferred over
telephone lines are in analog form. The modem performs this conversion. Modulation is performed prior to
sending the data, and demodulation is performed after receiving the data. A modulator is a device that converes
a digital signal to an analog signal. A demodulator, then, is a device that reconverts an analog signal to a digital
signal using the same carrier frequency. The functions of both devices are merged into a single device called
a mudem.
The following are some of the different types of modems:

* Internal devices that plug into expansion slots in a computer
* External devices that plug into serial or USE ports

= PCMCIA cards intended for use in laptops

» Specialized devices designed for use in handheld computers
* Integrated modems in laptops

* Rack-mounted modems for dial-up 15Fs

Modems provide slow speeds for data access and communication. The fastest modem has a maximum speed
of 56 khps. The speed of a modem depends on certain factors, which include the quality of the phone line.

Muodem speeds can be presented in either bawd rate or bits per second (bps. The baud rate refers to the
number of times a signal changes in each second. The bps rate is the number of bits of data that can be sent or
received in one second. In some modems the figures are identical, whereas in others, the bps rate is higher than
the baud rate.

Router

Routers are more complicated than devices like repeaters and bridges. Routers can access the Internet Protocol
[P addresses of the network layer and can have incorporated sofrware that helps them identify which of multiple
paths are possible hetween the addresses and which channel is appropriate for the transmission of data.

Routers function in the physical, data-link, and network layers of the OSI model. Rowters transmit packets
amang several interconnected networks. They send packets from a network to other important destinations. A&
packet sent from one destination to another traverses through the router initially and then moves o the destina-
tion network. The destination router, in turn, transmits the packet until the final destination is reached. Routers
behave as stations on the network, as shown in Figure 1-50.

Routers receive packets from a linked network and tramsmit them to the next connected network. 1§ a received
packet contains the address of a node of 2 network to which the router does not belong, the router is capable of

cogyeight o ay EO-Daunedl
All rw.m-nnu.-pd-umn irl:ﬂ:f preb i
Fgure 1-50 Routers act as stations on a network.
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identifying which of the linked networks is the next best option for the packet. After identifying the appropriate
route for the packet, the router transmits the packet to the other netwoark.

A router maintzins a routing table through which it can maintain the paths through which routing ocours as well
as the cost of routing across the nerwork. Static routing is a type of routing through which the netwoark administra-
tar monitors the entire routing process. Routing includes many concepts, such as least-cost routing, which shows
which path is the shortest available (shortest, in terms of routing, also implies a path that is secure and fastest).

Routers can associate different networks, such as LAN and WAN, and can broadcase data. Routers prevent
the collision of data :I'u:ri:ng broadcast. Routers can also act like other devices, such as 'briﬂges. which can broad-
cast packets for a single protocol or group of protocals. When a router receives packets from a multiprotocol
router, it receives the packets that correspond to ome of the protocals for which they are configured and then
sends the packets depending on the addresses of the network layer.

Routers have the following advantages:

= HRouters operate at the protocal level.

® HRouters provide remote management and design via SMNMF.

= Houters support intricate networks,

* The more filtering done, the lower the performance.

* HRouters provide security.

* Administrators are able to section networks reasonably.

* Rroadeast collisions can be avaided.

* Routers regularly provide bridge functions.

® HRouters use complicated routing protocols such as RIP, IGRF, and OSPF.

Routers have the following disadvantapes:

® The security issues that routers face are that they do not have security controls that are very efficient,

which leads to system compromises.

® HRouters cause long delays in initializing sessions for protocols such as FTP. The following aspects must
be checked hefore router transmissions:

= Mapping between the ports
* Internal addresses
= External addresses
* The ot numbers of the internal and external addresses
® Houters are more expensive than other devices.
* HRouters need protocols designed for routing.
= HRouters are slower than other devices.
® HRouters lead to overhead, as th.e']r are st :apalﬂ: of separating sent p:n:ll::ts.

Brouter

A brouter operates as both a bridge and a router. It is a short name for bridge router because it com-
hines features and operations of both. Mormally, it routes routable protocols kike TCPIP and bridges non-
routable profocols.

Erouters operate like routers by relaying data transmissicn between nodes in a network. However, they also
operate like bridges that forward data to the next segment using its physical address if it is found that the data
is using an unfamiliar protocol.

Brouters perform the follvwing functions:
® They have routing tables that enable TCPIP packet traversals.
* Hrouters operate without protocol restrictions.

® Hrouters look at incoming frames and check the network-layer protocol of that frame. 1f the brouter
recognizes the pratecol, it acts like a router and establishes the shortese path. If it doesn't, it acts like a
bridge and passes the frame to the next segment.
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Brouters have the following advantages:

* They use physical addresses to perform routing.

* They route traffic that uses mixed protocols.

* Browters efficiently replace routers and bridges.

* Brouters save the cost of installing routers and bridges separately.

Bridges

A bridge filters traffic at the network boundaries. Bridges can send data packets called frames between
twa segregated LANs at the data-link layer. Bridges are logical devices that can maintain each segment’s traf-
fic separately. Through this, bridges prevent congestion and segregation problems. Bridges that operate in the
data-link layer permit access to the physical addresses of the terminals linked to it.

When a bridge receives a data packet, it checks the destination address against a lookup table, which contains
the physical addresses of all the workstations linked to the bridge. When an address is found, the bridge deter-
mines which netwark segment the packet belongs to and sends the packet to the appropriate segment. Bridpes
use the MAC address to make decisions on relaying network packets. Bridges also act as filters, determining
whether the packets have to be relayed to a segment or nat.

Rridges can be classified into the following categories:

= Simple bridges
= Multiport bridges
* Transparent bridges

Transparent Bridging
A transparent bridge contains a forwarding table. Entries are added to the table whenever the bridge receives
an incoming packet. If a packet's destination address is in the table, the bridge forwards the packet directly to
the destination. If the address isn't in the table, the packet is forwarded to all the devices in the network except
the source.

A system with a transparent bridge must satisfy three criteria:

1. Each station should forward frames from one station to another.
2. A forwarding table should he built up from incoming frames.
3. Loops are to be avoided.

Loop Problem Transparent bridges work efficiently if redundant bridges do not exist in the network. If there
are two LANs and they are connected via two bridges, then a boop exists in the network, whereby frames can
travel endlessly around the netwark.

ISDN Terminal Adapter

An [SDM terminal adapter is an interfacing device that allows a non-15DM terminal or other computer device
at the physical layer to communicate with an ISDN network. [t is employed at the B reference point in 1SDN
network terminology.
It switches automatically between analog and digital depending on the type of call. An ISDN terminal adapter
supparts B[-11 telephone connection plugs for voice access and B5-232C, V.35, and R5-449 interfaces for data.
Terminal adapters have the following advantages:

* Terminal adapters are used in 150N when a user wants to access the Internet speedily, or for data and
viden transmission.

* Terminal adapters are available as: add-in expansion cards, which the user can install into computers;
external devices like those that connect to the serial interfaces of PC systems; or modules in a router.
Terminal adapters have the fol lowing disadvantage:

* The major disadvantage of a terminal adapter is that information from the D-channel of the ISDN line
does not pass fully through the terminal adapeer. For this reason, non-15DN equipment is unable to take
full advantage of 15DM facilities.
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Network Adaptar
Each computer should have a network adapter through which it can be connected to the network.

How to Determine the Presence of a Network Adapter

Some computers have a built-in network adapter through which they can be connected to a wired network. To
check for a network adapter, look for the network port on the back of the computer, as shown in Figure 1-51.
The network ports have eight pins.

To see what kind of network may already be installed on a computer, use the following steps:

1. Click Start, then click Conirel Panel {Figure 1-52).
1. Click Metwork and Internet Connections (Figure 1-53)
3. Select a Control Panel icon and then click Metwork Connections |Figure 1-54).

The network adapter will be displayed. If a red cross appears over the icon, it means the network adapter is
disconnected [Figure 1-55). If the network connection is blank, then there is no network adapter.

How to Install a USE Network Adapter

1. If the USE network adapter came with software, insert the CD or floppy disk and follow the manafac-
turer’s instructions to install the software.

2. Find an available USB port on the computer. If there is no unused USB port, connect a USE hub to add
additional ports. Then comnect the USH network adapter to the unused USE port [Figure 1-56).

3. Connect the network cable to the network adapter (Figure 1-57).
4. Connect the other end of the network cable to the networking equipment (Figure 1-58).

Metwork Load Balancer

A network load balancer shares Web traffic between Web servers. The Zeus, Apache, and Microsoft Web server
enviranments have hasic clustering abilities buile in, but software-based load balancing may not be as strong.
Hﬂ'd.wﬂfl‘ I':hld. I:\lllmf!- are Yery Expﬂﬂ.si'\'l‘.. T]'lﬂugh T]'ll'!“ are same J.Et‘l:l.rdﬂbll! HOEE.

Repeaters

A repeater is used to connect two segments on a2 network cable, as shown in Figure 1-59. This is used to regener-
ate incoming signals and strengthen the signal without nodse.
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Figure 1-51  Many computers have built-in network adapters.
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In cahle systems, repeaters look very simple and consist of an amplifier and a transformer. The purpose of an
amgplifier is to optimize the reflections of the signal during transmission. In wireless systems, the repeater con-
tains a receiver, an amplifier, a transmitter, an isolater, and two antennas. In a fiber-optic network, @ repeater
comsists of a photocell, an amplifier, and an LED or IRED for amplification. This fiber-optic repeater consumes
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Figure 1-52 Click Start anid then click Control Panel.
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Fgure 1-53  Jick Network and Internet Connections.

righn sare it i

/e emppnesse o the bk ardiar el hopiei

- e



160 Chapter 1

et up or chang= you Inberret cormechon

[ =elupa varedes s ebwerk fur a b gimidll T

[+ Lhange Windows | 1 awall s=tbings

or pick a Control Panel icon
Tnie-rneF MipHnS ‘,_r Mrtwek Dannerkinns

"ﬂ sotmork Sotup Weard !-'7 Yindowm:s Frcwadl

wrlncs scfumnels Sotnp Wizaed

Figure 1-534  Click Netwark Connections.
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Figure 1-55  If a red cross appears ower the icon, then the adapter
is disconnected.
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Figure 1-56 USE network adapters can be used on most computers.
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Figure 1-57 Connect the network cable to the adapter.

less power than wireless repeaters. These repeaters are simple and inexpensive. A bus repeater is used to connect
ome computer bus to another system.

A repeater reproduces the actual bit sequence and places the renewed copy of the signal back on the connec-
tiom medimum. This allows a netwark to extend farther. A repeater does not alter the operation of the network.
A repeater is sometimes compared to an amplifier, which is not accurate. An amplifier cannot differentiate
between the original signal and noise. It amplifies all the signals that i produces. A repeater amplifies the
wriginal signal only.
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Figure 1-58 Connect the other end of the cable.
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Fgure 1-58 A repeater is used to connect two s=gmients on a network line.

The positioning of a repeater is crucial. The repeater must be positioned in a place where signals reach it
hefore any disturbance changes the original it sequence. A minor disturbance can alter the accuracy of the
voltage levels of the bits without corrupting its identity. 1f such compromised signals travel greater distances,
the gathered disturbance can change the entire meaning of the bit sequence. If that happens, the original signal
cannot be recovered, and the only way to correct the fault is to resend the signal_

Repeaters have the following advantages:

* Hepeaters can increase the physical length of a network by increasing the signal power.
® Hepeaters have the capability of transmitting signals through different appended segments.

* Spme repeaters join multiple ports and can facilitate data transfer between the different segments
of different media.
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Hepeaters have the following disadvantages:

* Repeaters augment the traffic on the network.

* There are restrictions on the number of repeaters that can be used in a single network.
* Repeaters broadcast errors on the nerwork.

* Repeaters cannot be monitared or controlled through remote access.

* Repeaters cannot filter traffic.

Multiplexer

A multiplexer joins multiple inputs into a single output. In electronics, multiplexers integrate several signals into
a single signal. Mutiplexers are useful for transmitting both digital and analog signals. In digital signal process-
ing, a multiplexer uses several isolated data channels and combines them into a single channel. This data channel
that is abtained is of higher intensity. The several data channels are transmitted from one place o another over
ome physical channel, which reduces costs.

At the destination end of the data channel, a counterpart called a demultiplexer, or demux, is generally
required to break the high data-intensity stream inmto the actual lower-intensity streams. In some cases, the
distant end system may have more responsibilities than a normal demuleiplexer.

In general, it is common o combine a multiplexer and a demultiplexer together into one unit of equip-
ment. Both pieces of equipment are required at both ends of a link, as most channel systems broadcast in
both directions.

The following are the two types of multiplexing:

L. Frequency-division multiplexing

2. Time-division multiplexing

Gateway

A gateway is a device that is used to connect two different networks. A gateway allows users to protect, share,
store, and access data over o network.
Gateway devices have two major functions:

L. Cowmmecting devices with each other: Tn this function gateway devices help the users to connect different
PCs and allow it o connect a printer and a scanner.

2. Coemmecting devices to other metaworks: Gateways connect devices and also connect devices to public and
private networks.

Gateways are divided into three functional categories:
1. Data gateways

2. Multimedia gateways

3. Home-control gateways

Transceivers

A transceiver is a network device that is beth a transmitter and a receiver. The transmitter transmits ana-
log or digital signals, and the receiver receives analog or digital signals. Transceivers are available in three
different configurations:
1. A chip-style device is the smallest type of transceiver that can be easily fixed and removed from a
netwaork system.
2. Baoard-style devices are directly fixed to a network board or card.

3. A module-style device is an external transceiver that is fixed outside the network and functions similary
to a standalone device.

Converters

Converters are used to connect several types of cables within an existing network. They get data from ane
type of cable and convert the signal for analog transmission on the other type of cable. Usually, network media
converters are used to connect newer gigahit (1000 Mbps) Ethernet cabling to older 10Base-T or 100Base-T
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networks. Same types of network media converters are separate devices that convert data between two different
media. Others types are chassis-based models that are used to connect several media types in a single housing.
These chassis-based devices are modular, stackable, and rack mounted. They contain an uplink or crossover
switch to permit connections to either a workstation or a bub without the use of 2 cross-pinned cable.

Metwork media converters with an integrated circuit {1C) or printed circuit board (PCB} form factor are also
available. The type of the network is important when choosing, network media converters. Comman types of
networks contain asynchronous transfer mode, Ethernet, Token Ring, optical carrier, single-mode fiber, and
multimode fiber. Choosing network media converters requires an analysis of port connectars. Attachment unit
imterface {AUL) connectors are used o connect Ethernet metwork stations and transceivers.

Terminals

Terminals are hardware devices used to enter data into a computer or to display data from the computer. Older
terminals had a typewriter keyboard for input and a printing device for alphanumeric output. Newer variants
cantain a keyboard for input and a television-like screen for displaying the output.

Chapter Summary
5 A network is a group of computers connected together so that information can be exchanged among
the computers.
® A backbone combines many networks and subnets into a single channel.
® Large networks are divided into segments to improve the performance of the network.
® A subnet is a logical grouping of the devices in a network.
® The IF address space is divided into Classes A, B, C, D, and E.
® A gateway is a node that routes traffic from one workstation to an outside network on the Internet.
® There are three primary types of network cables: twisted-pair, coaxial, and fiber-optic.
® Orperations security (OPSEC) identifies, controls, and protects generally dassified or sensitive information,
® The OS5I reference madel is a standard networking model with seven layers.

Review Questions
1. What is a network backbone?

2. What is a subnet?

3. How are 1P addresses assigned?
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4. Mame three domain naming conventions.

5. What are the types of threats to DNS?

. What is a data gateway?

7. What are the types of twisted-pair cables?

8. What is a coaxial cahle?

9, What are the types of wireless transmission?

10, What is Token Ring?
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11. What is polling?

12. What are the layers in the 051 model?

13. Explain the flow of data in transmission modes.

14. Describe client-server networking,.

15. Describe star topology.

Hands-On Projects

1. Perform the following steps:

® Marigate to Chapter 1 of the Student Resource Center.

® Open Asynchronous Transfer Mode Fundamentals.pdf and read the content.
1. Perform the following steps:

® Marigate to Chapter 1 of the Student Resource Center.

® Open What Is A LAMN. pdf and read the content.
3. Perform the following steps:

® Mavigate to Chapter | of the Student Resource Center,

® Open Lan Guide.pdf and read the content.
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Chapter

Network Protocols

Objectives
After completing this chapter, you should be able to:

Understand Internat Protocal (IF)
Implement network protocols
Implerment application-layer protocols
Implement presentatlon-layer protocols
Implement sasskon-layer protocols
Implement transport-layer protoools
Implerment network-layer protocols
Implerment data-link-layer protocols

& & & & & & & @

Key Terms

Binding  the process of linking a home address with a care-of address using Mohile IP
Datagram o block of data transmitted unreliably
Packat 0 block of data

Zone  a place where users can enter an organization through a security check

Introduction to Metwork Protocols

A protocol is a set of rules that enables communication between computers over a network. It defines
what types of communications are available, how to communicate, and when to communicate.
The following are the three key elements of a protocol:
= Symtax: defines a structure or data format

= Semunttics: the meaning of the data

* Timring: when the data is sent and at what speed

21
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Protocols have the following functions:

* Segmentation/reassembly

* Encapsulation

* Connection contral [data transfer can be sither connectionless or connection oriented)
= Ordered delivery

* Flow control

* Error control

* Addressing

= Multiplexing

This chapter will discuss the implementation of several different network protocals.

Internet Protocol

Internet Protocol {IF) is an O8] network-layer protocol present in the TCHIP communications protocol suite.
Internet Protocol is used to transfer data over a packet-switched network.

Diata is transmitted as blocks, called packets or datagrams, at the network layer. The term datagram spe-
cifically refers to data submitted through unreliable means. IP does not guarantee the transfer of data packets.
The packet can reach the destination with damage, may not reach the destination in order, and could even he

replaced or dropped entirely.

I IF networking there is no need to establish a connection prior to sending data. 1P offers universally defined
addresses. The currently accepted network-layer protocol is IPv4, but that will be replaced by the improved [Pv6
in the future. 1Pvé allows 128-hit source and destination addresses, offering more addresses than 1Pv4 which
only allows 32-hit addresses.

Internet Protocol: Attacks and Countermeasures
Some vulnerabilities in IP communications include the following:

= Eoarrce routing: The host can track the source route of a TCF open request, leaving the 1P exposed to at-
tacks. An attacker uses a machine that poses as the host machine and exploits any weak source routing
for the source 1P address. This enables the attacker to gain all privileges of the original host machine.

* Routing information protocol attacks: Routing information protocol {RIF) broadeasts routing informa-
tion, which is not checked. This enables attackers to send false routing information to the targeted hose
and act as a specific trusted host.

= Exterior gateioay profocol attacks: Exterior gateway protocols are used for data and request transfers
between exterior gateways. In this attack, attackers act as a second exterior gateway for the same au-
tonamaous system, disabling the real gateway.

In order to avoid compromise from these vulnerabilities, an administrator should consider the following
countermeasures:

= A paranoid gateway can be used to block amy form of host spoofing.
= RIF packets should be authenticated in the absence of economical public-key signature schemes.

Implementing Network Protocols
Designing a Network Protocol
Somecne designing a network protocol should consider the following issues:

* Effectiveness: It should be effective so that engineers, designers, and software developers can use it.

* Reliability: It should have some bevel of error detection and correction. If data are lost, the protocol
should ensure that the data are retransmitted.

*  Resiliemcy: It should guard against topological errors.
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TCP/IP

The TCHIP prutn:n| suite is a combination of Transmission Conirel Protocol {TCP) and [nternet Protocol
[IP). TCP is used to handle the flow of packets over the network, and 1P is used to handle the routing
of packets.

Configuring TCFAIP

To configure TCFIF, the user must first assign an 1P address to the machine. Follow these steps to configure
TCRIP through a LAN connection in Windows:

1
. Click Internet Protocol (TCPYIF), and then dick the Properties button, as shown in Figure 2-1.

. Om the General tab, select the buttons, as shown in Figure 2-2, and then click the Advanced button.

. Click the IP Settimgs tak, and check the Automatic metric check hax, as shown in Figure 2-3.

. Click the DS tah, and select the settings shown in Figure 2-4.

. Click the WIMNS tab and check the Enable LMHOSTS lookup check box, as shown in Figure 2-5. Leave

[

Bobn b ot

Right-click on the local area connection to be configured, and click Properties.

the defaule MetBIOS satting.

7. Om the Options tab, select TCPYIP filtering and click the Properties button, as shown in Figure 2-6.

. In the TCIVIP Filtering window, check the Enable TCIVIP Filtering [All adapters} check box, as shown in

Figure 2-7. This option will permit all traffic on TCP and UDF ports using Internet protocols. Click the
O button.
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Figure 2-1  Chick Internet Protocol (TCPIP), and then dick the
Properties button.
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Figure 2-2 Select these buttons on the General tab.
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Figure 2-1 Select these settings on the DNS tab.

MNetwork Classes

Metwork classes are used ro identify the devices connected to the Internet or the network. A device's IF address
is 2 32-hit hinary address that uniquely defines its connection to the network. These 32 hits are composed of
four sets of noumbers between 0 and 255, delimited by periods. Host number 0 is reserved for the network part
of the address, and host number 255 is for use as a broadcast address.

There are five different [P address classes:

L Class A&
2 Class B
3. Class C
4. Class b
5. Class E
Figure 2-8 shows a breakdown of the bits in each class, while Figure 2-9 shows the range of addresses for

fll:l'l. I:II.S!.

Class A

Class A consists of IF addresses from 0.00000 b 127,255,255, 255 OF the 32 bits, the first 8 bits (called an octet)
are allocated o the network [0 (netid). The first higher-order bit of the netid octet is 0; this s the class identi-
fier- The remaining 24 bits are allocated to the host ID (hostid). In general, if the first bit of an [P address is 0,
then it falls under Class A. Class A addresses are designed for large organizations with large numbers of hosts
or routers. Class A can support 16,777,214 hosts, using 127 network 1Ds.
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Figure 2-5  Click the WINS tab and check the Enable
LMHOSTS lookup check box.
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Figure -6 On the Options tab, s=lect TOPIP filtering
and click the Properties button.
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Figure 2-7  In the TCIP Filtering window, check the Enable TCRAR
Filtering [All adapters) check boa.

ClassA % 7 bits 24 bits
[ o | netid | hastid ]
Class B _==128 14 bits 16 bits
1 | il | netid | hostid J
Class C »=182 21 bits 8 bits
1 | 1 | o | netid hastid |
Class D =224 2E bits
[1]]1]e] Multicast group ID ]
Class E ==240 2E bils
L] ]0] {Reserved for Future Use) |

© by G- Poumedl
Al righis served. mpsa*;::.uiypmuu

Figure 2-8 This shows how each bit in each P address class is used.

Class B

An IF address in the mnge of 128.0.0.0 to 191.255.255.155 is a Class B address. The first two higher-order hits
of a Class B 11" address are 1 and 0. Here, the first 16 bits are allocated to the netid and the remaining 16 hits
are allocated to the hostid. The first twao bits are class identifiers. Therefore, o Class B address has thousands of
network numbers and host numbers. Class B addresses are designed for organizations that cover tens of thou-
sands of hosts or routers. Class B supports 65,534 add resses.
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Figure 2-9  Each dass has a specific range of IP
addresses assigned to it.

Class C

An 1P address between 192.0.0.0 and 223.255.255.255 is a Class C address. The first three bits of the Class
CIP address are 1, 1, and 0. In Class C, the first 24 bits are allocated o the netid and the remaining eight bits
are allocated to the hostid. Among the 24 netid bits, the first three bits are class identifiers. There are aver 16
millicn network 105 and around 254 hosts. Class © is designed for small organizations with smaller numbers
of hasts ar routers.

Class D

If the 17 address falls in the range of 224.0,000 to 23%.255. 255,255, it is a Class D address. The first four bits
of this IP address will be 1, 1, 1, and 0. This class is designed for multicast group 1Ds.

Class E

If the first four bits of an IFF address are 1, 1, 1, and 1, then it is a Class E address. This class is reserved for
future use. Class E ranges from 2400000 to 255155, 155,255,

Telnat

Telmet is 2 network protocol used for Internet or local area network (LAM| connections, and is generally used
ta provide user-based command-line login sessions. It is a terminal emulation program for TCRIP services and
enables connecting a PC to a server on a network. The word delref can also refer to a telnet program that enables
users o enter netwark commands and execute them,

Telnet is a client-server protocol based on TCP. Clients usually connect to port 23 on the host. It can also
he uwsed to set up an interactive TCP connection to various other services on an Internet host due to its design
and flexibility.

The telnet protocol consists of a central part and a set of extensions. The foundation promcol is described
by IETF documents RFC 854 and RFC 855, which also indludes 5T 8 which outlines reasonably essential
operating traits of the protocol and a way of outlining and creating extensions.

Telnet Vulnerabiifties

Telmet vulnerabilities can be exploited by attackers to skip the normal system libraries and acquire direct root
access to the server by setting the environment variable LOD_LTIBRARY_PATH. For instance, attackers can exploit
UMIX accounts that have guessable passwords for server interruptions and application contrals.
Installing the NWLink Protocol

1. Open Contral Panel. Double-click on Metwork Connections.

1. Right-click on the connection where the NWLink protocol will be installed, and click Properties.

3. Click the Install batton, as shown in Figure 2-100
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Figure 2-10  Click the Install button in the Local Area
Connection Properties window.
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Figure 2-11 Select Protocol and diick the Bdd button.

4. Select Protocol and click the Add button, as shown in Figure 2-11.
Select NWLink IPN/SPXMNetBIOS Compatible Transpart Protocol and click the OK button, as shown
in Figure 2-12.

fi. WWLink will now appear in the connection properties, as shown in Figure 2-13.
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Protocol and click the OK button.
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Figure -1 The application laysr enables

communication between pracesses running
on different hosts.

Implementing Application-Layer Protocols

The application layer provides user services to lower-layer protocols. I enables communication between
processes running on different hosts. Figure 2-14 shows communication over an application layer through
different processes.

Bootstrap Protocol (BOOTP)

The BOOTP protocol allvws a network user to configure a boot process automatically, without user invalve-
ment. BOOTP is a connectionless host configuration protocol developed prior to DHCP [Dynamic Host Con-
figuration Protocol). Workstations use it to acquire [P addresses at boot time.

-

-

-

A diskless workstation can acquire an 1P address through BOOTT.
BOOTE uses MAC addresses for identifying its workstations, which will be asigned an 1T address.

BOOTE uses UDF ports for network connections. It uses UDF port 67 for the BOOTP server and UDFP
port 68 for BOOTP clients. The BOOTP client broadcasts its physical network address through BOOT-
PREQUEST using address 255.255.255.255, which is a limited hroadcast address.

The server replies to the request using the BOOTPREPLY packet.

The BOOTP protocol is defined by RFC 251,
BOOTE provides a dynamic method to associate workstations with servers.

The BOOTP protacol farmat is shown in Figure 2-15. Each field is discussed in detail below.

-

Ciperation code: This is an 8-bit field that specifies the type of message sent. Operation code 1 indicates
a2 BOOTPREQUEST message, and operation 2 indicates a BOOTFREPLY message.

Hardswarre type: This is an 8-hit field that indicates the type of hardware used in the network. Some of
the hardware types and their HRD values are shown in Figure 2-16.

Hardswrre address lemgtl: This is an B-hit field that indicates the length of the message’s

hardware address.

Haogres: This is an 8-hit field and is set to 0 by the client before transmitting a request to a server. It

alse controls the flow of BOOTP messages.

Tramsaction idemtifier: This is a 32-bit field used as an identifier by the client. This identifier marches the
BOOTE server’s requests with its replies.

Secomds: This 16-hit field is the elapsed time since the client started trying to hoat, in seconds. This
information helps the BOOTP servers decide which requests to respond to first.
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Figure 2-15  This is the BOOTP protocal farmat.
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* Flaps: This contains a 1-bit field indicating that the BOOTP server should send its reply by hroadcase.
The ather 15 bits are reserved for future use.

= Client [F address: This 32-bit field keeps track of client 17 addresses.

*= “Your” IF address: This is a 32-bit field for the client’s 17" address and is assigned by the server if the

dient does not know its address.

Server [P address: This is a 32-bit field that contains the IF address of the BOOTP server obtained from

the BOOTYP reply message.

* Gatewsry IF address: This is a 32-hit field, used to route BOOTF messages, that facilitates the commu-

mication between a client and a server on a different netwoark or subnet. The client will s=t this feld to 0,

but when processing the BEOOTREPLY, it should be ignored.

Client hardsware address: This L6-byte field contains the hardware address of the client.

® Server mane: This is a 64-byte field that contains the name of the server when using a BOOTPREFLY.

= Hoot filename: This is a 128-byte field that contains all the details of the path and filename of a boot
file that the client downloads to complete the bootstrapping process. This field maintains a directory
that contains the details of every haat filename.

* Vendor-specific area: This 64-byte field allows vendors to customize different hardware over
a BOOTR

L]

L]

Dynamic Host Configuration Protocol (DHCP)

This communication protocol is an extension of BOOTE. It allows network administrators to manage and
automate the assigning of 1P addresses in an organizational network. If there is no DHCP server, then an 1P
address must be entered manually at each computer and a new IP address must be entered when the computer
enters a new netwark.

DHCP was designed to overcome the inflexibility of BOOTP by supporting three different methods
tor allocate TP addresses:

* Automatic allocation provides a permanent address to a client.

* Dynamic allocation provides a time-limited allocation.

= Static allocation works well for DHCP servers, because it allows both dients and DHCP relay agents o

function directly with the server.
Figure 2-17 shows a DHCF transaction. The fields shown in the diagram are explained below.

® First, the client sends a DHCPDISCOVER message. The server sends the DHCPOFFER message in
response o the client’s DHCPDISCOVER message. It contains an [P address configuration.
DHCPREQUEST is used by the client to ask for a specific IP configuration from the server.

= DHCPACK is an acknowledgment sent to the client by a server that its specific 1P address is allocated.

= DHCFMack is a negative acknowledgement from the server that the client cannot use a specific IF
adidress because that address has Ilrza.d.]r been tlll::n, or when the client moves to a different subnet and
tries to restore the connection on the previous 17

* Through DHCPDecline the client can tell the server that the assigned IF address is not valid.

* DHCFInform is sent from client to server to reguest additional configuration settings.

= DHCPDMSCOVER is used to discover the presence of DHCF servers on the network.

Figure 2-18 shows the DHCP protocol format. Motice the similarties to BOOTP. Each field is the same as
BCHYTP, except for the Options field. This field holds any parameters required for DHCP operation. The size
of this field i variable and is used by both client and server as needed. Figure 2-1% explains the differences
between BOOTF and DHCE.

Data Link Switching Client Access Protocol (DCAP)

Diata Link Switching Client Access Protoecol {DICAT is an application-layer protocol that acts as an interface
between workstations and routers to handle MetBIOSSMNA traffic through the TCP session.

Copryghl 04 Cenpge Lining. Al Hights Rossrred. by i e copiod, w e o Suplisindl in whmle ar ba pod. Do righn sare it i /e emppnesse o the bk ardiar el hopiei
[ e — ki e cmorall K Covgus Lmsing wesrses i righl io reveces b el oo 3 2wy dees B auby i, poaih -




214

Coprysighi 300 Crrypge Lisning AT Righix Fossrred. blay ani e ol s, or apleing i whale ar b ot D
Kisiortsl rwirer b doswrmed Eick 23 s proevensel cxm i -doem r-i rxzier 2 afleci fhe cuerall eorsing soperisacs. Congous Lanasing reerses B righi b0 s 30 sl comiend 3 ey tiee E aks

Chaptar 2
clicnt
I —— | Setumr
server selgekedd
el Falerind] Erzine Tnilisliealion
. THLCHIRSC LR P e T TR TR IR
. | LHICPOEFLE LHICPUYELE -
- S
Cullasil mpifies
Selwcin
-~
~DIICFELOULST -~
Tnitislialinn Compleie
Urzozful Shordews
THHCPTRFIFASE Trrw
[DEscanss teaze |
+
Sourne: hiipolh nifipe Wi |- OHCP 4337 shirn | Bcrmund 3004,

Figure 2-17  This diagram shows a DHCP transaction.

This protocal reduces scalability issues. It considers all clients as workstations to the router rather than peers,
creating a client-server model. This can make it a very efficient protocol between workstations (clients) and

TOULETS (SECVETS).

The DCAP packet-header format is shown in Figure 2-20.

D AP contains the following three frames:

= [MCAP header: This is a 4-byte field commaon to all frames that pass between client and server. It is used
to identify the message type and length of the frame.

® [MCAP data: This is an optional field that is used to process the data. The structure and size depends on
the message carried in the DCAP frame.

® DUser disfa: These data will be sent by the local system to a remate system. During the transfer of data to
the remuote system, the data size is variable.

The DCAP header format contains the following:

% Profocod [T: This field uses the First four bits and s set io 1.0, 0.
®  Version mumber: This field uses the next four bits of the DCAP header and has a value of 0, 0, 0, 1.
® Messape type: This is an B-bit field that shows the type of message.

* Facket lemgtl: This is a 16-bit field. The toml packet length consists of DMCAP header, DCAT data, and
user data. The minimum size of the packet is four, which is the length of just the header.

The DCAF Messages field contains different messages relabed 1o frames. Figure 2-21 lists the messages available.
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2ot

pHS™

FOWHTF 4z 3 ROT S Fredoenl

Mo mhrusod 4 w-.i,prv dizkleas workacatises with
Limined BOOT? %
R¥FTF b o bl sxpi-abian of 3% dag= tor TR
meldraas lnnsas

Sapparms ¢ Enbed nenber of dis copfigericon
pAriEstiEs

Domailes o byl lnvsagy cudigeatio
ProcEsi. k2
= Cliswtr cowtast s BOCTF server &
cavarmilen e adlrsas mad e sl e
b Ble mamns
8 s vees Trerial FT camres ta periners
mrl.l.:lul'rlv-lhrilll.nﬁ.iuw
BIOTE  duits e of  bisd
romFirerstion with 'thTTF‘ parpsr ek whay

s raie el

TP bz Dk Hiuet Cardflpoe: pivs Prvdacnd

Maiake azed 4o canfiprre poneord mmpcter that b

loeal hard drss i eoaris Ml BOOTE fumures

TVHTF bax a detank sqpivation of Rdvys fer TF ad drean
-

SuppFas args oupbes of clem coafiparon
PG

ol o singlepleer Taast o Dgusativ prusoes,
anthis process, a B cisnt epotate witha LHLP
wovea o devarmdas o [P sedrma wed sbisdn amy
sberminal maiguranen dewl T opssds for peteeck

aparTTian

JHCE Hients swomancally quer i MEnd it o s
firta intevale in rerew Pher laasad i allsextion
will e DOCT aare

Fawr: hisgfnchast micssodt.con en- ol isran'oc TH 2AFLTAS 10 npa. Accemed 3004

Fgure 2-19 These are the differences betweesn BOOTP and DHCP.
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Figure 2-20  This is the DCAP packet format.

Domain Mame Service (DNS) Protocol

The Domain Name System |5} is a niti:llnperlti-unaj part af the Internet infrastructurs, but it was created
without strong sscurity to provide data integrity or authentication. Extensions to DNS provide these secarity
services through the use of eryptographic digital signatures stored in secured zones as resource records.

The DNS protocol acts as a directory for varioas Internet domains. It is a distributed database service used

to translate between domain names and 1P addresses. DM5 provides three different services:
1. Key distrifention: As DMS uses resource records, these records are defined to associate or document keys

with various DN5 names. Key distribation allows DNS to act as a public key, supporting DMN5 data au-
thentication and security services.

1. Data-origin arthentication ard imtegrity: Associating resource records in DNS provides authentication.
This authentication belongs to a zone that stores copies of data. Here, zone refers to a place where users
«can enter an organization through a security check.

3. DNS transaction and reguest awthentication: The use of digital signatures protects resource records that

are retrieved. The request is authenticated by including an 51G RR [digital-signature resource record) at
the end of the request. The data-origin authentication service provided by the SIG RR protects retrieved
resource records but provides no protection for IS requests.

4. The syntax of an 5IG resource record includes the type of the RE(s| being signed, the name of the signer,
the time at which the signature was created, the time & expires [when it is o lunp:r it be believed], its
wriginal time to live, the cryprographic algorithm in use, and the actual signature,

As is normal in private-key infrastrocture (FKI), private keys belong to the host composing the request or
reply message, not to the zone involved. The corresponding public key is normally stored in and retrieved
from the DS,

The DS protocol structure is shown in Figure 2-22, and each field is detailed below.

= [D: This is a 16-bit field used to correlate queries and requests.
= {3: This is a 1-bit field that identifies the message as a query or response.
® {Iwery: This is a 4-hit field that describes the message type:
= ik Standard query {name to address)
® 1: Inverse query [address to name)
® 2. Server status request
= A: This 1-hit field which, when set to 1, identifies the response as ane made by an authoritative

name server.
= T: This is also a 1-bit Field. When set to 1, it says that the message has been truncated.

® R: Thisis a 1-bit field. When set to 1 by the resolver, it requests recursive service by the name server.

® ¥t This is a I-bit field that signals the availability of the recursive service by the name server.

% R: This 1-hit field, reserved for future use, should be et bo 0.

® [ This is a 1-bit field that indicates that all data in the answer and authority sections have been authenticated.
® {: This is a 1-bit field that indicates that checking is disabled.
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Fgure 2-21 These are the different DCAP message frames.
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Figure 2-22 This & the DN3 protocod structuwre.

a7

* Rcode: This is a 4-bit field that is used as a response code. This field is set by the name server to identify

the status of the CJUET Y.

* Duestion Cosert: This is a 16-hit field used to define the number of entries in the question section_

* Anscer Cownt: This 16-bit field is used to define the number of resource records inthe answer section,
= Antharity Cownt: This is a 16-bit field that defines the number of name-server resource records in the

auwthority section.
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= Additional Connt: This is also a 16-hit field that defines the number of resource records i the addi-
tional records section,

File Transfer Protocol (FTF)

The most significant, universal file transfer protocol in TCWIP is File Transfer Protocol {FTP). FTP runs over
TCPF to make sure that files are sent dependably with no data failure. The protocol utilizes a set of FTP com-
mands delivered from an FTP dlient to an FTT server to carry out file transfer operations. The FTP server
transmits FTT replies to the client that specify the success or failure of commands.

FTF is the set of rules and standards for exchanging files over the Internet. FTP functions much like HTTP
does when sending Web pages from a server to a user's Web browser, or like SMTF when sending e-mail across
the Internet. FTF can be used both to download a file from a server and to upload a file to a server.

‘While data is being sent across the data flow, flow control remains inactive. This can cause problems with
huge data transfers through a firewall, which will lose sessions after long gaps without activity. Although the
file is successfully sent, the control session can be removed by the firewall, leading to an error. FTT needs the
user o sign in before data transfer can take place.

The following are some of the disadvantages of FTP:

* Passwords and data files are sent in plaimtext.

* MNumerous TCIIP connections are used: ane for the contrel connection and others for each download,

upload, or directory enumeration. Firewall software requires special logic to report for these connections.
= It is difficult to filter active-muode FTP traffic on the client side by utilizing a firewall because the client

creates a random port for receiving the connection. This hassle is usually solved by using passive-

made FTT.

= It is possible to misuse the protocol’s incorporated procy characters o tell a server to transmit data to a

random port of a third computer.

® FTP is aslow protoece] due to the number of commands needed to start a transfer.

I addition to these disadvamtages, FTP has the following vulnerabilities:

® [hrectory traversal: Directory-traversal attacks permit remote attackers to find the FTP root and read

arbitrary files by appending some strings to a CW D command.

= Buffer averflour: A buffer-overflow attack on an FTF server allows remote attackers to gain

roat privileges.

* SITE EXEC command attack: Remote attackers can execute arbitrary commands via the SITE EXEC

command.

® Vulnerahle FTF server: The FTP server might allow local and remote attackers to cause damage in the
roat directary if that directory has world-readable permissions.

Trivial File Transfer Protocol (TFTP)

FTP requires TCP for connections and data transmission. The dependence on TCP implies that any device
desiring to use FTP requires not just the FTP program, but a complete TCP implementation as well. Trivial File
Transfer Protocol [TFTT) is a very basic file transfer protocol with the operations of a very fundamental form
of FTPR.

TFTP uses UDP port 6% for transfer and lacks security features. Servers use TFTTP to boot diskless work-
stations, terminals, and routers. It cannot enumerate directory contents and has no verification or enceding
mechanisms.

MNetwaork Time Protocol (NTF)

NTP is used to ::m:hmnize system clocks over 1P with Ceoordinated Universal Time [(UTC) taken from time
servers. Its main characteristics include the following:

* Fully automatic synchronization
® {an synchronize a single computer or a whole computer network
= Available in almost all computers that use time synchronization
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= Highly fault tolerant

® Uses UTC time, independent of time zones and daylight saving time

* Accurate within 1 millisecond

Figure 2-13 explains how NTT synchronizes a system’s clock.

In this dingram, BX, being 2 single computer, is synchronized with the A3 stratum server. The BY computer
is configured with two synchronization servers: A2 and A3. Then, in LANZ, an organization is synchronized
with a network of computers. Two LAN computers are set up as NTP local servers that are synchronized o
three NTP servers [Al, A2, and A3); then the remaining computers {C1, €2, and C3) are connected to the local

servers (B1 and B2} to synchronize. This connection reduces the network traffic between networks and keeps
the configuration of the kocal network dependent only on the local servers (Bl and B2), that can be easily recon-

figured against the external servers when necessary.
MTF is designed to produce clock offset, round-trip delay, and dispersion values.

* Clack offset represents the adjustments to the kocal dock necessary o synchronize it with the corre-
sponding reference dinck.

= Round-trip delay shows how long it takes for a packet to go back and forth between the server and
the dlient.

* Dispersion represents the maximum errors of the local dock related to the reference clock.
Figure 2-24 shows the M TP protocol structure, and each field is discussed below.
= LI This 2-hit field is a leap indicator, warning of an impending leap second to be inserted at the end of
the last day of the current month.
® VM: This is a 3-hit field that is used to indicate the version number.
* Muode: This is a 3-hit field indicating the mode as follows:
# 0: Reserved for future use
* 1: Symmetric active mode
= 3: Client mode
* 4: Server made
* 5 Broadeast mode
* fi: NTT contral message mode
= Stratuen: This B-bit field identifies the stratum bevel of the lecal clock.

* Pall: This 8-bit field is a signed integer that indicates the maximum interval between successive mes-
sages, in seconds near to powers of twa.

* Precision: This 8-bit field has a signed integer that indicates the precision of the local clock, in seconds
near to powers of two.

o o o® -

e e
&8s
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Figure 2-23 This shaws how synchronization
iz carried out in NTR.
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LI VN Mode Stratum Pall Pracision
Root Delay
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Trarsmit Timestamp (64)

Ky Identifier (Optional) (32)

Meassaga Digest {Optional) (128)
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Figure 2-24 This is the structure of an NTP padost.

* Raat [helay: This 32-bit field has a signed fixed-point number that indicates the total round-trip delay to
the primary reference number, in seconds with a decimal paine between bits 0 and 31.

* Raot [Mspersion: This 32-hit field has an unsigned fixed-point number that indicates the nominal error
relative to the primary reference source, in seconds with a decimal point between bits 0 and 31.

* Reference ldentifier: This 32-hit field is used to identify a particular reference number.

* Reference Time Stamp: This 64-bit field represents the time at which the client request is referred to the
SETYET, IN A timestamp foemat.

* Originate Time Stamp: This is a 64-hit field representing the time at which the client sent the request.

* Receive Time Stampn: This is a 64-bit field representing the time at which the server received the request.

* Tramsmit Time Stap: This 64-bit field contains the time at which the server sends the message m
the client.

* Key Identifier: This is a 32-bit optional field used to identify the key.

® Messape Digest: This is a 128-hit optional field.

® Aswthenticator: This is an optional field. When the NTP authentication scheme is implemented, bath the
key-identifier and message-digest fields contain Message Authentication Code [MAC) information.

MNetwork News Transfer Protocol

The NNTF protocol uses TCP port 119 to provide communication between news clients and news servers. This
protocol is also called the Usenet protocol, because it is mainly used for reading and posting Usenet articles.
Figure 2-25 is a representation of how NMTP works.

Same of the key commands of NNTP include the following:

= Article wamessage-1Ds: This command displays the header, a blank line, and the body (text] of the speci-
fied article. Message-ID, an optional field, is the message I of an article as shown in that article's
header. If it is left blank, the current article will be displayed.

* Head: This command is similar to the Article command except that it returns only the header lines of

the article.
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Figure 2-25 This diagram shows how NNTP works.

= Status: This command is similar to the Article command except that no text is returned.

* Group <gpge: This command is used to select the newsgroup whose name is given by the parameter geg.
A successful selection response will return the article numbers of the first and last articles in the group,
and an estimate of the number of articles in a group.

= Hody: This command is similar to the Article command excepe that it returns only the text body of
the article.

® List: This command returns a list of valid newsgroups and associated information.

* NewGroups: This command creates a list of newsgroups that have been created simce a given date and
time; the list is in the same format as that provided by the List command.

* NewNews: This command gives a list of message IDs posted to the specified newsgroups since a speci-
fied date.

* Next: This internally maintained current-article pointer is advanced to the next article in the
current newsgroup.

® Past: This command is used when a response code 340 is returned, o indicate that the article is to
e posted and sent.

* Daif: This command is used o close the client connection when the server sends an acknowledgment.

Simple Network Management Protocol

Simple Metwork Management Protocol [SPMP) is used to communicate between network crganization stations
and managed devices over IP- It consists of a number of protocol sperations that describe the discrete message
exchanges that take place hetween devices, and a set of communication mappings that define the way messages
are transferred across the network.

SMMP has three basic components:

= Master agents: A master agent is software on an SMMP-capable network element that responds o
SMMYP requests made by a management station. It acts as a server in a client-server environment ar as

a daemon in operating-system semantics. A master agent depends on subagents for data. Master agents
can also be considered managed ohjects.
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Swbapents: A subagent executes the data and administration operations defined by a definite MIB [man-
agement information base| of a particular subsystem je.g., the Ethernet link layer). Some functions of the
subagent are: assembling data from managed chjects, designing fields of the managed objects, respond-
ing to managers’ requests, and creating alarms.

Manapement stations: The manager or management station is the last component in the

SMMP architecture.

The following are some of the major SMMP security issues:

MIB objects contain critical information about network devices. The construction of these objects is
not rabust.

Community strings are embedded in messages in clear text that can be detected easily, providing weak
authentication to the SMMP protocol. Community strings are like passwords for the members of

the community.

SNMP Security Modeals

Far'ty—ﬂased Security Model A logical body, containing all mechanisms that SNMP performs, is called a
party. It states concepts such as the following;

Specification of authentication protocol
Privacy ar encryption protocol
Transmission mechanism

Keys

The information related to the party is generally used to verify that a specific request is authentic and 1o as-
sure the agreement of encryption and decryption of data between sender and receiver.

User-Based Security Model (USM) To overcome the limitations in the party-based model, the user-bassd
security madel was introduced. The idea behind this model is to provide more emphasis o a user’s access rights
on @ machine, T protect user access and message privacy, several authentication and encryption protocols can
be used.

View-Based Access Control Model (VACM) This model provides a new method of control for accessing
the objects of a device and, thus, provides security while accessing those ohjects. This allows the administrator
to know about the users accessing the data. The set of MIB objects provided by a specific group in reference to
a specific need is described by a view.

Internet Relay Chat Protocol (IRCP)

This protacal is mainky used to provide teleconferencing through the Internet. It is best suited for execution on
distributed machines. It defines o network that involves a single server that acts as a central point, to which cli-
ents can connect, and that performs several functions, such as message delivery and multiplexing. IRCF provides
communications between twa clients, one-to-many clients, client to server, and server to server.

Same of the key commands of IRCP include the following:

User susernames chostnanres cservernames crealmanmes: connects nsername, bostrame, servermame,
and realwanre for a new user

Pass <passwords: used to set a connection password
Nick cmickmames chopcownts: used to give a user a nickname or change the previous one

Eerver wserrermames <hopoounts> cinfoe: used to inform a server that the other end is also a new con-
nected server

Oper cisers <passeord=: requests operator privileges

it cqqueit mvessages: ends a client session with a quit message

Squit wservers coommients: provides information related to zombie servers or guitting servers
Jain cchanmeis: used by the client to stare listening to a specific channel

Topic <chanrel=: used to change or view the topic of a channel
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* Names cchammele: used to list all nicknames that are visible to a user on any channel
* List cohannels: used to list channels and their topics

* Kick wohammels cusers coommemts: used to forcibly remove a wser from a channel

Service Location Protocol (SLP)

5LP is a discovery protocol that allows computers and other network devices to find services over a LAN con-
nection without prior configuration. This protocal is designed o work with networks of various sives and
complexities, from small, unmanaged networks to large enterprise networks. SLP is designed o identify the
network’s resources, such as: printers, Web servers, fax machines, video cameras, file systems, backup devices,
databases, dir::bnrie-:, mail servers, calendars, and a variety of futwre services.

This protocol should be implemented with a client 2 user agent] and a server (a service agent). The service
agent broadcasts the existence, configuration, and location of a particular service. The user agent requests in-
formation from the service agent ar from a directory agent. The directory agent acts as a centralized repository
for service location information.

Some of the functions of SLP include the following:

* Provides services that are to be handled by the user agent

* Maintains directory of advertised services

* Discovers available service attributes

* Discovers available directory agents

* Discovers the available types of service agents

Figure 2-26 shows the SLF protocol format, with each field detailed below.

* Version: This is an 8-hit field that describes the version being wsed. The current version is 1.

* Faunction: This B-bit field describes the operation of the service location datagram. This file contains
message types, as shown in Figure 2-17,

* Lenpti: This is a 16-hit field that gives the total length of the message in bytes, along with the service
lecation header.

® 0= This is a 1-hit overflow Field-

®= M: This is a 1-bit monalingual Field.

® U: This 1-hit field contains URL authentication.

® A: This is a 1-hit field that contains attribute authentication.

® F: This is a 1-bit field. 1f the bit is set in a service acknowledgment, the directory agent has registered the
service as a new entry.

* Rsud: This field is reserved for future use. It must have a value of 0.
* [Malect: This is an 8-hit field that is to be used by future versions of SLP. This field should be set

do ik
[i] a 16 3
ersion Functions Length
OMUAF rswd Dialact Language Code
Char encading XD
30T el ' S Phirl fecrusd 20H

Figure 2-26 This is the 5LP protoced format.
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Function Valie | Message Type Message Abbresiation
1 Frvice Raquest SrvReq
z Sery lee Feply Sy Bply
3 Service Fegistration SrvBeg
L Service DEreglsteT SIvVLEreg
5 Service Ackmowledge Srvick
b Artribute Reguiest ATTReq
r Atribute Beply AttrRphy
] DA Advertisement DAADvert
ii Serice Type Bemqnieect SrvTyepRen
W Service Type Bephy SrvTypRphy
Soum: Ky ] GLP ). Bermund B3H

Figure 2-27 These are the message types for all function values.

* [Lampuape Code: This 16-bit field provides a language through which the remainder of the message
should be interpreted.

® {Clrar Encoding: This is a 16-hit field The characters making up strings within the remainder of this
message may be encoded in any standardized encoding,.

= XID: This is a 16-hit Field called a transaction identifier that provides the ability to match replies mo
individual requests.

Hypertext Transfer Protocol

Hypertext Transfer Protocol (HTTP| functions in the application layer to transfer HTML pages from a Weh
server to a clients Web browser. HTTP is a stateless requestfresponse protacal; each time the client wanes
connect to the server, a new connection has to be established. Cookies are text files that are used 1o tempuorarily
store session information.

HTTF's features include the following:

* Provides universally defined addresses

®  Allovws transmission that is independent of any lower-level protocol

= Connectionbess and unreliable protocol

* Dioes not use acknowledgment after delivery

HTTP request methods inchude: GET, POST, PUT, DELETE, HEAD, TRACE, OFTIONS, and CONNECT.
The following are some of HTTFs vulnerabilities:

®  Cross-site scripting: The cross-site scripting vulnerability in CGI'Wrap permits remote attackers to ex-
ecute arbitrary JavaScript on other Web clients by inserting the CGI'Wrap-generated JavaScript into an
error message. CGIWrap is a program that allows users to execute OG1 scripts on specific Web sites,
without the danger of changing files outside their cwn Web space.

® [hrectory traversal: This wulnerability permits attackers to access hidden directories, allowing them to
execute commands outside of the Web server’s root directory.

= MailMar Webhmail: MailMan Webmail permits remote attackers to execute random commands in the
alternate_template parameter through shell metacharacters.

= Buffer averflow: A buffer overflow in the HTML parser permits remote attackers to execute random
commands through a long password value present in a form field.

® «Wape: eWave permits access to the UploadServlet Java/]5P servlet, which does not restrice remote
attackers from checking files and executing arbitrary commands.
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Reqiest | General | Request Entity Bledpige
Liie Header Henoer Heador Body
SOWTE: b o arvin.com proepee 1 TTIS hml. e 2004

Figure 2-28 This is the HTTR'HTTPS request mesage format.

Statnr Ganeral Respomss Fntitv M earage
inc Header Header Header Body
‘5o eapcNanerec) pontacot HT TP himi_ fccmmad 2004

Fgure 2-28  This is the HTTR/HTTPS response message format.

Hypertext Transfer Protocol Secure (HTTPS)

The HTTPS protocaol is much like HTTP, except that it provides security for the information being trans-
ferred using Secure Sockets Layer (S51) for encrypting and decrypting information. For example, take the
following URL: bitpsafcw. banking. com.

When a wuser visits this URL, or any heginning with bttps-#, HTTPS checks for security before opening the
pape and then allows users to browse that Web page ucn]y after security has been confirmed.

Crperation of this protocol is similar to HTTP, as is the message format. The message format of HTTPS is
similar to that of HTTF. An HTTF or HTTPS message consists of a request from client to server and a response
from server to client. The request message format is shown in Figure 2-28.

The header format of HTTPS differs from HTTP in the request line: it uses a special “Secure”™ method, and
uses the protocol designator “Secure-HT TP 4." Consequently, Secure-HT TP and HTTF processing can be
intermixed on the same TCPF port joften port B0 In order to prevent leakage of potentially sensitive informa-
tion, the Request-URI should be #*.

HTTPS responses also use the same protocol designator: =Secure-HTTF1.4.” The response message format

is shown in Figure 2-29.
In all ather respects, HTTPS is the same as HTTP.

Implementing Presentation-Layer Protocols

Lightweight Presentation Protocol (LPP)

LPF is a presentation-layer protocol providing a streamlined approach that supports O8I application services
om top of TCFIF. LPP is designed to run the 150 Common Management Information Protocol (CMIFP) in TCH
IP-based networks. It is designed for environments that contain only an Association Control Service Element
[ACSE] and a2 Remote Operations Service Elerment [ROSEL A Diirectory Services Element (DSE) = used I!:f the
application entity; LPP is not applicable to entities whose application context is extensive [for instance, those
containing a Reliahle Transfer Service Element).

The service provider is in ane of the follywing stabes:

= 1DLE

= WAIT]

= WAIT2

= DATA

= WAIT3

= WAITH
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The fullowing are the possible events:

® PS-user P-CONMECT.REQUEST

* P-CONNECT.RESFONSE

* P-RELEASE. RE(JUEST

* P-RELEASE.RESPOMSE

* P-DATAREQUEST

* P-U-ABORT.REQUEST

s petwork TCP closed or ern:r:d["‘!l

» receive ConnectRequest FDU

* receive ConnectResponse PLU

* receive ReleaseRequest FDU

* receive ReleaseResponse PDU

» receive UserData(™) or CL-UserDrata(**) FDU
® receive user-initiated Abort FDU

* receive provider-initiated Abort PDU
¥ pmer expires|®*)

The following are the possible actions:
* PS-user P-CONNECT.INDICATION
* P-CONNECT.CONFIRMATION

* P-RELEASEINDICATION

* P-RELEASE.COMFIRMATION

* P-DATAINDICATION

* P-U-ABORT.INDICATION

= P-P-ARORT.INDICATION

® nepwaork open TCP[®|

® cloge TCP[*)

* zend ConnectRequest FDU

* end ConnectResponse PIU

* zend ReleaseRequest POV

* zend ReleaseResponse POU

* gend UserDaral®| or CL-UserData|™**| PO
® zend user-initiated Abore PDU

* zend provider-initiated Abore FDU

® et timer[*¥)

Events and actions with a single star |*) apply only to TCF, while those with two stars (**) apply only
to UDF.

Implementing Session-Layer Protocols

Session-layer protocols manage connections, These protocols provide a mechanism called SPM [Session Prota-
col Management] that is used to carry out the procedures in the session-layer protocols that communicate with
service users through a Session Service Access Point [S5AF) by means of service primitives. These protocals use
the transport layer to exchange protocol data units (FDUs) between these SPMs. The main functions of thess
session-layer protocols are dialogue management, data-flow synchronization, and resynchronization.

Copryghl 04 Cenpge Lining. Al Hights Rossrred. by i e copiod, w e o Suplisindl in whmle ar ba pod. Do righn sare it i /e emppnesse o the bk ardiar el hopiei
[ e e S — — ki e cmorall K Covgus Lmsing wesrses i righl io reveces b el oo 3 2wy dees B auby i, poaih




Implkermenting Transport-Layer Protocals 2.2

Sypermnn Flee
ul
Frocul e e Chanr
.
Eeuirn ral | —al | Hibmn
e !

Seover brals Lhwan Sl

BN Rt by | R K LE

Hetwark
Midsiges

E R ez Prosss
[ RIS PSR m—]: |, T —

Figure 2-30  This dimgram shows the flow of a message
using APC.

Remote Procedure Call (RPC) Protocol

The RPC protocol enables a system to call and execute its operations on another system on the network. This
protocal works similardy o the client-server model, where the requesting program is a dient and the pro-
gram providing the service is a server. This protocol uses TCP and UDP to transfer the message between the

TV PrOgrams.
some of the key features of RPC include the following:

* Reguest-reply: RPC is a request-reply protocol that uses a single request and then block,
awaiting a reply.

= UDFor TCF transport: RPC uses UDF and TCP to transpoct the message. RPCUDE is a connection-
less and stateless protocal. RPCITCP is slower, but provides a reliable and stateful comnection.

* Standardized data representation: This protocol uses the eXternal Data Representation |XDR| protocal
to encode data.

* Anthentication: RPC supports calling a program on the target machine from another machine using
authentication. This authentication operates in different modes for checking privileges.

The flow of 2 message using RPC is shown in Figure 2-30.

The RPC protocol consists of two different messages. They are:

* RPC call message: This message contains unsigned integer fields to identify the remote procedures.
These fields are:
* Program mumber
* Program version number
* Procedure number

* RPC reply message: This looks for a reply regarding whether the call message is accepted or rejected by
the server. The reply message indicates one of the following:

#* The call message is successfully executed by RPC.

* The remote implementation of RPC is not version 2, and it returns the lowest and highest program
version numbers.

* The remote system does not contain the remote program.

Implementing Transport-Layer Protocols

The transport-layer protocols provide end-to-end data transber over o network. Some of the functions of these
protocals include the following:

* Spgmentation and reassembly
= Multiplexing and demultiplexing

Copryghl 04 Cenpge Lining. Al Hights Rossrred. by i e copiod, w e o Suplisindl in whmle ar ba pod. Do righn sare it i /e emppnesse o the bk ardiar el hopiei
[ e — ki e cmorall K Covgus Lmsing wesrses i righl io reveces b el oo 3 2wy dees B auby i, poaih -




Chaptar 2

Error control
Flow control

Transmission Control Protocol (TCP)

TECP usually works in concert with IF to send data/messages between computers and the Internet. 1P takes care
of delivery of data, while TCP keeps track of individual data units or packets that divide messages for efficient
routing over the Internet. For example, if an HTML file is sent to a user from a Web server, TCF at the transport
layer divides that data into two or more packets. It assigns each of them unique numbers with the same destina-
tion IP address, and forwards them individ.unﬂ}' to 1, which is routed |:|i|:|:'vr1':r|.t15.I wver a network. At the ather
end, TCF arranges the received data packets and forwards them in a single file

Figure 2-31 shows the TCP protocol header format, with each field discussed below.
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Version: This 4-bit field indicates the version of IP that is presently in use.

THL: This 4-bit field indicates the header length of the Internet Protocol. The length of the header can
be berween 20 and 60 bytes.

Type of Service: This is an 8-bit field thar defines the class of datagram for quality of service ((Qo%) pur-
poses. This is often an unused field, indicating the priority of packets with specific flags.

Todal Length: This is a 16-bit field that defines the total length (header and data) of the IP datagram or
packet in terms of bytes. The length of data equals the total length minos the header length. Since the
field is 16 bits, the tatal length of the 17 packet is limited to 65,535 bytes, of which 20 to 60 bytes are
for the header and the remaining are for data.

Identification: This is a 16-hit Internet protocol field that is an identifying value assigned by the sender.
It aids in assembling the fragments of a datagram.

Flags: This is a 3-hit field in which the first bit is reserved. The second bit is called the Don't Fragment
(DF} bit. If its value is 1, the datagram should not be fragmented. If its value is 0, the datagram should
be fragmented. The third bit is the More Fragments (MF) bit and if its value is 1, then the datagram is
not the last fragment, which means there are more fragments. If its value is 0, then it is the last or the
only fragment.

0 ] ] 12 15 20 24 2 Ell
Varsion IHL Typa of Sarvice Tl Length
Idenification Flags Fragmani Oflsct
Tima of Lie [ Frotncol=6 Haader Chacksum
Sourte Addrass
o adcress
Diptions. Fadding
Sourm Port | Deslinalion Fort
Sequance Humber
Ackrowsaqomant Numbar
I | [ulalelrls[F
Data Rl c|s|s|[¥| Windows
Dt Gl Kk|H|T[m|N
Checksum Urgeri Poinker
TCF Opliams | Pacding
TCF Dala

FouncT: e Vwewm swwin con/proizcal TCPhinsl Accmss A04
Figure 2-31 This is the TCP proto| header format.
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Fragment Offset: This 13-hit field shows the relative position of fragments with respect to the datagram.
1t is the offset of the data in the original datagram, measured in bytes.

Time fo Live: This 8-hit field is used to control the maximum number of hops visited by the datagram.
Typically, it is 15 to 30 seconds. If a packet is bost during its transfer, then a signal is sent to the com-
pater that the packet is lost and it retransmits the packet.

Protocol=6: This 8-bit field defines the protocols that use the services of the IP layer. This field specifies
the final destination protocol to which the IF datagram should be delivered.

Header Checksian: This 16-bit field covers tvhe header of IF packets and not the data. The value of the

checksum is set to zero.

Sonrce Address: This 32-bit field defines the 17" address of the source. It should not be changed during
the transfer of the 1P datagram from the source to the destination hose.

Destination Address: This 32-bit field defines the [P address of the destination.

Options and Padding: This 32-bit field is an optional field. These fields are used for network testing and

debugging. 1f no options are used, then it is called padded and contains a 1. Padding is used o force a
rounded byte value.

Sonrce Port Address: This 16-hit field defines the port number of the application program in the
sending host.

Destination Port Address: This 16-hit field defines the part number of the application program in the
receiving host.

Sequence Nummber: This 32-bit field identifies the number of first data octets in any given segment.

A:knma'-m'gmext Mrerrher: This 32-hit field defines that when the ACK bit is set, this field contains the
mext sequence byte number that the sender of the segment is expected to receive from other users. If s
the number of bytes received, then x + 1 will be the acknowledgment number.

ata Offset: This 4-bit field indicates where the data begins, implying the end of the header
by offset.
Reserved: This 6-bit field is reserved for future applications, so it should be set o 0.

Conrtrol Field: This is a 6-bit field that has six different control bits or flags. Ome or more bits can be set
or assigned at a time. All bits are capable of enabling flow control, connection establishment and termi-
nation, and data-transfer mode in TCP The following are these fields:

* DR flag: A 1-bit indicating whether the packet is urgent

= ACK flag: A 1-bit acknowledgement field

= PEH flag: A 1-hit field that is used to push the data or pecform push functions

= RET flag: A 1-hit field that is used to reset the connection

* S¥M fleg: A 1-hit field that helps synchronize sequence numbers during connection
® FIN fTag: A 1-hit field that is used to terminate the connection

Windoer: This 16-bit field defines the size of the windows, in bytes, that other users must maintain. The
window field denotes the number of octets the recipient is willing to take. This starts with the packet in
the ACK field.

Checksum: This 16-hit field is used to calculate the checksum for TCP.

Urgemt Foimter: This 16-bit field is valid only if the urgent flag is set and is used when the segment
contains that urgent data. This field shows the value of the UREG pointer in the form of a positive
offset of the sequence number from the octet that follows the URG data, or it points to the end of the
urgent data.

TCF Oyrtions: This variable-length field socupies a space that is a multiple of 8 bits in length. It contains
aptional information in the TCP header. There are two options:

= Type I: a single octet of option-kind

= Type 2: an octet of option-kind, an octet of option-length, and the actual option-data octets
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There are three different classes of options:

* Class O option: indicates an end of an option list that ends all options. This option should be wsed
anly if the option list does not merge with the end of the header.

= Class I option: mainly used for aligning and formatting
* Class 2 option: indicates the maximum segment size, which can only be included in the initial re-
quest. The main purpose of this option is to provide a size limit.
® Padding: This 8-bit field is used to pad the data.

TCP Attacks and Countermeasures

TCP communication takes place by way of the three-way handshake, in which the dient system generates and
sends an initial sequence number (15N C) to the server in the form of 2 Y™ request. The server then creates its
WD SEQuUEnce number [[SM §) and SYN/ACK, and sends # to the client as a receipt of ndl:nmﬂﬂhm:nt to the
client's request. Mormally, the client would then send an acknowledgment {ACK) back to the server and begin
the exchange of data. In a 57 M flocd attack, however, this process is interrupted and the ACK packet is never
sent, leaving the server waiting to complete the circuit, resulting in a denial of service. Attackers can also steal
or guess these sequence numbers and hijack the session_

In a Transfer Control Protocol {TCP) sequence number prediction attack, an attacker can impersonate a
trusted host and create a TCP packet sequence without the acknowledgment of the server response.

To prevent these attacks, the following measures should be taken:

* Randomize the initial sequence number
® Use efficient logging and a good attack alert mechanism

User Datagram Protocol

UDP is mainly used to send short messages over networked computers. It is an unreliable protocol, offering, a
limited amount of service during the transfer of messages between compaters on a network that also uses IF.
The functions provided by this protocol are as follows:

* Port mumthers: UDP provides port rumbers to distinguish between different user requests. This is a 16-
bit field that allows multiple processes to use UDFP services on the same hose. A UPD port address is a
combination of a 32-bit 1P address and a 16-bit port number.

* Checksion: A checksum is used to verify if the data thar arrived is correct or not. This is also wsed to en-
sure data integrity over the network.

UDT is faster and more efficient for many lightweight or time-sensitive processes. UDP is mainly used for
hath broadicast and multicast purposes. It can help minimize lost messages, duplication, delivery out of order,
and loss of connection.

Figure 2-32 shows the UDTF header format, and its four fields are discussed below.

[ 8 bk

| Header L Dama

Snoree Port Muarnber  Testinatiom Port Muarber
16 hits 16 hite

Total Tenzth Checksam
16 hite

& by F-Pmnell
A1l righis renervesl mcq;hg‘nuiypmhd
Figure 2-32 This is the UDP header format.
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The UDF header consists of the four following 2-byte fields:

* Sonrce Port Mumber: This field contains the port number of the sender or source. This is used by the
process running on the source host. The port number ranges from 0 to 65,535, Some of them are static
port numbers, athers are dynamic port numbers.

= Destination Port Number: This port number is used by the processes that are running on the destina-
tion hosts. Recipients accept the packet through destination ports.

= Total Length: This field defines the total length of the user datagram that contains both header and
data. Because the header length is a fixed size, this field essentially refers to the length of the variable-
sized data portion (sometimes called the payload). The maximum size is 65, 535 bytes. UDP

restricts the datagram to a smaller number, sometimes as low as 8,192 bytes.

= Checksum: The main purpose of this field is to detect errors both in the header and data.

UDP Attacks and Countermeasures

UDT contains ne features for correcting errors, verifying transfers, or checking for duplication of data or dis-
wrdering of data packets. This protocol also provides no flow contral. This makes the UDP protocol vulnerable
to many attacks.

Attackers can spoof UDP packets, which are easier to spoof than TCP packets because there is no sequencing,
or handshake between clients and servers.

Applications using UDP protocols add security measures to diminish attacks taking advantage of
UDT vulnerabilities.

Reliable Data Protocol (RDF)

RDT is a connection-oriented protocel that supports large amounts of data for host monitoring, control appli-
cations, and remote debugging. This protocol is mainly designed to provide reliable data-transport services for
packet-based applications, such as remote loading.

The key features of RDP include the following:

= RDF works under full duplex mode that uses two ports for transport connection.

® 1t tries to deliver messages to all users. If it cannot deliver, then it reports a failure message to that user.
1t uses the datagram service of 1P to ensure reliable transfer.

* This protocal attempts to detect and discard duplicare packers. T achieve this, it uses a checksum and
sequence number in each header.

* This protocal provides sequence delivery of packets that is specified opticnally during
connection establishment.

* ROF keeps note of any packets or segments that come out of sequence. This frees up resources for
the sender.
* This protocal is considered o be simpler and less complex when compared o TCP
Figure 2-33 shows the RDP protocol header format, with each field discussed bebow.
* Conrtrof Bits: The eight control bits are divided as follows:
#® SYM: A 1-bit field that indicates synchranization is present in the segment
= ACK: A 1-bit field that indicates the acknowledgement number of the header
= EAK: A 1-bit field that indicates that an extended acknowledgement is present
= RST: A 1-bit field used to reset the segment or data
® MUL: A 1-hit field that indicates that the packet is a null segment
= 0: A 1-bit field whaose value should be ¢
* Version Mumber: This 2-bit field is used to indicate the version being used. The current version of RDP is 2.
* Header Length: This 8-hit field indicates the total length of the RDP header.

® Sowrce Port: This 16-hit field is used to identify the source address of the process that originates the
connection. The combination of source and destination address with port identifiers fully describes the
connection. This allows RDFP o differentiate mubtiple connections between two hosts.
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o 1 2 3 4 5 3} i 15 bit

SYM | ACK | EAK | RST | NUL | © Ver No Headar Length

Source Port

Dastination Port
Data Length
Sequence Number
Acknorwledgament Number

Checksum

‘Variable Header Area i
SANTT: i s jvin. com rameodADP Hiral. Accased 20

Figure 2-33 This is the RDP protoool header format.

® Diestination Port: This 16-bit field is used to identify the process that uses the destination address
for communication.

® [ata Length: This 16-bit field gives the length of data in the ssgment in octets. This data length does
not include the RDP header.

* Eeguence Number: This 16-hit field gives the segment’s sequence number.

* Ackmoudedgment Miember: This is a 16-bit field. 1f the ACK bit is set in the header, this is the ssquence
number of the segment that the sender of this segment last received correctly and in sequence. Omee a
connection is established, an a.dl:nmrlﬂlgmcnt should a|w:|}': be sent.

® Chrecksiem: This 16-hit field is used to ensure data integrity.

* Variable Header Area: This 16-hit field is used to transfer parameters for 57 and EAK segments.

Implementing Network-Layer Protocols

The network-layer protocols are mainly used to provide network applications.
Routing Protocols
Border Gateway Protocol (BGP)

This routing protocol is used to transfer data or information over the Internet. This is the only protocol that
provides multiple connections to unrelated routing domains.

The main function of BGP is to exchange network availability information with another BGP system. This
protocol is scalable and robust in nature, and it supports complex routing policies. Figure 2-34 shows the BGP
protocol format.

The following are the three different fields in this protocal=

® Marker: This is a 16-byte field that marks the beginning of a new message and is used in authentication.
= Lemgtl: This is a 2-byte field that gives the total length of the message, including the header.
= Typre: This 1-byte field is used to provide different types of messages in BGP. There are four different
types of BGP messages:
= Open message: This message is used to create or initiate a connection with a neighboring router.
= Update message: This is the main message of the BGP protecol. The router uses this to exchange
information with neighboring systems. It contains withdraw routes, used by the router to withdraw
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Marker 16 byie) Length (i bate) Type (1 byie)

SOUCE Hiig PSP TR S—

F £}

Figure 2-34 This is the BGP protocol format.

o a 16 24 37 bit
‘ersion Tn:e Codea Status
Chacksum Autonomows System Mumibar
Sequence Number [The rest of the format is massage type specific)
[T ——— s (TR T T—

Figure 2-35 This is the EGP structure.

destinations that have been previously announced, and the path, which contains information about
the IF address and the address of the next roater that is used to route the message to the
destination system.

* Keep-alive message: This message is used by the peers’ systems to exchange information regulacly. 1§
these messages are not received by the neighboring router, then it doses its connection and removes it
fram the routing information base.

= Moatification message: This message is sent by the router whenever an error is detected, and is fol-
lowed by an immediate closure of the connection with the neighboring router.

Exterior Gateway Protocol (EGP)

EGF is 2 gateway protocol that is used to exchange network availability information between two neighboring
gateway hosts. This protocol monitors the neighbor routing information and controls error messages.
Some of the message types in EGP include the following:

-

-

-

Request: used o request the acquisition of the neighbor andfor used to initialize the polling variables
Conrfirm: confirms the acquisition to the neighbor andfor is used to initialize the polling variables
Refuse: refuses the acquisition of the neighbar

Cease: requests deacquisition from the neighbor

Cease-ack: confirms the deacquisition of the neighbor

Hello: requests availability information from the neighbor

I-H-U: confirms the neighbors availability

Pall: requests to update network availability information

Update: updates network availahbility

Error: gives an error repart

Figure 2-35 shows EGP's structure, while all of its fields are detailed below.

-

-

-

Version: This is an 8-hit field that gives the version number of EGP. The present version is 2.
Type: This B-hit field identifies the type of message.

Code: This B-bit field identifies the message code.

Sturtars: This 8-bit field contains message-dependent status information.

Checksum: This 16-hit field ensures the integrity of the message.

Antonomons System Numher: This 16-bit field assigns the number for particular
AWOMHATHALS 5Y SEmS,
Sequence Number: This 16-bit field sends state variables or receives state variables.
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Internet Control Message Protocol (TCMP)

TCMP [[mternet Contral Message Protocol} is a TOMIP prutm:n| that is used to tramsmit error and contral mes-
sages. It is mainly used to send error messages through networked computers” operating systems that indicate,
for example, that a requested service is unavailable or that a host or router could not be accessed.

ICMP differs in its functioning from TCP and UDF, as it cannot be directly accessed by network applications.
The ping toal sends ICMP Echo Request messages (and receives Echo Response messages) to verify that a host
is accessible and the time it takes for packets to be sent to and received from that hose.

At the highest level, ICMP messages are divided into the following two classes:

Error messages: These give feedback to a source device about the occurrence of an error. They are gen-
erally produced in response to some kind of action, usually the broadcasting of a datagram.

Informational jor query) messages: These allow devices to swap information, execute definite 1P-related
features, and carry out testing. They do not specify errors and are normally not sent in reply to ordinary
datagram broadcasts. They are produced if an application or device makes a request for information.
Informational ICMT messages can be sent in reply to other informational ICMP messages. They fre-
quently take place in functional pairs, such as requestireply and solicitationfadvertisement.

The protocol structure of ICMP is shown in Figure 2-36, with each of the fields detailed below.

Type: Messages can be error or informational messages. Error messages can be Destination Unreachable,
Source Quench, Redirect Message. Time Exceeded, or Parameter Problem. The possible informational mes-
sages are Echo Request, Echo Reply, Timestamp Request, Timestamp Reply, Infromation Request, Informa-
tion Reply, Address Mask Request, and Address Mask Reply. These types are shown in Figure 2-37.

Code: For each type of message, several different codes are defined. An example of this is the Destina-
tion Unreachable message, where possible messages are: no route to destination, communication with
destination administratively prohibited, not a neighbar, address unreachable, or port unreachahble.

Clreckswm: This is the 16-bit complement of the complement sum of the ICMP message starting with the
1ICMT type. For computing the checksum, the checksum field should be zera.

Identifier: This is an identifier to aid in matching requests and replies.
Eequence mumiber: This is a sequence number to aid in matching requests and replies.
Address mask: This is a 32-bit mask.

To attack an ICMP protocol is not easy, though there are a few loopholes that can be compromised. The
following are some I1CMP attacks:
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Redirect-message attack: This attack is aimed against the ICMP Redirect message, which is employed

by gateways to direct hosts to better routes. As such, it can frequently be harmed in the same way that
RIF might be. Redirect messages can be bound to specific connections that are already established; there
should be no unsolicited alterations to the host's routing tables. In addition, redirects are valid only in a
restricted topology. They may be sent only from the initial gateway down the path to the initiating host.
A next gateway might not direct that host or might not employ ICMP Redirect to direct other gateways.
Assume, however, that an intruder has broken into a secondary gateway accessible to a target host, but
not the main one. Suppose that the intruder wants to install a duplicate route to reliable hose X from the

0 a 16 31 bt
Type Code Chiacksum
identifier Sequence Number
Address Mask
SO reap pretzza BN S, ecanad F10H.

Figure 2-26 This is the ICMP protocol structure,
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TYTFE DFEACRITTTON

n Erha Raply

4 Dectination Unreachablz

4 Soures Qusanel
5 Faodireel Messaue
i} LEcho Request

11 Time Execodod

1z Tarameter Mroblem

13 Timestamp Bogquest

14 Timestamp Reply

i5 Information Request (Mo Longer [sed)
6 Information Reply (o Longer Used)
17 Address Mask Request

1A Addreass Maszk Reply

Compape < iy LG-GONGA)
Al righis nnersed. Reprsdedize v sicily prob el

Figure 2-37 These are the different [OMP types.

compromised secondary gateway. The intruder would transmit an error TCP open packet to the reliable

hast, declaring it to be from 3. The main host responds through its open packet by routing it via the

protected initial gateway. As this is in transfer, an error redirect can be sent, declaring it to be originat-
ing from the initial gateway, referring to the false connection. This packet appears as a valid control
meessage; therefore, the routing variation it holds is accepted. If the main host does this modification
its global routing tables instead of only to the per-connection cached route, the attacker can continue to

spoof host X.

Swbmet-mask reply attacks: By sending a fake subnet-mask reply message, the attacker can misuse the

system. If any host will accept this message, even though it didn't send the query or request, the attacker

can block all communications with that system.

* Denial-of service attacks: An attacker can also use ICMP for denial-of-service attacks. To reset exist-
ing connections, messages such as Destination Unreachable and Time to Live Exceeded are used. The
imtruder, who knows the local and remote port numbers of the TCP connection, can forge the ICMP
packet arriving at that connection.

The following are some countermeasures that can be deployed to fend off ICMP attacks.

L]

* Restrict route changes to the specified location to prevent redirect attacks

* Check the reply packet only at a suitable time to block subnet-mask attacks

* Perform authentication of the ICMP message

* Randomize the source port number so that it becomes more difficalt to guess

* To ignore the message, change the handling of ICMP hard-error messages for synchronized
state connections

Copryghl 204 Congpge Lining, Al Hights Ressrred. by acd e copied, e, o Saplsaindl in whele ar ba pord | righn sare it i /e emppnesse o the bk ardiar el hopiei
Kishortsl rawirer b doswmed Eic 23 o prosvensl cxm i -doem rn rxzierd iy afleci fhe cnerall beorsing soperisacs. Congume |y mesrses e righi i reesoes 30k ol comiend 3 e tiee B mbasy e righis resdriciiorn racee 1
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ICMP Router-Discovery Protocol (TRDP)

TRDF is used by host systems to determine the IF address of the router. This protocol removes manual con-
figuration and is protocal independent. The host system must discover the routers 1P address before it sends 17
datagrams to outside subnets. This protocol uses ICMP 1o allow the host to discover addresses of routers on
the submets.

Figure 2-38 shows the structure of an IRDP advertising message header, while its fields are
detailed below.

= Typre: This 8-bit field describes the type of message; its value is 5.

® Code: This 8-bit field contains the ICMP message code; its value is 0.

® Chrecksiem: This 16-hit field is used to ensure message integrity. The value of this field is set to 0 before
computing the checksum.

® M Address: This 8-bit Field gives the number of the router address advertised in this message.

= Address Emtry Size: This B-bit field specifies the number of 32-bit words of information for each
router address.

= [ifetime: This 16-hit field gives the maximum number of seconds that a router address is
considered valid.

* Router Address I- This is the sending router's IP addressjes|.

® Preference Level I: This is the preference of each router address as a default router address, relative o
ather router addresses on the same subnet.

Figure 2-3% shows an IRDP solicitation message, with its fields detailed below.

= Tygre: This 8-bit field describes the type of message used, and its value is set to 10,

s Code: This B-bit field contains the ICMP solicitation messge code, and its value & set to 0.
® Checksiem: The 16-bit checksum’s default value is set to 0.

® Reserved: This field is reserved for the future, and it is set to 0. It is ignored on reception.

[i] a 15] 31 bat
Type Coda Checksum
Mum Address Add Entry Size Life Time
Router Address 1
Preference Lavel

"SST0- i T emrv ool sl INDP s ] feczmme 2000
Figure 2-38  This is the structure of an IRDP advertising message header.

14} B 16 31 bit
Typa Code Chiacksum

Rasarvad
ST higphwwen pavis.comiprotoest IRDPhirsl Accoss 704
Figure 2-39  This is the structure of an IRDP sofidtation mesage.
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Maobile Support Protocol for IP (Mobiie IP)
Muohile IP provides two different IF addresses. One [P address is meant for the home system, which is fixed,
and another IF address (called the care-of IP address) is a dynamic address. During the movement of o mobile
system, it must send its new [P address to the home system so that it can change its communication to that new
address.

Some of the basic components of Mobile IF are explained in Figure 2-40.

Muobile 1P has the following components:

Mobile Mode: This node can stay connected by maintaining an availability address at home.
Huome Link: This is the basic link for mobile mode.
Home Address: This address is assigned to mobile mode through the attachment of a home link, which

is reachahble.

Home Agent: This agent is maintained by the router that handles the registration of mahile nodes
through their current addresses that are away from home system.

Fareign Link: This is the only link that is not a home link for mobile nodes.

Care-of Address: During the attachment of a foreign link, mobile node uses this address. Forming a link
between a home address and a care-of address for 2 mobile node is called Binding.

Correspordent Node: This node provides communication for the mobile node.

Figure 2-41 shows the format for Mobile 1P, with its fields described below.

MNext Header: This 8-bit field identifies the protocol following this header.
Length: This unsigned 8-bit field contains the total size of the header in bytes.
Type: This is an B-hit field that provides the type of message:

#* Type @ is a 1-hit field that contains Binding Refresh Request.

= Type 1isa L-bit field used to initialime Home Test (HoTT).

#* Type 2 is a 1-hit field used to initialize Care-of Test (CaTT).

e -’@ -
;

i

Caormespond =t | - !

Farugn Lrk —oma Link
SOUTE: e Marscse mowin e predec A Psimi. Arcoasd 004,

Fgure 2-40 Maohile IP provides a link between a ficed home [P and a dynamic
mobile connection.
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Chaptar 2

1E

24 31 bt

Mext Header

Length

Type

Reserved

Chedtsum

Data (Varable]

SN hitgibwwen: jvincompromeol’dl | Phinl. Accross 00

Figure 2-41 This is the format for Mobile |P padets.

16

24 31 bit

Maxt Header

Length

Type

Reserved

Cheacksum

Diata (Variablk)

Figure 2-42 This is the NHRP format.

= Type 3is a 1-bit field used for Home Test (HoT).
* Type 4 is a 1-hit field used for Care-of Test (CoT).
* Type 5 is a 1-bit field used to Update Binding [BU|.
®= Type éis a 1-bit field containing Binding Acknowledgment.
= Type 7is a 1-bit field used to identify the Bit Error.
s Reserred: This B-hit field should be rera, and the receiver should Ignore it
* Checksiomn: This 16-bit field is used to check for errors in the Mobile IF header.
® [ata: This variable-length field is the actual data.

Next-Hop Resolution Protocol (NHRF)

This protocol provides a direct roate to transfer data from one computer to another. If the packet received by
the destination computer is in the same submet as the local computer, then this protocol tells the subsequent
data packets to send directly to the local computer using the global subsequent network address. This NEMA
protocol allows a source system to communicate with a nonbroadeast multiaccess subnetwork to identify the
layer address of MBMA for suitable next hops at the destination system or station. This protocal wses the mul-
tiprotocal environment for network layering over the NBEMA network.

MHRT traverses ome or more hops in a subnet before reaching the station that is expected to generate the re-
sponse. Every station will choose a neighbor MHS to forward an NHRF request. These packets are not covered
within the protocol header, but are covered in the MBMA layer, which is described in its own header.

Figure 2-42 shows the NHEP format, while its fields are described balow.

® arfafn: This B-hit field defines the type of address carried by the link layer.

* ariproype: This 16-bit unsigned integer field is reserved as follows:

= (M) o OxDOFF: Protocols defined by the equivalent MLPIDs

* (el 10D to DxDAFF: Reserved for future use by the IETF
= ({4040 to DxB4FF: Allocated for use by the ATM Forum
= (x(500 to 0x05FF: Experimentalfocal use
= {x(600 to OxFFFF: Protocols defined by the equivalent Ethertypes

= aripro.srap: This 32-hit field deals with the protecol that has an assigned number in the ar§pro.type
space [excluding DDOBD; if this value exists, then it must be zero on transmit and the receiver should
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o 8 1E 31 bit
Version Mo, Packet Type Packet Length
Router [0
Area |0
Checksum Au Type

SOUTT mapeNmrvww wwwin comiproizcal1SPF sl Accomd 2004,
Figure 2-43 This is the format of OSPE

ignore it]. The short form miust be used when transmitting NHRF messages. Ethertype must be used
during the transmission af both M LPIDs and Ethertype codes of MHRP messages.

* arihopont: This B-bit field defines the hop count, which specifies the maximum number of hops to tra-
verse hefore the packet is deleted.

® aripirsz: This 16-hit field is used to give the total length of NHRP packets in octets.
= grichizsum: This 16-bit fueld is used to check the errors in the entire NHRP packet.

* arfextoff: This 16-hit field is used for extensions that identify the existence and location of
MWHREPF packets.

* arSop.eersion: This 8-bit field determines the version used by this protocal.
*= arSop.type: This B-bit field gives the type of NHRF packet. Possible values of NHRF types are

as followrs:

* If the value is 1, then it is an WNHRP Resolution Rexquest.
# If the value is 2, then it & an WHRP Resolution Reply.

= If the value is 3, then it is an NHRET Registration Request.
* [If the value is 4, then it is an NHRT Registration Reph.

# If the value is 5, then it is an NHEP Purge Request.

= If the value is 6, then it is an NHRT Purge Reply.

+* [f the value is 7, then it is an WHRP Error Indication.

= arfshtl: This 8-hit field gives the type and length of the source NBMA address, which has been inter-
preted in the context of a family number of the address.

arSsstl: This 8-hit field gives the type and length of the source NEM A subaddress that is interpreted in
the context of the address family number.

Open Shortest Path First (O5PF) Protocol

This protocol uses the link-state method to provide information about direce connections and links used by the
wther router. It maintains a database through which a table jcalled a routing table) is calculated by constructing
a shortest-path tree. Information exchanged by the roaters of OSPF is authenticated.
The protocal groups different netwaorks together, and such groupings are called areas. An area is hidden from
rest of the system and thereby enables a significant reduction in routing traffic.
Figure 2-43 shows the format of O5PF. Iis fields are detailed below.
* Versioor Mumber: This is an B-bit field that identifies the type of version being wsed by OSPF. The cur-
rent version is X,
® Packer Type: This 8-bit field gives the type of packet. There are five different types:
# Hello: This type is used to establish and maintain relationships with neighbors.

* Database Descrigtion: This field describes the contents of the database. These messages are ex-
changed during initialization.

L]
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248  Chapter 2

* Link-State Request: This field requests the database to give information related to neighboring rout-
ers for exchanging information through database description.

* Link-State Update: This field responds to a link-state request. Several link-state algorithms are used
to update the database packets.
* Link-State Acknoudedgment: This field acknowledges the packets that are updated by the link state.

Packet Length: This 16-bit field specifies the packet length, including the length of the O5FF header,

in bytes.

Rowuter ID: This field identifies the source of the packet.

Area 1D: This field specifies the area to which a packet belongs. All packets are identified with a single
area that travels in a single hop.

Clreckswm: This field is used to check the entire contents of the packet header.

Austhentication Type: This field contains the authentication scheme used.

Authentication Schenre: This 64-hit Feld contains specific information about authentication.

Ihata: This field contains information related to the upper layer.

Routing Information Protocol (RIF)

This is a widely used distance vector protocal for exchanging information over a gateway and a host. [t is used
for routing traffic over the Internet through a single system. This is a

fora mn-d.enbe]y sized network that uses h-m'bngen.equs bn:]'l:ncﬂugy.
Figure 2-44 shows the RIP packet format, with its fields detailed below.

Cowmand: This is an 8-hit field that is used to specify the purpose of the datagram. There are five dif-
ferent commands:

* Reguest: This command requeses that the router send information from the routing table.
* Response: This command is used to update the roating table or to respond to a request.
* Trace oor: This is an obsolete command.

* Trace off: This is an obsolete command.

* Reserved: This command is reserved for future use.

Version: This 8-bit field gives the version number. The current version is 2.

Unnsed: This is a 16-bit field that is not in use.

Address Family Idemtifier: This 16-bit field specifies the address family used. As RIP is designed to carry

routing, information for several protecols, every entry will have an address family identifier to specify
the type of address used.

simple protocol that is designed 1o work

8 16 31 bit

Command Version Unused

Address Family |dentifier Route tag {only for RIP2; O for RIF)

IP Addrass

Subnet Mask (only for RIP2: 0 for RIF)

Mext Hop (only for RIPZ; O for RIP)

Metric

o e Curwm i comiproicesIBE WP e Sermued 2004,

Figure 2-44 This is the RIP padket formait.
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Implamenting Metwork-Layer Protocols 2-81

* Rouwte Tap: This 16-bit field is used to separate internal and external RIP roates that are imported from
1GF or EGP.

® [P Address: This specifies the 1 addresses of source and destination systems.

= Swphret Mask: This 32-bit field carries the subnet mask for the entry. If the value is 0, then there is no
subnetr mask.

® Next Hap: This field indicates the 1" address of the next hop to which packets for the entry
should be forwarded.

= Metric: This 32-hit field indicates how many internetwork hops {routers) have been traversed in the trip
o the destination. This value is between | and 15 for 2 valid route, or 16 for an unreachable route.

Multicasting Protocols
Border-Gateway Multicast Protocol

This is an interdomain multicasting protocol that supports source-specific multicast (8561 This protocol uses
TCF for carrying packets, and it uses the TCF port for establishing a connection.

Figure 2-45 shows the format of BGMP packets, with all of the fields discussed below.

= Lenptir: This is a B-bit field that gives the total length of the header in octets.

® Type: This 8-bit field represents the type of message used. Whenever the connection is established using
a transport layer, then the first message received will be an OFEN message. 1f the OPEN message is ac-
cepted, then a KEEPALIVE message confirming the OPEM is sent back. Once the OPEN is confirmed,
UPDATE, KEEPALIVE, and MOTIFICATION messages may be exchanged.

* Reserved: This 8-bit field is reserved for future use.

Distance-Vector Mulfticast Routing Protocol (DVRMFP)

This protocal supports multicast data transmission over a network. This protocol can manage different net-
wrorks that are not multicast-capable. The purpose of this protocol & to provide paths for multicast datagrams.
This protecol uses IGMP (Internet Group Management Protocol) to exchange routing datagrams. It uses a
reverse-path muolticast algorithm o calculate the shortest path.

Figure 2-46 shows the DVEMP format, while its fields are discussed below.

® Version: This 4-hit field gives the version number. The current version is 1.

= Type: This is a 4-bit field that provides the type of message. Its value is three.

= Swbrype: This 8-bit field contains four different subtypes:

0 18 24 31bit

Length Type Reserved
SEUNTE: s Marwonejawein comiprotzca EOMPrrsL Accrsd 04

Figure 2-45 This is the BGMP format.

0 4 8 16 24 31 bit
Version Type Sub-Type Checksum

DVMRP Data Stream
FouncE: e Mrwwejwwwin e/ protz oo VMRS Timl. Azcoaned 3004,

Figure 2-46 This is the DVRMP format.
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* Response: This provides a response message to roate to the destination system.
* Reguest: This requests the routes to a destination.
= Nommembership Report: This provides a nonmembership message.
= Nommembership Cancellation: This cancels a nonmembership message.
®  Checksiem: This field is used to check for errors in the packet header.

= DWMEF Data Stream: This field is used to tag the data. This streamed data is used to reduce redundant
messages in data.

Other Network Protocols
The NetBEUI Protocol

This protocal is mainly used by small networks. MetBIOS Extended User Interface (MetBEUT) is a legacy pro-
tocol commuonly used by older Windows networks. This is a simple and fast protocol that does not require any
administrative configuration. It is implemented in the data-link layer of the 0% model. This protecol is not
routable. It is not supported on Windows XP or Windows Server 2003,

Remote Authentication Dial-In User Service (RADIUS)

This is a client-server protocol. It acts as software that enables a remate-access server to communicate with
a central server. This protocol allows a company to store user profiles in o database. It uses UDP as a
transport protocol.

The key fearures of RADIUS include the following:

* Cliemt-sevver model: With this protocol, the network-access server acts as a client o RADIUS. The cli-
ent is capable of passing user information to RADIUS servers. They are responsible for receiving user
connection requests, performing user authentication, and then returning all configuration information
necessary for the client to deliver service to the user.

® Metwork secwrity: This feature provides security to both client and server applications of the RADIUS
protoecol.

* Flexible anthemtication: This feature provides different methods to authenticate the user. I suppores dif-
ferent protecols such as PAF, CHAP, PPF, UNIX login, and ather mechanisms.

* Extemsibie protocol: This feature provides new attribute values that can be added to the existing proto-
col without disturhing its implementation.

Figure 2-47 shows the RADIUS protecol structure. Its fields are detailed below.
® Code: This is an B-hit field that contains different types of codes as follows:

= Code 1 is used for Access-Request.

= Code 2 is used for Access-Reply.

* Code 3 is used for Access-Reject.

= Code 4 is used for Accounting-Request.

* Code §is used for Accounting-Response.

* Code 11 is used for Access-Change.

0 B 16 31 bit

Code Identifier Length

Authenticator (16 bytes

Soue: i IRATHUS himl Accmowd T4

Figure 2-47  This is the RADIUS protoco] structure.
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* Code 12 is used for Status-Server.

= Code 13 is used for Status-Client.

* Code 255 is reserved for future use.
= [dentifier: This B-hit field is used to identify request-and-reply matches.
* Lenpti: This 16-hit field gives the total length of the header.

= Anthentication: This 16-bit field is used to authenticate a user reply from the RADIUS server as well as
the passwoard-hiding algorithm.

Voice over Internet Protocol (VolP)

Voice over Internet Protocol (WolIP) is used to transmit voice as packets over the Internet. The voice signal is
converted into a digital signal and then compressed and converted into IF packets, which are then transmitted
over an [P nerwork.

Key benefits of this protocol include:

= It is a low-cost system

= Data can be easily integrated

* Both voice and vides are available on the Interner

Some of the associated protocols and standards of Vol P include the following:

® }.3123: This is an 1TU standard developed for conferencing multimedia applications on a2 LAN. Some of
the components are terminals, gateways, gatekeepers, and multipoint contral wnits.

® SIP: The Session Initiation Protocol is an IETF standard used for establishing connections for Vol P, This
application-layer protocal acts like a cdlient-server protocal, capable of creating a connection, modifying
the connection, and terminating the connection.

= MEGACO: This Media Gateway Control Protocol was developed by both ITU and IETE. This protocol
is used to control the elements in a multimedia gateway that separate call control from media conver-
sion. This protecol converts circuit-switched voice to packet-based traffic using a media gateway con-
troller. It supports ATM networks.

= MGCP: This Media Gateway Control Protoecol was developed by Cisco Systems. This protecol provides
communication between call control elements and telephony gateways. This protocol is capable of moni-
toring events between [P phones and gateways and requests that they send media to a particular address.

Figure 2-48 shows how Vol " warks.

Implementing Data-Link-Layer Protocols
Diata-link-layer protocols mainly handle the protocals that are related to data applications.

Address Resolution Protocol

ARF [Address Resolution Protocod), @ TCWIP protocol, retrieves a node's physical address_ A host sends an ARP
request with the [P address of the target node that needs to communicate on the network, and the node with the
specified address responds by returning its physical address and packets that are to be transmitted . All the stations
in the entire network need to process the ARP request, which also requires the IF address of other machines.

Address Resolution Protocel will discover a host's MAC address when its IP address is known. The sender
transmits an ARF packet that consists of the Internet address of the other machine and waits for it (or some other
hast] to send its MAC address in reply. Every machine maintains a cache of address translations to decrease
waiting time and loading.

Some features of ARP include the following:

= ARP is used primarily for mapping IP addresses on a network.

= Earlier, ARP was used to resolve MAC addresses for various layer-3 protocols only. Later, it was also
designed o resalve other layer-2 addresses, such as ATMARF and MSAF.

= ARTis a well defined dynamic resolution protecol that maps IF addresses to basic data-link-layer addresses.
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Fgure 2-48  VolP sends voice data over the Internet, sven to and
fram telephones.

* ARP was designed to assist dynamic address resolution between IP and Ethernet that can also be used
an ather layer-2 technologies. It functions by permitting an IF device to transmit on the local network,
requesting another device within that network to reply with its hardware address.

= Direct mapping and dynamic resolution are two fundamental technigues used to obtain the asseciation
of addresses.

= The essential process of ARP is to encode the [P address of the proposed addressee in a
broadcast message.

Figure 2-49 shows the structure of an ARF packet. Its fields are discussed below.

® Hardware Type: This 16-hit field defines the type of hardware for transmitting ARF messages and also
specifies the type of addressing used.

* Protocod Type: This 16 bit-field defines the type of addresses used in the message. The value for 1Pv4 ad-
dresses is 2,048, which is a De0800 hex.

* Hardware Address Lengtir: This B-bit field specifies the length of the hardware address for [nternet mes-
sages. The value of this Feld is 6 for Ethernets and other networks that use IEEE 802 M AC addresses.

* Profocol Address Length: This 8-hit field specifies the length of the protecol address used in the mes-
sage. Its value will be 4 for an IPv4 address.

* Opcode: This 16-bit field defines the nature of the ARP message to be sent.

* Eender Hordwrre Address: This field defines the hardware addresses of the devices that are used 1o send

the messages.
* Eender Protocol Address: This field contains the IP addresses of the devices that are used to send
the messages.
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o B 16 31 bt
Hardware Type Pralocol Type
Hargwara
i Froocl Aress fr—
Lengmn o
EaKiar HeyTeNe: AN Sender Prolocal Adcress {byles 1-2)

Sanger Protocol Adress (bytes 3-4)

Target Harware Adress

Target Protocol Address
SAT. hidg o Farme tcpl pouida comiTres't_ AR wosoe Formae sim. Accened M
Figure 2-49  This is the structure of ARP.

* Tarpet Hardeware Address: This field contains the hardware addresses of the target machines that are
going to receive the messages.

= Tarpet Protocod Address: This field contains the 1P address of the target machine that is going to receive
the message.

ARP Vulnerabilities and Countermeasures
ARF has the following vulnerahilities:

= ARP does not provide an authentication mechanism for messages, such as requests or replies, so it
is easy for a hacker to misuse the system by forging those messages. A forged request or reply can be
used in ARP poiscning. AR poisoning means updating the ARF cache of a remote system with a
forged entry.

* ARPis a stateless protocol. Therefore, even if an ARP request is not sent to a user, that user can send
the corresponding ARF reply.

* The man-in-the-middle attack is based upon persuading two hosts that the computer in the middle is
the other host. If the system is using DMS for identifying the other host, then this attack will result in a
domain name spoof or it may result in ARP spoofing on the LAN.

The following countermeasures can help prevent the exploitation of these vulnerahbilities:

= Spoofed 1P packets can update the contents of ARP tables. To avoid this, a rule-based firewall should be
configured to blodk ARP.

* Run a batch file to create static AR entries. This protects against AR poisoning.

Reverse Address Resolution Protocal

RARF [Reverse ARP) i a TCHIP protocol used with diskless computers to acquire their IP addresses. Whena
RARP request is sent in an Ethernet frame to the server, the server responds with a layer-3 (IF) address for the
layer-2 [MAC) address that it just received.

It resolves an 1P address starting from a known hardware address, such as the MAC address. Fvery MAC
must be configured manually on a central server, and the server will only provide an IP address t0 computers
with those MAC addresses. Subnetting, gateways, and other details must be set up mamually.

RARF was superseded by BOOTF, which consists of an enhanced feature set.

Copryghl 04 Cenpge Lining. Al Hights Rossrred. by i e copiod, w e o Suplisindl in whmle ar ba pod. Do righn sare it i /e emppnesse o the bk ardiar el hopiei
[ e e S — — ki e cmorall K Covgus Lmsing wesrses i righl io reveces b el oo 3 2wy dees B auby i, poaih -




246  Chapter 2
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Figure 2-50  This shows how RARP waorks.

Figure 2-50 shows a RARP transaction diagram.
A RARP transaction works as follows:

. The source device generates @ RARP request frame.

. The source device broadcasts the RARP request message.
. The local device processes the RARP request message.

. The RARP server generates a RARP reply message.

. The RAF server sends the RARP reply message.

L= PR TR

. The source device processes the RARP reply message.
RARP's features include the following:

= RARP solves the boatstrapping problem.

= It performs the reverse of AR function.

* Each MAC must be manually configured on the central server.

* RARP is a non-1P protocol, which means it can't be managed by the TCPIP stack that already exists on
the client system. The client must have unique functionality to handle the unprocessed RART packet.

NEMA Address Resolution Protocol (NARFP)

The MBEMA Address Resolution Protocol allows a host or a rooter to communicate with o nonbroadcast
multiaccess link-layer network to identify the destination terminal of the NMBMA address. Once the NEMA
address of the destimation is available, the source can send packets to the destination or it can establish
a connection.
Figure 2-51 shows the MARTP format, with its fields detailed below.
®  Versiom: This B-bit field s the version number. Currently, the value of this field is 1.
* Hap Comnt: This B-bit field indicates the maximum number of MEMA ARP servers (NASs| to allow a
request or reply packet to traverse before discarding,.
* Checksiomn: This 16-bit field is used to check for errors for the entire packet.
= Typre: This 8-bit field is used to describe the type of MARP packet. If the type code is O, then it is a
MARTP request, and if the type code is 1, then it is 2 MARP reply.
® Code: This 8-hit field describes the type of code to be used.
* Upnsed: This field is not used by MARF.
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] B 15 31 hit

‘ersion Code Checksum

Type Code Unused

Destnaton |P Address
Source |P Address

NBMNA Len. NEMA Address (Varable Length)
MARP Header Structure
o ape——— T T S— T

Figure 2-51 This iz the MARP packet farmat.

= Destination IF Address: This field contains the 1P address of the destination system.
= Sonrce [P Address: This field contains the IF address of the source system.

= NEMA Length and Address: The NBMA length field is the length of the MEMA address of the source
terminal in bits. The NEMA address itself is zero-filled to the nearest 32-bit boundary.

Chapter Summary
A protocol is a set of rules that enables communication berween computers over a nerwork.
Internet Protocal (IP) is a network-layer protocol present in the TCIP communications protocal suite.
Metwork classes are used to identify the devices connected to the Internet or the network.

The BOOTP protocol allows a network user to configure a boot process automatically without
user involvement.

The must significant, universal file transfer protecel in TCPIF is File Transfer PFrotocol (FTP)

N is used to synchronize system clocks over 1P with Coordinated Universal Time (UTC) taken from
i SErvers.

TCPF wsually works in comcert with IP to send data/messages between computers and the Internet.

TCMP (Internet Control Message Protocol) is a TCWIP protocol that is used to transmit error and
contral messages.

Review Questions
1. What is a protocol?

1. List the key elements of a protocol.
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3. What are the functions of a pratocol?

4. What is segmentation and reassembly?

3. List some kinds of IP attacks.

oy

. What are the three major isues of 1P?

7. What is the function of DHCP?

. List the applications in the presentation layer.

9. What is the difference between HTTF and HTTPS?
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10, How do you configure LPFZ

11. What are the applications of RPFC?

12. List the features of the transport layer.

13. List the applications of RDP.

14. List the features of network-layer protocols.

15. Explain the difference between routing protocals and multicas: protocols.

16. Identify the characteristics of network protocols.
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17. What is ARF?

Hands-On Projects

1. Read an introduction to protoce] analysis.
® Marigate to Chapter 2 of the Student Resource Center.
® Read Introduction to Protocol Analysis.pdf.

. Read a TCFIP tutorial and technical overview.

=

® Marvigate to Chapter 2 of the Student Resource Center.
® Read TCPIP Tutorial and Technical Overview. pdf.

3. Read another introduction to TCRIP.
® Marigate to Chapter 2 of the Student Resource Center.
® Read Introduction o TCPIP.pdf.

4. Read about multicast routing.
® Marigate to Chapter 2 of the Student Resource Center.
® Read Multicast Routing pdf.

5. Read about RIP.
» Marigate to Chapter 2 of the Student Resource Center.
® Read Metwork-Layer Protocal Lab RIFpdf.
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Chapter

Protocol Analysis

Objectives
After completing this chapter, you should be able to:

Understand TCRAP protocol structures
Understand TCP data-packet structures
Implement user-level commands
Understand TCP algorithms
Understand 1P data-packet structures
Understand IPvE

@ & & & @ &

Key Terms

Asynchronous Transfar Mode (ATM) o lower-level network pmtIJ-CI:-I that encodes data into seall
fixed cells and transmits them over a network medium

Chacksum  a value included in a header to ensure that the data has been transferred without error
Congestion window  a value that indicates the maximum amount of data that can be sent out on
a connection without an acknowledgment; when a connection is first established, the congestion
window is set up as the size of one segment. The sender maintains the window and increments it
for every ACK received.

DARPA (Defonsa Advanced Resaarch Projects Agency]  a project funded by the Department of
Defense (Dol that led to the creation of the Internet in the 19505 and 1960s; DARPA ﬂu‘ﬂnped.
the TCHIF protocols

Encapsulation the way data moves through the protocal stack as it is prepared for transmission;
each layer adds its header informatiom to the data as it moves down the protocol stack

ES
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Next-hop routing  the way information is indirectly transmitted across the Internet through hops from
router to router before reaching the destination netwaork.

051 {Dpan Systams Inter ctlon) raf wmodal  an abstract model for the implementation of network
design, with the network divided into seven layers of abstraction

Transmission Control Protocol/Internat Protocol (TCMIP)  the protocol suite that handles communication
wver the Internet. TCP handles the packetizing of messages, and 1P handles transferring those packets over
t}l! n!:wnrk.

Windowing a congestion-control measure that acts as a baffer to control data loss

Introduction to Protocol Analysis

This chapter primarily discusses TCHIP protocol structures, the TCF and [P data-packet structures, user-level
commands implementation, TCP algorithms, and [Pv6. This chapter discusses the TCHIP protocol suite, the
layers of TCPIF, diding windowing, and acknowledgment. It then discusses the TCP header format and various
aptions in the header. Next, this :hlpher covers the TCFIP interfaces, user interface commands, and lower-level
interface commands as well as TCP algorithms, checksums, performance estimation, and TCP-related problems.
Then the chapter moves to IF, giving an overview of IF, the IF header format, the IP datagram concept, tech-
nigues associated with IF datagrams, and the parameter problem in IP. Finally, there is an introduction to the
IPvis header format, tunneling, and multicasting.

Understanding TCP/IP Protocol Structures

TCP/IP Protocol Suite

TCPYIP is the protocol suite that handles communication ower the Intermet. TCP handles the packetizing of
messages, and 1 handles transferring those packets over the network. The TCWIP protocol suite maps to the
conceptual model DARFA developed. DARPA is a project funded by the Department of Defense [Dold) that led
ta the creation of the Internet in the 1950s and 1960s. DARPA developed the TCP/IP protocols. The DARPA
maxdel is composed of fowr layers:

- Application layer

. Transport layer

- Imternet layer

b Ly b =

. Metwork-interface layer

Figure 3-1 shows the architecture of TCIIR

Network-Interface Layer

The network-imterface layer is the lowest layer in the TCP/IP madel. It is responsible for sending and receiving
TCHIP data packets to and from the network medium. The design of TCPIP is not dependent on a particu-
lar network access method, frame format, or medium. TCPIP can be used in different networks, including
Ethernet, 80211 wireless LAM, and Asynchronous Transfer Mode (ATM). ATM is a bower-level network protocol
that encodes data into small fixed cells and transmits them over a network medium. The network-interface layer
has all the functionality of the data-link and physical layers of the QST referewce model—an abstract model for
the implementation of network design, with the network divided into seven layers of abstraction. Ethernet is the
mast commonly used network-interface layer. The network-interface layer performs the follewing functions:

® Describes the physical connection necessary for communications

* Defines some services that are used by Internet layer, such as frame size, addressing capabilities [unicast,
multicast, and broadcast), and quality-of-service {o5] parameters

= Delivers data packets within a single network

* Encapsulates Internet-layer segments into frames

* Adds frame-check sequence {cyclic redundancy check) to the end of the data packet (error checking)
* HBroadcasts or switches frames ower the network using source and destination MAC addresses
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Fgure 3-1 This is the architecture of TCRIP.

* Delivers data to devices on a directly attached network
* Defines rules to use the netwoark for delivering IF datagrams
= Maps media access control (MAC) addresses o 1P addresses using Address Resolution Protocal [ARF)

Implementation

Both hardware and software drivers are implemented in the network-interface layer. This is the only layer

that usually keeps track of the physical characteristics of the underlying network that includes access rules,
data-frame structure, and adﬂn:ssin.g.

Internet Layer

The Internet layer, also called the internetworking layer, is the second layer in the TCHIP protocol stack. It is
responsible for providing machine-to-machine communication. The Internet layer is also responsible for the
addressing, packaging, and routing of data packets.

The TCWIF protocol suite contains two sets of protocals at the Internet layer:

= IPv4, which is also known as IF, is used in almost all private intranets and the Internet.
= A newer protocol, [Pvé will replace 1Pv4. 1Pvé is a routable protocol that addresses and routes packets.

The Internet layer acts as a communication interface between two networks, regardless of type, and handles
the translation for different types of data addressing schemes. The Internet layer uses the 1P, ARP, ICMP, and
IGMP protocols.

= Address Resolution Protecol (ARF) resolves Internet-layer addresses to network-interface
layer addresses.

* Internet Protocol (IF) is a routable protocol that addresses, routes, fragments, and reassembles packets.
* Internet Control Message Protocol (ICMP) reports errars and information that can be further analyzed

when a failure in the delivery of a packet occurs.
* Internet Group Management Protocol {IGMP) helps in managing 1P multicast groups.
The Internet layer also has some core protocods for 1Pvé, including the following:
= Meighbor Discovery Protocal [MIP) manages the interaction of IPvé neighboring nodes.
* The Multicast Listener Discovery (ML) protocol manages 1Pvs multicast groups.
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The Internet layer plays a major role in deciding the best route to send data packets. It deals with the entire
network architecture. The router is the key device in this layer.

The following are some of the features of the Internet layer:

* Defines the datagram [packet) and addressing scheme

= hloves data between the network-interface layer and transport layer
* HRoutes datagrams to remote hosts

* Performs fragmentation and reassembly of datagrams

This layer provides the following three specific services:

= Connectionbess delivery service

* Implements 1 mechanism to divide the data into individual packets or frames an the transmitting

side and put them back together on the receiving side [fragmentation and reassembly)

* Provides a routing function for operating with other netwoarks

Transport Layer
This layer provides communication among different connected systems. The transport layer, also known as the
host-to-host transport layer, provides session and datagram communication services to the application layer.
The tramsport layer in the TCHIP model has the same functionality as the transport layer of the 051 model,
TCPF and UDFP are the core protocols of the transport layer.

There are two methods of delivery in TCHIP:

* Connection-ariented reliable delivery using TCP

* Connectionbess best-effort delivery using UDP

TCF provides a one-to-one, connection-oriented reliable communication service. It sequences the packet,
adc:nuwhﬂg,e: the pl:loet sent, and recovers lost p:.dl::ts.

UDF provides one-to-one and one-to-many connectionless services. It is an unreliable communication
service. UDP transfers less data than TCP. TCP and UDF both operate on IPv4 and 1Pvé networks.

The transport layer is capable of transporting data to and from various applications. It provides end-to-end
COMMyUNicatim.

The following are some of the features of the transport layer:

This layer manages the transfer of data between TCF and UDP.
It manages the connection between various network applications.
It is the most visible layer to application designers.

The transpart layer provides a virtual end-to-end message pipe for applications and is the layer where
direct host-to-host communication takes place.

This layer makes it possible for the details of the undedying network to remain hidden. The basic

functions of this layer are quality-control issues such as:
= Reliability

* Flow control

#* FError correction

* Eroadcasting

Application Layer

The application layer defines the protecols that the application is guing to wse for the transfer of data and allows
access to the services of the other layers. There are many protecols in the application layer, and more are abways
heing developed. The following are some of the protocols used in this layer:

The Hypertext Transber Protocol {HT TP transfers files that make up Web pages on the Internet.

® The File Transfer Protocol (FTF) transfers individual files, typically in an imteractive user session.
* The Simple Mail Transfer Frotocol (SMTP) transfers e-mail messages and attachments.
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Undarstanding TCRIP Frotocol Stnactures 3.5

Additionally, the following application-layer protocols help users use and manage TCPIP networks.

* The Domain Mame System (DMNS] protocol resolves a host name, such as wwae.apple.com, to an
1P address and copies name information between DNS servers.

* The Routing Information Protocol [RIF) is a protocol that routers use to exchange routing information
on an 1P network.

* The Simple Metwork Management Protocol (SMMP) collects and exchanges network management
information between a network management console and network devices such as routers, bridges,
and servers.

Windowing

Windowing |Figure 3-1] is a congestion-control measure that acts as a baffer to control data loss. Windowing
requires the source device to receive an ACK from the destination after a certain amount of data is transmitted.
The destination host reparts a window size to the source host. This window size specifies the number of packets
that the destination host is prepared to receive. The first packet is the ACK. When the window size is 3 bytes,
the source device can send 3 bytes of data to the destination. The source device waits for an acknowledgment.
When the acknowledgment is received, the source device can then transmit 3 more bytes to the destination. In
an overflow condition where too much data is sent too quickly, the destination is unable to receive the 3 hytes,
so mo acknowledgment is sent to the source. This causes the source to retransmit the bytes, and the transmission
rate slows down,

In Figure 3-1, the sender sends three packets before it expects an ACK. If the receiver can handle only two
packets, the window drops packet three, specifies three as the next packet, and indicates a new window size of
twir. The sender sends the next two packets but still specifies a window size of three. This means that the sender
will still expect a three-packet ACK From the receiver. The receiver replies with a request for packet five and
again specifies a window size of two.

sliding Window

Sliding window is a technique used by TCP to control the flow of packets in a network. It allows for a dynamic
range of window sizes. The destination host must acknowledge all transmitted data. A single acknowledgment
can assure the transmission of multiple data packets. The sender and receiver maintain a window for which
no acknowledgment is received, and that window is the sequence of the message [Ds. This starts with a low

Sanding Host | Recolving Host

|
I }
Fmguast 1 —_— s
Foruast 2 | =——————————pp| FRamm?
Requastd « —){—p [Feconm 3]
| #———— | ACK Twandows sizm?
Raquast4 | ———3 | Remnmd
Ranquast 5 i —Pi Racmnm §
roquests | ——p | [rocorms]
; Af— i ACH 5 windows size 2
Raquast 7 | —pi Recoie 7
Roquest B ¢ == & Rocowc B
| = 1 ack 7 windows siee 2

= = ey EE-Councd
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Figure 2-2 Windowing requires the saurce device ta
receive an acknowledgment from the destination after a
certain amount of data is transmitted.
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3.6 Chapter 3

watermark and is bounded by high watermark. After the receipt of an acknowledgment, the low and high water-
marks are incremented by 1. In turn, one more acknowledgment is received. The window is slid to the righe. The
ACK is discarded when the window is full. Sliding windows start with a given size, and sophisticated protecels
adapt the window size dynamically.

The following are characteristics of the sliding-window technique:

®  Error correction
* Flow control
= Message ordering [FIFO)

One-Bit Sliding-Window Protocol

In this protocol, the sender sends one frame and then waits for an acknowledgment before sending the next
frame, so it is also called the stop-and-wait protocol. The disadvantage of the stop-and-wait protocal is that
only one frame can be transmitted at a time.

Go-Back-n

During the transmission of packets, if a single frame—Ffor example, K—is lost, then the whole sequence of
frames K + 1, K + 2, ... is discarded; no acknowledgment is then sent to the sender. When the sender doesn
receive an ACK, it retransmits the frames starting from K. It sets the receiver window size to 1. It is a waste of
handwidth. This technique is depicted in Figure 3-3.

Selective Repeat
Selective repeat (Figure 3-4) is a strategy where lost or damaged frames are re-sent. A buffer is maintained at

the receiving end that buffers the entire frame after the lost one. When the sender identifies the problem, it
retransmits the Jost frames.
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Figure 3-3  This shows the go-back-n technique.

et interval e

aRR AN
- _

LT

AR

Sl e A

-:1_;“; 1\1‘1“ ,-l Y\\
I_II_I I_II_Isll_Il_lI_I_II_IlzllillilJlll

3

- —
Emr  Buwfenod by 1Ll=| link. ‘aver *. B s 2.8 passed
L metwork snver
Trme ——————a-
ST g ek bk svghwikd ampuiwe_HsweorinError_Corivel,_Fiom Conirel, MAC, Aecausd 20
Figure 3-4  Selective repeat retransmits only those frames that hawe been lost.
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TCP Data-Packet Stnactures 3.7

= =

Sending Host I Receiving Hoot

i

Recehie KCK 4 windows sap 3 4-'""---.
Rt &
- ----""'---.._______-_-i
Requas 6 l--‘-"'--“..______":""-_-"
]

Recehee ACK 7 mingows iz 3 I 4-'-----;
Coparigei © ey E2-Cauncil

Al rigit resmrwsd. Roprodurtion i ericly prohizisd
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Acknowledgment

Reliable delivery means that when a stream of data is sent from one device to another, the data will reach the
destination without any loss or duplication. Positive acknowledgment with retransmission guarantees the reli-
able delivery of data. In positive acknowledgment [Figure 3-5], the receiving end communicates with the sender
and sends an ACK when the data are received. A record is maintained for each transmitted packet on the senders
end, and the sender expects an acknowledgment from the receiving end. A timer is maintained when a segment
is transmitted, and the segment is retransmitted if the timer expires before the ACK arrives.

In Figure 3-5, the sender transmits data packets 1, 2, and 3. The receiver sends a receipt for the packets along
with a request for packet 4. When the sender encounters the ACK, it sends packets 4, 5, and 6. If packet 5§ doesn’t
arrive at the destination, the receiver sends a negative acknowledgment with a request to resend packet 5. The
sender then retransmits packet 5, receives the ACK, and continues the transmission.

TCF provides sequencing of the segments in the forward reference acknowledgment. Every segment is num-
hered hefore the transmission. TCP reassembles the segments into 2 complete message at the destination end.
Any unacknowledged segments in a given period of time will result in retransmission.

TCP Data-Packet Structures

Transmission Control Protocol (TCP)

The Defense Advanced Research Projects Agency [DARPA] first developed the TCHIP protocol suite. TCFisa
connection-oriented protocol with point-to-point connectivity. The TCFIF protocol had an important role in
the development of the Internet. TCHIP is often referred to as the Department of Defense protocol suite ar the
Imternet Protocol suite. TCPIP is called the backbone of the Internet because of its efficiency in transferring
packets from one network to another. It works mostly in packet-switched networks. It is designed to fit into a
layered hierarchy of protacals. 1t also provides reliable interprocess communication.

Protocal Layering
Figure 3-6 shows how protocols are layered in TCIIR
TCP Header Format

A TCP segment is transmitted in the same way as an Internet datagram. A datagram {the name of the data
packet at the Imternet layer) is a unit of information, containing koth the data and addressing information, to
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Figure 2-6 Protocols are layered in the TCRIP suite.

he transferred over a network. A TCF segment carries information such as the source and destination addresses.
The TCF header structure (Figure 3-7) contains much information abouot the packet being transmitted, and
the options in the TCP header are useful in the transfer of packets. The size of the TCP header is 2 multiple of

32 hits.

Source Address The source port is 16 bits.

Destination Address The destination port is 16 bits.

Sequence Number The sequence number is 32 bits. If SYN is present, the sequence number is the initial
sequence number {I5M), and the first data octet is 1SN + 1.

Acknowledgment Number When this field is set, it contains the value of the next sequence number of the
acknowledgment that the sender is expecting to receive from the receiving end. After a connection, the acknowl-
edgment is always forwarded to the sender.

Data Offset The data offset is 4 bits. This indicates the beginning of the data.
Reserved This field size is 6 bits and is reserved for future use.
Control Bits This field size & 6 bits and contains the following, from left o right:

= [ {UTRGE Urgent flag

= A (ACK}: Acknowledgment flag

= P (PSH]: Push function

* R (RS5T): For resetting the connection
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Figure 2-T  This is the TCP header structure.

®= & {5¥M): Synchronize sequence number
= F(FINJ: Mo more data from the sender side

Window Size The window size is 16 bits. It is the number of data octets the sender is willing o accepe.
It begins with the octet indicated in the acknowledgment field.

Checksum A checksamr is a value included in a header to ensure that the data has been transferred without
errar. The checksum field is the 16-bit cne’s complement of the ones complement sum of all 16-hit words in the
header and text_ If a segment contains an odd number of header and text octets to be checksummed, the last
wectet is padded on the righe with zeros to form a 16-bit word for checksum purposes. The pad is not transmitted
as part of the segment. While computing the checksum, the checksum field itself is replaced with zeros.

Options The size of the options may vary. It is necessary to pad the TCP header with zeros so that the segment
will end at a 32-bit word houndary.

Diata It carries the application data from the sender to the receiver.

Implementing User-Level Commands

TCP Interface

TCF interfaces with user or application processes (user TCP interface) and on the other side to a lower-level
pu'n'bu-cn|. swch as [mbernet Proboeeol |:TCP.I'|mm-|=ﬂ| interface).

The interface between an application process and TCP consists of a set of calls much like the calls an operat-
ing system provides to an application process for manipulating files. For example, there are calls to open and
close connections and o send and receive data on established connections. It is also expected that TCP can
asynchronously communicate with application programs. Although considerable freedom is permitted o TCP
implementers to design interfaces that are appropriate to a particular operating system environment, a minimum
functionality is required at the TCPiuser interface for any valid implementation.

The interface between TCP and lower-level protocols is essentially unspecified except that it is assumed
there is a mechanism whereby the two levels can asynchronously pass information to each other. Typically,
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340 Chapter 3

one expects the lower-level protocol to specify this interface. TCP is designed to work in a very general
environment of interconnected networks. The lower-level protocol assumed throughout this document is
the Internet Protecel.

User/TCP Interface

T ensure compatibility, all TCP implementations provide a minimum set of services. TCF provides a minimum
set of services to guarantee that the same pratocol hierarchy is supported by all TCP implementations.

TCP User Commands The TCP user-intecfacs notations are the same as higher-level-language function calls.
User commands can only define the supported functions for interprocess communications; the individual imple-
mentations define their own format and basic functions. In some implement ations, 0 connection is astomatically
opened in the first send or receive a user issues for a given connection.

OPEN

Format: OPEN [(local port, forelgn socket, active/passive
[, timeort] [, precedencs] |, securltywicorpartment] [, options])

-» local connectlon name

The local TCP checks the authority of the process to use the connection specified. The local network and
the TCP identifier for the source address are supplied by TCF or by the lower-level protocol; no process can
masquerade as another without the collusion of TCP.

If the active/passive flag is set to passive, then the call is to listen for an incoming connection. A passive OPEN
may have either a fully specified foreign socket to wait for a particular connection or an unspecified foreign
socket to wait for any call. A fully specified passive call can be made active by the subsequent execution of a
send. On an active OPFEM command, TCP will begin the procedure to synchronize (ie., establish) the connec-
tion at ance.

The timeout specifies the timeout of the dara; if the data are not delivered within the time limit, then TCP
will abart the transfer. The default time limit is 5 minutes.

TCF will return a local connection name to the user. The local connection name can then be used as a short-
hand term for the connection defined by the <local =ocket, forelgn sockets pair

SEND

Format: SEND (local connection name, buffer address, bytoe
count, PUSH flag, URGENT flag [.timeocart])

This call sends the data in the user buffer to the intended connection. Before makingau” to SEMD, the con-
nection should be opened or it will generate an error. In seme cases, if the SEND call is detected, the connection
is opened. If an unauthorized user wants to send,, an error is returned to that user.

When the PSH flag is set, the data transmission is sent to the receiver. The PSH hit is the last bit to be set in
the TCP segment created from the buffer. If it is not set, the data transmitted are combined with the subsequent
send to increase the efficiency of the transmission.

If the URGENT flag is set, the transmitted segment will have an urgent pointer set in it. The purpose of the
data is to inform the receiver to process the URGENT data and to indicate to the receiver when all the data
has arrived.

The number af times the sending user's TCP signals urgent data will not necessarily be equal to the number
of times the receiving user will be notified of the presence of urgent data. Users who make use of OPEM without
specifying the foreign socket can make use of SEND without knowing the foreign-socket address. However, if a
SEMD is artempted before the foreign socket is set, an error will be returned. Users can use the STATUS call 1o
determine the status of the connection. In some implementations, TCP may notify the user when an unspecified
socket is bound.

RECEIVE

Format: RECEIVE {local connection name, buffer address,
byte count) -= byte count, urgent flag, push flag

This command allocates a receiving buffer associated with the specified connection. If noe OPEN precedes
this command or the calling process is not authorized to use this connection, an error is returned.
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implamanting Usar-Lovel Commards = 3.11

The RECEIVE call does not return control 1o the calling program and may be subject to deadlocks. Many
RECEIVE commands can be run simultaneously. RECEIVE notifies the calling program that a baffer is filled
or a PSH has been used.

1f the buffer is filled and the P5H flag is used, the PSH flag will not be set in response to the RECEIVE.
The buffer will be filled with as much as it can store. If the PSH is seen before the buffer is filled, the buffer is
returned partially filled and the PSH is indicated.

When urgent data arrive, the TCP-to-user signal is given as soon as they arrive. The receiving user is in
URGENT mode. When URGENT made is off, the RECEIVE call returns all the urgent data and the user turns
off urgent muode.

CLOSE
Format: CLOSE {local connectlon name)

This command closes the specified connection. If the calling process is not authorized for this call, an errar is re-
turned. It is a good practice to precede a CLOSE with a SEND. CLOSE means *1 have no data to send,” but it does
not mean “I will not receive more.” The user can close the connection anytime. CLOSE also implies a PSH.
STATUS

Format: STATUS (local connection name) -»= status data

This is an implementation-dependent user command and could be excluoded without adverse effect.
Information returned would typically come from the TCB [transmission control block) associated with
the connection.

This command returns a data block containing the following infurmation:

* Local socket

* Fareign socket

* Local connection name

* Receive window

= Send window

* Connection state

= Mumber of buffers awaiting ack nowledg ment

* Number of buffers pending receipt

#* Urgent state

* Precedence

* Spcurity'compartment

* Transmission timeout

Diepending on the state of the connection, or on the implementation itself, some of this information may not

ke available or meaningful. If the calling process is not authorized to use this connection, an error is returned.
This prevents unauthorized processes from gaining information about a connection.

ABORT
Format: ABORT {local connection name)

This command causes all p-:ndin.g SENDs and RECEIVEs to be aborted, the TCB to be removed, and a
special reset message to be sent to the TCP on the other side of the connection. Depending on the implementa-
tiom, users may receive abort indications for each outstanding SEMD or RECEIVE, or may simply receive an
abort acknowledgment.

TCP-To-User Messages It is assumed that the operating system environment provides a means for TCP to
asynchronously signal the user's program. When TCP does signal a user program, certain information is passed
to the user. Often in the specification, the information will be an error message. In other cases, there will be
information relating to the completion of processing a SEND, RECEIVE, or other user call.
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The following information is provided:

* Loacal commection name: Always

* Respomse string: Always

= Brl_f}-er address: SEND and RECEIVE

* Byte count (counts byles received): RECEIVE FSH flag, RECEIVE URG flag, RECEIVE
TCP/Lower-Level Interface

TCP calls the lower-level protocol module to send and receive information over the network. If the lower-level
mardule is Imbernet Protecol, it specifies the Type of Service and Time to Live fields. TCP uses the follvwing set-
tings for these parameters:

Type of Service = Freocdence: routlne, Delay: Normal, Throughput:
Normal, Reliability: normal; or O0000000.

Tim= ©to Live = one minuote, or 00101100

The maximum lifetime of a segment is two minutes.
If the lower-level Internet Protocol and source routing are used, the interface communicates the route inter-
face information. It also preserves the return route to answer the connection request.

Event Processing The events that oocur in this imterface can be categorized into three categories:
* User calls
* Arriving segments

* Timeouts

= User calls
= OFEN

" SEMND

= RECEIVE
= CLOSE

= ABORT

= STATUS

* Arriving Segments

* SECGMENT ARRIVES

= Timeouts

* USER TIMEOUT

* RETRAMSMISSION TIMEOUT

* TIME-WAIT TIMEOUT
OPEN Call

CLOSED STATE (e, TCR does not exist)

OPEMN creates a new tramsmission contnel block | TCH) ta hold the state information of the connection. Tt fills
in the kocal-socket identifier, foreign socket, precedence, securityfcompartment, and user-timeout information,

1f the caller does not have access to the local socket specified, this call returns “error: connection illegal for this
process.™ 1f there is no room to create a new connection, i rekurns “error: insufficient resources ™

OPFEN Call

ZYN-SENT STATE

SYN-RECEIYED STATE

ESTABLISHED STATE FIN-WAIT-1 STATE
FIN-WAIT-Z STATE
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Implamanting Usar-Lovel Commards = 3-13

CLOZE-WAIT STATE
CLOSING STATE
LAST-ACKE STATE
TIME-WAIT STATE

SEND Call
CLOSED STATE {i.e., TCB does not exist|
1f the user does not have access to the connection, then this call returns “error: connection illegal for this
process.” Otherwise, it returns “error: connection does not exist.”

LISTEN ETATE

If active is specified and the foreign socket is specified, then the connection is changed from passive to ac-
tive, selecting an I55. The call sends a 5YM segment, sets SMD.UMA to 155 and SMNDUNXT o [55 + 1 It enters
the SYM-SENT state. If no room is available to queoe the request, the call responds with “error: insufficient
resource™; if the foreign socket is not specified, then “error: foreign socket unspecified” is returned.

SYN-SENT STATE
SYN-RECEIVED STATE

The call queves the data for transmission after entering the ESTABLISHED state. If there is no space to
queue, it responds with “error: insufficient resources.™

ESTABLISHED STATE
CLOZE-WAIT STATE

The call segmentizes the buffer and sends it with a piggybacked acknowledgment |acknowledgment valwe = RCV.
MXT]. If there is insufficient space to remember this buffer, it simply returns “error: insufficient resources.”
If the urgent flag is set, then SNDUUP < SWDLMXT - | and the call sets the urgent pointer in the

ULEOHIE SERMENLE.
SEND Call
FIN-WAIT-1 STATE
FIN-WAIT-2 STATE
CLOSING STATE
LAST-ACK STATE
TIME-WAIT STATE

The call returns *error: connection closing™ and does not service the request.

RECEIVE Call
CLOSED STATE {i.e., TCB does not exist]
1f the user does not have access to the connection, the call returns “error: connection illegal for this process.”

Otherwise, it returns “error: connection does not exise.”™
LISTEN STATE
SYN-SENT STATE
SYN-RECEIVED STATE

The call queues the data for processing after entering the ESTABLISHED state. If there is no room to queve
this request, the call responds with “error: insafficient resources.”

ESTABLISHED STATE
FIN-WAIT-1 STATE
FIN-WAIT-2 ETATE
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If insufficient incoming segments are queved to satisfy the request, the call quenes the request. If there is no
queue space to remember the RECEIVE, the call responds with “error: insufficient resources.”

The call reassembles queued incoming segments into the receive buffer and returns control to the user. It
marks “push seen™ (PSH] if this is the case.

If RCV.UP is set in advance of the data currently bheing passed to the user, the call notifies the user of the
presence of wrgent data.

‘When TCF takes responsibility for delivering data to the user, an acknowledgment must be sent. How the
acknowledgment is constructed is described below in the discussion of processing an incoming segment.

RECEIVE Call
CLOSE-WALIT STATE

Since the remote side has already sent a FIN, RECEIVEs must be satisfied by data already on hand but not
yet delivered to the user. [f no data are awaiting delivery, the RECEIVE will get an “error: connection closing”
response. Otherwise, any remaining data can be used to satisfy the RECEIVE.

CLOSING STATE

LAST-ACK STATE

TINE-WAIT STATE

Beturn “error: Connection closing. ”
CLOSE Call

CLOSED STATE (ie., TCE does not exist)

If the user does not have access to the conmection, the call returns “error: connection illegal for this process.”
Ortherwise, it returns “error: connection does not exist.”

LISTEMN STATE

Any outstanding RECEIVEs are returned with “error: closing™ responses. The call deletes the TCB, enters
the CLOSED state, and returns.

SYN-ZENT STATE
The call deletes the TCE and returns “error: dlosing™ responses to any queued SENDs or RECEIVEs.
SYN-RECEIVED STATE

If mo SEMIDs have been issued and there are no pending data to send, then the call forms a FIN segment
and sends it, and enters the FIN-WAIT-1 state; otherwise, it queues the data for processing after entering the
ESTABLISHED state.

ESTAELISHED STATE

The call queues this until all preceding SEMDs have been segmentized; it then forms a FIN segment and sends
it. It enters the FIMN-WAIT-1 state.

FIN-WAIT-1 STATE
FIN-WAIT-Z STATE

Serictly speaking, this is an error and should receive an “error: connection closing™ response. An “ok”
response would be acceptable, ton, as long as a sscond FIN is not transmitted {the first FIN may be retransmit-
ted though).

CLOSE Call
CLOSE-WALT STATE

The call gueues this request until all preceding SENDs have been segmentized; then it sends a FIN segment
and enters the CLOSIMG state.

CLOSIMNG STATE
LAST-ACK STATE
TIME-WAIT STATE

Copryghl 04 Cenpge Lining. Al Hights Rossrred. by i e copiod, w e o Suplisindl in whmle ar ba pod. Do righn sare it i /e emppnesse o the bk ardiar el hopiei
[ e — B —— Congas sy mesrses i rig io revecw 3 el oo 3 ey thes  mbasy e righis eesiricliors ramiee




implamanting Usar-Lovel Commards = 3-15

The call responds with “error: connection closing.™

ABORT Call
CLOSED STATE {i.e., TCB does not exist}
1f the user should not have access to the connection, the call returns “error: connection illegal for this pro-
cess.” Otherwise, it returns “error: connection does not exist.”

LISTEN STATE

Any outstanding RECEIVEs should be returned with “error: connection reset”™ responses. The call deletes
the TCR, enters the CLOSED state, and returns.

SYN-SENT STATE

All quened SENDs and RECETVEs should be given “error: connection reset” notifications. The call deletes
the TCR, enters the CLOSED state, and returns.

SYN-RECEIVED STATE
ESTABLISHED STATE
FIN-WAIT-1 STATE
FIN-WAIT-2 STATE
CLOSE-WAIT STATE

Send a RESET =segment:
SHEQ=5ND. NXTaCTL=RST>

All quened SEMDs and RECEIVEs should be given “error: connection reset™ notifications; all segments
queued for transmission (except for the RST formed above) or retransmission should be flushed. The call deletes
the TCR, enters the CLOSED state, and returns.

CLOSING STATE
LAST-ACK STATE
TIME-WAIT STATE

The call r::p-und:. with "ok™ and deletes the TCE, enters the CLOSED state, and returns.
STATUS Call
CLOSED STATE (ie., TCE does not exist)

1f the user should not have access to the connection, the call returns “error: connection illesgal for this pro-
cess.” Otherwise, it returns “error: connection does not exist.”

LISTEN STATE

The call returns “state = LISTEN™ and the TCE pointer.
SYN-SENT STATE

The call returns “state = 5¥MN-SENT" and the TCB pointer.
SYN-RECEIVED STATE

The call returns “state = 5¥ N-RECEIVED™ and the TCB pointer.
ESTABLISHED STATE

The call returns “state = ESTABLISHED"” and the TCHE pointer.
FIN-WAIT-1 STATE

The call returns “state = FIN-WAIT-1" and the TCE pointer.
FIN-WAIT-2 STATE

The call returns “state = FIN-WAIT-2" and the TCB pointer.
CLOSE-WAIT STATE
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The call returns *state = CLOSE-WAIT™ and the TCE pointer.
CLOSING STATE

The call returns “state = CLOSING™ and the TCE pointer.
LAST-ACK STATE

The call returns “state = LAST-ACK” and the TCB pointer.
STATUS Call
TINE-WAIT STATE

The call returns “state = TIME-WAIT™ and the TCB pointer.

Understanding TCP Algorithms
Algorithms in TCP
Appropriate Byte Counting (ABC)

Appropriate Byte Counting |ABC is an algorithm for increasing TCP's congestion window (CW NI to improve
performance and security. The comgestion window is typically a value that indicates the maximum amount of
data that can be sent out on 2 connection without an acknowledgment. When a connection is first established,
the congestion window is set up as the size of one segment. The sender maintains the window and increments it
far every ACK received. Instead of increasing the TCP's congestion window based on the guantity of acknowl-
edgments that arrive at the data sender, the congestion window is increased by the number of bytes that are
acknowledged. This algorithm increases performance by minimizing the impact of delayed acknowledgment on
the growth of CWHRD. The algorithm makes CWRND growth proporticnate to the capacity of the network path,
providing a more measured response to acknowledgment that covers only a small amount of data compared to
ACK counting. This improves the performance and prevents inappropriate growth in response to a misbehaving
receiver. The other side of the coin in some cases is that the modified CWMND growth algorithm can create a
]a:rg,:r burst of netwark SEgMments on the netwaork.

Addftive Increase Multiplicative Decrease (AIMD)

In the ahsence of congestion, the sender of a TCF segment increases its window by a maximum of one packet
per round-trip time. When the congestion occurs after its indication, the TCP sender decreases its congestion
window by half.

Selective Acknowledgment (SACK)

The SACK algorithm allows the receiver to acknowledge that all segments have arrived successfully, so the
sender has to send only the packets that were not delivered or were lost. The algorithm has two options: the firse
is an enabling option where SACK is permitted, which can be sent in a ¥ M segment which indicates that the
SACK option can be used only once when the connection is established. The second is the SACK option itself,
which can be sent when the established connection gives permission.

TCP Friandly Rate Contral (TERC)

This mechanism is used for the unicast flow of information from source to the destination host operating in
the Internet environment. It manages a reasonable flow of data when hosts are competing for bandwidth, but
it has much lower variation of throughpat with respect to time when compared with TC/IP, making it a more
suitable method for streaming videos, where the smoath flow and sending rate are important. It is designed for
applicativns that use a fixed sending rate but vary their packet size in response to congestion.
TCP Checksum Calculation
The TCP checksum calculation involves a pseudoheader to be added to the TCP header. It includes
the fol lowing:

= [P sowrce address: 4 bytes

= [P destimation address: 4 bytes
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= TCF protocol: 2 bytes
= TCF length: I bytes

Then the checksum is calculated from all the octets of the pseudoheader, TCP header, and data. If an
odd number of octets are in the data, the end of the data is padded with zeros. The pseudoheader and the pad-
ding are not transmitted with the packet.

In the example code, ul@ buff] is an array containing all the wctets in the TCF header and data. ulé
Len_TCF is the length (number of octets) of the TCP header and data. BOOL padd ing is 1 if the data has an
even rumber of octets and is 0 if the data has an odd number.

ulfé =rc_addr[4] and uld dest_addr[4] are the IP source and destination address octets.

R'l.

IR R R N RN R TN R R RN TR R R T R E R RN R R R R R E T R RN R PR RN E R RN RPN NN Y

* Function: TCP _ sum _ calc()

T R T R T R T R P R R T R R R R T R PR E R P R IR PR PR RS RN PN PRSP ST E AN T )

* Description:

Calculate TCF check=um
o 0o K
*

typedef unsigned short ulf;

typedef unsigned long u3Z;

ulé TCPF _ sum _ calc(ulé len _ TCP, ulf src _addr]].ulé dest _ addr[], BOOL paddirg,
ulé& buff [}

{

ulé prot _ TCP=G;

ulé padd = 0; ulG wordlf; 132 sum;

& Find ot if the length of data 1s even or odd mmber. If odd,
& add a padding byte = O at the end of packet 1f (padding&l == 1)
padd = 1;

buff] len _ TCP] =0O;

3

AAinitiallze =am to =ero sum o= 0

& make L& bit words out of every two adjacent B bit words and
A calculate the sum of all 16 wit words

for {1 =01 < len _TCPF + padd;1 =1 + 2}

word 16 = ({buffl1] == BRI=FFIN + (buffl1 + | MFF);

sum = sum + {unsigned longlword]E:

K

& add the TCF peeodo header which contains:

A the 1P =ource and destinatlonn addresses,

for (1 =001 < d;1 =1 + 2

word1l6 = ({src _ addr1] =c BEI«FFO0 + (src_ addre[1 + 1J&0xFF);
sum = sum + wordlG;
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}

for (1 =001 = 4;1 =3 +3)9

wordlé = [(dest _ addr[i] < S)&0OxFFX) + (dest _ addri + 1]&0xFF);
=m = =um +wordlE;

H

# the protocol mmber ard the length of the TCP packet

=m = =sum + prot_ TCP + len _ TCF;

A keep only the last 16 bits of the 32 bit calculated sum and add the carries
while (zum == L&}

=m = (sum & OuFFFF)+{mm 2 1E);

A Take the one's complement of =am =sum = -=um;

return (funsigned short) som);

}

e

Performance Estimation in TCP
Round-Trip Time Estimation

When a host transmits a TCP packet to the peers in the network, it waits for the period of time for the acknowl-
edgment. If the reply does not come within the given peried of time, the packet is assumed to have been lost and
the packet is retransmitted to the destination. The question is “How long do we have to wait?™ In an Ethernet,
the acknowledgment comes within a part of a microsecond. In the Internet, the acknowledgment comes within
a secomd or two. Monitoring the normal exchange of the data packets and estimating how long it will take is
done by the TCP implementation. This is called the rowrd-trig time estimation. Round-trip time is the most im-
portant parameter in the measurement of performance; especially if it is done on a large transfer of the data.

Problems Related to TCP

Packet Replication Packets are retransmitted over the network if there i congestion or if the packet is bost.
When the packet is retransmitted, the packer is replicated.

Checksum Error The checksum is part af the TCF header field. The purpose of a checksum is o ensure data
imtegrity. A failed checksum indicates a problem with the data in a packet. In this case, the packet has to he
retransmitted.

Bottleneck Bandwidth Bottheneck bandwidth is the rate at which all bandwidth is used and even a single

additional packet cannot be accommadated. The self-interference time can be calculated if the bottleneck band-
width is known. It is good to measure at the buffer of the receiver.

Packet Loss Packet koss (Figure 3-8} is sometimes due to firewalls and network aggregation in devices that
have small buffers. Other times, dirty links and hardware failure cause packet loss. Packet loss also can also
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Figure 3-8 This depicts packet loss.
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happen if the size of the firewall buffer is small, the network interface operates at a speed greater than the fire-
wall can handle, and the incoming packet burst is too large.

Internet Protocol (IP)

The Internet Protocol (IF) is the method by which data is sent from one computer to another over a packet-
switched network. The Internet Protocol uses datagrams for transmitting data blocks from the source to the
destination. The source and the destination are identified by a fixed-length address. The Internet Protacol pro-
vides the facilities of fragmentation and defragmentation for large datagrams.

The Internet Protocol datagram has ewo basic features:

1. Fragmentation
2. Addressing

To transmit the datagram to the destination address, the Internet Protocol looks for the destination address
in the header. The process of selecting the path from the sender to the receiver is called routing.

There are commaon rules for the interpretation of the address fields, fragmentation, and reassembling of an
Imternet Proteced datagram.

IP Header Format
Figure 3-2 shaws the IP header format.
Version The version field is 4 bits. The version field indicates the version of IP used, such as IPv4 or IPvé.
IHL The IHL is the Internet header length. It is the length of the Internet header in 32-bit words.
Type of Service This field lists the quality of service desired. High-precedence traffic is passed firse.
* Precedence: Precedence is the measure of the importance of the datagram.
* Delay: Datagrams that need to be delivered prompely have low delay settings.
* Throwglpw: This parameter is used to record the rate of the data transfer.
= Refiahility: A higher level of effort is asked for to ensure delivery of datagrams with this indication.
The following describe the meanings of the bits for this field:
= Bits 0-2: Precedence
= Bit 3: 0 = Mormal delay, 1 = Low delay
= Hit 4: 0 = Mormal throughput, 1 = High throughput
= Bit $: 0 = Noeemal reliabilicy, 1 = High reliabilicy
* Hits -7 Reserved for future use
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Figure 3-9  This shows the farmat of the IP header.
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320 Chaptsr 3

Total Length The lengeh of the datagram is measured in octets, inchuding the Internet header length and the
data. The kength of a datagram in this field is up to 65,535 ootets. A minimum of 576 octets is to be accepted
by the host. This number was selected so that the data can be sent in 512 bits and the remaining 64 bits are
kept for the header.

Identification The identification field is 16 bits. It helps in reassembling the fragments of the datagram.
Flags This field is 3 bits. The following are the meanings of the bits:

* R 0: Reserved; must be zero

= Rit I: (DF} 0 = May fragment, 1 = Do not fragment

= Bir 2: (MF) 0 = Last fragment, 1| = Maore fragments
Fragment Offset The fragment offset field is 13 bits. This field indicates the position of the fragment in the
datagram. It is measured in octets of 8 units each (64 bits). The first fragment has an offset of 0.

Time-To-Live The time-to-live field is & bits. This field specifies the period of time a datagram is allowed to
live an the nevwork. If the value in this field is 0, then the datagram is destroyed at that time. Every module that
processes a datagram decreases the value of the time-to-live field. The aim behind using the time-to-live field is
to discard undeliverable packets.

Protocol This field is 8 bits. It indicates the next level of protocal used in the Internet datagram. The value for
the protocol is given by the number assigned.

Header Checksum The header checksum is 16 bits, since there are some header fields that change every time
a header is processed.

Source Address The source address is 32 bies and gives the address of the sender.
Destination Address The destination address is 32 bits and gives the address of the destination.

Options Options may or may not appear in the header, but all modules must implement ways to handle the
options. There are some areas where the security option is required in all datagrams. This field is variable in
length and may contain zero or more options. There are two cases for the format of this field:

® Case I: A single option-type octet
® {ase I: An option-type octet, an option-length octet, and the actual option-data ootets

The option-lengths octet includes the lengths of the option-type octet, the option-lengths octet, and the
option-data octet.
The option-type octet has the following three fields:

= 1-bit copied flag

* I-hit option class

= 5-hit option number

The copied Flag indicates that this option is copied into all fragments on fragmentation:
= 0 = not copied

= 1 = copied

The following are the option classes:
* 0 Contral

= 1: Reserved for future use

= I Dehugging and measurement

® 3: Reserved for future use
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IP Data-Packet Structures
IP Datagram

Maximum Transfer Unit

Metwork devices have to know about the technology on an 1P network and it capacity to handle the traffic load.
The limit an IF network is capable of supplying a datagram is called the maximum transmission unit (MTU]. 1F
a meessage is sent across the Internet through the IP layer, the size of the datagram is determined first. This size
is checked against the MTU of the undedying network. If the size of the potential datagram is larger than the
MTU, the IF layer will fragment the message.

Fragmentation

Some physical networks have smaller MTUs than others. Imagine a source device that wants to send an IP mes-
sage that is 12,000 bytes long, but the MTU is 3,300 on the bocal network. The message has to be divided into
foar fragments for transmissson. Figure 3-10 shows how the MTU can cause fragmentation.

Fragmentation introduces several issues:

* Sequencing and placement: [P message fragments are sent in sequential order, but they may arrive at the
destination in a completely different order. The receiving device must be capable of rearranging the frag-
ments into sequential order.

* Sepuration of the frapmented message: The source device may send one or more fragmented messages.
©Or it can send multiple datagrams, and the receiving device has to be able to put the multiple datagrams
back together.

= Compietion: The destination device must be available and prepared to receive data when it receives the
fragments and when it starts the reassembly of the fragments.

Encapsulation Emcapsulation is the way data moves through the protacal stack as it is prepared for trans-
mission. Each layer adds its header information to the data as it moves down the protocol stack. The idea of
encapsulation is analogous to sending a letter enclosed in an envelope. Only the destination name and address
is an it. Data from the application Layer are encapsulated and sent to the transport layer. The data segment is
then passed from the transport-layer protocol TCF or UDP to 1P, The data packets have the TCF or UDP header
already, and this header is then encapsulated in the IP datagram. After the encapsulation of the data into the 1P
datagram, it is passed as a frame to the data-link layer for further transmission.

Delivery The job of the Internet Protocol is the transmision of messages from higher-layer protecels.
Messages are packed and addressed and, if necessary, fragmented. Then they are delivered to the destination.
1P datagram delivery is divided into two types:
* [rect defivery: When the source and destination are on the same physical network, the datagrams are
directly delivered.
* [ndirect delivery: When the source and destination are not on the same network, then the datagram

is delivered indirectly. The source device has to send the datagram through one or more
imtermediate devices.

Routing 1P allows devices to connect over the Internet using indirect delivery. All this communication is through
routers. It is totally dependent on the intermediate devices that connect thousands of networks. The datagram
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Figure 3-10  Going from a network with a larger MTU to a network with a smaller
MTU causes packet fragmentation.
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fallowes the path fram ane router to another until it reaches the destination device. The packets from one message
may notall follow the same path, and itisup to the destination system toreassemble the message using information in
the packets. The term for this strategy is mext-bop routing.

Encapsulating Security Payload (ESP)

ESP is a mechanism that prowides integrity and confidentiality to an IP datagram. Depending on the type of
algorithm used, it can also provide authentication. The authentication header {AH) in IP can also provide
nonrepudiation if it is used with some authentication algorithm. Users who require integrity and authentica-
tion without confidentiality wse the IP authentication header instead of ESP. ESP provides confidentiality and
integrity by encrypting data that is to be protected and places that encrypted data in the data portion of the 1P
ESP. Based on the requirements of the user, the ESP mechanism can be used to encrype either a transport-layer
segment or an entire 1P datagram.

Modes in ESP

Tunnel Mode Intunnel-mode ESP, the original IP datagram is inserted into the encrypeed portion of ESF. The
entire ESP frame is then placed within a datagram that has an unencrypted IF header. The information stored
in the unencrypted IP header is then used to route the secure datagram from the origin to the destination. The
unencrypted IP routing header can also ke placed in between the IF header and ESP.

Transport Mode In transport-mode ESF, the ESP header is inserted in the IP datagram before the transpart-
layer protocol header. Withouot the encrypted IP header or 1P options, bandwidth is conserved.

Understanding IPv6
IPvE

1Pvis is Internet Protocol version 6 and is the successor to 1Pv4. IPv6 has increased the address size from 32 bits
to 128 hits. The scalability of multicast routing is improved by adding a scope field to the multicast address.

The labeling of IPvé packets also allows for specific sender requests requiring special handling, such as a
specific guality of service or real-time service.

IPv6 Header Format
Figure 3-11 depicts the [Pvé header format.
Version This field contains the version of the Internet Protocol, which in this case is 6.

Priorty This field enables a particular user to identify the pricrity of the delivery of a packet on the network.
The priorty values are then divided into ranges, where the source provides congestion-control features.

Flow Label The source uses the flow-label field to label those datagrams for which the source requires
special handling by the IPv6 router. The flow has its own identity based om its source address and the nonzero
flowe label.

Payload Length The length of the payload packet is in actets.
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Figure 3-11  This is the IPuE header format.
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Next Header This fisld indicates the type of header immediately following the 1Pvé header.

Hop Limit This Field is an 8-bit integer that is decremented by 1 when the node forwards a packet. When the
hogp limit hits zero, the packet is discarded.

Source Address The source address is a 128-hit address denating the originator of the packes.

Destination Address The destination address is a 128-bit address that denotes the intended recipient of
the packet.

Packet Tunneling

IPw6 tunneling is a technigue by which a virtual link is established between two nodes transmitting data packets
as payloads of 1Pv6 packets. These virmal links are called 1Pvé tunnels, which seem like point-to-point links
that act as link-layer protocols. These two IPv6 nodes have specific roles: one node encapsulates the original
packets received from the other nodes or from itself, and then the tunnel packet is sent to the tunnel. The encap-
sulating node is called the tunnel entry-point node. The decapsulator node is called the tunnel exit point and is
the destination of the packet.

1P Multfcasting

IP multicasting is a technology used to conserve bandwidth by delivering a single stream of information to
thousands of recipients. Multicasting is used in many applications like videoconferencing, dedicated communi-
cations, software distribution, and stock quotes. It is a technigue for delivering information to many receivers
without adding additional headers and using the least network bandwidth possible.

Multicast Group Concept In the multicast group concept, an arbitrary group of receivers receive a data
stream, if they have an interest in receiving that particular data stream. Those hosts interested in receiving the
data stream have to join that group using the IGMF protocol.

IP Multicast Address A multicast address specifies the graap of hosts wha have jained a group and want to
receive the data stream.

Hop-By-Hop Option

The hop-by-hop option is used to carry optional information. This optional information is scanned and exam-
ined by every node that the packet passes through on its way to destination. Figure 3-12 shows the format of
this field.

= Next beader: This field is § bits and identifies the type of header that immediately follows the hop-hy-
hop option header.

* Hdr Ext Len: This field is an 8-bit unsigned integer and specifies the length of the hop-by-hop
aption header.

= Optioms: The options field is a large field that contains optional information. Its length is abways a
multiple of 8 bits.
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Chapter Summary

® The TCHIP suite has four layers: the application layer, the transport layer, the Internet layer, and the
network-interface layer.

The network-interface layer sends and receives packets to and from the network medium.

The Internet layer takes care of machine-to-machine commumnication.

At the transport layer, communication is established with other connected systems.

The application layer defines protocals for use by users for data transfer and other services.

The TCFIP protocod suite defines 2 number of methods to ensure the reliability and speed of data transfer.
Windowing and acknowledgment between systems ensure that data packets are all transferred correctly.

When packets of data are lost, they are retransmitted and the destination site must reassemble the
whole message.

® IF version 6 increases the number of bits used for addresses, thus increasing the usable address space.

Review Questions
1. List the function of each layer in TCF/IP.

2. What is the one-hit sliding window protocol?

3. Why is a checksum used in the TCP header?

4. What is the function of the active and passive flags of the OPEN command in TCP user commands?

3. Explain the URGEMT flag in SEND command of TCP user commands.
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. Explain checksum error and hattleneck bandwideh.

7. Explain the data fragmentation process.

B. Explain the modes in ESP.

9, What is a tunnel entry paint?

10. Explain 1P multicasting.
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Hands-On Projects

1. Use Metwork Protcol Analyzer to analyze, debug, maintain, and monitor local networks
and Internet connections.

» Marigate to Chapter 3 of the Student Resource Center.
# Install and launch the Metwork Protocol Analyzer program [Figure 3-13)
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Figure 2-12  Launch Network Protocol Analyzer.

Copyigh M Congge Loy AR s Paread. g ol <optd, i, o vl s b . Do

Kol revies bon desred 15 Akt e omaal

righn sare it i /e emppnesse o the bk ardiar el hopiei
Coragums: | sz ressrsem Has righi- i revoces achd Bimrrl com e -3 ey e righi




Hanck-On Projects

® To start the data capture, choose Caprure, then Start Capture (Figure 3-14)
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Figure 3-14  Choose Capture, then Start Capture.

» The captured packets are shown in Figure 3-15.
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Figure 3-15 These are the padeets Network Protocol &nalyzer has captured.
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® To save the packets to a file, click on the disk icon (Figure 3-16).
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Fgure 3-16 Click on the disk icon.

® Then browse the location for the file to save, type the filename, and click Save.
® Tochange the network packet size, click the ruler [Figure 3-17).
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Figure 217  Change the network packet size.
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® Enter the new packet size in the Change Packet Size window and click OK (Figure 3-18)
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Figure 3-18  Enter the new packet
size and click 0K

® Toedit the packets, click the green arrow pointing upward (Figure 3-1%).

Figure 3-19  Edit the packets.

Copryghi 304 Cenpge Lining. AR Hights Bassrred by i e copied, e or Suplicied, i wimle
i

ar i prt. D
Crpese Lesing

T [l Vew Teh Ples Goks Ao ik
DED AT AR Shew
[T ime W
Gy Bkl | B Pl i |
= L H Tt BACL | MAC Fres Gl Phss  Fledsn Pt dn &
S 2 bt 1 TIADL. MWL R P e TOMMA, R, @m0
3 REER. MEA. FFE. WP MAMR. - - - -
I EE. M IS P R WIS MRE0 4e W
- ran mme At r -4 f 1Mo m HE
8RR @E k. P i | 1San 4 M
€ amE. @l ML B e duas. w
L Pocean. X
A En B omha T ovidan ¥
3 man oo Tommn. ¥ m
m AL F = 20] RO dd W
1T AT L bl 2] 1 1AM W L
i rEm FootErs mar 4\
U OREE. mE s P IR 1 EO2 4 |
10 RN @l e, B T el vies w8
£ - 3
[Tf ] JCLT IERL DVET EEOG 0301 60D g ~
BT UL | el BN GG DRAL LJHE GRS B AR A oeoceBE "R e 2
fhetd | DED #nke 0BT AC03 TG 0E0D EOOG N300 0o
B e e ik e £t hee Tt e A o
B fbd | oeco moe ooee JE03 L0 BESS EoSa OMGE ot -
A [hcid|DECD S0P DUND JCUD LOJO ONDD BUCNO DOOC 1O -
At ra A T AP AR F DR A B0 i
| ) Fhmnl 84 amm e iabun  roep ] o8 e b 1

e

/e emppnesse o the bk ardiar el hopiei
o 2y thee

gl o

e



330 Chaptsr 3

® For the protocol analyzer packet sender, click the caution icon |Figure 3-20).
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Fgure 3-20  Open the packet sender.

w Set the interface Delay between Packets and Number of Times fields and click Send
MNow [Figure 3-21).
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Figure 3-21 Fill ini the Delay Between Packets and Mumber of Times fields.

Copryghl 04 Cenpge Lining. Al Hights Rossrred. by i e copiod, w e o Suplisindl in whmle ar ba pod. Do righn sare it i /e emppnesse o the bk ardiar el hopiei
[ e — pa— B —— Cong Ly mesrses i rigl io reveows 3 Bl oo 3 ey thee e




Hanck-On Projects 3-31

® To stop capturing packets and start a new session, click the Mew Capture icon
{Figure 3-22).
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Figure 3-22 Start a new sessian.

® To set filter settings, choose Filters, then Filter Settings (Figure 3-23)
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Fgure 3-23  Set filter settings.
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® To set the hardware filter settings, click Hardware Filter (Figure 3-24).
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Figure 2-24 Szt hardware filter settings.

® Click Protocols to set protocal filter settings {Figure 3-25).
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Figure 2-25  Set protocol filter settings.
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® Click MAC Addresses to set MAC address filter settings (Figure 3-24).
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Figure 3-26 Set MAC address filter settings.

® Click the Add button and fill in the Address 1 and Address 2 fields in the Add MAC Filter
window (Figure 3-17).
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Figure 3-27  Fill ini the Address 1 and Address 2
fields.
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Copryghl 04 Cenpge Lining. Al Hights Rossrred. by i e copiod, w e o Suplisindl in whmle ar ba pod. Do

Click IP Addresses to set IF address filter settings {Figure 3-28).
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Fgure 3-28  Set P address filter settings.

Click the Add button and fill in the IP Address 1 and IP Address 2 fizlds, and click OK

[Figure 3-2%).
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Figure 3-29  Fill in the IP Address 1 and IP
Address 2 fields.
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» To reconstruct
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the TCP sessions, choose Capture, then Reconstruct TCP Sessions

(Figure 3-30).
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Figure 2-30 Reconstruct the TCP sessions.

© Select the Data Flows tab to view the reconstrocted TOP sessions (Figure 3-31).
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Figure 3-31  3elect the Doata Flows tab.
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® To view the network traffic flow, click the netwark traffic flow batton (Figure 3-32).
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Figure 2-32  View the netwark traffic flaw.

® The traffic flow analysis is shown in Figure 3-33.
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Figure 2-33  View the traffic flowr analysis.
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1. Use EffeTech HTTT Sniffer to capture 1P packets comtaining the HTTP protocol, and
rebuild and save the HTTP communications and files sent through the HTTP protocol.

EffeTech HT TP Sniffer is a an HT T network sniffer, packet analyzer, and file rebuilder.

® Mavigate to Chapter 3 of the Student Resource Center.
® Install and launch the EfféTech HTTP Sniffer program [Figure 3-34).
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Fgure 3-34  Launch EffeTech HTTP Sniffer.

® Choose Sniffer, then Adapter, and select your adapter (Figure 3-35)
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Figure 3-35 Select youwr network adapter.
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» Click the Start Snifffer icon Seart to start monitoring the network traffic (Figure 3-36).
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Figure 2-36  3tart monitoring the network traffic.

® Wait for the Web traffic report to complete. Figure 3-37 shows what the screen will ook
like when the traffic report is generated.
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Figure 2-37 This is the Web tratfic report.
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= Choose Filter, then Options. The Options dialog box is displayed.
= Check the reguired fields and click OK in the Options dialog box (Figure 3-38).

Figure 3-28 Check the required fields, as showmn in the figure, and click 0K in the
Dptions dialog box.

® Click the Adapter button for the adapter that you want to monitor. The details of the
current netwark adapter are displayed in the Select the adapter through which to capture
network traffic dialog box |Figure 3-39).
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Figure 3-20  Select the network adapter.
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» Click the Export URL List icon.
# Click OK (Figure 3-40).

Figure 2-40 Click DK

® In the Select Export File Format window, specify the required format for exporting
the files.
= Click OK (Figure 3-41).

Figure 2-41  Cick OK.
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® To save the report, in the Save As dialog box, type the filename and select the file type,
and click Save |Figure 3-42).
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Figure 3-42  Click Save.

3. Use FtherDetect Packet Sniffer to capture and group all network traffic. It allows viewing
real-time details for each p.u:kzt. as well as the content.

® Mavigate to Chapter 3 of the Student Resource Center.
® Install and launch the EtherDetect Packet Sniffer program (Figure 3-43).

| v S|
| B P el Pwiskd 6|
Fgure 3-43  Lawnch EtherDetect Packet Sniffer.
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u Click the play button to start capturing and grouping all network traffic (Figure 3-44).
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Figure 2-44 Start captuwring and grouping network traffic.

» Click any one of the captured packets shown in Figure 3-45. Figure 3-46 shows data from
the captured packet.
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Figure 2-45  Select a captured packet.
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Figure 3-46 This is data from the captured packet.

® Click the Configure icon.

= Check for the required fields and click OK in the Configuration For Packets Capturing
dialog box [Figure 3-47).

il
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4. Terform the following steps:

® Marvigate to Chapter 3 of the Student Resource Center.

® Open TCPIF overview.pdf and read the content.
5. Perform the following steps:

® Mavigate to Chapter 3 of the Student Resource Center,

® Open TCPIP Tutorial and Technical Overview_pdf and read the content.
6. Perform the following steps:

® Marigate to Chapter 3 of the Student Resource Center.

® Open Security Problems in the TCPIP Protocol Svite_pdf and read the content.
7. Perform the following steps:

® Marigate to Chapter 3 of the Student Resource Center.

® Open IPv6 Tutorialpdf and read the content.
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Chapter

IEEE Standards

Objectives
After completing this chapter, you should be able to:

Understand the history of |IEEE BO2

Understand the architecture of IEEE B02

Describe the different parts of the IEEE 802 standard

Understand the IEEE B02 wireless networking standards

Understand ETSI standards, Including the HiperLaM family of standards

L A

Key Terms

Tal tions Standards Instituta (ETSI}  an independent association whose aim
5 o prl:rridn standards related to telecommunications, hﬂuxlcz.s:l.n.g._ and other information and
communications technologies
IEEEBD2 a I:-nmil}' af 1EEE standards that deals with local area networks (LANs} and
metropolitan area networks (MAMs), mainly for the lowest twn levels of the Open Systems
Interconnection (051 mode]
Institute of Elactrical and Elactronics Engineers [IEEE}  a nonprofit organization that is one of
the leading professional associations for the advancement of technology

Introduction to IEEE Standards

This chapter focuses on IEEE standards. It begins by discussing the architecture and history of the
1EEE BO2 set of standards. It then goes into further detail about IEEE 802. The chapter finishes with
an overview of the ETSI and HiperLAN standards.

41
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4.2 Chapter 4

Specifications of IEEE Standards

The Institirie of Electrical and Electronics Engineers (IEEE) is a nonprofit organization. [t is one of the leading
professional associations for the advancement of technology.

IEEE 802

Overview of IEEE 802

The IEEE 802 or LAM/MAN Standards Committee (LMSC) develops LAM and MAN standards. IEEE §02
refers to a family of IEEE standards that deals with local area networks (LA Ms) and metropolitan area networks
|MAMs), mainly for the lowest two levels of the Open Systems Interconnection (051} model. Figure 4-1 shows
how the IEEE 802 protocols fit into the OS] model.

History of IEEE 802

The first meeting of the IEEE Local Metwork Standard Committee for Project 802 was held in February 1980,
|The project number 802 is the second number issued by the 1EEE for standards projects.) It was supposed to
he one LAM standard, with speeds from 1 to 20 MHz, divided into the media or physical layer (PHY|, media
acoess contral [MACH, and h'gh:r\-|ﬂe| interface [HILIL By the end of 1980, the token access method and thres
MACs were added: CSMAMCD, token bus, and token ring. After that, the other MAC and FHY groups were
added for LAN security as well.
Architecture of IEEE 802
The architecture of IEEE 802 standard contains the following:

= Physical layer

= Media access control {MAC) layer

* Logical-link contral [LLC) layer

Physical Layer

The physical layer of the IEEE B02 architecture performs the following functions:
* Encoding or decoding of the signal
* Preamble or removal {for synchronization)
* Bit transmission or reception

* Specification of transmission medium and mwpology

Application
Presoriation
IERE B
Sassion Reference Model e
Fress ant
Trarsport fL5Am
Hotwork uﬁ"tﬂ:
Lirk Earirel of
Data Link i " IEEE 307
Controd
Physcal Physical
OS5I Reference Madel
Copyrig: © ny 1 Gl

Al rigiis ressrwed. Feproduction o ridly prohisisd
Figure 4-1 This shows how |[EEE 802 fits into the 05| model.
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|EEE EOZ 4.3

Media Access Controf (MAC) Layer
The MAC layer in the IEEE 802 architecture performs the following Functions:
* It assembles data into a frame with address-recognition and error-detection fields on transmission.
= It disassembles a frame and performs address recognition and error detection on reception.
= It provides access to the LAN transmission medium.
The following is the MAC frame format:

* MAC controfl: This is the protocol control information needed for the MAC prateco]’s funcrion.
* Destination MAC address: This is the destination physical address on the LAN.

* Sonrce MAC address: This is the source physical address on the LAN.

* [Data: This is the main body of the MAC frame.

* Cyclic redsmdancy check ({CRC): The CRC is the error-detecting code field.

The MAC layer is responsible for detecting errors and discarding frames that contain errors.
Logical-Link Control (LLC) Layer

LLC provides an interface to higher layers and performs flow control and error detection. It provides the
logic required to manage access to a shared access medium. It is not found in the traditional layer 2, the data-
link layer.

The LLC layer keeps track of the frames that have been successfully received and retransmits unsuccessful
frames. LLC provides mechanisms for addressing across the medium for controlling the transmission of data
betwmen users.

The following are the services of LLC:

* Umacknowledped connectionless service: A datagram-style service that does not contain a flow-control
ar error-detection mechanism

* Cormection-mode sevvice: A service for a connection set up between two users, providing flow contral
and error detection

* Acknoledped conmectionless service: A service wherein the datagram can be acknowledged but no
logical connection is ser up

Figure 4-2 shows a MAC frame and an LLC PDU {protoced data unit).

MAL
MAC Destiration MAC Spurce
Coviral adram MAE aridros Datn cre Frama
Sarce
Sarvice
Arcms Rz
LLe
GRS SEAR LLC Control Infermation g
Cedinwdcn
Sarvca
#Acoeen, Faint:
LLE
e DEAD Vzke or AR Vel el
incdwidunls Command’
Rasgama

Capyright © ry EG-Gauncd]
Al righis nared. Repradeciion i siidhy probibied

Figure 4-2 This shows the structure of a MAC frame and an LLC POUL
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4.4 Chapter 4

Parts of |IEEE 802
IEEE 802.1 Bridging and Management

The 802.1 is mainly concerned with bridging, which invalves connecting two or more networks. The developed
standards and recommended practices of this working group are as follows:

* 502 LAN/MAN architecture

L] ]nt:m:tmking among 802 LANs, MANs, and other wide area networks WA Ms)

= 802 link security

= 802 overall network manzgement and protocol layers abowe the MAC and LLC layers

IEEE 802.2 Logical-Link Control Layer
The logicalHink comtrol (LLC) layer is defined in the IEEE 802.2 protocol. It specifies implementation of LLC
sublayers of the data-link layer. It is used in [EEE 802_3 [Ethernet) and 802.5 (token ring) LANs to perform the
fallowing Functions:

® It manages data-link communication.

= It prowides link addressing.

= It is used to define a service access point [(SAT) and is also used for sequencing.

The LLC layer provides a way for upper layers to deal with MAC layers (for example, Ethernet B02.3 CSMAS

CI or token ring, and 802_5 token passing).
LLC was inspired by the High-Level Data-Link Control (HDLC) protocs] and uses a subdass of the HDLC

specification.
LLC performs three types of sperations for data communication:
1. TYFE I: This connectionless operation basically sends data, but there is no guarantee of receipt.
1. TYPE 2: This connection-oriented operation provides foar services for LLC:
® Connection establishment
= Confirmation and acknowledgment that data have been received
= Error recovery by resending requests for bad data received
= Sliding windows as a method of increasing the rate of data transfer
3. TYPFE 3: This operation will give the acknowledgment with connectionless service.
The TYPE 1 LLC connectionless service specifies a static-frame format and permits network protocols o
run an it

The TYPE I LLC connection-oriented service provides reliable data transfer. It is used in 2 LAM environment
that does not invoke network- and transport-layer protocols.

IEEE 802.3 CSMASCD (Ethernet)

1EEE B02.3 CSMASCD [Ethernet) is a LAN architecture that was developed by Xerox Corporation in coopera-
tion with DEC and Intel in 1976, It uses a bus or star topology, and it supports a data transfer rate of 10 Mbps.
The Ethernet specification has served as a basis for the IEEE 802.3 standard, which specifies the physical Layer
and lower software layers. The Ethernet uses Carrier Sense Multiple Access'Collision Detection [CSMAMNCD)
to handle simultanesus demands. A newer version of Ethernet (100Base-T| supports a data transfer rate of 100
Mhbps. Gigahit Ethernet supports a data transfer rate of 1 gigabit (1,000 megabits) per second_

T0Base-5 This is a cabling standard used for Ethernet that uses coaxial cables. It supports a maximum data
transfer speed of 10 Mbps. The 10Base-5 standard uses a baseband transmission and has a maximum cable
length of 500 meters.

10Base-T This is an Ethernet [IEEE 802.3} standard for LANs. This standard uses a twisted-pair cable
with a maximum length of 100 meters. The cable, which is thinner and more flexible than the coaxial
cable, is used for 10Base-T or 10Base-5 standards. In a 10Base-T system, the cable is connected with an

RJ-45 connector.
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|EEE EOZ 4.5

10Base-2 This is an Ethernet {IEEE 802.3) standard for LAMNs that uses 50-shm coaxial cable [RG-58 AU
with a maximum length of 185 meters. In a 10Base-2 system, the cable is connected with a Bayonet Meill-
Concelman (BMNC) connector.

100Base-T 100Base-T is a networking standard that supports a data rate of up to 100 Mbps. It is 10 times
faster than Ethernet.

Gigabit Ethemet This version of Etchernet supports a data transfer rate of 1 gigabit (1,000 megabits| per
second. The IEEE 802.3 committes introduced the first Gigabit Ethernet standard (802.3z) in 1998,

IEEE 802.4 Taken-Passing Bus

The IEEE B02.4 standard defines a bus physical topology that uses a tolen message to grant the right to ac-
cess the physical network medium. A token-passing system is 2 standard LAN technology. This system allows
the use of maximum bandwidth even if the network is busy. It is designed for factory automation applications.
The receiving station has control over the medium and may transmit data frames. ks bus topalogy is useful for
industrial production lines.

IEEE 802.5 Token-Ring Passing

The IEEE B02.5 standard was originally developed by IBM in the 1970s and is still the primary LAM technol-
ogy. IEEE 802_5-related specifications are almost identical to and compatible with this network. Tt is used to
refer to both 1BM's Token Ring and to IEEE 802_5 networks, which are basically compatible. Besides other
differences like the types of media and information field routing, IBM's Token Ring specifies a star topelogy,
with all stations connected to a device called a multistation access unit [MSAL.

IEEE 802.6 DQDEB Access Method

This standard of IEEE 802.6 describes a MAN standard called Distributed Queue Dual Bus (DQDE). DODE,
whose architecture is shown in Figure 4-3, allows multiple systems to interconnect wsing two unidirectional
logical buses. It is an open standard that is designed for compartibilicy with carrier transmission standards such
as Switched Multimegabit Data Service (SMDS). SMDS is based on the DQDE standard. The paired bas us-
age provides a failure-toleramt configuration in the network. Networks using DODE can be 30 miles long and
function in a range of 34 Mbps to 155 Mbps. DNDB is able to carry data, voice, and video transmissions with
bandwidth that is allocated using time shots on the bus. DQDB is composed of two bus lines, with both stations
connected and a frame generator at the end of sach bus. The buses run in a parallel fashion o allow the gener-
ated frames to travel across the stations in the opposite direction.

IEEE 802.7 Broadband LAN

The IEEE 802.7 broadband standard was first introduced in 1985 This standard identifies the recommended
practices for broadband LAMNs. It describes the design, installation, and test parameters for a broadband cable.
This standard was considersd the grandfather of standards used for cable and xDSL modems.

IEEE 802.10 Secunity

The IEEE B02.10 security standard provides specifications for the interoperable data-link-layer security
protocel and other associated security services. This Secure Data Exchange (SDE) standard is supported by
an application-layer key management protocol (KMP) that establishes the security association for SDE and
wther security protocols. A security label option allows for rule-based access, which is implemented using the

SDE protocol.
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Figure4-3 D08 uses two umidirectional logical buses.
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4.6 Chapter 4

The following are features of the IEEE 802.10 standard:

= It provides security association management.
= It prowides key management (manual and certificate based).
* It provides security labeling.

® It prowides security services (data confidentiality, connectionless integrity, data origin authentication,

and access controd)

IEEE 802.11 Wireless LAN

This is the first wireless local area netwock [WLAN| standard ar]-upl::ﬂ I::r IEEE, in 1997, I defines the media
access control (MAC) and physical (PHY) layers for a LAN with wireless access. This standard addresses bocal
area networking where connected devices communicate through the air to other devices that are within close
range of each other. To use different portions of the spectrum and to operate in different environments, many
task Eroups are installed, from 802.11a (5 GHaz| to BO2Z. 110 [security and authentication mechanisms).

IEEE 802.12 Demand Priority Access

The IEEE E02.12 standard defines demand priority access. HF also calls this 100VG-AnyLAMN. Yarious
methods are used to ensure clarity of access for all nodes and to guarantee access times for individual nodes.
Round-robin selection procedures are used to give each node an equal opportunity to send data. Two levels of
priority are provided so thar time-critical traffic—such as an interactive video, audic, and multimedia—can be
given priority services to guarantes low delay. The bandwidth allocator can be used to control the amount of
handwidth that each application uses.

IEEE 802.15 Wireless Personal Area Network

IEEE E02.15 provides specifications for wireless personal area networks (WPANsL Bluetoath is included in
this standard. A Bluetooth radio is built into a small microchip and processes in the 2.4-GHz frequency band,
which is available globally to ensure communication compatibility worldwide. A frequency-hopping spread
spectrum technigue is used to change the signal 1,600 times per second to prevent interception by unauthor-
ized parties.

EI‘E::mth wireless technology has changed the personal connectivity market by providing freedom from
wired connections. It provides links between mobile computers, mobile phones, portable handheld devices, and
the Internet.

IEEE 802.16 Broadband Wirelass MAN (WMAN)

This standard covers a frequency band in the 2-GHz o 11-GHz mange, and it specifies a MAMN protocal that
provides a wireless alternative to cable. It also specifies DSL and T1 services for last-mile broadband access, and
it provides backhaul for 802,11 hotspots (WLAN).

The [EEE 802_16a standard specifies a protocol that supports low-latency applications such as voice and
viden, It provides broadband connectivity without the need for direct line of sight (LOS) between a subseriber
terminal and a base station (BST). This protocol, WilA X, supports hundreds or even thousands of subscriber
stations, each of which is moonted on a rooftop, from a single BST. By doing this, WiMAX will help accelerate
the usage of broadband equipment in the markee.

IEEE 802.17 Resilient Packet Ring

The IEEE BD2.17 working group develops standards to help in the development and deployment of resilient
packet-ring networks in LANs, MANs, and WA Ns for the resilient and efficient transmission of data packets
at scalable rates. [EEE 802.17 builds upon physical-layer specifications.

Wireless Networking Standards

‘Wireless networking standards refer to the technology that allows two or more computers to communicate using
standard networking protocols without network cable. This technology has produced a number of affordable
wireless solutions that are growing in popularity with businesses and schools, and it has produced some applica-
tions that can be used where network wiring is not possible.
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‘Wiraless Networking Standards 4.7

The IEEE defines the following standards for wireless networking:

®= E02.1X: B02.1X is an IEEE standard that attaches Extensible Authentication Protocol (EAP) over wired
or wireless Ethernet and provides several authentication technigues like token cards, Kerberos, certifi-
cates, and public-key authentication.

= §02.11: This standard is a working group for WLAN. It denates an over-the-air interface between a
wireless client and a base station or access point.

= §02.11a: This standard has a data transfer rate of up to 26.4 Mbps and works at 40 MHz in the
S-(GHz range.

® §02.11h: This standard works ar 20 MHz in the 2.4-GHz range. It has thearetical speeds of up to
11 Mbps.

* B02.1{e: BO2.11e provides quality-of-service ((Qo5) support for LAN applications.

= §02.11g: This standard works in the same frequency range as 802_11b. It has a theoretical throughpat
of 54 Mhbps.

= §02.11h: This standard is supplementary for the MAC layer to comply with European regulations for
S-GHz WILANs.

= §02.11i This is a standard for WLANSs that provides better encryption for networks that use the popu-
lar 802.11a, 802.11hb, and 802.11g standards.

= §02.11n: This standard is based on multiple-inputfmultiple-output (MIMO) technology.

= §02.15: This supplies standards for low-complexity and low-power-consumption wireless connectivity.

= F02.06 (WiMAX): The IEEE BD2.16 is a broadband wireless access group, which provides standards
for WhAN.

= F02.16a (WiMAX): This is a specification for Fixed broadband WMAN access. It supports a data rate
of 2 GHz to 11 GHz.

B802.1X

BO2.1% is an IEEE standard that attaches EAP (F.ﬁtemsiH: Authentication Protocol] over wired or wireless
Ethernet and provides several authentication technigues like token cards, Kerheros, certificates, and public-key
authentication. B02.1X provides an authenticating and authorizing device to attach to LAN pores.

802.1X describes three different roles:

L. Supplicant: The user or client requesting anthentication
. Asthentication server: The server that provides the authentication

2
3. Awtbenticator: The device that accesses the request from the supplicant and provides it o the
authentication server; if the server provides authentication, then the authenticator sends the message

to the supplicant

802.1X requires less power an the part of the anthenticator, so it is better for wireless LAN applications. The
BO2.11i Robust Security Metwork (RSN| uses 802.1X for authenticating wireless devices to the netwark.

g02.11

802.71 Standard

The IEEE developed an international WLAN standard identified as the IEEE 802.11 standard. This project was
initinted in 19%0, and several draft standards have been published for review. The main aim of this standard is
to develop MAC- and PHY-layer specifications for wireless connectivity for fixed, portable, and moving stations
within a local area.

The following are the two main purposes of this standard:

1. Ta provide wireless connectivity to automated machinery, equipment, or stations that require rapid de-
ployment, which may be portable, handheld, or mounted on moving vehicles within a local area

2. To offer regulatory bodies standardized access to one or more frequency bands for the purpose of lecal
area cofmmnication
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4.8 Chapter 4

The IEEE B02.11 draft standard describes mandatory support for a 1-Mbps WLAN, with optional support
for a 2-Mbps data transmission rate. Mandatory support for asynchronouws data transfer is specified, in addi-
tion o optional support for distributed time-bounded services |DTBS). Asynchronous data transfer refers to
traffic that is relatively insensitive to time delay. Asynchronous data examples include available bit-rate traffic
like e-mail and file transfers. Time-bounded traffic, on the ather hand, is traffic that is bound |::r :p-aciﬁed Hme
delays to achieve an acceptablle QoS [for example, packetized voice and video).

802.11 Architecture

The Basic Service Set (B55) is the fundamental buailding block of the IEEE 802,11 architecture. It is defined as a
group of stations that are under the direct control of a single coordination function (for example, a DCF [distrib-
uted coordination function] or PCF [point coordination function]). The geographical area covered by the BS5
is known as the Basic Service Area [ESA|, which is analogous to a cell in a cellular commumications network.
Conceptually, all stations im a BS5 can communicate directly with all ather stations in a BS5.

However, transmission medium degradations due to multipath fading, or interference from nearby BS5s reus-
ing the same physical-layer characteristics (for example, frequency and spreading code, or hupping pattern), can
cause some stations to appear hidden from other stations.

The 80211 architecture (Figure 4-4] includes the following companents:

= Staticer (STAJ: The wireless STA includes an adapter card, a PC card, or an embedded device that gives
wireless connectivity.

* Wireless access point { WAFP): The WAP works as a bridge between the wireless STAs and the existing
network backbone for network access. Most of the time, access pounts | A Ps| are connected with wires.
The AP gives connectivity to the wired LAN and supports the bridging functionality when one 5TA
starts communicating with another 5TA or a node on the distribution system (D5).

* Independent Basic Service Set (IBES): IBSS is a wireless network consisting of a minimum of two 5TAs.
It is also known as an ad hoo wireless netwark.

* Rasic Service Sef (B55): This is a wireless network that consists of a single AF. It supports one or many
wireless clients_ It is also known as an infrastructure wireless network. 5TAs in a BS5 communicate
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Figure 4-4  This is the architecture of 802.11.
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‘Wiraless Networking Standards 4.9

= Distribution system (D5): The DS connects the APs of different ES5s. The D5 offers distribution
services to allow for the roaming of 5TAs between B55s.

® Fxtended Service Kot (EX5): An ESS iz a set in which two or more wireless APs are connected o the

same wired network that defines a single Jugical network segment (known as a subnet] bounded by
a router.

802.11a

BO2.10a is one of the IEEE standards for wireless LAM. The following are the basic features of the
B02.11a standard:

* Works at 40 MHz in the 5-GHz range

* Supports bandwideth up o 54 Mbps

* Actual transfer rates of about 26.4 Mbps

* Limited in use because it is almost a line-of-sight transmittal, which necesitates multiple WAFPs
* Uses a modulation technique called coded orthogonal frequency division multiplexing [(COFDM)
= {annat operate in the same range as 802.11k/g

* Absorbed more easily than other wireless implementations

= Overcomes the challenges of indoor radio frequency

* Uses single-carrier, delay-spread system

802.11b

In 1999, [EEE sdentified the BO2.11k ]1:ig]'|-rlt= standard, also called Wi-Fi. The 1EEE B02.11b :p::iFi::.-
tion family allows for a wireless data transmission rate of 11 Mbps as unlicensed use of the 2.4-GHz
radio-frequency band. Wireless users can achieve performance, throughput, and availahbility with the IEEE
BO2.11b standard.
The folluwing are the basic features of the B02.11b standard-
* Operates at 20 MHz in the 2.4-GHz range
= Most widely used and accepted form of wireless nerworking
= Thearetical speeds of up to 11 Mbps
= Actual speeds depend on implementation:
= 5.9 Mbps when Transmission Controll Promeo] (TCP) is used (error checking)
= 7.1 Mbps when User Datagram Protocol [UDP) is used jno error checking)
= Can transmit up to § km in a city
* Mot as easily absorbed as an 802.11a signal
* Can cause interference to or receive interference from:
* Microwave ovens [and microwaves in general)
* Wireless telephones
* Other wireless appliances operating in the same frequency

802.17e

Qos Support Mechanisms of 802.11e 1EEE 802.11 Task Group E defines enhancements to the 802.11
MAC, called B02_11e, which introduces enhanced distributed coordination function [EDCF and h:fl!rid oo-
wrdination function |HCF) to support (o with priority schemes. Stations that operate under B02.11e are
called enhanced stations. An enhanced station may opticnally work as the centralized controller for all other
stations within the same Quality-of-Service Basic Service Set ((PB55] and is called the hybrid coordinator [HC).
A QBS5 is a BSS that includes an 802.1 le-compliant HC and stations. The HC will typically reside within an
BOZ.11e AT
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Enhanced Distributed Coordination Function The EDCF in 802.11e is the basis for the HCF. Qo%
support is realized I:hmug}l the introduction of traffic categories [TCs). MAC service data units [MSDUs) are
delivered through multiple backoff instances within one station; each backaff instance is parameterized with
TC-specific parameters. In the CP jcontention period), each TC within the station comtends for a transmission
opportunity (TX0P) and independently starts a backoff after detecting the channel being idle for an achitra-
tion imterframe space [AIFS); the AIFS is at least DIFS {DCF interframe space] and can be enlarged individually
for each TC. After waiting for AIFS, each backoff sets a counter to a random number drawn from the imterval
|1, €W + 1]. The minimum size (CWmin| TC]) of the CW is another parameter dependent an the TC. Priority
wver legacy stations is provided by setting CWmin[TC] «< 15 [in case of B02.11a PHY) and AIFS = DMF5. As in
legacy DCF, when the medium is busy before the counter reaches zero, the backoff has to wait for the medium
ta be idle for AIFS again before continuing to count down the counter. A big difference from the legacy DCF is
that when the medium is determined as being idle for the pericod of ATFS, the backaff counter is reduced by one
at the beginning of the last slot interval of the AIFS period.

One crucial feature of the B02.11e MAC is the TKOF. A TXOP is defined as an interval of time when a station
has the right to initiate transmisions, defined by a starting time and a maximum duration. TXOPs are allo-
cated via contention (EDMCF-TXOF) or granted through HCF {polled-TXOP). The duration of an EDCF-TXOP
is limited by a (QBES5-wide TXOP limit distributed in beacon frames, while the duration of a polled TXOP is
specified by the duration field inside the pall frame. However, although the poll frame is a new frame as part of
the upcoming 802.11e, the legacy stations set their MAWs upon receiving this frame.

802.11g

The 802.11g standard was ratified in June 2003, This flavor works in the 2.4-GHz band (like 802.11k) but
operates at @ maximum raw data rate of 54 Mbps, or about 24.7 Mbps net throughput like B02.11a. 802.11g
hardware will work with 802.11b hardware. Details of making b and g work well together occupied much of
the lingering technical process. In older networks, however, the presence of an 802,11k participant significantly
reduces the speed of an 802.11g network. The modulation scheme used in 802.11g is OFDM [orthogonal fre-
quency division multiplexing) for the data rates of 6,9, 12, 18, 24, 36, 48, and 54 Mbps, and reverts to (like the
802_11h standard) CCK {complementary code keying) for 5.5 and 11 Mbps and DEPSK/TIQPSK+DSSS (differ-
ential binary phase shift keying&differential quadrature phase shift keying + direct-sequence spread spectrum
for 1 and 2 Mbps. Although B02.11g operates in the same frequency band as 802.11b, it can achieve higher
data rates because of its similarities to 802.11a. The maximum range of 802.11g devices is slightly greater than
that of 802.11b devices, but the range in which a dient can achieve the full {54 Mbps) data rate is much shorter
than that of 802.11b.

The 802_11g standard swept the consumer world of early adopters starting in January 2003, well before rati-
fication. The corporate users held back and Cisco and other big squipment makers waited until ratification. By
summer 2(H3, announcements were flourishing. Most of the dual-band 802.11a/b products became dual-bands
trimnde, supporting a, b, and g in a single mobile adaptor card or AP Despite its major acceptance, 802.11g
suffers from the same interference as B02.11b in the already crowded 2.4-GHz range. Devices operating in this
range include microwave ovens, Bluetooth devices, and cordless telephones.

The following are the basic features of 802.11g:

= Orperates in the same frequency range as 802.11h

* Theoretical throughput of 54 Mphs

® Actual transmission rate is dependent on several factors but averages 24.7 Mbps
* Logical upgrade from 802.11b wireless nerworks and is backward compatible

* Suffers from same limitations as §02.11h network

* System may suffer significant decrease in network speeds if necwork i not completely upgraded from
802.11b

802.11h

This standard specifies dynamic channel selection and a transmit power control mechanism for
R02.11-compliant equipment. In combination with 802.11e, it provides compliance with Furopean regula-
tions for 5-GHz WLANs. European radio regulations for the 5-GHz band require all products to have transmit
power control and dynamic frequency selection.
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1EEE R02.11h allows WLAMNs to meet regulations initially adopted by European countries and then made
global requirements of the International Telecommunication Union [ITU)] Radio Regulations at the World Ra-
dio Communication Conference in 2003,

The ITU Radio Regulations call for WLANs and other devices to detect the presence of radars and Farth
E:|:|:||n:|ra|ti|:|r.| Satellite Service {EESS) and Space Research Service [SRS) systems and then protect them from in-
terference by selecting another operating channel or reducing transmit power. IEEE 802.11h creates a standard
method to avoid interference so a manufacturer can create products that adhere to the ITU Radio Regulations
and interoperate with similar products from other suppliers.

IEEE BZ.11h amends the ITEEE 802.11a PHY-layer standard and the underlying IEEE 802.11 MAC-layer
standard to enhance network management and control extensions for spectrum and transmit power manage-
ment in 5-GHz license-exempt bands. It improves channel energy measurement and reporting, channel coverage
in many regulatory domains, dynamic channel selection, and transmit power control mechanisms.

80210

The 802.11i standard focuses om security and introduces two protocols: Temporal Key Integrity Protocal (TEIP)
and Advanced Encryption Standard (AES). The standard deprecates WEP in favor of WPA and WPAZ. TKIP

provides encryption for legacy devices by wrapping additional security measures around WEP services. Wireless
netwoarks under 802.11i benefit from the added protection of 2 master encryption key, temporary session keys,
and user authentication.

The following are the basic features of B02.11i:
* Provides improved encryption for networks that use the popular 802.11a, 802.11h, and 802.11g standards
= Dificially ratified by the IEEE in June 2004
* Is a strong emcryption standard that supports 1 28-hit, 192-hit, and 256-hit keys
= Security is made up of three parts-
* B02.1X for authentication |EAF and authentication server)
* Robust Secu rity Metwork (REM) to lmep track of associations
#* Counter Mode with Cipher Black Chaining Message Authentication Code Protocol {CCMP) to pro-
vide confidentiality, integrity, and origin authentication
802.1Tn

BOZ.11nis the next-generation Wi-Fi standard developed by Task Group M of the IEEE. This standard combines
the use of multiple antennas, clever encoding, and optional spectrum doubling to achieve raw data rates of up
toy GO Bl bips.

The following are the basic features of B02.11n:

* The 802.11n standard, which i based on multiple-infmultiple out (MIMO] technology, is expected o
baost throughput to potential ly well over 100 Mhbps.
= It specifies improvements to the PHY and MAC layers.
* ROZ_1ln is supposed o have the following improvements over its predecessars:
# Improved radio techoology to increase physical data transfer
= Mew mechanisms to implement effective management of enhanced PHY performance modes
* Improved data transfer efficiency to reduce the performance impact of PHY headers and radio turn-
arvund delays, which adversely affect the physical transfer race

802.15

BOZ2.15 is a working group for WPARM. This IEEE 802_15 working group was formed in May 1999, It supplies
standards for low-complexity and low-power-consumption wireless connectivity.
The follewing are four active task groups of B02.15:
L. 802.15.1: This standard was published in June 2002 and is based on Blueteoth specifications.
2. 802.15.2: This standard was published in 2003. It provides for the coexistence of wireless personal area
networks and other wireless devices operating in unlicensed frequency bands.
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3. BR2.15.3: This is a task group for high-rate |11 Mbps to 55 Mbps) WFANs.

4. BR2.15.4: This deals with an unlicensed international frequency band. It has data rates of 250 kbps,
40 khps, and 20 khps. It has two addressing modes: 16-hit short and 64-bit IEEE addressing. It supports
critical-latency devices and provides automatic network establishment by the coordinator, 1t supports
PEWEr MANAEEment b ensure low power consumption.

802.16

1EEE BOZ_16 is a broadband wireless access group that provides standards for WMAMN. It addresses the =first
mile/last mile” connection in a WMAN. It supports the use of bandwidth between 10 GHz and 66 GHz and
standardizes the MAC and PHY layers. It allows for interoperability between devices.
This standard supports the progress of fixed broadband wireless access systems to permit rapid worldwide
operation of innovative, cost-effective, and interoperable multivendor broadband wireless access products.
IEEE B02.16 consists of a set of standards, including the following two major ones:

1. BR2.16d for fixed WiMAX: The [EEE B02.16d fixed WiMAX standard was approved in June 2004. It
provides fixed point-to-multipoint broadband wirebess access service, and the product profile utilizes the
OFDM 256-FFT (fast Fourier transform| profile. The 802.16d fixed WiMAX standard supports bath
time-division duplex (TDD) and frequency-division duplex |FDD) services.

1. BR2.16e for mobile WiMAX: The IEEE 802.16e fixed mobile standard was approved in December 2005,
It is based on an early 802 16a WiMMAX standard and adds mobility features to WilAX in the 2-GHz
to 11-GHz licensed bands. It allows for fixed wireless and mohile non-line-of-sight {WLOS) applications
by basically enhancing orthogonal frequency division multiple access (OFDMA).

WilAX WiMAX, or Worldwide Interoperability for Microwave Access, was created in April 2001. It is a
wireless technology that provides a high-throughpuot broadband comnection over large areas. it is planned in
such a way that it performs like a wireless M AN This technology allows for the connection of all public wireless
access points to each other and the Internet, and it is a wireless option for cable and DSL, providing last-mile
wireless broadband access.

WiMMAX is a point-to-multipeint technology that has a frequency range of 2 GHz o 11 GHz. It also can
connect to the network endpoint without a direct line of sight. It provides a linear service area range of up to
31 miles (45 km|. It provides a data rate of up to 75 Mbps.

The following are the advantages of WiliAX:

= It is used as a point-to-multipoint broadband technology.

® i can connect 'Wi-Fi (802.11) h-m‘spms with each other and the Internet.

= It can be used as an alternative to cable and DSL |providing last-mile broadband access).
= It prowides services like voice over IF (VolP), video, and Internet access at the same time.

= It is low cost and easy to install.

IEEE P1451 Standards

1EEE F1451 is a family of smart-transducer interface standards. It describes a set of open network, independent
communication interfzces to connect transducers to microprocessars, instrumentation systems, and the comtralf
field network. The key of these standards is the definition of the Transducer Electronic Data Sheet |TEDS). It is
a memaory device that connects to a transducer and stores the transducer identification, calibration, correction
data, measurement range, manufacturer-related information, and more. The 1IEEE 1451 standards family is
spomsored by the IEEE Instrumentation and Measurement Society’s Sensor Technology Technical Committee.
The IEEE F1451 family includes the following standards:

* [EEE FPI450.0: This standard defines a set of common commands, common operations, and TEDS for
the family of IEEE 1451 smart-transducer standards. A user can access any sensors or actuators in 1451-
based wired and wireless nerworks through this common see.

® [EEE Fi451.1: This standard is defined as a common object model to describe the behavior of trans-
ducers. It defines a measurement model that streamlines the measurement process. It also defines the
communication maodels that are used for the standards, which are included in client-server and public-
subscribe muodels.
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IEEE P1451.2: This standard defines a transducer-to-MCAP interface and TEDS for point-to-paoint

communication. The transducers are part of the Transducer Interface Model (TIM).

= [EEE PI451.3: This standard defines the transducer-to-MCAP interface and TEDS for 2 multidrop
transducer using a distributed-communications architecture.

= [EEE PI451.4: This standard defines a mixed-mode interface for analog transducers with analog and

digital operating mades. A TEDS was added tw a traditional two-wire, constant-current excited sensor

containing a field effect transistor (FET| amplifier.

L]

IEEE PI451.5: The F1451_5 is a working group of wireless standards that provide wireless communi-
cation methods and a data format for transducers [sensors and actuators). It improves the reception of
wireless technalogy for transducer connectivity. This standard defines TEDS, which depends on the
1EEE 1451 concept and protocals to access TEDS and transducer information. This standard also ac-
cepts important wireless interfaces and protocols to make easy use of technically different, existing wire-
less technology. It does not specify the transducers’ design, signal conditioning, or the physical design of
a wireless system.

*= [EEE PI451.6: This standard defines a transducer-to-NCAP interface and TEDS using the high-speed
Controller Area Metwork (CAM) apen interface. Intrinsically safe and nonintrinsically safe applications
are supported. FI451.6 defines mappings of the 1451 TEDS-to-CAMN open dictionary entries as well as
communication messages, process data, configuration parameters, and diagnosis information.

ETSI Standards

The Ewrapean Telec ications Standards Institute (ETSH) is an independent association whose aim is to
provide standards related to telecommunications, broadcasting, and other information and communications
technologies.

ETSI Standards for Wireless Communication
Hiperl AN
This is a wireless LAMN communications standard that ETSI developed. Table 4-1 summarizes the features of
same of the versions of this family. This standard is defined by the Broadband Radio Access Network [BRAN)
project in ETSL. The HiperLAM family consists of four versions, which are as follows:
= HMiper[.AN/I: This is the first version of Hiperl AM. It has the capacity for communications of up to 20
Mbps in the 5-GHz band.
= HMiperl. AN/2: This is the second version of HiperL AM. It has the capacity for communications of up
54 Mbps in the 5-GHz band.
* Hiperdccess: This is used for paint-to-multipoint communication.
= Hiperlink: This is a very high-speed interconnection of Hiperl AN and HiperAccess.
= HiperMAN: High Performance Radio Metropolitan srea Metwork (HiperdM AN) was developed by the

ET51 BRAN group. It is an interoperable broadband fixed wireless communication access system. It op-
erates at radio frequencies between 2 GHz and 11 GHz.

Fraquancy range 5 GHz

Table 4-1 Thesa are soma of the major parts of the HiperLAN family of standards

Hiperl ANST HiperL AN/ is an ETSI standard. It operates at a bandwidth between 5.1 and 5.3 GHazx,
sa it does not conflict with microwaves. It is completely ad hoc; it does not require a configuration and

central controller.
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Fixed Metwork >

Iichis Tarminal Mabila Torminal

Copyrigit © by E3-FRINEN
& righis resorved. Reproduciion nl:rnijpﬁlhnd

Figure 4-5  This is a HiperL ARG network.

Aswith 80211, this standard contains the physical and M AC part of the data-link layer. It contains a new sub-
layer known as the Channel Access and Control (CAC) sublayer. CAC handles channel access requests, depend-
ing on the usage of the channel and the pricrity of the request. Fram the CAC-layer, hierarchical independence is
abtained with the help of the Elimination-¥ield Monpreemptive Multiple Access (EY-MPMA) mechanism.

The following are the characteristics of HiperLAMN/1:

® It has a shart range of up to 50 m.

= It has bow mobility jup to 1.4 mis).

* It supports both synchronous and asynchronouws traffic.

= It transmits sound with a speed of 32 Kbps and 10-ns latency.
= It transmits video with a speed of 2 Mbps and 100-ns latency.
= It transmits data with a speed of 10 Mbps and no latency.

HiperL AN/Z HiperL AMI2 [Figure 4-3] is an efficient, fast communication-network design. It uses the 5-GHz
band (54 to 5.7), and it has a data rate of up to 54 Mbps. It includes physical, data-link contral, and conver-
gence layers. The comvergence sublayer works on the physical layer to connect IP, ATM, and Universal Mobile
Telecommunications System [UMTS) networks.

HiperL A2 provides high-speed access support to various networks:

* Supports 305G mobile core networks

= Supports ATM networks

= Supports IP-based networks

* Supports WLAN systems

The following are some of the features of Hiperl ANI2:

* Supports high-speed data transmission

% Has connections that are unidirectional, hidirectional, or multidirectional

® Allocates a particular (o3 in bandwidth, delay, bit error rate, and more

* Supports automatic frequency allocation

* Provides authentication and encryption

* Provides handover mohility support

= Is network and application independent

= Helps save power
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HiperAccess HiperAccess supports a point-to-multipoint network. It is intended for high-speed (up to
120 Blbps| communications, and it also supports high- Qo8 fixed wireless access. The HiperAccess standard
supparcts a frequency band above 11 GHz with a high spectral efficiency under line of sight.

The standardizations of HiperAccess focus on solutions that are optimized for frequency bands above
11 GHz [for example, 26, 28, 32, and 42 GHx) with high spectrum efficiency under line-of-sight conditions. The
FDD and TDID channel arrangements, as well as HFDD terminals, support a bandwidth of 28 MHz.

The following are some of the features of HiperAccess:

= Supports backhauling for cellular networks such as GSMTM and UMTSTM

= {perates at 25 Mbps

* Provides long-range and fixed-radio connections o customer premises

* Allows for outdoor usage for residential and small- to medium-sized husiness applications, with cover-
age of up ta 5 km

* Provides wireless access for private networks and public operators

* Provides efficient scheduling performance to support different services
= Provides full Qos

* Provides efficient support of ATM and IP-based core networks

® Is efficient for fast connection control management

* Provides strong security

* Supports robustmess against losses of traffic and control information

HiperLink This is a very high-speed radio neework for infrastructure-like applications. It is used to intercon-
nect HiperAccess networks or HiperlL AN access points into a fully wireless network. It supports the intercon-
nection of HiperL AMNs and HiperAccess networks at speeds of up to 155 Mbps over a distance of up to 150 m.
It operates at a radio frequency of 17 GHz.

HiperfMAN HiperM AN was developed by the ETS] BRAN group. It is an interoperable broadband fixed
wireless access system and operates at a radio frequency between 2 GHz and 11 GHz. This standard specifies
the physical and data-link layers, which are the core-specific network convergence sublayers. It supports data
transmission using various broadband frequency ranges, which keeps it from interfering with other wireless
devices. HiperM AN is optimized for a packet-switched netwaork.

The following are some of the features of Hiperh AMN:

* Hiper®M AN permits paint-to-multipoint and flexible mesh patterns.

* It provides frame-based transmissions, where frames accept variable lengths.

= It provides full Qos.

* It supports fast connection control management.

® It provides strong security.

® It has the capahilities of fast adaptation to coding, modulation, and transmit power.

Chapter Summary

1EEE 802 is a family of IEEE standards that deals with local area networks (LANs) and metropolitan
area netwarks (MANs), mainly for the lowest two levels of the Open Systems Interconnection
JOSI model.

1EEE BD2 contains the physical layer, media access control {MAC) layer, and logical-link
control {LLCH II:fEI.

1EEE B02.3 includes wired Ethernet standards.

1EEE 802.11 includes wireless networking standards.

1EEE B02.16 is a standard comcerned wich WibdAX.
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® The Furopean Telec icatioms Standards Institute (ETSI) is an independent association whose aim
is to provide telecommunications standards.

® ETSI developed the Hiperl AN family of standards, which are concerned with wireless networking,.

Review Questions
1. Explain the architecture of [EEE 802,

1. What is the function of the physical layer in the architecture of IEEE 8027

3. Describe the MAC frame format in IEEE 802,

4. What is the function of the IEEE 802.1 bridging and management standard?

5. Explain the operations the LLC layer performs for data communication.

6. Describe the 80210 security standards.
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7. Describe the functions of the 80215 WPAN.

8. Describe the different roles of B02.1X.

S Describe the architecture of B02.11.

10. Describe the (o8 support mechanism of 802.11e.

11. Describe the IEEE F1451 standards.

12. Describe the ETSI standards.

13, Describe the specifications of HiperL AN,
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Hands-On Projects

1. Perform the follewing steps:
Mavigate to Chapter 4 of the Student Resource Center.
Open [EEE Standards Style Manual pdf and read the content.
. Perform the following steps:
Mavigate to Chapter 4 of the Student Resource Center.
Open Ethernet IEEE 802.3.pdf and read the content.
3. FPerform the following steps:
Mavigate to Chapter 4 of the Student Resource Center.
Open IEEE B02.11.pdf and read the content.
4. Perform the following steps:

=

Mavigate to Chapter 4 of the Student Resource Center.
Open WirelessMetworkingStandard.pdf and read the content.
5. Perform the following steps:
Mavigate to Chapter 4 of the Student Resource Center.
Open Wik A X Whitepaper_pdf and read the content.
. Perform the following steps:
Mavigate to Chapter 4 of the Student Resource Center.
Open WI-MAX.pdf and read the content.
7. Perform the following steps:
Mavigate to Chapter 4 of the Student Resource Center.
Open IEEE B02.11 Protocol pdf and read the content.

Copryghl 04 Cenpge Lining. Al Hights Rossrred. by i e copiod, w e o Suplisindl in whmle ar ba pod. Do righn sare it i /e emppnesse o the bk ardiar el hopiei
[ e — ki e cmorall K Covgus Lmsing wesrses i righl io reveces b el oo 3 2wy dees B auby i, poaih -




Chapter

Security Standards Organizations

Objectives
After completing this chapter, you should be able to:

= Understand the Internet Corporation for Assigned Mames and Mumbers
{ICANMN) and Its role and cperations

= Understand the International Organization for Standardization (150)
and how Its standards benefit soclety

= Describe the structure of the International Telecommunication
Unlon (ITu}

= Describe the structure of the American Mational Standards Instiute (ANSI)

= Describe the structure of the institute of Electrical and Electronics
Engineers (IEEE)

= Describe the structure of the Electronic Industries Alllance (ELA)

= Describe the structure and services of the Natlonal Institute of standards
and Technology

= Describe the structure and activitles of the World Wide web
Consorthum (W3C)

= Describa the responsibilities of the board of directors and the structure
of the Web Application Security Consortium (WASC)H

Key Terms

Guidaline sugpested framewoark used to implement a procedure
Policy  high-level statement, goal, or objective
Procedure  set of detailed step-by-step instructions on how to achieve specific tasks and goals

Protocol  convention or set of rules that controls or enables the connection, communication, and
transfer of data between hosts across a netwoark

Standard mandatory activity designed to provide policies with the support structure and specific
direction required for policy implementation and enforcement

E1
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5.2 Chaptar §

Introduction to Security Standards Organizations

This chapter fucuses on security standards organizations. A sfawdard is a mandatory activity designed o pro-
vide palicies with the support structure and specific direction required for policy implementation and enforce-
ment. This chapter discusses many of the major security standards organizations in the world today, incleding
ICANM, 150, NIST, W3C, and AMNSL

Internet Corporation for Assigned Names and Numbers (ICANN)

The Internet Corporation for Assigned Mames and Mumbers (ICAMM) is a nonprofit organization responsible
far Internet Protocol (1P} address space allocation, protocol identifier assignment, generic top-level domain
|ETLDN and country-code top-level domain (ccTLD) name system management, and roct server system manage-
meent functions,

Operated like a private-public partnership, it is dedicated to preserving the operational stability of the
Internet, to promoting competition, to achieving a broad representation of global Internet communities, and to
developing policy appropriate to its mission through bottom-up and consensus-based processes.

The late Jom Postel created ICANMN in the fall of 1998 in response to a policy statement issued by the
1.5, Department of Commerce. The diverse board of ICANMN consists of 19 directors.

Role of ICANN

ICANM is responsible for consolidating the management of the technical elements of the DMNS to ensure uni-
versal resalvahbility so that all users of the Internet can find valid addresses. ICANM does this by oversesing the
distribution of unigue technical identifiers used in Internet operations. It also delegates TLD names (such as
oo and Linfa.

ICANN Operations

Under ICAMMS structure, governments and imtermational treaty organizations work in partnership with busi-
nesses, organizations, and skilled individuals involved in building and sustaining the global Internet. ICANM'S
participants work collectively to address those issues that are directly concerned with ICANN's mission of
technical conrdination.

An internationally diverse board of directors governs ICANMN and oversees its policy development process.
A policy is a high-level statement, goal, or objective. The president of ICANN directs an international staff
wuorking from three continents and ensures that ICANM meets its operational commitment to the Internet com-
munity. Figure 5-1 shows the structure of TCANMN.

International Organization for Standardization (150)

The Intermational Organization for Standardization (150 is the world's largest developer and publisher of in-
ternational standards. The 150 is a network of the national standards institutes of 157 countries, one member
per country, with a central secretariat in Geneva, Switzerland, that coordinates the system. Member organiza-
tions work for the development and promotion of international standards. For example, the American Mational
Standards Institute [AMNSI) represents the United States. Among the standards, the 150 supports a universal
reference madel for commumication protocols. A profocol is 2 convention or set of rules that controls or enables
the connection, communication, and transfer of data between hosts across a network. Figure 5-2 shows the

process for standard development at IS0
How 150 Standards Benefit Sodety

150 standards benefit the following sections of society in the following ways:

* For busimesses: The adoption of international standards means that suppliers can base the develop-
ment of their products and services on specifications that have wide acceptance. This means that busi-
nesses using international standards are increasingly free to seek success in many more markets around
the world.
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Figure 5-3 [TU is organized into a tiered structure.

® For custamers: Products and services that are based on international standards open the doars for
a wide choice of offerings. This also increases competition among suppliers, which is beneficial
IO COnsumers.

* For povernments: For governments, the international standards provide technological and scientific base
applications, and safety and environmental legislation.

* For everyome: International standards can enrich the quality of life in general by ensuring that the trans-
port machinery and tools that are used are safe.

International Telecommunication Unien (ITU)

The International Telecommunication Union (1TU) is an intergovernmental coganization through which public
and private organizations develop telecommunications. b was created in 1865 and became a United Nations
agency in 1947, ITU is responsible for adopting international treaties, regulations, and standards governing
telecommunications, Historically, the standardization functions were performed by CCITT (International
Telegraph and Telephone Consultative Committes) within 1TU, bat after a rearganization in 1992, the CCITT
no longer exists as a separate entity.

ITU develops the standards that support the integration of national communication infrastructures into
global networks allowing the seamless exchange of information, data, faxes, or simple voice telephone calls
among all the countries in the world.

It works to introduce new technologies into the existing telecommunication netwoark to allow for the develop-
ment of new technologies such as the Internet, electronic mail, and multimedia.

The ITUmanages the sharing of the radio-frequency spectrum and satellite orbital positions, finite resources
that are used by a wide range of equipment including mobile phones, television and radio, satellite-hased
communication systems, aircraft and maritime navigation and safety systems, and wireless computer systems.
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American Mationa Standards Instioute (ANSD 55

It strives to increase the sccessibility of telscommunications in the developing world through policy
advice, technical assistance, project management, training programs, and information resources, and
supparting partnerships between telecommunications companies, administrations, funding agencies, and
private arganizations.

1T comsists of 188 member states and more than 450 members from the private sector, all working together
to develop cheaper telecommunication systemns and bring them within the reach of as many of the world's people
as possible.

Understanding the Policy Development Process
COCITT is a committee of ITU. ITU is composed of five subunits:
L. Gemeral Secretariat
2. Administrative Council
3. International Frequency Registration Board {IFRE]
4. CCITT
5. CCIR [[ntermational Radio Consultative Committes]

The purpose of CCITT is to recommend standards for communication systems. The purpose of these stan-
dards is to provide a specification for imterconnecting existing telecommunication networks around the world
and to provide a uniform access mechanism for these networks.

Approximately 160 nations participate in CCITT. These nations are represented by delegations formed by
governmental agencies responsible for telecommunications. In some countries, these agencies also work for
their postal, telegraph, and telephone |PTT) administrations. Historically, the United States has participated in
COCITT through AT&T representatives, with State Department oversight.

The suppliers of telecommunication equipment and services are not directly involved in the approval of rec-
ommendations, but they can participate in the process of developing a recommendation through consultation
with their national delegations.

CCITT membership classes are available for governmental participators or observers. The recognized private
operating agencies |RPOA) are public or private companies that supply telecommunication services je.g, AT T
and ITT).

The CCITT body is a plenary assembly made up of all interested administration members and any RPOA
with the approval of an administration member. Figure 5-3 shows ITU's structure.

American National 5tandards Institute (ANSI)

The American Mational Standards Institute (AMSI) combines the development and use of voluntary consensus
standards in the United States and represents the needs and views of U.5. stakeholders around the world.

AMS] oversees the creation, promulgation, and use of norms and guidelines (suggested frameworks used to
implement procedures) that directly impact businesses in nearly every secrar. It is alse actively involved in ac-
crediting programs that assess conformance to standards including globally recognized cross-sector programs
such as the 150 9000 [quality] and 150 14000 [environmental] management systems.

What Is ANSI?

AMSI is a general standards crganization in the United States that facilitates the voluntary standards estab-
lishment for many areas. The staff at ANSI does not create standards; instead, they combine organizations 1o
provide a natural forum for the development of standards.

Throughout AMSD's history, it has maintained its primary goal of enhancing the global competitiveness of
1.5, businesses and American quality of life by promoting and facilitating voluntary consensus standards, con-
formity, and assessment systems, and promoating their integrity.

It provides the facility to develop America’s national standards by accrediting the procedures of standards
develupment organizations [SDM0s). A procedure is a set of detailed step-by-step instructions on how o achisve
specific tasks and goals. S0H0s work together to develop voluntary consensus standards.

AMS] promotes the use of U5, standards internationally, supports U_S. palicy and technical positions in
international and regional standards crganizations, and supports the adoption of international standards as
national standards when they meet the requirements of the user community.
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56 Chapter &

AMSI is the sole US. representative in twio major nontreaty international standards organizations: the Inter-
national Crganization for Standardization (I50) and, via the U.5. Mational Committee (USMNC, the Interna-
tional Electrotechnical Commission [[EC). It plays a strong leadership role as a founding member of 150 in its
governing body, while LS. participation, wia USKC, is equally strong in the [EC.

Institute of Electrical and Electronics Engineers (IEEE)

The Institute of Electrical and Electronics Engineers (IEEE) is a nonprofit organization and is the world's leading
professional association for the advancement of technology. Figure 5-4 shows how 1EEE is organized.

A Brief History of IEEE

1EEE, an association dedicated to the fostering of technological innovation and excellence for the benefit of
humanity, is the world’s largest technical professional society. It is designed to serve professionals involved in
all aspects of the electrical, electronic, and computing fields and related areas of science and technology that
underlie modern civilization. IEEEs roots, however, go back o 1884, when electricity was just beginning to
become a major force in society. There was one major established electrical industry, the telegraph, which—
heginning in the 1840s—had come to connect the world with a communications system faster than the speed
of transportation. A second major area had only barely gotten underway—electric power and light, originating
in Thomas Edison’s inventions and his pioneering Pearl Street Station in Mew York.

Electronic Industries Alliance (EIA)

The Electronic Industries Alliance (ELA) is a membership-based organization established to help further devel-
opment of the electronic industry. It combines individual organizations that together have agreed on certain
data transmission standards such as ETAMTTIA-232 {formerly known as B5-232).

What Is EIA?

The EIA is a national trade organization that incudes a full spectrum of manufacturers. It is a partnership of
electromic and high-tech associations and companies whese aim is to promote the develoment of market com-
petitiveness of the U.5. high-tech industry by using domestic and international policy efforts.

Sounre: higp mu bzl bl - e _ubd Arcomad T
Figure 5-4 This shaws the organization of IEEE.

Copryghl 04 Cenppge Lning. AR Hights Bassrred sy i e srpiod, w e o Suplicioe, in mimle ar ba ol Do 2 slecirml: righis, sare i [ariy costend nay e eppasesd o the silack ardiar el topiminn
o P righi

Crpese Lesing righi i



Natianal Institute of Stardards and Technology HIST) ET

EILA combines nearly 1,300 member companies whose products and services range from the smallest elsc-
tronic components to the most complex components used by the defense and space industries, including the full
range of consumer electronic products. The structure of EIA enables each sector association to have a unique
autonomy. ELA represents the alliance issues that the entire industry agrees are imperative to the success of high
technalogy in the United Seates.

ELA assists members in navigating the array of global environmetal policy issues affecting their ability to
manufacture, market, and sell their products.

MNational Institute of Standards and Technology (NIST)

The Mational Institute of Standards and Technology {WIST] is an agency of the U5, Department of Com-
merce’s technology administration. Its primary mission is to promaote 1.5, economic growth by working with
industry to develop and apply technology, measurement, and standards, MIST was founded in the year 1901
and is a nonregulatory federal agency. Figure 5-5 shows the organizational chart for MIST.

Overview of Services
MIST carries out its mission in four cooperative programs:

1. NIST Lahorstories: It conducts research im a wide variety of physical and engineering sciemces. It is
responsible for the industry needs for measurement methods, tools, data, and technology to continually
improve the quality of products and services.
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Figure 5-5 This shows the organization of MIZT, which is
mainly made up of labaratories and administrative divisions.
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2. Baldrige National Quality Program: It promotes performance and excellence among 1.5, manufacturers,
service companies, educational institutions, and health care providers. It conducts outreach programs and
manages the annual Makolm Baldrige Mational Quality Award, which recognizes performance excellence
and guality achievernent.

3. Hollings Marsfoctiering Extension Partnership: It is a nationwide network of local centers offering techni-
cal and business assistance to small manufacturers.

4, Advanced Techmolagy Programes: It accelerates the development of innovative technologies for national
benefit by cofunding B & D parmerships with the private sector.

World Wide Web Consortium (W3C)

The World Wide Web Consertium (W3C) develops interaperable technologies (specifications, guidelines, soft-
ware, and tools) to lead the Web to its full potential. It is a forum for information, commerce, communication,
and collective understanding. The W3C is an international consortium where member organizations, a full-time
staff, and the public work together to develop Web standards.

Standards and Guidelines

W3il's primary purpose is to create Web standards and guidelines. Since 1994 W3C has published more
than %0 such standards, called W3C recommendations. It also engages in education and outreach, develops
software, and serves as an open forum for discussion about the Web. The most fundamental Web technolo-
gies must be compatible with one another and permit any hardware and software that accesses the Web 1o
wark bog:th:r.

Overview of Services
W3C Activities
The activities of W3C are organized into groups:
* Working groups (for technical developments)
® Interest groups [for more general work)
* Coordination groups {for communication among related groups)

These groups are made up of participants from member arganizations, the team, and invited experts, and
produce the bulk of W3Cs results. These groups alse ensure coordination with other standards bodies and
technical communities. Figure 5-6 shows the organization of W3C.

Web Application Security Consortium (WASC)

The Web Application Security Consortium {WASC) is an international group of experts, industry practitioners,
and organizational representatives who provide open-source and widely agreed-upon best-practice security
standards for the Web.

WASC provides the facility to exchange ideas and to organize different industry projects as an active commmu-
nity. It releases technical information, contributed articles, security guidelines, and other useful documentation.
Businesses, governments, application developers, security professionals, and software vendors all over the world
use WASC material to face the challenges presented by Web application security.

What WASC Will Do
The following are things WASC does:

= It creates an open forum for the creation, discussion, and dissemination of knowledge related to Web
application security.

= It instructs the market about ‘Web application security-related matters.
= It creates a vendor-neutral championfvoice of the Web application security industry.
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Figure 5-6 W2C is organized into growps and higher-level bodies.

What WASC Will Not Do
The following are things WASC does not do:

= It does not support vendor-specific technologies, services, or solutions.

= It does not talk on any ane person or company’s behalf, but rather an the industry's behalf as a cham-
pion of Web application security-related matters.

Board of Directors

The board of directors is a five-person group of officers. They are responsible for the management and oversight
of the consortium’s business dealings, in agreement with the charter. They are also responsible for managing
corporate assets, allocating resources, and facilitating the organization’s board objectives. The board provides
oversight for projects to ensure timely completion and alignment with consortium goals.

Selaction Process

The five people on the board of directors are selected by the officers during the first full week of May and
Diecember. During the two weeks previous to the next board of directors’ vote, any nonemeritus afficer of
WASC who participated in the previcus board of directors” vote may submit himself or herself as a candidate
for a board of directars seat.

When the list of candidates is announced, every officer may vote for five of the listed candidates. Immediately
fellowing the close of the vote, the five candidates with the most votes are considered the new bhoard
of directors.

Overview of Services

Responsibilities The board is responsible for handling the following activities:
* Checking the status of projects that are in progress
* Examining new project offers
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® Directing the vate for project plan approval

= Managing the vote for project deliverable approval

= Managing the vote for selected officers

= Managing the semiannual board of directors' selection process
* Heviewing officer and member requirement obligations

Chapter Summary

The Internet Corporation for Assigned Mames and Mumbers {ICANM] is a nonprofit organization re-
sponsible for Internet Protocol (IP) address space allocation, protocol identifier assignment, generic top-
level domain |gTLDY) and country-code top-level domain (ccTLD) name systerm management, and root
server system management fumctions.

The International Organization for Standardization {150) is the world’s largest developer and publisher
of international standards.

The International Telecommunication Union [ITU) is an intergovernmental organization through which
public and private arganizations develop telecommunications.

The smerican Mational Standards Institute (AMSI) combines the development and use of voluntary con-
sensus standards in the United States, and represents the needs and views of 1.5, stakeholders around
the world.

The Institute of Electrical and Electronics Engineers (IEEE) is a nonprofit organization and is the
world's leading professional association for the advancement of technology.

The Electronic Industries Alliance (E1A) is a membership-based organization established to help further
development of the electronic industry.

The MNational Institute of Standards and Technology (NIST) is an agency of the U5, Department of
Commerce’s technology administration; MIST's primary mission is to promote UL 5. economic growth by
working with industry to develop and apply technology, measurement, and standards.

The World Wide Web Consortium (W3C) develops interoperable technologies |specifications, guidelines,
software, and tools) to lead the ‘Web to its full potential.

The Web Application Security Consortium [WASC) i an international group of experts, industry prac-
titioners, and organizational representatives who provide open-source and widely agreed-upon best-
practice security standards for the Web.

Review Questions
1. Explain the role of ICANM.

1. Explain the operational process of ICAMNN.
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3. What is the structure of the 1507

4. Explain the benefits of 150 standards.

5. Explain the structure of the 1TLL

6. What are the functions of the ITU?

7. Describe the purpose and function of AMSI

8. Describe the E1A.

9. Describe the structure of NIST.
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512 Chapter &

10. Describe NIST's four programs.

11. Describe the structure of the W3C.

12. What are the responsibilities of the WASC board of directors?

Hands-On Projects

[ 1. Mavigate to Chapter 5 of the Student Resource Center. Open allen-to-icann-14apris. pdf.
Read the following topics:

® Publication of Best Practices and Guidelines

% Comment Letters
® Summits, Forums and Conferences

[

. Mavigate to Chapter 5 of the Student Resource Center. Open Internet Corporation for
Assigned Mames and Mumbers pdf. Read the following topics:

» Imtroducticn
® Role and Responsibilities in ICTs
® Description and Analysis of ICT Activities
3. Mavigate to Chapter 5 of the Student Resource Center. Open 20PembertonEs.pdf. Read the
fallowing topics:
» World Wide Web Consortium Creates Otrder in Chaotic Imternet World

® Research

4. Mavigate to Chapter 5 of the Student Resource Center. Open Introduction to the Internet
Standard Management Framework. pdf. Bead the following topics:

% SNMP Protocol Operations
® Transaction and Ports
B SMMPv2 and SMMPv3 Operations
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Security Standards

Objectives
After completing this chapter, you should be able to:

= Understand Internet standards and the Standards Review Committes
= Understand the RFC submisslon process, and obtalning an RFC
= Understand cablimg standards, Including TIA/ElA-568 and UTP standards

Key Terms

Bast Currant Practice (BCP)  an RFC category; a noncommittal suggested manner of proceeding
that is in general the most logical choice

Shisldad twisted pair (STP) cabla  a type of cabling that includes metal shielding over sach
individual pair of copper wires to protect against external EMI (electromagnetic interference|
Unshicldad twistad pair (UTP) cabla  a type of cable that is not surrcunded by any shielding; it is
the primary wire type for telephone and computer networking.

Introduction to Security Standards

This chapter focuses on security standards. It begins by discussing Internet standards. It then goes
inta RFCs, how to submit them, and how to obtain them. The chapter ends with information about
some of the common cabling standards for networks.

E1
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Introduction to Internet Standards
Internet Standards

The Internet is made possible by the creation and implementation of Internet standards ar the technical and
development level. Internet standards are developed by the Internet Engineering Task Force (IETF) and are then
considered by the Internet Engineering Steering Group {IESG). The IETF is an international community of net-
wuork designers, operators, vendors, and researchers concerned with the evolution of Internet architecture and
the smooth operation of the Internet. The RFC editor is responsible for finalizing standards.

Internet standards provide security for data on the Internet. The security standards support the businesses
that take advamtage of working with computers and electronic commeerce on the Internet. Although there are
mare data security products and security services available today, the rapid growth in Internet technology also
creates new opportunities for hackers and businesses.

Standards Review Committes

The [EEE standards board selects and rejects standards based on its standards review committes’s recommen-
dations. This committee ensures that groups follow all procedures and guidelines when creating standards. As
per the Project Authorization Requests {PARs|, the complete draft of standards comes before the board four
times a year or during an approval process. After approval, the IEEE-5A editor edits the standards, the final
repart is given to the working-group members, and then the standards are published. Once the standards come
imto use, there may be a need to clarify some portion of them. This is accomplished throwgh an interpretations
process based on questions officially submitted to the IEEE-SA. The sponsor makes the interpretation process.
Completed interpretations are published on the IEEE-SA Web site, within a set of standards or in a separate in-
terpretations volume. The standards are valid for up o five years after their publication time; during this period
the working group develops the extensions of the standards. After five years, the standards are reconfirmed and
revised, or withdrawn.

Revisions need PAR approval and follow the normal ballating process |75% return and 75% approval) and
approval by the IEEE standards board. Standards that are out of date can be removed by going through a bal-
loting process that requires a 50% return and a 75% approval rate.

RFCs

Requests for comment | RFCs) contain the technical and organizational documents of the Internet, including the
technical specifications and policy documents that are submitted by the Internet Engineering Task Force [IETFL

RFCs are rumbered consecutively, and these numbers provide a single unique label space for all RFCs. RFCs
are published online through a number of repositories, and there is an online index of RFCs.

Categories of RFCs

The following are the categories of RFCs:

* Standard, Draft Standard, and Proposed Standard: These standards-track documents are the official
specifications of the Internet protocol suite defined by the IETF and its streering group {1ESG).

* Rest Curvent Practice (BCP): This is a noncommittal suggested manner of proceeding that is in general the
mist hgicaj choice. These are official guid:hn:: and recommendations, but not standards, from the IETF.

* Information and Experimental: These non—standards documents may originate in the IETF or may be
independent submissions.

® Histaric: These are former standards that has been d:pu'::at:ﬂ.

RFC Submission Process
RFCs from the IETF

RFCs in a standards-track best current practice (BCP) category and some information and experimental R FCs
are created within the Internet Engineering Steering Group |1ESG). 1ESG members include the IETF area direc-
tars [ADs) who are responsible for related working groups. The ADs, with TESG concurrence, may allow the
documents that the working groups develop to be published.
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Cabling Standards B6-2

Independent Submission

An RFC can be written by anyone and submitted independently to the RFC editor for publication. k will be
published after a review for technical competence, revelance, and adequate writing. The RFC editor and the
IETF also review the RFC for a possible conflict with an IETF process. After completing this process success-
fully, independent submissions enter the same publication process as an IETF submission.

Finally, the author who is making an individual submission via the [ETF or an independent submission wia
the RFC editer should know that some documents either have to be from the IETF or would benefit from an
IETF review. Sometimes, an appeal for an Imternet Assigned Mumbers Authority (IANA] allocation from a
space that has a standard-action IAMA rule can be made for a document. This type of action cannot come from
independent submissions. This type of document should be processed as an AD-sponsored submission. The
authors are responsible for the decision to follow the particular approach from the set of allowed options and
fur the effort of proposing a Birds-of-a-Feather [BoF) session, convincing the IESG or one of the ADs that the
document needs o be spansoned.

Obtaining RFCs

RFCs can be obtained via FTT from remera.isi.edu, with the pathname in-notesirformmrtxt (where rrrr refers
tor the rumber of the RFC). Log in with the FTT username “anonymous™ and password =guest.”

RFCs can also be obtained via e-mail from vemeraisi.edn by using the RFC-INFO service. Address the
request to RFC-INFO@ISLEDU with a message body of-

Hedrieve: RFC
Dioc-10: RFCmmm

Again, munn refers to the number of the RFC (four digits are always used, so, for instance, RFC 820's Disc-[D
field would be RFCO820). The RFC-INFO@ISLEDU server provides other ways of selecting RFCs based on
keywords and more; for more information, a user can send a message o RFC-TMFO@ISLEDU with the mes-
sage body “help: help.”

Cabling Standards

Various institutions are expanding their networks and are planning to run 1,000-Mbps applications on their
LAMs to accommodate the demands of the latest operating systems and bandwidth-bungry applications. In this
process, they sometimes neglect their cabling systems, and these systems may be old and outdated. Any network
frundation with good cabling, proper installation, and proper maintainance should last for many years.

There have heen new develupments in cabling systems. In the past, unshielded twisted pair {UTF) category
5 cable was commonly installed in networks. Unshielded fivisted pair cable is a type of cable that is not sar-
rounded by any shielding. It is the primary wire type for telephone and computer networking. It is good for
10-Mbps eguipment and also handles 100-Mbps LAMNs for higher network categories; CATSe, also known as
Enhanced Category 5, cable is better than CATS.

A good cabling system will support voice, data, video, and multimedia systems.

TIA/EIA-568

In 1980, the Telecommunication Industry Association (T1A] started developing methods for cabling buildings,
with the intention of develuping uniform cabling systems that would support multiple products and environ-
ments. In 1991, TIA released the TIAJEIA-568 Commercial Building Telscommunication Cabling Standard.
This cabling standard describes how to build and manage a structured cabling system_ This means the system
will be designed in blocks that have very specific characteristics. These blocks are arranged in a hierarchical
manner to develop a unified communication system. This standard defines the use of fiber optic cables |single
mode and multimode|, shielded twisted pair (STP) cables, and UTP cables. A shielded fristed pair cable is a
type of cabling that includes metal shielding over each individual pair of copper wires to protect against external
EMI [electromagnetic interference).

The initial TIAJEIA-568 standard was followed by several updates. In 2000, the major updated standard,
which incorporates previous changes, was released.

= TIAJEIA-568-A-1995 (Commercial Building Telecommumication Cabling Standard): It provides the
standard for building cable systems for commercial buildings that support data network, voice, and
video, It also describes the technical and performance criteria for cabling.
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64 Chaptar &
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Figure 6-1 UTP cable cortains faur pairs of wires,
with the wires of each pair twisted around each
ather. The tighter the twisting of the cable pairs,
the greater the integeity and transmassion capacity.

= TIA/EFA-568-A Updates (1998—19%8); In this time period, the TIA/EIA-568 standard was updated
several times. Update Al outlines propagation-delay and delay-skew parameters. Update A2 defines mis-
cellaneows changes. Update A3 specifies needs for bundled and hybrid cables. Update A4 specifies next
and return loss requirements for path cables. Update A5 specifies performance needs for CATSe.

= TIA/EIA-568-B_1-2000 {Commercial Building Teleconmmunication Wiring Standard): This defines
CATS5e cable, which is a preferred cable type that can support the minimum acceptable
performance bevels.

= TIA/EFA-569-A-1995 (Copnrercial Brilding Standard for Telecommunication Patbeay and Space): It
describes how to build pathways and spaces for telecommunication media.

= TIA 570-A-1998 (Residential and Liptt Commercial Telecomprmications Wiring Stamdard): It speci-
fies the standard for residential cabling.

= TIA/EFA-606-1995 (Grounding and Bonding Reguirements): This standard defines the grounding and
bonding requirements for telecommunication cabling and equipment.

UTp

There are two types of twisted pair cables: shielded and unshielded. Unshielded twisted pair (UTP} cable
|Figure 6-1] is the mare popular. It has four pairs inside the cable, and the wires of each pair are twisted around
each other to avoid interference with the ather pairs in the cable. The Telecommunication Industry Association!
Electronic Industry Association |TIASEIA] has defined standards of UTP and has rated several categories of
wires. These categories are described in Table 6-1.

Catagory 2 [oumently unrecognized by TIASELA] Proviously was frequantly used on 4-kibps Token Ring natwarks

4 Lzad by TIA/ELA] Prowided parformance of up to 20 Mz and unad In
Catagary 4 [ourondly unrocognizad by piro -f':hmn;u up and was fraguantly
Catagory 5a [c ly defined In TIAJELA-568-B) Prowides performance of up to 100 MHz and Is frequently usad in

both 100-Mbps and 1000Basa-T Gigabit Ethernet metworks

Category 62 [oamantly defined In ANSUTIAJEIA-558-  Prowidss performancs of up to 500 MHz, double that of mtegory 6.

B2-10¢ Suitnble for 10GBasE-T.
Table 6-1 Thesa ara the rated categorias of UTF loondinues)
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Rarwnaww Crusstiors B-5

Cotegory Ta [an inf rama applied ta Provides parformance of up to 1000 MiHz. Suttable for 40-gigabit
Amandmant 1 of ISIEC 11801 Class F cabling? Etharnat.

Table 6-1 Thesa are the rated categories of UTP {continued)

The categories of UTF each consist of different data ranges. If someone is designing a 10-Mbps Ethernet net-
work and is considering saving costs by buying CAT3 wire instead of CATS, CATS cable provides more “room
to grow™ as transmission technology improves. UTP in both CAT3 and CATS has a maximum segment length
of 100 meters. CATE cable is relatively new and is used for gigabit connections. This is similar to CATS cable

but contains a physical separator between the four pairs to reduce interference.

Chapter Summary
The Internet Engineering Task Force {IETF) develops Intermet standards.
The 1EEE standards board selects and rejects standards based on its standards review
committes’s recommendations.
Requests for comment (RFCs) contain the technical and organizational documents of the Internet.
The TIA/EIA-568 Commercial Building Telecommunication Cabling Standard describes how to build
and manage a structured cabling system.
Unshielded rwisted pair (UTF| cable is the more popular type of twisted-pair cable. It has four pairs
inside the cable, and the wires of sach pair are twisted around each other to avoid interference with the
ather pairs in the cable.

There are several categories of UTT cable.

Review Questions
L. What iz an [ntermet standard?

2. Explain the standards review committes.

3. Define the submission process for RFCs.
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65 ChaptrG

4_ Explain the process for chtaining an RFC.

5. Explain the cabling standards.

6. What are the categories of UTP cable?

Hands-On Projects
1. Mavigate to Chapter 6 of the Student Resource Center. Open 1CT networks.pdf. Read the
fallowing topics:
® Guide to ICT Networks Cabling Standards
® Horizontal Cabling Standard
® Cable Routes

[

. Mavigate to Chapter 6 of the Student Rescource Center. Open WhitePaper_Intro to Internet-
based SCADA pdf. Read the following topics:

» Background
® EBenefits of Choosing the Internet

u Interfacing Equipment to Internet-Based SCADA Systems

3. Mavigate to Chapter & of the Student Resource Center. Open Internet Standards for the Web.
pdf. Read the following topics:

® Categories for Web Standards
® Platform for Internet Content Selection
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