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EC-Council
EC-Council's mission Is to address the need for well educated and certified Information security and e-business practitioners.

EC-Councilis a global, member based organization comprised of hundreds of Industry and subject matter experts all
working together to set the standards and ralse the bar In Information Security certification and education.

EC-Council certifications are viewed as the essentlal certifications needed where standard configuration and securlty
policy Ing a true, hands-on, tactical appro: ) security, Indhviduals armed with the know
disseminated by EC-Council programs are securing networks around the world and beating the hackers at thelr own game.

The Solution: EC-Council Press

- — e B The EC-Council | Press marks an innowation in academic text books and courses of
Bl | '2.muh:u B study in information security, computer forensics, disaster recovery, and end-user
e v " corurity. By repurposing the essential comtent of EC-Councifs warld class professional
certification programs to fit academic programs, the EC-Council | Press was formed.
With 8 Full Series, comprised of 25 different books, the EC-Council | Press is set to
revolutionize global information security programs and ultimately create a new breed
of practitioners capable of combating this growing epidemic of cybercrime and the
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Securlty|s

Security]5 & the entry lewsl certification

for aryone interested in leaming computes
networking and security basics. Security]5
means 5 components of IT security: frewalls,
arvti-wirus, 105, networking, and web security.
Metwork|S

Miztwark|5 covers the AWptabet Soup of
Metworking' - the basic care knowledge

tor know R infrastructure snables a wark
environment, to help students and employees
succesd in an integrated work envircoment.

C|EH - Certified Ethical Hacker
Information assets have evohed into critical
rompanents of survival. The goal af the Ethical
Hacker i to help the arganimaton take pre
emptive measures against malicious attacks
by attacking the system himseif or herseH;

rising threat of cyber war.

This Certification: EJCSA — EC-Council Certified Security Analyst

The objective of EJC5A is to add value to experienced security professionals by helping
them analyze the outcomes of their tests. It is the only in-depth Advanced Hacking
and Penetration Testing certification available that covers testing in all modern
infrastructuras, operating systems, and application environments.

Additienal Certifications Covered By EC-Council Press:

Wireless|s

‘Wireless|3 introduces learners 1o the basics of
wirzless bechnoingies and their practical adaptation
Learners are sxpased tovarious wirsless tach
riokogies such as Buetooth, RFID, IEEE 832 Tihig
stamdand, HomeRE, VoiP, and more; owrrent and
emerging skandards; and a variety of devices. This
certification covers how dieerse bechnologies map
toreal warld applications, requires no pre-requisite
knowledge, and aims to sducate the lezrnerin
wmple appications of thess technologes

C|HFl - Computer Hacking Forensic Investigator
Compatter Hacking Forensic Investigation is the
process of detecting hadking attacks and property
extracting svidence to report the crime and
conduct audits bo prevent future sttacks. The C|HFI
rmateraks will give participants the necessary skills
toidentify an intruder's foatprinks and to propesty
gather the recessary evidence to prosecute.

E|M5A - EC-Council

Metwork Security Administrator

Tre= E|M5A, program is designed 1o peovide
furidamental skills needed to analyze the intzrmal
and extesnal sscurity threats agsinst a netwark,
and to develop security policies that will pratect
an organization's informaticon

E|DRP - EC-Council

Disaster Recovery Professional

E|DRF cowers disaster recowvery topics, inchading
identifying wulnerabilities, establishing policies and
rakes ko prevent and mitigabe risks, and develop
ing disaster recoveny plans
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Preface

Hacking and electronic crimes sophistication has grown at an exponential rate in recent years. In fact, recent
reparts have indicated that cyber crime already surpasses the illegal drug trade! Unethical hackers better known
as plack bats are preving on information systems of government, corporate, public, and private neeworks and
are constantly testing the security mechanisms of these organizations to the limit with the sole aim of exploiting
it and profiting from the exercise. High profile crimes have proven that the traditional approach o computer
security is simply not sufficient, even with the strongest perimeter, properly configured defense mechanisms like
firewalls, intrusion detection, and prevention systems, strong end-to-end encryption standards, and anti-virus
software. Hackers have proven their dedication and ability to systematically penetrate networks all aver the
world. In some cases black fhats may be able to execute attacks so flawlesly that they can compromise a system,
steal everything of value, and completely erase their tracks in less than 20 minutes!

The EC-Council Press is dedicated to stopping hackers in their tracks.

About EC-Council

The International Council of Elecironic Commerce Consultants, better known as EC-Council was founded in
late 2001 to address the need for well-educated and certified information security and e-business practitioners.
EC-Council is a global, member-based organization comprised of industry and subject matter experts all work-
ing together to set the standards and raise the bar in information security certification and education.

EC-Council first developed the Certified Ethical Hacker, CIEH program. The goal of this program is to teach
the methedalogies, tools, and techniques wsed by hackers. Leveraging the collective knowledge from hundreds of
subject matter experts, the CIEH program has rapidly gained popularity around the globe and is now delivered
in aver 70 countries by over 450 authorized training centers. Chver 60,000 information security practitioners
have been trained.

CIEH is the benchmark for many government entities and major corporations arcand the world. Shortly
after CIEH was launched, EC-Council developed the Certified Security Amalyst, EICSA. The goal of the EICSA
program is to teach groundbreaking analysis methods that must be applied while conducting advanced penetra-
tion testing. EICSA keads t the Licemsed Pemetrationr Tester, LIPT status. The Compter Hacking Forensic
Investipmor, CIHF] was formed with the same design methodologies above and has become a global standard
in certification for computer forensics. EC-Council through its impervious network of professionals, and huge
industry following has developed various other programs in information security and e-business. EC-Council
Certifications are viewed as the essential certifications needed where standard configuration and security policy
courses fall short. ]"r\uv:'u‘ling a true, hands-on, tactical .:.p]m:u.r_h tor seCurity, individuals armed with the knowl-
edge disseminated by EC-Council programs are securing networks around the world and beating the hackers
at their own game.

About the EC-Council | Press

The EC-Council | Press was formed in late 2008 as a result of a cutting edge partnership between global
information security certification leader, EC-Council and leading global academic publisher, Cengage Learning.
This partnership marks a revolution in academic textbooks and courses of study in Information Security,
Computer Forensics, Disaster Recovery, and End-User Security. By identifying the essential topics and content of
EC-Council professional certification programs, and repurposing this world class content o fit academic
programs, the EC-Council | Press was formed. The academic community is now able to incorporate this
powerful cutting edge content into new and existing Information Security programs. By closing the gap between
aczdemic study and professional certification, students and instructors are able to leverage the power of rigorous
academic focus and high demand industry certification. The EC-Council | Press is set to revolutionize global
information security programs and ultimately create a new breed of practitioners capable of combating the

growing epidemic of cybercrime and the rising threat of cyber-war.
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Penetration Testing Series

The EC-Council | Press Pewetration Testing series, preparing learners for EICSASLPT certification, is intended
for those studying to become Network Server Administrators, Firewall Administrators, Security Testers, Sys-
tem Administrators and Risk Assessment professionals. This series covers a broad base of topics in advanced
penetration testing and security analysis. The content of this program is designed to expose the learmer to
groundhreaking methodologies in conducting thorough security analysis, as well as advanced penetration test-
ing techniques. Armed with the knowledge from the Penetration Testing series, learners will be able to perform
the intensive assessments required to effectively identify and mitigate risks to the security of the crganization’s
infrastructure. The series when used in its entirety helps prepare leammers to take and succeed on the EICSA,
Certified Security Analyst certification exam.

Bowks in Series

* Penetration Testing: Secarity Analysis/ 1435483669

* Peretration Testing: Procedures and Methodologies/ 1435483677
* Peretration Testing: Network and Perimeter Testing/ 1435483685
* Peretration Testing: Commmunication Media Testingf 1435483693
* Pemetration Testing: Network Threat Testing /1435483707

Network Threat Testing

MNetework Tlereat Testing discusses penetration testing as it relates to denial of service, password cracking
applications, databases, virus® and Trojans, and data leakage. Coverage also includes how to manage logs and
checking file integrity.

Chapter Contents

Chapter 1, Derial-of-Service Penetration Testing, covers how to run various attacks induding, Y™, 1P Frag-
mentation, ping of death, smurf attacks as well as how to test a server’s e-commerce gateway and how o test
a network for Do§ vulnerabilities. Chapter 2, Password Cracking Peretration Testing, discusses how to find
legitimate user 1D%, how to extract passwords from Windows and Linux system files, how to run dictionary
and brute-force attacks and more. Chapeer 3, Application Penretration Testing, includes coverage how to per-
form requirement and desing testing and web testing on applications. Chapter 4, Database Penetration Test-
ing, explains how to scan default ports, identify instance names, test for Buffer Overflows in Extended Stored
Procedures and how to check the status of TMS listener running on Oracle server. Chapter 5, Virus and Trojan
Dietection, describes the steps that need to be taken to detect virus and Trojans as well as the tools that are
used to detect and eliminate malware. Chapter &, Lop Maragement Penetration Testing, discusses log files,
log file management and how to perform penetration testing on an organization’s log file management infra-
structure. Chapeer 7, File Imtegrity Testing, explains the nuances of checking file imtegrity. Chapter &, Data
Leakape Peretration Testing, explains how o perform data leakage penetration to protect confidential data
fram malicious users.

Chapter Features

Many features are included in each chapter and all are designed to enhance the learner’s learning experience.
Features inchude:

* (Mjectives begin each chapter and focus the learner on the most important concepts in the chapeer.
* Key Terms are designed to familiarize the learner with terms that will be used within the chapter.
* Chapter Swmmary, at the end of each chapter, serves as a review of the key concepts covered in the chapter.

Student Resource Center

The Student Resource Center contains updates to content, useful links to the EC-Council Community site and
the Information Security Community site. These sites may include blogs, discussions, updates on the latest
news in Information Security and more! Access the Student Resource Center with the access code provided
in your book. Instructions for logging onto the Student Resource Site are included with the access code. Visit

wiencengage.comrommuonityeceonrnc for a link to the Student Resource Center.
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Additional Instructor Resources

Free to all instructors who adopt the Network Threat Testing hook for their courses is a complete
package of instructor resources. These resources are available from the Course Technology web site,
. cenpage. comvcoursetechrolopy, by going to the product page for this beok in the online catalog, click
on the Companion 5Site on the Faculty side; click on any of the Instructor Resowrces in the left navigation and
login to access the files. Once you accept the license agreement, the selected files will be displayed.
Resources inchude:
® Instructor Marwal: This manual includes course objectives and additional information to help
your instroct k.
® ExamView Testbamk: This Windows-based testing software helps instructors design and administer
tests and pre-tests. In addition to generating tests that can be printed and administered, this full-
featured program has an online testing component that allows students to take tests at the computer
and have their exams automatically graded.
® FowerFoimt Presemtations: This book comes with a set of Microsoft PowerPoint slides for each chapeer.
These slides are meant to be used as a teaching aid for classroom presentations,, to be made available i
students for chapter review, or to be printed for classroom distribution. Instructors are also at liberty to
add their own slides.
® Labs: The nature of the content of this book does not lend #tself to “hands-on™ lab activities. The labs
presented for this beok include additional reading activities to enhance student knowledge base.
® Assessmment Activities: Additional assessment opportunities including discussion guestions, writing
assignments, internet research activities, and homewaork assignments along with a final
cumulative project.

= Fimal Exam: Provides a comprehensive assessment of Netreork Threat Testing content.

Cengage Learning Information Security Community Site

This site was created for learners and instructors to find out about the latest in information security news and

technology.

Visit conrmurity.cempage. comfinfosec to:

® Learn what's new in information security through live news fesds, videos and padeasts.
= Connect with your peers and security experts through blogs and forums.

® Browse our anline catalog,.

How to Become EICSA Certified

EC-Council Certified Security Analyst (ENC5A) complements the Certified Ethical Hacker (CIEH] certifica-
tion by exploring the analytical phase of ethical hacking. While CIEH exposes the learner to hacking tools
and technologies, EICSA takes it a step further by exploring how to analyze the outcome from these tools and

technologies.
EICS is a relevant milestone towards achieving EC-Council’s Licensed Penetration Tester |LPT), which alsa

ingrains the learner in the business aspect of penetration testing. The LPT standardizes the knowledge base for
penetration testing professionals by incorporating the best practices followed by experienced experes in the field.
The LPT designation is achieved via an applicationfapproval process. LPT is ohtained by holding both the CEH
and ECSA, then completing the application process for LPT found here at bttptfienen ecconncil orgfpt.Irim.

EIC5A Certification exams are available through Authorized Prometric Testing Centers. To finalize your
certification after your training, you must:

1. Apply for and Purchase an exam voocher from the EC-Council Community Site at Cengage:
NI, CERPTRE. cOpcompnnn W ecooencil.

2. Once you have your Exam Youcher, visit iwwese prometric.com and schedule your exam.

3. Take and pas the EICSA certification examination with a score of 70% or better.

Copyrigt 2011 g Linitag AL Mg Aoumd 313w b et S o ol O 8 M- 8 R D813 SOCHTAS rghl M 4 oy T B3 e s o ek '
i Bortal rorview i ) ey Tap— Lo e Lk ay seemrven the rigi: i rvmcne 208 il conien 3 oy e | aabesgessl righis rmidcliorn racp iy i




i Prafara

About Our Other EC-Council | Press Products

Ethical Hacking and Countermeasures Series

The EC-Council | Press Etbical Hacking and Countermeasures series is intended for those studying to become
security officers, auditors, security professionals, site administrators, and anyone who is concerned about or
respansible for the integrity of the network infrastructure. The series includes a broad base of topics in offensive
netwark security, ethical hacking, as well as network defense and countermeasures. The content of this series
is designed to immerse the learner into an interactive environment where they will be shown how to scan, test,
hack and secure information SYSIEMmS. A wide 1.'Iri=trd tools, viruses, and malware is pr:untm‘] in these baoks,
providing a complete understanding of the tactics and tools used by hackers. By gaining a thorough understand-
ing of how hackers operate, ethical hackers are able to set up strong countermeasures and defensive systems o
protect their organization’s critical infrastructure and information. The series when used in its entirety helps
prepare readers to take and succeed on the CIEH certification exam from EC-Council.

Books in Series

* Ethical Hacking and Conntermeaswres: Attack Plhases/ 143548360

* Ethical Hacking and Conntermeasures: Threats and Defense Mechanisms! 1435483618
Ethical Hacking and Conmtermeasures: Web Applications and Diata Servers! 1435483626
Ethical Hacking and Corrtermeasures: Limox, Macintosh and Mobile Systems/ 1435483642
Ethical Hacking and Conrtermeasures: Secure Metwork Infrastructures! 1435483650

- & &

Computer Forensics Series

The EC-Council | Press Computer Forensics series, preparing learners for CIHF] certification, is intended
for those studying to become police investigators and other law enforcement personnel, defense and military
personnel, e-business security professionals, systems administrators, legal professionals, banking, insurance
and other professionals, government agencies, and 1T managers. The content of this program is designed to
expose the learner to the process of detecting attacks and collecting evidence in a forensically sound manner
with the intent to report crime and prevent future attacks. Advanced techniques in computer investigation
and analysis with interest in generating potential kegal evidence are included. In full, this series prepares the
learner to identify evidence in computer related crime and abuse cases as well as track the intrusive hacker’s
path through client system.

Bowks in Series

* Computer Foremsics: Irvestigation Procedures and Response/ 1435483499

* Computer Foremsics: rvestipating Hard Disks, File and Operating Systems/1435483502
* Computer Foremsics: Investipating Data and Image Files/1435483510

* Computer Foremsics: Investigeting Networt Intrusions and Cybercrine/ 1415483519

* Computer Foremsics: rvestigating Wireless Metworks and Dervices! 1435483537

Network Defense Series

The EC-Council | Press Metreork Defense series, preparing learners for EINSA certification, is intended for
those studying to become system administrators, network administrators and anyone who is interested in
network security technologies. This series is designed to educate learners, from a vendor newtral standpaint,
hoow to defend the networks they manage. This series covers the fundamental skills in evaluating internal and
external threats to network sscurity, design, and how to enforce network level security policies, and ultimately
protect an organization’s information. Covering a broad range of topics from secure network fundamentals,
protecels & analysis, standards and policy, hardening infrastructure, to configuring IPS, 1D8 and firewalls,
bastion host and honeypots, among many other topics, learners completing this series will have a full under-
standing of defensive measures taken to secure their organizations information. The series when used in its
entirety helps prepare readers to take and succeed on the EINSA, Network Security Administrator certification
exam from EC-Council.

Books in Series

* Metwork Defense: Fundamentals and Protocols 14354831553

Metwork Defense: Security Podicy and Threatsi 1435483561

Metwork Defense: Perimeter Defense Mechanizmsi143548357X

Metwork Defense: Securing and Troubleshooting Netiwork Ofperating Systems! 1415483588
Metwork Defense: Security and Valnerahility Assessment! 1435483596

-
-
-
-
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Cyber Safety/1435483715

Cytrer Safety is designed for anyone who is interested in learning computer networking and security basics. This
product provides information cyber crime; security procedures; how to recognize security threats and attacks,
incident response, and how to secure internet access. This book gives individuals the basic security literacy skills
to begin high-end IT programs. The book also prepares readers to take and succeed on the Securityl5 certifica-
tiom exam from EC-Council.

Wireless Safety/1435483766

Wireless Safety introduces the learner to the basics of wireless technologies and its practical adaptation.
Wireless|¥ is railored to cater to any individuals desire to learn more about wireless technology. It requires
no pre-requisite knowledge and aims to educate the learner in simple applications of these technologies. Top-
ics include wireless signal propagation, 1EEE and ET51 Wireless Standards, WLANs and Operation, Wireless
Protocols and Communication Languages, Wireless Devices, and Wireless Security Metwork. The book alsa
prepares readers to take and succeed on the Wireless|5 certification exam from EC-Council.

MNetwork Safety/1435483774

Metwork Safety provides the basic core knowledge on how infrastructure enables o working environment.
Intended for these in an office environment and for the home user who wants to optimize resource utilization,
share infrastructure and make the best of technology and the convenience it offers. Topics include foundations
af metworks, networking components, wireless networks, basic hardware components, the networking environ-
ment and connectivity as well as troubleshooting. The book also prepares readers to take and succeed on the
Wetwarkl5 certification exam from EC-Council.

Disaster Recovery Series
The Disaster Recovery Series is designed to fortify virtualization technology koowledge of system administra-
tors, systems engineers, enterprise system architects, and any IT professional who is concerned about the integ-
rity of the their network infrastructure. Virtualization technology gives the advantage of additional flexibility
as well as cost savings while deploying a disaster recovery solution. The series when used in its entirety helps
prepare readers to take and succesd on the EICDR and EMCVT, Disaster Recovery and Virtualization Technol-
ogy certification exam from EC-Council. The EC-Council Certified Disaster Recovery and Virtualization Tech-
nology professional will have a better understanding of how to setup Disaster Recovery Plans using traditional
and virtual technologies to ensure business continuity in the event of a disaster.

Books in Series

® Disaster Recovery (1435488709

s Virfualization Securityf 143548869 5
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Chapter

Denial-of-Service Penetration Testing

Objectives
After completing this chapter. you should be able to:

» Tast a network for Dos vulnerabilities

Enumerate and describe Web testing tools for DoS penetration testing
Enumnerate and describe lava testing tools for Dos penetration testing
Test a sarver with heavy loads

= Rumn a 5¥N attack

Run an IP fragmentation attack

= Rum a ping of death attack

Run a smurf attack

Tast 3 sarvers e-comimernce gateway

Key Terms

Danial-of-service {DoS) attack an attack performed by sending illegitimate 5Y M ar ping requests
that overwhelm the capacity of a system
Dustributed denial-of-sorvice (DDo5) attack  an attack in which the attacking compater hosts are
often zombie computers with broadband connections to the Internet that have been compromised
by wiruses or Trojan horse programs that allow the perpetrator to remotely control the machine
and direct the attack
Load testing a test performed by putting an artificial load on a server or application to test its
stability and performance
Ping of death  a DoS attack in which the attacker sends a malformed or malicious ping message
to the target, causing a denial of service
Port flooding  an attack that sends a large number of TCP ar UDF packets to a particular port,
creating a denial of service to that port
Toardrop attack  a kind of attack that sends a large number of overlapping 1P fragments o crash
an aperating system

14
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1.2 Chapar 1

Introduction to Denial-Of-Service Penetration Testing

The purpose of a dewial-of-service {Do5) attack is to lower the performance of @ Web site or to crash the Web
site entirely. A DS attack is performed by sending illegitimate 5Y M or ping requests that overwhelm the capac-
ity oof 2 network. Legitimate connection reguests cannot be handled when this happens. Services running on the
remote machines crash due to the specially crafted packets that are flooded over the network. In such cases, the
network cannot differentiate between legitimate and illegitimate data traffic. Denial-of-service attacks are easy
ways to bring down a server. The attacker does not need o have a great deal of knowledge to conduct them,
making it essential to test for Do3 vulnerabilites.

Distributed Denial-Of-Service Attack

In a distributed dewial-of-sevvice ([NIo%) attack, the attacking computer hosts are often zombie computers
with broadband comnections to the Internet that have been compromised by viruses or Trojan horse programs
that allow the perpetratar to r:mm::|r contral the machine and direct the attack,u{::n thmug]'l a botnetidosnet.
With such slave or bot hasts, the services of even the largest and best-connected Web sites can be denied.

Conducting a Denial-Of-Service Penetration Test

Launching a DS attack can have a negative impact on the business of an organization. Therefore, prior m
verifying a vulnerability to a Do attack by actually launching it, the penetration testing team should check
with the dient.

The result of the attack can lead to a koss of reputation along with economic losses. A successful DioS attack
can disable computers and, subsequently, an entire network. An attack launched by a moderately configured
system can crash PCs that are of high value.

The fallowing steps should ke followed when conducting a Do penetration test:

. Test heavy loads on the server.

. Check for systems and devices vulnerable to oS attacks.
. Runa YN attack on the server.

. Run a port-floading attack on the server.

. Run an IF fragmentation attack on the server.

. Run a ping of death attack.

I T S PR A

Run a Teardrop attack.

Run a smurf (ping flooding or ECMP storm) attack.

Run an e-mail bomber on e-mail servers.

. Flood the Web site forms and guesthook with bogus entries.

. Place huge orders on e-commerce gateways and cancel before reaching the payment screen.

- O % m

Step 1: Test Heavy Loads on the Server

Load testing is performed by putting an artificial [oad on a server or application to test its stability and perfor-
mance. It involves the simulation of a real-time scenario. A Web server can be tested for load capacity using the

following tools:

* Web Application Stress {WAS) tood: The WAS tool was designed to measure the stress on a Web
application. It simulates the real-time scenario in which a large number of users make requests to a Web
application. Web application developers use WAS to gauge their applications in extreme conditions.

It can help the developer estimate the stability and performance of an application. WAS creates a real-
time testing environment for Web applications.

* [Meter: [Meter is an open-source Web application load-testing tool developed by Apache. This ool
is written entirely in Java. so it can be fully imtegrated with Java Web applications. [Meter is used o
measure the performance and stability of a Web application.
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Conducting a Denial-Of-5ervice Penetration Test 13

® Testload: TestLoad is an automated load-testing toal for IEM iSeries servers. [t is used to acoomplish
the following goals:

* Imitate original system performance
= Place an artificial load on the network

= Monitor and capture server jobs and batch activity

Step 2: Check for Systems and Devices Vulnerable to DoS Attacks

The penetration tester should check the system for a Do& attack vulnerability by scanning the network. The
following tools can be used to scan networks for vulnerabilities:

* Mmrap: Mmap is a toal that can be used to find the state of ports, the services running on those parts,
the operating systems, and any firewalls and filters. Mmap can be run from the command line or as a
GUI application.

= GFI LANpuard: GFI LANguard is a security-auditing tool that identifies valnerabilities and suggests
fixes for nerwork vulnerabilities. GF1 LAMguard scans the network, based on the 1P addressirange of
IF addresses specified, and alerts users about the vulnerahilities encountered on the target system.

®  Messus: Nessus is a popular open-source scanning tool that can determine the vulnerahbilities in a system.

Step 3: Run a SYN Attack on the Sarver

A penetration tester should try to run a S¥YM attack on the main server. This is accomplished by bombarding
the target with connection request packets. The following toals can be used to run 5¥YM artacks:

= Trinoo: The Trinoo utility launches coordinated UDP flood denial-of-service attacks from many
sources. It consists of a large number of servers, or masters, and a large number of clients, or daemons.
An attacker using the Trinoo network connects to a Trinoo master and instructs the master to launch
a denial-of-service attack against one or more 1P addresses. The Trinoo master, in turn, communicates
with the daemons, giving instructions to attack one or more IF addresses for a specified period.

® Tribe Fleod Metreerk: The Tribe Flood Metwork (TFM) is a distributed tool used to launch coordinated
denial-of-service attacks from many sources against one or more targets. Apart from generating UDP
fload attacks, a TFN network also generates TCP 5Y M flocds, ICMP echo request floods, and ICMP
directed broadcast denial-of-service attacks. TFM has the capability to generate packets with spoofed
source [P addresses.

= Symful: The Synful tool can send YN packets to particular ports and target IF addresses from spoofed
source [P addresses and ports. The following command is used to execute this toal:
synful <target _ [Pr <ports= smumber _ of _ timess
= fymk4: Synk4 is a Do5 artack tool that mainly targets TCFIP networks. The Synk4 tool can perform

random IF spoofing by sending 5¥ M messages to a specific range of ports. The following command is
used to execute this mwol:

synkd «=srclPe ctarget  IPe <low _ poris <high _ poris

Step 4: Run a Port-Flooding Attack on the Server

Port flooding sends a large number of TCP or UDP packets to a particular port, creating a denial of service
an that port. The main purpose of this attack is to make the ports unusable and increase the CPU's usage o
100%. This attack can be carried out on both TCP and UPD pores.

The following tools can be used to conduct a port-flooding attack:

= Magtilete: Mutilate is mainly used to determine which ports on the target are open. This tool mainly
targets TCIIP networks. The following command is used to execute Mutilate:
mutilate <target _ [P <ports
® Fepsi§: The Pepsid tool mainly targets UDP ports and sends a specifiable number and size of datagrams.

This tool can run in the background and use a stealth option to mask the process name under which
it runs.
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Step 5: Run an IP Fragmentation Attack on the Server

Penetration testers can use an [P fragmentation attack to send a large number of packets to a system in order to
increase the system™s CPU utilization to 100%. This attack works in two ways. In the first method, the antacker
generates a large number of packets and sends all these packets simultaneously to the target system in order o
crash the s¥stem or network. In the secand methaod, the attacker sends p-z.dcn:l:: that are |:r\'\e:|.1ppm:'|._ aften causing
a denial of service in the receiver. The following tmals can be used to perform an 1P fragmentation attack:

* Symdrogp: This toal exploits Microsofts Y™ sequence number bug. The following command can be
used to execute this tool:

symdrop <srclPr <target _ [P> [-5 src_prt] [-t target  prt]
[-n number _ of _ packets]

* Jolt2: Jole? uses either ICMP or UDP traffic. This tool allows the user to specify both the target port
and IP address. If the user specifies the pore, Jolt2 will send UDP traffic; otherwise, it will send ICMTP
traffic to the port. The following command is used to execute this tool:

Jolt? -5 «srclPe -p ctarget _ ports ctarget _ [P=

Step 6: Run a Ping of Death Attack

Ping of death is a DoS attack in which the attacker sends a malformed or malicious ping message to the target,
causing a denial of service. This artack is performed by intentionally sending an 1CMP ping packet that is larger
than 65,536 bytes, which is the maximum size for an 1P packet. Many systems cannot handle packets of that
size, 5o they crash.

Step 7: Run a Teardrop Attack

A Teardrop attack invalves sending a large number of overlapping IF fragments to crash the operating, system.
The following tools can be used to perform a Teardrop attack:

* WinMuke: WinMuke (Figure 1-1) is a Windows DoS attack tool that exploits the out-of-band (00OB) bug
tar crash the target hosts. This tool attempts to crash the target system by sending more packets than it
cam hﬂ.n.d-lﬂ. IEﬂdlrl.S [0 a sysEem Crﬂ‘h..

* Sgpimg: Ssping sends a group of highly fragmented, overlapped ICMP data packets to crash the

target system.
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Figure 1-1  WinNuke can be used 1o perform Teardrop attacks.
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Step B: Run a Smurf (Ping Floading or ICMP Storm) Attack

A smurf attack involves sending ICMP ping requests to broadcase addresses, with the source IP address of the
request spocded to be the 1P address of the victim. When the wictim receives the request, it responds, broadcast-
ing the request to all hosts on the network, flooding the network with ICMP traffic.

Step 9: Run an E-Mail Bomber on E-Mail Servers

In this step, the penetration tester sends a lirge number of e-mails to test the target mail server. IF the server is
not protected or strong enough, it crashes. The tester uses various server tools that help send these bulk e-mails.
The fallowing tools are used to carry out this type of attack-

* Mai! Bomber: Mail Bomber is a server tool used to send bulk e-mails by using subscription-hased
mailing lists. It is capable of holding a number of separate mailing lists based on subscriptions, e-mail
messages, and SMTP servers for various recipients.

* Attaché Email Bomber: Attaché Email Bomber is a tool that allows 2 user to send a large number of
messages with attachments. Its script can be easily modified.

* Advanced Mail Bomber: Advanced Mail Bamber is able to send personalized messages to a large
mumber of subscribers on a Web site from predefined templates. The message delivery is very fast; it
can handle up to 48 SMTP servers in 48 different threads. A mailing list contains boundless structured
recipients, SMTF servers, messages, etc. This tool can also keep track of user feedback.

Step 10: Flood the Web Site Forms and Guestbook with Bogus Entries

In this step, the penetration tester fills online forms with arbitrary and lengthy entries. 1f an attacker sends a
large number of such bogus and lengthy entries, the data server may not be able to handle it and may crash.

Step 11: Place Huge Orders on E-Commerce Gateways and Cancel
Before Reaching the Payment Screen

A payment gateway is an electronic service used by e-commerce establishments to transfer money securely.
Payment gateways provide an interface for credit card processing and other forms of electronic money transfers.
This service encrypts confidential information such as credit card and bank account mumbers so that the infor-
mation is assured security during the transaction process.

The penetration tester should enter huge orders to test the application for various factors such as capacity,
stability, performance, and robustness. 1f the application is well protected or strong encugh to accept huge val-
ues, then an error message will be displayed. Otherwise, the application will crash. The tester should make a
repart of how the application responds to the various tests conducted on it.

Web Testing Tools

155 Internet Scanner

The [55 Internet Scanner tool {Figure 1-2) scans the host’s systems to determine if they are vulnerable to a variety
af Do5 conditions and attacks. This toal also provides background information on the attacks.

Mercury QuickTest Professional

Mercury QuickTest Professional offers a solution for functional test and regression test automation. Mercury
Cuick Test Professional implements the concept of keyword-driven testing to reduce the process of test creation
and maintenance. This approach provides access to the core test and ohject properties by means of an incor-
porated scripting and debugging environment. QuickTest Professional is useful for both technical and non-

technical users.

FlamaThrower Stress-Testing Tool

FlameT hrower is a validation solution for networks that provides network management solutions. It provides
a way for advanced testing, independent of extensive scripting input. FlameThrower simulates numerous users
accessing a site from numerous network segments. [0S solutions can be tested uwsing FlameThrower by creating
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Figure 1-2 The |55 Internet Scanner can detect DoS sulnerabilities.

typical and nontypical user koad situations with attack signature generators. FlameT hrower integrates denial-
of-service attack loads that can test the capabilities of 1D5 and firewall solutions.

Avalanche

Avalanche replicates user behavior and the application infrastructure. It overcomes the need for an expensive
testing infrastructure by integrating the behavior of multiple users, up to 2 million, into a single device. Ava-
lanche works in synchronization with Reflector test appliances to provide accurate multiple protocol responses
to generated requests. The integrated systems test the capacity of any device or network connected between
theem.

Avalanche includes the following capabilities:

* Facilitates Web services testing and imtegrates multiple Web browsers and user behavior patterns

* Confirms protection against viruses and DDo8 attacks

* Provides integrated statistics in a single report, and exports them into JFEG, FDF, or HTML formats

Avalanche Analyzer

Avalanche Analyzer |{Figure 1-3) is a reporting tool that allows osers to evaluate the data generated by the
Avalanche testing tool. The data are represented in the form of graphs and reports. Avalanche Analyzer facili-
tates the analysis of multiprotocol tests by supporting protocols such as HTTF, 551, and RTSFYRTP POP3. k
employs the SMMP data for identifying the relationship between user response times detected by Avalanche
and the performance of the user's network devices and servers. Avalanche Analyzer displays real-time statistics
produced by Avalanche for critical variables across all protocols. Infrastructure can be determined while testing
is In progress.

Pylot
Pylot (Figure 1-4) is used for testing the performance and scalability of Web services. This tool is useful for
running HTTP load tests, which are used for capacity planning, benchmarking, analysis, and system tuning.
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Figure 1-4 Pylot tests the performance and scalability of Web services.
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Figure 1-5 wPerfarmer assesses the performance and scalahility of Web applications.

Pylot generates concurrent load {HT TP requests), verifies server responses, and produces reports with metrics.
Test suites are executed and monitored from a graphical user interface (GUI).
Pylot indudes the following features:

* Mulbtithreaded load generator

* HTTP and HTTPS [551) support
* Execution/manitoring console

* Real-time statistics

vPerformer

vPerformer |Figure 1-5) assesses the performance and scalability of Web applications. This tool measures the
performance characteristics of an application by generating automated test scripts. ¥Performer enables the user
to monitor the state of any associated external component that influences the behavior of an application. These
companents include Web servers, application servers, database servers, operating systems, network devices, and
SMMP implementations.

vPerformer includes the following features:

* Daes not a require a programming background
* Flexibility of distributed testing with a single point of control

* Support for mubtiple platforms, browsers, ‘Web servers, application servers, and database servers over a
LAN or WAN

Curl-Loader

Curl-Loader generates application load and behavior of thousands of HTTHHTTPS and FTPFTPS clients,
each with its own IF address. This tol is useful for performance loading of various application services, testing
Web and FTF servers, and generating traffic.
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Figure -6 Gomez Reality Load XF is an on-demand load-testing tool

Cur-Loader includes the fallowing features:
® Supports HTTP L1 GET, POST, and PUT, including file upload operations

* Supports HTTP Web and Proscy Authentication [HTTF 401 and 407 responses| with Basic, Digest,
and NTLM

Full customization of client request HTTHFTF headers

= URL fetching probability

* HTTP cookies and DMS caches

® Transfer limit rate for each client download or upload operation on a per-URL basis
* Connection establishment timers for each URL

Gomez Reality Load XF

Gomez Reality Load XF (Figure 1-6] is an on-demand load-testing tool that generates a real-world simulation
af the actual traffic conditions produced by end wsers. External load tests minimize this risk and should be per-
formed each time a new application is deployed, or whenever an important change or upgrade has been made

to the operational infrastrocture.

StressTester

Stress Tester (Figure 1-7) is an enterprise load- and performance-testing tool for Web applications. [t monitors as
many of the resources of the system under test as required. StressTester includes the following features:

¥ Feroscripting
® Suitable for any Web, [MS, IF, or 5QL application
= Operating system independent
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Figure 1-7  StressTester is an enterprise load- and performance-testing tool
for Web applications.

The Grinder

The Grinder is a Java load-testing framework freely available under a BSD-style open-source license. It orches-
trates activities of a test script in many processes across many machines, using a graphical console application.
Test scripts make use of Java plug-ins. Most users do not write plug-ins themselves; instead, they use one of the
supplied plug-ins. The Grinder comes with a mature plug-in for testing HT TP services, as well as a tool that
allows HT TP scripts to be automatically recarded.

Proxy Sniffer

Froxy Sniffer is a Web load-testing and stress-testing ol It includes the following capabilities:
* HTTMS Web sesion recorder that can be used with any Web browser
* Automatic protection from false-positive results by examining actual Web page content

* Detailed error analysis using saved error snapshats and real-time statistics

FunkLoad

FunkLoad is a Web load-, stress-, and functicnal-testing tool written in Python and distributed as free software
under the GNU GPL. FunkLoad emulates a Web browser [single-threaded), provides HTTPS support, and
produces detailed reports in the ReST, HTML, and PDF formats.
Loadea
Loadea is a stress-testing tool that includes the following modules:

*  Captare module provides a development environment and utilizes C# scripeing and XML-based data.

* Control module defines, schedules, and deploys tests, defines rumber of virtual users, and more.

* Analysis module analyzes results and provides reporting capabilities.
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LoadManager

LoadManager is a load-, stress-, stability-, and performance-testing toal from Alvicom. It runs on all platforms
supported by Edlipse and Java, such as Linux and ‘Windows.

Testload

TestLoad is an automated load-testing solution for IEM iSeries servers. Rather than placing an artificial load on
the network, it runs natively on the server, simulating actual system performance and capturing batch activity,
server jobs, and green-screen activity.

Neoload

Neoload is a load-testing tool for Web applications that allows users to design complex scenarios to handle
real-world applications. MeoLoad includes the following features:

= Dhata replacement

* Data extraction

® System menrbors

= 551 recording

= FOF and HTML reparting
= IF spoofing

PowerProxy

PowerProxy is a Windows-based HTTFHTTPS proocy that has a range of basic load-testing features to test Web
servers and show debupging information about every request and response received or sent.
HostedToolbox

Hosted Toolbox is a hosted load-testing service that features browser-based test script recording, with no down-
loads or system requirements. It works with any client or server, and is executed from a distributed infrastruc-
ture with servers in multiple locations.

Test Complete Enterprise
Test Complete Enterprise is an automated test tool with Web load-testing capabilities.

WebPartner Test and Performance Center

WebPartner Test and Performance Center is a test tool for stress tests, load performance testing, trans-
action diagnostics, and Web site monitoring of HTTIRFHTTPS Web transactions and XMLSOAFWSDL
Weh services.

QTest

(JTest is a Web load-testing tool that supports all Weh, Web service, [2EE, MNET, ASF, AJAX, CGL, and Main-
frame Partal environments and, in particular, complex Web applications like Siebel, SAF, and Epiphany.
(JTest includes the following features:

* Cookies managed natively

* HTML and XML parser

= Allows display and retrieval of any element from an HTML page or an XML flux in test scripts
= Option of developing custom monitors using supplied APIs

LoadDriver
LoadDiriver is a load-testing tool that directly drives multiple instamces of Internet Explorer, rather than simu-
lating browesers. It supports browser-side scriptsfobjects, HTTP 10011, HTTPS, cookies, cache, and Windows
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authentication. Tests can be scriptlessly parameterized with data from text files or custom ODBC data sources
for the following parameters:

* Individual user 100 and password
* Page to start

* [ata to enter

* Links o dick

* [nitial cache state

SiteTester1

SiteTester] is a load-testing tool. It allvws users to define requests, jobs, procedures and tests, HTTPLO7L.1-
compatible requests, POSTIGET methods, and cookies. It can be run in multithreaded or single-threaded mode.
Reports are generated in HTML format, and the ool maintains and reads XML-formatted files for test defini-
tions and test logs.

httperf

httperf is a Web server performance/benchmarking tool. It provides a flexible facility for generating various
HTTP workloads and measuring server performance.

MetworkTaster

Metwork Tester passes real user traffic, i:|1|:|udin.g DMS, HTTP, FTP, NNTT, streaming media, FOP3, SMTF,
MFS, CIFS, and IM through access authentication systems such as PPPOE, DHCP, B02.1X, and 1P5ec, as
DECESsAry.

MetwarkTester includes the following features:

* Unlimited scalahility

* GUI-driven management station

* Mo scripting

* Open API

* Errors isolated and identified in real time

* Traffic monitored at every step in a protocol exchange (such as time of DNS lookup and time to log on
o server)

*  All transactions logged
* Detailed reporting

WAPT

WAPT is a Web load- and stress-testing tool with the following features:

* Handles dynamic content and HTTPS/S5L
* Support for redirects and all types of proxies
* Clear reports and graphs

Microsoft Application Canter Test

Microsodt Application Center Test is a toal for stressing Web servers and analyzing performance and scalabilicy
problems with Web applications, including ASF, and the components they use. It supports several authentication
schemes and the 551 protocol for use in testing personalized and secure sites. The programmable dynamic tests
can also be used for functional testing.

ANTS Load

ANTS Load is a load- and stress-testing tool focused on (WET Web applications, incluoding XML Web
services. It generates multiple concurrent users via recordable Visual Basic .NET scripts and records the user
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experiences. At the same time, performance counter information from Windows systems is imtegrated into
tj'l! TEl'uhl.

Apache IMeter

JMeter is a Java desktop application from the Apache Software Foundation designed to load-test functional
behavior and measure performance. [t can be used to test performance on static and dynamic resources (files,
servilets, Perl scripts, Java objects, databases and queries, FTT servers, and more|. JMeter can generate a
graphical analysis of performance or test serveriscriptiobject behavior under heavy concurrent load.

TestMaker

Testhlaker is a free open-source utility used for performance, scalability, and functional testing of Weh
applications. It includes the following features:

= XML-based scripting language
* Library of test objects to create test agents
* Capahility to check and monitor e-mail systems using SMTF, FOP3, and IMAP protocols

Siege
Siege is an open-source stressregression fest and benchmark utility that allows users to stress many URLs
simultaneously. Siege includes the following features:

® Supports hasic authentication, cookies, and HTTF and HTTPS protocols
= Enables testing a Web server with a configurable number of concurrent simulated users

* Siresses a single URL with a specified number of simulated users or stresses multiple
URLs simultaneously

= HReports total number of transactions, elapsed time, bytes transferred, response time, transaction rate,
concurrency, and server response

Web Polygraph

Weh Polygraph is a benchmarking toal for caching proxies, origin server acceleratars, L7 switches, and other
Web intermediaries.

Open5TA

COrpen System Testing Architecture is a free open-source Web load/fstress-testing application licensed under the
GMNU GPL. It utilizes a distributed software architecture based on CORBA.

Pureload
Pureload & a Java-based multiplatorm performance-testing and  analysis tool  that includes the
following features:

* Dynamic input data
® Scenario editor/debugger
* Laoad generation for single or distributed sources

ApacheBench

ApacheBench is a Perl AP for Apache benchmarking and regression testing. It is intended as a foundation for
a complete benchmarking and regression-testing suite for transaction-based mod_per] sites. It can be used for
stress-testing a server while verifying correct HT TP responses.

Torture

Torture is a simple Ped script for testing Web server speed and responsiveness, and the stability and reliability
of a particular Web server.
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eValid

eValid is a Weh-testing tool that uses a test engine with the following functions:
* Erowser-bhased client-side quality checking
* Dvnamic testing
* Content validation
* Page performance tuning
* Web server loading
* Capacity analysis
WebSuite

WehSuite is a collection of load-testing, captureiplayback, and related tools for performance testing of Web sites.
WehSuite includes the following modules:

* Webcorder

* Load Director

* Report Generator
* Ratch Manager

Forecast

Forecast is a load-testing tool for Weh, client-server, network, and database systems. Forecast includes the
following Features:

* Proprietary, Java, or Cet scripting

* Windows browser or network recording/playback

* Metwork traces can also ke taken from more than 15 third-party tracing tools
* Virtual user data can be parameterized

* Works with a wide variety of platforms

http-Load

http-Load is a free load-testing application that is used to generate Web server loads. It can handle both HTTP
and HTTPS.

SilkPerformer
SilkPerformer is a koad-testing tool that can simulate thousands of users working with multiple protecols and

computing environments. It allows administrators to predict the behavior of e-business environments before an
application is deployed, regardless of size and complexiry.
LeadRunner

LoadRunner is a load-testing and stress-testing, tool for Web applications and ather types of applications. It
supparts 2 wide variety of application environments, platforms, and databases, and includes a large suite of
netwark, application, and server momitors to enable performance measurement of each tier, server, and compo-

ment, and the tracing of battlenecks.

Java Test Tools
JavaCow

JavaCow is a J2SE/2EE coverage-testing tool that specializes in testing to MC/DC [Modified Conditiont
Deecision Coverage| depth. JavaCor includes the following features:

* Eclipse plug-in

* Report generation into HTML and XML
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= Apache Ant integration
® Support for test automation

Jameleon

Jameleon is an open-source automated testing harness for acceptance-level and integration testing written in
Java. This tool separates applications into features and allows those features to be tied together independently,
in XML, creating self-documenting automated test cases. These test cases can then be data-driven and executed
against different environments.

Agitator

Agitator is an automated Java unit-testing tool. It creates instances of classes being exercised, calling each
method with selected dynamically created sets of input data and analyxing the results.

PMD

PMD is an open-source tool that scans Java code for potential bugs, dead code, duplicate code, etc. It works
with a variety of configurable and modifiable rule sets and integrates with a wide variety of IDEs {integrated
development environments).

Jlint

Jlint is an open-source static analysis tool that checks Java code and finds bugs, inconsistencies, and synchroni-
zation problems by performing data flow analysis.

Lintdj

Lint4j is a static Java source and byte code analyzer that detects locking and threading ssues, as well as perfor-

mance and scalability problems, and checks complex contracts, such as Java serialization, by performing type,
data flow, and lock graph analysis.

FindBugs
FindBugs is an open-source static analysis tool used to inspect Java byte code for oocurrences of bug patterns,

such as difficult language features, misunderstood AT methods, misunderstood invariants when code is modi-
fied during maintenance, simple mistakes such as typos, and use of the wrong boolean.

Checkstyle

Checkstyle is an open-source tool used for checking code layout issues, class design problems, duplicate code,
and bug patterns.

lava Development Tools

AppPerfect Test Studio

AppPerfect Test Studio is a suite of testing, tuning, and monitoring products for Java development. It includes
the following types of tools:

® Unit tester

* Code analyzer

= Java/]2EE profiler
QEngine
(JEngine is a platform-independent test automation tool for Java application functionality, Java AFL, SOAT,
regression, and Java application performance testing, as well as Web functionality and Web performance testing.
GlTester

] Tester s a Java unit, regression, and contract (black bax| testing tool that enables test case and test scripe
development without programming. This tool allows the user to test private and protected functions and server
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196 Chapter |

application maodules without implementing test clients. It is useful for testing CORBA, RMI, and other server
technalogies as well.

gftestJUl

gftest] Ul is a recordingfplayback test tool used for the creation, execution, and management of automated Java!
Swing application tests. It includes a natural user interface, scripting capabilities, and a component recognition
algorithm that takes into account a variety of attributes. Recorded GUI elements, user actions, and associ-
ated data are auromatically integrated into an editable tree view reflecting the hierarchical structure of the
application’s GUL

Cactus

Cactus is a simple open-source framework for unit-testing server-side Java code (serviets, E]Bs, tag libraries,
filters, etc ). Its intent is to allow fine-grained continuous testing of all files making up an application through
an in-container approach.

JunitPerf

JUnitPerf allows performance testing to be dynamically added to existing [Unit tests. It enables guick
composition of a performance test suite, which can then be run automatically and independent of sther [Unit
tests. [t is intended for use when there are performancefscalability requirements that require rechecking while
refactoring code.

Koaleg Code Coverage

Koalog is a code coverage analyzer for Java applications. Its features include in-process or remote coverage
computation, the capability of working directly on Java method hinaries (no recompilation), predefined |XML,
HTML, LaTex, C5V, text) or custom report generation, and session merging to allow for compilation of overall
results for distinct executions.

Abbot lava GUI Test Framework

Abbot Java GUI Test Framework provides automated event generation and validation of Java GUI components,
improving upon the very basic functions provided by the java.awt. Robot class. The framework may be invoked
directly from Java code or accessed without programming through the use of scripts via Costello, a scripe editor!
recorder. It is suitable for use by both developers for unit tests and QA for functional testing.

Java Tool Suite from Man Machine Systems
This suite includes the following tools:

* JEiyle: A Java source analyzer used to generate code comments and metrics such as inberitance depth,
cyclomatic number, and Halstead measures

* JPretty: Reformats Java code according to specified options

* [Cover: Test coverage analyzer

* [Verify: Java classiA Pl testing tool that uses an invasive testing model, allowing access to the internals of
Java objects from within a test script, and utilizes o proprietary OO scripting language

* JMSAssert: A tool for writing reliable software

* JEeodve: Anintelligent Java code evolution analyzer that automatically analyzes multiple versions of a
Java program and shows how various dasses have evalved across versions

* [SynTest: A syntax-testing tool that automatically builds a Java-based test data generator
IProbe Suite

This suite is a collection of Java debugging toals that includes the following tools:
* Probe Profiler and [Probe Menrory Debupger: Used for finding performance bottlenecks

II.'II:1 m!m:«' ]Hh:!
* |Probe Coverage: Code coverage tool
* Probe Threadalyzer: Used for finding deadlocks, stalls, and race conditions
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Krakatau Professional for Java

Krakatau is a software metrics tool that includes more than 7,000 procedural, complexity, and size metrics
related to reusability, maintainability, testability, and clarity. It inclides cyclomatic complexity, enhanced
cyclomatic complexity, Halsteads software science metrics, LOC metrics, and MOOD metrics.

Optimizelt
Orprimizelt is a profiler, thread debugger, and code coverage tool suite.

DevPartner Java Edition

DewFartner Java Edition is a debugging/productivity tool used to detect and diagnose Java bugs and memoary
and performance problems. It includes thread and event analysis as well as coverage analysis.

Chapter Summary

The purpose of performing a Do% attack is to reduce the performance of o Web site or to crash the site.
Do’ and D30aS attacks are similar. The main difference s that DDwS is a distributed attack, wherein the
attack is launched from various unsuspecting sources.

A Do5 artack can have a negative impact on the business of an arganization.

Artackers may try to flood a network, thereby blocking legitimate network traffic.

Laoad testing is the process of putting an artificial load on a server or an application to test its stability
and performance.

A penetration tester should check a system for a Do% attack by scanning the network.
Penetration testers should try to run $¥ M attacks on the main server.

Ping of death is a Do% attack in which the attacker sends a malformed or malicious ping message to the
target, causing a denial of service.
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Password Cracking Penetration Testing

Objectives
After completing this chapter, you should be able to:

Find legitimate wser |05

Extract passwords from Windows and Linux system flles
create a profile to guess a password

Bulld & dictionary list

Run dictionary and brute-force attacks

Break passwords with software tools

Sniff dear text passwords

Key Terms

Bruta-force attack  an attack that tries each set of possible groupings of every number, letter, and
special character until a password is discovered

Dictionary attack 2 password cracking attack that tries every word in a specific dictionary or
weord list to find an unknown password

Hybrid attack  an attack that tries to find a changed password by adding combinations of
numbers and symbols to a previoos password

Shoubder surfing  watching a user’s keyboard or screen while he or she is logging in or entering
confidential information

Social anginearing  the process of obtaining desired information by manipulating people

Introduction to Password Cracking Penetration Testing

Passwords protect computer resources and files from unauthorized access by malicious wsers. Using
passwords is the most effective way to protect information and to increase the security level of a
company. Companies use a combination of passwords and user 1Ds to protect their resources from

21
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2.2 Chapar 2

intrusions by hackers and thieves. Hackers use sophisticated tools to uncover the passwords of Web applications
and exploit systems. They use various methods to gain access to a system, such as manual login attempts and
dictionary-based attacks.

Some system software products use weak or no encryption to store and/or transmit their user IDs and passwords
fram the client to the server. This may lead to theft of data or use of computer resources by unauthorized users.
One of the leading causes of network compromise is the use of easily guessable or decipherable passwords.

Password Cracking Techniques

Social Engineering

This technigue is the easiest way to crack a password. In social engineering, attackers take advantage of people
to gain persenal information. The information can be items swch as date of birth, name of pet, shopping habits,
and so on. Hackers can use this information to guess passwords. A hacker may act as if he or she is calling from
an important erganization or from tech support and may ask for a password or other information. These types
of attacks can be prevented through training and raising employes awareness. Trained users spot attacks and
respand accardinghy.

Shoulder Surfing

Shroulder surfing is simply watching either a user’s keyboard or screen while he ar she is logging in or entering
confidential information. In this type of attack, the attacker must ke near the user. This type of attack can be

prevented by exercising caution when entering passwords. When entering a password, users should be aware of
nearby onlookers and shield the keyboard from view.

Password Cracking Software

Mowadays, many password cracking tools are available that try a large number of different combinations of
letters and numbers to crack passwords. Some password cracking software uses sophisticated algorithms to

penerate pa:mnrﬂg and ather software attempes tos crack pa::mﬂs I!:f EXamining the hashed p:ssuwd stored
on disk or sniffed from the network.

Inference

Inference may seem like an ineffective method, but it can be a very effective means o hacking someone’s pass-
word. Inference is the method of guessing the password of a user that an attacker has information about. The
information could be date of birth, favarite TV show, a pet’s name, or a phnm: number. The hest way b avaid such
attacks is to educate users. Administrators can require that users use strong and secure passwords that cannot be
broken easily. They can make sure that passwords are a combination of letters, rumbers, and special characrers.

Use of Older Operating Systams

Hackers often exploit the use of alder operating systems to bypass password authentication. Orperating systems
such as Windows #x and Windows ME do not require passwords to log in. The only way o aveid these types
of attacks is to switch to a more trusted and powerful operating system.

Types of Password Cracking Attacks
Dictionary Attack

A dictionary attack uses every word in a specific dictionary or word list to find an unknown password. In
this attack, a large list of words is tried in rapid succession until the password i found. Many password crack-
ing utilities wse different dictiomaries. Attackers can create their own dictionaries or download them from the
Imternet.

Brute-Force Attack

A brute-force atfack can crack any password, but it takes time. It tries each set of possible groupings of every

mumber, letter, and special character until the password is discovered. It can take time, depending on the
passwaord complexities and the speed of the computer.
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Staps in Password Cracking Penetration Testing 2.3

Hybrid Attack

A bybrid atfack tries to find a password by adding combinations of numbers and symbaols to a previous pass-
word. When users change their passwords, they sometimes simply add some number to the end of their previ-
ous password. Such passwords are easy to crack and can be hacked easily. Thus, it is important to change the
password completely rather than only changing it partially.

Steps in Password Cracking Penetration Testing

. Obtain a valid user 1D,

. Extract fetcfpasswd and fetc/shadow files from Linux systems.
. Extract 5AM file from Windows machines.

. Identify the target person’s personal profile.

. Build a dictionary of word lists.

. Brute-force passwords.

. Use automated password crackers to break password-protected files.

Step 1: Obtain a Valid User ID

A valid user 10 must be obtained before finding a password. Companies often use a variation of an employes's
first name and last name to create user [Ds. An example of the specific format used at the target organization
can generally be found on the organization’s Web site where contact information is listed. This format can then
be applied to the targeted individual.

Ohbtaining a copy of the organization’s internal telephone directory is anather way to find user IDs. Vendors
are often given generic user IDs and passwords to perform remote transactions. These types of user [Ds and
passwords generally have something to do with the software or project being worked on.

[ - P S PP

Step 2: Extract fetc/passwd and /etc/shadow Files from Linux Systems

There are mamy ways o store account information on a Linux system. [t can be stored as a file that can m]y
be read by the root user, or it can be stored in a one-way hash format. The password file for Linux is located in
fetr and is a text file called passwd. By default, this file is readable by amyone on the system and could thus be
a security vulnerability.

Shadowe password format is another method for storing password or account information. The risk factor
is less in shadow password format, as the file fetoshadow is readable cnly by the root user, and it contains the

actual encrypted passwords along with additional information about the account. The following features are
ﬂ.d.d!d [1=] lhE ‘h'h ]H.s!wul.‘d {um't:

® Login defanits: These are set in a configuration file (fetc/login.defs).

= Utilities for adding, modifying, and deleting user accounts and groups
= Fassword expiration and aging

* Aceount expiration and locking

* Control of user’s password selection

® Dial-up passwords

Linux Password Example
nomad : HLNrZ3VEETFZ: 501 : 100:51imple Nomad:/home/nomad /bin'bash
Linux passwords use the following fields:
* Usermamre: This field contains the account™s username. Usernames are case sensitive.
® Password: This is the one-way-encrypred password.
= User I This field contains a numerical user 1D, User 1Ds are usually assigned by the adduser utility.
* Growg [1: This is the primary group 1D of the user.
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2.4 Chapar 2

-

Uzer information: This field is used to store any extra information about the user.

Home directory of user: In this example, fhome/nomad is the directory where the user’s personal files
and Weh pages are stored.

Shell accoumt of wser: In this example, this field is set to thin/bash, which means the user defaults to
using, the bash shell.

Linux Shadow File Example

In Linux, the jetcishadow file stores the real password in encrypted format for the user'’s account with
added properties associated to the user’s password. The example below shows the various fields in the Jetc
sshadow file:

¥ivek: $1ifnffcbioeyHd 1opCOFFEXA0waS: 13064 :0:90850 .7

The fallowing are the fields in this example

-

-

-

Vivek: Account username; typed in at the login prompt
$18fnffcSCreyHdicp GO X X40ur#5: The encrypted password for this account
130064 Last time the password was changed

: Minimum number of days required between password changes

2e808: Maximum number of days the password is valid

7: The number of days the user is warned before the password expiration date

Step 3: Extract SAM File from Windows Machines

Windows 20000KP passwords are stored in ciwinntsystem 32%onfighSA M. The following tools can be used to
extract this file:

-

-

SAMDUMP

pwdump
LophtCrack

Extract Backup of SAM/Emergency Repair Disk

Sometimes, a Windows application stores passwords in a backup SAM file in the etwinntirepair directory.
Some Windows applications store passwords in an emergency repair disk. Attackers can check both of these
for duplicate root UID entries and wse the pwdump and John the Ripper tools to extract the passwords from
these files.

Check Registry

Manmy Windows applications store passwords in the registry file or on the hard drive as plaintext. Any attacker who
has access to the registry files and who has some knowledge about the registry can easily get these passwords.

Check the Microsaft Server Message Block (SMB) Protocol

The Microsaft Server Message Block [SMBE) protocol is used for file and print sharing. Attackers can run the
MetBIOS Auditing Tool |NAT| and extract the passwords using the following command:

mat -u userlist.txt -p passlist txt <IP _ addresss.

WAT can crack the password of the administrator by using a default list of passwords, as shown in Figure 2-1

Check the Active Directory Database

Some Windows applications store the passwords in the Active Directory database files. These files are stored
locally. Any person who has the access to these files can easily ger the passwords.
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Figure 2-1 The NetBIOS Auditing Tool (MAT) can be used to extract passwords.

Step 4: Identify the Target Person’s Personal Profile
Guessing an individual’s password can be facilitated by creating a profile with information on that person.
Perscmal information could include the following items:

* Telephone numbers

= Birthday, anniversary day, and special occasions

® Favorre movies, music, sports, bhaoks, and cartoon characters

* Education and interests

® Parents, relatives, and kids” names

* Project working on

All these pieces of information can be used to crack a passwaord, because they are often used to create pass-
words. In light of this, the following parameters should be kept in mind while creating a password:

® Fasswords should contain at least eight characters.

= Fasswords should always be a combination of alphamumeric characters and symbals.

* Passwords should be changed at regular intervals.

Step 5: Build a Dictionary of Word Lists

Attackers can build a word list based on the information from the personal profile created in Step 4. Dictionary
Maker is software that can be used to create 2 word list by extracting words from multiple source text files.
Passlist is anather example of this type of software.

Step 6: Brute-Force Passwords

Attackers can run dictionary and brute-force attacks o crack passwords. The following tools can be used o
run these types of attacks:

= Brutus

= LiphtCrack

* Blunga Bunga

= Fassword Cracker
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.6 Chapar 2

Step 7: Use Automated Password Crackers to Break Password-Protected Files

Automated password cracking tools systematically guess passwords. The following tocls can be used o crack
passwaords:

-

-

-

-

-

-

Brutus

Cerberus Internet Scanner
CyberCop Scanner

[nactive Account Scanner
MetBIOS Auditing Tool (MAT)
LophtCrack

John the Ripper

SAMDUMP

pwdump

Webcrack

Extract Clear-Text Passwords from an Encrypted LM Hash

LM hashes contain clear-text passwords that are extracted from the end system's running window, as shown in
Figure 2-2. Attackers can use the Cain & Abel toal o discover clear-text passwords from an encrypeed LM hash.

Sniff Clear-Text Passwords fraom the Wire

Passwords can be sniffed from the wire by using tools such as dsniff. dsniff is a collection of tools for network audit-
ing and penetration testing, dsniff, filesnart, mailsnarf, msgsnarf, urlsnarf, and webspy passively monitor 2 network
for interesting data [passwords, e-mail, files, etc.). arpspoof, dnsspoof, and macof facilitate the interception of
network traffic normally unavailable o an attacker. sshmitm and webmitm implement active man-in-the-middle
[MITM) actacks against redirected 55H and HTTPS sessions by exploiting weak bindings in ad hoc PEIL

Replay Attacks to Crack Passwords

Replay attacks are similar to MITM attacks. In these attacks, the packets sent to the server for authentication
can be hacked with the help of monitoring tools. The communication can be changed or intercepted by the
hacker sa that next time the user will not ger the chance to log into the system. Attackers use tools like Ethereal,
Tepdump, and WinDump, which are network analyzer or sniffer tools.

e ——
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Figure 2-2 LM hashes contain dear-text passwords that can be extracted with the
use of Cain & Abeel,
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Tecls 7

Tools

SAMInside

This program |Figure 2-3) extracts Windows MT/20M0 2003 usernames and passwords. SAMInside in-
cludes six types of password artacks: brute-force attack, distributed attack, mask attack, dictionary attack,
hybrid attack, and precaboulated rainbow tables attack.

Dictionary Maker
Dicticnary Maker (Figure 2-4) extracts all words from source text files and puts them into an output dictionary
(word listy used for password recovery. Duplication of any keyword is eliminated in this tool.

Figure -3 SAMInside extracts Windows usernames and passwords.

Fedbw{el_ | Clew ik sue | Lanzel || i epaedt

= 3 | About
fox 4

Figure 3-4 Dictionary Maker extracts words from source text files and puts them
imto an owtput word list for password recovery.
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Figure 2-5  Anti-Secure Ultimate Password Recovery shows all the passwords in the
ourrent Windows wser's password list file.

Anti-Secure Ultimate Password Recovery

Anti-Secure Ultimate Password Recovery |Figure 2-5) shows all the passwords in the current Windows user’s
passwaord lise [FW L file. Password list files are kept in the Windows directory and have a WL extension.

Chapter Summary

Passwords protect computer resources and files from unauthorized access. Companies use a combination
of passwords and user I1Ds to protect their resources against intrusions by hackers and thieves.

The passward file for Linux is hecated in Jetc and is a text file called passwd. By default, this file is
readable by anyone on the system and could lead to a security vulnerahility.

Ome of the keading cawses of network compromise is the use of easily guessable or decipherable passwords.

A brute-force attack can crack any password, but it takes time. It tries each set of possible groupings of
every number, letter, and special character until the password is discovered.

Companies often use a variation of an employee’s first name and last name to create user 1Ds.
Guessing an individual’s passwoard can be facilitated by creating a profile with information on that person.
Passwoards can be sniffed from the wire by using toals such as dsniff.
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Chapter

Application Penetration Testing

Objectives
After completing this chapter. you should be able to:

* Understand defects and fallures

= Perform requirements and design testing
= perform Web application testing

= Lse Web application testing toolks

Key Terms

Excaptiom when an error ocours in a Java environment

Principlo of laast privilege  the security concept that a user or system should only have the least
amaount af privilege to be able to perform the assigned task, and no more

Race condition  a situation that nocurs when various processes access and manipulate the same
data at the same time, and the cutcome of the process depends on the specific order in which the
access takes place

Trap sassion 2 dummy session in a session fixation artack

Introduction to Application Penetration Testing

Application testing is an essential part of the software development process, helping to ensure error-
free and reliable software. This includes both software application testing and Web application
testing. Application testing involves meticulously testing every part of an application to check for
vulnerabilities. This chapter teaches you how to carry out application penetration testing,

Defects

Programmers usually make at least a few mistakes when creating a program. These mistakes can
potentially cause the programs to become dangerous. Defects come from mistakes in implementing
ER|
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3.2 Chapar 3

product specifications. For example, the specifications may indicate that an application must contain a
spell-check feature. 1f the final product does not contain the spell-check feature, that absence is considersd po
be a defect.

Defect identification costs are greater in the test and vsage phases. To reduce development costs and time,
developers should focus on preventing or eliminating defects before starting the testing process. This can be
difficult; on average, leading software developers produce software with about one defect for every 30,000 lines
of source code.

Defects Versus Failures

Testing is critical for any product’s success. A penstration tester tests the software to track down any defects. A defect
becames a failure if it causes an ernor in the program’s operation or negatively impacts a wser's experience. Mot all
defects tum into failures, but ot the same time, a single failure may ruin the usefulness of an entire application.

Requirements and Design Testing
Penetration testers should ask the following questions when performing requirements and design testing:
* Which users can access the program?
* Are there different user classes?
* Dwaes each user class have the correct privileges?

* Can a user of one class obtain additicnal privileges?

Web Application Penetration Testing

Web applications are generally a collection of scripts residing on a Web server and interacting with databases
or ather sources of dynamic content. These applications are useful for collecting, processing, and broadcasting
information owver the Internet. Programmers protect this data in several ways, such as formatting the data
elements in the HTTP requests wsing protocols that encode and hide the data elements. They also use Web
application environments such as ASF and PHF, which pass data on to the developer without allowing intruders
to track that data. Penetration testing identifies any issues with input validation and security.

To perform  penetration  testing on Web  applications, testers should follow the steps in the
following sections.

Step 1: Fingerprint the Web Application Environment

First, testers nesd to identify the Web application environment. They should gather information such as the
scripting language and Web server software in use, as well as the operating system of the target server.

Step 2: Investigate the Qutput from HEAD and OPTIONS HTTP Reguests

The header of any page returned from a HEAD or OFTIONS request will wsually contain a SERVER: string
detailing the Web server software version, and possibly the scripting environment or operating system in use.
The following s an example header returned from an OFTHONS requese:

OFTIONS F HITESL.D

HTTRA1.1 200 0K

Server: Milcrosoft-[15/5.0

Date: Wed, 04 Jun 2003 11:02:45 CMT

WS-fnrthor-Via: DAV

Content-Length: O

Accept-Ranges: none

DASL: <DAY:=sgls

nav: 1, 2

Public: OPTIONS, TRACE, GET, HEAD, DELETE, PUT, POST, COPY, NOVE, MECDL,
PROPFIND, FROFPATCH, LOCK, UNLOCE, SEARCH

Allow: OPTIONS, TRACE, GET, HEAD, COPY, PROPFIND, SEARCH, LOCKE, UNLOCK
Cache-Control: private
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iveb Application Penetration Testing 33

Step 3: Investigate the Format and Wording of Error Pages

Some application environments, such as ColdFusion, have easily recognizable error pages. These pages, such as
the 404 Mot Found error page, will often give away the software version of the scripting language in use.

Step 4: Test for Recognized File Types, Extensions, or Directories

Different Web servers respond differently to file requests, depending on if the servers recognize the file extensions
ar not. Common file extensions such as (ASP, _HTM, .PHP, and _EXE should he tested d‘u:ri:ng penetration
testing, Testers should watch for any unusual output or error codes.

Step 5: Examine the Source of Available Pages

The source code from the openly accessible ‘Web pages of the application fromt-end may provide clues as o
the underlying application environment. The following is an example of the source code from o Web page that
provides hints as to its environment:

wtitlexHome Page</ titles

=meta content="Milcrosoft Visoal Stodio 7.07 name="GEMERATOR =
wmeta content="C¥" nome="CO0E _ LANGUAGE =

wmeta content="JavaScript” nampe="vs _ defoultClientScript s

Step 6: Manipulate Inputs in Order to Cause a Scripting Error

In this step, testers inject commands directly into a URL to try to force a scripting error. For example,
Figure 3-1 shows a penetration tester manipulating the fremID variable.

Step 7: Test the Inner Workings of the Web Application

There are many client-side programming scripts, such as JavaScript and VBScript, that provide a number of clues
as ta the inner workings of a Web application. For instance, consider the following code:

<[NPUT TYPE="SUBMIT" on Click="

\f [document. forms| product’] .elenents| ‘guantity ') value == 2535) {
docurent. forms| product’ ] elenent=| ‘quantioy’ | valuye="";

alert( Inval td quantity )

return false;

T elme |

return trse;

1

i

The maximum value of a timyint field in most database systems is 255, From the previous code, it is clear
that the targeted application is trying to keep the form handler safe from values that are larger than 2535 This
narrows down the possibilities of which system may be in use.

[ - T =acd k5 ol Ep

.".JJ't'.e-I R e e ok o e v E e

b 18 I I (| O TR T =S RN
Ivpe mznalab Tl
Sl g =z Iz oA
Figure 2-1 Here, the ltemiD variable was dhanged, causing an

error and revealing the scripting environment.
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3.4 Chapar 3

Step 8: Test Database Connectivity

Applications may require access to servers such as database servers. As with any other system, access rights should
be limited to the minimum rights required, and these rights should be limited to only the duration necessary to
perform the user's task. This conforms to the grinciple of least privilege, which is the security concept that a user
or system should only have the keast amount of privilege to be able to perform the assigned task, and no more.
Testers should check to malke sure a target application does not have unrestricted administrator access rights.

Step 9: Test the Application Code
Penetration testers should check for the following in the application code:

* Hackdpors: Developers may build backdoors into a program to facilitate debugging and troubleshooting.
These backdoors provide a high level of access to the application and should be dosed before they are
used for malicious purposes.

* Exceprion bandling and fxilure rotification: When an error ocours during program execution in a Java
environment, it causes an exception. Testers should check how these are handled. These error messages
can give information such as server names and roat directories.

* Login [[¥s and passeords: Testers should check the comments in HTML code for hard-coded login 10=

and pass‘llmﬂls. These comments may also comtain code path:. d.ireﬂury file names, or ather file names.

Random Numbers Versus Unique Numbers

Testers should check for random mumbers and unigue numbers in the application code. Sometimes, developers
use random numbers instead of unigue numbers. These two concepes have the following differences:

* A random mumber can be any number within a certain range of numbers.

* A unique number is a number that will not repeat itself elsewhere in the code.

Random numbers may not always be unigue rumbers; the same mumber may appear more than once. It is
necessary to check for random numbers and unique numbers in the application code, because attackers can
predict the sequence of random numbers and use thar knowledge to induce a software failure.

Figure 3-2 shows a random number generator.

Step 10: Test the Use of GET and POST

When a user clicks on a link in a Web page to go to an external site, the browser sends the URL of the source
site to the destination site as the REFER RER variable. GET and POST variables are used as a part of the two-
way conversation between the user and the network. Sensitive information is leaked in GET requests, hecause
the user's input is directly shown in the URL.

POST commands, on the other hand, use the HT TP body to handle information. When a POST variable
is used, the user’s input can only be found by reading the source code of form-input pages. This means that
the users input is not as clearly displayed when uwsing POST, so it is always advisable to use the POST variable
instead of the GET variable in any Web application.

The fallowing is an example of an HTTP request in a Web application:

GET f=ample.phpfvar=valuefvarZ=value? HTTFL.]1
| HTTP-NETHOD REQUEST-URI

PROTOCOLAVERSION

Session-100 3618731 2TdabT 50

| Se==ion-I[0 Header

Host: www.eebserver.com

| Host Header

CRzm L Frmt CR oL F2 |

Two carriage reoorrn line feeds

Figure 3-3 shows the result of 2 POST request.
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Figure 3-2 Random numbers may appear more than once in @ program, while
unigue nsmbers appear ecactly ance.
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Figure 3-2 & POST request does not put the user’s input directly into the URL,
50 it is more secure than a GET request.

Step 11: Test for Parameter-Tampering Attacks

Testers can alter parameter name-and-value pairs in a URL query string to attempt to retrieve sensitive
information. For example, suppose wuwexsecure. comrfbank_acctool pdf provides bank account information
to an authenticated user. Testers can try changing the URL to swwae. xsecnre. combank_acct002.pdf IF this
|_:||.1||s- up the information for another account, the attack was swocessful.
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1.6 Chapar 3

As another example, consider a Web page that allows an authenticated wser to select an account and debit
the account with a fixed unit amount. When the user presses the Submit button, the application requests the
following URL:

hetpeiiun e mydomain. comdex mmpleaspiaccowmnt ber=12 345 drdehi =1

An attacker may change the URL parameters jacconmt her and debitamonnt] in order to debit another
account, as follows:

httpfue e mydomain. comlex ample asplaccownt her=675% ] drdebhit. 9999
Step 12: Test for URL Manipulation

Testers should examine whether a server will deliver different Web pages by manipulating the URL. In a
dynamic Web site, parameters are passed via the URL, such as the following:

http Atargetsl te For m Foat==2
Testers can try modifying the UREL, =uch as:
http A tangetsl teyFor me Poat==5

1f this loads a protected area, the site is not secure.

Step 13: Test for Cross-Site Scripting (XSS)

Testers should follow these steps to check for the Web application’s vulnerability to cross-site scripting
[X55] attacks:

1. Inject code by breaking out the «<hl= tag as follows:

hictp:Awww. targetsite. compage . asp?page 1d = 10& lang =enkt it le=5ection
AT 1t e/ h e ipt=a ler tf XSS 0at tack ) wiscripts

2. Use the TamperlE tool to intercept the client’s GET and POST requests and retrieve the client-side

JawaScript input validation code.

The following tools can help to test cross-site scripting:
* Paros Proxy

* Fiddler

* Burp Proxy

* TamperlE

Step 14: Test for Hidden Fields

Hidden fields in HTML source code sometimes carry sensitive data. Testers can check for hidden fields by
implementing the following steps:

2

I ]

Try to view the pages source code by clicking the right mouse button on the Web page and selecting the
View Sonnce option.

. Search for the string “hidden.” This will show you hidden fields, like the following:

<input mane="1d" value="1231" type="hidden ™=

. Save the page.

Remove the “type = hidden™ text from the code.

. Save the page.
. Mow, directly madify the field from the browser.
. Click on the Mext or Send button on the page.

Step 15: Test Cookie Attacks

Cookies store sensitive information that allows applications to:
* Authenticate the user's identity
* Speed up transactions
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iveb Application Penetration Testing aT

Example.c

finclude =stllo.h=>
int main{int arge, char “fargv) {
char small [4] = “S§58";
char big [8] = "BBEBBBE";

strepy (hig. “XOO0OXK");:
arintf (“%s\n", small);
return 0; }

Figure 3-4  This script may cause a buffer overflow, which can make an
application behave unexpectedly.

® Mlonitor behavior
= Personalize content

Testers should try manipulating lecal cockies to gain unauthorized access to the application.
Step 16: Test for Buffer Overflows

Sending too much data to a program may cause it to behave in an unexpected manner, and attackers can
possibly wse this technique to gain contral of the host. Figure 3-4 shows an example of a script that might cause
a buffer overflow.

Step 17: Test for Bad Data

Testers should try emtering data that will cause an application to behave abnormally. For example, entering
=/hody=</html= inta an application as a person’s name may break pages that contain this name.

Step 18: Test Client-Side Scripting

Client-side scripting is one way that attackers can gain access to private information without valid credentials.
To test for this type of attack, penetration testers can follow these steps:
1. Capture the URL after a valid bogon.
2. Launch a new browser window and use the captured URL to go to the page that supposedly requires
proper authentication.

If the supposedly secure page opens, the client-side scripting attack was successful.
Step 19: Test for Known Vulnerabilities

Web applications wsually wse third-party software, and many pieces of third-party software contain vulner-
ahilities. Testers can use a Web service such as Bugtrag to monitor these vulnerabilities.

Step 20: Test for Race Conditions

A race comdition is a situation that occurs when various processes access and manipulate the same data at the
same time, and the outcome of the process depends on the specific order in which the access takes place. Ap-
plications can use multiple threads to process multiple tasks at once. For example, a logon script may execute
several server commands at once. An attacker may take advamtage of this to interrupt the process and gain esca-
lated privileges. Testers can check for race conditions in applications. Figure 3-5 shows an example of multiple
threads,
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Figure 3-5 This shaws multiple threads running at once.

Step 21: Test User Protection via Browser Settings

Web browsers have various security and privacy settings to protect users from harmful content. Testers should
check to see how various settings will affect the application. For example, if cookies are disabled, what will
the application do? If there is more than one Web browser installed in the system, testers can use a browser
synchromization tool such as Sync2it, shown in Figure 3-6.

Step 22: Test for Command Execution Vulnerability

If a Web application does not properly filter user input, that input could trick the application into executing
pperating system commands. This will run the commands with the same permissions as the component that
executed the command.

Perl allows for the piping of data from a process into an open statement by appending a | |pipe) character
onta the end of a filename. For example, the following command executes fhindls and pipes the output to the
open statement:

Open {FILE, “/binls|7)

Suppose that the original URL of a Web application is the following:

hitpfume e somedomain. comicgi-hinfshawInfo. pliname =nason értemplate =tnp 1 _txt

The attacker can trick the Web application ints executing the command fbinfls by changing the template
parameter value as follows:

hetpetiun e somredoomain, comdegi-binshou hrfo. plfname =nasor dr template = Binds|

Many scripting languages allow programmers to carry out operating system commands during runtime by
using various exec functions. An attacker can run arbitrary code if the application does not filter user input

Copyrigt 2011 g Linitag AL Mg Aoumd 313w b et S o ol O 8 M- 8 R D813 SOCHTAS rghl M 4 oy T B3 e s o ek '
i Bortal rorview i ) ey Tap— Coppe Lmnday canieni 3 oy e T 1abesgess righis rmidcliarn iy i




iveb Application Penetration Testing 34

SymClt bbb T O x]

Jor. R"'ﬁ""*ll.;xrtl.ll.l | Jm.lﬂ.-'|

Corz? il kg 2| of wous pukal ed oo see rooae |1 acn
ekl I -re e ey fromes,nery. sedeck I
EEEETE LR

Hidr Hedeil v wed oy carn g holeka 4 lad
[ overmer Sywclwcriesd
[ Irta-=: Caphora
[+ Helaag e
[ Wz
[« Tiretcx
I 1

1 | criet £,

Figure 3-6  Sync2lt synchronizes the seourity settings of muttiple
‘Web browsers on a single system.

for invalid entries. For example, the following is part of a PHP script that presents the contents of the system
directory on UNIX systems:

exec("ls -la Sdir” $lines, $rc);

By appending a semicolon () followed by an operating system command, it is possible to force a Web
application into executing a command as Follows:
Inttpedurune. somedomaim_com/directory.ph p?div="%3 Beat % 2ete/passiod

The result will retrieve the contents aof the fetc/passwd file.

Step 23: Test for SQL Injection Attacks
Structured Cruery Language |S0L) is a programming language that accesses databases through queries. 1f a Web
site constructs S0)L statements from user-supplied input, attackers can exploit these sites by inserting code into
that input, executing code on the server.
For example, a Web-based authentication form might have code like the following:
S0L0uery = “SELECT Username FROM Users WHERE Username =
strilzername & “'AND Password = "7 & strPassword & 77 5tr.!||.|tl'.|: heck
= GetQueryResulo(S30L0nersy)
In this code, the developer is taking the user's input from the form and embedding it directly imto an SQL
query. Suppaose an attacker submits the following as the login and password:
Logan: * 08 "=
Fassword: ' OR ="
This will cause the resulting SQL query to become:
SELECT Usernane FROM Users WHERE Username = 7 OR "'="" AND
Fassword = " OR "'=""

This will return a true result, and the attacker will then be logged in as the first user in the Users table.
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Step 24: Test for Blind SQL Injection

When an attacker performs SQL injection attacks, the server may reply with a syntax error message. In blind
S0)L injection, instead of giving a database error, the server returns a costomer-friendly error page and informs
the user that a mistake has been made. This may mean that SQL injection is possible, but it may be difficult to
detect. The general method used to identify blind SQL injection is to give 2 wrong and right statement in the
parameter value.

The following two requests should return the same Web page, because “and 1=17 is always true:

= rttpedunur somedoman_comiarticle.asp? T D =2 +and +1=1

* lrtpediunr somedomaincomdarticle. aspd T D =2

Huowever, because “and 1=07 is always false, the following could cause the site to return a friendly error, or
i page at all:

= rttpedunu somedomain_comiarticle.asp? T D =2 +and +1=0

Omee the attacker discovers that a site is prone to blind 5L injection, this volnerability can be easily ex-
ploited by simply sending specific commands to the database.

Step 25: Test for Session Fixation Attack

The session fixation attack forces a user’s session II¥ to an explicit value. This can be done with a variety of
techniques, including X585 attacks or using previously made HTTP requests. Once the user’s session 1D is fixed,
the attacker waits for the user to log in, and then the attacker uses the predefined session 1D value to assume
the user's online identity.
There are two types of session management systems:
1. Permissive systems allow Web browsers to specify any 100
2. Strict systems only accept server-side generated values.
With permissive systems, arbitrary session [Ds are preserved without contact with the Web site. Strict systems
need the attacker to preserve the session with periodic Weh site contact to avoid inactivity timeouts.
Many Web sites use cookies for session 1Ds, but they may use URLs or hidden form fields as well. Most of
the identified attack methods are directed toward cookies.
The session fixation artack is a three-step process:
1. Sessiom setup: The attacker establishes a frap session (2 dummy session used in a session fixation attack)
for the target Web site and gains that session™s ID.
1. Session fixation: The attacker forces the trap-session value into the user's browser as the user’s session 1D,
3. Sessiom emtrance: When the user logs into the target Web site, the fixed session ID value is used and the
attacker takes over.
Fixing a user’s session 110 value can be achieved with the following technigues:
* Providing a new cookie value with a client-side script, exploiting a cross-site vulnerability
* Providing a cookie with the META tag, useful when the application will not allow X55 attacks in
HTML script
* Providing a cookie with an HTTT response header, forcing any Web site in the domain to give a session
1D cookie

Step 26: Test for Session Hijacking
The fullowing are the steps for hijacking a session:
1. Locate a target user, find the user's active session, and track it
2. Guess the sequence number (blind hijacking) of the data packets being sent back and forth between the
session participants.
3. Check whether decommissioning the host causes a denial of service [DoS).
4. Hijack the session by sending data with the correctly guessed sequence number to the target recipient.
5. Resume the session after finishing the hijack to capture confidential data.
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‘iveb Application Penetration Testing 3-1

The following tools can be used for session hijacking:

* Juggernaut

* Hunt

= TTY-Watcher
* T-Sight

Step 27: Test for XPath Injection Attack

This attack technique can be used to exploit Web sites that construct XPath queries from user-supplied
input. XPath is a language that can be directly used in an XML document or can be injected in an operation
such as:

= XSLT transformation to XML document
® XN(juery to XML document

The syntax af XFath is similar to that of an 5QL query.

For example, suppose an XML document contains an element called wser Each of these has three
subelements: mame, passecord, and acconnt. The XPath expression given below gives the account number of
“Ivan,” whose password is “Demaol 2347

string(ffuser|nanestext =" Ivan " and
pas=wardtext J="Dero] 234" | Aaccountoext (1

‘When an application makes use of a runtime XPath query construction, it may insert insecure user input into
the query. If this is the case, it is easy for an attacker to inject malicious data into the query.

Suppose an application makes use of a runtime XPath query constructor that queries an XML document
and tries to recowver the account number of a user whose name and password are received from the client. Those
applications may embed these values directly in the XPath query, as follows-

E¥mlDocument Xmlloo = new XmlDocument();

¥mlDoc. Load(” . . .7}

XFathNavigator nav = XmlDoc.CreateNaylgator);
XFathExpression expr =

nar. Compd led" string (A user[name text ="+ TextBox ] . Text+ ™"
ard password/ text(}=""+TextBoxZ Text+
"Vaocountioext () Ty

String account=Convert ToString{nay. Bvaluate (expril:

1f [(accounmt==""} {

A name+password pair 1s not found in the XML document

A login failed.

1 omlme |

A account found -» Login succeeded.

Af Proceed into the application.

When such code is used, an attacker can inject XPath expressions by providing the following value as the
usETHAmE:
Car =1 or "=’
This makes the query into the following:
string(ffuser[nanestevt (=" or I=1 or “'="" and
pas=swordAtext (=" fochar ' | Aaccount tesxt (1)

Because this will abways be true, it is equivalent to the following;
string (A ussriaccountfAeext ()

Thus, this query will always return the first instance of SYuserfacconntitext(). The attack results in having
the attacker logged in as the first user listed in the XML document, even though the attacker did not provide a
valid username or password,
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Step 28: Test for Server-Side Include Injection Attack

A server-side include (551} injection attack allows an attacker to send code to a Web application 1o be executed
locally by the Web server. This takes advantage of a Web application’s failure to check and sanitize user-supplied
data before it is given to the server-side interpreted HTML file.

From the following 551 tag, the attacker can access the root directory on a UNIX-based system-

<l--fexec cmd="sbinfl= /7 -

The following 551 tag can allow an attacker to obtain database connection strings or other sensitive data
contained within a WET configuration file:

<l--#INCLUDE VIRTUAL="/web.config ™ --=
The fallowing steps are used to secure 551 files:
1. Enable the suexec utility.

2. 55l-enabled files should have extensions other than _himl or _htm, because these extensions pose greater
security risks in a shared server environment. Extensions like .shtml can be used.

3. Servers can be disabled from running scripts and programs from 551 files. This can be done by using
InclnudesNOEXEC instead of Includes in the server's options.

Step 29: Test for Logic Flaws

A logic flaw is a failure in a Web application's logic to correctly perform conditional branching. This is diffscult
to catch using black-box testing. The best way to find logic flaws is to carefully andit the code. Consider the
following example of PHF code:

<Iphp

La=fal=se;

Eh=true;

fo=fal=se;

if (b k& 3c || fa &% 3c || 3h)
echo “True”;

el=e echo “Fal=e";

T

The logic flaw in the above code is that if $& is true, the if satement will be completed successfully. This is
not the intended outcome. 1t can be patched up with either of the following if statements:

1f (4b EE Sc || $a &% (3o || s
if (3b k& 3c || fa &% 3c || 3a && fh)

Step 30: Test for Binary Attacks

Some of the most commean binary attacks are format string bugs and buffer averflow attacks. Languages like
CAC++ use static buffers, which makes them vulnerable to these attacks. A format string attack occurs when
certain C functions, such as printfi), fprint), sprintfj), syslop(), and setproctitie{], process special formatting
characters |begi:n:n:ir.|g with S%).

Buffer overflow attacks occur when the amount of data stored is greater than the memory allotted. This
causes the extra bytes to overflow into the adjacent locations in memory and overwrite the data in these boca-
tions. A buffer overflow attack may permit the attacker to control and disrupt the normal Hlow of execution.
Compiled programming languages like C/C++ are more vulnerable o buffer overflow attacks than imterpreted
languages, including Java, Perl, PHP, and Python.

Buffer averflow attacks can be detected through black-boo testing techniques.

Step 31: Test the XML Structure
The fullowing are the steps to test the XML structure:
1. Send a large or malformed XML message to the server.

Copyrigt 2011 g Linitag AL Mg Aoumd 313w b et S o ol O 8 M- 8 R D813 SOCHTAS rghl M 4 oy T B3 e s o ek '
i Bortal rorview i ) ey Tap— Coppe Lmnday canieni 3 oy e T 1abesgess righis rmidcliarn iy i




‘iveb Application Penetration Testing 313

1. Check whether that message causes a denial of service |Do5).
3. Chedk all the parameters being validated, including:

CREmIETE o
[ractionDigits
lempth
maxExclusive
maxinciusive
maxLenpth
miinExclesive
minlnciusive
minLenpth
pattern

tatal Dipits
wiritespace

Step 32: Test for XML Content-Level

An XML comtent-level attack involves creating an XML document containing malicious code in order to exploit
the target system. The following are the steps to test for XML content-level:

1. Test the Weh Service Diefinition Language [WSDL) with the WebScarab rool.
2. Modify the parameter’s data based on the WSDL's definition for the parameter.
3. Check whether the Web service can be used with escalated privileges.

Step 33: Test for WS HTTP GET Parameters and REST Attacks
The following are the steps to test the W5 HTTP GET parameters and REST attacks:
l. Examine the HTTF GET query string, for example:
https 4w e comdBccountinfofaccoumtrimber=1 2356 user Td=ac 1 BJ835) finhelZ

2. Chedk the result of the string, for example:
<fuml wersion=°1.0" encoding="I150-8359-1"7» <Account="1234567">
<balance=E]10x/balance= <bodyxBank of ECC account info</bodyz
=/ Acoounts

3. Test the string for another vector (an entry point to attack), such as:

“https:Afwww. e condaccount infofaccountminber=1 234567
exec master. xp _ cmdshell ‘net
user ¥xr pass Shdd Sserld=as1984851fuhed2”

4. Check the fullowing:
* Maximum length and minimum length
* Walidate payload
* Implement “exact match,” “known good,” and “known bad™ in order
* Validate parameter names and existence

Step 34: Test for Malicious SOAP Attachments

1. Search for Web Service Definition Language [WSDLY, which accepts attachments.

2. Attach and post a SOAP message with a nondestructive wirus like EFCAR.

3. Set parameter “true” in $0AP response with the UploadFileResult, which varies on each service.
4. Store EICAR rest virus file on the hosts server, and redistribute it as a PDF.
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3. Chepter3

Step 35: Test for WS Replay

1. Install WehScarab and use it as a proxy to capture HTTP traffic.

2. Using the packets captured by Ethereal, use TCPReplay to initiate the replay attack by reposting
the packet.

3. Resend the original message or change the message to determine the host server.

4. Capture many packets over time to determine session [D patterns in order to assume a valid session ID

for the replay attack.

Application-Testing Tools
AtStake WebProxy

A proxy server acts as a mediator between a client and the server. It accepts requests made by the dient and
transfers them to the server, and then accepts the server response and passes it on to the dient. Sometimes, the
client request and the server response are modified.

Like any other proxy server, a Web proxy connects the client browser and the Web application. It captures
and decodes the user's requests and provides the decoded requests to the server, and then furnishes the user with
the required response generated by the server.

AtStake WebProxy is a scripted, antomated testing tool used in black-box testing that helps in locating the
vulmerabilities of Web applications.

SPIKE Proxy
SPIKE Proxy is an open-source Web application auditing tool. Its security features include the following:
* Mulbtithreaded design
* Man-in-the-middle 551 proxying
* Form rewriting
SPIKE Proxy serves as an HT TP and HTTPS proxy. It alse provides various automated tools used o identify
vulmerabilities, including:
*  Automated SOL injection
* Web site crawling
* Login from brute force
* Ruffer overflaw
* Drectory traversal

The SPIKE Froxy tool enables the system administrator or the user to manipulate various components, such
as cookies and headers, by penetrating Web applications and observing variables. The tool maintains a database
of all requests made and replies sent, enabling the user to search and replace the requests if needed.

WeabSarverFP

The WebServerFP tool uses multiple HTTP requests, both malformed and valid, to determine the type of Web
server it is currently testing. The responses are checked for twao things:

1. HTTF code
2. The order of the items inside the header

KSES

KSES is a tool that filters HTML/XHTML in PHF. It rejects all unnecessary HTML attributes and checks the
others for cross-site scripting (X55], huffer overflows, and denial-of-service attacks.
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Chepter Summary 315

Micliekoak.pl

Mieliekoek.pl is an SQL inspection crawler. Its input is the output of the Web-mirroring tool HT Track. It scans
all forms in a Web site for S0L insertion problems. If it encounters these problems, it performs a simple SQL
insertion and reviews the output. It can also do other tests, including tests for buffer overflow attacks.

Sleuth
Sleuth is a Web application assessment and analysis tool. It includes several plug-ins, such as:
* auxForms
= cmdLine
* pestinputs
* charEncoding

While 2 normal proxy accepts a clients request, downloads the complete file, and then transfers it to the
server, Sleuth’s intercept proxy asynchronously transfers the request to the server even while it is still receiving
the request.

WebGoat

WehGoat is a J2EE (Java 2 Enterprise Edition) Web security education tool. It is written in Java, and installers
are available for both UMIXN- and Windows-based systems.

‘Web{Goat is an interactive learning environment, where the user locates a real vulnerability in each “class.”
The system on which users experiment = programmed to direct the learner with clues and guidelines while
working.

AppScan

AppScan is a Web application security testing tool that merges well-developed security algorithms with scanning
and reporting. Its main features include the following:

* Code sanitation

= Offline analysis

* Dashhoarding

AppScan is a centralized server-based system that monitors testing, access permissions, reporting, and scan-
ning rights.
URLScan

URLScan is a plug-in for 115 that permits only a certain set of HTTF requests. Enabling specific filters prevents
malicious requests from attacking the server, including bath known and unknown vulnerabilities.

Chapter Summary
Software testing is an important part of the software development process.
Web application penetration testing invelves testing the following:
Environment
Dratabase connectivity
Application code
Hidden fields
Cookie attacks
Buffer vverflows
Bad data
Client-side scripting
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= Race conditions

= Known vulnerabilities

» Command execation vulnerabilities
« HL injection

+ Blind SCL aracks

= Session fixation

» XTPath injection attacks

+ Logic flaws

= Bimary attacks
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Chapter

ration Testing

Objectives
After completing this chapter, you should be able to:

scan fior default ports used by databasas

Identify the Imstance names used by databases

Atternpt to brute-force password hashes from the database
Test for Buffer Overflows In Extended Stored Procedures
check the status of TNS listener running on the Oracle server
Break Into accounts using a dictionary attack

Key Terms

Brute-fordng  the process of trying every possible password combination until one of them works
Databasa penotration testing  the technigue of testing a database for vulnerabilities to

hacking attacks

Instamco namas  unigue names used by database notification services to locate instance resources
Packet sniffing the process of capturing packets traveling through a network and analyzing them
Port scanning  the process of scanning a network or system o find accessible ports

SOL Server Resolution Service (SSR5]  a service that pmv‘ill-e-s referral services for r.|1u|.1'ip|l: SETVET

instances running on the same machine

Introduction to Database Penetration Testing

Database penetration testing is the technique of testing a database for velnerabilities to hacking attacks.
This type of penetration testing uses technigues designed to address general database vulnerabilities as
well as specific database issues such as those related to Microsoft S0L or Oracle servers. Techniques
such as port scanning are important for database penetration testing. This chapter teaches you aboue
the technigues invalved in database penetration testing.

449
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4.2 Chapiar 4

Port Scanning

Port scamming is the process of scanning a network or system to find accessible ports. It is a basic technique used
in database penetration, so familiarity with port-scanning technigues is important.

Basic Technigues

The basic port scan tries to find which port is open or available to probe. The following technigues are basic
pOTE scans:

* TCF connectf}: The TCF connecti) system call provided by an O is used to open a connection to any
port am a machine. If the port is |'|s|:=r|.i:|15. connect|| will succesd.

* Strohe: Strobe is a narrower scanning technigue. It scans for only intended ports, unlike other port-
scanning technigues that scan all available pores. Attackers use strobe to scan anly those services that

are exploitable.

Advanced Techniques
The following are some advanced port-scanning techniques:

* Fragmented packet port scam: This scan divides a TCP header into many IP fragments, enabling TCP
packets to bypass firewall filters because a complete TCP header that can match their filter rules is not
available. Some packet filters and firewalls can queue IF fragments until the entire header is available,
but this degrades network performance, so most do not.

* SYN scam: This is also referred to as half-open scanning, because a TCP connection is not opened
completely. To open a connection, a 5TM packet is sent and a response is awaited. If a response SYMACK
is received, then it indicates that the port is listening. 1f an RST packet is received, that indicates the port
is mot listening.

* FIM scam: This type of scanning sends FIN packets to ports. A closed port responds to a FIM message
with an R5T packet. Open ports, however, will typically silently drop the FIM packet. Thus, an attacker
can identify an open port by sending a FIN packet and noting if a response is not received.

* Hosmce scan: FTT protocol valnerabilities can be found with FTP bounce scanning. This type of scan
requires support for proxy FTP connections and is similar to IP spoofing.
* Finger: This technigue takes advantage of a finger server’s support for recursive queries and its ability

tar allow commands to be sent through it. The query abo@xyzi123 will ask 123 to resolve abe@xyz.
Attackers can use this technique to hide the original source of the request.

= OF seamming: To find a UDP port, attackers start sending empey UDF datagrams. If the port is open,
then the port sends an error message or just ignores the incoming datagrams. If the ports are closed,
then the operating system sends an “ICMP Port Unreachable™ message.

* JCMP scan: This is not exactly a port-scanning technigue, because ICMP does not use ports.
However, it can be useful to try pinging all hosts on 2 network to see if they respond. This is a quick
way to develop an initial list of active hosts.

* Fimgerprinting an O8: This technigue is used to determine what operating system is running on a target
hast. The attacker sends unwsual data to the host, and then he or she interprets the responses. Systems
tend ta respond differently to bad data, so the attacker can determine which operating system is running
on the host, based on the responses.

Database Penetration Testing Steps
1. Scan for default ports used by the database.
2. Scan for nondefaule ports used by the database.
3. Identify the instance names used by the database.
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Database Panatration Tasting Steps 4.3

. Identify the version number of the database.
. Attempt to brute-force password hashes from the database.
. &niff database-related traffic on the local wire.
. Test Microsaft QL Server:
* Test for direct access interrogation.
* Scan for Microsoft SQL Server ports [TCPUDF 1433).
* Test for S0L Server Resolution Service (S5R5).
* Test for buffer overflow in pwdencrypa]) function.
* Test bor heapistack buffer overflows in S5R5.
* Test for buffer overflows in extended stored procedures.

PR - S

* Test for service account registry key.
* Test for SQL injection attack vulnerability.
* Test for blind S0L injection attack vulmerability.
* Test for vulnerahility to Google hacks.
= Attempt direct-exploit attacks.
* Try to retrieve server account lise.
* Use osgl to test for defaultcommaon passwards.
* Try to retrieve the sysxlogins table.
* Brute-force the 5A acoount.
8. Test Oracle Server:
* Port-scan UDNTCP ports {TCHUDP 1433).
* Check the starus of TMS Listener running on the Oracle Server.
* Try to log in using default account passwords.
* Try to enumerate 510s.
* Use 54L*Plus to erumerate system tables.
9. Tese MySOL Server:
* Port-scan UDPTCE parts.
* Extract the version of the database being used.
* Try to log in using defaulticommaon passwords.
* Use a dictionary attack to try to break into accounts.
* Extract system and user tables from the database.

Step 1: Scan for Default Ports Used by the Database

In this step, testers use port-scanning tools such as Mmap to scan for ports used by the database. The defaule
ports in Figure 4-1 are used for varicus products such as Oracle Database and Oracle Application Server.

Step 2: Scan for Nondefault Ports Used by the Database
Figure 4-2 shows the nondefault ports used by Oracle.

Step 3: Identify the Instance Names Used by the Database

Instamce memes are unique names used by database notification services to locate instance resources. In
Microsoft S0L Server, Matification Services uses the instance name to construct the instance database name
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Figure 4-1
Database and Oracle Application Server.
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Figure 4-1 These ports are the default ports i=ed in products such as Oracle
Database and Oracle Application Server. koniinand

if the database instance name is not specified. In this case, the name of the instance database is of the form
«instanceMame=M5Main. The following points should be addressed while specifying an instance name:

® Specify a unique name so that instance resources can be identified easily.
® Instance names must be kept short and be based on unchanging entities.
= Databases support multiple instances, but only one instance can be a default instance.

* [nstance names are not case-sensitive.
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Figure 4-2 This chart shows nondefault ports used by Oracle.

Step 4: Identify the Version Number of the Database
The following methods can be used to get the version number of installed Oracle products:

* Connect and bog in to the Oracle database with SQL*Plus. Upon login, text like the following will
appear: *50L*Mus: Release 9.2.0.6.0 - Production on Tue Oct 18 17:58:57 2005 Copyright jc| 1982,
2002, Oracle Corporation. All rights reserved. Connected to: Oracle®i Enterprise Edition Release
%.2.0.6.0 - 64bit Production With the Partitioning, OLAP and Oracle Data Mining options [Server
Release 9.2_006.0 - Production.” The number after *Oracle®i Enterprise Edition Release” is the version
of the Oracle database.

* Retrieve the version information from the vSversion table by using QL Plus. This table shows version
information on Oracle, PLSL, ete. To retrieve the version information for Clrx|=, testers can execute
the following SC)L statement:

select * from viversion where banmer like Oracle®
It should return something like the following output:

Banner

Oraclefl Enterprise Editlon Release 9.2.0.1.0 - édbit Production
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Figure 4-3  Information about a database can
be found in the Orade Universal Installer.

* Version information can alsa be checked from Installed Products from the Oracle Universal Installer.
This tells what products are installed on the machine and also the products’ version information. In
UMK, the installer is located ae $ORACLE_HOME hinfruninstaller. In Windmn,th.e- installer can
be accessed by clicking Start, then All Programs, then Oracle Installed Products, and finally Universal
Installer, as shown in Figure 4-3.

Step 5 Attempt to Brute-Force Password Hashes from the Database

Brurie-forcing is the process of trying every possible password combination until one of them works. Penetration
testers can use tools such as Orabf to brute-force password hashes. Orabf, shown in Figure 4-4, is 2 brute-forces
dictionary tool for Oracle hashes. The speed of Orabf s dependent on the length of the username and the length
af the password it's trying.

Step 6: Sniff Database-Related Traffic on the Local Wire

Packet smiffing is the process of capturing packets traveling through a network and analyzing them. Sniffing
can determine the number of database connections. Metwork and database administrators can legitimately use
sniffing to check the availability of network devices and databases, and to control the quality of traffic flowing
through the network. Howewer, attackers can also use sniffing techniques to steal sensitive information from

the network. There are various packet-sniffing tools available, such as Ethereal, that can be used to sniff data
packets from a network.

Step T: Test Microsoft SQL Server
Step 7.1: Test for Direct Access Interrogation
Direct or ad hoc access enables users to directly access the underlying data structures. Direct database access is

generally controlled by the security policy of an organization. Testers need to try to bypass the authentication
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4.8 Chapar 4

Figure 4-4 Orabf is a brute-force toal for Oracke hashes.

mechanism that has been implemented to protect the database from fraudulent use. Testers can try to query
common database fields to see if they can access the data directly.

Step 7.2: 5can for Microsoft SQL Server Ports (TCRUDP 1433)

Microsoft S0L Server, including the desktop editions that are often silently installed with other Microsoft
applications, opens and services queries delivered over incoming TCF connections through port 1433, Testers
can use a port-scanning tool to scan port 1433 for Microsoft S0L Server services.

Stap 7.3: Test for SQL Server Resolution Service (55R5)

SQL Sevver Resolution Service [SSRE] is used o provide referral services for multiple server instances running
on the same machine. It listens to requests on UDF port 1434, returning the address and port number of an SQL
Server instance and providing access to the database requested. S5RS not only provides referrals but also replies
to the ping messages of other SQL Servers and marks their presence on the network. 55R5 can be discovered
through the following methods:

* Scanning UDF port 1434 for SQL Server Resolution Service (S5R5)
* Pinging UDP port 1434 from another 501 Server; a reply confirms 5505

Stap 7.4: Test for Buffer Overflow in pwdencrypt() Function

User information such as usernames and passwords are stored in the SQL Server. At the time of login, the
pwdencrypti) function compares the user-supplied password with the stored password. A buffer overflow in
the pwdencrypt|) function permits hackers or unauthorized users to run arbitrary code with the rights of the
S0)L service account. Penetration testers should send a very long password to check to make sure the SQL
Server's pwdencrypt(] function is not vulnerable to buffer overflows.

Step 7.5: Test for Heap/Stack Buffer Overflows in 55R5

55R5 provides many services for various server instances operating on a single machine. 5515 can be vulnerable
to 2 heapistack buffer overflow that allows unanthorized users to run random code by sending a crafted request
to UDP port 1434, The random code runs by sending an illegal request to the port. The server host executes the
requested code with the rights of the SQL Server's service account. Penetration testers should try to send swch a
request to part 1434 and see if a baffer overflow occurs.

Step 7.6: Test for Buffer Overflows in Extended Stored Procedures

Microsodt L Server contains many extended stored procedures to execute a set of server commands together.
Many extended stored procedures cause stack baffer overflows and permit public access. Testers should try to
load and run a database query that may call one of the affected procedures.
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Step 7.7: Test for Sarvice Account Registry Key

Microsoft S0L Server runs under the service account that is defined by the administrator at the time of instal-
lation. All the defined service accounts are stored in the registry of the SQL Server. Only the system administra-
tor has the permission to alter or change the defined value of the registry key. But access to the xp_regwrite|]
procedure, which is one of the extended stored procedures, can change the registry key. This allows the 5L
Server to use another account as its service aceount, and an artacker can run any query or command with the
rights of the operating system.

Step 7.8: Test for SQL Infection Attack Vuinerability

S(L injection attacks are executed using fromt-end Web applications. In this attack, SQL queries and 50L
commands are directly inserted into a Web site’s URL. An 5QL injection attack enables the attacker to read
the details of the database. Testers can write special queries like the following to attempt to gain access to the

database:
EXISTS(SELECT * FROM user= WHEEE name='lake’ AND pa=s=sword LIKE
Twky AND =’
EXISTS(SELECT * FROM users WHERE name=lake’ AND password LIEE
o _wWE) AND U=

Automated toals such as 5L Injector, seen in Figure 4-5, can be used to execute injection attacks.

L] SUL Inpecior
Fle Helc
URL |L|.|.:|hr-1.|u"r|d.v-pu.|.n.|:ii! ﬂ Tk Facesk
Fadha Lol 2 Culmy Wil E Fons il E Char
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AL BT

LS S SRR T B BT ]

Han pm Lo e
Teet Hodiuls Talisr Coias
T v e
en

= el BLukss

[ Eepdst Had e 1

i B el 4 P

VAT —
% acit Liiam, i

504 iz .

EYY-

Figure 4-5 Tools such as 50L Injector can be wsed to exeoute injection attacks.
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410 Chepierd

Step 7.9: Test for Bliind SQL Injection Attack Vulnerability
A blind S0)L injection attack enables an unauthorized user to exploit Web applications and back-end SQL Serv-
ers. In this attack, the user does mot receive any feedback or error messages from the Web server. Testers can use
the program Absinthe [Figure 4-6) to attempt to exploit @ Web application.

Step 7.10: Test for Vulnerability to Google Hacks

CGoogle hacks use the Google search engine to find vulnerahbilities, publicly accessible events, and primary oper-
ating systems of S0L Servers. Testers can use Google queries such as those available in the Google Hacking
Database,

Step 7.11: Attempt Direct-Exploit Attacks

Diirect-exploit attacks allow the user to perform code injection and gain unauthorized command-line access.
Penetration testers can use Metasploit (Figure 4-7) to conduct a direct-exploit attack. This toal has exploit code
for many vulnerabilities, ‘Web servers, and operating systems.

HAe Tcoli Helo
Festlrfaineben [20 Shems | doambad Reeods |
Emplak Typ
Sa'mct the mpe of Inferiden: FaBnd ecticn 0 Brror Daed

Samck Tia Tarast Dababees . 5 300 Sever

Lol g s Tl

Tergrel LRL Wl e pranom el vy
sz an Wa:hod:f‘]&t CiPmt  [FlUse 53
[ Cmmet FardaF Swerye [ Spend mo- be mecind e

AUk anl callar

[ Uzn Lutmardestion Hmrin :

e D:get: YALF

FeimFaametens

hamz: [ Ham e
Defeul Yalie: |

TDiried sk b ¥ammwsber
Troct Mag 2t Shris

I A Barararer .I. Feh by ] i s

reiuban edan

Figure 4-6 Use the program Absinthe to attempt to exploit a Web application.
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Step 7.12: Try to Retrieve Server Account List

A server account list includes the SQL login 10s and data about the s r. Mormal users are not allowed to see
this information. Testers can try to use the code in Figure 4-8 to access the account list.

Figure 4-% shows the output of running this code.

Figure 4-7 Metasploit can be used to conduct a direct-explodt attac.
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Figure 4-8 & server account list can reveal 0L login IDs and data about the server.
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Figure 4-10 The sysxlogins system table maintains a list of fully qualified names
of users and groups.

Step 7.13: Use osgl to Test for Default/Commaon Passwords

The osql utility is a Microsoft command prompt utility used for ad hoe, interactive execution of Transact-S0L
statements and scripes. The vsgl utility is typically used in the follvwing ways:

* Users interactively enter Transact-50)L statements. The results are displayed in the command
prompt window,

* Users submit an osql job, either specifying a single Transact-50)L. statement to execute or pointing the
utility to a text file that comtains Transace-S0L statements to execute. The output is usually directed o a
text File, but it can also be displayed in the command prompe window.

Stap 7.14: Try to Retrieve the Sysxlogins Table

The sysxlogins table {Figure 4-10) in SQL Server 20040 maintains a list of fully qualified names of users and
groups for performance reasons. The table is queried first to retrieve the login name and S10 of the user, using
the SUSER _SMNAME() and SUSER_SIDY) functions. If the sysxlogins table does not match the requested user-
mame or 5[0, then the Windows Local Security .r"n.l|:|.'||:||.'.i|:5.I IL5A} is qu.eri:d for the information.

Step 7.15: Brute-Force the 54 Account

54 is a built-in QL Server database administrator login, Databases can be legged inte using the SA login
by cracking passwords using technigues such as brute-forcing. Password-cracking tools, such as THC Hydra
(Figure 4-11}, can be used to brute-force an 5A login password.

Step 8: Test Oracle Server

Stap 8.1: Port-S5can UDRTCP Ports (TCPRAUDP 1433)
Testers can use a port-scanning tool, such as NmapM T, to scan for port 1433, as shown in Figure 4-12.

Step 8.2: Check the Status of TNS Listener Running on the Oracle Server

The TS Listener process is an independent process that connects databases and resides in the software layer of
buth the client and server. TS Listener establishes connections between the Oracle Server and a dlient applica-
tion, allowing valid users who have permissions to control the database and 08 o execute arbitrary code, as
showen in Figure 4-13.

TMS Listener can be configured in one of three modes:

1. Database: Frovides network access to an Oracle database instance

2. FLEExtProc: Method for PLISQHL packages to access operating system executables

3. Executahle: Provides network access to operating system executahles
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Figure 4-11 THC Hydra can be used to brute-force an 54 login password.

Figure 4-12 Nmap can be used ta scan far port 1433

= Ta find the THS Listener, testers can use port scanners such as Mmap and Amap.
# If the TS Listener is not password protected, the following command can be used to get the S1D:
tnscadl0g. pl status -h <ip-addresss
# The following files control the Listener:
* FORACLE_HOME b

* SORACLE_HOMEMmeheoreis

Asrcal; This is the actual TMS Listener control program.

wlistemer.ona: This is the actual THS Listener configuration file.

* $ORACLE_HOME/binitnsinsr: This is the actual listening process.
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Fgur= 4-13 TNS Listener sstablishes connections between the
Orade Server and a dient application.

Step 8.3: Try to Log in Using Default Account Passwords

Figure 4-14 shows a list of default acoount passwords that testers can use to attemps to access o database if the
default password was not changed.

Step 8.4: Try to Enumerate 5/1Ds

Testers can use the OraclePwGuess utility (Figure 4-15) of Oracle Auditing Tools (OAT] to enumerate defauk
usernames ﬂ]'ld P’ﬂ.sS-wﬂl'ds-.

Stap 8.5: Use 5QL*Plus to Enumerate System Tables

S0L*Plus runs .sql scripts against Oracle. Penetration testers can run WinSID or a similar wal to ok for the
service name. To establish a connection to 2 remote server, testers can go to the command prompt and type the
following (Figure 4-16):

sqlplus cusers/<passwords#coest domaine
Then from the 50)L» prompt, testers type the following:

#Fo g lhegl
{In this example, the script i bocated at chsgl and is called sgl.sgl.)
Step 9: Test MySQL Server

Step 8.1: Port-Scan UDP/TCP Ports

Testers can use port-scanning tools, such as Mmap, to scan TCHUDP ports for MySQL Server
database services.
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Figure 4-15  OracdePwiGuess can enemerate default usernames and passwards.
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Figure 4-16 This command will establish
@ connection to the remote.

Step 9.2: Extract the Version of the Database Being Used

S)Lver can extract the version by querying the file snetlib.dll without begging inte servers. The following is the
syntax: for this command:

sqlver <ip _ address/hostnames <port _ numbers
Stap 8.3: Try to Login Using Default/Common Passwords

Figure 4-17 depicts some commonidefaule passwords that a tester can use to log in.

Step 9.4: Use a Dictlonary Attack to Try to Break Into Accounts

A method to break password-based security systems is by running a dictionary attack. The following tools can
be used to conduct dictionary artacks:

* Cain & Ahbel

* 50 Ldict

* John the Ripper

* THC Hydra

* Aircrack

* LOphtCrack
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Figure 4-17 Commaon default passwords can sometimas be used to log in
1o a database.

*= AirSport

* SolarWinds

= Pwdump

= HRainhowCrack

* Brutus
Cain & Abel Cain & Abel (Figure 4-18] is a password recovery tool. Its main purpose is simplified
recovery of passwords and credentials from various sources. Cain & Abel recovers passwords through the
following techniques:

® Cracking encrypted passwords using a dictionary attack

= Brute-forcing and cryptanalysis attacks

* Recording VoIP conversations

* Decoding scrambled passwords

* HRecovering wireless network keys

= HRevealing password boxes

* Uncovering cached passwords

* Analyzing routing protocols

SQLdict S0Ldict {Figure 4-1%) is a dictionary attack tool designed For SQL Server. This toal is used by speci-
fring the IF address of the target, the usermame, and the appropriate wordlist to try (via the Load Password

File buttom).

Step 9.5: Extract System and User Tables from the Database

User tables contain information such as hostnames, usernames, passwords, and privileges of particular users.
To extract system and user tables, testers can go to User Administration from the database administration
panel (Figure 4-20].
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Fgure 4-18  Cain & Abel is a password recovery tool.
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Fgure 4-1%  S0Ldict is & dictionary attack toal
specifically designed for 50L Server.
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Figure 4-200 User tables contain information such as hostnames,
usermamees, passwords, and privileges of particular users.

419

Chapter Summary

Port scanning is a basic technique used in database penetration, making familiarity with port-scanning
technigues important.

In Microsaft SQL Server, Motification Services uses the instance name to construct the instance data-
base name, if the database instance name is mot spm.'il:iml.

Metwork and database administrators can legitimately use sniffing to check the availability of network
devices and databases. They can also use it to control the quality of traffic flowing through the netwoark.

Microsoft SQL Server, including the desktop editions that are often silently installed with other Micrasofe
applications, opens and services queries delivered over incoming TCF connections through port 1433,
Microsoft S0)L Server contains many extended stored procedures to execute a set of server commands
together. Many extended stored procedures cause stack buffer vverflows and permit public access.

Google hacks use the Google search engine to find valnerabilities, publicly accessible events,
and primary operating systems of SQL Servers.
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Chapter

Virus and Trojan Detection

Objectives

After completing this chapter, you should be able to:
Use connection and port Information to detect Trojans

Use process Information to detect Trojans

Datect boot-sector viruses
Enumerate the different tools used to detect viruses and Trojans

Key Terms

Boot-sactor virus  a wirus that infects the boot sector of a computer system and is typically spread
through an infected floppy

Introduction to Virus and Trojan Detection

Viruses and Trojans are two of the most widespread types of malicious software. Attackers use
them to do anything from causing mischief to completely shutting a system down. There are a large
number of existing viruses and Trojans, and new ones are being developed every day. Because of this,
administrators need to be aware of how to detect and remove these pieces of malware. This chapter
describes the steps that administrators can take to detect viruses and Trojans. I alse lists many of
the tools they can use to detect and eliminate malware.

Steps for Detecting Viruses and Trojans
The following are the steps for detecting Trojans and viruses in a system:

= Stepr 1: Use netstat -a to detect Trojan connections.
= Step 2: Check Windows Task Manager.

ta
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5.2 Chaprar 5

* Step 3: Check if scanning programs are enabled.
* Step 4 Check if antivirus and anti-Trojan programs are working.

* Step 5: Detect any boot-sector viruses.

Step 1: Use netstat -a to Detect Trejan Connections

Metstat is used to display active TCP connections, [P routing tables, and pores on which the computer is listen-
ing. Generally, most Trojans use TCP or UDP sockets. Metstat shows details about the different TCP connec-
tions, and administrators can then detect any suspicious connsctions that may indicate a Trojan. Sometimes,
firewalls, routers, and 105 affect the port-scanning results. The syntax for Metstat is netstat [options] [-p pro-
toced] [interval].

The options for Metstat include the following:

* -a: Display all connections and listening ports

* - Display Fthernet statistics

* -m: Display addresses and port numbers in numerical form

* -r: Display the routing table

* - Show only connections for the protocol specified; may be either TCF or UDP

* -5: Display per-protocal statistics; by default, statistics are shown for [P, ICMF, TCF, and UDP

Figure 5-1 shows the cutput of netstat -a_

Step 2: Check Windows Task Manager

Windows Task Manager (Figure 5-2) provides detailed information about the applications and other pro-
cesses running on a system. It also provides information about networking, performance, and users on the
system. Administrators should check the Windows Task Manager for different applications running on the
system. If they find any suspicious application running, they should check it t0 make sure it is not 2 virws or
Trojan application.

Step 3: Check If Scanning Programs Are Enabled

Scanning is used to detect Trojans and viruses present on a system. Scanning is performed with the help of
scanning toals, antivirus software, and anti-Trojan software. It is necessary to check whether the scanning
programs are enabled or not. If they are disabled, the system is vulnerable to attack. Administrators should
enable these programs.

Figure 5-1 The netstat -a command shows all connections and listening ports.
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Figure 52 ‘Windows Task Manager provides information about the
applications and ather processes running on a system.

The following are some of the scanning technigues:

= ftep 3.1 Scan for suspicious running processes.
= Step 3.2: Scan for suspicious registry entries.

= Step 3.3: Check for suspicious open ports.

* Step 3.4: Scan for suspicious network activities.

® fiep 3.5 Use HijackThis to scan for spyware.

Step 3.1: Scan for Suspiclous Running Processes

A system should be scanned for any suspicious running process. This scanning can be done using the following
scanning tools:

® FProcess Viewer: Process Wiewer is a utility that displays detailed information about processes running
under Windows. For each process, it displays memory, threads, and module usage. For each DLL, it
shows full path and version information. It comes with a command-line version that allows the user
b werite scripts to check if a process is running, o kill it, and so on. The main window shows a list of
running processes including information about the process 10, the priority, and the full path to the
process madule. The user can sort columins by clicking on the column header.

= Wihat's On My Compter?: This tool helps 2 user easily access information about any file, folder,
process, service, 1P connection, module, or driver running on the compater. It protects against viruses,
Trojans, spyware, and bad or poor-guality software. It provides additional information about the
pragrams that are running on the user's computer.
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5.4 Chaptar 5

Stap 3.2: Scan for Suspicious Registry Entries

The registry stores information about the different applications installed on the system. To open Registry Editar,
a user dlicks Start and then Run and then types regedit. Administrators should check the registry for unknown
.exe files. The following toals are used for scanning:

-

RepScammer: The RegScanner utility allows users to scan the registry, find registry values that match the
specified search criteria, and display them in one list. After finding the registry values, users can easily
jump to the right value in Registry Editor simply by double-clicking the desired registry item.
MEConrfig: Microsoft System Configuration Utility is a tool that is used to troubleshoot problems with
computer systems_ It aids in editing and administering text-based configuration files such as win.ini and
autoexec.bat. It ensures that computers will boot faster and crash less often. It automatically checks

for Trojans.

Step 3.3: Check for Suspictous Open Ports

Suspicious open ports should be scanned. These are ports associated with services that a user is not running or
persistent ephemeral parts. Ephemeral ports are normally short-term-use ports, and it would be suspicious for
any of these ports to be left open for extended periods.

Mote that port numbers are divided into three ranges:

1
2
k!

. Well-known pores: 0 through 1023
. Registered ports: 1024 through 4%151
. Ephemeral ar private ports: 49152 through 65535

These ports can be scanned using the following tools:

-

Metstat: Metstat is used to display active TCP connections, IF routing tables, and ports on which the
computer is listening.

FPort: FPort supports Windows operating systems. It reports all open TCHIP and UDP ports and maps
them to the owning application. This is similar to the information seen using the netstat -an command.
However, it also maps those ports to running processes with the PID, process name, and path.

TP View: TCPView [Figure 5-3) is a Windows program that shows detailed listings of all TCP and
UDF endpaoints on the system, including the local and remote addresses and the state of TCP connec-
tions. On Windows NT, 2000, and X P, TCPView also reports the name of the process that owns

the endpoint.

Step 3.4: Scan for Suspiclous Network Activities

The following tools can be used to scan for suspicious network activities on the system:

-

Ethereal: Ethereal is a GUI network protocol analyzer. It allows the user to interactively browse packet
data from a live network or from a previously saved capture file [Figure 5-41. Fthereal's native capture
file format is libpcap format, which is also the format used by Topdump and various other tools. In
addition, Ethereal can read capture files from Snoop and atmsnoop, Shomiti/Finisar Surveyor, Nowvell
Analyzer, Metwork General/Metwork Associates DOS-based Snifer (compressed or uncompressed),
Microsoft Wetwork Monitor, and so on.

Messms: Messus is a network vulnerability scanner. It can perform a port scan, and it can runa
comprehensive scan for network vulnerabilities.
Mmiag: Wmap is used for port scanning. It supports more than a dozen ways to scan a network. Some

scanning technigues used are UDP, TCP connect, TCP 5YM (half open), FTP proxy |bounce attack),
reverse ident, [CMP (ping sweep), FIN, ACK sweep, Xmas Tree, 5¥M sweep, I protocol, and null scan.

Step 3.5: Use HijackThis to Scan for Spyware

HijackThis | Figure 5-5) is a general browser hijacker detector and remaver. This program detects general hijack-
ing technigues that mainstream spyware removers do not detect. HijackThis examines certain key areas of the
registry and hard drive, and lists their contents.

Copyrigt 2011 g Linitag AL Mg Aoumd 313w b et S o ol O 8 M- 8 R D813 SOCHTAS rghl M 4 oy T B3 e s o ek '

i ol review o

) ey Tap— Lo e Lk ay seemrven the rigi: i rvmcne 208 il conien 3 oy e | aabesgessl righis rmidcliorn racp iy i



Stmps for Detecting \insas and Trog@ns 55

& TON¥icw  Syminbermals: wees syiniermds. oom
M= 0OzHom Srocmss e ol

Ha [

I FTPHHL

IL':‘IHuLI-H - ARAINEZL LR TEMTIL
IE% IHaLF M= ARANEZL LR IEMITIL
ILSTHaLl HoZ CIALZL LUILHHL

Ans Ll LUILHAL

ILSIHALL H
s | TRETHACT H
= Iclvm=hi-w 1=
. TFATHAF HE?
| TFATHSrF HE? -
=] IESIHALF Hadd . 2z A2 dIMEZL LSIEMIIL
A IES IHAGLF Mz ..
=
4 FonA R e A IALEL L ILHHAL
— EdPmize . LETCHHE
a I FTTHHE
| Torr ZInrhcn I STFHHE
ek : 1 ETFRHE
s, i ot - E5TGELISHED
il T TESTHSLF H=2 . -
3 S, T - I=inefir e P,
S Jb Istvenchiool b,
rmroee s o TRLTHAMT HE~ 1 FTPHHE
Az om- TTF TFATHAF 7> | FTFHHE
Azam TTE TFATHArF W77 1 FTRRHE

Figure 5-3 TCPView displays information about open ports and connections
on a system.

Step 4: Check If Antivirus and Anti-Trejan Programs Are Working

Antivirus programs should be updated often to make sure they have the latest virus signatures. Most antivi-
rus programs wark by checking data and files against a database of known virus signatures. However, some
programs merely ook for viruslike processes, rather than specific viruses. Because of this, the user is just
warned of a p-ussiHe- virus infection. This method can raise false alarms, so it is not considered as effective as
the signature method.

Anti-Trojan software is specifically designed to detect Trojans. Most can be run alongside an antivirus
program. However, no Trojan scanner is 100% effective, because manufacturers cannot keep up with the rapid
evolution of Trojans. Therefore, the best practice is to update anti-Trojan software regularly.

Administrators should check to make sure these programs are updated and functioning properly. Some
viruses are able to shut down antivirus software, and some can even make it look like the antivirus software is
still running, making it important for administrators to remain vigilant.

Step 5: Detect Any Boot-Sector Viruses

Bood-sector viruses infect the boot sector of 2 compater system and are typically spread when users boot or
attempt to boot from an infected floppy disk. Even if the disk does not contain the M5-DM05 system files needed
to successfully boot, an attempt to boot from an infected disk will load the virus into memory. The virus acts as
if it were a device driver. The virus moves the Interrupt 12 return, allowing it to remain in memory even after
a warm bhoot. The virus then infects the first hard disk in the system.
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Figure 5-1 Ethereal allows a user to browse padeet data drom a previously saved

capture file

Because the virus moves the Interrupe 12 return, the M5-DOS system memory will ke 2 KB smaller than
normal. This can be verified by running the B5-005 chlkdsk command.

Software
Spyware Detectors

Spyware detectors are used to detect spyware present on a system, and many can also attempt to remove the

spywire. The following are some popular spyware detectors:

* Ad-Aware

* Spybot Search & Destroy
* PestPatrol

* Mcikes Anti-Spyware

* SpywareGuard

* SpyCop

* Spyware Terminator

+ XoftspySE

* SPYWAREfighter
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Figure 5-5 HijackThis scans key areas of the registry and presents a report based
on that s=arch.

Anti-Trojan Software
Anti-Trojan software is designed o detect Trojans. Most can be run alongside an antivirus program. The fal-
lowing are some popalar anti-Trojan programs:
® Trojan Guard
* TrojanHunter
* ZaneAlarm
WinTFatrol
* LeakTest
* Kerio Personal Firewall
* Sub-Met
s TAYScan
= SpyBot Search & Drestroy
= Anti Trojan
* Cleaner
* Comodo BOClean
» NofspySE
* Spyware Doctor

Copyrigt 2011 g Linitag AL Mg Aoumd 313w b et S o ol O 8 M- 8 R D813 SOCHTAS rghl M 4 oy T B3 e s o ek '
i Bortal rorview i ) ey Tap— Coppe Lmnday canieni 3 oy e T 1abesgess righis rmidcliarn iy i




5.8 Chaptar 5

Antivirus Software
The following are some popular antivirus programs:
* Panda Antivirus
* AMacro AntiVirus
* BitDefender Professional Plus
* CyberScrub AntiVirus
* M [Daemon
* AVG Antivirus
= Morton AntiVirus
* F-Secure Anti-¥irus
* Kaspersky Anti-Virus
* AntiVir Personal
* Bootminder
* Mchfee SecurityCenter
* CA Anti-Virus
* avast! ¥Wirus Cleaner

Chapter Summary
The Metstat tood can detect open connections and listening ports that may indicate the presence of a
Trojan on a system.
Process Wiewer, What's On My Computer? and HijackThis are some scanning tools.

Boot-sector viruses are :_pruﬂ to computer systems when a user boots or attemnpis b boot fram an
infected floppy disk.

Antivirus programs should be updated often to make sure they have the latest virus signatures.
Spyware detectors are used to detect the spyware present on the system.
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Chapter

Log Management Penetration Testing

Objectives
After completing this chapter, you should be able to:

* Understand log files

= Understand the need for log file management

= Understand the challenges In log file management
» perform log file management penetration testing

Key Terms

Leg a record of the events occurring within an organization’s systems and netwoarks

Log managemant the process of generating, transmitting, storing, analyzing, and disposing of
log data

Syslog  a client/server protocol that specifies a general bog entry format and a log entry transport
mechanism such as TCP or UDP

Introduction to Log Management Penetration Testing

A log is a record of the events occurring within an organization’s systems and networks. Log files are
important parts of an organization'’s computer systems. They provide administrators with important
information that helps them optimize and troubleshoot all of the orgamization’s computer compo-
nents. It is important for the logging and log management mechanisms in the organization o func-
tion properly. It is also impartant to secure these log files, because attackers can use the information
in them to attack the network. This chapter teaches you about log files, log file management, and
haw o perform a penetration test on an organization’s log file management infrastructure.

&1
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Log File Overview

Lag files maintain a record of all the events occurring in an crganization’s systems and networks. Log files were
traditionally used solely for troubleshoating, but now they have become tools for organizations to pecform the
following tasks:

* Optimizing the performance of the system or the network

* Checking for malicious activities

* Maintaining records of all the actions for evidence purposes

Basically, logs are classified into the following two categories:

1. Security software logs

2. rperating system logs

Security software logs are logs that provide a record of security events. Security-related software eypically
triggers these security events. Some examples of security software are antimalware software, intrusion detection
and prevention systems, remote access software, Web proxies, vulnerability management software, authentica-

tiom servers, network QUArANTINE S&TVers, rowters, and firewalls.

The follewing are some examples of security software log entries:

* Imtrusicr detection systems: [**] [1:1407:9] SMMP trap udp [**] [Classification: Attempted Informa-
tion Leak| [Prioricy: 2] 0306-8:14:09.082119 192.168.1.167:1052 -» 172_30.128.27:162 UDF TTL:118
TS0l [D:291H Iplen-20 DgmLen:87

* Persomal firewall: 306/2006 B:14:07 AM,*Rule™ “Block Windows File Sharing™ “blocked |192.168.1_54,

rl.ﬂ‘l!i-us-sml:l35'!l'|.', “Rule™ *Block Windows File Sha:ri:ng" “hincked (192 168.1.54, nethios-ssm1 38

Inbound TCP connection. Local address, service is [KEMT{172.30_128.27), nethios-s=n{139)). Remote

lﬂ:lrm, service is [192.168.1.54,39922 ). Process name is” *System™ " 332006 9:04:04 AN, Firewall

configuration updated: 398 rules_, Firewall configuration updated: 398 rules.

Antispryware soffare: DE0 Exploit: Data source object exploit [Registry change, nothing

done] HEEY_USERS5-1-5-195oftwareMicrosoft WindowsWCurrent Version\Internet Settings\

Zonesi 14! = =3

Lugs that record all events related to operating systems are operating system logs. Examples of these are
system bogs and audit records.

L]

The Need for Log Management

Organizations use log data to strengthen information security with the help of advanced audits and data cor-
relation. Log data are also used for troubleshooting and meeting compliance initiatives. Log management is
the process of generating, transmitting, storing, analyzing, and disposing of log data. Effective log management
provides the following security features:

* Ahility to parse various log data formats

* Troubleshooting tools

* The capability to store and archive log data and perform robust searches against those logs

* Real-time and batch alerting processes to aid in incident response

* Detailed information about security records

Auditing and forensic analysis to investigate malicious activity

-

* Routine log review and analysis that helps to identify and provide security against security threats,
podicy vielations, operational problems, malicious activities, and so on
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Challenges in Log Management
The following are some of the challenges faced in log management:
® Froblems with the initial generation of log files due to incompatibility of varous network devices
® Incomsistent log formats leading to a problem in storage of log files
= Maintenance of confidentiality, integrity, and availability of log data
* Inaccuracies in the system’s internal clock, which prevent the proper lopging of events

= Balancing the availability of a large amount of log information with the minimal availability of
organizational resources for analysis

® Limited storage size for log data, which can lead to overwriting old data with new data
or interrupted logging

Steps for Log Management Penetration Testing
The following are the steps for log management penetration testing:
= Step 1= Scan for log files.
* Step 2: Try to flood syslog servers with bogus log data.
= fiep 3: Try malicious syslog message attacks {buffer overflows).
® Step 4: Perform a man-in-the-middle attack.
= Step 5: Check if the logs are encrypeed.
= ftep 6: Check if arhitrary data can be injected remately into Microsoft I5A server log files.
= Step 7 Perform a DoS attack against Check Point FireWall-1s syslog dasmon.
= Step §: Send syslog messages containing escape sequences to Check Point FireWall-1's syslog daemon.

Step 1: Scan for Log Files

Testers can use different scanning tools o scan for log files. After finding the scanned files, testers can try 1o
madify them to see if the system allows it. The following are log file scanning tools:

= Sawmill

* herumsg
Step 2: Try to Flood Syslog Servers with Bogus Log Data
Syslog is a clientfServer protocal that specifies a general log entry format and a log entry transport mechanism
such as TCP or UDP. Most syslog applications use unreliable connectionbess UDP protocols to move or rotate
log information between hosts. UDP does not ensure or acknowledge that log entries are received successfully
or in the correct sequence on the network.

Muost syslog implementations do not perform any access control, so any host can send messages to a syslog

server without caring about the capacity of the syslog server. A tester should try to send fake log data to a syshog.
server in large quantities and check for a denial of service that may occur due to flooding.

Step 3: Try Malicious Syslog Message Attacks (Buffer Overflows)

A buffer overflow is a condition that results from a programming error. If an application receives data and tries
to store those data in a buffer that is too small to hold the data, the buffer can overflow. Bounds checking can
prevent buffer overflows, If an attacker successfully overflows a buffer, he or she can cause a denial of service
or can even cause the application to execute the attacker’s own code. &n attacker can send overly long messages
to a sysbog server to cause a buffer overflow.
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Step 4: Perform a Man-In-The-Middle Attack

In 2 man-in—the-middle (MITM) attack, the artacker creates independent connections with the arget systems
and relays messages between them, making the targets believe that they are communicating directly with each
other when, in fact, the attacker is controlling the whaole conversation. This type of attack may be used to modify
or destroy syslog messages in transit.

To perfurm a penetration test using a man-in-the-middle attack, testers should check the following:

* ‘Whether the syslog client checks for the server's identity as presemted in the server’s certificate message
before sending log files

#* The client’s local sshiknown_hosts file if an 535H tunnel is used I:'nring_rrlnmi:sim:

Step 5: Check If the Logs Are Encrypted

Encryption is used for securing information. Log files can be protected with the help of encryption_ Testers should
check whether log files are encrypted or not. During transactions, syslog cannat encrypt log information.
Step 6: Check If Arbitrary Data Can Be Injected Remotely into Microsoft I1SA
Server Log Files

To inject arhitrary data remotely into a Microsoft ISA |Internet Security and Acceleration] server log file, a
tester can send the following specially crafted HTTP request to modify the destination’s host parameter in the
log File:

GET / HTTE/1.0
Host: BOIMIEE0E60
Transfer-Encoding: whabtever

In this case, the four ASCII characters 1, 2, 3, and 4 are injected into the destination’s host parameter in the
lag File.
Step 7: Perform a DoS Attack Against Check Point FireWall-1s Syslog Daemon
The fellowing are the steps for performing a DoS attack against Check Point FireWall-1 syslog daemon:

1. Start syslogd by enabling the firewall object.

2. Check for listening syslogd.

3. Send a valid syslog message from the remote host.

4. Send a random payload through syslog wsing the following command: cat /devfuwrandom | nc -u

firewall 514

Step 8: Send Syslog Messages Containing Escape Sequences to Check Point
FireWall-1's Syslog Daemon

For this test, send syslog messages containing escape sequences to Check Point Firewall-1's sysbog daemon using
the following steps:

1. Check if the Check Point FireWall-1 feature of receiving syslog messages from a remate host is enabled
ar disabled.

3. 0f it s disabled, try o enable the feature.

3. Then, try to send any escape sequences through syslog. The following is an example command to perform
this action: echo -e “<189=1%; D01:04: TestaWI33[21033[2;5mM033[1 3 ImHACKER- ATTACKM33

12;23mMI33[22;30mMI33[3q7 | nc -u firewall 514

Checklist for Secure Log Management
The following is a checklist for maintaining the security of log management:
* Maintain backups of log files.
* Use updated versions of software for logging mechanisms.
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= Select secure log file bocations.

= Encrypt log files in order to secure log information.

= Store log files on a separate secure host to prevent tampering of log files.
= Check whether the log management infrastructure is secure or not.

® Train the personnel responsible for log management.

= Provide limited access to log files.

* Use a secure application to transmit log files from one system to another.
® Check the internal clocks of all systems.

Chapter Summary

Lag files maintain a record of all actions that socur on an organization's systems and networks.

Lags are used to perform aoditing and forensic analysis to investigate malicious activity.

Limited storage size for log data leads to overwriting old data with new data or interrupted logging.
Security software logs are logs that provide a record of security events.

Lags that record all events related to operating systems are operating system logs.

Organizations use logging data to gain information sscurity with advanced audits and data correlation.

Most syslog applications use unreliable connectionless UDP to move or rotate log information
between hosts.

Administrators should use updated versions of software for logging mechanisms.
Administrators should regularly check the internal diock of the system to ensure the proper logging

DF evemts.
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File Integrity Checking

Objectives
After completing this chapter. you should be able to:

understand file Integrity

Be able to check the Integrity of a file
uUnderstand CRC-based Integrity checking
uUnderstand hash-based Integrity checking
Enumerate tools used for Integrity checking

Key Terms

Cyclic redundancy dhack [CRC}  a method for checking integrity by taking the original binary data
and converting it to a polynomial divided by another predetermined polynomial (key); the remainder
from the division is the CRC, which is attached to and transmitted with the original message
Hashing a mathematical procedure that converts a large variable string of data into a small
fixed-size integer that is used to verify the integrity of the original data

Introduction to File Integrity Checking
File integrity checking is an important task, because it allows an individual to check if a file has heen

D:"rupt{ll T m.ﬂdl.l:iﬂd. Fl.ll:‘ can hl'! I:Dr]'up'l'ﬂd lhrl:l'l.lEI'l. ETMOHS , T Iil.-l.l:ﬂ.l! ACIMMNE, (N I'Lﬂl'dwﬂfl‘ Fﬂl.l.ll‘.
and being able to verify the integrity of a file is a valuable skill. This chapter teaches you about file
integrity and how to verify it. It also lists tools you can use o check file integrity.

File Integrity Overview
File integrity checking verifies the following:
= If the file is the same as the original file (size and version of the file)

= When the file was last created or modified 71
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* Login name of the user who last modified the file

* The file's attributes [e.g., read only, hidden, system)

File integrity can be compromised due to the following:

* Fanlty storage media: Files stored on faulty storage media get corrupted and cannot be opened.

* Tramsmiission errors: Transmission errors cause damage to a file when it is transmitted from one system
ta another an the network.

*  Erpors during coprping or moeing: Ervoes when a file is copied or moved onto another system may lead
tor file corruption.

* Software bupgs and virnses: Malicious programs and software bogs can damage files.

Integrity-Checking Techniques
The following are three common integrity-checking technigues:

1. Comparing tiwa files bit-by-hit: Comparing two files bit-by-hit requires both the original copy of the file
and the copy that is being checked. These two files are compared bit-by-bit, which is a difficult and time-
consuming, task and not frequently used.

1. CRC-based inteprity checking: Cyolic redundancy check (CRC) s a method for checking integrity by
taking the original binary data and converting it to a pelynomial divided by another predetermined poly-
nomial (key). The remainder from the division is the CRC, which is attached to and transmitted with the
ariginal message. CRC generates a 32-hit number [CRC value| that depends on the contents of the file. If
the file contents change, the CROC value of the file also changes; therefore, the user knows that the file has
been modified. It takes input of any length and produces a fixed-sized output. CRC is used for detecting
commaon errors caussd by noise in transmission channels by comparing the current version of the files
CRC value with a previously calculated CRC value.

3. Hash-based inteprity checking: Hasling is a mathematical procedure that converts a large variable string
af data inta a small fixed-size integer that is used to verify the integrity of the original data. Hash-based
verification requires a comparison of hash valses. In this method, hash algorithms generate a hash value
for the file. Hash valwes of two files can never be the same. This method compares the file's hash value to
a pr:'rinu.s|r calculated value to ensure that the file has not been :nrrupd':d ar modified. 1f the two hash
values match, then it is assumed that the file is the same as the original.

CRC-Based Integrity Checking
The following are the steps for checking a files integrity with a CRC check:
1. Compuate the CRC value of the original file.
2. Compare the CRC value of the current version of the file with the CRC value of the original file.

CRC Checking in Linux

The following are the steps for performing CRC checking on Limux:

. Change the directory to the folder where the target files are stored.

. Type cre32 «original filename= and press Enter. This displays the CRC of the original file.

. Type cre32 <new filenames and press Enter. This displays the CRC of the current version of the file.

. Compare the CRC values.

5. To compute the CRC values of all the files in a specific folder, replace the filename with an asterisk |*).

1 a file is being transmitted, the sender can compute the CRC value and send that value along with the file. If
muleiple files are being sent, the sender can create an 5FV file, which includes CRC values for all the files being
transmitted. This allows the receiver to check the integrity of all the files.

Bk b e
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CRC Checking in Windows

The Windows Installer supports CRC checking. After it copies a file, it calculates the CRC of the source and
destination files. It then compares the CRC values to make sure they match. 1f the values do not match, the
Windows Installer knows that the file has been modified or corrupred.

Hash-Based Integrity Chacking
The fallowing are the steps for hash-based integrity checking:

1. Get the file and previously caleulated hash value for the file.
2. Generate a new hash value for the file.
3. Match the old and new hash values.

File Integrity-Checking Tools
The fallowing are file integrity-checking tools:
L
* cksum
. DySFY
= FastSum
FlashsFv
= FSUM
* HashiCalc
® JHashCak
= Jacksum

* mdSsum

= shalsum

* TernCopy

= wxChecksums
® SupersSFV

* SFV Checker

Chapter Summary
File integrity checking verifies if a file is same as the original file and if there have been any
madifications made to the file.
Files stored on faulty storage media get corrupted and cannot be opened.

Transmission errors cause damage o a file when it is transmitted from ome system to anather on
the netwark.

Cyclic redundancy check [CRC) takes an input data stream of any length and produces an output value
of a certain fixed size,

Hash-based verification compares a files hash value to a previously calculated value for the file to ensure
that the file has not been corrupted or modified.

The Windows Installer supports CRC checking.
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Data Leakage Penetration Testing

Objectives
After completing this chapter. you should be able to:

= Recognlze points of data leakage
= Perform data leakage penetration testing
= Use data protection tools

Key Terms

Data loakage an incident in which private and confidential data leak out of an organization's
network and into the hands of unauthorized wsers

Introduction to Data Leakage Penetration Testing

Dt feakage is a serious problem, in which private and confidential data leak out of an organization’s
network and into the hands of unauthorized users. These data could be leaked through e-mail, HTTF,
or even a netwarked printer; a malicious user can do almost anything with these data, especially
considering that only about 30% of users encrypt their sensitive data. This chapter teaches you how
to perform data leakage penetration testing to protect confidential data from malicious users.

Points of Data Leakage
Diata are often leaked through the following points:

Remuovable devices, such as thoss using USE and Firewire
FTP ports

Bluetonth

E-mail attachments

@ & & @

L]

Memaory slots
Spyware/ Trajans

B
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Sensitive Data

Organizations must be sure to take care securing vital and sensitive data, such as the following:
* Employee information such as names, addresses, salaries, and Social Security numbers
* Marketing and new product plans
* (Corporate sirategies
* Target markets and prospect information
* Fusiness procedures
* Product designs, research, and costs
* Alliance and contract arrangements
* Customer and supplier information
* Credit records or credit union account infermation
* Trade secrets and imtellectual property

Steps for Data Leakage Penetration Testing
The following are the steps for performing data beakage penetration testing,

Step 1: Check the Physical Availability of USE Devices

USE devices are often wsed for bulk data transfer. Some transfer data inside a system, while others transfer
data to outside devices. These devices may be vulnerable to data leakage. Testers need to check the USR devices
connected o systems in the Windows Device Manager, shown in Figure 8-1.

Step 2: Check If USB Drives Are Enabled

USE drives directly connect to the computer through USR ports and are mainly used for transferring bulk
data. These USE drives only operate if connecting options are enabled, so testers can use the Windows Device
Manager to check whether the USE drives are enabled or not, as shown in Figure §-2.
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Figure B-1 Testers look for U8 devices in the Device Manager.
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Stepe for Data Leakage Fenetraton Testing B3

Figure B-2 These active U8 root hubs will connect external WSB drives to the system.

A adin s e
< B Fé A =xEN

Figure B-2 Try to enable a disabled USE root hub.

Step 3: Try to Enable USB

1f any of the USE root hubs are disabled, indicated by a red X on their icons, testers can try to enable them by
right-clicking on one and then clicking Enable, as shown in Figure 8-3. If the device then becomes enabled, the
active user has administrative privileges, which should not be the case for normal users.
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Figure B-4 Blustooth connections can
allow an attacker to wirelessly steal data.

Step 4: Check If USB Devices Require Passwords

Most USE devices can be secured with a password, which the system will reguire as soon as the device is
comnected. Testers can connect the USH devices to the system and check if authentication is requested.

Step 5: Check If Bluetooth Is Enabled

Bluetooth transfers data betwesen systems and wireless devices. Some systems have built-in Bluetooth eonnections,
which could allow attackers to transfer confidential data wirelessh. Penetration testers can use the Windows
Dievice Manager to check if the system has a buili-in Bluetooth connection, as shown in Figure 8-4. They can
alsa check if this connection is enabled or disabled. 1f it is enabled, it shoold be disabled to protect confidential
data. Ifit is disabled, testers can try to enable it; if it becomes enabled, the current user would have administrative
privileges, which should not be the case for normal users.

Step 6: Check If Firewire Is Enabled

Firewire, alse known as IEEE 1394, transfers bulk data with speeds of up to 400 Mbps. This speed makes it
ideal for external hard drives. Testers can check whether Firewire is enabled or not in the system BIOS,

Step 7: Check If FTP Ports 20 and 21 and/or S5H Port 22 Are Enabled

FTP is used to transfer files from one system to another, usually through ports 20 and 21. Attackers know these
are comman ports, so testers should check to see if they are enabled in the firewall’s configuration. Testers should
also check to see if port 22 is enabled. Secure Shell (55H], even though it is designed to provide confidentialicy
and integrity of data over an insecure network, still allows for the bulk transfer of information.

Step 8: Check for Available and Enabled Memaory Slots

There are many memory slots present on a system, including RAM, SREAM, and virtual memory. These shots
store vital information and may be vulnerable to data leakage. Penetration testers should identify all memory
ESMINCES.

Step 9: Check If Employees Are Using Camera Devices Within Restricted Areas

Employees with camera devices, including digital cameras and most modern mobile phones, can caprure
confidential data on these devices. Organizations should restrice the use of these devices in sensitive areas o
prevent data leakage.
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Figure 85 This systern has a camera installed.

Step 10: Chack If Systems Have Camera Drivers

Computer systems can have digital cameras installed. Testers should check if systems have drivers for these
cameras in the Windows Device Manager, shown in Figure 8-5.

Step 11: Check for Antispyware and Anti-Trojan Software

Spyware and Trojans can secretly collect sensitive data and send the data to attackers. Penetration testers should
check if spyware and Trojans are installed on the system. To check, testers can send a malicious program to the
systemn and see if a defense program stops it

The following are some popular antispyware software applications:

Spy Sweeper

CounterSpy

Trend Micro Anti-Spyware
AntiSpy

Spyware Doctor
PestPatral

Ad-Aveare SEPro

Spyware Belione

Mchfee Anti-Spyware
Maxion Spy Killer

CopyTigt 2013 Langage Leniiag AL Mg Houmd 312, m o et s o Eapl COR, 8 00 0 8 8. D813 OGS righal, M0 Ay [ and 523 b W R s e vk ol
i Bortal rorview i e i verall becors iy saperisace. Carappe Lk ay pesrves the rigli: i rmcne 08 il conienl 3 oy e | asbesnessl righis rmidcliarm iy i




B-6 Chaptar B

Step 12: Check Data Encryption Strength

Data encryption techniques protect an organizations vital information from unauthorized users. Various
methods can be used to encrypt this data, using translation tables for encryption and decryption. Penetration
testers should check the translation table to see if any encryption is used to protect the data.

They should also check for DEMS packets, because many DEMS packets have some kind of encryption
scheme. Various key-based encryption algorithms are used to protece vital information, so testers should check
which algorithms are being used.

Testers can also apply various data decryption or crypranalysis tools such as Jipher and Crank on enceypted
data. If they can easily decrypt the data, the data are not secure.

Step 13: Check If Internal Hardware Components Are Locked

Many hardware components are present inside systems, such as network adapters and PCMCIA cards. Bulk
data are transferred between systems and these devices. Malicious users who have access to the system may
use these internal components to gain confidential information, so testers should check whether or not internal
hardware compoments are locked.

Step 14: Check If the Size of E-Mail and E-Mail Attachments Is Restricted

Employees can transfer data outside the network using e-mail attachments. If the size of e-mails and e-mail
attachments is restricted, this will be mouch more difficult. To test this, a penetration tester can try to semd
an e-mail with a very large artachment to an cutside address. If it is sent successfully, it means the size is
not restricted.

The fallowing are the steps to check this setting in Microsoft Exchange Server:

Crpen the Mail Flow Settings tab in Mailbox Properties.
Crpen the Message Size Restriction dialog box to see the size limit of sent and received e-mail messages.
Click on the option for Mail Attachment Size to check the maximum allowed attachment size.

[P

Data Privacy and Protection Acts
The laws in the following ssctions directly relate to data privacy and protection.

USA: Gramm-Leach-Bliley Act

The Financial Modernization Act of 1999, also known as the Gramm-Leach-Bliley Act or GLE Act, includes
provisions to protect consumers’ personal financial information held by financial institutions. Section 6801,
following, is particulady relevant:!

Sec. 680). Protection of nonpieblic personal information

{a) Frivacy obligation policy

It is the policy of the Congress that eack financial institation showld have an affirmative and cortinning

abligation to respect thre privacy of its customers and to protect the security and confidentiality of those
customers” mopublic personal irformation.

(b Fimamcial institutions sajfeguards

In furtherarwce of the policy in subsection (1) of this section, each agency or authority desoribed in section
G805 a) af this title shall establish appropriate standards for the financial institntions swbject to their
jwrisdiction reloting to administrative, techmical, and plical safepnords—

(1) to imsure the secwrity and confidentiality of customer records awd fnformuation
12
i3

to protect ageinst any anticipated threats or bagards to the security or integrity of swch records; and

—

to protect against wenithorized access o or use of such records or information wihich conld resuit in
substantial barm or inconvenience fo ary customer.
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USA: Health Insurance Portability and Accountability Act (HIPAA)

The Federal Health Insurance ?nrtal!i]it]r and .ﬂ.nwuntal:i]itr Act of 19%6, also known as HIPAA, sstablishes a
national framework for security standards and protection of confidentiality in regard to health care data and
information.”

All health care plans, health care clearinghouses, and health care providers that transmit health information
electronically must comply with HIPAA regulations.

USA: The USA PATRIOT Act
The USA PATRIOT Act prescribes penalties for anyone who performs any of these activities:’
= [Intenticnally intercepts, endeavors to intercept, or procures any other person to intercept or endeavor to
intercept any wire, oral, or electronic communication
= Intentionally uses, endeavors to use, or procures any other person to use or endeavor to use any
electronic, mechanical, or sther device to intercept any oral communication
= Intentionally discloses, or endeavors to disclose, to any other person the contents of any wire, oral,

or electronic communication, knowing or having reason to know that the information was obtained
through the interception of a wire, oral, or electronic communication
* Intentionally uses, or endeavors to use, the contents of any wire, oral, or electronic communication,

knowing or having reason to know that the information was obtained through the interception of a
wire, oral, or electronic communication

USA: Sarbanes-Oxley Act (SOX)

The Sarkanes-Orxley Act, or SOX, requires companies and registered accounting firms to comply with specific
rules regarding the accuracy and reliability of their confidential information.” 1t strengthens the requirements
for record maintenance, auditing, and reporting.

UK: Data Protection Act

The Data Pratection Act regulates how personal information is used through eight data protection principles.”
According to the act, personal information must be:

. Fairly and bowfully processed

. Processad for limited purposes

Adequate, relevant, and not excessive

Accurate

Mot kept longer than necessary

Processed in accordance with an individual's rights

. Kept securs

. Mot transferred abroad without adequate protection

o P b e e e

Data Protection Tools

VIP Privacy

VIP Privacy is a tool that searches and safely deans up information stored on a system, without deleting private
files or changing the contents of documents. It only deletes information collected by applications, without
interfering with system and application performance.

VIP Privacy’s key features include the following:

= Fully customizahle search and clear options for safe removal of private data

® Fanic mode for quick and easy one-step data removal
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* Easy-to-use scheduler for automatic system cleanup
* Indicator of current privacy level for quick safety evaluation
* Exports results to text files

Data Protection Software
Data Protection Software secures data stored on hard drives and removable media. Its features include the
following:
* High-speed data protection mechanism
* Creates any number of protected disk images
* Simultaneously connects up to eight protected disks
* Quickly changes the disk access password
* Supports various file systems, including FAT, FAT32, and NTFS
* (Quickly mounts frequently used disks
* Quickly deletes protected disks without the possibility of restoration
* Allows for the emergency mounting of used protected disks
FolderAccess
Folder Access bocks files and folders with a personal password. This effectively protects files and folders from
malicious programs, including viruses, worms, and Trojans.
VISOCO Data Protection Master

YISOCO Data Protection Master increases the safety and accessibility of data in a Sybase ASE database. Its
advantages include the following:

* Creates and supports a copy of a database in real time

* Quickly switches to the reserve server if the main server fails

* Creates a transactions dump and a database dump for later copying o reserve media
* Restores data to almost any point in time using the dump history and transactions log

CryptEnCrypt

CryptEnCrypt is powerful encryption software. 1t requires a user-supplied password to decrypt files and allows
the user to choose from several encryption algorithms.

Steganos Security Suite

Steganos Security Suite encrypts and hides data in self-decrypting e-mails. It also includes Portable Safe and
Internet Trace Destructor featuring X P Privacy, Password Manager, and Data Shredder.

Private InfoKeeper

Private Infoeeper encrypts entire files to provide a highly encrypted and password-protected environment for
sensitive data.

QwikSecure File Protection System

wikSecure File Protection System hides files and folders safely and securely using encrypted passwords. h
supparts multiple users and allows each user to protect his or her files and folders using individual passwords,
or a single common password can be used for all users on a system, if they prefer. QrwikSecure includes a simple
interface to guide novice users through the process of hiding and revealing files and folders.

Copyrigt 2011 g Linitag AL Mg Aoumd 313w b et S o ol O 8 M- 8 R D813 SOCHTAS rghl M 4 oy T B3 e s o ek '
i Bortal rorview i ) ey Tap— Coppe Lmnday canieni 3 oy e T 1abesgess righis rmidcliarn iy i




Endnotes 8.9

Chapter Summary
Employee information, such as names, addresses, and Social Security numbers, must be protected.
Puints of data leakage include USE, FTF, Bluetooth, e-mail attachments, Firewire, memory shots,
spyware, and Trojans.
Ports 20 and 21 are commaonly used for FTF data transfer, making it wise to block them at the firewall.
Dhata can be transferred outside the crganization’s network using large e-mail attachments.
Testers should check the physical availability of USE devices.
Testers should check whether Bluetooth and Firewire are enabled.
Testers should check whether antispyware and anti-Trojan software are enabled.

Endnotes

! hitpttvweww frcgoviprivacy/glbactiglhsubl htm

* httpattweww.omhostate. nyuslombhwebshipaas

* hitpetiwwwusdoj. govicriminalioybercrime/ 1 Susc 2 511, htm

* httpattweww.dataprotection. com/iregulatory-compliancefsox/

¥ hitpattwewwdirect. gov.uloien/Rights And Responsibilities/ DG _ 10028507
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General Notice

The EC-Council | Press Series’ mission is to educate, introduce and demonstrate Information Security related
tonls and technigues for internal security analysis purposes only. You will not use the newly acquired skills for
illegal or malicious attacks and you will not use such tools in an attempt to compromise any computer system,
and you shall indemmify EC-Council and its partners from all liability with respect to the use or misuse of these
e, r:gardle:: of intent.

EC-Council provides the hacking skills and tools presented throughout the EC-Council | Press for educa-
tional use. The hacking toals are not authored by EC-Council, and in many cases are submitted by the security
community. EC-Council will not be held accountable for any damages caused by the proper or improper usage of
these materials, and makes mo guarantes in regards to their operation or suitability for any specific purpose.

The hacking teols used in the EC-Council | Press programs are meant for research and educational purposes
only. The primary intent of these tools is to provide the user with hard to find content for research or self edu-
cation relevant to netwoark security and various protection methods and their intrinsic flaws by demonstrating
exploitation methods and technigues wsed to circumvent them. We hope that you become more aware of the
dangers that lurk in society today and learn how to protect yourself from them with the knowledge you are about
to learn. In order to contimue you must accept that you are going to use this information only for educational
and research purposes only.

While possession of information or programs included in this training violates no laws, actually using or
implementing some of the programs or content may violate 1.5, Federal and other laws. For this reason, the
user is instructed not to use any programs or content contained in this training which may viclate any laws
wor infringe on the rights, including intellectual property rights, of others. We provide them for research and
educational purposes only.
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