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EC-Council

EC-Council’s mission is to address the need for well educated and certified information security and e-business practitioners.

~% COURSE TECHNOLOGY
1 & CENGAGE Learning

EC-Council is a global, member based organization comprised of hundreds of industry and subject matter experts all
working together to set the standards and raise the bar in Information Security certification and education.

EC-Council certifications are viewed as the essential certifications needed where standard configuration and security
policy courses fall short. Providing a true, hands-on, tactical approach to security, individuals armed with the knowledge
disseminated by EC-Council programs are securing networks around the world and beating the hackers at their own game.

Security|5

Security|5 is an entry level certification for
anyone interested in learning computer
networking and security basics. Security|5
means 5 components of IT security: firewalls,
anti-virus, IDS, networking, and web security.

Wireless|5

Wireless|5 introduces learners to the basics
of wireless technologies and their practical
adaptation. Learners are exposed to various
wireless technologies; current and emerging
standards; and a variety of devices.

Network|5

Network|5 covers the ‘Alphabet Soup of
Networking’ - the basic core knowledge

to know how infrastructure enables a work
environment, to help students and employees
succeed in an integrated work environment.

The Solution: EC-Council Press

The EC-Council | Press marks an innovation in academic text books and courses of
study in information security, computer forensics, disaster recovery, and end-user
security. By repurposing the essential content of EC-Council’s world class professional
certification programs to fit academic programs, the EC-Council | Press was formed.

With 8 Full Series, comprised of 27 different books, the EC-Council | Press is set to
revolutionize global information security programs and ultimately create a new breed
of practitioners capable of combating this growing epidemic of cybercrime and the
rising threat of cyber war.

This Certification: C|HFI - Computer Hacking Forensic Investigator

Computer Hacking Forensic Investigation is the process of detecting hacking
attacks and properly extracting evidence to report the crime and conduct audits
to prevent future attacks. The C|HFI materials will give participants the necessary
skills to identify an intruder’s footprints and to properly gather the necessary
evidence to prosecute.

Additional Certifications Covered By EC-Council Press:

E|NSA - EC-Council

Network Security Administrator

The E|NSA program is designed to provide
fundamental skills needed to analyze the internal
and external security threats against a network,
and to develop security policies that will protect
an organization’s information.

E|CSA - EC-Council Certified Security Analyst
The objective of E|CSA is to add value to experienced
security professionals by helping them analyze
the outcomes of their tests. It is the only in-depth
Advanced Hacking and Penetration Testing
certification available that covers testing in all
modern infrastructures, operating systems, and
application environments.

E|DRP - EC-Council

Disaster Recovery Professional

E|DRP covers disaster recovery topics, including
identifying vulnerabilities, establishing policies and
roles to prevent and mitigate risks, and develop-
ing disaster recovery plans.

C|EH - Certified Ethical Hacker

Information assets have evolved into critical
components of survival. The goal of the Ethical
Hacker is to help the organization take pre-
emptive measures against malicious attacks by
attacking the system himself or herself; all the
while staying within legal limits.
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| Preface

Hacking and electronic crimes sophistication has grown at an exponential rate in recent years. In fact, recent
reports have indicated that cyber crime already surpasses the illegal drug trade! Unethical hackers, better known
as black hats, are preying on information systems of government, corporate, public, and private networks and
are constantly testing the security mechanisms of these organizations to the limit with the sole aim of exploiting
them and profiting from the exercise. High-profile crimes have proven that the traditional approach to computer
security is simply not sufficient, even with the strongest perimeter, properly configured defense mechanisms such
as firewalls, intrusion detection, and prevention systems, strong end-to-end encryption standards, and anti-virus
software. Hackers have proven their dedication and ability to systematically penetrate networks all over the
world. In some cases, black hats may be able to execute attacks so flawlessly that they can compromise a system,
steal everything of value, and completely erase their tracks in less than 20 minutes!

The EC-Council Press is dedicated to stopping hackers in their tracks.

About EC-Council

The International Council of Electronic Commerce Consultants, better known as EC-Council, was founded in
late 2001 to address the need for well-educated and certified information security and e-business practitioners.
EC-Council is a global, member-based organization comprised of industry and subject matter experts all work-
ing together to set the standards and raise the bar in information security certification and education.

EC-Council first developed the Certified Ethical Hacker (CIEH) program. The goal of this program is to
teach the methodologies, tools, and techniques used by hackers. Leveraging the collective knowledge from hun-
dreds of subject matter experts, the CIEH program has rapidly gained popularity around the globe and is now
delivered in more than 70 countries by more than 450 authorized training centers. More than 60,000 informa-
tion security practitioners have been trained.

CIEH is the benchmark for many government entities and major corporations around the world. Shortly after
CIEH was launched, EC-Council developed the Certified Security Analyst (EICSA). The goal of the EICSA pro-
gram is to teach groundbreaking analysis methods that must be applied while conducting advanced penetration
testing. The EICSA program leads to the Licensed Penetration Tester (LIPT) status. The Computer Hacking
Forensic Investigator (CIHFI) was formed with the same design methodologies and has become a global stan-
dard in certification for computer forensics. EC-Council, through its impervious network of professionals
and huge industry following, has developed various other programs in information security and e-business.
EC-Council certifications are viewed as the essential certifications needed when standard configuration and
security policy courses fall short. Providing a true, hands-on, tactical approach to security, individuals armed
with the knowledge disseminated by EC-Council programs are securing networks around the world and beat-
ing the hackers at their own game.

About the EC-Council | Press

The EC-Council | Press was formed in late 2008 as a result of a cutting-edge partnership between global infor-
mation security certification leader, EC-Council and leading global academic publisher, Cengage Learning. This
partnership marks a revolution in academic textbooks and courses of study in information security, computer
forensics, disaster recovery, and end-user security. By identifying the essential topics and content of EC-Council
professional certification programs, and repurposing this world-class content to fit academic programs, the
EC-Council | Press was formed. The academic community is now able to incorporate this powerful cutting-edge
content into new and existing information security programs. By closing the gap between academic study and
professional certification, students and instructors are able to leverage the power of rigorous academic focus
and high demand industry certification. The EC-Council | Press is set to revolutionize global information secu-
rity programs and ultimately create a new breed of practitioners capable of combating the growing epidemic of
cybercrime and the rising threat of cyber-war.

xi
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Computer Forensics Series

The EC-Council | Press Computer Forensics series, preparing learners for CIHFI certification, is intended for
those studying to become police investigators and other law enforcement personnel, defense and military person-
nel, e-business security professionals, systems administrators, legal professionals, banking, insurance and other
professionals, government agencies, and I'T managers. The content of this program is designed to expose the learner
to the process of detecting attacks and collecting evidence in a forensically sound manner with the intent to report
crime and prevent future attacks. Advanced techniques in computer investigation and analysis with interest in gen-
erating potential legal evidence are included. In full, this series prepares the learner to identify evidence in computer-
related crime and abuse cases as well as track the intrusive hacker’s path through client system.

Books in Series

o Computer Forensics: Investigation Procedures and Response/1435483499

Computer Forensics: Investigating Hard Disks, File and Operating Systems/1435483502
Computer Forensics: Investigating Data and Image Files/1435483510

Computer Forensics: Investigating Network Intrusions and Cybercrime/1435483529
Computer Forensics: Investigating Wireless Networks and Devices/1435483537

Investigation Procedures and Response

The first book in the Computer Forensics series is Investigation Procedures and Response. Coverage includes a
basic understanding of the importance of computer forensics, how to set up a secure lab, the process for forensic
investigation including first responder responsibilities, how to handle various incidents and information on the
various reports used by computer forensic investigators.

Chapter Contents

Chapter 1, Computer Forensics in Today’s World, discusses some of the most important problems and concerns
forensic investigators face today including objectives and methodologies used in computer forensics. Chapter 2,
Computer Forensic Lab, describes the physical security needs of a lab and recommends how to maintain security.
Chapter 3, Computer Investigation Process, introduces the concept of computer investigation and shows the steps
involved in investigating computer crime. Chapter 4, First Responder Procedures, explains the role of the first
responder, how to build a first responder tool-kit and how to avoid some common mistakes often made by first
responders. Chapter 5, Incident Handling, discusses how to react to various incidents including system crashes,
packet flooding, and unauthorized use of another user’s account. Chapter 6, Investigative Reports, focuses on dif-
ferent investigative reports and how to make sure the report is well-written for use in possible legal matters.

Chapter Features

Many features are included in each chapter and all are designed to enhance the learning experience. Features include:
® Objectives begin each chapter and focus the learner on the most important concepts in the chapter.
e Key Terms are designed to familiarize the learner with terms that will be used within the chapter.

¢ Case Examples, found throughout the chapter, present short scenarios followed by questions that
challenge the learner to arrive at an answer or solution to the problem presented.

o Chapter Summary, at the end of each chapter, serves as a review of the key concepts covered in the chapter.
® Review Questions allow learners to test their comprehension of the chapter content.

* Hands-On Projects encourage learners to apply the knowledge they have gained after finishing the chapter.
Files for the Hands-On Projects can be found on the Student Resource Center. Note: You will need your
access code provided in your book to enter the site. Visit www.cengage.com/communityleccouncil for a
link to the Student Resource Center.

Student Resource Center

The Student Resource Center contains all the files you need to complete the Hands-On Projects found at the
end of the chapters. Access the Student Resource Center with the access code provided in your book. Visit
www.cengage.com/communityleccouncil for a link to the Student Resource Center.


http://www.cengage.com/community/eccouncil
http://www.cengage.com/community/eccouncil
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Additional Instructor Resources

Free to all instructors who adopt the Investigation Procedures and Response book for their courses is a com-
plete package of instructor resources. These resources are available from the Course Technology Web site, wiww
.cengage.com/coursetechnology, by going to the product page for this book in the online catalog, and choosing
“Instructor Downloads.”

Resources include:

o [Instructor Manual : This manual includes course objectives and additional information to help
your instruction.

o ExamView Testbank: This Windows-based testing software helps instructors design and administer
tests and pre-tests. In addition to generating tests that can be printed and administered, this full-
featured program has an online testing component that allows students to take tests at the computer and
have their exams automatically graded.

® PowerPoint Presentations: This book comes with a set of Microsoft PowerPoint slides for each chapter.
These slides are meant to be used as teaching aids for classroom presentations, to be made available to
students for chapter reviews, or to be printed for classroom distribution. Instructors are also at liberty to
add their own slides.

o Labs: These are additional hands-on activities to provide more practice for your students.

e Assessment Activities: These are additional assessment opportunities including discussion questions,
writing assignments, Internet research activities, and homework assignments along with a final cumula-
tive project.

¢ Final Exam: This exam provides a comprehensive assessment of Investigation Procedures and
Response content.

Cengage Learning Information Security Community Site

Cengage Learning Information Security Community Site was created for learners and instructors to find out
about the latest in information security news and technology.
Visit community.cengage.com/infosec to:

¢ Learn what’s new in information security through live news feeds, videos and podcasts;
¢ Connect with your peers and security experts through blogs and forums;

* Browse our online catalog.

How to Become CIHFI Certified

Today’s battles between corporations, governments, and countries are no longer fought only in the typical are-
nas of boardrooms or battlefields using physical force. Now the battlefield starts in the technical realm, which
ties into most every facet of modern day life. The CIHFI certification focuses on the necessary skills to identify
an intruder’s footprints and to properly gather the necessary evidence to prosecute. The CIHFI certification is
primarily targeted at police and other law enforcement personnel, defense and military personnel, e-business
security professionals, systems administrators, legal professionals, banking, insurance and other professionals,
government agencies, and I'T managers. This certification will ensure that you have the knowledge and skills to
identify, track, and prosecute the cyber-criminal.

CIHFI certification exams are available through authorized Prometric testing centers. To finalize
your certification after your training by taking the certification exam through a Prometric testing center,
you must:

1. Apply for and purchase an exam voucher by visiting the EC-Council Press community site:
www.cengage.com/community/eccouncil, if one was not purchased with your book.

2. Once you have your exam voucher, visit www.prometric.com and schedule your exam, using the informa-
tion on your voucher.

3. Take and pass the CIHFI certification examination with a score of 70% or better.


http://www.cengage.com/coursetechnology
www.cengage.com/coursetechnology
http://www.cengage.com/community/eccouncil
http://www.prometric.com
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CIHFI certification exams are also available through Prometric Prime. To finalize your certification after
your training by taking the certification exam through Prometric Prime, you must:

1. Purchase an exam voucher by visiting the EC-Council Press Community Site:
www.cengage.com/community/eccouncil, if one was not purchased with your book.

2. Speak with your instructor about scheduling an exam session, or visit the EC-Council community site
referenced above for more information.

3. Take and pass the CIHFI certification examination with a score of 70% or better.

About Our Other EC-Council | Press Products

Ethical Hacking and Countermeasures Series

The EC-Council | Press Ethical Hacking and Countermeasures series is intended for those studying to become
security officers, auditors, security professionals, site administrators, and anyone who is concerned about or
responsible for the integrity of the network infrastructure. The series includes a broad base of topics in offensive
network security, ethical hacking, as well as network defense and countermeasures. The content of this series
is designed to immerse learners into an interactive environment where they will be shown how to scan, test,
hack, and secure information systems. A wide variety of tools, viruses, and malware is presented in these books,
providing a complete understanding of the tactics and tools used by hackers. By gaining a thorough understand-
ing of how hackers operate, ethical hackers are able to set up strong countermeasures and defensive systems to
protect their organization’s critical infrastructure and information. The series, when used in its entirety, helps
prepare readers to take and succeed on the CIEH certification exam from EC-Council.

Books in Series

Ethical Hacking and Countermeasures: Attack Phases/143548360X

Ethical Hacking and Countermeasures: Threats and Defense Mechanisms/1435483618
Ethical Hacking and Countermeasures: Web Applications and Data Servers/1435483626
Ethical Hacking and Countermeasures: Linux, Macintosh and Mobile Systems/1435483642
Ethical Hacking and Countermeasures: Secure Network Infrastructures/1435483650

Network Security Administrator Series
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Chapter

Computer Forensics in Today’s World

Objectives
After completing this chapter, you should be able to:

Understand computer forensics

Understand the need for computer forensics
Understand the objectives of computer forensics
Understand the benefits of forensic readiness
Understand forensic readiness planning

Understand cyber crime

Understand the types of computer crimes

Understand the key steps in forensic investigations
Understand the need for forensic investigators
Understand the enterprise theory of investigation (ETI)
Understand legal issues involved in computer forensics
Understand how to report the results of forensic investigations

Key Terms

Computer forensics the preservation, identification, extraction, interpretation, and
documentation of computer evidence, to include the rules of evidence, legal processes, integrity of
evidence, factual reporting of the information found, and providing expert opinion in a court of
law or other legal and/or administrative proceeding as to what was found

Cyber crime any illegal act that involves a computer, its systems, or its applications

Enterprise theory of investigation (ETI) a methodology of investigating criminal activity that
uses a holistic approach and looks at any criminal activity as a piece of a criminal operation rather
than as a single criminal act

Forensic investigator an investigator who helps organizations and law enforcement agencies in
investigating cyber crimes and prosecuting the perpetrators of those crimes
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Forensic readiness an organization’s ability to make optimal use of digital evidence in a limited period
of time and with minimal investigation costs; the technical and nontechnical actions that maximize an
organization’s capability to use digital evidence

Forensic science the application of physical sciences to law in the search for truth in civil, criminal, and
social behavioral matters for the purpose of ensuring injustice shall not be done to any member of society

Case Example

Jacob was the vice president of sales for a software giant located in Canada. He was responsible for the growth
of the software service sector of his company. He had a team of specialists assisting him in several assignments
and signing deals across the globe.

Rachel was a new recruit to Jacob’s specialist team. She handled client relations for the software giant. Rachel
accused Jacob of demanding sexual favors in return for her annual performance raise. She claimed that Jacob
sent a vulgar e-mail in which he made an indecent proposal for the favor if she agreed to his terms. Rachel
lodged a complaint against Jacob at the district police department and served a copy of the complaint to the
management of the software giant. If found guilty, Jacob faced the possibility of losing his job and reputation,
and could have faced up to 3 years of imprisonment as well as a fine of $15,000.

The company management team called Ross, a computer forensic investigator, to determine the truth. Ross
searched for e-mails on Rachel’s system and found incriminating e-mail from Jacob. Jacob hired an attorney to
defend him against the complaint Rachel lodged. Ross produced the evidence before the court of law. James,
Jacob’s attorney, challenged the evidence Ross had collected. James proved that Ross did not follow chain of
custody, and in turn, tampered with the evidence. The court rejected Rachel’s case and issued a warning to Ross
for tampering with the evidence.

Jacob resigned from his post, even though the allegations were proved false, and started his own software
service company.

Introduction to Computer Forensics in Today’s World

The field of computer investigations and forensics is still in its developing stages. This chapter focuses on com-
puter forensics in today’s world. It discusses some of the most important problems and concerns that forensic
investigators face today. It first presents the evolution of computer forensics and explains forensic science and
computer forensics. It then discusses the need for computer forensics and the objectives and methodologies
used therein. The chapter then covers aspects of organization security, forensic readiness, and cyber crime. It
concludes by explaining cyber crime investigations.

Evolution of Computer Forensics

e 1888: Francis Galton made the first-ever recorded study of fingerprints to catch potential criminals in
crimes such as murders.

¢ 1893: Hans Gross was the first person to apply science to a criminal investigation.

¢ 1910: Albert Osborn became the first person to develop the essential features of documenting evidence
during the examination process.

e 1915: Leone Lattes was the first person to use blood groupings to connect criminals to a crime.

® 1925: Calvin Goddard became the first person to make use of firearms and bullet comparisons for
solving many pending court cases.

¢ 1932: The Federal Bureau of Investigation (FBI) set up a laboratory to provide forensic services to all
field agents and other law authorities.

® 1984: The Computer Analysis and Response Team (CART) was developed to provide support to FBI
field offices searching for computer evidence.

® 1993: The first international conference on computer evidence was held in the United States.
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® 1995: The International Organization on Computer Evidence (IOCE) was formed to provide a forum to
global law enforcement agencies for exchanging information regarding cyber crime investigations and
other issues associated with computer forensics.

¢ 1998: The International Forensic Science Symposium was formed to provide a forum for forensic man-
agers and to exchange information.

e 2000: The first FBI Regional Computer Forensic Laboratory (RCFL) was established for the examina-
tion of digital evidence in support of criminal investigations such as identity theft, hacking, computer
viruses, terrorism, investment fraud, cyber stalking, drug trafficking, phishing/spoofing, wrongful pro-
gramming, credit card fraud, online auction fraud, e-mail bombing and spam, and property crime.

Forensic Science

According to the Handbook of Forensic Pathology prepared by the College of American Pathologists, forensic
science is defined as the “application of physical sciences to law in the search for truth in civil, criminal, and
social behavioral matters to the end that injustice shall not be done to any member of the society.”

The main aim of any forensic investigation is to determine the evidential value of the crime scene and the
related evidence. Forensic scientists properly analyze the physical evidence, provide expert testimony in court,
and furnish training in the proper recognition, collection, and preservation of physical evidence.

Computer Forensics

According to Steve Hailey of the CyberSecurity Institute, computer forensics is “the preservation, identifica-
tion, extraction, interpretation, and documentation of computer evidence, to include the rules of evidence, legal
processes, integrity of evidence, factual reporting of the information found, and providing expert opinion in a
court of law or other legal and/or administrative proceeding as to what was found.”

Need for Computer Forensics

The need for computer forensics has become more apparent with the exponential increase in the number of cyber
crimes and litigations in which large organizations are involved. It has become a necessity for organizations to
either employ the services of a computer forensic agency or hire a computer forensic expert in order to protect
the organization from computer incidents or solve cases involving the use of computers and related technolo-
gies. The staggering financial losses caused as a result of computer crimes have also contributed to a renewed
interest in computer forensics.

Computer forensics offers the following benefits to organizations:

¢ Ensures the overall integrity and continued existence of an organization’s computer system and network
infrastructure.

¢ Helps the organization capture important information if their computer systems or networks are com-
promised. It also helps prosecute the case, if the criminal is caught.

e Extracts, processes, and interprets the actual evidence in order to prove the attacker’s actions and the
organization’s innocence in court.

e Efficiently tracks down cyber criminals and terrorists from different parts of the world. Cyber criminals
and terrorists that use the Internet as a communication medium can be tracked down and their plans
known. IP addresses play a vital role in determining the geographical position of terrorists.

¢ Saves the organization money and valuable time. Many managers allocate a large portion of their IT
budget for computer and network security.

e Tracks complicated cases such as child pornography and e-mail spamming.
A computer forensic expert ensures that the following rules are upheld during an investigation:

* No possible evidence is damaged, destroyed, or compromised by the forensic procedures used to investi-
gate the computer (preservation of evidence).

¢ No possible computer malware is introduced to the computer being investigated during the analysis pro-
cess (prevention of contamination of evidence).



1-4

Chapter 1

¢ Any extracted and possibly relevant evidence is properly handled and protected from later mechanical or
electromagnetic damage (extraction and preservation of evidence).

¢ A continuing chain of custody is established and maintained (accountability of evidence).

e Normal operations are affected for a limited period of time, if at all (limited interference of the crime
scene on normal life).

¢ Details of the client-attorney relationship are not disclosed if obtained during a forensic process in order
to maintain professional ethics and legality (ethics of investigation).

Objectives of Computer Forensics

The overall objective of all computer forensic phases (preservation, identification, extraction, interpretation,
and documentation) is to detect a computer incident, identify the intruder, and prosecute the perpetrator in
a court of law. With an increase in computer crime incidents ranging from theft of intellectual property to
cyber terrorism, the objectives of computer crimes are becoming more pervasive in nature.

The main objectives of computer forensics can be summarized as follows:

e To recover, analyze, and preserve the computer and related materials in a manner that can be presented
as evidence in a court of law

¢ To identify the evidence in a short amount of time, estimate the potential impact of the malicious activ-
ity on the victim, and assess the intent and identity of the perpetrator

Computer Forensic Methodologies

Computer forensic tools and methodologies are major components of an organization’s disaster recovery pre-
paredness and play a decisive role in overcoming and tackling computer incidents. Due to the growing misuse
of computers in criminal activities, there must be a proper set of methodologies to use in an investigation. The
evidence acquired from computers is fragile and can be easily erased or altered, and the seized computer can
be compromised if not handled using proper methodologies. The methodologies involved in computer forensics
may differ depending upon the procedures, resources, and target company.

Forensic tools enable the forensic examiner to recover deleted files, hidden files, and temporary data that the
user may not locate.

A forensic investigator must focus on fundamental areas such as standalone computers, workstations, servers,
and online channels. Investigation of standalone computers, workstations, and other removable media can be
simple. Examination of servers and online channels, however, can be complicated and tricky.

During investigations, logs are often not examined or audited. The investigator must realize that logs play a
key role during investigations. They must be given due importance, as they could provide a lead in the case.

Computer forensic methodologies consist of the following basic activities:

o Preservation: The forensic investigator must preserve the integrity of the original evidence. The original
evidence should not be modified or damaged. The forensic examiner must make an image or a copy of
the original evidence and then perform the analysis on that image or copy. The examiner must also com-
pare the copy with the original evidence to identify any modifications or damage.

o Identification: Before starting the investigation, the forensic examiner must identify the evidence and
its location. For example, evidence may be contained in hard disks, removable media, or log files. Every
forensic examiner must understand the difference between actual evidence and evidence containers. Lo-
cating and identifying information and data is a challenge for the digital forensic investigator. Various ex-
amination processes such as keyword searches, log file analyses, and system checks help an investigation.

o Extraction: After identifying the evidence, the examiner must extract data from it. Since volatile data
can be lost at any point, the forensic investigator must extract this data from the copy made from the
original evidence. This extracted data must be compared with the original evidence and analyzed.

e [nterpretation: The most important role a forensic examiner plays during investigations is to interpret
what he or she has actually found. The analysis and inspection of the evidence must be interpreted in a
lucid manner.

® Documentation: From the beginning of the investigation until the end (when the evidence is presented
before a court of law), forensic examiners must maintain documentation relating to the evidence. The
documentation comprises the chain of custody form and documents relating to the evidence analysis.
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Figure 1-1 This shows the number of companies that
reported a security breach, according to a 2008 survey.

Broad Tests for Evidence

After the evidence is collected, investigators perform general tests on the evidence (utilizing both computer
forensics as well as generic forensics) to determine the following;:

1. Authenticity: The investigator must determine the source of the evidence.

2. Reliability: The investigator must determine if the evidence is reliable and flawless.

Security Incidents

Organizations, irrespective of their size, use the Internet for their I'T activities. According to industry reports, in
the near future more than 30% of organizations will be using VoIP (Voice over Internet Protocol) technologies
for their business communications. Currently, about 11% of all phone calls worldwide use VoIP at some point
in the connection, with some analysts forecasting a $10 billion a year business for broadband providers selling
a majority of the world’s phone calls. This increase in Internet IT activities brings with it an increase in cyber
crime activities.

For example, the Department for Business, Enterprise & Regulatory Reform in the U.K. conducted an infor-
mation security breach survey in 2008. According to the survey report, 96% of big business detected security
breaches. The report estimated that the United Kingdom lost up to $3.7 million in 2007 to cyber crime. Addition-
ally, more than 72% of large companies ( > 250 staff) detected security breaches and lost up to $170k.

Figure 1-1 displays the number of companies that reported a security breach in the security breach survey.

How Serious Were the Different Types of Incidents?

The rapid increase in information technology and wide usage of the Internet has caused computer crimes to grow
faster and to include international dimensions. Every day a new crime is committed with complex jurisdictional
issues.

Figure 1-2 shows the responses given in the Department for Business, Enterprise & Regulatory Reform in the
U.K.’s 2008 security breach survey, when organizations were asked about the seriousness of the various reported
computer crime incidents.

Incidents Disrupting Business

According to the survey conducted by the Department for Business, Enterprise & Regulatory Reform (BERR),
half of the most horrible incidents reported disrupted the business. For example, denial-of-service attacks caused
major disruption to medium-sized financial organizations. Malicious software attacks, system failures, or at-
tacks on Web sites caused major disruptions to businesses as well.
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Figure 1-2 This shows the seriousness of reported computer crime incidents, according
to a 2008 survey.
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Figure 1-3 This shows the disruptive computer crime incidents reported in the security
breach survey.

Figure 1-3 shows the computer crime incidents that were most disruptive to the businesses, based on the

responses obtained from the survey.

The time required to respond to each security incident varies based on the type and seriousness of the com-
puter crime. For example, in cases that involve the staff misuse of information systems, the forensic investigation
requires a search warrant and legal proceeding, which takes more staff time. In the case of a system failure and

data corruption, most of the time is spent restoring the system and fixing the problem.
Figure 1-4 shows the time staff spent responding to various security incidents.
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Figure 1-4 This shows the time spent responding to the security incidents, according to a
2008 survey.
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Figure 1-5 This shows the costs of recovering from the various security incidents.

Costs of Responding to Security Incidents

Figure 1-5 shows the costs associated with responding to the various security incidents.
Any information technology system, by its very nature, is vulnerable to attack by criminals. Information security
methodologies must be used to mitigate these risks and protect organizations from these cyber crime activities.
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Aspects of Organizational Security

IT Security

Application security: Applications should be secured to overcome security weaknesses, vulnerabilities, and
threats. Any loopholes in Web-based and other custom applications serve as opportunities for attackers.

Computing security: Computers should be secured from threats like viruses, Trojans, and intruders. To
have an effective business operation, organizations must have an effective security policy which involves
security management, systems engineering, protection against insider threats, and general workplace
policies, standards, guidelines, and procedures.

Data security: Data refers to important information about the organization. It is important to secure data
to avoid any manipulation of data, data loss, or threats to data secrecy. Any change in the identity of data or
any loss of data causes a huge amount of damage, financial loss, and loss of goodwill for the organization.

Information security: Securing information protects information and information systems from illegal
access, use, modification, or destruction. It ensures confidentiality, integrity, and availability of data.

Network security: Networks are used to send important and private data from one system to another.
Networks should be secured for safe transfer of data. Damage to the network makes the data transfer
vulnerable and may crash the system.

Physical Security

Facilities security: Facilities and an organization’s equipment should be properly and highly secured.
Damage to facilities can cause physical harm such as a system crash or power failure.

Human security: The employees of an organization should be given security awareness training and be
involved in the entire business security process in order to gain their trust and acceptance of the security
policy. Ignoring human security concerns can cause employees to leave, leading to loss of business.

Financial Security

Security from fraud: To function properly and negate losses, an organization must be financially secure
from both internal and external threats. Security breaches may be caused by data manipulations, system
vulnerabilities and threats, or data theft.

Legal Security

National security: National security is threatened if there are any governmental problems, improper
management, economic slowdown, or other nationwide issues.

Public security: Public security is threatened if there are any internal riots, strikes, or clashes among the
people of the country.

Forensic Readiness

Forensic readiness involves an organization having specific incident response procedures in place, with desig-

nated trained personnel assigned to handle any investigation. It enables an organization to collect and preserve
digital evidence in a quick and efficient manner with minimal investigation costs. Forensic readiness combined
with an enforceable security policy also helps to mitigate the risk of threat from employees. It is part of pre-
emptive measures that every organization should have in place. For example, a warning banner such as “Your
actions are being monitored” eliminates any expectation of privacy and cautions the employee against inap-

propriate activity, intentional or inadvertent. Having an incident response team that is forensically trained and
ready ensures that proper procedures are followed and that any evidence of wrongdoing will be handled accord-
ing to proper legal procedure for possible use in a court of law.

Having an incident response team that is forensically ready can offer an organization the following benefits:

Evidence can be accumulated to act in the company’s defense if subject to a lawsuit.

Comprehensive evidence collection can be used as a deterrent to insider threat and can assure that no
important evidence is overlooked.



Forensic Readiness 1-9

In the event of a major incident, a fast and efficient investigation can be conducted and corresponding
actions can be taken with minimal disruption to day-to-day business activity.

A fixed and structured approach for storage of evidence can considerably reduce the expenses and time
of an internal investigation while preserving the all-important chain of custody.

A structured approach to storage of all digital information can not only reduce the costs of any court-
ordered disclosure or regulatory/legal need to disclose data, but is now a requirement under federal law
(e.g., in response to a request for discovery under the Federal Rules of Civil Procedure).

The protection offered by an information security policy can be extended to cover wider threats of
cyber crime, such as intellectual property protection, fraud, or extortion.

It demonstrates due diligence and good corporate governance of the company’s information assets, as
measured by the “Reasonable Man” standard.

It can demonstrate that regulatory requirements have been met.

It can improve upon and make the interface to law enforcement easier.
It can improve the prospects of successful legal action.

It can provide evidence to resolve commercial or privacy disputes.

It can support employee sanctions up to and including termination based on digital evidence (e.g., to
prove violation of an acceptable-use policy).

Goals of Forensic Readiness

The main goal of any forensic investigation is the collection of digital evidence. The main focus of forensic
readiness is to support the organization’s prerequisite need to use digital evidence in its defense in some mat-
ter. A forensic readiness approach consists of both technical and nontechnical procedures that maximize an
organization’s capability to use digital evidence to mitigate risk, protect against cyber crime attacks, and
prosecute wrongs.

Forensic readiness strives to meet the following goals:

To collect critical evidence in a forensically sound manner without unduly interfering with normal busi-
ness processes

To gather evidence demonstrating possible criminal activity or disputes that may adversely impact
an organization

To allow an investigation to proceed while keeping cost proportional to the cost of the incident

To ensure that any evidence collected can have a positive effect on the outcome of any legal proceeding

Forensic Readiness Planning

The following steps describe the key activities in forensic readiness planning;:

1.

Define the business scenarios that might require the collection of digital evidence.

The first step in forensic readiness is to define the purpose of an evidence collection capability. The ra-
tionale is to look at the risk and potential impact on the business from various criminal activities and
disputes. What is the threat to the business and what assets are vulnerable to the defined threats? This
process is known as risk assessment and follows a defined procedure at the enterprise level to mitigate any
potential risks to the organization. One of the principal functions of risk assessment is to understand the
business scenarios in which digital evidence may be required and may benefit the organization in the event
it is required. Areas where the forensic readiness process may be applied include:

¢ Reducing the impact of computer-related crime

¢ Dealing effectively with court orders to collect and release data
¢ Demonstrating compliance with regulatory or legal constraints
¢ Producing evidence to support company disciplinary issues

e Supporting contractual and commercial agreements

e Proving the impact of a crime or dispute on the organization
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. Identify the potential available evidence.

The second step in a forensic readiness program is for an organization to know what sources of potential
evidence are present on, or could be generated by, its systems. It must also determine what currently hap-
pens to the potential evidence data. Computer logs can originate from many sources. The purpose of this
step is to see what evidence may be available from across the range of systems and applications in use.

. Determine the evidence collection requirement.

At this point, enough information is available to determine which evidence sources identified in Step 2 can
help in dealing with the crimes and disputes identified in Step 1. Additionally, the best methods to collect
the indicated evidence must be designated. This is an evidence collection requirement.

The purpose of this step is to produce an evidence requirement statement allowing those responsible
for managing the business risk to communicate with those running and monitoring information systems
through an agreed-upon requirement for incident response and evidence collection.

One of the key benefits of this step is applying IT to the corporate security needs. I'T audit logs have been
traditionally configured by system administrators independently of corporate policy. Often where such
a policy exists, there is a significant gap between organizational security objectives and the bottom-up
auditing actually being implemented.

. Designate procedures for securely collecting evidence that meets the defined requirement in a forensically

acceptable manner.

At this point, the organization knows the totality of available evidence and has decided what can be col-
lected to address the company risks within a planned budget. With the evidence requirement understood,
the next step is to ensure that the evidence is collected from the relevant sources and is preserved as both
an authentic record and part of normal business activity.

Legal advice should be received to ensure that the evidence can be gathered legally and the evidence
requirement can be met as outlined in the security policy. For example; does it involve monitoring personal
e-mails, the use of personal data, or just general spying on employee activities without valid reasons? In
some countries, some or all of these activities may be illegal. Relevant laws in the areas of data protection,
privacy, and human rights will inevitably constrain what can actually be gathered.

. Establish a policy for securely handling and storing the collected evidence.

All digitally stored information being collected for use as possible evidence must be secure for the long
term and available for retrieval if it is required at a later date.

A policy for secure storage and handling of potential evidence comprises security measures to ensure the
authenticity of the data and procedures to demonstrate that the evidence integrity is preserved whenever
it is accessed, used, moved, or combined with additional digital information. In the parlance of investiga-
tors, this is known as continuity of evidence in the United Kingdom and chain of custody in the United
States. The continuity of evidence also includes records of who held and who had access to the evidence
(for example, from swipe-control door logs).

The required output of this step is a secure evidence policy. It should document the security measures,
the legal advice, and the procedural measures used to ensure that the evidence requirement is met. The
likely admissibility and weight of any evidence gathered rests upon this document.

. Ensure that the monitoring process is designed to detect and prevent unexpected or adverse incidents.

In addition to gathering evidence for later use in court, evidence sources can be monitored to detect threat-
ened incidents in a timely manner and minimize the negative effects to the business organization. For
example, intrusion detection systems (IDS) extend beyond network attacks to a wide range of behaviors
that may have implications for the organization. By monitoring sources of evidence, investigators can look
for triggers which imply that something suspicious may be happening.

The critical question in this step is, when should an organization be suspicious? A suspicious event has
to be related to business risk and not just explained in technical terms. Thus, the onus is on managers
to explain to those monitoring the data what they want to prevent, thus setting the threshold at which
activity becomes suspicious. This threshold describes the sort of behavior that an IDS might use to detect
an incident. This should be established in the section of the security policy procedures that helps the vari-
ous monitoring and auditing staff understand what triggers should provoke suspicion, who to report the
suspicion to, whether heightened monitoring is required, and whether any additional security measures
should be taken to mitigate and prevent further intrusion or damage.
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Each type of monitoring will produce a proportion of false positives. The sensitivity of triggers can
be varied as long as the overall false-positive rate does not become so high that suspicious events cannot
be properly reviewed. Varying triggers also guard against the risk of someone aware of the threshold level
on a particular event making sure that any events or transactions he or she wishes to hide are beneath it.

7. Ensure investigative staff members are properly trained and capable of completing any task related to
evidence collection and preservation.

A wide range of staff may become involved in a computer security incident. This process ensures that ap-
propriate training is provided to assist staff for the various roles they may play before, during, and after
an incident. It is also necessary to ensure that staff members are competent to perform any roles related
to the handling and preservation of evidence.

There will be some issues relevant to all staff involved in an incident. For example, the following groups
will require more specialized awareness training:

¢ The investigating team
e Corporate HR department
e Corporate PR department
¢ Owners of business processes or data
¢ Line management and profit-center managers
e Corporate security
¢ System administrators
¢ IT management
* Legal advisers
e Senior management
8. Create step-by-step documentation of all activities performed and their impact.

The purpose of this step is to produce a policy that describes how an evidence-based case should be
assembled. A case file may be required for a number of reasons:

¢ Provide a basis for interaction with legal advisers and law enforcement
e Support a report to a regulatory body

¢ Support an insurance claim

¢ Justify disciplinary action

¢ Provide feedback on how such an incident can be avoided in the future
¢ Provide a record in case of a similar event in the future

¢ Provide further evidence if required in the future (for example, if no action is deemed necessary at
this point but further developments occur)

9. Ensure authorized review to facilitate action in response to the incident.

At certain points during the collating of the cyber crime case file, it will be necessary to review the case
from a legal standpoint and receive legal advice on any follow-up actions. Legal advisers should be able
to offer advice on the strength of the case and suggest whether additional measures should be taken. For
example, if the evidence is weak, is it necessary to catch an internal suspect “red-handed” by monitor-
ing his or her activity and seizing his or her PC? Caution should be used here as some illegal activity can
require the immediate involvement of law enforcement.

Therefore, any escalation to a formal action will need to be justified, cost effective, and approved,
ensuring it will be more likely to end in the company’s favor. Although the actual decision about how to
proceed will clearly be made after the incident, considerable legal preparation is required in readiness.

Legal advisers should be trained and experienced in the appropriate cyber laws and evidence admis-
sibility issues. They must be prepared to act on an incident pursuant to the digital evidence that has been
gathered and the case presented in Step 8. Legal advisers should also recognize that the legal issues may
span national and/or international legal jurisdictions. Advice from legal advisers should include:

® Any liabilities from the incident and how they can be managed

¢ Finding and prosecuting/punishing (internal versus external culprits)
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e Legal and regulatory constraints on what action can be taken
¢ Reputation protection and PR issues

e When/if to advise partners, customers, and investors

¢ How to deal with employees

¢ Resolving commercial disputes

¢ Any additional measures required

Cyber Crime

Cyber crime is defined as “any illegal act that involves a computer, its systems, or its applications.” Cyber crimes
are intentional. Cyber criminals have become more organized than in the past and are considered more techni-
cally advanced than the agencies that plan to thwart them.

Cyber crimes are generally categorized by the following information:

e Tools of the crime: The tools of the crime are the evidence that the forensic investigator must analyze,
process, and document. This may include various hacking tools used to commit the crime or the com-
puter/workstation where the crime was committed. Forensic investigators usually take the entire system
used, including hardware such as the keyboard, mouse, and monitor.

o Target of the crime: The target of the crime is the victim. The victim is most often a corporate
organization, Web site, consulting agency, or government body. The target of the crime is also usu-
ally where the computer forensic investigator examines the crime scene. Since investigators are mainly
dealing with digital rather than physical, this can often be a virtual environment.

Cyber crimes include the following;:
¢ Crimes directed against a computer
¢ Crimes in which the computer contains evidence

e Crimes in which the computer is used as a tool to commit the crime

Computer-Facilitated Crimes

Although the first computer crime was reported in 1969, today’s computer crimes pose new challenges for in-
vestigators due to their speed, anonymity, and the fleeting nature of evidence.

Dependence on the computer has given way to new crimes in which the computer is used as a tool for com-
mitting crimes. Computers can facilitate crimes such as spamming, corporate espionage, identity theft, writing
or spreading computer viruses and worms, denial-of-service attacks, distribution of pornography, cyber theft,
hacking, data-transfer theft, and software piracy.

Modes of Attacks

Two modes of attack are used in cyber crimes insider attacks and external attacks.

Insider Attacks

The primary threat to computer systems has traditionally been the insider attack. An insider attack occurs when
there is a breach of trust from employees within the organization. Insiders are likely to have specific goals and
objectives, and have legitimate access to the system. Insiders can plant Trojan horses or browse through the file
system. This type of attack can be extremely difficult to detect or to protect against.

The insider attack can affect all components of computer security. Browsing attacks the confidentiality of
information on the system. Trojan horses are a threat to both the integrity and confidentiality of the system.
Insiders can affect availability by overloading the system’s processing or storage capacity, or by causing the
system to crash.

Insider attacks usually cost companies millions of dollars. It is difficult for the organization’s senior manage-
ment to know which one of the employees is snooping the networks for any weaknesses. Insider attacks often
occur without warning. Figure 1-6 shows how an internal attack is executed.

Many system and network administrators presume that the network is safe from any attack within the
organization. Therefore, they go about fortifying the network with suitable firewalls to keep intruders at bay.
However, these firewalls do nothing to protect the network against insider attacks.



Cyber Crime 113

mIny e
MM%@@%ﬂaﬁ -

Copyright © by EG-Gouncil
All rights reserved. Reproduction is strictly prohibited

Figure 1-6 Insider attacks occur when there is a breach of trust by employees
within the organization.
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Figure 1-7 External attacks originate from outside of an organization.

External Attacks

External attacks are due to poor information security policies and procedures. These types of attacks originate
from outside of an organization. The attacker is either hired by an insider or an external entity to destroy a
competitor’s reputation. According to various security reports a company is targeted, on average, for intrusions
every 15 minutes from some outside source. Due to the large number of attempts, it becomes difficult to track
down and prosecute the suspect of an external attack. The suspect may even be operating from a machine that
is across the world. Figure 1-7 shows how an external attack is conducted.
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Examples of Cyber Crime

Cyber crime involves illegal exploitation of computer technologies. Cyber crimes usually use the Internet to
commit crimes such as fraud, identity theft, sharing of information, and embezzlement.

Exactly what is illegal varies greatly from territory to territory. Consequently, the growth of international data
communications and, in particular, the Internet has made these crimes both more common and more difficult to
police. Luckily there are people fighting computer crime, and it is taken seriously by government agencies.

The following are some examples of computer crime:

¢ Fraud achieved through the manipulation of computer records

¢ Spamming where outlawed completely or where regulations controlling it are violated
¢ Deliberate circumvention of computer security systems

¢ Unauthorized access to or modification of software programs

¢ Intellectual property theft, including software piracy

¢ Industrial espionage by means of access to or theft of computer materials

¢ Identity theft accomplished through the use of fraudulent computer transactions

® Writing or spreading computer viruses or worms

e “Salami slicing,” which is the practice of stealing money repeatedly in small quantities

¢ Denial-of-service attacks, in which company Web sites are flooded with service requests and overloaded,
and are either slowed or crashed completely

® Making and digitally distributing child pornography

Types of Computer Crimes
The following are some types of computer crimes:

o Identity theft: According to the U.S. Department of Justice (USDQJ), identity theft refers to all types
of crime in which someone wrongfully obtains and uses another person’s personal data in a way that
involves fraud or deception, typically for economic gain. Common forms of identity theft are shoulder
surfing, dumpster diving, spamming, spoofing, phishing, and skimming. The criminal steals a person’s
identity by stealing e-mail, information from computer databases, or eavesdropping on transactions over
the Internet.

® Hacking: Hacking is a practice used to obtain illegal access to computer systems owned by private cor-
porations or government agencies in order to modify computer hardware and software. People who are
involved in hacking are often referred to as hackers.

o Computer viruses and worms: Viruses and worms are software programs with malicious code. These
programs are designed to spread from one computer to another. Viruses can affect machines and seek
to affect other vulnerable systems through applications such as an e-mail client. Worms seek to replicate
themselves over the network, thereby exhausting resources and creating malfunctions. Trojan horses and
backdoors are programs that allow an intruder to retain access to a compromised machine.

e Cyber stalking: Cyber stalking is any ominous or improper behavior where cyber criminals use the In-
ternet and other communication methods to victimize people. With the easy availability of computers
and online services, cyber stalkers can collect personal information about the victim through e-mails,
chat rooms, message boards, and discussion forums, and then make unwanted advances toward and ha-
rass the victim.

o Cyber bullying: This is similar to cyber stalking, but usually refers to the aggressive or bullying behavior
of juveniles.

* Drug trafficking: Drug trafficking refers to selling illegal substances over the Internet with the help of
encrypted e-mails. Drug traffickers take advantage of Internet technologies such as Internet cafés and
courier Web sites to sell illegal substances.

* Program manipulation fraud: Program manipulation fraud involves a perpetrator changing existing
computer programs by either modifying them or inserting new programs and routines. The Trojan horse
is one common method that cyber criminals use to manipulate programs.



Cyber Crime 1-15

Credit card fraud: Credit card fraud involves the unauthorized use of another person’s credit card infor-
mation for the purpose of either charging purchases to or removing funds from the victim’s account. It is
a form of identity theft.

Financial fraud: Financial fraud is any criminal behavior in which a person uses fraudulent methods

to trick a victim out of his or her money. One of the most common examples of financial fraud is the
Internet fraud scheme. Internet fraud schemes involve emulated online auctions, retail schemes, business
opportunity schemes, identity theft, market manipulation schemes, and credit card schemes.

Online auction fraud: Online auctions make purchasing easy if the vendor is trusted. However, fraudu-
lent techniques are often used to deceive the customer. According to the Internet Crime Complaint Cen-
ter (IC3), online auction fraud involves the following;:

* Misrepresentation of product or manufactured goods advertised for sale through online auction Web sites
¢ Nondelivery of an item purchased through online auction Web sites

E-mail bombing and spamming: E-mail bombing refers to a technique abusers use that repeatedly sends
an e-mail message to a particular address at a specific victim’s site. E-mail spamming involves abusers
sending e-mail (junk mail) to hundreds or even thousands of users. E-mail bombing/spamming may be
integrated with e-mail spoofing, making it difficult to determine who actually sent the e-mail.

Theft of intellectual property: Intellectual property thefts include any acts that would allow individuals
to gain access to patents, trade secrets, customer data, sales trends, and any other confidential informa-
tion that can be of monetary gain. For example, if an individual were to get access to trade secrets of a
particular organization and were to sell this information to a rival company, it would be considered a
crime. Losses incurred by companies due to this crime can range from $100 to $1,000,000, depending
on the size of the company.

Denial-of-service (DoS) attacks: DoS attacks are the most common attacks employed against company
networks. DoS attacks aim at stopping legitimate requests to a network over the Internet by subjecting
the network to illegitimate requests. DoS attacks occur when several systems take up useful network
resources, thereby rendering the network inaccessible.

Debt elimination: According to the IC3, debt elimination schemes generally involve Web sites advertis-
ing a legal way to dispose of mortgage loans and credit card debts. The participant discloses personal
details as well as information related to the loans, and scammers then commit identity theft crimes by
using the personal information to benefit themselves.

Webjacking: In this type of attack, hackers or attackers gain unauthorized access to and control over
Web sites, and change the information on Web sites.

Internet extortion: Internet extortion is obtaining something from a person by threatening to cause
harm to him or her and is often monetary in nature. According to IC3, Internet extortion involves hack-
ing into and controlling various industry databases, promising to release control back to the company

if funds are received or the subjects are given Web administrator jobs. The subject will threaten to com-
promise information about consumers in the industry database unless funds are received.

Investment fraud: According to IC3, investment fraud is an offer using false or fraudulent claims to
solicit investments or loans, or providing for the purchase, use, or trade of forged or counterfeit securi-
ties. This often results in a loss to the investors.

Escrow services fraud: According to IC3, in an effort to persuade a wary Internet auction participant,
the perpetrator of escrow services fraud will propose the use of a third-party escrow service to facilitate
the exchange of money and merchandise. The victim is unaware the perpetrator has actually compro-
mised a true escrow site and, in actuality, created one that closely resembles a legitimate escrow service.
The victim sends payment to the phony escrow and receives nothing in return. Alternately, the victim
sends merchandise to the perpetrator and waits for his or her payment through the escrow site. The
payment is never received, however, because it is not a legitimate service.

Cyber defamation: Cyber defamation is an act of defaming a person, Web site, or organization on the
Internet. Cyber defamation develops a false reputation and hatred among people.

Software piracy: Software piracy is the unauthorized copying or uploading of software, music, or mov-
ies from the Internet with the intent to sell the copied items. Piracy is illegal and perpetrators can be
convicted under copyright law.
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o Counterfeit cashier’s checks: The counterfeit cashier’s check scam is a nasty scheme that hinges on peo-
ple’s long-standing belief that a cashier’s check is as good as gold.

In this type of scam, people are contacted by e-mail or regular mail, even if they aren’t selling online.
The correspondence could mention a sweepstakes prize or lottery, claiming that the victim has won a
huge prize. The letter states that the sweepstakes or lottery organization will send the victim a cashier’s
check, but he or she has to send the organization funds to cover the processing fee beforehand. There are
endless variations of this particular scam.

® Damage to company service networks: Either insiders or outsiders can damage company service net-
works. An attacker can plant a Trojan horse, conduct a denial-of-service attack, and install an unau-
thorized modem in the network to allow outsiders to gain access. These attacks usually take place when
there is a breach of security policies and acceptable-use measures.

o Embezzlement: Embezzlement is defined as “the fraudulent conversion of property of another by a
person in lawful possession of that property.” Crimes of this nature generally have involved a relation-
ship of trust and confidence, such as an agent, fiduciary, trustee, treasurer, or attorney.

o Copyright piracy: Copyright is a form of protection provided by the laws of the United States (title 17,
U. S. Code) to the authors of original works, including literary, dramatic, musical, artistic, and certain
other intellectual works. Cyber criminals often upload copyrighted works to the Internet making them
available to other users, often for a fee.

e Child pornography: Child pornography refers to the sexual exploitation or abuse of a child. It can be
defined as any means of depicting or promoting the sexual exploitation of a child including written,
audio, or video material which focuses on the child’s sexual behavior or genitals. The Internet provides
a means for child pornographers to both find children to exploit and to share pornographic material
with others.

® Password trafficking: Passwords are a standard measure of security for individual accounts while
accessing computers and performing Internet-based transactions. Passwords are generally limited to
individuals. To illegally access such accounts, an intruder adopts certain methods to steal passwords
without being detected. The law targets illegal acquisition of passwords. According to U.S. Code 18,
two conditions trigger an offense:

¢ The trafficking must affect interstate or foreign commerce
e The computer is used by or for the U. S. government
Minimum penalties may include fines, imprisonment for up to one year, or both.

® Hacker system penetrations: A network or system penetration occurs when an outsider gets access to a
network and changes settings within it. These attacks can occur through Trojans, rootkits, and the use
of sniffers and other tools that take advantage of vulnerabilities in network security.

o Telecommunications crime: Telecommunications crimes include unauthorized access to telephone sys-
tems, cloning cellular telephones, intercepting communications, and creating false communications.

Cyber Crime Investigations

The investigation of any crime involves the painstaking collection of clues and forensic evidence with an atten-
tion to detail. These methods are even more important in white-collar crimes where documentary evidence plays
a crucial role. With an increasing number of households and businesses using computers, coupled with easy
Internet access, it is inevitable that there will be at least one electronic device found during the investigation.
This may be a computer but could also be a printer, fax machine, cell phone, or PDA. This electronic device
may be central to the investigation as it could contain valuable evidence that could help to solve the case. The
information contained in the device must be investigated in the proper manner in order to be relied upon in a
court of law.

Cyber crime investigation requires extensive research and highly specialized skills, and follows a series of
investigation phases and analysis techniques. In the first phase of the investigation, the investigator does a pre-
liminary analysis and gathers all the initial information that he or she can from the scene of the crime. Next, the
investigator works on image acquisition and recovery. During this process the investigator extracts the details of
all the images and documents recovered from the scene of the crime. Finally, the investigator performs a detailed
analysis and prepares a detailed final report to present before the court.
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In several cyber crimes, the key evidence is likely to reside on the hardware associated with the computer.
However, there are other places from which the evidence can be obtained. Evidence can be found in recorded
messages on a telephone, handwritten documents, and organizers. The evidence found isn’t always acceptable
in a court of law. A skilled and proficient investigator with good experience is needed to search for legally per-
missible evidence.

Due to the sophistication of the computer industry, certain factors such as collection of clues, attention to
the details of the method of attacks and identification of the appropriate evidence are of critical importance.
An investigator needs to check the proper documentation of the evidence found and its compliance with the
chain of custody. Presenting the evidence in a manner acceptable in a court of law is what determines whether
the case is won or lost.

Key Steps in a Forensic Investigation

The following procedure explains the steps involved in a forensic investigation:
1. The investigation is initiated the moment the computer crime is suspected.

2. The immediate response is to collect preliminary evidence. This includes photographing the scene and
marking the evidence.

A court warrant for seizure (if required) is obtained.
First responder procedures are performed.
Evidence is seized at the crime scene. After seizure, the evidence is numbered and safely secured.

The evidence is securely transported to the forensic laboratory.

N kw

Two bit-stream copies of the evidence are created. The original disk must not be tampered with as it
might change the time stamps.

An MDS5 checksum is generated on the images.

9. A chain of custody is prepared. Any change to this chain calls into question the admissibility of the evidence.
10. The original evidence is stored in a secure location, preferably away from an easily accessible location.
11. The image copy is analyzed for evidence.

12. A forensic report is prepared. It describes the forensic method and recovery tools used.
13. The report is submitted to the client.

14. If required, the investigator may attend court and testify as an expert witness.

Rules of Forensic Investigations

A forensic examiner must keep in mind certain rules to be applied during a computer forensic examination. The
rules of computer forensics must be followed while handling and analyzing the evidence to ensure the integrity
of the evidence is safeguarded and accepted in a court of law.

The forensic examiner must make duplicate copies of the original evidence and start by examining only the
duplicates. The duplicate copy must be an accurate replication of the original, and the forensic examiner must
also authenticate the duplicate copy so queries raised against the integrity of the evidence can be avoided.

Sometimes, changes to the evidence may be inevitable. For example, the memory and/or temporary files on
the system may be modified while booting up or shutting down the system. These modifications are natural,
and the extent and reason for these modifications must be recorded.

The computer forensic examiner must not continue with the investigation if the examination is going to be
beyond his or her knowledge or skill level. In these circumstances, the forensic investigator must either ask for
assistance from an experienced specialist investigator or undergo training in that particular field to enhance his
or her knowledge or skill base. It would be wise to discontinue the investigation if it is going to cause damage
to the case’s outcome.

Need for Forensic Investigators

A forensic investigator, by virtue of his or her skills and experience, helps organizations and law enforcement
agencies investigate and prosecute the perpetrators of cyber crimes. If a technically inexperienced person exam-
ines the computer involved in the crime, it will almost certainly result in rendering any evidence found inadmis-
sible in a court of law.
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A forensic investigator performs the following tasks:

¢ Determines the extent of any damage done during the crime

¢ Recovers data of investigative value from computers involved in crimes
e Gathers evidence in a forensically sound manner

¢ Ensures that the evidence is not damaged in any way

e Creates an image of the original evidence without tampering with it to maintain the original
evidence’s integrity

® Guides the officials in carrying out the investigation. At times, it is required that the forensic investiga-
tor produce the evidence, describing the procedure involved in its discovery.

® Reconstructs the damaged disks or other storage devices, and uncovers the information hidden on
the computer

¢ Analyzes the evidence data found
e Prepares the analysis report

¢ Updates the organization about various attack methods and data recovery techniques, and maintains a
record of them (following a variant of methods to document) regularly

¢ Addresses the issue in a court of law and attempts to win the case by testifying in court

Successful computer forensic investigators are well versed in more than one computer platform, includ-
ing older ones such as MS-DOS and Windows 9x. They are familiar with Linux, Macintosh, and the current
Windows platforms. The investigators also develop and maintain contact with computing, networking, and
investigating professionals. It also helps for them to keep a log of contacts they have made and record the names
of other professionals with whom they have worked. Future forensic investigators can then learn from the in-
formation that is provided by these experts.

Accessing Computer Forensic Resources

The Internet has many sites that help computer forensic investigators stay in touch with the growing techni-
cal world. Many forensic investigators also use news services that are devoted to computer forensics. Aspiring
investigators are encouraged to join various discussion groups and associations to access resources regarding
computer forensics. The following two associations offer computer forensic information:

e Computer Technology Investigators Northwest

¢ High Technology Crime Investigation Association

These user groups can be helpful when information is needed about unknown operating systems encountered
during a computer forensic investigation. Outside experts can provide information regarding a case that is still
being investigated. These experts can also provide insight into the locations to be searched for incriminating
evidence or even help to solve the case itself.

Role of Digital Evidence

When intruders bypass the security settings of a victim’s computer or network, they often leave evidence that
can serve as clues to document the attack. Certain factors that can contain valuable evidence include:

e Use/abuse of the Internet, indicating the intruder probably exchanged some type of communication or
was able to install malware on the victim’s computer

e Production of false documents and accounts, which indicates that the intruder is probably
concealing something

¢ Encrypted or password-protected material, which indicates that the intruder is transferring or hiding
some secret information

¢ Abuse of the systems, as when the attacker is using the victim’s computer as a zombie or bot to further
the attacker’s criminal activity

e E-mail contact between suspects/conspirators, which could indicate that more than one intruder is in-
volved and that some sort of collusion has taken place
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e Theft of commercial secrets or proprietary information
¢ Unauthorized transmission of confidential information
¢ Records of movements within the company, allowing the attacker to benefit from insider knowledge
¢ Malicious attacks on the computer systems themselves, up to and including denial-of-service attacks

¢ Stealing names and addresses of the user’s or company’s contacts

Understanding Corporate Investigations

Private investigations involve private companies and attorneys addressing a company’s policy violations and
litigation disputes such as wrongful termination. In a corporate investigation, the computer forensic investiga-
tor must keep in mind that the business must continue with minimal interference in work during the process of
investigation. After the investigation, the company should minimize or eliminate similar litigations. Industrial
espionage is the foremost crime in corporate investigations.

Corporate computer crimes usually involve crimes such as e-mail harassment, falsification of informa-
tion, embezzlement, fraud, and industrial espionage. Any individual with access to a system can commit
these crimes.

One of the most common corporate crimes is embezzlement. Corporations are networks of relationships
based upon trust. When it is discovered that the clients of a company are being overbilled, the question of em-
bezzlement arises. The task of the computer forensic investigator revolves around reconstructing the electronic
trail of when and where the crime was committed.

Another common corporate computer crime is corporate sabotage. Usually a frustrated employee of the firm
commits corporate sabotage. This individual may join a rival firm and pass on sensitive company data. In later
stages this crime could lead to industrial espionage, which will intensify in the long run. Corporate organiza-
tions can prevent these crimes by creating, distributing, and enforcing appropriate policies.

Enterprise Theory of Investigation (ETI)

Though the media frequently focuses on the conviction of the leaders of major criminal enterprises, many lesser-
known individuals belonging to the same criminal organizations are also sent to prison. The ETT has become
the standard investigative model that the FBI employs in conducting investigations against major criminal orga-
nizations. It encourages a proactive attack on the structure of the criminal enterprise rather than viewing each
criminal act as an isolated crime.

The ETI is a methodology of investigating criminal activity that uses a holistic approach to look at any crimi-
nal activity as a piece of a criminal operation rather than as a single criminal act. It has been proved powerful
in identifying criminals who have escaped prosecution despite the fact that those criminal organizations ceased
to exist.

By combining the ETT with favorable state and federal legislation, law enforcement can target and dismantle
entire criminal enterprises in one criminal indictment rather than having to pursue each criminal act one at
a time.

The ETTis a variant from the traditional investigative methods and can seem more complex and time consum-
ing. Nevertheless, it has proved to be more effective in prosecuting criminal enterprises.

The value of ETI can be recognized if the underlying motive is identified as financial profit for most criminal
enterprises. It analyzes the enterprise’s full range of criminal activities, determining which components allow
the criminal enterprise to operate and profit from its illegal activities.

The ETI is successful in investigating and prosecuting cases involving criminal organizations with a hierar-
chal structure of criminal activities. In such cases, the investigation can be initiated from the lower level, where
there is maximum chance for identifying the specific criminal activities more easily.

The benefit of applying ETT is that, because of the diversity of the criminal organizations, it discovered new
vulnerabilities in the enterprise organizations providing law enforcement agencies with opportunities to identify
the more illicit activities.

Legal Issues

It is not always possible for a computer forensic expert to separate the legal issues surrounding the evidence from
the practical aspects of computer forensics. The expert should be able to consider all possible conclusions of the
investigations in order to be free from bias. The evidence presented should be admissible in a court of law and
meet relevant evidence laws. It must be not be tampered with and must be fully accounted for from the time of
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collection to the time of presentation in court. To present a case in court, all information gathered during the
investigation must be properly documented. The laws concerning digital evidence should be strictly adhered to
in order to avoid inadmissibility in court.

Forensic experts must do the following:

Adhere to the chain of custody

Be thoroughly equipped with the knowledge of law that is applied in that jurisdiction
Present evidence that is:

¢ Authentic

e Accurate

e Whole

® Acceptable

¢ Admissible

Experts should test their evidence against the requirements to make sure it can be presented before a court of
law. All evidence collection and analysis procedures should also be repeatable, so that in case of any doubt the
procedures can be demonstrated in court.

Reporting the Results

Reporting is a major part of any investigative process. All investigation efforts will be in vain if the final report
is either incomplete or incomprehensible to target users. Computer forensic experts’ reports are also used as
evidence during trials in a court of law.

The format and content of an investigation report depends on various factors including: type of case, what
information was made available to the investigator, what business processes are affected due to attacks, and the
target audience of the report.

A good investigation report contains the following information:

Methods of investigation

Adequate supporting data

Description of data collection techniques
Calculations used

Error analysis

Results and comments

Graphs and statistics explaining the results
References

Appendices

Acknowledgments

Litigation support reports

The information should be organized so that anyone can read and understand the report without referring
to enclosures or other material.

Chapter Summary

Computer forensics is the preservation, identification, extraction, interpretation, and documentation of
computer evidence, to include the rules of evidence, legal processes, integrity of evidence, factual report-
ing of the information found, and providing expert opinion in a court of law or other legal and/or ad-
ministrative proceeding as to what was found.

The need for computer forensics has increased because computer crimes are increasing.
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The overall objective of all computer forensic phases (preservation, identification, extraction, interpreta-
tion, and documentation) is to detect a computer incident, identify the intruder, and prosecute the per-
petrator in a court of law.

IT systems and information security must be used to protect organizations from cyber crime activities.
Forensic readiness supports an organization’s prerequisite need to protect and use digital evidence.
Cyber crime is any illegal act involving a computer, its systems, or its applications.

Cyber crime investigations require extensive research, highly specialized skills, and follow a series of in-
vestigation phases and analysis techniques.

A forensic results report may be used as evidence if properly documented and supported by the testi-
mony of a trained forensic investigator.

Review Questions

1. List the various computer forensic flaws and risks.

2. Give a few examples of cyber crime.

[S¥)

. How do you maintain professional conduct in a computer forensic investigation?

N

. Describe the process for a computer forensic investigation.

D

. Describe the methodologies involved in computer forensics.

[

. Describe four types of computer crimes.

7. What is involved in an internal attack?

8. How are cyber crimes categorized?
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Hands-On Projects
~

1. Follow these steps:

Visit the Digital Forensics Research Web site at htip://www.dfrws.org.

HANDS-ON PROJECTS Read the archives.
Read the various presentations.
2. Follow these steps:
Navigate to Chapter 1 of the Student Resource Center.
Open and read the document titled “computer_crime_study.pdf.”
3. Follow these steps:
Navigate to Chapter 1 of the Student Resource Center.
Open and read the document titled “legal issues in computer forensics1.pdf.”
4. Follow these steps:
Navigate to Chapter 1 of the Student Resource Center.

Open and read the document titled “oseles_2.pdf.”


http://www.dfrws.org

Chapter

Computer Forensics Lab

Objectives
After completing the chapter, you should be able to:

Understand and evaluate physical security needs
Understand evidence lockers and how to secure them

Create a forensic work area

Configure a computer forensic lab

Understand and evaluate equipment needs

Understand basic forensic workstation requirements
Understand the tools and software forensic investigators use
Understand data destruction industry standards

Key Terms

Amperage a measurement of the amount of electric current

Bandwidth the width of the range of frequencies that an electronic signal uses on a given
transmission medium

Bookrack a small shelf that is used in a forensic lab to hold reference materials

Business case the justification to upper management or a lender for purchasing new equipment,
software, or other tools when upgrading your facility

Configuration management the process of keeping track of all changes made to hardware,
software, and firmware throughout the life of a system; source code management and revision
control are part of this.

Risk management the decision-making process involving considerations of political, social,
economic, and engineering factors with relevant risk assessments relating to a potential hazard
so as to develop, analyze, and compare regulatory options and to select the optimal regulatory
response for safety from that hazard
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Telecommunications Electronics Material Protected from Emanating Spurious Transmissions
(TEMPEST) the external electromagnetic radiation that radiates from any data processing equipment and the
various security measures used to prevent that radiation from being captured or monitored

Case Example

Long before computer forensics was seen as a serious profession, the Air Force Computer Forensics Laboratory
had cracked a case that involved recreating the evidence from floppy disks that were seemingly beyond repair.

Joseph Snodgrass, who was accused of killing his wife, had destroyed the main evidence, two floppy disks
that contained information linked to the crime, by cutting the disks into 23 pieces. The investigators at the Air
Force Computer Forensics Laboratory succeeded in rejoining the broken pieces. Evidence on the floppy disks
revealed that Mr. Snodgrass had increased his wife’s life insurance policy and had hired a hit man to murder
her. He was found guilty of the crime. Currently, Joseph Snodgrass is serving a life sentence.

In July 1998, the Air Force Computer Forensics Laboratory became a Defense Department facility under the
Defense Reform Initiative.

Introduction to the Computer Forensic Lab

This chapter describes the needs of a forensic investigator, such as the lab and the office. The lab is an
important part of any forensic investigation. The chapter discusses the physical security needs of a lab and
recommends how to maintain security. It talks about the requirements of a forensic lab and what equipment
is needed.

Physical Security Needs of a Forensic Lab

For a forensic lab, security is paramount. The following are some of the physical security considerations of a lab:

® Access to emergency services: There should be easy access to emergency services, such as the fire depart-
ment. Emergency service vehicles must be able to easily access the site and the buildings on the site. The
site must also have an area that allows for shipping and receiving without compromising the physical
security measures of the lab.

o Lighting at the site: The site must have proper lighting designed to augment security and discourage
vandalism and unauthorized access to the lab. It should be similar to the campus lighting of a university
that conducts night classes.

® Physical environment of the lab: The following design features should be avoided:
¢ Bushes within 10 feet of the lab premises
¢ Clusters of bushes around the premises
e Tall evergreen trees

o Structural design of parking: The parking lot of the lab must be divided into certain levels. These are a
few recommendations for designing the levels of parking:

e [evel 1: Unsecured level that must be close to the visitor’s entrance

e Level 2: Partially secured and fenced-in area used for shipping, biological and toxic waste pickup,
and various other activities that require minimum security

e Level 3: Secured place where staff can access the lab at any hour of the day and that can be accessed
using only proximity keys or card keys

o [evel 4: High-security area that only authorized personnel can access and that security personnel monitor

Physical Security Recommendations for a Forensic Lab

The level of physical security required for a forensic lab depends on the nature of the investigations that are
carried out in the lab. The assessment of risk for a forensic lab varies from organization to organization. If an
organization is a regional forensic lab, then the risk is high, as the lab most likely deals with multiple cases and
different evidences. This may not be true for a forensic lab of a private firm.
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Basic Requirements

Basic security needs, such as keeping a log register at the entrance of the lab, should not be overlooked. The log
register should contain the following information for each visitor:

¢ name of the visitor

¢ date and time of the visit

® purpose of the visit

¢ name of the official the visitor has come to see
¢ place the visitor has come from

e address of the visitor

The visitor should be given a visitor’s pass so that the visitor can be easily distinguished from the lab staff. To
provide an additional layer of protection, an intrusion alarm can be placed in the lab. Guards should be deployed
near the premises of the lab. Closed-circuit cameras should be placed in the lab and its premises to monitor
human movements within the lab. All of the windows of the lab should be kept closed. This helps prevent un-
authorized physical access to the lab through covert channels.

Workstation Security

Workstations should be shielded from transmitting electromagnetic signals. It is a known fact that electronic
equipment emits electromagnetic radiation. There are certain pieces of equipment that can intercept this radia-
tion. The radiation can be used to determine the data that the equipment is transmitting or displaying. There is
a solution to shield the emissions. The U.S. Department of Defense has named this solution Telecommunications
Electronics Material Protected from Emanating Spurious Transmissions, or TEMPEST.

TEMPEST

The National Industrial Security Program Operating Manual (NISPOM) states, “TEMPEST is an unclassified
short name referring to investigations and studies of compromising emanations. Compromising emanations are
unintentional intelligence-bearing signals that, if intercepted and analyzed, will disclose classified information
when it is transmitted, received, handled, or otherwise processed by any information processing equipment
(U.S. Department of Defense, 2006, p. 11-1-1).”

To prevent eavesdropping, TEMPEST labs can be constructed. Sheets of metal that are good conductors, such
as copper, should be used for lining the walls, ceilings, and floors. Even the power cables need to be insulated
to prevent radiation. Also, the telephones within the lab must have line filters.

It is costly to build a TEMPEST lab, as checks and maintenance have to be carried out at regular intervals. As
a replacement for a TEMPEST lab, some vendors have come up with workstations that emit only low amounts
of radiation. The cost of this kind of workstation is higher than a typical forensic workstation.

Fire Safety

Fire can be disastrous in a forensic lab. Any electrical device can be a source of fire, though this does not gen-
erally happen with computers. On a few occasions, short circuits can also damage cables. These short circuits
might even ignite flammable items close by.

Fires may break out in computers if the servo-voice coil actuators in a hard drive freeze due to damage in the drive.
If the actuators freeze, the head assembly stops moving. The internal programming of the disk tries to force the head
assembly to move by applying more power to the servo-voice coil actuators. The components of the drive can handle a
certain amount of power before they fail and overload the ribbon cable connecting the drive to the motherboard. These
ribbon cables do not respond well to excessive power. High voltage passed through a ribbon cable causes sparks to fly.

Fire-Suppression Systems
The following are some fire-suppression systems that should be in place in a forensic lab:

¢ Dry chemical fire extinguisher system to deal with fires that occur due to chemical reactions
e Sprinkler system that should be checked frequently to make sure it is still working
Fire extinguishers should be placed within and outside the lab. Before the fire extinguishers are in place, the

lab personnel and the guards should be given instructions on how to use them so that in case of a fire the trained
staff will know how to use the equipment effectively.
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Evidence Locker Recommendations

The containers used to store evidence must be secured so that unauthorized persons cannot access the evidence.
They should be located in a restricted area that is only accessible to lab personnel. All evidence containers must
be monitored, and they must be locked when not in use.

The storage containers or cabinets should be made of steel and should include either an internal cabinet lock
or an external padlock. There must be a limited number of duplicate keys so that authorized access is limited.
Evidence can also be stored in safes of superior quality to secure the evidence from fire damage. Media devices
and digital media should be stored in media safes.

Lab personnel must regularly inspect the content of the evidence storage containers to ensure that only cur-
rent evidence is stored. Evidence from closed cases must be moved to other containers.

Checking the Security of a Forensic Lab

Lab personnel should periodically check the security of a forensic lab to ensure that the security policy is being
followed. The following are the steps that must be followed to check for security policy compliance:

¢ Examine the ceiling, floor, and exterior walls of the lab at least once a month to check for structural integrity.
¢ Examine the doors to ensure they close and lock correctly.

¢ Check if the locks are working properly or if they need to be replaced.

e Examine the log register to make sure all entries are correct and complete.

¢ Check the log sheets for evidence containers to check when the containers were opened and when they
were closed.

¢ Acquire evidence that is not being processed and store it in a secure place.

Work Area of a Computer Forensic Lab

The forensic lab should be built in an area where human traffic is light. An ideal lab consists of two forensic
workstations and one ordinary workstation with Internet connectivity. The number of forensic workstations
varies according to the number of cases and processes handled in the lab.

Work Area Configuration

The configuration of the work area depends on the budget that is allocated for the forensic lab. On average, the
workstation occupies the area of a desk. This is assuming that the cases and analyses the lab handles are not
heavy. However, as the complexity and number of cases increase, the workstation area increases. It is advised
to have separate rooms for supervisors and cubicles for investigators.

The work area should have ample space so that there is also a space for case discussions among investigators.
There should be enough space for each workstation so that the investigator is not forced to work surrounded
by stacks of files and equipment. If this were the case, the productivity of the investigator would decrease, thus
hampering the investigative process. The layout of the forensic lab should be well planned and should be scalable
so that there is room for expansion.

General Configuration of a Forensic Lab

A forensic lab should have the following:

o Workstations: A forensic lab should have both forensic and nonforensic workstations for investigative
purposes. There should be ample space in which to disassemble a workstation if the need arises during
the investigative process.

e UPS: Power failure during an investigative process can be costly for an investigator. The need for an un-
interruptible power supply (UPS) arises as a preventive measure. Separate backup power generators are
recommended for a forensic lab. Any electrical connections should be monitored, as any fluctuations in
voltage may also disrupt the power supply or damage electrical equipment.
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® Bookracks: Bookracks in a forensic lab are necessary to hold all the reference books, articles, and maga-
zines that an investigator would need in the course of an investigation. This helps clear clutter off the
desks, giving more space to the investigators.

® Necessary software: Licensed versions of all the software required for computer forensic investigation
should be readily available to an investigator at any time during the investigation. Demo versions of fo-
rensic software are not recommended, as most demo versions have limited functionality. Having licensed
versions also helps investigators during court trials. However, as long as the demo version of a tool is
fully functional, an investigator can reliably use the tool.

® Reference materials: During the course of an investigation, investigators may need to consult reference
materials in order to solve a particular problem or follow a particular process.

o Safe locker and storage shelf: A safe locker large enough to store equipment required for forensic inves-
tigations should be available in the lab. This helps an investigator categorize the equipment stored in
the rack so that he or she can easily locate the kind of equipment needed during an investigation. Safe
lockers also help keep the equipment free from wear and tear, and away from dust and other foreign
particles that may hamper the equipment’s performance. A storage shelf is used to stock equipment that
is not in use.

e LAN and Internet connectivity: To share information among forensic workstations or to perform cer-
tain tasks, a LAN is required. LAN connectivity and Internet connectivity are required to do forensic
investigation of remote networks.

Equipment Required in a Forensic Lab

What equipment is needed in a forensic lab depends on the nature of the forensic investigations carried out in
the lab. Some of the pieces of equipment common to any computer forensic lab are:

o Cabinets: Each cabinet should contain a computer system that has a CPU with high processing capacity,
high-speed RAM, drive bays for a CD drive with read/write capabilities, hard disks, tape drives, and
floppy drives.

® Printers and scanners: Printers are necessary for printing investigation reports or any materials
that can be used as references during investigations. Scanners allow investigators to recreate original doc-
uments from damaged documents obtained from the scene of a crime and to check for faint evidence.

e Additional bard drives: Additional hard drives should be available for investigators in case they need to
make backup copies of hard drives that contain data relevant to an investigation.

o Tape drives: Tape drives should be compatible with the media formats that an investigator is likely to
come across during an investigation.

Electrical Needs

The following elements should be kept in mind when considering the electrical needs of a computer
forensic lab:

o Amperage: The lab must be provided with the amperage required to power all of the electrical
equipment in the lab. Amperage is a measurement of the electric current.

* Emergency power and lighting: Emergency power and lighting should be provided for the following
parts of the lab:

o All the evidence sections
¢ All the security sections, electronic security systems, and telephones
e X-ray processing rooms and photography dark rooms
o Electrical outlets: There must be easy access to the electrical outlets in the lab.

e UPS: All the workstations and electrical equipment—including laboratory instrumentation, the auto-
mated fingerprint identification system (AFIS), combined DNA identification systems, integrated ballis-
tic imaging systems, and LABNET—require a UPS. A centralized UPS is preferred.
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Communications

The following factors should be considered when assessing the communications systems available in the lab:

Bandwidth: Bandwidth refers to the width of the range of frequencies that an electronic signal uses
on a given transmission medium. There should be a dedicated broadband connection for network and
voice communications.

Dial-up access: Dial-up Internet access must be available for workstations in the laboratory.
Disconnection: Forensic computers must be disconnected from the network when they are not being used.

Network: A dedicated network is preferred for the forensic computers, as they require continuous access
to the Internet and other resources on the network when in use.

Basic Workstation Requirements in a Forensic Lab

Forensics workstations are high-end computers with fast processing speeds and large amounts of memory and
disk storage. These workstations are used for critical processes such as duplicating data, recovering data from
deleted files, analyzing data over the network, and retrieving data from the slack. These workstations are loaded
with forensic tools that help an investigator during an investigation. Many high-end and low-end processes
are carried out during a particular investigation. Thus, the hardware configuration of a forensic workstation,
which is used for high-end processing, is different from that of a workstation used for doing routine tasks. The
hardware requirements for a basic forensic workstation are as follows:

Processor with high computing speed
256 MB RAM for satisfying minimum processing requirements
DVD-ROM with read/write capabilities

Motherboard that supports IDE, SCSI, and USB, with a slot for a LAN/WAN card and a fan attached
for cooling the processor

Tape drive, USB drive, and removable drive bays
Monitor, keyboard, and mouse

Minimum of two hard drives for loading two different operating systems, preferably Windows XP
and Linux

Recommended Hardware Peripherals

The following are the hardware peripherals that must be kept in stock at all times to ensure that an investigator
always has the necessary tools:

40-pin 18-inch and 36-inch IDE cables, both ATA-33 and ATA-100 or faster
SATA cables
A variety of detachable storage media like Jaz cartridges, Zip cartridges, and USB drives

Other electronic storage devices (CompactFlash cards, SmartMedia cards, Secure Digital cards, Multi-
Media cards, and Memory Stick)

CD/DVD readers and writers

Ribbon cables for floppy disks

Extra IDE hard drives

Extra RAM

Extra SCSI cards

Graphics cards (ISA, PCI, AGP, and PCI Express)
Extra power cords

A variety of hard disk drives

Laptop hard drive connectors
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e Handheld devices

¢ Supplementary storage devices for creating bit-stream copies or clones of the suspect storage media for
examination purposes

Maintaining Operating System and Application Inventories

Forensic investigators use a variety of software applications. These pieces of software must be updated regularly
to ensure that the investigators are using the most recent versions. Operating systems must also be updated
regularly to ensure that the latest patches have been applied. The following are the applications and operating
systems that must be maintained:

¢ Windows Vista, XP, 2003, and 2000 operating systems

¢ Linux, Unix, and Mac OS X operating systems

* Microsoft Office XP, 2007, 2003, 2000, 97, and 95

¢ Quicken

e Programming language applications such as Visual Studio
¢ Specialized viewers such as QuickView and ACDSee

¢ Corel Office Suite

¢ StarOffice/OpenOffice

¢ Peachtree accounting applications

¢ Older operating systems and applications such as MS-DOS, Windows 3.11, and Novell for examining
older systems

¢ Forensic software with advanced features and functionalities, such as:
¢ Bit-stream backup utilities
¢ Password recovery tools
e Recovery tools for deleted data
¢ Partition recovery tools
¢ Searching tools
e Firewalls and intrusion detection systems

¢ Updated antivirus software

Common Terms

¢ Configuration management: The process of keeping track of all changes made to hardware,
software, and firmware throughout the life of a system; source code management and revision
control are part of this

¢ Risk management: The decision-making process involving considerations of political, social,
economic, and engineering factors with relevant risk assessments relating to a potential hazard
so as to develop, analyze, and compare regulatory options and to select the optimal regulatory
response for safety from that hazard

* Business case: The justification to upper management or a lender for purchasing new
equipment, software, or other tools when upgrading your facility
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Required Forensic Tools

Forensic professionals use a variety of tools both in the lab and in the field. The following sections discuss the
various types of tools they use and the purpose of each type.

Storage Bags

When evidence is collected in the field, the forensic investigator needs to store the evidence for transport back
to the lab so it can be examined. The investigator must make sure that the evidence is not damaged or tampered
with, so different types of bags have been developed to make sure evidence stays safe and secure. The following
describes some of the different types of storage bags:

o Wireless storage bags: These types of bags are used to store wireless devices. The fabric used to make
these bags shields the wireless devices from wireless signals that could potentially alter or eliminate data
on the devices. Figure 2-1 shows Paraben’s version, called the Wireless StrongHold Bag. There are also
tents that provide the same capabilities. An investigator with a laptop sits inside the tent while he or she
captures the data from a wireless device. The data is still protected, but the investigator doesn’t have to
wait to get back to the lab to acquire it. Figure 2-2 shows Paraben’s Wireless StrongHold Tent.

e Passport bags: Many passports contain radio-frequency identification (RFID) chips. These types of bags
shield these chips so that data cannot be read from them. As more and more passports are fitted with
RFID chips, securing the data stored on them is becoming more and more vital. Figure 2-3 shows Paraben’s
Passport StrongHold Bag.

Remote Chargers

Remote chargers are used to provide power for devices that may contain vital evidence. The chargers allow
investigators to retrieve evidence from devices such as phones and other handhelds that have run out of power.
Remote chargers typically are equipped with tips that fit into a variety of devices made by different manufacturers.
Figure 2-4 shows Paraben’s version of a remote charger.

Write Block Protection Devices

These tools prevent the alteration or erasure of data during an investigation. Typically, these devices are used
when examining or copying data from a storage device to a forensic laptop or workstation. They can be used for
a variety of devices, from hard drives to USB drives to media cards. There are different types for different stor-
age device connections. For instance, an SATA write block protection device (Figure 2-5) allows an investigator

Copyright © by EG-Gouncil Copyright © by EG-Gouncil
All rights reserved. All rights reserved.
Reproduction is strictly prohibited Reproduction is strictly prohibited
Figure 2-1 Paraben’s Wireless Figure 2-2 Paraben’s Wireless
StrongHold Bag is used to StrongHold Tent allows a forensic
shield wireless devices from investigator to securely pull data

outside signals. from a wireless device.
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Figure 2-5 This write
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attach a storaglje device Figure 2-6 This device allows an investigator to
to a computer’s SATA attach a storage device to a computer’s USB or
connector. Firewire port without fear of altering the data.

to attach a storage device to a computer’s SATA connector, and a USB or Firewire write block protection device
(Figure 2-6) allows an investigator to attach a storage device to a computer’s USB or Firewire port.

Data Acquisition Tools

e Cables: The forensic professional should have all the cables he or she will need to connect a laptop to a
device that may contain evidence. Different kinds of devices use different kinds of cables. Often, a foren-
sic investigator will carry a bag that contains all of the cables he or she may need in the field. Figure 2-7
shows a USB to DB9 cable for connecting serial devices to a computer’s USB port.

® Rapid action imaging devices (RAIDs): These devices allow a forensic investigator to copy a suspect
hard drive to a clean hard drive very quickly. Then the investigator can examine and analyze the copy
without disturbing the original data. Figure 2-8 shows a RAID.

® SIM card readers: The devices are used to extract data from the SIM cards used in cell phones and other
devices. As in the example in Figure 2-9, SIM card readers typically allow an investigator to connect a
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Figure 2-9 This SIM card reader
connects a SIM card to a computer’s Figure 2-8 This RAID is used to quickly make copies of

USB port. hard drives.

SIM card to a computer’s USB port. The investigator then uses software to examine and extract the data
on the card.

o Video-capture devices: Sometimes, there may be no way to get data off of a device, either because the
device’s connection point is broken or because the investigator doesn’t have the proper hardware. In these
cases, the investigator can use a device that holds the suspect device still and takes video of the screen. Us-
ing an imaging device allows an investigator to scroll through all of the data on the device and capture
video only of the screens that contain important data. This video can be shown on a mobile forensic laptop,
displayed with a projector, or streamed over the Internet. Figure 2-10 shows Paraben’s Project-a-Phone.

Forensic Archive and Restore Devices

Investigators use forensic archive and restore robotic devices to archive forensic data. These devices can copy a
large number of CD-ROM or DVD media discs containing forensic data. Many of these devices can also print
labels for the copies so the investigator will know what is on the discs.

Mobile Forensic Laptops

Mobile forensic laptops are equipped with all the specialized software a forensic specialist needs in the field.
They have fast processors, large amounts of RAM, and large hard drives. They are equipped with DVD burners
and media card readers. They also have some form of write block protection, provided either through hardware
or software. Figure 2-11 shows a forensic laptop and some of its related peripherals.

Forensic Workstations

Like forensic laptops, forensic workstations have all the software a forensic specialist needs. They also are
equipped with DVD burners and media card readers, and they are typically top-of-the-line systems. Forensic
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Figure 2-11 A typical mobile forensic laptop has all the software and connections a
forensic investigator needs to acquire and analyze data in the field.
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Figure 2-12 This is the
kind of workstation
found in a forensic lab.

workstations also allow for the hot swapping of hard drives. Using this functionality, investigators can connect
a suspect hard drive to a workstation for analysis without having to turn off the workstation. Write block pro-
tection is also provided. Figure 2-12 shows a forensic workstation.

Imaging Workstations

Forensic laboratories are equipped with workstations devoted solely to imaging storage devices, including hard
drives, CDs, DVDs, USB drives, and media cards. These workstations typically store the images on tapes.
Some of these workstations include password-cracking capabilities so data can be accessed even on password-
protected storage devices.

Software

Forensic professionals use a variety of software tools for different tasks. Most of this software is used for extract-
ing and analyzing data on storage devices, but there is also software for examining a live computer. These tools
can both examine and record the live system state, including the registry, the running processes, the logged-in
users, the files on all connected drives, and the network configuration.

Investigations at a Computer Forensic Lab

The following are some of the types of computer forensic investigations that are conducted at a computer
forensic laboratory:

¢ Child pornography and sexual exploitation
¢ Use of e-mail, instant messaging, and chat
e Computer hacking and network intrusion
e Copyright infringement

¢ Software piracy

¢ Intellectual property disputes

¢ Identity theft

¢ Online auction fraud
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Data Destruction Industry Standards

e American: DoD 5220.22-M

e American: NAVSO P-5239-26 (RLL)

e American: NAVSO P-5239-26 (MFM)

e German: VSITR

e Russian: Russian Standard, GOST P50739-95

¢ Credit card fraud

¢ Other financial frauds and schemes
¢ Telecommunications fraud

¢ Threats, harassment, and/or stalking
¢ Extortion and/or blackmail

¢ Online gambling

® Drug abuse and/or distribution

¢ Employee or employer misconduct

¢ Theft, robbery, and/or burglary

Procedures at a Computer Forensic Lab
Various procedures are performed at a computer forensic lab. The following is a list of typical procedures:

e Creating an exact replica of a hard disk drive or other storage device so the evidence can be evaluated
and processed from a forensic evidence file, guaranteeing that the best-suited evidence is preserved

¢ Identifying leads and computer evidence contained in files and slack space, which can determine the out-
come of a case

¢ Documenting findings and providing expert witness testimony to help clarify technical computer issues
during the litigation process

¢ Finding data—such as deleted e-mail and intentionally altered data—on a formatted or purposely dam-
aged hard drive, documenting and analyzing the data, and recording the information in reports that are
then presented to the client and/or in litigation

All procedures in a computer forensic lab must meet federal standards, including security, confidentiality, and
data destruction standards.

Chapter Summary

An ideal lab consists of two forensic workstations and one ordinary workstation with Internet connectivity.
A lab should be inspected on a regular basis to check if the policies and procedures implemented are followed.
A forensic lab should be under surveillance at all times to protect it from intrusions.

Forensic investigators use a wide variety of software and hardware tools in the field and in the lab.
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Review Questions

1. What is the purpose of a write block protection device?

2. What is a TEMPEST lab? Why would anyone choose not to build a TEMPEST lab?

3. Write down the various types of computer forensic investigations that can be conducted at a computer
forensic lab.

4. What is the purpose of a log register?

5. How can a fire start inside a computer system?

6. What is a UPS, and why does a lab need one?

7. Describe the recommended features of evidence lockers.

8. Identify and describe two types of forensic storage bags.

9. Identify and describe the types of software that should be on a mobile forensic laptop.

10. Explain the function of forensic archive and restore robotic devices.
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Hands-On Projects
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HANDS-ON PROJECTS

1. Consider a scenario in which you are designing a computer forensic lab. Decide what equip-
ment you will put in your lab. Compare and contrast this list with the list of equipment
described in this chapter.

2. Consider a scenario in which you are establishing the security policy for a computer forensic
lab. Making sure to keep in mind all aspects of security, write out your security policy and
compare and contrast it with the security recommendations described in this chapter.

3. Perform the following steps:

Navigate to Chapter 2 of the Student Resource Center.
Read the document titled “Setting up forensics lab.pdf.”
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Chapter

Computer Investigation Process

Objectives
After completing this chapter, you should be able to:

Investigate computer crime

Develop policies and procedures
Investigate a company policy violation
Understand the methodology of investigation
Evaluate a case (perform case assessment)
Develop and follow an investigation plan
Obtain a search warrant

Understand warning banners

Collect evidence

Implement an investigation

Image an evidence disk

Examine digital evidence

Close a case

Evaluate a case

Key Terms

Best practices an empirically proven set of methods for performing a task in the best and most
efficient way

Bit-stream copy a bit-by-bit copy of the original storage medium

Chain of custody a method for documenting the history and possession of a sample from the
time of collection, through analysis and data reporting, to its final disposition

DriveSpy a disk-forensic DOS tool that is designed to emulate and extend the capabilities of DOS
to meet forensic needs; it creates direct disk-to-disk forensic duplicates, can copy a range of sectors
within or between drives, and can process duplicate drives
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File slack the space that exists between the end of a file and the end of the last cluster of the file; see also
slack space

Host-protected area (HPA) an area of the drive where a certain portion of the drive’s contents is hidden
from the operating system and file system

Incident an event or series of events that threatens the security of computing systems and networks in an
organization

Internet service provider (ISP) a company that provides individuals and other companies access to the
Internet and other related services, such as Web site building and virtual hosting

Search warrant a written order issued by a judge that directs a law enforcement officer to search a specific
area for a particular piece of evidence

Slack space the space that exists between the end of a file and the end of the last cluster of the file; see also
file slack

Steganography the art and science of hiding information by embedding messages in other, seemingly
harmless messages

Warning banner a message that a user is shown either prior to signing on to a system or immediately thereafter
in which the user’s responsibilities are detailed and warning messages about monitoring activities are relayed

Case Example

Credentials International is an employment verification agency located in Chicago that assists companies
around the globe in hiring the right talent. Sebastian was working as a verification assistant with the firm. He
handled clients located in North America.

Credentials International was accused by one of its clients of not validating the credentials of 10 employees
who were posted in the firm. The employer, Right4Source, a North American software firm, had hired people
for the position of J2EE Developer. Right4Source’s HR department found that the employees had faked their
experience and certificates for the job.

Initial investigations showed Sebastian’s involvement in the scandal.

The investigative team hired by Right4Source sprang into action. The employees of Right4Source caught
with fake credentials were cross-questioned. Further investigation revealed a link that each fraudster had in
common—Sebastian. A search warrant against Sebastian was issued by the district court.

The senior management of Credentials International was made aware of the search warrant by the investiga-
tors. A computer forensics expert was part of the investigative team.

The investigators seized Sebastian’s mobile phone and laptop. They also obtained the call record from
Sebastian’s mobile service provider. The record showed numbers that belonged to the employees of Right4Source who
were caught for fraud. Sebastian had made multiple calls to each of them. The team also checked Sebastian’s laptop
for evidence. The computer forensic investigator made an image of the hard disk of the laptop. Further investigation
revealed e-mail conversations with the employees as well as other original documents concerning the employees. The
e-mail investigation revealed that Sebastian had committed the fraud for a fee of $2000 per employee.

Sebastian was arrested and taken to the district police department. The law enforcement agents interrogated
Sebastian based on the investigative findings. After a series of interrogations, Sebastian confessed to the crime.
He was fired from his job, and he was fined $10,000 for committing fraud.

Introduction to Computer Investigation

This chapter introduces the concept of computer investigation and shows the steps involved in investigating
computer crime. The first section discusses the importance of determining if an incident has occurred. Following
sections discuss how to search for and collect evidence that can be used in a legal case or for a corporate inquiry,
how to examine and analyze this evidence, and other matters related to forensic cases.

Investigating Computer Crime

Before starting an investigation, an investigator needs to first determine that an incident has occurred and then
assess its impact. An incident is an event that threatens the security of a computer system or network in an or-
ganization. An investigator must verify any complaints related to an intrusion, as some may turn out to be hoax
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calls. An intrusion detection system alert may only indicate an attempted, unsuccessful intrusion, or it might
be a false alarm. Therefore, an investigator must weigh the strengths, weaknesses, and other known nuances
related to the sources and include human factors as well as digital factors.

Policy and Procedure Development

Developing policies and procedures is an important phase in creating a computer forensic unit. The following
are the types of policies and procedures that need to be established:

* A mission statement: Incorporates the core functions of the unit, which includes high-technology crime
investigations, evidence collection, and forensic analysis

o The personnel requirements for the computer forensic unit: Includes job descriptions, minimum qualifi-
cations, hours of operation, on-call duty status, command structure, and team configuration

* Administrative considerations: Includes the following considerations:
* Software licensing: Makes sure that the software tools the unit uses are properly licensed

® Resource commitment: Includes resources such as equipment used by the examiners, ongoing profes-
sional development, and software and hardware requirements

e Training: Produces skilled and competent examiners

o Submission and retrieval of computer forensic service requests: Develops the guidelines to set up the
process for the submission of computer forensic services requests and the acceptance of these requests
for the examination of digital evidence

o Implementation of case-management procedures: Includes the nature of the crime, court dates, dead-
lines, possible victims, lawful considerations, and the volatile nature of the evidence

® Handling of evidence: Gives the guidelines for receiving, processing, documenting, and preserving the
evidence at the time of examination

® Development of case-processing procedures: Helps in preserving and processing digital evidence

* Development of technical procedures: The following must be documented at the time of the develop-
ment and validation of procedures:

¢ Identifying the task or problem

* Proposing possible solutions

¢ Testing each solution on a known control sample
¢ Evaluating the results of the test

¢ Finalizing the procedure

Investigating a Company Policy Violation

Every company has a predefined set of policies that each employee has to follow regarding the use of computer
equipment owned by the company. Properly drafted company policies regarding the use of electronic media can
eliminate the chance of an employee compromising privacy during information retrieval.

Implementing and Enforcing Company Policy

To effectively implement such policies, the company needs to inform each employee of the company policy. Employees
who use company resources such as Internet or computer systems for personal use not only violate company policies
but also waste resources, time, and money. To take care of company policy violations, forensic examiners or inves-
tigators are called in to perform internal investigations. As a computer forensic professional, an investigator has to
gather the evidence from the suspect’s computer and determine whether a crime or violation of the company policy
has occurred. An investigator should follow a standard methodology for investigating company policy violations.

The motive behind company policy violation investigation is not always to take punitive steps. Sometimes,
employees just need to be educated, as they might not be aware of the fact that they are violating company policy.
If the problem persists, however, the company can take strict action against those employees who continue to
violate company policy.
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Policy Violation Case Example
Mike is suspected of conducting his own business using a company computer.

¢ Situation: Employee abuse case

® Nature of the case: Side business

* Specifics about the case: The employee is reportedly conducting a side business on his computer.
e Type of evidence: Floppy disk

¢ OS: Windows 2000

¢ Known disk format: FAT32

® Location of evidence: The disk that a manager found near Mike’s computer; the manager had received
complaints from Mike’s co-workers that he was spending too much time on his own business and not
performing his assigned work duties.

Based on case details, you can determine the case requirements:
* Type of evidence: Mike was conducting his own business using his employer’s computer.
o Computer forensics tools: Tools for duplicating the floppy disk and finding deleted and hidden files

o Special operating systems: Any operating systems that had been installed on company computers by
the suspect

Mike is only suspected of violating company policy; the evidence you obtain might either prove
him guilty or help prove his innocence.
Maintain an unbiased perspective, and be objective.

Before Starting the Investigation

A preliminary requirement for an investigation is that a skilled technician is on the team. The technician should
be capable enough to analyze and acquire a variety of evidence. The second foremost requirement is a worksta-
tion or data recovery lab. The lab should be equipped with the right equipment and forensic tools required for
the investigation.

Legal Considerations

One important thing an investigator needs to keep in mind while dealing with cases involving computer crime is
to have synchronization with the local district attorney. In some cases, the local district attorney asks for more
documentation concerning the chain of evidence after a case is prepared and is ready for trial. In these situations,
it can become very difficult to recreate the chain. Therefore, to avoid these situations, an investigator should be
aware of what the local district attorney wants and act accordingly.

Some important legal points an investigator should keep in mind are:

¢ Ensuring the scope of the search

e Checking for possible issues related to the federal statutes applicable (such as the Electronic Com-
munications Privacy Act of 1986 [ECPA] and the Cable Communications Policy Act [CCPA], both as
amended by the USA PATRIOT Act of 2001, and the Privacy Protection Act of 1980 [PPA]), state stat-
utes, and local policies and laws

Investigators should contact the legal authorities in cases where the search cannot be limited.

Investigating Methodology

Another underlying component of an investigation is methodology development. Methodology is nothing more
than a set of guidelines that is used to maintain consistency.

It can be very difficult to develop a methodology for computer investigations because there are many variables
in forensic cases. But there are two things that can give foundation to foolproof analysis and case building:
defining the methodology and working accordingly. By defining the methodology, the investigator can have
an overview of how forensic cases should be handled in general, even though each case is handled differently.
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10 Steps to Prepare for a Computer Forensic Investigation

. Do not turn the computer off or on, run any programs, or attempt to access data on the computer.

An expert will have the appropriate tools and experience to prevent data overwriting, damage
from static electricity, or other concerns.

. Secure any relevant media—including hard drives, laptops, BlackBerrys, PDAs, cell phones, CD-

ROMs, DVDs, USB drives, and MP3 players—the subject may have used.

. Suspend automated document destruction and recycling policies that may pertain to any relevant

media or users at the time of the issue.

. Identify the type of data you are seeking, the information you are looking for, and the urgency

level of the examination.

. Once the machine is secured, obtain information about the machine, the peripherals, and the

network to which it is connected.

6. If possible, obtain passwords to access encrypted or password-protected files.

7. Compile a list of names, e-mail addresses, and other identifying information about those with

10.

whom the subject might have communicated.

. If the computer is accessed before the forensic expert is able to secure a mirror image, note the

user(s) who accessed it, what files they accessed, and when the access occurred. If possible, find
out why the computer was accessed.

. Maintain a chain of custody for each piece of original media, indicating where the media has

been, whose possession it has been in, and the reason for that possession.
Create a list of key words or phrases to use when searching for relevant data.

The methodology can also be used as a point of reference, and the investigator can work according to the steps
indicated.

An investigator follows standard steps when preparing a forensic case. Most of the steps remain the same for
solving any kind of forensic case. These steps are:

1.

Initially assess the case: The investigator should ask related questions and document people’s responses.
Company security professionals can relate questions to the seizure of computer equipment and components.
Investigators should check for the role of the computer in question and for evidence related to the case.

. Determine a preliminary design or approach to the case: During this step, the investigator prepares a

general outline for investigating the case. In the case of an employee violation of company policy, this
phase deals with determining whether the employee’s computer can be seized during working hours or
whether an investigator has to wait until after office hours or the weekend.

. Prepare a detailed design: The investigator refines the general outline that was prepared during the

previous step. The investigator plans detailed steps, taking into account the estimated time, resources,
and money required to complete each step. This helps the forensic professional track the progress of an
investigation and ensures that appropriate controls are in place in case there is deviation from the plan.

. Determine what resources are required: The kind of software used for investigation varies with the OS

used by the suspect.

. Obtain an evidence disk drive: The investigator seizes the different kinds of equipment used by any sus-

pects in the case.
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10.

11.

12.

13.

. Copy an evidence disk drive: The investigator images the evidence obtained during the previous step onto

a different disk and then prepares a forensic copy of the disk.

. Identify the risks involved: An investigator can face a lot of problems while handling a case, so investiga-

tors are required to document any problems they expect or constraints they think may occur during the
investigation. This documentation of problems is called standard risk assessment. For example, a suspect
might have set a logon scheme that shuts down the computer or erases the hard disk if someone wants to
change the password.

. Minimize the risks: A forensic professional should look for different ways to minimize the risks identified

during the previous step. For example, if the suspect had password-protected the hard drive, the investi-
gator should make multiple copies of the media before starting the investigation. This step will help the
investigator achieve the goal of retrieving the information.

. Test the design: The investigator needs to review the decisions made and the steps taken so far. During

the review, the investigator can determine whether the steps that have been taken are correct and can be
justified.

Analyze and recover the digital evidence: The investigator can analyze and recover the digital evidence
using the software tools and other resources that were determined in the previous steps.

Investigate the recovered data: Once the data is recovered and analyzed, the investigator can view and
organize the data to help prove the guilt or innocence of the suspect.

Complete the case report: The investigator prepares a complete report containing information about

what he or she did and found.

Critique the case: This step deals with a self-evaluation by the investigator. After the investigation related
to the case is completed and the report is prepared, the investigator should review the case to identify
successful decisions and actions, and work upon any shortcomings. This will help the investigator deal
with future cases.

Evaluating the Case

There are several steps that have to be taken when assessing a case:

1.

Initially examine the investigator’s service request.

2. Find the legal authority for the forensic examination request.
3. Ensure that the request for assistance is assigned.

4.
N

. Check if forensic processes such as analysis of DNA, fingerprints, tool marks, traces, and questioned

Provide the complete chain of custody.

documents need to be performed on the evidence.

. Check if there is the possibility to follow investigative methods such as sending a preservation order to an

Internet service provider, identifying remote storage locations, and obtaining e-mail. An Internet service
provider (ISP) is a company that provides Internet access to an individual or organization.

. Identify the relevance of various peripheral components, such as credit cards, check paper, scanners, and

cameras, to the crime scene.

8. Establish the potential evidence being sought.

. Obtain additional details such as e-mail addresses, the ISP used, and user names.
10.
11.
12.
13.

Evaluate the skill levels of the users to identify their expertise in destroying or concealing the evidence.
Set the order of evidence examination.
Identify whether additional personnel is required.

Identify whether additional equipment is required.
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Warning Banners

A warning banner is text that a user usually reads before signing on to a system in which the user’s
responsibilities while using the system are stated. By proceeding, the user accepts the responsibility of
using the computer system and its resources, data, and network access capabilities. The user is required
to acknowledge some form of compliance prior to accessing the system'’s resources. If the system or
the application does not have any kind of pre-login capabilities, the banner should be immediately dis-
played following authorization. If that is not possible, then a printed banner must be placed in common
areas where users may access the system and its environments. The banner should warn authorized and
unauthorized users about improper use of the system. If any organization wants to monitor a user’s
activity on state-owned systems, the user must be warned prior to monitoring. Figure 3-1 shows an
example of a warning banner.

COMPUTER USAGE
WARNING

This computer system is connected to the State of New York computer network, and therefore shall be
governed by all local and state policies and laws concerning use of this system and available
resources. This computer system, including all related equipment, networks and network devices
(specifically including internet access), are provided only for authorized users. Xsecurity School
District computer systems may be monitored for all lawful purposes, including to ensure that their use
is authorized, for management of the system, to facilitate protection against unauthorized access, and
to verify security procedures, survivability and operational security. Monitoring includes active
attacks by authorized Xsecurity School District and State of Arkansas Information Technology
administrators to test or verify the security of this system. During monitoring, information may be
examined, recorded, copied and used for authorized purposes. All information, including personal
information, placed on or sent over this system may be monitored. Use of the Xsecurity School
District computer system, authorized or unauthorized, constitutes consent to monitoring of this
system. Unauthorized use may subject you to criminal prosecution. Evidence of unauthorized use
collected during monitoring may be used for administrative, criminal or advese action. Authorized
or unauthorized users of the Xsecurity School District computer system shall have no expectation of
privacy while using this system. If crim activity is discovered, the information will be provided to
the appropriate law enforcement officials. Suspected access violations or rule infractions should be
reported to the Information Technology Director or the Network Administrator. The Information
Technology Director and Network Administrator can be reached at XXXXXXX or XXXXXXX.
Use of this system constitutes consent to monitoring for these purposes and is also an acceptance of
the Xsecurity School District Computer Usage Contract which can be found in the student handbook
and/or personnel policies as well as by visiting XXXXXXX and clicking on Board Policies.

Copyright © by EC-Council
All rights reserved. Reproduction is strictly prohibited

Figure 3-1 This is an example of a warning banner that a user
sees when signing on to a system.

Purpose of Warning Banners

Warning banners inform users that the system may be monitored to detect improper use and
other illicit activity during the time he or she is on the system. This means that the user has
no expectation of privacy while he or she is using the system. The presence of these banners

(continues)
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eliminates users’ claims of ignorance of their responsibilities. Employees must be clearly warned of the
penalties for noncompliance with the company’s policies. Information handled by computer systems
must be adequately protected against unauthorized modification, disclosure, or destruction.

Warning Banners as Part of a Forensic Case

Warnings are a positive step toward providing adequate notice as to the obligations and responsibilities
involved with using the server and networking environments. If an investigator suspects a user during
a forensic case, then the investigation against that user will clearly show that the individual’s actions
were intentional in nature. Warnings must be present at all of the access points in an organization if the
organization wishes to prosecute an unauthorized user.

A warning banner should inform an authentic user when monitoring is being used to identify or
watch an intruder (for example, if a hacker is downloading a user’s file, keystroke monitoring will inter-
cept both the hacker’s download command and the authorized user’s file).

A warning banner should also indicate when system administrators are monitoring authentic users
during regular system maintenance.

The following are examples of common phrases on warning banners:

e “Access to this system and network is restricted.”

e "Use of this system and network is for official business only.”

e "Systems and networks are subject to monitoring at any time by the owner.”
e "Using this system implies consent to monitoring by the owner.”

e "Unauthorized or illegal users of this system or network will be subject to discipline or prosecution.”

Collecting the Evidence

An investigator must seek permission to conduct a search at the site of a crime from the judiciary branch of
that particular location. The investigator should look for evidence at the crime scene that may pertain to the
case. A computer can be an excellent source of information that can be beneficial to the law enforcement agents
involved in solving the case. Sometimes, computers and their related components can determine the chain of
events leading up to a crime and can provide the evidence required for a conviction.

Obtaining a Search Warrant

An investigator can execute his or her investigation once the investigation plan has been developed. The in-
vestigator needs to first obtain a search warrant from a court. A search warrant is a written order issued by a
judge that directs a law enforcement officer to search for a particular piece of evidence at a particular location.
Successful computer search warrants should include the particular object the investigator wants to seize and the
search strategy used in the investigation. These steps help the examiner focus and execute the search in the best
way. Figure 3-2 shows an example of a search warrant.

Search Warrant Purview
Depending upon the circumstances of a case, a warrant can be issued for:
e An entire company
¢ A floor of a company building
e A room in a company building
¢ A device
e Acar
e A house

* Any other company property
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Figure 3-2 This is an example of a search warrant that has been obtained as part of an investigation.

The proposed warrant is basically a one-page form, along with attachments incorporated by reference, in-
dicating the place to be searched and the persons or things to be seized. If the probable cause of search and the
descriptions of the place to be searched and things to be seized are adequately established in the court, then the
judge will sign the warrant. Under the federal rules of criminal procedure, execution of the warrant should take
place within 10 days of the signing of the warrant.

Preparing for Searches

Prior to a judge issuing a search and seizure warrant for all or part of a target computer, an investigator needs
to determine the computer’s significance in the offense.
The role of a computer in an offense could be that it is:

1. A tool of the offense: For example, a counterfeiter might use his scanner and printer to scan and print
currency. In this context, the computer is actively involved in performing illicit activity.

2. A repository of the offense: For example, an identity thief might stealthily store credit card details of customers.

In certain situations, the computer is used as both a tool and a repository. For example, hackers can use a
computer both to attack a system and to store stolen files.

Warrants should be issued with consideration to the role of the computer in the crime.

Searches Without a Warrant

In certain situations, searches performed without a warrant may be allowed. These special situations are identi-
fied below:

¢ “When destruction of evidence is imminent, a warrantless seizure of that evidence is justified if there is
probable cause to believe that the item seized constitutes evidence of criminal activity.” United States v.
David, 756 F. Supp. 1385, 1392 (D. Nev. 1991)
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e “Agents may search a place or object without a warrant or probable cause, if a person with authority has
consented.”Schneckloth v. Bustamonte, 412 U.S. 218, 219 (1973)

Performing a Preliminary Assessment

An investigator should perform a preliminary assessment to search for evidence. After the assessment is over,
the investigator needs to perform the following steps:

1. Take a snapshot of the crime scene before collecting the evidence.
2. Collect and seize the equipment used in committing the crime.

3. Document the items collected, such as floppy disks, CDs, and DVDs.

After performing these steps, the investigator can document the procedures followed during evidence gather-
ing and then begin the actual investigation.

Examining and Collecting Evidence
The following steps should be followed when examining and collecting evidence:

1. Find the evidence: The most important part of any investigation is evidence. During the gathering
process, the investigator should look for the place where the evidence is stored. The investigator needs
to prepare a checklist to cross-check the findings and list all the items that can be used for committing
a crime.

2. Discover the relevant data: It should be clear to the investigator which data should be taken. It is a
waste of time to gather unnecessary data. It is inadvisable to seize an entire system if it can be avoided.
The investigator must first identify the relevant data and then gather it; otherwise, over-collection
can result.

3. Prepare an order of volatility: Some evidence is volatile, which means it does not last long. Such evidence
is called volatile evidence, as it needs a consistent power supply for storage or it contains information that
is constantly changing.

While gathering the evidence, the investigator should prepare an order of volatility to ensure that all rel-
evant data are collected. The order should be from the most volatile to the least. The order of volatility
functions as a guide that can help the investigator gather the evidence in the best order.

Order of volatility can be:
® Registers and cache

¢ Routing tables

ARP cache

Process table

Kernel statistics and modules

Acquiring the Subject Evidence

An investigator needs to take several steps when acquiring evidence that he or she has identified as relevant to
the case. According to the National Institute of Justice (2004), these steps are:

¢ Investigate the makeup of any storage device to ensure that all space is accounted for, including host-
protected data areas (for example, ensuring that non-host-specific data such as the partition table
matches the physical makeup of the drive).

e Capture the electronic serial number of the drive and other user-accessible, host-specific data.
¢ Obtain the evidence using the appropriate tools, including:

¢ Stand-alone duplication software

¢ Forensic analysis software suites

¢ Dedicated hardware devices

¢ Using sector-by-sector comparison, correlate the values in the evidence and the backup.
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Methods of Collecting Evidence
Evidence is collected from a live computer by searching the following:
® Process register: It includes services like calibration inspection and testing, construction management,
hardware, and software.

o Virtual and physical memory: These provide a complete address space for every process and protect
each process from other processes.

¢ Network state: It shows the state of the network and includes the IP address and URL.
® Running processes: These are all the processes currently running on the computer.
e Disks, tapes, and CD-ROMs: These are the physical media used for data storage.

® Paper printouts: These show data that have been printed out from a live computer.
The following are the volatile sources and commands used to capture the evidence on live computers:

® ps or the /proc file system: Used to run the processes

® netstat: Displays active TCP connections, Ethernet statistics, and the IP routing table

e arp (ARP cache): Displays the mappings between different layers of the network architecture
o [sof (list of open files): Shows all the files that are currently open

* /devimem and /dev/kmem: Examines each and every patch in the computer
The following are the computer forensic tools used for data collection:

¢ Guidance Software’s EnCase (www.guidancesoftware.com); EnCase is a forensic data and analysis
program for various operating systems that is used to perform computer-related investigation. Using En-
Case, an investigator can quickly find files that have been misplaced or deleted. It also allows an investi-
gator to understand and define the information present in a system.

o AccessData’s Forensic Toolkit (www.accessdata.com); AccessData’s Forensic Toolkit, referred to by
forensic analysts simply as FTK, contains the full suite of password recovery tools, drive and media wip-
ers, a registry viewer, and other useful products. The password recovery tools also unlock locked files.
Experts have found that people often use repeated passwords, which helps hackers gain access to sys-
tems. This software also enables access to password management, which manages and analyzes multiple
files. Forensic Toolkit also enables the recovery of multilingual passwords, thus enabling the investigator
to bypass security against the unauthorized access of these files.

Securing the Computer Evidence

The first step an investigator must take after identifying a security incident and collecting the evidence is to
secure the evidence to prevent tampering. Securing the evidence involves retrieving all the information held on
a computer so that it can be used in the investigation. The term computer here includes all computer media (for
example, floppy disks, tapes, CD-ROMs, DVDs, and removable hard drives).

By securing the evidence, the investigator ensures that it is not altered during the examination process. Se-
curing the evidence should be in accordance with best practices. Best practices are an empirically proven set
of methods for performing a task in the best and most efficient way. If security is breached, the evidence might
lose its credibility.

Taking the Necessary Steps

Because digital evidence can be easily tampered with, altered, or destroyed, an investigator needs to ensure that
the evidence is preserved and secured well. Failure to do so may result in the evidence being inadmissible when
submitted to a court of law.

An investigator needs to take the following steps to secure the digital evidence while collecting it at the
crime scene:

¢ Follow departmental guidelines when possible; otherwise, use A Guide for First Responders.

¢ Document and verify the hardware configuration of the system to be examined.
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¢ Disassemble the computer to be examined.

¢ Identify and document the internal storage devices.

Preventing Evidence Tampering

It is essential for the investigator to ensure that the least amount of tampering is done to the evidence, because
tampering can alter the evidence. To do so, the investigator must prevent anyone from tampering with the evi-
dence, either remotely or at the suspect system.

1. Gather the evidence: Gather the evidence using appropriate and industry-accepted techniques and
procedures.

2. Prepare the chain of custody: The investigator must document the gathering process. The document should
include time stamps, digital signatures, and signed statements. An investigator must never turn on or op-
erate the subject computer during an investigation. If the subject computer has to be on, the investigator
should unplug the system and make sure it is not connected to the network environment.

Processing Location Assessment

The investigator who is examining the evidence needs to decide the best place to examine the evidence after
accessing it. An environment such as a dedicated forensic work area or laboratory is recommended. It is also
recommended to control the environment in case the examination is conducted onsite.

Assessment considerations might include the following:

¢ The time required to recover the evidence when onsite
e Logistic and workforce concerns related to long-term deployment

* Business impact of a time-consuming search

The suitability of equipment, resources, media, training, and experience for an onsite examination

Chain-of-Evidence Form

The chain-of-evidence form documents what has and has not been done with both the original evidence and any
forensic copies of the evidence. Figure 3-3 shows a typical chain-of-evidence form.
The information contained in such a form, including some not shown in the example, is explained below:

e Case number: The number of the case being investigated. Each case has a different case number, and
this number is assigned by the organization to which an investigator belongs.

o [nvestigating organization: The name of the organization investigating the case.

o [nvestigator for the case: The name of the investigator who is dealing with the case. It may happen that
a certain case requires more than one investigator; in such cases, this field contains the name of the lead
investigator.

® Nature of the case: A short description of the case. If an employee violates the company policy, then the
nature of the case is “Employee Policy Violation Case.”

® Description of the evidence: Contains information about the type of evidence collected.

e FEvidence recovered by: The name of the investigator who recovered the evidence. This is the
building block for chain of custody. Chain of custody is a method of documenting the history and
possession of a sample from the time of its collection to its final disposition. It is the responsibility
of the person who recovers the evidence to ensure that nothing damages the evidence and no one
tampers with it. The investigator is responsible for the transportation, security, and preservation
of evidence.

® Date and time: The date and time when the evidence was taken into custody.

o Location from which the evidence was recovered: The location where the evidence was discovered. In
the case of multiple pieces of evidence, a new form is created for each different location.

e Evidence processed by item number: When the evidence is processed and analyzed by an investigator,
the name of the person who handled and processed it on a particular date and time is written here.
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Date Type of Incident Casett

Consent Required Y/N Signature of Consenting  Tag#
Person

Model# Manufacturer# Serial#

Description of Form

Person Receiving Evidence Signature

Chain of Custody
From Date Reason To
Location Location
From Date Reason To
Location Location
From Date Reason To
Location Location
From Date Reason To
Location Location
From Date Reason To
Location Location
Final Disposition of Evidence Date

Copyright © by EG-Gouncil
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Figure 3-3 This is a chain-of-evidence form, which
documents all that has been done to a particular piece
of evidence.

¢ Evidence placed in the locker: Contains information about which secure evidence container is being
used to store the evidence and when the evidence was placed in it.

o [tem/evidence processed by/Disposition of evidence/Date/Time: Contains information regarding the in-
vestigator name, specific item number of evidence, and description about what was performed when an
investigator obtains the evidence for processing and analysis.

® Page number: Contains the page number of the form. The page number is specified in the format “Page x of y.”

¢ Name of vendor: The name of the manufacturer of the evidence. For example, if the evidence is a floppy
disk, its manufacturer could be Imation or IBM.

® Model or serial number: The model number or serial number of the computer component. Most com-
puter components have model numbers rather than serial numbers. Single pieces of computer equipment
can have different model numbers, and as technology is upgraded, new features are added to existing
equipment.

Examining the Digital Evidence

The investigator should perform the examination process on a bit-stream copy rather than on the original
computer. While writing up documentation, the investigator must use an accurate system date and time. Inac-
curate time and date information can change the whole case and can also contribute to losing the case because
of inaccurate information.

Understanding Bit-Stream Copies

An important factor in evidence retrieval is how exact a copy of evidence is, because the more exact the copy,
the better the chances are of retrieving the evidence from the disk. To meet this need, bit-stream copy comes
into play.
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Creating a bit-stream
image transfers each bit
of data from the original
disk to the same spot

on the image disk

Original disk Image disk Target disk

Transfer of data from original to bit-stream image to target

Copyright © by EG-Gouncil
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Figure 3-4 This shows what a bit-stream copy is and how one is made.

A bit-stream copy is a bit-by-bit copy of the original storage medium (Figure 3-4). That’s why it is different
from a simple backup copy of a disk. A bit-stream copy is an exact duplicate of the original disk, while a backup
copy is nothing but a compressed file stored in a folder. Bit-streaming can create an exact image of a disk, as it
is copied bit-by-bit.

Creating a Bit-Stream Copy

A bit-stream image is a file that contains a duplicate copy of all the data on a disk or disk partition. To
create a bit-stream image of an evidence disk, an investigator should copy the bit-stream image to a target
work disk, which is identical in all aspects to the evidence disk. Before copying the disk, the investigator
must ensure that the disk used for copying is similar (in other words, the manufacturer and model of the
target disk must be the same as the manufacturer and model of the original evidence disk). Although some
software tools that create bit-stream images can accommodate a target disk of a different size, it is better
to have the same size disks.
The computer is used only when the bit-stream copies of the disk drives and floppy disks are made.

Imaging

The investigator should analyze the duplicate copy of any evidence so that the original evidence will not be
altered, because the first rule of forensic science is to preserve the original evidence. Once the investigator has
made a copy of the original data, the copy should be used for further processing. The original should not be
touched.

To create a forensic copy of a floppy disk, which is an exact duplicate of the original disk, the investigator
should make a bit-stream data copy employing an MS-DOS command or specialized tool, such as the Digital
Intelligence Image utility. Before creating the copy, the investigator should retrieve the floppy disk from the
secure evidence container and provide the appropriate information on the evidence form.

The forensic copy can be created using various techniques, such as:

e Using MS-DOS to create a bit-stream copy of a floppy disk
e Using Image to acquire a bit-stream copy of a floppy disk

¢ Using Image to make a bit-stream copy of the evidence

Making a Bit-Stream Copy Using MS-DOS

1. First, write-protect the floppy by moving the write-protect tab to the open position.
2. Insert the evidence disk into the disk drive.

3. Type diskcopy A: A: /V at the MS-DOS prompt and press Enter. /V is a verification switch to verify that
the data is copied correctly.

4. When the disk is copied, remove the evidence disk, insert the target disk, and proceed with the data copy
following the on-screen instructions.

5. Type N for no if a message either to create another duplicate of the disk or to copy another disk appears.
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6. Return the evidence disk to the secure container.

7. Put the label Domain Name working copy#1 on the target disk.

Acquiring a Bit-Stream Copy of a Floppy Disk Using Image
1. Write-protect the floppy by moving the write-protect tab to the open position.
2. Insert the evidence disk into the disk drive.

3. At the command prompt, type cd \work folder\Folder\Subfolder, where work folder is the root directory
and Folder is below the root. Press Enter.

4. To acquire data from the evidence disk, type image a: c:\work folder\Folder\Subfolder\evidence.img and
press Enter.

5. Return the evidence disk to the secure container.
6. A bit-stream copy of the disk is stored in a file called evidence.img on the hard disk.

7. The next step is to transfer the image to a target disk to create a forensic copy.

Making a Bit-Stream Copy of Evidence Using Image
1. Navigate to My Computer to find the evidence.img file in the Folder\Subfolder data files.
. Copy the evidence.img file from data files to the Folder\Subfolder on the hard disk.
. At the command prompt, type cd \work folder\Folder\Subfolder and press Enter.
. Insert the target disk in the disk drive.

. Type image evidence.img a: and press Enter.

AN L AW

. Put the label Testing Copy on the target disk.

While transferring the data of the image file, Image decompresses the image file and creates an exact
duplicate of the disk. It also includes slack space and free space on the disk. Slack space is the space that
exists between the end of a file and the end of the last cluster used by that file (the end of the allotted space
for a file), and free space is the space not reserved for saved files.

Write Protection

According to the National Institute of Justice (2004), write protection should be initiated, if available, to pre-
serve and protect original evidence.

The examiner should consider creating a known value for the subject evidence prior to acquiring the evidence
(for example, performing an independent cyclic redundancy check [CRC] or using MDS5 hashing). Depending
on the selected acquisition method, this process may have already been completed.

¢ If hardware write protection is used:

¢ Install a write-protection device.

¢ Boot the system with the examiner’s controlled operating system.
e If software write protection is used:

® Boot the system with the examiner’s controlled operating system.

e Activate write protection.

Retrieving Deleted Files

After committing a crime, a criminal usually tries to remove all traces of the crime, and while doing it, the
criminal deletes the files he or she used. When an investigation starts, the purpose of analyzing digital evidence
is to recover these files. When files are deleted, the space they occupied becomes free space. These files can be
recovered if the free space is not overwritten with a new file. The forensic tool used to retrieve such files is the
MS-DOS tool from Digital Intelligence called DriveSpy. This tool is a command-line tool.
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What Is DriveSpy?

DriveSpy is a disk-forensic DOS tool designed to emulate and extend the capabilities of DOS to meet forensic
needs. The tool is compact enough to fit on a floppy disk.

It creates direct disk-to-disk forensic duplicates and can copy a range of sectors within or between drives and
process duplicate drives regardless of physical drive geometry or sector translation differences. DriveSpy uses
familiar DOS commands (cd, dir, and others) to navigate the system under investigation and, if needed, extend
the capabilities of the associated DOS commands or add new commands. It searches for, analyzes, and extracts
data from floppy disks or hard disks. It is capable of reading disk drives greater than 8.4 GB in size and disk
partitions greater than 2 GB in size in systems running MS-DOS version 6.22.

DriveSpy operates in one of the following modes:

o System mode: Operates at the BIOS level and permits the navigation and viewing of all disk drives con-
nected to the computer

® Drive mode: Used while examining an unformatted disk; accesses the physical level, which allows view-
ing the raw data on a disk

® Part mode: Also known as partition mode; refers to the logical structure of the disk and can show the
directory and files for the file allocation table (FAT)

How to Use Digital Intelligence DriveSpy DriveSpy records all activities to a log file. It recovers and
analyzes data on FAT12, FAT16, FAT16x, and FAT32 partitions. DriveSpy identifies hard disks by number, with
the first drive being DOS, but it does not number the floppy disk and CD-ROM drives. To launch DriveSpy,
DriveSpy.exe must be in the same folder as the DriveSpy.ini and DriveSpy.hlp files.

Preparing to Analyze a Bit-Stream Copy of an Evidence Disk Using DriveSpy

1. Write-protect the floppy disk by moving the notch to the open position.
2. Boot the workstation to MS-DOS.
3. Run the Toolpath.bat command.
4. Insert the Testing Copy into the disk drive.
The system is now ready to start DriveSpy.

Analyzing a Bit-Stream Copy of an Evidence Disk Using DriveSpy

. Type DriveSpy at the MS-DOS prompt and press Enter.

. At the SYS> prompt, run the following command: output workfolder\Folder\Subfolder\evidence.log
. To access the evidence disk, type Drive A and press Enter.

. DriveSpy opens in disk mode.

. Run command Part 1 at the DA prompt to access partition mode.
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. Type Q to exit.

Extracting the Data

. Restart DriveSpy.

. Run the following command at the SYS> prompt: output workfolder\Folder\Subfolder\Evidence.log

. To access drive mode, type Drive A and press Enter.

. To switch to partition mode, run Part 1 at the DA prompt.

. At the DAP1 prompt, run the following command: dbexport workfolder\Folder\Subfolder\Evidence.txt
. Run the following command to copy all the allocated data: copy *.* /S workfolder\Folder\Subfolder

Press Y to view the results in page mode.
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. Type unerase *.* /S workfolder\Folder\Subfolder and press Enter.
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DriveSpy searches the FAT for all deleted files having a lowercase sigma (0) and copies the deleted data into
the location called “Folder” in the work folder.

Analyzing the Data
. Reboot the machine into Windows mode.

. Navigate to My Computer to view the files on the floppy disk.
. Right-click the first file, and click Properties.
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. Note the properties of each file, such as the creation, modification, and access dates and times in a separate
document of Notepad.

. Use My Computer to open work folder\Folder\Subfolder to examine the content of each file.
. Open Evidence.txt in Notepad and examine the contents.

. Examine the contents of all the deleted files.
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. Disconnect storage devices to avoid damage or alteration of data.

Evidence Assessment
The investigator must consider the following while assessing the evidence:

¢ Prioritizing the evidence:
¢ Location of evidence at the crime scene
¢ Stability of media to be examined
¢ Establishing how to document the evidence (for example, photographs, sketches, or notes)
¢ Evaluating storage locations for electromagnetic interference
¢ Determining the state of the evidence after packaging, transport, or storage

¢ Evaluating the necessity to provide a continuous power supply to battery-operated devices

Evidence Examination

For digital evidence, forensic principles are generally enforced. The National Institute of Justice (2004) describes
these principles. Depending on the type of case and media, the corresponding examination methodologies are
used. Proper training must be given to those who conduct examinations.

For conducting examinations, examiners must:

¢ Use accepted forensic procedures.

® Avoid using the original evidence.

Analysis of recovered data involves interpreting the data and putting it into a logical and useful format (for
example, determining how the evidence got there, what it means, and where it came from). Analysis is the phase
in which acquired data turns to evidence. When conducting the evidence examination, the following steps
should be taken into consideration:

¢ Preparation: This allows the investigator to prepare the working directory or directories on separate me-
dia so that evidentiary files and data can be recovered or extracted.

o Extraction: There are two different types of extraction, physical and logical. The physical extraction
phase identifies and recovers the data across the entire physical drive without regard to the file system.
The logical extraction phase identifies and recovers files and data based on installed operating system(s),
file system(s), and/or application(s).

Physical Extraction

During this stage, extraction of data from the drive occurs at the physical level, regardless of the file systems
present on the drive. This may include the following methods:

¢ Keyword searching, file carving, and extraction of the partition table and unused space on the
physical drive.
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Performing a keyword search across the physical drive; this may be useful, as it allows the examiner to
extract data that may not be accounted for by the operating system and file system.

File-carving utilities processed across the physical drive; this may assist in recovering and extracting
usable files and data that may not be accounted for by the operating system and file system.

Examining the partition structure; this may identify the file systems present and determine if the entire
physical size of the hard drive is accounted for.

Logical Extraction

During this stage, the extraction of the data from the drive is based on the file system(s) present on the drive and
may include data from such areas as active files, deleted files, file slack, and unallocated file space. File slack is
the space that exists between the end of the file and the end of the last cluster used by that file.

Steps may include:

Extraction of the file system information to reveal characteristics such as directory structure, file attri-
butes, file names, date and time stamps, file size, and file location

Data reduction to identify and eliminate known files through the comparison of calculated hash values
to authenticated hash values

Extraction of files pertinent to the examination; methods to accomplish this may be based on file name
and extension, file header, file content, and location on the drive

Recovery of deleted files
Extraction of password-protected, encrypted, and compressed data
Extraction of file slack

Extraction of unallocated space

Analysis of Extracted Data

Depending on the file system on the drives, data is extracted from:

Active files
Deleted files
File slack

Unallocated file space

The data extracted above is used to find the following information:

Directory structure
File attributes

File names

Date and time stamps
File size

File location

Thus, analysis involves examining the extracted data to resolve the critical consequences of the case, if any.
A few characteristics of the data that can be analyzed are:

Time frame
Data hiding
Application and file

Ownership and possession

Analysis may require the following:

A review of the request for service

Legal authority for a search of the digital evidence
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¢ Investigative leads

¢ Analytical leads

Time-Frame Analysis

In situations where an individual is suspected of using a certain computer, time-frame analysis can contribute
to associating the events that occurred on the computer with that individual.
Time-frame analysis can be performed using two methods:

1.

2.

The first involves reviewing the time stamps and date stamps that are found in the file system metadata
(for example, when the files were last modified, last accessed, created, or changed status). These clues
might provide useful details to further the investigation. An example of this analysis would be using the
last modified date and time to establish when the contents of a file were last changed.

The second method involves reviewing the application logs that are found (the logs may include the error
logs, installation logs, connection logs, and security logs). For example, examination of a security log
may indicate when a user name/password combination was used to log in to a system.

Take into consideration any differences in the individual’'s computer date and time as reported in
the BIOS.

Data-Hiding Analysis

Data can be hidden on the storage devices of the computer. To detect and recover such information that is hid-
den, data-hiding analysis contributes to revealing the knowledge, ownership, or intent contained therein.
Data-hiding analysis is performed in the following ways:

1.

Identifying mismatches between the file headers and the file extensions; the presence of a mismatch indi-
cates a malicious intent to conceal data.

. Attempting to access all password-protected, encrypted, and compressed files, indicating that an ille-

gitimate user has or has tried to conceal the data from unauthorized users; a password itself may be as
relevant as the contents of the file.

. Using steganography; steganography is the art and process of hiding information by embedding mes-

sages in other, seemingly harmless messages.

Any attempt to hide data can be revealed through the discovery of user-created data in a host-protected area.
A host-protected area (HPA) is an area of the drive where a certain portion of the drive’s contents is hidden
from the operating system and file system.

Application and File Analysis

The results of application and file analysis may provide important details, such as the proficiency of the user and
the system’s capabilities. These results may show that additional steps need to be taken, such as:

Reviewing file names for relevance and patterns

Examining file content

Identifying the number and types of operating systems

Correlating the files to the applications installed on the target computer
Looking for similarities between files

Correlating Internet history to cache files, and e-mail files to e-mail attachments
Identifying unknown file types to determine their value to the investigation

Identifying the presence of files in storage locations other than the locations where the files are usually
stored for a particular application

Examining user-configuration settings

Analyzing file metadata, which is additional data that is attached to a user-created file and containing
information that is not usually presented to the user but that can typically be viewed through the appli-
cation used to create it
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Ownership and Possession

In certain cases, the examiner may need to identify the user(s) who created, modified, or accessed a file. The
ownership details of the data being sought might be critical in the analyses described above. Certain factors,
such as the ones mentioned below, determine the knowledgeable possession of data:

¢ Placing the subject at the computer on a particular date and at a specific time can help identify the own-
ership and possession of the concealed or modified data.

¢ The presence of files at locations other than the default indicates that they might be of investigative
value. Using application and file analysis can identify this.

¢ At times, the file itself may contain ownership details that might be of evidentiary value. Using applica-
tion and file analysis can identify this.

e The presence of concealed data indicates an intentional attempt to mislead an investigator by avoiding
detection. Using hidden data analysis can identify this.

¢ Recovering the password-protected or encrypted files might reveal the possession of the files. Using hid-
den data analysis can identify this.

e Ownership details of the file may at times be contained within the file itself. Using application and file
analysis can identify this.

Documenting and Reporting

Reporting the results of analysis and the steps taken during analysis of the digital evidence is a major responsibil-
ity of the investigator. Every step of the investigation must be documented to retain the flow of the investigative
steps, digital evidence collection, and examination.

An investigator must document everything. Documentation should be a continuous process that records the
entire process of examination completely and accurately. It should be readable, and the report should appropri-
ately address the intended audience. The investigator should take the following steps during the documentation
process:

¢ Take notes when consulting with the case investigator and/or prosecutor.

e Maintain a copy of the search authority with the case notes.

* Maintain the initial request for assistance with the case file.

® Maintain a copy of chain-of-custody documentation.

¢ Take notes detailed enough to allow complete duplication of actions.

¢ Include in the notes the dates, times, and descriptions and results of actions taken.

e Document irregularities encountered and any actions taken regarding irregularities during the
examination.

¢ Include additional information, such as network topology, a list of authorized users, user agreements,
and passwords.

¢ Document changes made to the system or network by or at the direction of law enforcement or the
examiner.

¢ Document the operating system, relevant software versions, and current installed patches.

¢ Document information obtained at the scene regarding remote storage, remote user access, and offsite
backups.

Certain information that may help in furthering the investigation might be identified during the process of
examination. This might be beyond the scope of the current legal authority. The investigator should document
this so that an additional search warrant can be obtained.

The Final Report
The final report should consist of the findings of the investigation in detail. The report should include:

¢ Specific files related to the request

¢ Other files, including hidden and deleted files that support the findings
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Maintaining Professional Conduct

An investigator should follow these rules in order to maintain professional conduct while investigating
a case:

e Contribute to society and behave well.

¢ Avoid harming others.

¢ Be honest and trustworthy.

¢ Be fair and do not discriminate.

e Honor property rights, copyrights, and patent rights.

e Give appropriate credit for intellectual property.

¢ Respect the privacy of others.

e Honor confidentiality.

¢ Maintain effectiveness and dignity at all times during an investigation.
¢ Acquire and maintain professional competence.

¢ Respect the existing laws pertaining to professional work.

¢ Accept and provide appropriate professional review.

¢ Consider all the available facts that relate to the crime scene.

¢ Avoid external biases to maintain the integrity of the fact finding in all investigations.
¢ Keep the case confidential.

¢ Update the computer hardware and software, networking, and forensic tools with the latest
technology.

¢ Maintain the chain of custody.

¢ Give inclusive and thorough evaluations of computer systems and their impacts, including analy-
ses of possible risks.

e Honor contracts, agreements, and assigned responsibilities.
¢ Improve public understanding of computing and its consequences.
e Access computing and communication resources only when permission is granted.

e Supervise personnel and resources in order to design and build information systems that improve
the quality of working life.

e Acknowledge and support proper and authorized users of an organization’s computing and
communication resources.

e Conduct sessions in the organization to know about the principles and limitations of computer systems.

o String searches, keyword searches, and text string searches

¢ Evidence found relating to the use or abuse of the Internet, such as Web site traffic analysis, chat logs,
cache files, e-mail, newsgroup activity, and Internet history

¢ Graphic image analysis

¢ Indicators of ownership, which could include program registration data
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¢ Data analysis
¢ Descriptions of relevant applications on the examined items

e Techniques used to hide or mask data, such as encryption, steganography, hidden attributes, hidden par-
titions, and file name anomalies

¢ Supporting materials, such as the chain-of-custody documentation, digital copies of evidence, and print-
outs of specific evidence

Closing the Case

Once the evidence has been analyzed and retrieved, the investigator needs to prepare a final report. This
report should include everything the investigator did during the course of the investigation and what he or
she found. Basic reports should include who, what, when, where, and how. In a good computing investiga-
tion, the steps are repeatable and always produce the same results. The report should explain the computer
and network processes and should include the log files generated by the forensic tools to keep track of all the
steps taken.

The investigator should document all of the proceedings related to the investigation so that the documenta-
tion can be used as proof of findings in a court of law. Since the reader can be a senior personnel manager, a
lawyer, or a judge, the investigator needs to provide a complete explanation of the various processes and the
inner workings of the system and its various interrelated components.

Each organization has its own predefined template for report writing. The investigator should follow the
template and understand the organization’s needs and requirements when describing the findings. Log files
generated by the forensic tools should be attached to the formal report, as they can be used in court to support
the findings of the evidence.

Chapter Summary

Securing computer evidence is the process by which all information held on a computer is retrieved to
aid an investigation.

An organization’s banner should give clear and unequivocal notice to intruders that by signing on to the
system, they are expressly consenting to monitoring.

A bit-stream copy is a bit-by-bit copy of the original storage medium and an exact copy of the
original disk.

Examining the evidence depends on the type of case and the digital media available at the crime scene.

Digital evidence should be thoroughly assessed with respect to the scope of the case to determine the
course of action.

Analysis is the process of interpreting the extracted data to determine their significance to the case.

Review Questions

1. Explain the basic steps in computer investigation.

2. Discuss the policy and procedure development stage of computer investigation.

3. Describe the various computer investigation methodologies.
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4. Does an investigator need a search warrant to carry out an investigation?

5. What do warning banners help a user understand?

6. How do you collect evidence?

7. Explain the various methods of examining digital evidence.

8. How do you evaluate a case on the basis of evidence?

9. Write in detail about evidence assessment.

10. Write in detail about what is involved in a company policy violation.

11. How do you obtain a search warrant?

Hands-On Projects
- _
Ente‘__ '

HANDS-ON PROJECTS

1. Design a warning banner for a fictional organization. The banner should alert legitimate users
that they can be monitored at any time. Compare and contrast this banner to the description
of warning banners in this chapter.

2. Design a chain-of-evidence form that contains all the information necessary for keeping track of
evidence during an investigation. Compare and contrast your chain-of-evidence form with the one
in this chapter.

3. Follow these steps:

Navigate to Chapter 3 of the Student Resource Center.

Extract Decode.zip.

Open a command shell. Figure 3-5 shows this command shell.

Type dcode.exe to launch the application. Figure 3-6 shows what the application looks like.

Type 40B3B13FED2ACO001 as the value to decode (this is a random sample value).
Figure 3-7 shows the result of the decoding.
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o E\WINDOWS\System32\omd.exe
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Figure 3-5 This is a command shell listing the contents of Decode.zip.

x|
2 Time Zone: ILITE 00:00 _:l [T Window on top
i =l e Aot i el A indows: B4 bit Hes YWalue - Little Endian
Value to Decode: | B
Date & Time:; |
wwnw.digital-detective.co.uk Cancel Clear | Decode |

Figure 3-6 This is a screenshot of the DCode Date program.

@ DCode Date v2.07.000 written by

Time Zone ILITL’.‘ 0o:o0 _:! [ Window on top

X Decade Format: |\Windows: 64 bit Hex Value - Little Endian

Value to Decode: | IERFRIEERPRIN

Date & Time: ISaL 30 September 2000 14:46:43 UTC

]Elﬁu oy

www.digital-detective,co.uk Cancel Clear J Decode

Figure 3-7 This screenshot shows the result of decoding the hex value you entered.
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4. Follow these steps:

Navigate to Chapter 3 of the Student Resource Center.

Read the document titled “How to develop an effective response to subpoenas and
search.pdf.”

Read the document titled “challenge-of-the-forensic-investigation-of-computer-crime.pdf.”

Read the document titled “Search Warrant upon Oral Testimony.pdf.”
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First Responder Procedures

Objectives

After completing this chapter, you should be able to:

Understand electronic evidence

Understand the role of the first responder

Recognize types of electronic devices and collect them as potential evidence
Build a first responder toolkit

Understand evidence-collecting tools and equipment
Follow first responder procedures

Secure and evaluate electronic crime scenes

Conduct preliminary interviews

Document electronic crime scenes

Collect and preserve electronic evidence

Package electronic evidence

Transport electronic evidence

Create reports about crime scenes

Avoid some common mistakes of first responders

Key Terms

360-degree photographs overlapping photographs showing the entire crime scene
Volatility the measure of how perishable electronically stored data are

Case Example

Sam, a system administrator, is surprised to see critical files missing from his office server. He sus-
pects that the server is compromised so he reports the incident to Bob, an information security officer
employed with the same firm. As a certified forensic investigator, Bob knows exactly how to properly
seize Sam’s system and follow the basic procedures for investigating the case.
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Bob investigates an imaged file of the server’s hard disk. His investigation reveals the presence of a rootkit
placed in one of the directories on the server. During the investigation process, Sam told Bob that he recalled
downloading a patch management tool from a third-party source on the Internet. The rootkit could have been
bundled with this tool.

Introduction to First Responder Procedures

The term first responder refers to a person who first arrives at a crime scene and accesses the victim’s computer
system once the incident has been reported. The first responder may be a network administrator, law enforce-
ment officer, or investigating officer. Generally, the first responder is a person who comes from the forensic
laboratory or from a particular agency for initial investigation.

If a crime occurs that affects a company’s servers or individual workstations, the company first contacts the
forensic laboratory or agency for crime investigation. The laboratory or agency then sends the first responder
to the crime scene for initial investigation. The first responder is responsible for protecting, integrating, and
preserving the evidence obtained from the crime scene.

The first responder needs to have complete knowledge of computer forensic investigation procedures. He or
she preserves all evidence in a simple, protected, and forensically sound manner. The first responder must inves-
tigate the crime scene in a lawful manner so that any obtained evidence will be acceptable in a court of law.

Electronic Evidence

Electronic evidence is data relevant to an investigation that is transferred by or stored on an electronic device.
This type of evidence is found when data on any physical device is collected for examination. Electronic evidence
has the following properties:

e It may be hidden, similar to fingerprint evidence or DNA evidence.

¢ It can be broken, changed, damaged, or cracked by improper handling; therefore, particular precautions
must be taken to document, gather, safeguard, and examine these types of evidences.

¢ It can expire after a period of time.

Sources of Electronic Evidence

Electronic information is usually stored on magnetic or optical storage devices, such as floppy disks, flash drives,
memory cards, backup tapes, CD-ROMs, and DVD-ROMs. Hard drives, including removable drives and laptop
drives, often contain significant information in hidden files.

Computer systems—in particular PCs and network servers in which electronic data are organized, stored,
deleted, and accessed—should not be ignored. All e-mail servers and their backup schedules are also critical,
and any Internet-related files should be obtained from Internet service providers or specific network servers.

Role of the First Responder

As the first person to arrive at the crime scene, the first responder plays an important role in computer forensic
investigation. After all the evidence is collected from the crime scene, the investigation process starts. If the
evidence collected by the first responder is forensically sound, it is significantly easier for the investigation team
to find the actual cause of the crime.

The following are the main responsibilities of the first responder:

o Identifying the crime scene: After arriving at the crime scene, the first responder identifies the scope of
the crime scene and establishes a perimeter. The perimeter will include a particular area, room, several
rooms, or even an entire building, depending on whether the computers are networked. The first re-
sponder should list the computer systems involved in the incident.

® Protecting the crime scene: Like any other case, a search warrant is required for the search and seizure
of digital and electronic evidence. Therefore, the first responder should protect all computers and elec-
tronic devices while waiting for the officer in charge.

® Preserving temporary and fragile evidence: In the case of temporary and fragile evidence that could
change or disappear, such as screen information and running programs, the first responder does not
wait for the officer in charge. Rather, he or she takes immediate photographs of this evidence.
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Collecting all information about the incident: The first responder conducts preliminary interviews of all
persons present at the crime scene and asks questions about the incident.

Documenting all findings: The first responder starts documenting all information about the collected
evidence in the chain of custody document. The chain of custody document contains information such
as case number, name and title of the individual from whom the report is received, address and tele-
phone number, location where the evidence is obtained, date and time when the evidence is obtained,
and a complete description of each item.

Packaging and transporting the electronic evidence: After collecting the evidence, the first responder
labels all the evidence and places it in evidence storage bags, which protect it from sunlight and extreme
temperatures. These bags also block wireless signals so that wireless devices cannot acquire data from
the evidence. The storage bags are then transported to the forensic laboratory.

Electronic Devices: Types and Collecting
Potential Evidence

The following are some of the types of electronic devices relevant to a crime scene:

Computer systems: A computer system generally consists of the central processing unit (CPU), moth-
erboard, memory, case, data storage devices, monitor, keyboard, and mouse. Digital evidence is found
in files that are stored on memory cards, hard drives, USB drives, other removable storage devices, and
media such as floppy disks, CDs, DVDs, cartridges, and tapes.

Hard drives: A hard drive is an electronic storage device that stores data magnetically.
Thumb drives: A thumb drive is a removable data storage device with a USB connection.

Memory cards: A memory card is a removable electronic storage device that is used in many devices
such as digital cameras, computers, and PDAs.

Smart cards, dongles, and biometric scanners: Evidence is found in the data on the card or inside the
devices themselves.

Answering machines: These store voice messages, time and date information, and when messages were
left. To find the evidence, an investigator should check the voice recordings for deleted messages, most
recent numbers called, messages, recorded phone numbers, and tapes or digital recording data.

Digital cameras: To find the evidence, an investigator should check the stored images, removable media,
and time and date stamps of the images.

MP3 players: To find the evidence, an investigator should check the information stored on the device.

Pagers: To find the evidence, an investigator should check the stored addresses, text messages, e-mails,
voice messages, and phone numbers.

Personal digital assistants: PDAs are handheld devices that have computing, telephone or fax, paging,
and networking features. To find the evidence, an investigator should check the address book, meeting
calendar, documents, and e-mails.

Printers: To find the evidence, an investigator should check the usage logs, time and date information,
and network identity information.

Removable storage devices (tapes, CDs, DVDs, and floppies): Evidence is found on the
devices themselves.

Telephones: To find the evidence, an investigator should check stored names, stored phone numbers, and
caller identification information.

Modems: Evidence is found on the devices themselves.
Scanners: Evidence is found in user usage logs and time and date stamps.
Copiers: Evidence is found in user texts, user usage logs, and time and date stamps.

Credit card skimmers: To find the evidence, an investigator should check the card expiration date, user’s
address, card numbers, and user’s name.

Fax machines: To find the evidence, an investigator should check the documents, phone numbers, film
cartridges, and sent and received logs.
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First Responder Toolkit

The first responder has to create a toolkit before a cybercrime event happens and prior to any potential evidence
collection. Once a crime is reported, someone should immediately report to the site and should not have to waste
any time gathering materials.

The first responder toolkit is a set of tested tools designed to help in collecting genuine presentable evidence.
It helps the first responder understand the limitations and capabilities of electronic evidence at the time of col-
lection. The act of creating a toolkit makes the first responder familiar with computer forensic tools and their
functionalities.

The first responder has to select trusted computer forensic tools that provide output-specific information and
determine system dependencies. For example, any program running on the victim’s computer generally uses
common libraries for routine system commands. If the first responder starts collecting evidence with the trusted
tools, it will be easy to determine the system dependencies.

Creating a First Responder Toolkit

Creating a first responder toolkit includes the following procedures:

1. Create a trusted forensic computer or test bed: This trusted forensic computer or test bed will be used to
test the functionality of the collected tools. Prior to testing any tool, the investigator should make sure
that this is a trusted resource.

To create a trusted forensic computer, follow these steps:

¢ Choose the operating system type. Create two different test bed machines: one for Windows and one
for Linux.

e Completely sanitize the forensic computer. This includes formatting the hard disk completely to remove
any data, using software such as BCWipe for Windows or Wipe for Linux.

¢ Install the operating system and required software from trusted resources. If the operating system is
downloaded, verify the hashes prior to installation.

¢ Update and patch the forensic computer.
¢ Install a file integrity monitor to test the integrity of the file system.

2. Document the details of the forensic computer: Documenting the forensic computer or test bed is the
second step in creating a first responder toolkit. It helps the forensic expert easily understand the situation
and the tools used, and will help to reproduce results if they come into question for any reason.

The forensic computer or test bed documentation should include the following:
¢ Version name and type of the operating system
¢ Names and types of the different software
¢ Names and types of the installed hardware

3. Document the summary of collected tools: The third step in creating a first responder toolkit is to docu-
ment the summary of the collected tools. This allows the first responder to become more familiar with
and understand the working of each tool.

Information about the following should be included while documenting the summary of tools:
¢ Acquisition of the tool
¢ Detailed description of the tool
e Working of the tool
e Tool dependencies and system effects

4. Test the tools: After documenting the summary of the collected tools, the investigator should test them on
the forensic computer or test bed to examine the performance and output. He or she should examine the
effects of each tool on the forensic computer. He or she should also monitor any changes in the forensic
computer caused by the tools.



Evidence-Collecting Tools and Equipment

First Responder Toolkit

The investigator should have general crime scene processing tools, such as the following:

e Cameras

¢ Notepads
e Sketchpads

e FEvidence forms

e Crime scene tape
e Markers

The following are some of the tools and equipment used to collect the evidence:

e Documentation tools:

Cable tags
Indelible felt-tip markers
Stick-on labels

¢ Disassembly and removal tools:

Flat-head and Phillips-head screwdrivers

Hex-nut drivers
Needlenose pliers
Secure-bit drivers

Small tweezers
Specialized screwdrivers
Standard pliers
Star-type nut drivers

Wire cutters

e Package and transport supplies:

Antistatic bags
Antistatic bubble wrap
Cable ties

Evidence bags
Evidence tape

Packing materials

Sturdy boxes of various sizes

e Other tools:

Gloves

Hand truck
Magnifying glass
Printer paper
Seizure disk

Unused floppy disks

¢ Notebook computers:

Licensed software
Bootable CDs
External hard drives

Network cables

4-5
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¢ Software tools:
¢ DIBS Mobile Forensic Workstation
e AccessData’s Ultimate Toolkit
e Teel Technologies SIM Tools
¢ Hardware tools:
e Paraben forensic hardware
¢ Digital Intelligence forensic hardware
e Tableau Hardware Accelerator
e WiebeTech forensic hardware tools

¢ Logicube forensic hardware tools

First Response Basics

The following are some first response basics:

¢ Under no circumstances should anyone except qualified forensic analysts make any attempts to collect
or recover data from any computer system or device that holds electronic information.

* Any information present inside the collected electronic devices is potential evidence and should be
treated accordingly.

¢ Any attempts to recover data by untrained persons could either compromise the integrity of the files or
result in the files being inadmissible in administrative or legal proceedings.

¢ The workplace or office must be secured and protected to maintain the integrity of the crime scene and
the electronic storage media.

Incident Response: Different Situations

The first response to an incident may involve one of three different groups of people, each of which will have
different tasks based on the circumstance of the incident. The three groups are as follows:

¢ System administrators
¢ Local managers or other nonforensic staff

e Laboratory forensic staff

First Response by System Administrators

The system administrator plays an important role in ensuring network protection and maintenance, as well as
playing a vital role in the investigation.

Once a system administrator discovers an incident, it must be reported according to the current organiza-
tional incident reporting procedures. The system administrator should not touch the system unless directed to
do so by either the incident/duty manager or one of the forensic analysts assigned to the case.

First Response by Nonforensic Staff

Nonforensic staff members are responsible for securing the crime scene and making sure that it is retained in a
secure state until the forensic team advises otherwise. They should also make notes about the scene and those
present to hand over to the attending forensic team. The surrounding area of the suspect computer should be
secured, not just the computer itself.

First Response by Laboratory Forensic Staff
The first response by laboratory forensic staff involves the following six stages:

1. Securing and evaluating the electronic crime scene: This ensures that all personnel are removed from the
crime scene area. At this point in the investigation, the states of any electronic devices are not altered.

e Search warrant for search and seizure

e Plan the search and seizure
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e Conduct the initial search of the scene

¢ Health and safety issues

. Conducting preliminary interviews: All personnel, subjects, or any others at the crime scene are identified.

Their position at the time of entry and their reasons for being at the crime scene are recorded.
* Ask questions

¢ Check consent issues

e Witness signatures

e [Initial interviews

. Documenting the electronic crime scene: Documentation of the electronic crime scene is a continuous

process during the investigation, creating a permanent record of the scene.
e Photograph the scene
e Sketch the scene

. Collecting and preserving the electronic evidence: Electronic evidence is volatile in nature and easily bro-

ken, so particular precautions must be taken to prevent damage.

e Collect evidence

¢ Deal with powered-off or powered-on computers at the time of seizure
e Seize portable computers

e Preserve the electronic evidence

. Packaging the electronic evidence: All evidence should be well documented, and all containers should be

properly labeled and numbered.

. Transporting the electronic evidence: Special precautions must be taken while transporting electronic evi-

dence. Make sure that proper transportation procedures are followed to avoid physical damage.
e Ensure proper handling and transportation to the forensic laboratory

¢ Ensure the chain of custody is strictly followed

Securing and Evaluating the Electronic Crime Scene

The following checklist should be followed when securing and evaluating an electronic crime scene:

Follow the policies of the legal authority for securing the crime scene.

Verify the type of incident.

Make sure that the scene is safe for the responders.

Isolate other persons who are present at the scene.

Locate and help the victim.

Verify any data that is related to the offense.

Transmit additional flash messages to other responding units.

Request additional help at the scene if needed.

Establish a security perimeter to see if the offenders are still present at the crime scene area.
Protect evidence that is at risk of being easily lost.

Protect perishable data such as pagers and caller ID boxes.

Make sure that the devices that contain perishable data are secured, documented, and photographed.
Find the telephone lines that are connected to devices such as modems and caller ID boxes.
Document, disconnect, and label telephone lines and network cables.

Observe the present situation at the scene and record observations.

Protect physical evidence or hidden fingerprints that may be found on keyboards, mice, diskettes,
and CDs.
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Warrant for Search and Seizure

The investigating officer or first responder must perform the investigation process in a lawful manner,
which means a search warrant is required for search and seizure. The following are the two types of relevant
search warrants:

e Electronic storage device search warrant: This allows for search and seizure of computer components
such as the following:

Hardware
Software
Storage devices

Documentation

Service provider search warrant: If the crime is committed through the Internet, the first responder
needs information about the victim’s computer from the service provider. A service provider search war-
rant allows the first responder to get this information. The first responder can get the following infor-
mation from the service provider:

Service records
Billing records

Subscriber information

Planning the Search and Seizure

A search and seizure plan should contain the following details:

Description of the incident

Incident manager

Case name or title for the incident

Location of the incident

Applicable jurisdiction and relevant legislation

Location of the equipment to be seized:

Structure’s type and size
Where the computers are located
Who was present at the incident

Whether the location is potentially dangerous

Details of what is to be seized (make, model, location, ID, etc.):

Types
Serial numbers
If the seized computers were running or powered down

Whether the computers were networked, and if so, what type of network, where data is stored on the
network, where the backups are held, if the system administrator is cooperative, if it is necessary to
take the server down, and the business impact of this action

Other work to be performed at the scene (e.g., full search and evidence required)

Search and seizure type (overt/covert)

Local management involvement

Initial Search of the Scene

Once the forensic team has arrived at the scene and unloaded their equipment, they will move to the location
of the incident and try to identify any evidence. A perpetrator may attempt to use a self-destruct program or
reformat the storage media upon the arrival of the team. If a suspected perpetrator is using the system, an in-
vestigator should pull the power cord immediately.
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An investigator should isolate the computer system (whether it is a workstation, a standalone, or network
server) or other forms of media so that digital evidence will not be lost.

In many cases computer systems are backed up on a regular basis. If attackers erase files from the primary
storage device, these files may still remain on the backup storage media.

Health and Safety Issues

In order to protect the staff and preserve evidence such as fingerprints, investigators should follow these health
and safety precautions:

¢ All elements of an agency’s health and safety plan should be clearly documented.

¢ Health and safety considerations should be followed at all stages of the investigation by
everyone involved.

¢ The health and safety program should be frequently monitored and documented by designated agency
representatives.

¢ All forensic teams should wear protective latex gloves for all search and seizure on-site operations.

Conducting Preliminary Interviews
Questions to Ask When a Client Calls the Forensic Investigator

When a client first calls the investigator, the investigator should ask the following questions:

e What happened?

e Who is the incident manager?

® What is the case name or title for the incident?

e What is the location of the incident?

¢ Under what jurisdiction are the case and seizure to be performed?

e What is to be seized (make, model, location, and ID)?

e What other work will need to be performed at the scene (e.g., full search and evidence required)?

¢ Is the search and seizure to be overt or covert, and will local management be informed?

Consent

A properly worded banner displayed at login and an acceptable-use policy informing users of monitoring
activities and how any collected information will be used will satisfy the consent burden in the majority
of cases.

There are instances when the user is present and consent from the user is required. It should never be taken
as generally acceptable for system administrators to conduct unplanned and random monitoring activities.

In cases such as this, appropriate forms for the jurisdiction should be used and must be carried in the first
responder toolkit. Monitoring activities should be a part of a well-documented procedure that is clearly detailed
in the obtained consent.

Sample of Consent-To-Search Form

The first responder needs a search warrant for search and seizure of electronic evidence of the victim’s computer,
in addition to a voluntary consent-to-search form approved by a court of law for searching and seizing electronic
devices and media. Figures 4-1 and 4-2 show examples of consent-to-search forms.

Witness Signatures

Depending on the legislation in the jurisdiction, a signature (or two) may or may not be required to certify col-
lection of evidence. Typically one witness signature is required if it is the forensic analyst or law enforcement
officer performing the seizure. Where two are required, guidance should be sought to determine who the second
signatory should be.
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CONSENT TO SEARCH ELECTRONIC MEDIA

I, , hereby authorize . who has
identified himself / herself as a law enforcement officer. and any other personi(s),
including but not limited to a computer forensic examiner, he / she may designate to
assist him [ her, to remove, fake possession of and / or conduct a complete search
of the following: computer systems, electronic data storage devices, computer data
storage diskettes, CD-ROMs, or any other elecironic equipment capable of storing,
refrieving, processing and / or accessing data.

The aforementioned equipment will be subject to data duplication / imaging and a
forensic analysis for any data pertinent to the incident / criminal investigation.

| give this consent to search freely and voluntarily without fear, threat, coercion or
promises of any kind and with full knowledge of my constitutional right to refuse to
give my consent for the removal and / or search of the aforementioned equipment /
data, which | hereby waive. | am also aware that if | wish to exercise this right of
refusal at any time during the seizure and or search of the equipment / data, it will

be respected.
This consent to search is given by me this day of,
20 ,at am/ pm.

Location items taken from:

Consenter Signafure:

Witness Signatura:

Witness Signature:

Copyright © by EG-Gouncil
All rights reserved. Reproduction is strictly prohibited
Figure 4-1 This is an example of a consent-to-search form for
electronic media.

The witness signature verifies that the information in the consent form and other written documents was
correctly explained to, and supposedly understood by, the signatory or the signatory’s legally authorized repre-
sentative, and that informed consent was given freely.

Whoever signs as a witness must have a clear understanding of that role and may be called upon to provide
a witness statement or attend court proceedings.

Conducting Preliminary Interviews

When preparing a case, computer forensic professionals (CFPs) start their investigation by collecting evidence
and conducting preliminary interviews. As a part of their preliminary investigation, they talk to everyone pres-
ent at the site at the time of the offense. After identifying the persons present at the time of the crime, the CFPs
conduct individual interviews and note everyone’s physical position and his or her reason for being there.

As part of the investigation process, the CFP first determines whether the suspect has committed a crime
or has violated any departmental policies. Usually, departments establish certain policies regarding the usage
of computers.

Adhering to departmental policies and applicable laws, the CFP gathers evidence and collects information
from individuals, such as the following:

¢ Actual holders or users of any electronic devices present at the crime scene
e Usernames and Internet service providers
e Passwords required to access the system, software, or data

¢ Purpose of using the system
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Voluntary Consent to Search

I, . do hereby, freely, voluntarily and without threat,

pressure or coercion of any kind. consent to a warrantless search of my

{ Location and description of premises to be searched). by

representatives of (Police Department or Agency) and
individuals in their company. These representatives are authorized by me to seize
any items, materials or other property which they may deem to be of possible

evidentiary value.

Witness Signature of person consenting to search
Witness Relationship to Premises being searched
DOB SSN
Date Time

Copyright © by EG-Gouncil
All rights reserved. Reproduction is strictly prohibited

Figure 4-2 This is an example of a voluntary consent-to-search form.

e Unique security schemes or destructive devices
e Any off-site data storage

e Hardware and software documents

If the evidence the CFP gathers suggests that the suspect has committed a crime, the evidence will be pre-
sented in court. If the evidence suggests that the suspect has breached company policy, the CFP will hand over
the evidence at the corporate inquiry.

A CFP should keep the following points in mind during preliminary interviews:

e Identify all persons present.

o If the suspect is present at the time of the search and seizure, the incident manager or the laboratory
manager may consider asking some questions. However, they must comply with the relevant human
resources or legislative guidelines for their jurisdiction.

¢ During an initial interview suspects are often taken off guard, having been given little time to create a
false story. This means that they will often answer questions such as, “What are the passwords for the
account?” truthfully.

¢ If the system administrator is present at the time of the initial interview, he or she may help provide
important information such as how many systems are involved, who is associated with a particular
account, and what the relevant passwords are.
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e A person having physical custody of evidence is responsible for the safety and security of that evidence.

* Whenever possible, evidence must be secured in such a way that only a person with complete authority
is allowed access.

Typical questions could include the following:

¢ Are there any physical keys to the system?
e What are the users’ IDs and passwords?

® What e-mail addresses are in use? What are the users’ IDs and passwords for them?

Witness Statement Checklist

The checklist in Figure 4-3 shows the proper procedures for taking statements from witnesses.

Documenting the Electronic Crime Scene

Documentation of the electronic crime scene is a continuous process during the investigation that makes a
permanent record of the scene. When documenting, an investigator should keep the following points in mind:

¢ It is essential to properly take note of the physical location and states of computers, digital storage
media, and other electronic devices.

e Document the physical crime scene, noting the position of the mouse and the location of elements found
near the system.

® Document details of any related or difficult-to-find electronic components.

¢ Record the state of computer systems, digital storage media, and electronic devices, including the power
status of the computer.

e Take a photograph of the computer monitor’s screen and note what was on the screen.

¢ The crime scene should be documented in detail and comprehensively at the time of
the investigation.

Photographing the Scene

On arrival, the first step taken by the forensic team should be to photograph the scene. It is very important that
this be done in a way that will not alter or damage the scene, and everything should be clearly visible.

The best course of action is to take various photographs of the crime scene. For example, an investigator
should first take a photograph of the building and/or office number. This should be followed by an entry pho-
tograph (what is seen as one enters the crime scene) and then by a series of 360-degree photographs. These are
overlapping photographs depicting the entire crime scene. It is important to proceed all the way from the entire
scene down to the smallest piece of evidence.

Crime scene photographs should be taken of the work area, including things such as computer disks, hand-
written documents, and other components of the system. Photos should also be taken of the back of the com-
puter system to accurately show how cables are linked. If this cannot be done on-site, then all cables must be
labeled so the computer system can be reconnected at the forensic laboratory and photographed.

Sketching the Scene

After securing the scene, the CFP has to prepare a sketch of the crime scene. This sketch should include all details
about the objects present and their locations within the office area. As with photographs, forensic professionals
prepare many sketches of the complete scene, all the way down to smallest piece of evidence.

Collecting and Preserving Electronic Evidence

When an incident is reported in which a compu ter is thought to have played a part, that computer can incor-
rectly be the first and only item seized. The crime scene should be investigated in a way that covers the entire
area, with the computer being at the middle of the circle.
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ACTIONS

CHECK IF
PERFORMED WELL

1. Sets the person at ease

= gxplains reaseon for taking statement

® explains what may be required of witness

® gxplaims the importance of telling the truth

® respects the legal rights of the individual being intervewed

2. Ensures the environment is appropriate to an interview

na unnacessary police officers presant

interviews one indvidual at a time

-

demonstrates an understanding of the importance
of establishing trust

adapts procedures and technigues as
approprizte in intenieving diverse wclimsiwitnesses

3. Takes written statement when appropriate

® asks witness to wnte ar type
® wiiles or lypes the stalement using the witness’s own words

4. Asks the individual to provide a recorded statement
when appropriate

® sk the witness to make a statement under oath (if necessary|
® makes audiohidao recording of the statement when possible

5. 1s ptive to individuals offering inf i
(active listening)

6. Attends (o the individual's physical needs
(e.g. food, drink and rest periods |

7. Keeps a recond:

® does not offer to keep information "off the record”

8. Obtains basic identifying data:

® date (e.g. Saturday, 25th Sept 1999) e

® time staned .

® |ocation J—

® name =

® mailing address and residence —

® date of birth —
9. Dift i b i and warned statements

10, During interview:

® listens effectively

¢ maintains momentum of dialogue

® patiently works to amve at accurate information
-

keeps statement sequential (il possible)

11. Uses questions for clarification and records answers

12. Has witness verify and correct the statement

13. Has wi sign the and wi the sig

14, Accurately and quickly transcribes oral statements

Copyright © by EG-Gouncil
All rights reserved. Reproduction is strictly prohibited

Figure 4-3 This is a typical witness statement

checklist.
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All collected evidence should be marked clearly so that it can be easily identified later. Pieces of evidence
found at the crime scene should be first photographed, identified within documents, and then properly gathered.
Markings on the evidence should, at the very least, include date and time of collection and the initials of the
collecting person. Evidence should be identified, recorded, seized, bagged, and tagged on-site, with no attempts
to determine contents or status.

Order of Volatility

Volatility is the measure of how perishable electronically stored data are. When collecting evidence, the order of
collection should proceed from the most volatile to the least volatile. The following list is the order of volatility
for a typical system, beginning with the most volatile:

. Registers and cache

. Routing table, process table, kernel statistics, and memory

. Temporary file systems

. Disks or other storage media

. Remote logging and monitoring data that is related or significant to the system in question

. Physical configuration and network topology
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. Archival media

Dealing with Powered-Off Computers

At this point in the investigation, an investigator should not change the state of any electronic devices or equip-
ment. If it is switched off, the investigator should leave it off and take it into evidence.

Dealing with Powered-On Computers

When dealing with a powered-on computer, the investigator should stop and think before taking any action.
The contents of RAM may contain vital information. For example, data that is encrypted on the hard disk may
be unencrypted in RAM. Also, running process information is stored in RAM. All of this vital information will
be lost when the computer is shut down or when the power supply is removed.

If a computer is switched on and the screen is viewable, the investigator should photograph the screen and
document the running programs. If a computer is on and the monitor shows a screensaver, the investigator should
move the mouse slowly without pressing any mouse button, and then photograph and document the programs.

Dealing with a Networked Computer

If the victim’s computer is connected to the Internet, the first responder must follow this procedure in order to
protect the evidence:

¢ Unplug the network cable from the router and modem in order to prevent further attacks.

¢ Do not use the computer for the evidence search because it may alter or change the integrity of
existing evidence.

e Photograph all devices connected to the victim’s computer, particularly the router and modem, from sev-
eral angles. If any devices, such as a printer or scanner, are present near the computer, take photographs
of those devices as well.

e If a screensaver is visible, move the mouse slowly.

o If the computer is on, take a photograph of the screen and document any running programs.

e Unplug all cords and devices connected to the computer and label them for later identification.
¢ Unplug the main power cord from the wall socket.

e Pack the collected electronic evidence properly and place it in a static-free bag.

e Keep the collected evidence away from magnets, high temperatures, radio transmitters, and other ele-
ments that may damage the integrity of the evidence.

¢ Document all steps involved in searching and seizing the victim’s computer for later investigation.
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Dealing with Open Files and Startup Files

When malware attacks a computer system, some files are created in the startup folder to run the malware pro-
gram. The first responder can get vital information from these files by following this procedure:

Open any recently created documents from the startup or system32 folder in Windows and the rc.local
file in Linux.

Document the date and time of the files.
Examine the open files for sensitive data such as passwords or images.
Search for unusual MAC (modified, accessed, or changed) times on vital folders and startup files.

Use the dir command for Windows or the Is command for Linux to locate the actual access times on the

files and folders.

Operating System Shutdown Procedure

It is important to shut down the system in a manner that will not damage the integrity of any files. Different
operating systems have different shutdown procedures. Some operating systems can be shut down by simply
unplugging the power cord from the wall socket, while others have a more elaborate shutdown procedure that
must be followed, as detailed below:

MS-DOS/Windows 3.x/Windows 9x, Windows NT, Windows XP, Windows Vista, Windows 7:
e Take a photograph of the screen.

® Document any running programs.

e Unplug the power cord from the wall socket.

UNIX/Linux:

¢ Right-click on Menu and click Console.

e If root user is logged in, enter the password and type sync;sync;halt to shut down the system.

o If the root user is not logged in and the password is available, type su to switch to the root user, enter
the password, and type sync;sync;halt to shut down the system.

e If password is not available, unplug the power cord from the wall socket.
Mac OS:

¢ Record the time from the menu bar.

¢ Click Special and then Shut Down.

e Unplug the power cord from the wall socket.

Preserving Electronic Evidence

The following are the steps that should be taken to preserve electronic evidence:

Document the actions and changes observed in the monitor, system, printer, and other
electronic devices.

Verify whether the monitor is on, off, or in sleep mode.

Remove the power cable if the device is off. Do not turn the device on.

Take a photo of the monitor screen if the device is on.

Check dial-up, cable, ISDN, and DSL connections.

Remove the power cord from the router or modem.

Remove any floppy disks that are available at the scene to safeguard the potential evidence.

Keep tape on drive slots and power connectors.

Photograph the connections between the computer system and related cables, and label them individually.

Label every connector and cable connected to peripheral devices.
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For handheld devices:

Personal digital assistants (PDAs), cell phones, and digital cameras store information in
internal memory.

Do not turn the device on if it is off.

Leave the device on if it is already on.

Photograph the screen display of the device.

Label and collect all cables and transport them along with the device.

Make sure that the device is charged.

Collect additional storage media like Memory Sticks and CompactFlash cards.

Seizing Portable Computers

Photograph the computer and connected equipment.

Record which cables are connected to which ports.

Photograph the connectors at the back of the computer and individually label them.
Remove the battery.

Dealing with Switched-On Portable Computers

Powered-on portable computers should be handled in the same way as a powered-on desktop PC.
If a portable computer wakes up, the time and date this happens must be recorded.
Prior to pulling the power cable on a portable computer, the battery must be removed.

If it is not possible to remove the battery, pressing down on the power switch for 30 seconds will force
the power off.

Packaging and Transporting Electronic Evidence
Evidence Bag Contents List

The panel on the front of evidence bags must, at the very least, contain the following details:

Date and time of seizure

Investigator who seized the evidence

Names of the officers who took photographs or prepared a sketch
Exhibit number

Where the evidence was seized from

Sites where individual items were found

Names of the suspected persons

A short summary of the details of the seizure

Details of the contents of the evidence bag

Packaging Electronic Evidence

Investigators should keep these items in mind when packaging electronic evidence:

Make sure the gathered electronic evidence is correctly documented, labeled, and listed
before packaging.

Pay special attention to hidden or trace evidence, and take the necessary actions to safeguard it.
Pack magnetic media in antistatic packaging.

Do not use materials such as plastic bags for packaging because they may produce static electricity.
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¢ Avoid folding and scratching storage devices such as diskettes, CD-ROMs, and tapes.

¢ Make sure that all containers that contain evidence are labeled in the appropriate way.

Exhibit Numbering
All evidence collected should be marked as exhibits using this format:

aaa/ddmmyy/nnnn/zz

® aaa are the initials of the forensic analyst or law enforcement officer seizing the equipment
e ddmmyy is the date of the seizure
e nnnn is the sequential number of the exhibits seized by the analyst, starting with 001

® zzis the sequence number for parts of the same exhibit (for instance, A would be the computer, B would
be the monitor, C would be the keyboard, etc.)

Transporting Electronic Evidence
When transporting electronic evidence, investigators should do the following:

¢ Avoid turning the computer upside down or putting it on its side during transportation.

¢ Keep the electronic evidence collected from the crime scene away from magnetic sources such as radio
transmitters, speaker magnets, and heated seats.

e Store the evidence in a safe area away from high temperature and humidity.
* Avoid storing electronic evidence in vehicles for a long period of time.

¢ Avoid conditions of extreme heat, cold, or moisture because they can alter, change, or damage
electronic evidence.

® Maintain the proper chain of custody on the evidence that is to be transported.

Storing Electronic Evidence

Electronic devices contain potential digital evidence such as system date, time, and configuration. This evidence
may be lost due to improper and prolonged storage. Because digital and electronic evidence is fragile in nature,
it can be altered or erased without a trace. While storing electronic evidence, the first responder should do
the following;:

¢ Ensure the electronic evidence is listed in accordance with departmental policies.
e Store the electronic evidence in a secure and weather-controlled environment.

¢ Protect the electronic evidence from magnetic fields, dust, vibrations, and other factors that may damage
its integrity.

Chain of Custody

The CFP must follow the correct chain of custody when documenting a case. The chain of custody is a written descrip-
tion created by individuals who are responsible for the evidence from the beginning until the end of the case.

The chain of custody form is easy to use. The individual who takes ownership of a piece of evidence has the
responsibility to safeguard and preserve it so that it can be later used for legal inquiry.

Chain of Custody Documentation
A chain of custody document contains the following information about the obtained evidence:
e Case number
¢ Name, title, address, and telephone number of the person from whom the evidence was received
e Location where obtained
¢ Reason for evidence being obtained

e Date/time evidence was obtained
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Item number/quantity/description
Name of the evidence

Color

Manufacturing company name
Marking information

Packaging information

Simple Format of the Chain of Custody Document

Figure 4-4 shows the format of a chain of custody document.

Laboratory or Agency Name

Case Number:-

Name and title from whom received

Address and telephone number

Location from where evidence obtained

Reason of
evidence
obtained

Date/Time of
evidence obtained

Item
Number | Quantity | Description of Items

Copyright © by EG-Gouncil
All rights reserved. Reproduction is strictly prohibited

Figure 4-4 This shows a typical format for a chain of custody document.
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First Responder Common Mistakes

Often, when a computer crime incident occurs, the system or network administrator assumes the role of the first re-
sponder at the crime scene. The system or network administrator might not know the standard first responder procedure
or have a complete knowledge of forensic investigation, so he or she might make the following common mistakes:

Shutting down or rebooting the victim’s computer. In this case, all volatile data is lost. The processes
that are running on the victim’s computer are also lost.

Assuming that some components of the victim’s computer may be reliable and usable. In this case, using
some commands on the victim’s computer may activate Trojans, malware, and time bombs that delete
vital data.

Not having access to baseline documentation about the victim’s computer.

Not documenting the data collection process.

Chapter Summary

Electronic evidence is material of investigative value that is transferred by or stored on electronic devices.
Health and safety issues are important in all of the work carried out in all phases of forensic procedures.
Sometimes the user is present, and consent from the user is required.

Documentation of an electronic crime scene is a continuous process during an investigation.

The chain of custody is a written description created by individuals who are responsible for evidence
from the beginning until the end of the case.

Review Questions

1.

What is the chain of custody?

. Describe the responsibilities of the first responder.

Describe the procedures for creating a first responder toolkit.

What information should be on the front of an evidence bag?

. What are the different groups of people that might be involved in a first response?
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6. Describe the order of volatility of electronic evidence.

7. Describe the format for exhibit numbering.

8. What information should be included in documentation concerning seized equipment?

Hands-On Projects

[ 1. Read the DOE CFP First Response Manual.

Navigate to Chapter 4 of the Student Resource Center.
HANDS-ON PROJECTS Open and read the document titled “DOE-CFL-FirstResponseManual.pdf.”
2. Read First Responder.
Navigate to Chapter 4 of the Student Resource Center.
Open and read the document titled “First responder.pdf.”
3. Read Forensics First Responder.
Navigate to Chapter 4 of the Student Resource Center.
Open and read the document titled “forensics_1st-responder.pdf.”
4. Read the Responder Guide.
Navigate to Chapter 4 of the Student Resource Center.

Open and read the document titled “responder guide.pdf.”
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Incident Handling

Objectives
After completing this chapter, you should be able to:

¢ Identify incidents

¢ Understand security incidents

* Report incidents

¢ Respond to incidents

¢ Handle incidents

¢ Understand CSIRTs

¢ Understand who works in a CSIRT

¢ Understand the types of incidents and levels of support
¢ Understand how a CSIRT handles a case
¢ Learn about CERTs all over the world
Key Terms

Social engineering a technique used to make a person reveal confidential information such as
passwords through manipulation

Case Example

Orient Recruitment, Inc., is an online human resource recruitment firm. Jack, the network admin-
istrator, sees that the Web server is overloaded with connection requests from a huge number of
different sources. Before he realizes that there is a serious attack underway, the Web site falls to the
infamous denial-of-service (DoS) attack.

The company management contacts the local incident response team to look into the matter and
solve the DoS issue. What steps will the team take to investigate the attack?
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Introduction to Incident Handling

An incident is an event or set of events that threatens the security of computing systems and networks. It includes
system crashes, packet flooding, and unauthorized use of another user’s account. This chapter will show how
these incidents are handled.

Types of Incidents

Incidents can be classified as one or more of the following;:
¢ Repudiation
¢ Reconnaissance attack
e Harassment
e Extortion
e Pornography trafficking
e Organized crime activity
¢ Subversion
e Hoax

e (Caveat

Repudiation

Repudiation is when a person or program, acting on behalf of another person, performs an invalid action.

Reconnaissance Attack

Collecting or discovering information about any individual or organization that might be useful in attacking
that individual or organization is known as reconnaissance. DSL and cable modem connections are more ex-
posed than others to reconnaissance attacks because the connections are usually open, which allows more time
for attackers to attack the systems.

Port scanning, or running a program that remotely finds which ports are open or closed on remote systems,
is one of the most common types of reconnaissance attacks.

Harassment

Harassing an individual using the Internet is a cyber crime in which the attacker sends a harassing message to a
victim using e-mail, instant message, or any other form of online communication. Extreme cases of harassment
include cyber stalking, in which electronic means are used to follow or intimidate the victim.

Extortion

An extortionist forces the victim to pay money to the attacker by threatening to reveal information that
could lead to a severe loss for the victim. This loss could be data/information-related, or it could be a simple
financial threat.

Pornography Trafficking

Using company computers for pornography is usually against company policy, and some forms of pornography
are against the law. Computers and networks are being used extensively worldwide to store, send, and receive
child pornography. Users embed pornographic images in other images, making it difficult to track the flow. One
famous technology used for this purpose is steganography, discussed in a later chapter.

Organized Crime Activity

Some organized illegal activities, such as drug trafficking, illegal passport and visa creation, running prostitu-
tion rackets, and online smuggling, are done with the help of computers.
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Subversion

Subversion is an incident in which a system does not behave in the expected manner. This leads the users to
believe that this behavior is due to an attack on the integrity of the system, network, or application. In reality, it
is something else entirely. An example of this would be placing a bogus financial server to discover credit card
numbers or illegally index Web pages. In a subversive incident the perpetrator modifies the Web links so that
whenever anyone uses one of the links, they are redirected to an unrelated Web address.

Hoax

A hoax is an e-mail warning of a virus that may have devastating effects on the system. The virus does not really
exist, but a specific company is blamed for its imaginary effects, causing panic and unnecessary blame. The hoax
convinces people to send e-mails to others, informing them about this supposed virus, panicking users who can
then cause damage to their systems.

Caveat

A caveat is another type of warning, like a “Beware” sign posted near a dangerous area. It may be in the form
of a legal notice that could lead to a court hearing. It may also just be a simple principle, as in caveat emptor.
This means “buyer beware,” as it is the buyer’s job to check out the item before he or she pays for it.

Security Incidents

A security incident includes the following;:
¢ Evidence of data tampering
¢ Unauthorized access or attempts at unauthorized access from internal and external sources
¢ Threats and attacks by an electronic medium
¢ Defaced Web pages
¢ Detection of some unusual activity, such as possibly malicious code or modified traffic patterns
® Denial-of-service attacks
¢ Other malicious attacks, such as virus attacks, that damage the servers or workstations

e Other types of incidents that weaken the trust and confidence in information technology systems

Categories of Incidents
Incidents can be classified as low-, mid-, or high-level incidents, depending on their intensity and effect.
Category of Incidents: Low Level

Low-level incidents are the least harmful incidents and should be handled within one working day. Low-level
incidents could be any of the following:

¢ Compromise of a password

¢ Suspected sharing of an account

* Misuse of computer peripherals

¢ Unintentional routine computer action

e Unsuccessful scans and probes of the network

e Presence of computer virus or worm
Category of Incidents: Mid Level

Mid-level incidents are more serious kinds of incidents. They should be handled the same day the event occurs,
and normally within two to four hours after the event has occurred. Mid-level incidents can be identified by
observing any of the following;:

¢ Unfriendly employee termination

¢ Violation of special or privileged access to a computer or any computing facility that would normally
only be accessible to administrators
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o Tllegal access of the network

¢ Unauthorized storing or processing of data

¢ Destruction of property worth less than $100,000
e Personal theft of an amount less than $100,000

® Presence of computer virus or worm of higher intensity

Category of Incidents: High Level
High-level incidents are severe and should be handled as soon as possible. These include the following:

¢ Suspected computer break-in

® Denial-of-service attacks

e The presence of a harmful virus or worm, which can lead to serious corruption or loss of data
e Changes in hardware, software, and firmware without authentication

¢ Destruction of property worth more than $100,000

e Theft worth more than $100,000

e Child pornography

¢ Gambling

¢ Illegal downloads of copyrighted material, including music, videos, and software

¢ Other illegal file downloads

¢ Any violations of the law

Incident response teams handle high-level incidents. Such incident types are reported to the computer
security officer.

Issues in Present Security Scenario

The Internet is growing at an extremely fast rate, with more and more companies venturing into
e-commerce and more and more applications using the Internet. This not only means more traffic but also
more complexity.

The reduction in product development cycles coupled with decreased testing cycles has caused an
increase in software bugs. An unchecked vulnerability or a weakness in design could allow attackers to
gain access.

The learning curve for carrying out network attacks is decreasing rapidly due to easily available hacking
tools. In addition, the tools are more sophisticated, making them both more devastating and more difficult
to stop.

Until recently, the need for an incident response team within every organization was never given serious
thought. Since there is a lack of trained professionals, most organizations are opting for in-house incident
response teams. This chapter highlights the need for an incident response team as well as the basic procedures
for handling incidents.

How to Identify an Incident

Intrusion detection tools can warn the network administrator or staff about most security breaches much faster
than manually identifying intrusions. The network administrator should be alert and check any suspicious ac-
tivity on the network. Though an intrusion detection system (IDS) is important, relying on it does not ensure
complete protection of the network and systems.

An administrator needs to watch for the following signs of security incidents:

¢ Suspicious log entries
¢ System alarms from the IDS
e Presence of unexplained user accounts on the network

® Presence of suspicious files or unknown file extensions on the system
* Modified files or folders
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Unusual services running or ports opened
Unusual system behavior

Changed drive icons

Drives not accessible

More packets received than expected

How to Prevent an Incident

The key to preventing incidents is minimizing vulnerabilities. This can be done using the following
strategies:

Scanning: Tools to monitor and scan for vulnerabilities should be placed throughout the network
and used on a regular basis. Trained professionals should be on call to handle any discovered
vulnerabilities.

Auditing: Monitoring and compliance groups perform audits to ensure proper measures are taken when
vulnerabilities are discovered.

Detecting intrusions: Internet Security and Acceleration (ISA) Server logs should be reviewed, and
remote-access audits performed to ensure that remote account access is enabled only for authentic users.

Establishing defense-in-depth: The system administrator should establish a multilayered defense strat-
egy, called defense-in-depth, rather than relying on a single point of protection.

Securing clients for remote users: The system administrator should ensure that any users trying to
remotely access the network are denied if they do not have correct patches, programs, and
security settings.

Defining the Relationship Between Incident Response, Incident
Handling, and Incident Management

Figure 5-1 illustrates the relationship between incident response, incident handling, and incident management.
Incident response is one of the functions performed in incident handling. Incident handling is one of the services
provided as part of incident management.
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Figure 5-1 This shows how incident response, incident handling, and incident
management are related.
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Incident Management

Incident management involves not only responding to incidents but also triggering alerts to prevent potential
risks and threats. Software that is open to attacks must be recognized before someone takes advantage of the
vulnerabilities. Incident management includes the following;:

Vulnerability analysis
Artifact analysis

Security awareness training
Intrusion detection

Public or technology monitoring

Conducting training sessions to spread awareness among users is a part of incident management. This will
help end users better recognize suspicious events or incidents with ease and to report an attacker’s behavior to
the appropriate authority.

Incident management activities are performed by the following people:

Human resources personnel can take steps to fire employees suspected in harmful computer activities.

Legal counsel set the rules and regulations in an organization. These rules can impact the internal security
policies and practices of the organization when any system is used for harmful or malicious activities.

The firewall manager keeps filters in place where denial-of-service attacks are made frequently.

An outsourced service provider repairs systems infected by viruses and malware.

Threat Analysis and Assessment

Threat analysis is the systematic detection, identification, and evaluation of the vulnerabilities in a facility,
operation, or system. It involves scrutinizing the conditions and processes that are important for preventing
business interruption. Threat analysis is a key component in risk management decisions, while threat assessment
examines each threat and its likelihood of occurrence.

The critical tasks of threat analysis and assessment include the following:

Examining physical security processes

Creating a risk management program

Identifying and examining threats related to customers

Providing data, trends, methodologies, and the likelihood of risk actions occurring

Identifying and defining security process flows

Threat analysis involves both identifying risk and evaluating it.

Vulnerability Analysis

Vulnerability analysis or assessment is the process of identifying technical vulnerabilities present in computers
and networks. It also identifies any weaknesses in system operation policies and practices. It is necessary to
perform vulnerability analysis on all systems to safeguard critical data.

The vulnerability analysis process includes the following:

Identification of present and potential threats

Examining the threats

Control measures

Threat categorization based on severity, probability, and vulnerability

Risk profile

The steps involved in vulnerability analysis are as follows:

1.
2.
3.

Defining and classifying network or system resources
Assigning relative levels of importance to the resources

Identifying potential threats to each resource
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4. Developing a plan to deal with the most serious potential problems

5. Defining and implementing ways to minimize the consequences if an attack occurs

Estimating the Cost of an Incident
Tangible losses can be quantified and include the following:
e Lost productivity hours
¢ Investigation and recovery efforts
¢ Loss of business
e Loss or theft of resources

Intangible losses, which are more difficult to identify and quantify, include the following:

® Corporate reputation

Loss of goodwill

Psychological damage, i.e., fear or loss of morale

Legal liability
Change Control

Change control is a procedure that handles or controls all authorized changes to assets such as software and
hardware. It also keeps track of access privileges and processes. It involves change requests, result recording,
documenting, testing the results after the changes, and gaining approval for the requests.

Change control involves performing analysis of the problem, updating the results, and sending a request of
the change to the concerned personnel or representative. This change is reviewed by the management, and if it
is deemed necessary, authorization for the change is given.

Incident Reporting

A user encountering a breach should report the following:
¢ Intensity of the security breach
¢ Circumstances that revealed the vulnerability
e Shortcomings in the design, and impact or level of weakness
e Entry logs related to the intruder’s activity
o Specific help needed, defined as clearly as possible

e Time of the breach, time zone of the region, and synchronization information of the system with a
national time server via NTP (Network Time Protocol)

Computer Incident Reporting

Figure 5-2 shows a sample form for reporting an incident.

Where to Report an Incident

The incident should be reported to the CERT Coordination Center, site security manager, or other sites. It can
also be reported to law enforcement agencies, such as the FBI and the USSS Electronic Crimes Branch if neces-
sary. The incident should be reported in order to receive technical assistance and to raise security awareness in
order to minimize losses.

Report a Privacy or Security Violation
In the event of a privacy or security violation, a user should report the following information:

¢ Date, time, and location of the incident
¢ What occurred

e How it occurred
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¢ Persons involved in the violation (names, titles, contact information, and their involvement)

STATUS

|:| Site Under Attack |:| Past Incident |:| Repeated Incidents, unresclved
CONTACT INFORMATION

Mame Title

Crganization

Direct-Dial Phone E-mail

Legal Contact Mame Fhone

Location/Site(s) Invaolved

Street Address

City State ZIP
Main Teleghone Fax

ISP Contact Information

INCIDENMT DESCRIPTION

[] Denial of Service

[] Distributed Denial of Servics
[ intrusion/Haeck

[ other ispecify)

[ Malicious Code {virus, worm)

D Misuzse of Systems (intemal or extemal)
(Includes inappropriate use by employees)

[] ProbeiScan

[T Unauthorized Electronic Monitoring (sniffers)

I:[ Website Defacement

Date

DATETIME OF INCIDENT DISCOVERY

Time

Curation of Attack

IMPACT OF ATTACK
[] LossiComgromise of Data
|:| Camage to Systems

[JHigh [ medium

SEMSITIVITY OF DATA
[Hiah ] Medium

How did you detect This?

|:| Financial Loss {estimated amount: 5 )
|:| Camage to the Integrity or Delivery of Critical Goods, Services or Information

[ Sy=tem Downtime
I:[ Oither Organizations’ Systems Affected

SEVERITY OF ATTACK, INCLUDING FINANCIAL LOSS OR INFRASTRUCTURE

[JLow [ Unknown

[ Low [ unknown

Have you contacted law enforcement about this incident before? Who & when?
Has the incident been resolved? Exglain

Source: http://www nitc.state.ne.us/. Accessed 2/2007.

Figure 5-2 This is a sample form for reporting incidents.

Type of data affected in the violation (paper records, electronic records, or other data)

Any sudden damage known or observed

e Any corrective actions already taken

Preliminary Information Security Incident Reporting Form

Figure 5-3 shows a sample form for reporting a security incident.

Why Organizations Do Not Report Computer Crimes

All too often, computer crimes go unreported. Some of the reasons for this include the following:

* Misunderstanding the scope of the problem: Many organizations assume that their incident is unique

and that no other company faces such attacks.

o Fear of negative publicity: Some may think that if word gets out about the attack, outsiders will think
less of the company, thereby affecting its value. However, proactive reporting and handling will allow

the company to put its own spin on the incident first, minimizing damage.

o Potential loss of customers
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PRELIMINARY INFORMATION SECURITY INCIDENT REPORTING FORM

Background Information

Name of Burean 'Department :
Brief description on the affected system (e.g. function, URLs):
Physical location of the affected svstem:

Within B, D Third-party service provider facility
Svstem administration ‘operation by:

In-house IT tem End user Omtsonrced service provider

Reporting Entity Information
Name: Designation:
Office Contact: 24 hours Contact:
Email Address: Fax Number:
Incident Details

Date. Time { Detected): Date Time (Reported to OGCIO):
Svmptoms of Incidents:
Impacts:

Defacement of web site
Serviee interruption (denial of service attack  mail bomb  svstem failure)
AL - | P 1. Hael:

Lost/datixis P g O TP
Compromise: leaknge of sensitive informati
Intruson ‘unauthonzed access
Crthers. please specify:

Please provide details on the impact and service interruption period, if any:

Actions Taken:

Cuarrent System Status:

OtherInformation:

Source: http://www.ogcio.gov.hk/. Accessed 2/2007.

Figure 5-3 This shows a sample form for reporting security incidents.

® Desire to handle things internally: It may be thought that the problem is small enough to be handled

without outside help.

® Lack of awareness of the attack: Sometimes the attack just goes undetected, so the losses just
go unexplained.

Incident Response

Response to a security incident is based on documented and uncorrupted evidence. The incident response pro-

cedure contains the following seven steps:

1. Identification of affected resources
Incident assessment
Assignment of event identity and severity level
Assignment of task force members
Containing threats

Evidence collection

NS A e

Forensic analysis

Identification of Affected Resources

The incident investigator and coordinator (IIC) and the incident liaison (IL) work with the system personnel to
determine the area and scope of an incident. This step is performed many times in the investigation process as

more evidence and facts surface.

Incident Assessment

The IIC, in coordination with the IL and system personnel, perform the assessment process to determine the

severity level. The IIC recommends further services for further assessment.
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Assignment of Event Identity and Severity Level

In order to track and archive the incident for future reference, incidents should have a unique, collision-free iden-
tifier. The IIC assigns the identifier to the incident. A severity level is assigned to the incident after the identity
assignment. The severity level determines the procedures and resources needed to successfully respond to and
recover from an incident. Severity levels will be discussed later in this chapter.

Assignment of Incident Task Force Members

The IIC, supported by the IL, coordinates with the task force to resolve the incident. The task force consists of technical
managers of resources, division managers, and other personnel. For level-one incidents, specific nondisclosure agree-
ments must be signed (digitally or in person) by participants not directly involved in the incident response team. The
IL distributes these agreements to the members involved in the task force at the initial stage of response coordination.

Containing Threats

Containment is required at the initial assessment of the incident. The IIC and the IL are responsible for deter-
mining the risks involved in the incident and the scope of the incident. When in need, remove the suspected
resources to contain threats.

Evidence Collection

Information related to an incident is marked as evidence. The information is acquired from many sources,
including: interviews with administrators, log files, unlinked files, exploit code left from an attacker, physical
hardware, hard disk images, and kernel messages.

The evidence should consist of all the actions carried out on a computer or network. All evidence should
include the following information:

e Tag number

e Description

Time and date discovered
Who has handled it

Notes about the incident should contain the data and a signature on each page. Electronic notes should con-
tain a time stamp and be digitally signed.

Forensic Analysis

Evidence analysis should be done without any distraction in a secured and trusted environment. The examiner
should analyze the evidence impartially and without any assumptions. The analysis should be documented,
including the date and time of every action. If evidence must be moved, the examiner should keep a record of
transport time, arrival time, and transport routing number of the evidence.

If a computer is seized, all of its components, including keyboard, mouse, network cables, and monitor,
should also be seized. Incidents that involve intrusions will require the examiner to perform the analysis when
the host is in a live state. Statically compiled utilities should be used during this form of analysis.

File analysis should be done against images of the media. Utilities used to make these images should not
change the access, modification, or creation time of the media. The examiner should utilize cryptographic
checksums to verify the copied media. Media involved in retaining the copies of the evidence must be sterilized.
The evidence should be stored in a secure location.

Security Incident Response (Detailed Form)

The form shown in Figure 5-4 represents a detailed form for security incident response.

Incident Response Policy
A good incident response policy should include the following points:

o Clearly outline management’s support of the policy: The policy should have management’s support.
It should be signed by a member of senior management or by someone with similar authority. The
provisions of the incident response policy, such as financial resources, training to implement the policy,
and countermeasures to violations, require management endorsement.
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® Decide on an organizational approach: There are two common methods for handling an incident:
contain, clean, and deny; or monitor and record. The method chosen is dependent on the final goal. If
the goal is that of seeking prosecution or compensation, then it is very important to monitor the event

Contact Information and Incident

Last Name: First Name:
Job Title:

Phone: Alt Phone
Mobile: Pager
Email: ~ Fax

Incident Description

Date/Time and Recovery Information

Date/Time of First Attack: Date: Time:
Date/Time of Attack Detected: Date: Time:
Has the Attack Ended: Yes No

Duration of Attack (in hours):
Severity of Attack: Low Medium High

Estimated Recovery Time of this Report (Clock)

Estimated Recovery Time of this Report (Staff Hours)

Estimated Damage Account as of this Report ($$$ Loss)
Number of Hosts Affected:
Number of Users Affected:

Type of Incident Detected:

Exposing rlrh:ﬂ e q Creating accounts Altering Destroying Data
Confidential/Classi niormaton DNS/Website/Dat
fied/Unclassified Technology a/Logs
D Resources/Other
ata
Assets
Anonymous FTP Attacking Credit Card Fraud Fraud Unauthorized
abuse Attackers/Other Use/Acess
Sites
Using Machine Impersonation Increasing Installing Back Attacking the
Tllegally Notoriety of Door/Trojan Internet
Attacker Horse
ICQAbuse/IRC Life Threatening Password Cracking Sniffer Dont’t Know
Abuse Activity
Other(Specify)
SB1286 = Is Email Notification Required? Yes No
5B1386 - Email Notification Sent Out? Yes No
Comments (Specify Incident Details and additional mformation).
Figure 5-4 This is a detailed security incident response form. (continues)
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General Information
How Did You Initinlly Become Aware of the Incident?
Antomated Software Notification
Antomated Review of Log Files
Manual Review of Log Files

System Anomaly ( i. e.. Crashes, Slowness)
Third Party Notification

Don’t Know

Other (Specify)

Attack Technique (Vulnerability Exploited / Exploit Used)
CVE/CERT VU or BugTraq Number
Virus, Trojan Horse, Worm, or Other Malicious Code
Denial of Service or Distributed Denial of Service Attack
Unauthorized Access to Affected Computer Privileged Compromise (Root/Admin Access) User Account
Compromise/Web C: ise (Defi )
Scanning/Probing
Other

Suspected perpe (s) or possibl ion(s) of attack:
CSL staff/students/ faculty
Former stafff students/faculty
External Party
Unknown

Other (Specify)

Malicious Code

Virus, Worm
Name or Deseription of Virus

Is Anti-Virus Software Installed on the Affected Computer(s)?  Yes (Name) No
Did the Anti-Virus Software Detect the Virus? Yes No
When was your Anti-Virus Software Last Updated?

Network Activity

Protocols

Name or Description of Virus
TCP UDP ICMP 1PSec 1P Multicast Ipvo Other

Flease Identify Source Ports Involved in the Attack:

Please Identify Destination Ports Involved in the Attack:

Impact of Attack

Hosts

Individual Hosts

Does this Host represent an Attacking or Vietim Host?  Vietim  Attacker  Both
Host Name: 1P Address:

Operating System Affected: Patch Level (if known):
Applications Affected: Database:
Others:
Primary Purpose of this Host:
User Desktop Machine User Laptop Machine ~ Web Server
Mail Server FTP Server Domain Controller
Domain Name Server Time Server NFS/File System Server
Database Server Application Server Other Infrastructure Services
Bulk Hosts

Bulk Host Information (Details)
Comments (Flease detail incident):

Data Compromised:
Dhid the attack result in a Joss comp f: T 1 7 Yes Ho Other
C

Did the cttack rewlt i dnngs (s)or date Yes (Specify) No Other
Comments: _

Law Enforcement:

Has Law Enforcement Been Notified? Yes No
Remedintion:

Please detail what corrective actions have been taken (specify)
C

[hd Your Detection and Resp Process and Proced Vork as I ded?

Comments:

Please provide Discovery Methods and Momtonng Procedures that would have Iaproved Your Ability to Detect an Intrusion.
Comments:

Are there Improvements to Procecures and Tools that would have Asded You in the Response Process
Comments: _ -

Are there Improvements that would have Enbaneed Your Ability to Contain an Intrusion
Comments: _

Are there Correction Procedures that would have Imp d Your Effecti inR ing Your Systews
Comments:

Source: http://www.sjsu.edu/iso/docs/CSU_SeclncidentRespLongForm.doc. Accessed 2/2007.

Figure 5-4 This is a detailed security incident response form.
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and record every aspect of the incident for later use as evidence in a court of law. If, on the other hand,
the goal is to simply restore services as quickly as possible, then the approach should be to contain the
damage, clean the malware, and deny the attacker further access.

® Determine outside notification procedures: If the policy is applied in a distributed event, then it is neces-
sary to determine outside notification procedures. This includes to whom, when, and how they should
be notified.

® Address remote connections and encompass all remote employees or contractors: The policy must
include remote connections. It should include all contractors and employees, and it is necessary that it
explain the necessity of disconnecting and removing user access during a security incident.

* Define partner agreements: Discuss the agreements with the service providers and customers, and define
the right to monitor and disconnect the network if necessary.

o Identify the members of the incident team and describe their roles, responsibilities, and functions:
Create an incident team and inform them of their responsibilities, roles, and working areas. The team
should consist of experts in different areas, such as security and human resources.

® Develop an internal communication plan that identifies who will be notified and how they will be
contacted: These plans help to avoid confusion during disasters. A well-defined communication plan
helps create an efficient and coordinated response.

* Define a method for reporting and historically archiving the incident: With the help of this information,
incidents can be prevented from recurring.

Computer Security Incident Response Team (CSIRT)

A computer security incident response team (CSIRT) is a service organization that is responsible for receiv-
ing, reviewing, and responding to computer security incident reports and activities. Their services are usually
performed for a defined constituency. This constituency could be a parent entity such as a corporate, govern-
mental, or educational organization; a region or country; a research network; or a paid client.

A CSIRT can be a formalized or an ad hoc team. A formalized team performs incident response work as its
major job function. An ad hoc team is formed during an ongoing computer security incident or to respond to
an incident when the need arises. In the United States, the most appropriate CSIRT would be US-CERT (United
States Computer Emergency Readiness Team), under the Department of Homeland Security. This chapter will
discuss CSIRTs in greater depth later.

Incident Response Checklist
Use the following checklist to be sure that the incident response is handled correctly:
e Verify incident
¢ Contact department/agency security staff
e T manager
¢ Designee or others by department procedure
e Security designee contacts CSIRT member

e Call or contact the appropriate CSIRT organization for your company, either for the state you are lo-
cated in, the federal organization, or your individual company CSIRT

e Be sure to inform the appropriate people in your organization, such as the office of the CIO or CSIO

¢ TIsolate the systems, unless the CSIRT’s decision is to leave the system connected to monitor an
active attack

¢ Begin a log book (who, what, when, and where)
¢ Identify the type of incident (virus, worm, or hacker)
¢ Create a preliminary estimation of the extent of the problem, including the number of systems

¢ Contact the local police authority with jurisdiction at the location of the incident, coordinated
with CSIRT

¢ Follow the server/operating system—specific procedures to snapshot the system
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¢ Inoculate/restore the system

¢ Close the vulnerability and ensure that all patches have been installed
e Return to normal operations

e Prepare report and conduct follow-up analysis

¢ Revise prevention and screening procedures

e Log all actions

Response Handling Roles

The incident reported to an incident response or security team is subjected to an investigation. The IIC is a full-
time member of the security team. A member of the incident response team acts as IL. The IL is selected by the
IIC based on the area of impact of the incident.

Incident Investigator and Coordinator (1IC)

The incident investigator and coordinator (IIC) determines the severity level of the incident and performs inves-
tigative duties and technical analyses. Evidence collected at the time of investigation is to be supervised by the
IIC, because in the event of prosecution, expert witness testimony is required.

The IIC, in combination with the IL, decides on how to recover from the specific incident. The IIC manages
the evidence and life cycle of the incident, and protects the evidence for further use.

Incident Liaison (IL)

The incident liaison (IL) supports and coordinates with the IIC. The coordinated resources include
the following;:

e Hardware resources
e Personnel
e Emergency fund allocation

The IL acts as the secondary witness to all the changes made to the computer and network systems during
forensic analysis. The IL should manage the documentation and reporting of all factual information and verify
whether the documents are delivered to the correct executive-level personnel.

Senior System Manager (SSM)

The senior system manager (SSM) is responsible for controlling the access of various accounting modules and
information. This involves maintaining user accounts, passwords, and physical keys. The tools utilized by the
SSM will ensure data integrity, complete processing, and security management, while enabling users to work
more productively. The SSM can allow software to run through a standard Web browser without client soft-
ware. In short, the SSM is responsible for the security of the computer systems.

Information System Security Manager (ISSM)

The information system security manager (ISSM) is the person responsible for the establishment and mainte-
nance of security required for risk management. The roles and responsibilities of the ISSM are as follows:

e Checks the level of security to manage risks
¢ Establishes the risk management process

¢ Ensures information resources for audit requirements and participation from all levels of employees to
implement policies and procedures

e Prepares and maintains a disaster recovery plan for information resources
Information System Security Officer (ISSO)

Each team member reports information to the information system security officer (ISSO) for maintaining poli-
cies and procedures. The roles and responsibilities of the ISSO include the following:

o Identification of threats and vulnerabilities

¢ Identification of restricted, sensitive, and unrestricted information resources
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Developing and maintaining:
¢ Risk management processes
¢ Disaster recovery/contingency plan

¢ Updated security procedures

Contingency Planning

The purpose of contingency planning is to maintain a backup for all documents in order to let the com-
pany or business function close to normally after an attack. The guidelines for contingency planning are
as follows:

Starting point: The starting point focuses on the development and maintenance of the contingency plan.
This requires the whole team’s involvement.

Impact analysis and risk assessment: At this step, the team analyzes problems that can occur. It checks
for the following three things and drafts them into a list for future reference:

® What types of disasters can occur
e The probabilities of their occurring
e The severity of the problems

Developing the plan: In this step, the contingency plan is structured and developed. The first step is
to act upon the threat immediately. This requires emergency services, other specialists, or experienced
personnel. It also sets the priority of what actions should be taken.

Testing the plan: Once the plan is developed, it must be tested to determine whether it will actually
work. The testing should be done by the personnel who would take charge of the plan in a real disaster.
These testing results should be documented and recorded.

Personnel training: Personnel need to undergo training to become familiar with the plan in order to
perform their tasks and responsibilities effectively.

Maintaining the plan: The plan should be updated as soon as a new process is added or deleted from the
organization. This task should be assigned to particular personnel. If the process is changed, then it is
necessary to change the plan and test it again.

The five major components of an IT contingency plan are as follows:

Supporting information: Provides the introduction and detailed concept of the plan

Notification/activation: Supplies the notification procedures and damage assessments, and offers activa-
tion of the plan

Recovery: Provides information about recovering the data with the help of backups

Reconstitution: Provides information about restoring the original site, testing systems to prevent further
problems, and terminating operations

Plan appendices: Provide the point-of-sale lists, system requirements, standard operating procedures,
and vital records of the plan

Continuity-of-Operations Plan

A continuity-of-operations plan provides an alternative site to the organization for a period of up to one
month to allow the organization to recover from a disaster and perform normal organizational operations. It is
executed independently from the business continuity plan.

Budget/Resource Allocation

The two major roadblocks of an incident handling and response planning process are budget and resource
constraints. In general, both budget and resources are allocated according to previous experiences and per-
ceived risk. There is no standard rule or practice for budget allocation for this scenario because return of
investment for incident handling in information systems cannot be measured. Documentation of previous
incidents and losses may help decision makers to estimate the potential savings of preventing and handling
an incident.
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Incident Handling

Incident handling is a set of procedures performed to overcome various types of incidents caused by different
vulnerabilities. Incident handling involves the following three basic functions:

¢ Incident reporting
¢ Incident analysis

¢ Incident response
Some of the benefits of incident handling include the following:

¢ It equips the organization with procedures that can be followed if incidents ever occur.
¢ It saves time and effort, which is otherwise wasted in fixing the damage caused by incidents.
e It helps the organization to learn lessons from past experiences and to recover from the losses.

e The skills and technologies required to tackle an incident can be determined in advance with the help of
the incident reporting process.

¢ It protects the organization from the legal consequences that it may have to face in the case of a severe incident.

¢ It helps to determine similar patterns in incidents in order to handle them more efficiently.

Procedure for Handling Incidents

Whenever an incident is encountered, a certain set of procedures should be followed to keep track of the activi-
ties or events that occur. An analysis of the incident should be performed, including: to what extent the damage
has occurred, what made the incident happen, and what security measures should be taken so that the same
incident does not happen again.

In order to handle the incident, a particular standardized set of activities or steps should be taken. The inci-
dent response handling process consists of the following six stages:

1. Preparation
Identification
Containment

Eradication

SR e

Recovery

6. Follow-up

A list of personnel should be made so users can know who to contact, when to contact them, and how to con-
tact them. The following pages will detail each of the steps, outlining what should and should not be done.

1. Preparation

Preparation makes the organization aware of potential damage to the security or integrity of a system by making
the response plans familiar to the organization.

In every system on the LAN, only the administrator should be given full access. The staff members should be
notified of regular changes with the help of bulletin boards and notices, and they should be familiarized with
the latest kinds of viruses, worms, and spam.

Special tools should be used to avoid potential damage and threats from viruses and worms. The systems should always
be updated with the newest antivirus software and eradication tools to ensure the safety of systems and the network.

Proper training should be provided to staff members so they are aware of the latest trends in security configuration
and management. Periodic tests for incidents should be conducted to ensure everyone is ready at all times.

2. Identification

In the identification stage, an incident is analyzed to determine its nature, intensity, and effects on the network
and systems. Staff members are provided with guidelines on how to identify an incident. They should take care
to note the event properly in order to help the incident response team handle the situation.

Incidents are identified through the following four steps:

1. Validating the incident
2. Identifying the nature of the incident
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3. Identifying and protecting the evidence
4. Logging and making a report of whatever anomalies have occurred

The following symptoms may indicate that an incident has occurred:

e An alarm generated by the IDS when it finds any anomaly in data packets sent across the network
¢ A person continuously tries to login unsuccessfully

¢ The presence of new files or folders on a system on the network, possibly due to a virus or worm
¢ Deletion of files or important data

¢ The administrator cannot make changes to files, open any file folders or directories, or start any service,
possibly due to a denial-of-service attack

¢ Unusual system crashes

The nature of the incident should also be considered so that only the necessary actions are taken. Extra steps
will waste valuable time.

The evidence must be preserved in a secure location and proper documentation should be maintained, indi-
cating the sequence of individuals who handled the incident. The integrity of the evidence should be ensured by
keeping it in tamper-proof media or by generating the cryptographic checksum or hash checksum. The date and
time should also always be recorded.

A full backup of the system should be maintained. The attackers are aware that their evidence is being cap-
tured, so they tend to destroy every trace of data kept in the system.

3. Containment

Containment limits the extent and intensity of an incident. The first step taken in the containment stage deals
with the critical information obtained during the identification stage. It is the job of the computer security officer
(CSO) to investigate and discuss with management where to keep any sensitive data. The information should
either be kept on a CD or any other system that may be disconnected from the network, or it should be passed
on to another, safer network.

In some cases, if a simple or well-known virus is discovered that does not pose any severe threat, the organi-
zation should use virus eradication and detection tools and software to remove it.

The passwords on all affected systems, as well as any systems that interact with them, should be changed to minimize
any further loss of data. The data on the systems must be backed up so that the other systems remain unaffected.

When a system’s integrity or security is in question, it is inadvisable to log in as root on UNIX/Linux systems or
as administrator on Windows-based systems. No commands should be typed, in order to keep the network safe.

If a network-based attack is detected, the staff members should be careful not to let the intruder know that
they have detected the attack. The intruder might do more harm to other systems on the network by erasing
every trace of the attack. Standard procedures, such as continuing to use intrusion detection systems and keep-
ing antivirus software up to date, should be maintained.

4, Eradication

After the incident is identified and contained, the next step is to eradicate it. In the case of a virus, the incident
response team should eliminate the virus from all systems and media, including flash drives and backup media,
using approved virus eradication tools. There are various kinds of incidents that leave behind malicious objects
that can be difficult to locate.

The data and information gathered during the containment phase will help in the termination and removal of any
residual damage caused by the attack. They will also help to determine how the incident can be avoided in the future.

Protection tools and techniques such as firewalls, routers, and router filters should be used. A new system
should be installed and pointed to a new IP address while the compromised system is taken offline. The team
should use a vulnerability analysis tool to scan for any vulnerable systems used with the affected systems. This
is necessary to find any weak areas in network designs in order to correct them.

5. Recovery

In this stage, the affected systems are restored to their normal states. This involves validating the systems and moni-
toring them for any further infection. This can only be done when the vulnerability has been completely removed.

First, the incident response team needs to determine the course of action. The intrusion can be simple or
complex, depending upon the amount of damage or potential damage posed by the incident and will require an
appropriate course of action depending on the type of intrusion and the systems involved.
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Next, the team should monitor and validate the systems. The team members need to determine the integrity
of the systems as well as that of any backups by attempting to read their data. After the data is recovered from
the systems and backups, they are verified to check the success of the operation and to see if the system is back
to normal task monitoring. This is done by checking the network loggers and system log files.

The system is then monitored for potential backdoors, which can result in a loss of data. Different incidents
on different systems all have different response procedures.

6. Follow-Up

The process of following up on an incident as soon as the system recovers helps the incident response team
effectively handle any similar incidents in the future. This is done through the following five steps:

1.

Performing a cost analysis: A brief cost analysis should be done to determine the costs associated with
the following:

Establishing an incident
e Overcoming losses caused by the incident
e Lost data

* Losses in hardware and equipment

. Documenting incident cost: The time required by the internal response team to respond to the incident

and associated costs should be calculated. These costs include the following;:
¢ Associated monetary costs

e Effect of the incident on the organization’s business

¢ Amount of data lost and costs associated with it

¢ Any hardware loss

Documentation is beneficial in determining both the financial costs associated with the incident as well as
the necessary budget for future security efforts.

. Report preparation: The incident response team is also responsible for the preparation of a report, includ-

ing the lessons learned from the incident and the cost analysis described above. The reports obtained can
be used for training staff and professionals. The report should specify ways to increase staff awareness
without making any changes to security.

. Revision of policies and procedures: Policies and procedures should be revised in accordance with changes

in technology.

. Documenting the response quality of an incident: The following questions should be asked:

e Was the incident detected promptly and, if not, why?

¢ Could different virus eradication and detection tools have helped?
¢ Was there sufficient containment of the incident?

e What particular difficulties were encountered?

e Was there sufficient preparation for the incident?

¢ Was the incident communicated properly?

Postincident Activity

It is important that the incident response team learn from every incident it encounters. The organization needs
to host a meeting with all parties involved and ask the following questions:

What type of incident took place?
When did it take place?

How well did the staff and management respond in combating the incident? Did they follow the docu-
mented procedures?

What information was required?

What should the staff do if a similar incident occurs?
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e What preventive measures will prevent a similar incident in the future?

e What additional tools or resources are required to detect, analyze, and mitigate future incidents?

These meetings can also be helpful because the reports that they generate can be used as training material for
new members. A follow-up report to be used in the future can be created for each incident.

Using Collected Incident Data

Data collected during the incident can be used for several purposes. Data such as total hours of involvement and
the cost involved are used to secure additional funds needed for the incident response team. The data also help
measure the success of the team. Incident data include the following:

e Number of incidents handled
¢ Time per incident
e Total amount of labor hours working on the incident
¢ Total time from the beginning to the end of an incident
e Time taken for each stage of the incident-handling process

¢ Time taken by the incident response team to respond to the initial report of the incident

Objective assessment of each incident (determining the effectiveness of the response)

Subjective assessment of each incident (performance evaluations)

Evidence Retention

Organizations should implement policies detailing the time that evidence for incidents should be retained.
Factors to consider in making these policies include the following:

® Prosecution: If the attacker is prosecuted, then the evidence must be retained until legal actions are com-
pleted. Evidence that may seem insignificant at the time can be of importance in the future.

® Data retention: Organizations employ data retention policies that determine the time period for all data
to be kept, regardless of whether an incident occurs.

e Cost: The cost to an organization increases when hard drives stored as evidence are kept for an extended
period of time.

Education, Training, and Awareness

An education, training, and awareness program educates people on how to handle computer-related incidents.
Education and training provide the skills required to implement incident handling policies. Training should
be delivered to all teams regarding their roles, responsibilities, and specific tasks. Specific skills are needed to
rebuild and recover from losses during the recovery process.

Practical training removes developmental errors, improves the effectiveness of procedures, and reduces the
occurrence of miscommunication. Well-trained members can often prevent an incident or, at the very least, limit
the resulting damage.

To conduct training programs, it is necessary that training materials be updated. A comprehensive training
program for all employees is necessary after updating the plan. Conducting training and exercises ensures that
first responders have the necessary level of preparedness and updated training materials.

Training should be conducted at specified intervals and include the following;:

¢ Identification and operation of utility shutoff devices

¢ Location of emergency staging areas

¢ Basic first aid and survival techniques

* Emergency responsibilities and reassignment plans for all positions

Internal and external awareness campaigns are conducted for the following reasons:
e To generate awareness among all parties

e To encourage all parties to participate in the events
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¢ To teach plan strategies

¢ To make arrangements before a disaster occurs

Postincident Report

Figure 5-5 shows a sample postincident report form.

Procedural and Technical Countermeasures

Procedural and technical countermeasures include media downgrade and declassification, destruction/sanitiza-
tion of media, and emergency destruction.

Post-Incident Report Incident Ref. No.:

Bureau/Department :

Reporting Officer Details

Report Date :

Reported By
Name
Designation :
Phone No.
Email Addr. :

Incident Details

Incident Date :

Tyvpe of Incident:

System Name and Description:

Summary of Incident:

Event Sequence:
Date_Time Event

Action Taken and Result:

Current Systemn Status:

Personnel Involved:

Hacker Details (if any):

Computer Virus Details (if any):

Other Affected Sites/Systems:

Damage (including disruption/suspension of service):

Cost Factor (including loss eaused by the incident and the recovery cost/manpower):

Recommended Action to Prevent Recurrence:

Other Comments:

Experience Learnt:

Source: http://www.ogcio.gov.hk/eng/prodev/download/g54 pub.pdf. Accessed 2/2007.
Figure 5-5 This is a sample postincident report form.
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Media Downgrade and Declassification

Information is downgraded or declassified when the information is no longer considered sensitive. This can be
due to the passage of time or the occurrence of a specific event. The process of declassification is not automati-
cally an approval for public disclosure.

Destruction/Sanitization of Media

Once the media are destroyed, they cannot be recycled as originally intended. Physical destruction of media can
be performed by using a variety of methods, with cross-cut shredding being the most common. Departments
can destroy media on-site or through a third party that meets confidentiality standards.

Media sanitization is the process of deleting confidential data from storage media, with a reasonable guar-
antee that the data cannot be retrieved and reconstructed. If this is done incorrectly, data could be re-created
by attackers or other unauthorized individuals. The sanitization process is especially important when storage
media are transferred, become obsolete, are no longer usable, or are no longer required. It is difficult to recover
deleted data from the media, but not impossible.

Emergency Destruction

Procedures should be in place for the emergency destruction of classified or sensitive information held in high-risk
environments. When developing the plan, an incident response team member needs to consider the following:

® Volume, level, and sensitivity of the classified material
¢ Sensitivity of the operational assignment

¢ Potential for aggressive action

Vulnerability Resources

e US-CERT Vulnerability Notes Database (http://www.kb.cert.org/vuls/): Publishes information about
a wide variety of vulnerabilities, including their technical descriptions, impact, solutions and work-
arounds, and lists of affected vendors

* National Vulnerability Database (http://nvd.nist.gov/): The U.S. government repository of standards
based vulnerability management data, including databases of security checklists, security-related soft-
ware flaws, misconfigurations, product names, and impact metrics

o Common Vulnerabilities and Exposures List (http://cve.mitre.org/): Free list of internationally known
information security vulnerabilities and exposures

CSIRT

A computer security incident response team (CSIRT) is trained in dealing with security matters related to
intrusions and incidents. The team secures networks from foreign attacks. It also trains employees about tech-
niques to handle incidents and take necessary measures, as well as methods of reporting incidents. The incident
response team must be present within an organization to ensure network security in that organization.

The CSIRT availability is 24/7. It provides a single point of contact for reporting security incidents.

CSIRT Vision

¢ The CSIRT must know its clients as well as possible.
¢ It should know its mission. What is its purpose and what will its job be?

¢ The team members should know the kind of incidents they are going to handle, what kind of activities
will be performed, and what must be accomplished.

¢ They should also know the organizational structure. How do they operate? How is it tied together?

¢ They should know about the resources they have to facilitate their activities and duties. What funds are
to be given by the organization’s management for maintaining and implementing the CSIRT?

e The components of the CSIRT influence each other, between various IT teams and management.

e The CSIRT must record all information collected, especially if the team is spread over different places.


http://www.kb.cert.org/vuls/
http://nvd.nist.gov/):
http://cve.mitre.org/):
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Motivation Behind CSIRTs

There has been an increase in the number of computer security incidents that are reported and in the number
of organizations that are affected by these incidents. Organizations should be aware that security policies and
practices are required as a part of their risk management strategies.

To protect information assets, new regulations should be applied. Systems and assets cannot be protected just
by system and network administrators. A prepared plan and strategy is required.

Why an Organization Needs an Incident Response Team

Because security breaches are becoming more and more common, it is essential to take actions to stop them. The
growth in the number of attackers and advancements in their hacking tools pose a great threat to security.

The CSIRT conducts expanded research programs about security concerns, which lead to advancements in
the computer security of an organization. The team consists of technical specialists having high levels of skill
in securing large and complex systems. The team members increase the awareness of ongoing issues related to
cyber security, vulnerabilities, and threats.

Who Works in a CSIRT
CSIRT staff roles may include the following:

® Manager or team lead

® Assistant managers, supervisors, or group leaders
e Hotline, help desk, or triage staff

¢ Incident handlers

¢ Vulnerability handlers

e Artifact analysis staff

¢ Platform specialists

e Trainers

e Technology watch
Other roles may include the following:

¢ Support staff

¢ Network or system administrators

e CSIRT infrastructure staff

® Programmers or developers (to build CSIRT tools)
e Web developers and maintainers

* Media relations

® Legal or paralegal staff or liaisons

¢ Law enforcement staff or liaisons

¢ Auditors or quality assurance staff

* Marketing staff

Skills Needed in Staffing the Computer Security Incident Response Team

Personal Skills CSIRT staff should possess the personal skills necessary to communicate with clients, team
members, other response teams, a wide range of technical experts, and other individuals who may have various lev-
els of technical understanding. The success and reputation of a CSIRT depends greatly upon the skills of its staff.

o Communication: CSIRT staff members are required to remain in communication to effectively determine
what is happening, what facts are important, and what assistance is necessary, all without being conde-
scending or talking above the comprehension level of the listener. This can be accomplished through:

e Written communication

® Oral communication
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® Presentation skills: Skills are required for technical presentation, client briefings, panel discussions, and
any other public speaking engagement. These knowledgeable staff members represent the CSIRT and
often will need to explain its mission, goals, services, and strategic direction.

¢ Diplomacy: The CSIRT staff often is required to deal with organizations and individuals with different
goals and specifications. Skilled CSIRT staff members have the ability to anticipate potential points of
contention, respond appropriately, maintain good relations, and avoid offending others.

o Ability to follow policies and procedures: To ensure a consistent and reliable incident response service, CSIRT
staff is expected to be ready to accept and follow all rules and guidelines. This is true even if the rules and guide-
lins are not well documented and regardless of whether the staff member personally agrees with them.

o Team skills: CSIRT staff members must be flexible in their work methods as productive and cordial
team players. CSIRT staff members are required to be aware of their responsibilities, contribute to the
goals of the team, and work together to share information and workload.

o [Integrity: CSIRT staff must be trustworthy, discreet, and able to handle information in confidence
according to the CSIRT guidelines, any client agreements or regulations, and/or any organizational
policies and procedures. It is critical that staff members understand the distinction between their
customer service role in providing support to their constituency and the requirement to ensure that
information is secured and properly handled.

e Knowing one’s limits: Individuals must recognize their limitations and take the help of the rest of the
team, other experts, and management.

o Coping with stress: The CSIRT staff is required to cope with stressful situations ranging from an excessive
workload, to an aggressive caller, to an incident in which human life or a critical infrastructure may be at risk.

e Problem solving: CSIRT staff is confronted with a significant amount of data every day. It is essential
that the staff accomplish the following:

¢ Determine the relevance of the data provided
¢ Identify what information is important, missing, or might be misleading or incorrect
¢ Decide how to handle that data

o Time management: To stay productive, CSIRT staff members are required to balance their efforts
between completing assigned tasks, recognizing situations in which help or guidance from management
should be sought, and avoiding situations that require constantly changing the priorities of assigned tasks.

Technical Skills

o Technical foundation: Staff must have a basic understanding of the underlying technologies used by the
CSIRT and the client, as well as an understanding of issues that affect the team or client.

o Incident handling: Incident handling skills require an understanding of the techniques, decision-making
strategies, and software tools required in the daily performance of CSIRT activities.

Team Models
Incident response teams are structured in one of the following three ways:

¢ Central incident response team

¢ Distributed incident response teams

¢ Coordinating team

Incident response teams can also use any of the following three staffing models:
¢ Employees

e Partially outsourced

¢ Fully outsourced

Delegation of Authority

Proper delegation of authority ensures an effective response to the incidents in accordance with the organiza-
tion’s response policy. The incident response team members should be given authority based on their skills,
expertise, and experience.
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Delegation of authority includes the following;:

Allocation of tasks: Duties are assigned to a team or an employee.

Empowerment: After assigning the duties, a relevant authority will take control of the duties. The del-
egated authority is in charge of gathering materials and equipment, supporting other members, and pro-
viding information and advice without interfering in the task.

Responsibility: Responsibilities include focusing on results and meeting deadlines.

Accountability: The employees are accountable to their superiors for the satisfactory performance of their
work. The management should give full credit to staff members for their success in the assigned work.

Categories of CSIRT Services

CSIRT services can be grouped into three categories:

Reactive services are triggered by an event or request, such as a report of a compromised host, wide-
spreading malicious code, software vulnerability, or an alarm from an intrusion detection or logging
system. These services represent the majority of CSIRT work.

Proactive services provide assistance and information to help prepare, protect, and secure client systems
in anticipation of attacks, problems, or events. Performance of these services will directly reduce the
number of incidents in the future.

Security quality management services augment existing and well-established services that are independent of inci-
dent handling and are traditionally performed by other areas of an organization such as the IT, auditing, or train-
ing departments. If the CSIRT performs or assists with these services, the CSIRT’s point of view and expertise
can provide insight to help improve the overall security of the organization and identify risks, threats, and system
weaknesses. These services are generally proactive but contribute indirectly to reducing the number of incidents.

All incidents managed by the CSIRT should be classified into one of the categories listed in Figure 5-6.

Incident Category Sensitivity* | Description

Denial of service 53 « DOS or DDOS attack.

Forensics 51 e Any forensic work to be done by CSIRT.

Compromised Information S1 s Atftempted or successtul destruction, cormuption, or disclosure of
sensitive corporate information or Intellectual Property.

Compromised Asset 51,52 « Compromised host (reot acoount, Trojan, reotkit), network

device, application, user account. This includes malware-
infected hosts where an attacker is actively controlling the host.

Unlawful activity S1 e Theft /Fraud / Human Safety / Child Porn. Computer-related
incidents of a criminal nature, likely involving law enforcament,
Global Investigations, or Loss Prevention.

Internal Hacking 51,352,853 e Reconnaissanocs or Suspicious activity originating from inside
the Company corporate network, excluding malware,
External Hacking 51, 32,53 ¢ Reconnaissanocs or Suspicious Activity originating from outside

the Company corporate network (parmer network, Internet),
excluding malware.

Malware S5 e Avirus or worm typically affecting multiple corporate devioss.
This does not include compromised hosts that are being actively
controlled by an attacker via a backdooror Trojan. (See

Cornpromisad Assat?)
Ernail S3 e Spoofed email, SPAM, and other email security-related events.
Consulting 51,52,83 e Security consulting unrelated to any confirmed incident.
Pelicy Violations 51,52,53 o Sharing offensive material, sharing /possession of copyright
rnaterial.

e Deliberate violation of Infosec policy.

¢ Inappropriate use of corporate asset such as cormputer, network,
or application.

o Unauthorized escalation of privileges or deliberate attempt to
subwert acoess controls.

* - Bensitivity will vary depending on cireumstances. Guidelines are provided.

Source: http://www first.org/. Accessed 2/2007.

Figure 5-6 This table shows the categories of incidents.


http://www.first.org/
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Types of Incidents and Levels of Support
CSIRT’s levels of support are based on the following:

e Type and severity of the incident or issue

Type of client

Size of the user community affected

Available resources
Resources will be assigned according to the following priorities, beginning with the most important:

1. Threats to the physical safety of human beings
2. Root or system-level attacks on any machine

3. Compromise of restricted confidential service accounts or software installations, in particular those with
access to confidential data

4. Denial-of-service attacks
5. Any of the above at other sites

6. Large-scale attacks of any kind, such as sniffing attacks, social-engineering attacks, password-cracking
attacks, destructive virus outbursts, and attacks involving several machines or services; these types of at-
tacks involve multiple reports from different reporting entities

7. Compromise of individual user accounts

8. Forgery and misrepresentation, and other security-related violations of local rules and regulations

Types of incidents other than those mentioned will be prioritized according to their apparent severity
and extent.

Service Description Attributes

For each service provided, the CSIRT should provide its client with service descriptions or formal service-level
agreements in as much detail as possible. In particular, any service provided by the CSIRT should include an
explanation of the attributes and descriptions as outlined in Figure 5-7.

Attribute Description

Objective Purpose and nature of the service.

Definition Description of scope and depth of service.

Function Descriptions Descriptions of individual functions within the service.

Availability The conditions under which the service is available: to whom, when, and how.

Quality Assurance

Quality assurance parameters applicable for the service. Includes both setting and
limiting of constituency expectations.

Interactions and Information
Disclosure

The interactions between the CSIRT and parties affected by the service, such as
the constituency, other teams, and the media. Includes setting mformation
requirements for parties accessmg the service, and defining the strategy with
regard to the disclosure of information (both restricted and public).

Interfaces with
Other Services

Define and specify the mformation flow exchange points between this service
and other CSIRT services it interacts with.

Prionty

The relative prionities of functions within the service, and of the service versus
other CSIRT services.

Copyright © by EG-Gouncil
All rights reserved. Reproduction is strictly prohibited

Figure 5-7 This table shows the attributes of CSIRT services and their descriptions.
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Incident-Specific Procedures
Virus and Worm Incidents

1. Isolate the system.

Isolate the infected system from the network.
Disconnect the server if a worm attack is suspected.
The CIO of the office gives authority to isolate the entire WAN from the outside world.

Log all actions.

2. Notify the appropriate authorities.

Notify CSIRT without delay.
Notify the departmental designated authority (IT manager or other designee).

CSIRT and the IT manager are accountable for notifying other personnel concerned.

3. Identify the problem.

Determine and isolate the suspected virus or worm-related files and processes.
Save a snapshot of the system before deleting any process from the system.

Each server/OS configuration has a separate, defined procedure for saving log files, history, and/or
active processes.

Make a list of all active network connections.
Archive the infected files and then delete them.

Run the CSIRT recommended security software on the infected systems to find all modified system
files, new programs, or hidden special files.

Log all actions.

4. Contain the virus or worm.

Delete any suspicious processes from the system.
Ensure that backups containing the virus or worm will not be used in the future.

If there is a worm attack, remember to keep the systems isolated from the outside world, cleaned up,
and inoculated.

Log all actions.

5. Inoculate the systems.

Evaluate the intensity of the damage before applying the patches.

Apply patches to inoculate the systems from future attack.

Analyze the system to assess any damage caused by the intrusion.

If the offending code is not analyzed, use backup tapes to restore the system.
Apply patches after the system is restored in safe mode.

Log all actions.

6. Return to a normal operating mode.

Ensure that the systems are back to their original operational state and request that all users change
their passwords.

Make sure that all infections are gone.

Log all actions.

7. Perform a follow-up analysis.

Perform a follow-up postmortem analysis after the system is restored to normal.
The follow-up analysis helps the CSIRT handle future security incidents.

Document the incident for reference.
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Evaluate the existing procedures if required.

Eliminate all online copies of infected files, code, etc., from the systems.

Provide recommendations to the management.

Produce a security incident report.

Hacker Incidents

Hacker incidents include repeated login attempts, repeated FTP or telnet commands, and repeated dial-
back attempts.

1. Identify the problem.
¢ Identify the sources of the attacks by looking at system log files and active network connections.
® Make copies of all audit trail information such as system log files and store them in a safe place.

¢ Capture process status information in a file and then store that file in a safe place.

Log all actions.
2. Notify the appropriate authorities.
¢ Inform the CSIRT and the IT manager within 30 minutes.

¢ After consulting with the CSIRT, it may be necessary to notify the police with jurisdiction at the loca-
tion of the attack.

e If one of the CSIRT members cannot be reached, then the IT manager will have alternate procedures
for notifying other levels of management.

3. Identify the hacker.

o If the source of the attacks or the attacker can be identified, then the CSIRT (or a designated person)
will contact the system administrator or security analyst for that site and attempt to obtain the identity

of the hacker.
e Log all actions.
4. Notify CERT.

o If the source of the attacks cannot be identified, then the CSIRT will contact the Internet CERT and
provide them with information concerning the attack.

¢ Release of information must be approved by the office of the CIO, in conjunction with the heads of the
departments involved.

¢ Log all actions.
5. Perform a follow-up analysis.

e After an incident has been fully handled and all systems are restored to a normal mode of operation,
perform a postmortem analysis.

e Allinvolved parties (or a representative from each group) should meet to discuss actions that were taken
and the lessons learned.

¢ Evaluate and modify all existing procedures, if necessary.
¢ All online copies of infected files, worm code, etc., should be removed from the systems.
* A set of reccommendations should be presented to the appropriate management levels.

e A person designated by the incident coordination team should write an incident report and distribute
it to the appropriate personnel.

Social Incidents

Responding to social incidents is somewhat different from responding to a worm or virus incident. Some at-
tackers will use techniques to trick people into revealing passwords or other information that compromises a
target system’s security. These scams include telephoning a mark that has the needed information, and posing
as a field service tech or a fellow employee with an urgent access problem. This type of hacking is generally re-
ferred to as social engineering and needs to be addressed as a real threat to the computing and communication
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Figure 5-8 A CSIRT follows these steps in handling a case.

infrastructure. Once a hacker obtains an employee’s password, the attacker will become more difficult to detect,
and could cause damage and disruption.

An employee should notify a member of the CSIRT and the departmental security designee as soon as pos-
sible. The CSIRT will then be responsible for notifying other appropriate personnel. The team, with the help of
the departmental technical staff, will be responsible for assessing what the attacker is attempting and the risks
involved in letting the attacker continue. It may be necessary to contact the local authorities, depending on the
location and activity of the attacker and the risks involved. As always, all actions should be logged.

Physical Incidents

It is essential to know how to respond to physical incidents on a daily basis. Any suspicious activity, such
as unattended people wandering around or unlocked doors that are normally locked, could be a potential
security risk.

Employees should confront individuals and ask for identification and the purpose of the visit. No one should
make contact if he or she feels his or her safety is at risk.

If the incident is a physical intrusion, the employee should notify a member of the CSIRT and the departmen-
tal security designee as soon as possible. The CSIRT will then be responsible for notifying other appropriate
personnel. Local authorities may be contacted depending on the location, suspicious activity, security breach,
and risks involved. Again, all actions should be logged.

Steps a CSIRT Uses to Handle Cases

Figure 5-8 shows the steps a CSIRT uses in handling a case.

US-CERT Incident Reporting System

US-CERT is a partnership between the U.S. government, including the Department of Homeland Security, and
the private sector. Established to protect the nation’s Internet infrastructure, US-CERT coordinates defense



Section: Reporter's Contact Information

First Name (Required)

Last Name (Required)

Email Address (Required)

Telephone number (Required)

Are you reporting as part of an Information Sharing and Analysis Center
(ISAC)?

What type of organization is reporting this incident? (Required)

What is the impact to the reporting organization? (Required)

What type of followup action are you requesting at this time? (Required)
Describe the current status or resolution of this incident. (Required)
From what time zone are you making this report? (Required)

What Is the approx time the Incldent started? (locailtime)

When was this incident detected? (localtime)

Section: Incident Details

Please provide a short description of the incident and impact (Required)

How many systems are impacted by this incident?

{Leave blank il Unknown)

How many sites are impacted by this incident?

(Leave blank if Unknown)

Was the data involved in this incident encrypted?

Woas critical infrastructure impacted by this incident?
What was the primary method used to identify the incident
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If available, pleass include 5-10 lines of time-stamped logs in plain ASCIl text.(s.g.,.CSV).

Figure 5-9 This is US-CERT's incident report form.

Source: http:/www.us-cert.gov/. Accessed 2/2007.

against and responses to cyber attacks across the nation. This system is used to report cyber-related incidents to
US-CERT. The form shown in Figure 5-9 can be filled out at http:/www.us-cert.gov/ to report incidents.

CSIRT Incident Report Form

Figure 5-10 shows a sample CSIRT incident report form, while Figure 5-11 shows a text-based incident

report form.

Examples of CSIRTs

CSIRTs can be classified into the following types according to the services offered:

¢ Internal CSIRTs offer incident handling services to their parent organization, such as a bank, university,

or federal agency.

e National CSIRTs provide services to the entire nation, such as Japan Computer Emergency Response

Team Coordination Center (JPCERT/CC).


http://www.us-cert.gov/
http://www.us-cert.gov/
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Figure 5-10 This is a sample CSIRT incident report form.
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FTour contact and organizational information

Ly F¥T"385000000000000000000000E

2. Organization Name.........:

3. sector type (such as banking, education, energy or
public safety¥).ccceacnanst

4., email address.........ccn.. -

5. telephone number.....ceu0a4:

9o (R ¥ 2000000000000 000000000

Affected Machine(s)

(duplicate for each host)

7. hostname and IP.ieecessesses

8. CiNeZONE.cssasnnannannnanel

9, purpose or function of the host (please be as specific
as possible)..eieer i nnnas

Source(s) of the Attack
(duplicate for each host)

10. hostname or IP...........:
Wihy BTN S o s 00000000000 000F
12. been ih contact?.........:

13. Estimated cost of handling
incident (if knowm).....:

14. Description of the incident (include dates, methods of
intrusion, intruder tools involved, software versions
and patch levels, intruder tool output, details of
vulnerabilities exploited, source of attack, or any
other relevant information):

Copyright © by EG-Gouncil
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Figure 5-11 This is a text-based CSIRT incident report form.

¢ Coordination centers can coordinate and facilitate the handling of incidents across various CSIRTs for a
particular country, state, research network, or other entity.

¢ Analysis centers synthesize data from various sources to find trends and patterns in incident activi-
ties. This information is used to predict future activity or provide early warning when current activities
match a set of previously determined characteristics.

® Vendor teams coordinate with organizations who report and track vulnerabilities. Other vendor teams
provide internal incident handling services for their own organization.

¢ Incident response providers work for hire.

Steps for Creating a CSIRT
Step 1: Obtain Management’s Support and Buy-In

Without management’s approval and support, creating an effective incident response team can be difficult and prob-
lematic. Management’s support can include the provision of resources, funding, and time. The participation and the
input of executive and business or department managers and their staffs are essential in the design process.

It is important to fulfill the management’s expectations as well as the CSIRT’s function and responsibilities.
A lack of this information can result in a team with unstructured services and authority.

In addition to management support for the planning and implementation procedure, management must com-
mit to uphold CSIRT operations and authority for the long term.
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Step 2: Determine the CSIRT Development Strategic Plan

The CSIRT can prove to be a failure if not managed properly. Various issues, including the following, need to
be solved during this stage:

® Are there specific time frames to be met? Are they realistic, and if not, can they be changed?

¢ Is there a project group? Where do the group members come from? Ensure that all stakeholders are rep-
resented. Some may not be on the team for the whole project but are brought in to provide subject mat-
ter expertise and input as needed. If anyone has a background in project management, organizational
behavior theory, and communications theory, consider having him or her participate on the team.

¢ How is the organization informed about the development of the CSIRT? A memo sent from the CIO, CEO,
or other high-level manager announcing the project and asking each key stakeholder and area to provide
assistance in any way possible is a good way to start. Informing the organization of the plan for the CSIRT
in the early stages of development can help staff members feel they are part of the design process.

o [f there is a project team, how is information collected and communicated, especially if the team is geo-
graphically dispersed?

Step 3: Gather Relevant Information

CSIRT is futile if it is unable to understand the organization’s requirements for incident response. This not only in-
cludes what services to offer but also whether the CSIRT team is skilled enough to handle specific situations. This in-
formation can be collected through general discussions or interviews with key stakeholders, including the following:

® Business managers

¢ Representatives from I'T

¢ Representatives from the legal department

* Representatives from human resources

® Representatives from public relations

¢ Any existing security groups, including physical security
¢ Audit and risk management specialists

* General representatives

Determine if anyone else is providing the same kinds of services offered by the CSIRT. If so, find out if those
services can move to the CSIRT over the course of an agreed-upon period of time. Dealing with such issues can
help identify what responsibilities are to be outlined and what information is to be gathered. Resources available
for reviewing the gathered information include the following:

¢ Organization charts for the enterprise and specific business functions

¢ Topologies for organizational or constituency systems and networks

e Critical system and asset inventories

¢ Existing disaster recovery or business continuity plans

¢ Existing guidelines for notifying the organization of a physical security breach
¢ Any existing incident response plans

® Any parental or institutional regulations

¢ Any existing security policies and procedures

Step 4: Design the CSIRT Vision

The main focus in designing the CSIRT vision is to clearly communicate what is expected from the CSIRT.
The vision for the CSIRT must give a clear description of how the CSIRT functions match with the current
organizational structure and how the CSIRT intermingles with its clients. The vision explains what benefits the
CSIRT provides, what processes it enacts, who it coordinates with, and how it performs its response activities.

¢ Identify the constituency. Who does the CSIRT support?

¢ Define the CSIRT’s mission, goals, and objectives. What does the CSIRT do for the identified
constituency?
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e Select the CSIRT services to provide. How does the CSIRT support its mission?
¢ Determine the organizational model. How is the CSIRT structured and organized?
¢ Identify required resources. What staff, equipment, and infrastructure are needed to operate the CSIRT?

¢ Determine sources of funding. How are the initial startup as well as the long-term maintenance and
growth of the CSIRT funded?

Step 5: Communicate the CSIRT Vision

The next step in the strategy is to communicate the CSIRT vision and operational plan to management, the
constituency, and others who need to know and understand its operations. Make amendments to the plan based
on any input given by them.

Communicating the vision beforehand can not only make the implementation process easier, it can assist in
determining organizational problems before implementation. This kind of approach can let people know the
development of the plan and permit them to give feedback regarding it. This is a way to begin marketing the
CSIRT to the constituency and to gain the needed support from all organizational levels.

This process also helps in gaining information that may have been missed during the information-gathering
process. This information and input can contribute to making final adjustments to the CSIRT’s organizational
structure and processes.

Step 6: Begin CSIRT Implementation

Implementation of the CSIRT commences as soon as the management’s support and funding are obtained. It
may include the following:

e Hiring and training initial CSIRT staff

* Buying equipment

¢ Building any necessary network infrastructure to support the team

¢ Developing the initial set of CSIRT policies and procedures to support its services
¢ Defining specifications and building the incident tracking system

¢ Developing incident reporting guidelines and forms

Incident reporting guidelines define how the constituency interacts with the CSIRT, what constitutes an
incident, what types of incidents to report, who should report an incident, why an incident should be reported,
the process for reporting an incident, and the process for responding to an incident. These guidelines should be
clear and easy to understand.

There must be a detailed description of the various ways an incident can be reported, whether by phone,
e-mail, Web form, or some other mechanism. It should also include details about what type of information
should be included in the report.

The CSIRT strategy to prioritize and handle received reports should be communicated. This includes how
the person reporting an incident is notified of its resolution, any response time frames that must be followed,
and any other notification that occurs.

Step 7: Announce the CSIRT

When the CSIRT is operational, broadly announce it to the constituency or parent organization. It is best if this
announcement comes from sponsoring management. Include the contact information and hours of operation for
the CSIRT as well as the incident reporting guidelines. A simple flyer or brochure outlining the CSIRT mission
and services, which can be distributed with the announcement, may help. Some teams have held an open house
or special celebration to announce the operational CSIRT.

Once the CSIRT is operational, the effectiveness of the team can be evaluated. These evaluation results can
be used to improve CSIRT processes and ensure the team’s capability in meeting expectations. Information on
effectiveness can be gathered through a variety of feedback mechanisms, including the following:

¢ Benchmarking against other CSIRTs
® General discussions with constituency representatives
¢ Evaluation surveys distributed to constituency members on a periodic basis

e Creation of a set of criteria or quality parameters that is then used by an auditing or third-party group
to evaluate the team
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Source: http://www.cert.org/archive/pdf/Limits-to-CSIRT-Effectiveness.pdf. Accessed 2/2007.
Figure 5-12 Automation can increase the efficiency of a CSIRT.

Limits to Effectiveness in CSIRTs

A fundamental problem for a CSIRT is to balance a growing workload with limited human resources. A CSIRT

can work smarter by investing in automation. When a problem is well understood, it becomes easier to solve.

This is typically accomplished by altering some of the policies in the system or by reengineering parts of it.
Figure 5-12 shows how automated responses can increase effectiveness.

World CERTs

e APCERT (Asia Pacific Computer Emergency Response Team): APCERT is an alliance of CSIRTs from
13 nations across the Asia Pacific region. Its first conference was held in March 2002 in Tokyo, Japan.
A general meeting called APSIRC is organized annually. Any CSIRT from the Asia Pacific region will be
permitted to be a member of APCERT after meeting all member accreditation requirements. APCERT
members can be either full or general members.

o AusCERT (Australia Computer Emergency Response Team): AusCERT from Australia is one of
the leading CERTs in the Asia Pacific region. Its major objectives are providing computer incident
prevention, response and mitigation strategies for members, a national alerting service, and an incident
reporting scheme.

e HKCERT (Hong Kong Computer Emergency Response Team Coordination Center): HKCERT
was established to deal with security threats and cyber crimes. It regularly organizes awareness
seminars and training courses on information security-related topics. Its objective is to pro-
vide a centralized contact for computer and network security incident reporting and response. It
coordinates the response and recovery actions for all reports. It offers guidance for monitoring
and disseminating information on security-related issues and advises preventive measures against
security threats.

e JPCERT/CC (Japan Computer Emergency Response Team/Coordination Center): JPCERT/CC is
an independent nonprofit organization established in 1992. It acts as a central association in Japan
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to deal with computer-related and network security—related issues. It gathers computer incident and
vulnerability information, and issues security alerts and advisories. It provides education and training to
increase awareness of security issues.

e MyCERT (Malaysian Computer Emergency Response Team): MyCERT was introduced on January 13,
1997, and began operation on March 1, 1997, from the Mimos Berhad office at the Bukit Jalil Technol-
ogy Park Malaysia. It suggests countermeasures for computer security incidents and methods of preven-
tion to the Internet community.

e PakCERT (Pakistan Computer Emergency Response Team): PakCERT was formed to deal with
security services and to guard against attackers. Its aim is to impart education, technology, and
experience while maintaining the highest level of secrecy in the industry. It strengthens network and
computer security with up-to-date tools.

o SingCERT (Singapore Computer Emergency Response Team): SingCERT was initially established in
October 1997 in collaboration with the Center for Internet Research, National University of Singapore
(NUS). It is a program of the Infocomm Development Authority of Singapore (IDA) and is responsible
for security incident response in Singapore.

e TWCERT/CC (Taiwan Computer Emergency Response Team/Coordination Center): TWCERT/
CC is a one-stop center for computer-related or Internet-related incident response teams in Taiwan. Its
major objective is to handle computer security incidents and vulnerabilities, uniting system-related and
network-related resources to prevent potential problems and improve security.

e CNCERT/CC (China Computer Emergency Response Team/Coordination Center): CNCERT/CC
was introduced in October 2000 as a functional organization under the Internet Emergency Response
Coordination Office of the Ministry of Information Industry of China. It became a member of FIRST
(Forum of Incident Response and Security Teams) in August 2002 and took an active part in the
establishment of APCERT. It is responsible for the coordination of actions of all computer emergency
response teams inside China concerning incidents in national public networks. Its main objectives
are providing computer network security services and technology support in all security incidents for
national public networks, important national application systems, and key organizations, including
detection, prediction, response, and prevention. It assembles, validates, accumulates, and publishes
authoritative information on Internet security issues and is also responsible for the exchange of
information and coordination of action with international security organizations.

North American CERTs

e CERT-CC (Computer Emergency Response Team/Coordination Center): CERT-CC is located at the
Software Engineering Institute (SEI), a federally funded research and development center at Carnegie
Mellon University in Pittsburgh, Pennsylvania. It was established with the joint efforts of the Defense
Advanced Research Projects Agency (DARPA) and SEI. Its main objectives upon being established
were to provide response to major security incidents and to analyze product vulnerabilities. In modern
days its responsibilities have been expanded to stay abreast of advanced intruder techniques, increased
amounts of damage, increased difficulty of detecting an attack, and increased difficulty in catch-
ing attackers. Currently it is a part of the SEI network systems survivability program, whose goal is
to guarantee suitable technology and system management practices that are used to protect networks
from attacks, minimize damages, and ensure the continuity of the critical services in spite of successful
attacks, accidents, or failures.

e US-CERT (The United States Computer Emergency Readiness Team): US-CERT was formed in 2003
to protect the nation’s Internet infrastructure. It is a partnership between the U.S. government, including
the Department of Homeland Security, and the private sector. Throughout the nation, US-CERT man-
ages defense against and responses to cyber attacks. Its main objectives are analyzing and reducing
cyber threats and vulnerabilities, disseminating cyber-threat warning information, and coordinating
incident response activities. It interacts with federal agencies, the tech industry, the research community,
state and local governments, and others to disseminate reasoned and actionable cyber-security informa-
tion to the public.

¢ CanCERT (Canadian Computer Emergency Response Team): CanCERT was Canada’s first national
Computer Emergency Response Team, established in 1998 by EWA-Canada Ltd. Operating 24/7, its
main objective is to be the trusted center for the collection and dissemination of information related to
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networked computer threats, vulnerabilities, incidents, and incident response for the Canadian govern-
ment, as well as business and academic organizations.

FIRST (Forum of Incident Response and Security Teams): Since 1990, FIRST has resolved security-
related attacks and incidents, and handled thousands of security vulnerabilities. FIRST collects a wide
variety of security and incident response teams, especially product security teams, combining the gov-
ernment, commercial, and academic sectors.

South American CERTs

CAIS [The National Education and Research Network (Rede Nacional de Ensino e Pesquisa — RNP)J:
CAIS is the Brazilian network of all federal institutions of higher education and research. It provides a
test platform for the experimental development of new applications and network services.

NBS/CAIS—Brazilian Research Network CSIRT/NIC BR Security Office Brazilian CERT: NBS/
CAIS—Brazilian Research Network CSIRT/NIC BR Security Office Brazilian CERT is the Brazilian
computer emergency response team, sponsored by the Brazilian Internet Steering Committee. This team
is responsible for receiving, evaluating, and taking action on computer security incident reports on the
Brazilian Internet.

European CERTs

EuroCERT (European CERT): EuroCERT was founded on September 15, 1999. It is a part of the
SIRCE (Security Incident Response Coordination for Europe) pilot, which is sponsored by TERENA
and provides support, coordination, and information for CSIRTs in Europe.

Funet (Finnish University and Research Network): Funet is a network service center for scientific com-
puting, providing services to universities, polytechnic colleges, and other research communities. It was
formed with the help of the Finnish Ministry of Education. The main objective of Funet is to help its
member organizations enhance computer and network security.

SURFnet-CERT (Computer Emergency Response Team of Netherlands): SURFnet-CERT is

an Internet provider to higher-education institutes and various other research institutes in the
Netherlands. This team was previously known as CERT-NL. SURFnet-CERT deals with all cases
related to computer security incidents in which a SURFnet customer is involved, either as a victim
or as a suspect. SURFnet-CERT also provides security-related information to SURFnet customers on
a structural basis (e.g., distributing security advisories), or on an incidental basis (e.g., distributing
information during emergencies).

DFEN-CERT (Deutche Forschungsnetz CERT): DFN-CERT, established on November 13, 2001, is a
level-two team according to the CERT rules of the Trusted Introducer.

JANET-CERT: JANET-CERT is a UK computer response team provided by UKERNA. It also provides
services to customers under contract with HEANet. This team also publishes advice for security
awareness and methods to improve security and networks. It delivers training courses, discusses

other events related to computer security, and works with other worldwide, European, and UK CERT
organizations to provide a security information base for its customers.

CERT POLSKA (CERT NASK/Research and Academic Network in Poland): CERT POLSKA was
known as CERT NASK prior to 2001. It has been a full member of the worldwide Forum of Incident
Response and Security Teams since 1997. The current CERT POLSKA headquarters are located at the
NASK site in Warsaw, Poland. Its main objective is to provide a reliable, trusted single point of contact
in Poland for the NASK community and their respective networks to prevent and deal with network
security incidents. It also provides security information warnings about possible attacks on other
corporations around the world.

Swiss Academic and Research Network CERT: The Swiss Confederation funds this institution,
protecting SWITCH (Swiss Research Group), the member organizations of SWITCH, and
their networks.
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Chapter Summary

A computer security incident is defined as any real or suspected undesirable event in relation to the security
of computer systems or computer networks.

Handling incidents involves three basic functions: incident reporting, incident analysis, and
incident response.

Incident reporting is the process of reporting information regarding an encountered security breach in the
proper format.

A CSIRT provides rapid response to maintain the security and integrity of systems.

Building an effective incident response capability is difficult without management’s support and approval.

Review Questions

1. How is an incident identified?

2. What are the procedures for handling an incident?

3. Describe five different types of incidents.

4. What is the difference between a mid-level incident and a high-level incident?

5. Describe the reasons that some organizations don’t report computer-related incidents.

6. What is change control?

7. Describe the steps involved in creating a CSIRT.

8. Describe three examples of CSIRTs.
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Hands-On Projects

1. Visit the vulnerability database at Securiteam.

Go to http:/lwww.securiteam.com/.

HANDS-ON PROJECTS View the Vulnerability listings.

2. Visit the Zone-h database for hacking attempts.
Go to http://www.zone-h.orgl.
Click the Attack Archives link.
View the defaced Web pages.

3. Read documents on incident handling.
Navigate to Chapter 5 of the Student Resource Center.
Read the document titled “csirt-handbook.pdf.”

Read the document titled “Creating-and-Managing-CSIRTs-notes.pdf.”


http://www.securiteam.com/
http://www.zone-h.org/

Chapter

Investigative Reports

Objectives
After completing this chapter, you should be able to:

Understand the need for an investigative report
Understand report specifications

Understand report classification

Describe the layout of an investigative report
Understand the guidelines for writing a report
Use supporting material

Understand the importance of consistency
Understand the salient features of a good report
Understand the investigative report format
Know the elements of a sample forensic report
Understand the best practices for investigators
Write a report using FTK

Key Terms

Testimonial evidence oral evidence, presented by a competent eyewitness to the incident, that is
relevant and material to the case

Introduction to Investigative Reports

An investigative report is a report that provides detailed information on the complete forensic inves-
tigation process. Computer forensic investigators collect all of the information involved in a case,
investigate and analyze the information, and prepare a final investigative report. This report contains
the results of the forensic investigation.

The following are the exhibits relevant to the computer forensic report:

e Photographs or diagrams

e Curriculum vitae of witnesses
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The following are some of the elements of an investigative report:

This chapter focuses on investigative reports. The remainder of this chapter describes the various elements of
an investigative report. It also discusses the format of an investigative report and how to write a good report.

Should contain a description of how the incident occurred

Should be technically sound and understandable

Should be properly formatted, and there should be page and paragraph numbers for easy referencing

Should contain unambiguous conclusions, opinions, and recommendations, supported by figures and facts

Should adhere to local laws to be admissible in court

Investigative Report Template

The following is a sample investigative report template:

Summary:

Case number

Names and Social Security numbers of authors, investigators, and examiners
Purpose of investigation

Significant findings

Signature analysis

Objectives

Date and time the incident allegedly occurred

Date and time the incident was reported to the agency’s personnel

Name of the person or persons reporting the incident

Date and time the investigation was assigned

Nature of claim and information provided to the investigators

Location of the evidence

List of the collected evidence

Collection of the evidence

Preservation of the evidence

Initial evaluation of the evidence

Investigative techniques

Analysis of the computer evidence

Relevant findings

Supporting expert opinion

Other supporting details:

Attacker’s methodology
User’s applications
Internet activity

Recommendations

Report Specifications

In today’s digital world, reports are generally submitted electronically to the court. The standard format for
reports is Portable Document Format (PDF). Reports should be filed through an attorney. Filing reports directly

with the court should be avoided.

Since a report is written for an investigation, it should showcase the mission or goal of the investigation.
The motive is to find information on a specific subject, recover significant documents, or recover certain file
types with a date and time stamp. The client, who can be an investigator or attorney, should define the goal

of the investigation.
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As much as possible, a report should be written in a logical order. The report should be written in such
a way that it states the problem, presents the results of the investigation, and sets forth the conclusions and
recommendations.

Report Classification

Report writing should begin with the identification of the audience and the objective of the particular report.
The investigative report should be presented in such a manner that a person with lesser technical knowledge is
also able to understand the findings and proceedings of the case.

Reports can be categorized as the following:

e Verbal
e Written

These categories are further divided into the following:

e Formal

e Informal

Verbal Formal Report

A verbal formal report is generally delivered to a board of directors, to managers, or to a jury. An attorney
should prepare a document called an examination plan. This document contains expected questions and rel-
evant answers, and it guides the investigator. An investigator can propose changes, such as those involving
clarification or definition, to the attorney if an expression or term is misused. The investigator should not include
things that are not related to the testimony.

Verbal Informal Report

Generally, a verbal informal report is less structured than a formal report and is submitted to a person within
the attorney’s office. This report is a preliminary report and should not be mishandled or inadvertently released.
It mentions the areas of investigation yet to be completed, such as tests that may not have been concluded, inter-
rogations, document production, and depositions.

Written Formal Report

A written formal report is a report sworn under oath, such as an affidavit or declaration. It is essential to pay
attention to word usage, grammar, spelling, and details while writing formal reports. Due to the formal nature
of this type of report, the first-person voice is preferred. For formal report writing, an investigator should use
natural language.

Written Informal Report

A written informal report is a report that precedes the main events of a particular case. These reports are high-risk
documents that contain sensitive information that could prove beneficial for the opposing counsel. The opposing
counsel may receive the document in discovery. Discovery is an attempt made to obtain documents before a trial.
This may be a written request for admissions of fact, depositions, or questions and answers written under oath.

It is advisable to include the contents of a written informal report in an informal verbal report. The investi-
gator should summarize things such as subject system, tools used, and findings in the verbal informal report.
Investigators should not destroy the written informal report if produced; this act is considered destruction or
concealment of evidence, which in legal terms is known as spoliation.

Layout of an Investigative Report

While writing reports, an investigator should pay attention to the layout and presentation aspects of the report.
It is advisable to adhere to one layout while writing a report, to maintain consistency.

The most important part of any investigative report is language. To communicate the information clearly, an
investigator should include signposts. A signpost serves as a guide to readers; it draws their attention to a point or
to the sequence of a process. For example, within the sections, the steps could be introduced with “The first step
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in this section” or “The second step in the examination.” In this example, “first” and “second” are the signposts
for the sequence of information.

Investigators should avoid superfluous statements such as “The following report is submitted” or “As the result
of the investigation, I have to report as follows.” Usage of proper format, style, tone, punctuation, vocabulary,
and grammar is a must while writing a report.

There are two methods for numbering a report:

1. Decimal numbering structure

2. Legal-sequential numbering structure

Decimal Numbering Structure

The decimal numbering structure divides the text into sections. By viewing this structure, readers can eas-
ily go to the headings of the report. It also helps the reader to know how the textual parts are related to
each other.
The following is an example of the decimal numbering structure:
1.0 Introduction
1.1 Nature of incident
1.1.1 Victim
2.0 First Incident
2.1 Witness
2.1.1 Witness testimony
3.0 Location of Evidence
3.1 Seizure of evidence
3.1.1 Transportation of evidence
4.0 Analysis of Evidence
4.1 Chain of evidence
4.1.1 Extraction of data
5.0 Conclusion
5.1 Results
5.1.1 Expert opinion

Legal-Sequential Numbering Structure

It is used in pleading legal cases and is popular among lawyers. Roman numerals stand for major aspects of the
report and Arabic numerals for supporting information. The following is an example of the legal-sequential
numbering structure:

I. Introduction
1. Nature of the incident
2. The victim
3. Witnesses to the crime
4. Location of the evidence
II. Examination
1. Chain of evidence
2. Extraction of evidence

3. Analysis of evidence



Importance of Consistency 6-5

Guidelines for Writing a Report

The following are some guidelines for writing a report:

Werite opinions that are based on knowledge and experience.

Create a logical structure from beginning to end.

Try to avoid hypothetical questions.

Apply theoretical questions to guide and support opinions based on the factual evidence.
Avoid using repetitive and vague language.

Use a simple format so the report can be easily passed from one person to another.
Group associated ideas and sentences into paragraphs and later into sections.

Do not use slang words, specialist language (which is not understood by the average person), and
colloquial terms (which creates the effect of conversation).

If any abbreviations or acronyms are used, define and explain them in detail.
After completing the report, check the grammar, vocabulary, punctuation, and spelling.

Always use the active voice when writing a report so that the communication looks direct and
straightforward.

Write the report in a concise manner so that it is easily understandable and interesting to any audience.
Werite everything with proper validation.
Never mention any clues in the report.

Avoid writing many details and personal observations in the report.

Use of Supporting Material

A well-written investigative report tells a story that answers various questions relating to who, what, when,
where, why, and how. Supporting materials such as figures, tables, data, and equations help the story unfold in
an effective manner.

The investigator can reference the supporting material directly in the text. The points that the supporting
material makes are integrated into the writing to enhance the impact. It is advisable to number figures and tables
in the same order as they are introduced in the report. For example, tables can be numbered as Table 1, Table 2,
and so on. Numbering the material avoids confusion and makes it easier to understand.

Full-sentence captions are preferred, rather than simple titles as captions. If charts are used, they should
be labeled, including axes and units. Tables and figures should be inserted after the paragraph in which they
are discussed.

Importance of Consistency

The following are some of the sections an investigative report should include:

Abstract or summary
Table of contents
Body of report
Conclusions
References

Glossary
Acknowledgments

The sections can be adjusted to suit the purpose of the report.
An abstract or summary is meant to provide the essence of a report in an informative way. An abstract is an
abbreviated or condensed form of the investigation that presents the main ideas. A table of contents should be
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designed to provide quick reference to important features of the investigation. The main points highlight the
purpose of the report. References and appendices list the materials referred to during report writing. Any format
can be followed for presentation.

It is not necessary to follow this exact format, but maintaining consistency is a must. For example, investiga-
tors should follow a consistent style of headings and subheadings throughout. Establishing a template can make
it easier to maintain consistency.

Salient Features of a Good Report

A good report should have the following features:

Method explanations: The investigator should provide a detailed explanation of how the problem was
approached. Examination procedures, materials or equipment used, analytical or statistical techniques,
and data collection of sources are a few subsections that can be included to make the reader understand
the investigation process.

Data collection: The data collection process is a critical factor, so it is important to present data in a
well-organized format. While preparing the lab report, the investigator should record data such as ob-
servations in a laboratory notebook. All the tables used for presenting data should be labeled.

Calculations: It is advisable to include all calculations that are done during the investigation in a summa-
rized form. The investigator should provide the common name of any calculations that have one. The in-
vestigator should also provide a brief description of the standard tools and sources used for calculations.

Uncertainty and error analysis: An investigator needs to provide a statement of uncertainty and error analysis
during observation. During a computer investigation, it is necessary to provide the limitations of knowledge to
protect integrity. For example, if a time stamp for a certain file is retrieved from a computer, the investigator
should state explicitly that a time stamp can be reset easily, so the time stamp is not necessarily reliable.

Results explanations: The investigator should explain all results in a logical order, using subheadings
with text addressing the purpose of the report. The investigator should use tables and figures within the
writing to enhance the presentation. Presentation of the results should be in such a way that any reader,
whether he or she has knowledge of the case or not, can understand the whole investigation process
based solely on the investigative report.

Discussion of results and conclusions: Discussing results and conclusions is a must. The investigator
should reframe all findings in light of an overall examination. The investigator should establish the sig-
nificance of the research in this section. He or she should answer questions pertaining to how the case
developed, what the problems were, and how the problems were approached.

References: The investigator should organize the references in a standard format. Sufficient detail should
be provided to allow another person to track down and verify the information. This section should list
books, journal articles, leaflets, Web sites, and other materials referred to in the report. The investigator
should also cite all quotes, paraphrases, or summarizations of another person’s opinions.

Appendices: Appendices contain extra material that is referred to in the report. Appendices include charts,
diagrams, graphs, transcripts, and copies of materials. In addition to the pertinent figures, a brief description
of each item and a reference to exhibits containing the documents supporting each item can be included. The
investigator should arrange appendices in the same order as they are referred to in the report. Some portions
of the appendices may be optional, and some may be required. For example, exhibits are required.

Acknowledgments: An acknowledgment is not a dedication, but generally thanks people who helped
during the research. For example, some people may have contributed to the analysis, and some people
may have helped by proofreading. Acknowledgments are optional.

Important Aspects of a Good Report

The following are some of the important aspects of a good report:

It is designed to help the judiciary come to a conclusion regarding the case.
A good report shows the answer for each and every question that may be raised during a judicial trial.

Facts and findings must be based on the evidence so that the judiciary can rely on the conclusions of the report.
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e The report is written in an easy and neutral language so that every reader and decision maker under-
stands it clearly.

¢ The report should convey all necessary information in a concise manner.
e The report should be structured in a logical manner so that information can be easily located.
e It should be written carefully and reviewed critically and thoroughly.

¢ It should contain tables, summary exhibits, footnotes, and appendices to reduce the narrative and
present the findings in an interesting and readable format.

Investigative Report Format

Each firm, such as a law firm or a computer forensic firm, has its own established report format. An investigator
can follow a previously written sample when writing a new report.

Before writing the report, the investigator should review the facts to determine which to include and which to
exclude from the report. The investigator should carefully examine the information to ensure it is relevant to the case.
The report must include all relevant evidence, even evidence that does not support the conclusion. It is essential for the
investigator to project objectivity in the report and document the findings in an impartial and accurate manner.

An investigative report format basically has four sections:

Section 1 is the administrative section listing the investigating officials, how to contact them, and where the
working papers are located.

Section 2 is dedicated to the background and summary. It includes a summary of the complainant’s allega-
tions, optional information that may help the reader understand the case, the outcome of the case, and the list
of allegations.

Section 3 is reserved for the introduction of the first allegation. It presents the facts, analyzes and discusses
the facts, and, if appropriate, makes a recommendation. A conclusion can be stated in this section, and it can
also include documentation concerning the corrective action that a responsible authority took regarding any
substantiated allegations. Any other allegations should be addressed in the same way. More sections can be
introduced depending on the number of allegations.

Section 4 (or the last section) lists and describes the interviewees, the documents reviewed, and any other
evidence gathered.

Attachments and Appendices

Attachments and appendices help maintain the flow of a report. Attachments and appendices can be used to
further detail any terminology, findings, or recommendations presented in the report. Attachments are helpful
for readers to know what they are looking at. The following may also be considered as attachments:

e Metadata

e Signature analysis file

¢ Evidence

¢ Curriculum vitae of the witnesses

e Earlier reports for reference

Including Metadata

Metadata is information about a file, including the creator of the file and time and date stamps for when the
file was created and last modified. The accessibility of metadata depends on the file type. A single document
can have hundreds of metadata fields, depending on the application that created the file. The following are the
types of file metadata that can be used during a forensic investigation:

* System metadata: This type of metadata is stored outside the file and identifies the location of a file.
It also includes information about filenames, dates, locations, sizes, and so on.

o Application metadata: This type of metadata can be stored inside the file and is used to identify
changes, document author, document version, macros, e-mail information, and so on. The type of
information stored varies depending on the type of the file. This type of metadata moves with the file
when it is copied.
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Signature Analysis

Signature analysis can be used to identify whether any files have been renamed. Most graphics and text files have
a few bytes at the beginning of the file that can be used to identify the signature of a file. This signature can be
used to verify that the file extension matches the file type. Both the EnCase tool and the Forensic Toolkit verify
the signature of each file according to a list of known file signatures and their relevant extensions. They notify
the investigator if a user has renamed a file with an extension that doesn’t match the file’s type.

Sample Investigative Report

Figure 6-1 shows a sample investigative report.

Case brief 1 report

REPORT OF MEDIA ANALYSIS

MEMORANDUM FOR: County Sheriffs Police
Investigator Johnson
Anytown, USA 01234

SUBJECT: Forensic Media Analysis Rsport
SUBJECT: DOE, JOHN
Case Number: 012345

1. Status: Closed.
2. Summary of Findings:

= 327 files containing images of what appeared to be children depicted in a sexually
explicit mannar wera recovarad.

® 34 shortcut files that pointed to files on floppy disks with sexually explicit file names
involving children were recovered

3. Items Analyzed:

TAG NUMBER: ITEM DESCRIPTION:
012345 One Generic laptop, Serial # 122456789

4. Details of Findings:

® Findings in this paragraph related to the Generic Hard Drive, Model ABCDE,
Serial # 3456ABCD, recovered from Tag Number 012345, One Generic laptop,
Senal # 123456789,

1) The examined hard drive was found to contain a Microsoft® Windows® 98 operat-
ing system.

2) The diractory and file listing for the media was saved to the Microsoft® Access
Database TAG012Z345.MDEB.

3) The directory C\JOHN DOE\PERSONALWFAV PICS\, was found to contain 327
files containing images of what appeared to be children depicted in a sexually
explicit manner. The file directory for 327 files disclosed that the files’ creation
date and times are & July 2001 betwesn 11:33 p.m. and 11:45 p.m., and the last

access date for 326 files listed is 27 December 2001, In addition, the file directory
information for ona file disclosed the last accaess date as 6 January 2002

4) The directory CAJOHN DOEVPERSONALVFAV PICSTO DISK\ contained 34
shorteut files that pointad to filas on floppy disks with sexually explicit file names
involving children. The file directory information for the 34 shorteut files disclosed
the files’ creation date and times are 5 July 2001 between 11:23 p.m, and 11:57
p.m., and the last access date for the 34 shortcut files was listed as 5 July 2001.

Bl The directory CAJOHN DOB\LEGAL\ contained five Microsoft® Word documents
related to various contract relationships John Doe Roofing had with other entities.

6} The airectory C:\JOHN DOEVOHN DOE ROOFING\ contained files related to
operation of John Doe Roofing.

7} No further usercreated files were present on the media.
5. Glossary:
Shorteut Fila: A file craated that links to another fila,
6. Itams Provided: In addition to this hard copy report. one compact disk (CD) was sub-
rritted with an alsctronic copy of this report. The report an CD contains hyperdinks to the

above-mentioned likes and direclunes.

IMA D. EXAMINER Released by

Computar Foransic Fxaminar

Figure 6-1 This sample shows all of the elements that
should be in an investigative report. (continues)
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v Contact with the computer company revealed the counterfeit checks found on the
suspect’s computer had been accepted for the purchase of computers, and that the
computers were shipped to him and were the subject of an ongoing investigation.
Model numbers and serial numbers provided by the computer company matched
several of the Hotmail® and Yahoo® classified ads found on the suspect’s computer.

v Several of the counterfeit checks found on the suspect’s computer were already the

subject of ongeing investigations.

v Information recovered concerning other vehicles led to the recovery of additional

stolen vehicles.

v The specific information sought in the search warrant concerning the sale of the stolen
motorcycle and the counterfeit documents was recovered from the suspect’s computer.

Conclusion

The suspect eventually plead guilty and is now incarcerated.

Figure 6-1 This sample shows all of the elements that should be in an

investigative report.

(continues)
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Figure 6-1 This sample shows all of the elements that should be in an
investigative report.
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Collecting Evidence

The investigator should collect the following types of evidence:

General evidence: This includes the date and time the investigator visited the incident site and with
whom the investigator spoke.

Physical and demonstrative evidence: This includes pictures taken at the incident site. The investigator
can demonstrate the evidence using maps, X-rays, diagrams, and floor plans.

Testimonial evidence: This is oral evidence, presented by a competent eyewitness to the incident, that is
relevant and material to the case. It includes testimony from all the persons interviewed by the investiga-
tor in order of the date and time of the interview.

Collecting Physical and Demonstrative Evidence

The following information should be collected for physical and demonstrative evidence:

The manner in which the scene of the incident was secured

A list of each type of physical evidence that was collected and secured

The manner in which the physical evidence was collected and logged

The manner in which the physical evidence was preserved after collection to maintain the chain of custody
A list of any pictures that were taken

A list of any demonstrative evidence available to the investigation

Collecting Testimonial Evidence

The following information should be collected for testimonial evidence:

The manner in which the investigator determined whom to interview

A list of the persons interviewed in chronological order, including the name, title, date, and time of
each interview

A list of persons who are identified as the targets of the case

The manner in which the investigator afforded the target or the witnesses any right to representation

Dos and Don’ts of Forensic Computer Investigations

Ask questions

Document thoroughly

Operate in good faith

Do not get in over your head
Make the decision to investigate
Treat everything as confidential

File everything appropriately

Case Report Writing and Documentation

All conclusions and findings of computer media analysis should go into an investigative analysis report, which
is then directly sent to a case officer.
This report should have the following documents:

Forms
Analysis notes
Items that come as a result of analysis, i.e., printouts and CDs

Copies of search warrants
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Evidence listing
Media analysis worksheet
Keyword lists

Support requests

Creating a Report to Attach to the Media Analysis Worksheet

An investigator should maintain notes and provide more information on the following to create a report that
can be attached to the media analysis worksheet:

Date and time when any computer taken as evidence

Current date and time

Lapses in analysis

Finding evidence

Special techniques required that are beyond the normal processes
Significant problems or broken items

Outside sources that provide assistance during the investigation

Best Practices for Investigators

Before submitting the final report, an investigator should read it over to see if there are any places where he or
she needs to make changes. The report should contain only relevant material. It should also be coherent, not
repetitive, and consistently structured. The investigator should also let an outsider read the report. The report
needs to be understandable to someone who is completely unfamiliar with the case.

Writing

a Report Using FTK

To prepare a new case using FTK, perform the following steps:

1.

NS ke

Werite-protect the evidence floppy disk.

Create a work folder and another folder under this folder.

Run FTK.

Click OK.

Select Start a new case and click OK in the FTK Startup dialog box (Figure 6-2).
Fill out the appropriate information in the New Case dialog box and click Continue.

Use the Browse button to access the case path.

AccessData FTE Startup

Firs, Digarses, & Assbyra Compsstir Esicdancs

" Open an existing case
Cancel

% Start a new case

= Preview evidence

i~ Go directly to warking in program

Find Tomputes O 7
haci'p s Eaely

[ Dionot show this dislog on startup

Figure 6-2 Select Start a new case in the FTK Startup dialog box.



10.
11.
12.
13.
14.
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Give a brief description of the investigation (Figure 6-3) and click Next.

Check all the boxes in the Case Log Options window (Figure 6-4).

Click Next in the Evidence Processing Options window (Figure 6-5).

Click Next in the Refine Case and Refine Index window.

In the Add Evidence to Case window (Figure 6-6), click the Add Evidence button.

The Add Evidence to Case dialog box appears. Click the Local Drive option and then click Continue.

Select the A: drive option and the Logical option button in the Select Local Drive dialog box, and
click OK.

AccessData's
Forensic Toolkit™-FTK™
The Complete Analysis Tool

Wizard for Creating a New Case

Investigator Mame: I ;I

- Case Information -

Case Number: ICp‘l 2

CaseMame:  [Chapl3_FTE

Case Pattr  |d\Chap13\Chapter Browse. ., |

Caze Folder |d.'\Chap'I MChapter\Chap13_FTK

Caze Dezcnption:

Investigation ta determine where Rachel and Monica might have gone tol ZI

Mext > I Cancel | Help |

Figure 6-3 The case description should be brief but informative.

Case Log Options

The case log iz & text fle named FTE log in the case folder, It gets created automatically by FTE and containg a recard of
events that occur during the cowrse of the case You can choose which type of events you would like to be logged.

“f'ou can alzo add your own comments to the log file at any time by selecting "Add Caze Log Entry..."" under the "'Files'"
menu item, and you can view the log fils by selecting "View Caze Log'” under the "'Files" menu tem.

Ewantz to go in the Casze Log

Ewventz related to the addition and proceszing of file tems when
evidence iz added or when using Analpziz Tools later in the caze.

¥ Ermor messages Events related to any emor condibons encountered during the caze.
L} (]
¥ Bookmarking events Events related to the addition and modification of bookmarks.
¥ Seaching events Events related to searching Al ssarch quesies and and resulting hit
counts will be recorded
¥ JPEG/Intemet searches Events related to special JPEG or intemet keyword searches that ae
performed dunng the case,
¥ Other events Other events not related to the above. such as copyng, viewng, and
groring fles.
< Back Mt > Cancel ] Help ]

Figure 6-4 The Case Log Options window lets a user choose what to
include in the case log.
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Ewvidence Processing Options

Processes to Perl'onn'

Ewdence 1z added to a case in several steps. Some of the processes are always performed, while others are optional,
depending on your needs and timefrezource conztraints.

Filz Extraction The file extraction process iz always pedformed. It automaticslly sxtracts fles, mal mezsages
data stieams. et from zip sichives. most email archives. and OLE storages.

An MDS hash is a 16 byte value genersted based upon a file's content. 11 iz used to uniguely
identify files, Hashes can be used to verily a file's integrity. or to identify duplicate fles, MDS
hashes are uzed by the EFF to identify known files.

™ SHAHazh A SHA hash iz & 20 byte value. The SHA hashing algorithm is newer than MO, bt is not
yet &z widely uzed The EFF libran can contain SHA hashes, but generally dossnt.
i ¥ KEFF Lockup KFF [Ernown File Filter] iz a whility that compares fiile hashe: againzt a database of hashes |

from known files. The purpose of KFF = to eliminate files known to be unimportant, or to alert
the investigator to known ilkcit or dangerous files. It also checks for dupbcate files.

¥ Entropy Tast For unknown file tppes, an entropy test 1z used to determine whethar the hls's data iz
compressed or encrypted. Such files contain no plain text and will not be indexed.
Unneceszary indexing of such files can waste an enoimous amount of ime and resouices.

= Full Text Index The Forersic Toolkit inchides a very powerful search engine. diSearch, which enables the
investigalor to do instantaneous searching of textual data Inoorder to take advartage of this
search feature, the data must first be indexed,

¥ Store Thumbnadz  Create and store thumbnails for all graphics in the caze. This option speeds up browsing
through the Graphics view al the expense of consuming more space inthe case folder

< Back Next > Cancel | Hew |

Figure 6-5 The Evidence Processing Options window tells FTK which
processes to perform on the evidence files.

.
Add Evidence
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Fddm A all Hees i the specihed boldey, nohudimg conbenis of sublolden
Iryciraachal File Mcdds & sngle Al NOTE: Ddcmﬂulmﬂbeaddudulmnrdm;

This chelau el ophore. sel posrcush, Con be oveidden dependently 1o a3ch sadence bet, and addtioral
sz ch shmamenty can oo ke made These sseiwements can mchide e socision of detedsoe canges. s vl 5 ipectc
baddars. To s thees e iedneamsnts, Highiighl an svidencs lem m fw b end pisszs Asbns Eviderces - Sdvanced

Add E wderce: | Ec Evderca | Bemove Enderce | Fetvee Evcence  Asvarcad |'

Draplay Hame | Sowi s | Parme i | Tupe I Fewes | Commens
| | [ ]
[ eimk | | cenw | we |
= ] n

Figure 6-6 Click the Add Evidence button to add evidence.

15. Enter comments in the Evidence Information window (Figure 6-7) and then click OK.

16. Click Next in the Add Evidence window.

17. Check the information in the Case Summary window (Figure 6-8). If it is correct, click Finish.
Otherwise, click Back to fix any errors.

FTK starts analyzing the data on the investigation floppy disk when the FTK Processing Files window
(Figure 6-9) appears. When FTK completes the analysis, the main FTK window (Figure 6-10) appears showing
all data found from the analysis process.
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Evidence Information x|

Inwestagator's Name

| &)
Ewidenice Locakion

Evidence Display Mame

| &

Ewidence 1dentifiacbon Mame] Mumber

[ Chaol3

Comment

Fioppry desk found on Rachels disk

O Cancel

Figure 6-7 Enter a comment that describes
the evidence.

New Case Setup is now Complete
Cape S
Cazs dmcion s e fls dalsbaos, molss, and nther cane gpecin bae el b o

Mumber of Evidence e 1
Procese: ol Pafomed:

Film E wirac oy R
Flemernbe Inat althcasgn sach of fee proceses
Filie |deriic it s ﬂ?imﬁm_ﬂwn:mmﬁ
n

an tant 1k gl e e
KOG Mash e

Processe: Fal e ot eomned imdally gen be
Aty MO il a later pont e eesigaln.
KEF Lock e Adiritinral worlsres can shn he sdded Lstar
Eromgy T Yea

Full Tied Il Wi

Figure 6-8 Check to make sure that all the information in
this window is correct before moving on.

Analyzing with FTK
Perform the following steps to collect pictures with FTK:

1. Click the Graphics tab and check the List all descendants box.
2. Click any picture in the upper pane (Figure 6-11) and check the box next to its filename.

6-15
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Processing Files,

Cunrert Evadence ltem:

|C:

Cunend Fie lem

' LogFle\DRIVE_C-HTFS'3LogFile

Cumers Fila Ibemn Shatuz Tolal Process: Statuz
Acton: | Fikening T e Elapsed Time: | 0000012
Fie Type [ Unkriomn Fie Type Total tems Examined | e
hem Size: | 23,085,056 Tatal llems Added: | 5
Proges: | 5 027,763 Total lbems Indexed: | 3
Log e cazsdsysem slabus eyveny F'El_ﬁ minutez [ Log exterded inlarmation Canced

Figure 6-9 This screen shows FTK's progress in processing the evidence files.

'+ FTE. DEMO VERSION - d:\Chap13\Chapter\Chap1 3_FTK\

Fie Eclt View Tool Hep

overview | Blre | Gresbes | EMa | Seach | Boakmarn |
Emdence Nems File Status File Category Iﬁ 2 = F g
[Evioence tems T KFF Alert Fles 0| Documents i e kb, dioluls mt‘
Fibe fbems Bookmarkedd fems: 0| Sprescshests: 0
Tokal File Reins: 30 | Bawl Exbansaon 0| Databazes 0
Checkad Remns: 0| Encryphad Flas: 0| Graphcs 0
Urchecked kams: 30| Froem E.mal 0| E.mail Meszsages: 1]
Mﬂﬂﬂlﬂh’m 0| Deleled Fiks: 0| Exscifables 1]
Cther Thirsbnait 0| FromRecysk B 0] Archives: a
Filered In: 30| Dupicele tems: 0| Foiders: 2
Filered Out 0| OLE Subfems: 0| SiackFres Space: 4
| Unfkered Fitered | Flaggedionore: 01 | Ciher Hnown Type o "
[ Eliferms ActusiFies | KFF gnorasie 01| Urkrenwn Type #| | _i
B8 @@ 50 Qoo =] T =
Commen [ Eviderce Path | Display Mame | Igsniication Name/Numbe: | Evidence Typs |Mdad | Eﬁchn] Descendanls | Investigstor
Loglle found i L L LogFle'0RL cnepl s HTFS 2027, 30 Maran Geaid
4| | ¥
1 Listed 0 Checked Total D isghlighted

Figure 6-10 The main FTK window shows all of the processed evidence files.

Locating Encrypted Files with FTK

To locate encrypted files with FTK, click the Overview tab, click the Encrypted Files button (Figure 6-12), and
click any file in the lower pane.

Viewing Encrypted Files
After locating the encrypted files, perform the following steps to view them:

1. Check the box next to the clicked file.
2. Right-click the file and click Export File on the shortcut menu.
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Figure 6-11 Users can analyze graphics files with FTK.
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Figure 6-12 FTK allows users to look at only the encrypted files.

3. Uncheck all boxes located at the bottom of the Export Files dialog box (Figure 6-13) and click OK.
4. Click OK in the Export Files window message.

Searching with FTK

Perform the following steps to execute an indexed search:

1. Click the Search tab.
2. Type the first search term in the Search Term field and click Add.
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Figure 6-13 FTK allows users to export encrypted files for later viewing.
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Figure 6-14 FTK shows the results of an indexed search.

3. Then type another search term and click Add.
4. Click View Cumulative Results. You will see a window like Figure 6-14.
Perform the following steps to execute a live search:

1. Click the Live Search tab in the Search pane (Figure 6-15).
2. Type a keyword and click Add. Click Search, and then click OK in the Retrieve Search Hits dialog box.
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Figure 6-15 FTK allows users to perform a live search.
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Figure 6-16 The View files in filtered text format button minimizes the
data.

3. Click View Results in the Live Search Progress dialog box.
4. To minimize the data, click the View files in filtered text format icon (Figure 6-16).

Creating a Bookmark for Investigation Findings
Perform the following steps to create a bookmark for investigation findings:

1. Right-click any checked file and then click Create Bookmark on the shortcut menu.

2. Type ch13_search_results in the Bookmark name text box. Click All checked items, and then check
Include in report and Export files in the Create New Bookmark dialog box.

3. To describe the bookmark, type a comment (Figure 6-17) and then click OK.
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Figure 6-17 A bookmark comment describes the bookmark.
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Figure 6-18 The Overview tab gives a summary of the evidence files in
the case.

Reviewing Case Findings in FTK

To review case findings in FTK, click the Overview tab (Figure 6-18) and then click the Checked Items button.
Viewing Selected Items

To view selected items, perform the following steps:

1. Click the first file in the lower pane.
2. The contents of the bookmark can be read by scrolling down the upper-right pane (Figure 6-19).
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Figure 6-19 The upper-right pane shows the contents of a bookmark.
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Figure 6-20 Enter information about the case in the
Case Information window.
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3. Type the keyword value in the search text box to locate a specific keyword that is displayed in the upper-

right pane.

4. To view graphic files, click the Internet Explorer icon located above the upper-right pane.

5. To view binary files, click the HEX icon.
Running the FTK Report Wizard

1. Go to File in the main FTK window and then click Report Wizard.

2. Enter the appropriate information in the Case Information window (Figure 6-20). Click Next.
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Figure 6-21 Users can choose whether to add graphic
thumbnails to the report.
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Figure 6-22 Users can choose to list all evidence files in
the report.

3. Click Next on both the Bookmarks — A and Bookmarks — B dialog boxes.

4. In the Graphic Thumbnails dialog box (Figure 6-21), check Export full-size graphics and link them to the
thumbnails and then click Next.

5. In the List by File Path dialog box (Figure 6-22), check the Include a list by file path section in the report
box. Also check the Include in the report and Export to the report boxes and then click Next.

6. In the Case Audit Files dialog box, click Add Files and navigate to the chapl3chapter folder.

7. In the Open dialog box, press and hold down the Ctrl key to select all the evidence files and then
click Open.

8. Click Next in the Case Audit Files dialog box.
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Figure 6-23 Users can view the final report in a browser.

9. Click Finish in the Report Location dialog box.
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10. Click Yes to view the report generated. The report opens in Windows Explorer. Double-click Index.html
in the chap13chap13_FTKReport folder to view the report in Internet Explorer (Figure 6-23).

Chapter Summary

Reports can be used to communicate the results of a forensic investigation. They can be used not only to
present the facts but also to communicate expert opinions.

Reports can be formal or informal, verbal or written.

It is essential for anyone writing a formal report to pay attention to word usage, grammar, spelling,

and details.

Avoid usage of jargon, slang, or colloquial terms when writing a report.

Reports should include results and conclusions.

The final product that can be shown to the attorney or client is a combination of reports generated using
forensic tools and official investigative reports.

Review Questions

1. What is an investigative report?

2. What is the purpose of a verbal formal report?
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3. What is the purpose of a verbal informal report?

4. What is the purpose of a written formal report?

5. What is the purpose of a written informal report?

6. Name four examples of demonstrative evidence.

7. What is the purpose of appendices to a report?

8. What is the purpose of supporting material in a report?

Hands-On Projects

1. Perform the following steps:

Navigate to Chapter 6 of the Student Resource Center.

= Read Incident-Investigation Report Requirements.pdf.
HANDS-ON PROJECTS

2. Perform the following steps:
Navigate to Chapter 6 of the Student Resource Center.
Read planning to write report.pdf.

3. Perform the following steps:
Navigate to Chapter 6 of the Student Resource Center.

Read Writing investigation report.pdf.
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General Notice

The EC-Council | Press Series’ mission is to educate, introduce and demonstrate Information Security related
tools and techniques for internal security analysis purposes only. You will not use the newly acquired skills for
illegal or malicious attacks and you will not use such tools in an attempt to compromise any computer system,
and you shall indemnify EC-Council and its partners from all liability with respect to the use or misuse of these
tools, regardless of intent.

EC-Council provides the hacking skills and tools presented throughout the EC-Council | Press for educa-
tional use. The hacking tools are not authored by EC-Council, and in many cases are submitted by the security
community. EC-Council will not be held accountable for any damages caused by the proper or improper usage of
these materials, and makes no guarantee in regards to their operation or suitability for any specific purpose.

The hacking tools used in the EC-Council | Press programs are meant for research and educational purposes
only. The primary intent of these tools is to provide the user with hard to find content for research or self edu-
cation relevant to network security and various protection methods and their intrinsic flaws by demonstrating
exploitation methods and techniques used to circumvent them. We hope that you become more aware of the
dangers that lurk in society today and learn how to protect yourself from them with the knowledge you are about
to learn. In order to continue you must accept that you are going to use this information only for educational
and research purposes only.

While possession of information or programs included in this training violates no laws, actually using or
implementing some of the programs or content may violate U.S. Federal and other laws. For this reason, the
user is instructed not to use any programs or content contained in this training which may violate any laws
or infringe on the rights, including intellectual property rights, of others. We provide them for research and
educational purposes only.
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